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Executive Summary 
 
This document will outline a test plan that will serve to confirm that the vendor platform-based threat prevention 
solution satisfies the requirements of the customer to provide advanced Cybersecurity protection for the firm’s 
network and application infrastructure. Successful completion of this test plan implies that the reviewers are 
comfortable that the products tested have satisfied the firm’s stated acceptance criteria. 

 
1. Overview 

 
The Goal of the POC is to use a snapshot of a customer’s traffic profile and show the performance when applied 
to a PA-5220 platform. 
 
A proof of concept (POC) test is used to ensure that new technologies under consideration will work as expected 
and related to the technologies or products under test.  This document outlines high-level POC requirements.  
 
 
2. Topology Setup 
 
The NGFW devices to be tested will incorporate, at a minimum, an Application Identification component (Layer 
7) and potentially enabling multiple advanced features such as AV, Vulnerability Protection, Wildfire, etc. 
The test environment will be setup in the following manner and will apply for all test scenarios defined below: 
 

10G 10G

Breaking Point
Stateful TCP traffic

 
 

Figure-1 PA-5220 Next Generation Standalone Firewall Network Test Diagram 
 
 
IP address space will be defined after consultation with the customer. Multiple 10Gbps interfaces may be 
necessary in order to fully test the firewall. 
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3. Testing Scenarios 
 
The following table lists test cases that will be executed against the device under test (DUT): 
(a description of each test can be found under section 6. Test Scenarios Description) 
 

Area Test Case Test Case Description 

Application 

Performance 
AP1 

Internet Traffic Mix – Maximum Throughput (L7) – AppID / Threat 

Prevention 

 
 
4. Topology Configuration 

A. Test Equipment 

- Hardware: Ixia Breaking Point 

- Software:   Version 8.13.0 ATI Update: 302252 Strike Date 2017-03-24 

 

B. Firewall  

- Hardware: PA-5220 Standalone 

- Software: Version 8.0.1 

- Palo Alto Networks firewall interfaces are configured in layer3 mode 

- Logging is enabled at session start and session end in all tests 

 

C. Traffic Profile 

- The following Internet Traffic Mix was used for performance testing. 
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5. Test Results 

The Ixia Breaking Point System generates reports for every test case executed.  POC will export copies of all 

relevant test cases executed using the Adobe PDF format. 



  

 

 

 

      Page 4 of 12 

Proprietary and Confidential Information.  Subject to Non-Disclosure Agreement. 

 

6. Test Scenarios Description 
 
Unless explicitly stated, the firewall will be configured for Application Identification (App-ID) and not just layer4 
port based firewalling.  
 
The following details all test scenarios: 
 

Test Case ID AP1 

Test Description Internet Traffic Mix – Maximum Throughput (L7) – AppID / Threat Prevention 

Purpose Determine Maximum Throughput (L7) with AppID & Threat Prevention 

Objective 

This test case will evaluate the ability of the firewall to establish and maintain 
maximum throughput using Internet traffic mix with AppID and Threat 
Prevention enabled.  Traffic will run at the highest throughput the Firewall 
supports with App-ID, Anti-Virus, Anti-Spyware, Vulnerability Protection, URL 
Filtering, File Blocking, and Wildfire turned on, and no DSRI. 

Comments Able to achieve 9 Gbps of throughput with AppID and Threat Prevention. 

Metrics Max Throughput  

 
Overall Throughput ~ 9 Gbps with AppID and Threat Prevention. 
 

 
 
Traffic mix percentage 
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Minimal errors noticed during the test. 
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Screenshot of DP CPU during the test.  CPU ~ 54% 
 

 
 
Traffic log from the firewall during the test. 
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5220 Firewall Configuration – Running latest content 
 

 
 
Bypass queue limit for both TCP and UDP are disabled. 
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Firewall interfaces configured in Layer 3 mode. 
 

 
 
Following Source NAT is configured. 
 

 
 
100 Security Policies used with each policy configured with Threat Prevention. 
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Confirming we are configured with Logging at session start and session end, no DSRI, and Threat Prevention. 
 

 
 
 
 
Following AntiVirus profile is used for the test. 
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Following Anti-Spyware profile is used for the test. 
 

 
 
Following Vulnerability Protection profile is used for the test. 
 

 
 
Following URL Filtering profile is used for the test. 
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Following File Blocking profile is used for the test. 
 

 
 
Following Wildfire profile is used for the test. 
 

 


