Amendment # 4
to Clinical Trial Agreement
Protocol No. XXX

Dodatek ¢. 4
ke Smlouvé o klinické studii

C. protokolu XXX

This amendment (“Amendment”) is made by

Tento dodatek (,,Dodatek™) vydava

Celgene Corporation, having its principal office at
NJ 07901, USA
represented for the purposes of this Amendment by

86 Morris Avenue, Summit,
Celgene International 11 Sarl, a limited liability
company organized under the laws of Switzerland
having its principal office at Route de Perreux 1, 2017
Boudry, Canton of Neuchatel, Switzerland,
(hereinafter the “Sponsor™).

For the only purposes of signing this Amendment the
Sponsor is represented by PPD Investigator
Services LLC, a company organized under the laws
of the State of Delaware having its principal office at

929 North Front Street, Wilmington NC 28401, USA,;

Celgene Corporation se sidlem na adrese 86 Morris
Avenue, Summit, NJ 07901, USA zastoupena pro
ucely tohoto dodatku Celgene International 11 Sarl,
spole¢nosti s ruCenim omezenym ziizenou podle
Svycarskych pravnich ptedpist s hlavnim sidlem v
Route de Perreux 1, 2017 Boudry, Canton of
Neuchatel, Svycarsko (dale jen ,,zadavatel ).

Zadavatel je pouze pro ucely podpisu tohoto dodatku
PPD LLC,

zalozenou podle zakonli State of

zastoupen Investigator Services
spole¢nosti
Delaware, se sidlem na adrese 929 North Front

Street, Wilmington NC 28401, USA,;

and

a

V3ieobecna fakultni nemocnice v Praze, located at U
Nemocnice 499/2, 128 08 Praha 2, Czech Republic,
ID No: 00064165, VAT No: CZ 00064165,
represented by XXX based on Power of Attorney
dated 7th June 2019

(hereinafter the “Institution”);

Vseobecna fakultni nemocnice v Praze, se sidlem
U Nemocnice 499/2, 128 08 Praha 2, Ceska
republika, IC: 00064165, DIC: CZ 00064165,
zastoupend XXX na zdklad¢ plné moci ze dne
7.6.2019

(dale ,, zdravotnické zarizeni”),

and

a

XXX with place of business at I. Clinic of Internal
Medicine - Haematology, U Nemocnice 499/ 2, 128
08 Prague 2, Czech Republic

(hereinafter the “Investigator”);

XXX, s pracovi§tém na adrese I. Interni klinika —
Hematologie, U Nemocnice 499/ 2, 128 08 Praha 2,
Ceska republika

(dale ,,zkousejici”);

(together the “Parties”™).

(spole¢né ,,strany ).

WHEREAS

JELIKOZ

Q) The Parties entered into a Clinical Trial
Agreement which was fully executed on 14th March
2019, which came into effect with the date of its
posting in contract registry, related to the Study XXX
(the “Agreement”);

Q) Strany uzaviely v souvislosti se studii XXX
Smlouvu o klinické studii s datem podpisu 14. bfezna
2019, ktera nabyla ucinnosti datem vlozeni smlouvy

do registru smluv (,,smlouva®);
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(if) The Parties now wish to amend the Agreement as | (ii) Strany si nyni pfeji ptidat dodatek k této smlouvé

per the terms and conditions of the Amendment v souladu se smluvnimi podminkami smlouvy v

due to the Study Protocol amendment 6.0 dated disledku dodatku ¢. 6.0 k protokolu studie s

on 26th July 2024 which results in change in datem 26. ¢ervence 2024, coz ma za nasledek

procedures to be conducted, including: zmény v provadénych vySetfenich, mimo jiné
- Added XXX to “additional assessments to be véetné:

collected per SOC” in Invoiceables section
- pridani XXX do ,,Dalsich vysetieni

= XXX removed provedenych dle standardnich postupi*“ v
sekci zvlasté fakturovatelnych polozek

= XXX removed
= Qdstranéni XXX
and which will lead to the following budgetary

changes relevant to active subjects on site: = QOdstranéni XXX

coz povede K nasledujicim zménam rozpoctu
vztahujicim se k aktivnim  subjektim

hodnoceni ve zdravotnickém zafizeni:

a) Change in following XXX / zménam v nasledujicich vySetfenich XXX

Procedure / Postup Cost per Procedure (CZK) / Naklady na postup (K¢)

XXX XXX
XXX XXX
XXX

XXX XXX
XXX XXX
XXX XXX
XXX XXX
XXX XXX
XXX XXX
XXX XXX
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XXX Cost per Procedure
(CZK) / Naklady na
postup (K¢)

XXX XXX

XXX XXX

XXX XXX

XXX XXX XXX

XXX XXX

XXX XXX

XXX XXX

XXX XXX
XXX XXX

(iii) Further the Parties wish to amend the
Agreement with the Annex 5 Standard
Contractual Clauses.

(iii) Dale si strany nyni pieji ptidat pfilohu 5

Standardni smluvni doloZky.

The Parties agree as per the following:

Strany souhlasi s nasledujicim:

> GENERAL

1. OBECNE PODMINKY

1.1 In this Amendment, unless expressly stated
herein, defined terms shall have the same meaning as

in the Agreement.

1.1 V tomto dodatku, pokud zde nebude vyslovné
uvedeno jinak, musi mit definované terminy stejny

vyznam jako ve smlouve.

1.2

Amendment above and all other terms and conditions

The Parties agree to the terms of this

shall remain in full force and effect as per the current
terms of the Agreement. If there is a conflict between
this Amendment and the Agreement or any earlier
amendment, the terms of this Amendment shall

prevail.

1.2 Strany souhlasi s podminkami tohoto dodatku
uvedeného vyse, pficemz vSechny ostatni podminky
smlouvy zustavaji v plné platnosti. Pokud dojde k
rozporu mezi timto dodatkem a smlouvou nebo

vvvvvv

tohoto dodatku.

1.3 The Parties agree this Amendment shall be valid
as of the date of the last signature and effective as of
the date of its posting in contract registry (the
“Effective Date”). Payments under this Amendment
shall be effective from 25Mar2025, the date of
implementation of Protocol Amendment version 6.0

at the Institution.

1.3 Strany souhlasi s tim, ze tento dodatek nabude
platnosti datem posledniho podpisu a ucinnosti
datem jeho uvefejnéni v registru smluv (,,datum
nabyti ucinnosti). Platby
Dodatku budou G¢inné od 25. bfezna 2025 data

splatné dle tohoto

implementace dodatku k Protokolu &. 6.0 ve

zdravotnickém zafizeni poskytovatele.
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1.4 Signatures to this Agreement captured via
portable document format (.pdf) shall have the same
effect as the physical delivery of the paper document
bearing original signatures by their duly authorized

representatives.

1.4 Podpisy této smlouvy zachycené ve formatu pdf
budou mit stejny ucinek jako fyzické dodani
papirového dokumentu s origindlnimi podpisy

nalezité poveétenych zastupca.

1.5 Ifthere is a discrepancy between the English and
the Czech versions of this Amendment, the actual
intention of the parties shall be established by a good
faith interpretation considering both versions. In case
such

a discrepancy cannot be resolved by

interpretation, the Czech version shall prevail.

1.5 V pfipad€ rozporu mezi anglickou a ¢eskou
verzi tohoto dodatku by skute¢ny zamér smluvnich
stran mél byt stanoven v dobré vife provadénou
interpretaci obou verzi. Pokud takova interpretace

rozpor nevyiesi, bude rozhodujici verze ¢eska.

Remainder of page intentionally left blank —

signature page follows

zbyvajici ¢ast této strany je zamérné ponechana

prazdné — nasleduje strana s podpisy
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Executed by the authorized representatives of the | Podepsano fadné opravnénymi zastupci smluvnich
Parties stran

PPD Investigator Services LLC

in the name of / jménem

CELGENE INTERNATIONAL Il SARL VSEOBECNA FAKULTNI NEMOCNICE V PRAZE
Name, Signature, Date / jméno, podpis, datum Signature and Date / datum a podpis

XXX

XXX
XXX

INVESTIGATOR / ZKOUSEJICI

Signature and Date / podpis a datum
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ANNEX5

PRILOHA 5

Standard Contractual Clauses

Standardni smluvni doloZky

MODULE 1-CONTROLLER TO
CONTROLLER —BMS AS DATA IMPORTER

MODUL 1 - PREDAVANI UDAJU MEZI
SPRAVCI — BMS JAKO DOVOZCE UDAJU

Bristol-Myers Squibb Company (“BMS”) and/or
certain BMS Affiliate(s) have entered into an
agreement or agreements where BMS (the “Data
Importer”) and aData Exporter both Process
Personal Data independently (for the purpose of the
Clauses, collectively the “Agreements”). Under the
Agreements, the Data Exporter may transfer
Personal Data from one jurisdiction to a BMS and/or
BMS Affiliate, in their capacity as a Data Importer,
in another jurisdiction for the purpose of receiving
the services provided by the Data Importer
(“Relevant Transfer”). BMS and Data Exporter are
referred to herein individually as a‘“Party” and
collectively as the “Parties” to these Clauses

Spole¢nost Bristol-Myers Squibb (,,BMS*) a/nebo
neéktera Pfidruzend spoleénost BMS uzaviela
smlouvu nebo smlouvy, kde spole¢nost BMS (dale
jen ,,.Dovozce tdaji*) a Vyvozce udaji Zpracovavaji
Osobni udaje nezavisle (pro tcely Dolozek spole¢né
»omlouvy®). Na zakladé Smluv muze Vyvozce
udajii predavat Osobni udaje z jedné jurisdikce do
spole¢nosti BMS a/nebo Ptidruzené spolecnosti
BMS v postaveni Dovozce udajii v jiné jurisdikci za
ucelem vyuzivani sluzeb poskytovanych Dovozcem
udaji  (,,PFislusny prevod®). Spolecnost BMS
a Vyvozce udajt jsou zde jednotlivé oznacovani jako
»Strana® a spole¢né jako ,,Strany* téchto Dolozek.

Where necessary to comply with applicable Data
Protection Laws, these Standard Contractual Clauses
(“Clauses”) shall apply to Relevant Transfers. In
particular, the Clauses shall apply to Relevant
Transfers of Personal Data from the Data Exporter
located in the European Economic Area (“EEA”) to
BMS or the BMS Affiliate(s) operating as Data
Importer located outside the EEA.

Pokud je to nutné pro dodrZeni platnych Zakonti
0 ochrang¢ osobnich udaji, budou na Pfislusné
prevody uplatnény tyto Standardni smluvni dolozky
(,,Dolozky*). Dolozky se budou vztahovat zejména
na Pfislusné prevody Osobnich udajii od Vyvozce
udaji  se sidlem v Evropském hospodaiském
prostoru (,,EHP*) do spole¢nosti BMS nebo
Pfidruzenych spolecnosti BMS plisobicich jako
Dovozce udaji se sidlem mimo EHP.

The details of the transfer (as well as the Personal
Data covered) are specified in Annex I, which
forms an integral part of the Clauses.

Podrobnosti 0 pfedavani (a také pfedmétné Osobni
udaje) jsou uvedeny v Ptiloze I, ktera tvofi nedilnou
soucast Dolozek.

Definitions

Definice

Capitalized terms shall have the meaning
defined herein. For the purposes of the
Clauses:

Pojmy =zalinajici velkymi pismeny maji
vyznam definovany v tomto dokumentu. Pro
ucely téchto Dolozek:

(@)  “Affiliate” means, in relation to an
entity, any partnership or other entity
that now or in the future, directly or
indirectly Controls, is Controlled by, or
is under direct or indirect or common
Control with that entity, from time to
time, including as a subsidiary, parent

a) »PFidruzena spoleénost® znamena ve
vztahu K uréitétmu subjektu jakékoli
partnerstvi nebo jiny subjekt, ktery nyni
nebo v budoucnu piimo nebo nepiimo
Ovlada, je Ovladan nebo je pod piimou
nebo nepiimou ¢i spoleénou Kontrolou
s timto subjektem, ato ijako dcefina

or holding company, or where spolecnost, matefska spole¢nost nebo

applicable, acollaboration partner holdingova spole¢nost nebo piipadné

solely in the context of collaboration spolupracujici ~ partner  vyhradné

activities; V ramci ¢innosti spadajicich do rozsahu
spoluprace;

“Data Protection Laws” means all
applicable privacy, data protection and
similar laws including, but not limited
to, the GDPR, the UK Data Protection
Act 2018, the Swiss Federal Act on
Data Protection, and any applicable
national implementing laws;

(b)

b) »Zakony o ochrané osobnich adaji“
znamenaji vSechny platné zakony na
ochranu soukromi, udaji a podobné
zdkony, mimo jiné vcetn¢ GDPR,
zakona Spojeného kralovstvi o ochrang
osobnich ~ Gdaji  zroku 2018,
Svycarského  federalniho  zakona
0 ochran¢ udaji a veskerych platnych
vnitrostatnich provadécich pravnich
predpisi;
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(c) “BMS Affiliate” means an Affiliate of
BMS located in a jurisdiction without
an adequacy decision by the European
Commission. For purpose of the
attachment, any BMS Affiliate may be
a Data Importer as defined in the
attachment, therefore each BMS
Affiliate is to be considered as a party
to the SCC. Reference to BMS shall be
read as areference to the BMS
Affiliates as well.

c) »PFidruzena  spolefnost BMS“
znamena Ptidruzenou spole¢nost BMS
se sidlem v jurisdikci bez rozhodnuti
Evropské  komise o odpovidajici
ochrané. Pro ucely pfilohy mutize byt
kterakoli Pfidruzena spolec¢nost BMS
Dovozcem udaji, jak je definovano
v ptiloze, aproto je tfeba kazdou
Pfidruzenou spole¢nost BMS
povazovat za smluvni stranu SCC. Ma
se za to, ze odkazy na spolecnost BMS
zahrnuji také Pridruzené spolecnosti
BMS.

(d)  “Clauses” shall mean these contractual
clauses, which are a free-standing
document that does not incorporate
commercial business terms established
by the parties under separate
commercial arrangements.

d) »DoloZKy“ znamenaji tyto smluvni
dolozky, které jsou samostatnym
dokumentem, ktery neobsahuje
obchodni podminky stanovené
stranami v oddélenych obchodnich
ujednanich.

() “Control” means that aperson or
entity possesses, directly or indirectly,
the ownership of more than 50% of the
issued share capital or the legal the
power to direct or cause the direction of
management and policies of the other
person or entity (whether through the
ownership of voting shares or power,
ability to appoint directors, by contract
or otherwise) and the terms Controls,
and Controlled shall be interpreted
accordingly;

e) »Kontrola® znamena, ze urcita fyzicka
nebo pravnicka osoba piimo nebo
nepiimo vlastni vice nez 50 %
vydaného akciového kapitalu nebo ma
zdkonnou pravomoc fidit nebo
ovliviiovat ftizeni a politiky druhé
fyzické nebo pravnické osoby (at’ uz
prostfednictvim vlastnictvi podilu akeif
s hlasovacim pravem nebo hlasovacich
prav, zpusobilosti ke jmenovani ¢lenti
predstavenstva, na zaklad¢ smlouvy ¢i
jinak), a vyrazy Ovlada a Ovladany se
vykladaji obdobnym zplisobem;

(f)  “Controller”, “Data  Subject”,
“Personal Data”, “Process” (and its
cognate “Processing”), “Processor”,
“Special Categories of Data” and
“Supervisory Authority” shall be
construed in accordance with the
GDPR;

f) sSpravee®, »Subjekt udaja“,
»Osobni udaje“, , Zpracovavat“

(ajemu piibuzny vyraz
LHpracovani‘), »Zpracovatel®,
»2v1lastni kategorie udaja“

a ,Dozorovy uiad*“ budou vykladany
v souladu s GDPR,;

(9) “Data Exporter” means the Controller
who transfers the Personal Data;

0) »Vyvozce udaji“ znamena Spravce,
ktery pieddva Osobni udaje;

(h) “Data Importer” means the BMS
and/or BMS Affiliate(s) who agree to
receive from the data exporter Personal
Data for further processing in
accordance with the terms of these
clauses and who is not subject to a third
country’s system ensuring adequate
protection;

h) »Dovozce udaji“ znamena spole¢nost
BMS a/nebo Pridruzené spolecnosti
BMS, které souhlasi stim, ze od
vyvozce udajii obdrzi Osobni udaje pro
dalsi zpracovani v souladu
s podminkami téchto dolozek, ana
které se nevztahuje systém tfeti zeme
zajistujici odpovidajici ochranu,

(i) “GDPR” means the EU General Data
Protection Regulation 2016/679;

i) »GDPR* znamena Obecné nafizeni
EU oochrané osobnich udaji
2016/679;

1. Purpose and scope 1.

Uéel a rozsah

(@ The purpose of these standard
contractual clauses is to ensure
compliance with the requirements of
Regulation (EU) 2016/679 of the

a) Ugelem t&chto standardnich smluvnich
dolozek je zajistit soulad s pozadavky
nafizeni  Evropského  parlamentu
aRady (EU) 2016/679 ze dne
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European Parliament and of the
Council of 27 April 2016 on the
protection of natural persons with
regard to the processing of Personal
Data and on the free movement of such
data  (General Data  Protection
Regulation) for the transfer of Personal
Data to a third country.

27.dubna 2016 o ochrané fyzickych
0sob v souvislosti se zpracovanim
osobnich udaji a0 volném pohybu
téchto tidajti (obecné natfizeni o ochrané
osobnich udaji) pro ucely piedavani
Osobnich tdajt do treti zemé.

containing the Annexes referred to
therein forms an integral part of these
Clauses.

(b)  The Parties: b) Strany:

(i)  the natural or legal person(s), i) fyzicka nebo pravnicka osoba ¢i
public authority/ies, agency/ies osoby, organ ¢i organy vetejné
or other body/ies (hereinafter moci, ufad ¢i ufady nebo jiny
‘entity/ies’)  transferring the subjekt ¢i jiné subjekty (dale jen
Personal Data, as listed in Annex »subjekt ¢i »subjekty*)
LA (hereinafter each  ‘data predavajici  Osobni  udaje
exporter’), and auvedené v Priloze 1, casti

A (kazdy znich dale jen
,Vyvozce udaju’), a

(i)  the entity/ies in athird country i) subjekt ¢i subjekty ve tieti zemi
receiving the Personal Data from uvedené v Piiloze I, Gasti A,
the data exporter, directly or (kazdy z nich dale jen ,,dovozce
indirectly via another entity also udaji®) a pfijimajici Osobni
Party to these Clauses, as listed udaje od vyvozce udaji piimo
in Annex LA (hereinafter each nebo nepiimo prostfednictvim
‘data importer’) jiného subjektu, ktery je rovnéz

stranou té€chto Dolozek

have agreed to these standard se dohodly na téchto standardnich

contractual ~ clauses  (hereinafter: smluvnich  dolozkach  (dale jen

‘Clauses’). ,D0lozky*).

(c)  These Clauses apply with respect to the C) Tyto Dolozky se vztahuji na pfedavani
transfer of Personal Data as specified in Osobnich udajia popsané Vv Piiloze I,
Annex |.B. Casti B.

(d) The Appendix to these Clauses d) Dodatek ktémto Dolozkdm, ktery

obsahuje  Piilohy, na néz se
v Dolozkach odkazuje, tvoii nedilnou
soucast téchto Dolozek.

2. Effect and invariability of the Clauses 2.

Uc¢inek a neménnost Dolozek

(@ These Clauses set out appropriate
safeguards, including enforceable data
subject rights and effective legal
remedies, pursuant to Article 46(1) and
Article 46(2)(c) of Regulation (EU)
2016/679 and, with respect to data
transfers from controllers to processors
and/or processors to processors,
standard contractual clauses pursuant to
Article 28(7) of Regulation (EU)
2016/679, provided they are not
modified, except to select the
appropriate Module(s) or to add or
update information in the Appendix.
This does not prevent the Parties from
including the standard contractual
clauses laid down in these Clauses in
a wider contract and/or to add other
clauses or additional safeguards,
provided that they do not contradict,

a)

Tyto Dolozky stanovi vhodné ochranné
zaruky, vcetné¢ vymahatelnych prav
subjektd tdaja a ucinné pravni ochrany
podle €l. 46 odst. 1 a ¢l. 46 odst. 2 pism.
¢) nafizeni (EU) 2016/679, a pokud jde
opfedavani adaji  od  spravch
zpracovatelim a/nebo mezi
zpracovateli,  standardni  smluvni
dolozky podle ¢l. 28 odst. 7 nafizeni
(EU) 2016/679, za predpokladu, ze
nebudou zménény, s vyjimkou vybéru
vhodného modulu (moduld) nebo
pridani ¢i  aktualizace informaci
v Dodatku. To Strandm nebrani, aby
zahrnuly standardni smluvni dolozky
stanovené v téchto Dolozkach do Sirsi
smlouvy a/nebo doplnily dalsi dolozky
nebo dodatecné zaruky, pokud nebudou
pfimo nebo nepiimo v rozporu s témito
Dolozkami nebo nebudou dotcena
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directly or indirectly, these Clauses or
prejudice the fundamental rights or
freedoms of data subjects.

zakladni prava nebo svobody subjektil
udaju.

(b)  These Clauses are without prejudice to
obligations to which the data exporter is
subject by virtue of Regulation (EU)
2016/679.

b) Témito Dolozkami nejsou dotéeny
povinnosti, které se vztahuji na
vyvozce dajli na zakladé natizeni (EU)
2016/679.

Third-party beneficiaries

Opravnéné treti strany

(@) Data subjects may invoke and enforce
these  Clauses, as  third-party
beneficiaries, against the data exporter
and/or data importer, with the
following exceptions:

a) Subjekty udaji  se mohou jako
opravnéné tfeti strany ve vztahu
k vyvozci a/mebo dovozci udaji
dovolavat téchto Dolozek a vymahat je,
a to s nasledujicimi vyjimkami:

(i) Clause 1, Clause 2, Clause 3,
Clause 6, Clause 7;

i) Dolozka 1, Dolozka 2, Dolozka 3,
Dolozka 6, Dolozka 7,

(ii) Clause 8.5(e) and 8.9(b)

ii) Dolozka 8.5 pism. e) a Dolozka
8.9 pism. b)

(iii) Clause 12(a) and (d);

iii) Dolozka 12 pism. a) a d);

(iv) Clause 13;

iv) Dolozka 13;

(v) Clause 15.1(c), (d) and (e);

v) Dolozka 15.1 pism. ¢), d) a );

(vi) Clause 16(e);

vi) Dolozka 16 pism. €);

(vii) Clause 18(a) and (b).

vii) Dolozka 18 pism. a) a b).

(b)  Paragraph (a) is without prejudice to
rights of data subjects under Regulation
(EV) 2016/679.

b) Odstavcem a) nejsou dotCena prava
subjektd udaji podle natizeni (EU)
2016/679.

Interpretation

Vyklad

(@  Where these Clauses use terms that are
defined in Regulation (EU) 2016/679,
those terms shall have the same
meaning as in that Regulation.

a) Pokud jsou v téchto Dolozkach pouzity
pojmy definované v nafizeni (EU)
2016/679, maji tyto pojmy stejny
vyznam jako v uvedeném nafizeni.

(b) These Clauses shall be read and
interpreted in the light of the provisions
of Regulation (EU) 2016/679.

b) Tyto Dolozky je tieba Cist a vykladat
S ohledem na ustanoveni natizeni (EU)
2016/679.

(c)  These Clauses shall not be interpreted
in a way that conflicts with rights and
obligations provided for in Regulation
(EU) 2016/679.

c) Tyto Dolozky nesmé&ji byt vykladany
zpisobem, ktery by byl vrozporu
Spravy apovinnostmi stanovenymi
V nafizeni (EU) 2016/679.

Hierarchy

Hierarchie

In the event of a contradiction between these
Clauses and the provisions of related
agreements between the Parties, existing at the
time these Clauses are agreed or entered into
thereafter, these Clauses shall prevail.

V piipad€é rozporu mezi témito Dolozkami
a ustanovenimi souvisejicich dohod mezi
Stranami, které existovaly v okamziku
sjednani téchto Dolozek nebo které byly
uzavieny az po jejich sjednani, maji tyto
Dolozky prednost.

Description of the transfer(s)

Popis predavani idaju

The details of the transfer(s), and in particular
the categories of Personal Data that are
transferred and the purpose(s) for which they
are transferred, are specified in Annex |.B.

Podrobnosti tykajici se predavani, zejména
kategorie Osobnich udaji, které jsou
predavany, a ucel nebo ucely, pro které jsou
predavany, jsou uvedeny v Pfiloze I, casti B.

Docking clause (Optional)

Dolozka o pristoupeni (Volitelné)

(@  An entity that is not a Party to these
Clauses may, with the agreement of the
Parties, accede to these Clauses at any
time, either as adata exporter or as
adata importer, by completing and
signing Annex LA,

a) Subjekt, ktery neni Stranou téchto
Dolozek, muze se souhlasem Stran
k témto Dolozkam kdykoli pfistoupit,
bud jako vyvozce udaji, nebo jako
dovozce Udajii, ato vyplnénim
a podepsanim Ptilohy I, ¢asti A.

Confidential
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(b) Once it has completed and signed
Annex LA, the acceding entity shall
become aParty to these Clauses and
have the rights and obligations of a data
exporter or data importer in accordance
with its designation in Annex L A.

b) Poté, co pfistupujici subjekt vyplni
a podepise Prilohu I, ¢ast A, stane se
Stranou téchto Dolozek abude mit
prava a povinnosti vyvozce udaji nebo
dovozce Udaji vsouladu se svym
uréenim v Pfiloze I, Casti A.

(c)  The acceding entity shall have no rights
or obligations arising under these
Clauses from the period prior to
becoming a Party.

c) Pfistupujici subjekt nebude mit na
zaklade téchto Dolozek zadna prava ani
povinnosti vzniklé v obdobi pred tim,
neZ se stal jejich Stranou.

8. Data protection safeguards 8. Zaruky ochrany udaja

The data exporter warrants that it has used Vyvozce udaji zarufuje, ze vynalozil

reasonable efforts to determine that the data ptiméfené Usili, aby mohl stanovit, zda je

importer is able, through the implementation dovozce udaji schopen - zavedenim
of appropriate technical and organizational vhodnych  technickych  a organizacnich
measures, to satisfy its obligations under these opatfeni — plnit své povinnosti podle téchto

Clauses. Dolozek.

8.1 Purpose Limitation 8.1 Omezeni icelu

The data importer shall process the Personal Dovozce udaji zpracovava Osobni tdaje

Data only for the specific purpose(s) of the pouze pro konkrétni cel nebo Gcely predani

transfer, as set out in Annex 1.B. It may only v souladu s Ptilohou I, ¢asti B. Osobni udaje

process the Personal Data for another purpose: muze zpracovavat pro jiny ucel pouze tehdy,
pokud:

(i)  where it has obtained the data subject’s i) ziskal predchozi souhlas subjektu
prior consent; udaju;

(i) where necessary for the establishment, ii)  je to nezbytné pro urceni, vykon nebo
exercise or defence of legal claims in obhajobu pravnich narokd v ramci
the context of specific administrative, zvlastnich spravnich, regula¢nich nebo
regulatory or judicial proceedings; or soudnich Fizeni, nebo

(iii)  where necessary in order to protect the iii) je to nezbytné pro ochranu zivotné
vital interests of the data subject or of dilezitych zajma subjektu tdaju nebo
another natural person. jiné fyzické osoby.

8.2  Transparency 8.2.  Transparentnost
(@ In order to enable data subjects to a) Aby subjekty 1udaji mohly uc¢inné

effectively  exercise  their rights
pursuant to Clause 10, the data importer
shall inform them, either directly or
through the data exporter:

vykonavat sva prava podle Dolozky 10,
dovozce udaju je informuje pifimo nebo
prostiednictvim vyvozce udaji:

(i)  ofitsidentity and contact details; i) 0 své totoznosti a kontaktnich
udajich;
(i)  of the categories of Personal ii)  okategoriich zpracovavanych

Data processed;

Osobnich udaju;
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(iii)  of the right to obtain a copy of
these Clauses;

iii) opravu ziskat kopii téchto

Dolozek;

(iv) where it intends to onward
transfer the Personal Data to any
third party/ies, of the recipient or
categories of recipients (as
appropriate  with aview to
providing meaningful
information), the purpose of
such onward transfer and the
ground therefore pursuant to
Clause 8.7.

iv) pokud ma vumyslu Osobni
udaje dale ptedat jakékoli treti
stran¢ nebo stranam, o pfijemci
nebo  kategoriich
(podle potieby za
poskytnuti smysluplnych

prijemct
ucelem
informaci), oucelu takového
dalsiho predavani a o divodu
pro dalsi predavani podle
Dolozky 8.7.

(b)

Paragraph (a) shall not apply where the
data  subject already has the
information, including when such
information has already been provided
by the data exporter, or providing the
information proves impossible or
would involve a disproportionate effort
for the data importer. In the latter case,
the data importer shall, to the extent
possible, make the information publicly
available.

b)

Odstavec a) se nepouzije, pokud
subjekt udaju jiz tyto informace ma,
ato ivpfipadg, ze tyto informace jiz
poskytl vyvozce udajli, nebo pokud je
poskytnuti téchto informaci nemozné
nebo by
znamenalo

to pro dovozce udaju
nepiiméfené Usili. Ve
druhém zminéném piipadé dovozce
udajii informace v maximalni mozné
mife zvetejni.

(©

On request, the Parties shall make
a copy of these Clauses, including the
Annexes as completed by them,
available to the data subject free of
charge. To the extent necessary to
protect business secrets or other
confidential information, including
Personal Data, the Parties may redact
part of the text of the Annexes prior to
sharing acopy, but shall provide
a meaningful summary where the data
subject would otherwise not be able to
understand its content or exercise
his/her rights. On request, the Parties
shall provide the data subject with the
reasons for the redactions, to the extent
possible without revealing the redacted
information.

Strany poskytnou subjektu udaji na
pozadani abezplatné kopii téchto
Dolozek, véetn¢ Priloh, které tyto
strany vyhotovily. V rozsahu
nezbytném  k ochrané obchodniho
tajemstvi nebo jinych davémych
informaci, vcetné¢ Osobnich udaji,
mohou Strany pied poskytnutim kopie
upravit ¢ast znéni Ptiloh, ale poskytnou
smysluplné shrnuti, pokud by jinak
subjekt tidaji nebyl schopen porozumét
jejich obsahu nebo uplatnit sva prava.
Strany sdéli subjektu idajti na vyzadani
divody uvedenych uprav, ato Vv co
nejvetsi mozné mite tak, aby nebyly
upravené informace odhaleny.

(d)

Paragraphs (a) to (c) are without
prejudice to the obligations of the data
exporter under Articles 13 and 14 of
Regulation (EU) 2016/679.

d)

Odstavei a) az c¢) nejsou dotéeny
povinnosti vyvozce tidaji podle ¢lankt
13 a 14 natizeni (EU) 2016/679.
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8.3  Accuracy and data minimization 8.3  Presnost a minimalizace mnoZstvi udaju

(@ Each Party shall ensure that the a) Kazda Strana zajisti, aby Osobni udaje
Personal Data is accurate and, where byly pfesné avpiipadé potieby
necessary, kept up to date. The data aktualizované. Dovozce Gdaji piijme
importer shall take every reasonable veskera pfiméfena opatieni, aby
step to ensure that Personal Data that is zajistil, Ze Osobni tdaje, které jsou
inaccurate, having regard to the nepfesné, budou sohledem na tucel
purpose(s) of processing, is erased or nebo ucely zpracovani bezodkladné
rectified without delay. vymazany nebo opraveny.

(b)  If one of the Parties becomes aware that b) Pokud se jedna ze Stran dozvi, Ze
the Personal Data it has transferred or Osobni udaje, které predala nebo
received is inaccurate, or has become pfijala, jsou nepfesné nebo zastaralé,
outdated, it shall inform the other Party bez zbyte¢ného odkladu otom bude
without undue delay. informovat druhou Stranu.

(¢)  The data importer shall ensure that the C) Dovozce udaji zajisti, aby Osobni
Personal Data is adequate, relevant and udaje byly pfiméfené, relevantni
limited to what is necessary in relation aomezené na to, co je nezbytné
to the purpose(s) of the processing. z hlediska uc¢elu nebo uceld, pro které

jsou zpracovavany.
8.4  Storage limitation 8.4  Omezeni uchovani

The data importer shall retain the Personal Dovozce udaji uchovava Osobni udaje

Data for no longer than necessary for the nanejvys po dobu nezbytnou pro ucel (Gcely),

purpose(s) for which it is processed. It shall pro ktery (které) jsou zpracovavany. Je

put in place appropriate technical or povinen =zavést vhodna technickd nebo
organisational measures to ensure compliance organizaéni opatieni, aby zajistil dodrzovani
with this obligation, including erasure or této povinnosti, v€etné vymazu nebo
anonymisation of the data and all back-ups at anonymizace udaji a vSech jejich zaloh na
the end of the retention period. konci doby uchovavani.

8.5  Security of processing 8.5  Zabezpecleni zpracovani

(@ The data importer and, during
transmission, also the data exporter
shall implement appropriate technical
and organisational measures to ensure
the security of the Personal Data,
including protection against a breach of
security leading to accidental or
unlawful destruction, loss, alteration,
unauthorised disclosure or access
(hereinafter “Personal Data breach”). In
assessing the appropriate level of
security, they shall take due account of
the state of the art, the costs of
implementation, the nature, scope,
context and purpose(s) of processing
and the risks involved in the processing
for the data subject. The Parties shall in
particular consider having recourse to

a) Dovozce Gidajii a béhem piedavani také

vyvozce udaji  piijmou  vhodna
technickd  aorganizatni  opatfeni
k zajisténi  zabezpeCeni  Osobnich

udajt, vcéetné ochrany pted porusenim
zabezpeceni vedoucim k nahodnému
nebo protipravnimu zniceni, ztraté,
zmeén€ nebo neopravnénému poskytnuti
nebo zpfistupnéni (dale jen ,,PoruSeni
Osobnich udaja*). Pti
posuzovéni vhodné tirovné zabezpeceni

zabezpeceni

fadné zohledni aktualni stav techniky,
naklady na provedeni, povahu, rozsah,
kontext a ucel nebo ucely zpracovani
arizika pro subjekt Gdaji spojena se
zpracovanim. Strany zejména zvazi

nebo
i béhem

pouZziti Sifrovani
pseudonymizace, ato
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encryption  or  pseudonymisation,
including during transmission, where
the purpose of processing can be
fulfilled in that manner.

predavani, pokud lze timto zpisobem
splnit ucel zpracovani.

likely to result in a risk to the rights and
freedoms of natural persons, the data
importer shall without undue delay
notify both the data exporter and the
competent authority pursuant to Clause
13. Such notification shall contain i)
a description of the nature of the breach
(including, where possible, categories
and approximate number of data
subjects and Personal Data records
concerned), ii) its likely consequences,
iii) the measures taken or proposed to
address the breach, and iv) the details of
acontact point from whom more
information can be obtained. To the
extent it is not possible for the data
importer to provide all the information
at the same time, it may do so in phases
without undue further delay.

(b) The Parties have agreed on the b) Strany se dohodly na technickych
technical and organisational measures a organizac¢nich opatienich
set out in Annex Il. The data importer stanovenych v Pfiloze II. Dovozce
shall carry out regular checks to ensure udajic  bude provadét pravidelné
that these measures continue to provide kontroly, aby zajistil, Ze tato opatieni
an appropriate level of security. stale poskytuji odpovidajici Uroven

zabezpeceni.

(c) The data importer shall ensure that C) Dovozce tdaji zajisti, aby se osoby
persons authorised to process the opravnéné zpracovavat Osobni udaje
Personal Data have committed zavazaly k ml¢enlivosti nebo aby se na
themselves to confidentiality or are né¢ vztahovala odpovidajici zakonna
under an appropriate  statutory povinnost ml¢enlivosti.
obligation of confidentiality.

(d) In the event of a Personal Data breach d) V piipadé  poruseni  zabezpeéeni
concerning Personal Data processed by Osobnich tdaji tykajiciho se Osobnich
the data importer under these Clauses, udaju zpracovavanych dovozcem tdaji
the data importer shall take appropriate podle téchto Dolozek pfijme dovozce
measures to address the Personal Data udajit  vhodnd opatfeni k feSeni
breach, including measures to mitigate poruseni zabezpe€eni Osobnich udaja,
its possible adverse effects. véetné opatfeni ke zmirnéni jeho

moznych nepfiznivych t¢inki.

(e) Incase of a Personal Data breach that is e) V piipadé  poruseni  zabezpeéeni

Osobnich udaji, které by mohlo vést
k ohroZzeni prav asvobod fyzickych
osob, bude udaji  bez
zbyte¢ného

dovozce
odkladu
vyvozce Udaji i ptislusny dozorovy
ufad v souladu s Dolozkou 13. Toto
oznameni bude obsahovat i) popis
povahy daného pfipadu poruseni
(vramci moZnosti véetné Kkategorii
a pfiblizného poctu dotenych subjekti

informovat

udaji a dotcenych zaznamti Osobnich
udaji), ii) jeho pravdépodobné
disledky, iii) popis opatieni, ktera byla
pfijata nebo byla navrzena s cilem
vyfesit dané poruSeni zabezpeceni,
a iv) udaje o kontaktnim mistu, kde lze
ziskat vice informaci. Neni-li mozZné,
aby dovozce udajii veskeré informace

poskytl  soucasné, mohou byt
poskytnuty postupné bez dalsiho
zbyteéného odkladu.
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() Incase of a Personal Data breach that is
likely to result in a high risk to the
rights and freedoms of natural persons,
the data importer shall also notify
without undue delay the data subjects
concerned of the Personal Data breach
and its nature, if necessary in
cooperation with the data exporter,
together with the information referred
to in paragraph (e), points ii) to iv),
unless the data importer has
implemented measures to significantly
reduce the risk to the rights or freedoms
of natural persons, or notification
would involve disproportionate efforts.
In the latter case, the data importer shall
instead issue a public communication
or take a similar measure to inform the
public of the Personal Data breach.

f) V piipadé  poruseni  zabezpeceni
Osobnich udaju, které by
pravdépodobné piedstavovalo vysoké
riziko pro prava a svobody fyzickych
osob, dovozce udaji rovnéz bez
zbytecného odkladu oznami dotcenym
subjektim udajt, ze doslo k poruseni
zabezpeceni Osobnich daji, informuje
je 0 jeho povaze — v ptipadé potieby ve
spolupraci s vyvozcem udaji — a sdéli
jim také informace uvedené v pism. e)
bodech ii) az iv), pokud dovozce udaji
nezavedl opatfeni za tcelem znacného
snizeni rizika pro prava a svobody
fyzickych osob nebo pokud dané
ozndmeni nevyzaduje nepifimétené
usili. V poslednim uvedeném piipadé
dovozce udajii misto toho vyda vetejné

oznameni nebo zajisti obdobné
opatieni, kterym bude vefejnost
0 poruseni zabezpeceni Osobnich tdajl
informovat.

(9) The data importer shall document all
relevant facts relating to the Personal
Data breach, including its effects and
any remedial action taken, and keep
a record thereof.

0) Dovozce udaji zdokumentuje veskeré
relevantni  skuteCnosti  tykajici se
poruseni zabezpeceni Osobnich udaji,
vcetné dopadii a pfijatych napravnych
opatfeni, a povede si 0 tom zaznamy.

8.6

Sensitive data

8.6

Citlivé udaje

Where the transfer involves Personal Data
revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or
trade union membership, genetic data, or
biometric data for the purpose of uniquely
identifying a natural person, data concerning
health or aperson’s sex life or sexual
orientation, or data relating to criminal
convictions or offences (hereinafter “sensitive
data”), the data importer shall apply specific
restrictions and/or additional safeguards
adapted to the specific nature of the data and
the risks involved. This may include
restricting the personnel permitted to access
the Personal Data, additional security
measures (such as pseudonymization) and/or
additional restrictions with respect to further
disclosure.

Jestlize preddvani zahrnuje Osobni udaje
informujici o rasovém pivodu nebo etnické

pfisluSnosti, politickych néazorech,
nabozenském vyznani, filozofickém
pfesvédCeni nebo ¢Clenstvi v odborech,

genetické idaje nebo biometrické udaje za
ucelem jedinecné identifikace fyzické osoby,
udaje o zdravotnim stavu ¢i o sexudlnim
zivoté nebo sexudlni orientaci fyzické osoby
nebo udaje tykajici se rozsudkl v trestnich
vécech nebo trestnych ¢int (dale jen ,,citlivé
udaje®),
omezeni a/nebo dodate¢né zaruky s ohledem

dovozce Ttdaji uplatni zvlastni
na zvlastni povahu udaji a souvisejici rizika.
To mlze zahrnovat omezeni personalu, ktery
ma povolen piistup k Osobnim udajim,
dodatecnd bezpecnostni opatfeni (jako je
pseudonymizace) a/nebo dodate¢na omezeni
s ohledem na dalsi zptistupnéni.
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8.7

Onward transfers

8.7

Dalsi prredavani

The data importer shall not disclose the
Personal Data to a third party located outside
the European Union (in the same country as
the data importer or in another third country,
hereinafter “onward transfer”’) unless the third
party is or agrees to be bound by these
Clauses, under the appropriate Module.
Otherwise, an onward transfer by the data
importer may only take place if:

Dovozce udajti nezptistupni Osobni udaje tfeti
strané se sidlem mimo Evropskou unii (ve
stejné zemi jako dovozce udaji nebo v jiné
treti zemi, dale jen ,,dal$i predavani*), pokud
treti strana neni podle pfislusného modulu
vazana témito Dolozkami nebo pokud neda
souhlas stim, Zze bude témito Dolozkami
vazana. V opacném piipadé muze dojit
k dal§imu pfedani dovozcem udaji pouze
tehdy, pokud:

Q) it is to acountry benefitting from an
adequacy decision pursuant to Article
45 of Regulation (EU) 2016/679 that
covers the onward transfer;

i) se jedna o pfedavani udaji do zemé,

ktera vyuziva rozhodnuti
0 odpovidajici ochrané podle ¢lanku 45
natizeni (EU) 2016/679 vztahujici se na

dalsi ptedavani;

(i)  the third party otherwise ensures
appropriate safeguards pursuant to
Avrticles 46 or 47 of Regulation (EU)
2016/679 with respect to the processing

ii)  tfeti strana jinak zajiStuje vhodné
zaruky podle ¢lankdi 46 nebo 47
natizeni (EU) 2016/679 s ohledem na
dotcené zpracovani;

in question;

(iii)  the third party enters into a binding iii)  tfeti strana uzavie s dovozcem udaju
instrument with the data importer zavazny dokument zaji$t'ujici stejnou
ensuring the same level of data urovei ochrany idajti jako podle téchto
protection as under these Clauses, and Dolozek adovozce udaji poskytne
the data importer provides a copy of kopii téchto zaruk vyvozci tdaju;
these safeguards to the data exporter;

(iv) it is necessary for the establishment, iv)  je to nezbytné pro uréeni, vykon nebo

exercise or defence of legal claims in
the context of specific administrative,
regulatory or judicial proceedings;

obhajobu pravnich narokdt v ramci
zvlastnich spravnich, regulacnich nebo
soudnich fizeni;

(v) it is necessary in order to protect the
vital interests of the data subject or of
another natural person; or

V)  je to nezbytné pro ochranu Zivotné
dalezitych zajmu subjektu udajii nebo
jiné fyzické osoby, nebo

where none of the other conditions
apply, the data importer has obtained
the explicit consent of the data subject
for an onward transfer in a specific
situation, after having informed
him/her of its purpose(s), the identity of
the recipient and the possible risks of
such transfer to him/her due to the lack
of appropriate  data  protection
safeguards. In this case, the data
importer shall inform the data exporter
and, at the request of the latter, shall

(vi)

vi) pokud neplati zadna  zdalSich
podminek, dovozce udaji ziskal
vyslovny souhlas subjektu tUdaja
sdalsim  pfedavanim v konkrétni

situaci poté, co jej informoval o jeho
ucelu nebo ucelech, totoznosti piijemce
amoznych rizicich, kterda pro ng&j
vyplyvaji ~ ztakového  predavani
vzhledem k nedostatku vhodnych zaruk
ochrany udaji. V takovém piipad¢

dovozce udaji informuje vyvozce
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transmit to it a copy of the information
provided to the data subject.

udaju a na jeho zadost mu preda kopii
informaci poskytnutych subjektu tidaja.

Any onward transfer is subject to compliance by the
data importer with all the other safeguards under
these Clauses, in particular purpose limitation.

Na jakékoli dalsi predavani se vztahuje podminka, ze
dovozce udaji dodrzi vSechny ostatni zaruky podle
téchto Dolozek, zejména omezeni ucelu pouziti.

8.8  Processing under the authority of the data
importer

8.8  Zpracovani z povéreni dovozce udaju

The data importer shall ensure that any person
acting under its authority, including
a processor, processes the data only on its
instructions.

Dovozce udaji zajisti, aby jakakoli osoba,
kterd jednd zjeho povéfeni, vcetné
zpracovatele, zpracovavala idaje pouze na
zakladé jeho pokynii.

8.9 Documentation and compliance

8.9 Dokumentace a dodrZovani povinnosti

(@)  Each Party shall be able to demonstrate
compliance with its obligations under
these Clauses. In particular, the data
importer shall keep appropriate
documentation of the processing
activities carried out under its
responsibility.

a) Kazdd Strana musi byt schopna
prokazat plnéni svych povinnosti podle
téchto Dolozek. Dovozce 1daji
zejména povede pfislusnou
dokumentaci o ¢innostech zpracovani,
za jejichz provadéni odpovida.

(b) The data importer shall make such
documentation  available to the
competent supervisory authority on
request.

b) Dovozce udaju tuto dokumentaci na
pozadani  zpfistupni  pfisluSnému
dozorovému ufadu.

9. Use of sub-processors

9. Vyuziti dil¢ich zpracovateld

N/A

Neuplatiuje se.

10. Data subject rights

10.  Prava subjektu idaji

(@  The data importer, where relevant with
the assistance of the data exporter, shall
deal with any enquiries and requests it
receives from a data subject relating to
the processing of his/her Personal Data
and the exercise of his/her rights under
these Clauses without undue delay and
at the latest within one month of the
receipt of the enquiry or request. The
data importer shall take appropriate
measures to facilitate such enquiries,
requests and the exercise of data subject
rights. Any information provided to the
data subject shall be in an intelligible
and easily accessible form, using clear
and plain language.

a) Dovozce udaju, v relevantnich
ptipadech za pomoci vyvozce udajd,
vytidi veSkeré dotazy a zadosti, které
obdrzi od subjektu udaji a které se
tykaji zpracovani jeho Osobnich tdaji
auplatiovani prav subjektu Udajh
podle téchto Dolozek, ato bez
zbytecného odkladu, nejpozdeji vsak
do jednoho mésice od obdrzeni dotazu
nebo zadosti. Dovozce udajii piijme
vhodnda  opatfeni, aby usnadnil
vyfizovani takovych dotazli a Zadosti
a uplatiovani prav subjektu udaji.
Veskeré informace poskytnuté subjektu
udaji musi byt pfedany ve srozumitelné
a snadno pfistupné podobé za pouziti
jasnych a srozumitelnych jazykovych
prostredkd.

(b) In particular, upon request by the data
subject the data importer shall, free of
charge:

b) Na zadost subjektu udaji dovozce
udajii zejména bezplatné:

(i)  provide confirmation to the data
subject as to whether Personal

i) poskytne subjektu udaji
potvrzeni otom, zda se
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Data concerning him/her is
being processed and, where this
is the case, a copy of the data
relating to him/her and the
information in  Annex |I; if
Personal Data has been or will be
onward transferred, provide
information on recipients or
categories of recipients (as
appropriate  with aview to
providing meaningful
information) to which the
Personal Data has been or will be
onward transferred, the purpose
of such onward transfers and
their ground pursuant to Clause
8.7; and provide information on
the right to lodge acomplaint
with a supervisory authority in
accordance with Clause 12(c)(i);

zpracovavaji Osobni udaje, které
se ho tykaji, a v takovém ptipadé
mu poskytne kopii udajt, které
se ho tykaji, ainformace
uvedené v Piiloze 1; pokud
Osobni udaje byly nebo budou
dale  predavany, poskytne
informace o pfijemcich nebo
(podle
potfeby za ucelem poskytnuti
smysluplnych informaci),
kterym Osobni udaje byly nebo
budou dale predavany, ucel
téchto dalsich predani a jejich
diivod v souladu s Dolozkou
8.7, dale poskytne informace
0 pravu podat stiznost
u dozorového tufadu v souladu
s Dolozkou 12 pism. c¢) bodem

i);

kategoriich  piijemcti

(if)  rectify inaccurate or incomplete
data concerning the data subject;

ii)  opravi nepfesné nebo nelplné
udaje tykajici se subjektu tdaji;

(iii)  erase Personal Data concerning
the data subject if such data is
being or has been processed in
violation of any of these Clauses
ensuring third-party beneficiary
rights, or if the data subject
withdraws the consent on which
the processing is based.

iii)  vymaze Osobni udaje tykajici se
subjektu tdaja, pokud tyto tidaje
jsou nebo byly zpracovavany
v rozporu s kteroukoli z téchto
Dolozek, ktera zajistuje prava
nélezejici opravnéné tieti strang,
nebo pokud subjekt idaji odvola
souhlas, na kterém je zpracovani
zalozeno.

(©

Where the data importer processes the
Personal Data for direct marketing
purposes, it shall cease processing for
such purposes if the data subject objects
to it.

Pokud dovozce 1daji zpracovava
Osobni udaje pro ucely piimého
marketingu, pfestane je pro tyto ucely
zpracovavat, vznese-li proti tomu
subjekt udaji ndmitky.

(d)

The data importer shall not make
a decision based solely on the
automated processing of the Personal
Data transferred (hereinafter
“automated decision”), which would
produce legal effects concerning the
data subject or similarly significantly
affect him / her, unless with the explicit
consent of the data subject or if
authorised to do so under the laws of the
country of destination, provided that
such laws lays down suitable measures
to safeguard the data subject’s rights
and legitimate interests. In this case, the
data importer shall, where necessary in
cooperation with the data exporter:

d)

Dovozce udaji nepfijme rozhodnuti
zalozené vyhradné na
automatizovaném zpracovani
predavanych Osobnich udaji (dale jen
»automatizované rozhodnuti*), které by
m¢elo pravni ucinky tykajici se subjektu
udajii nebo by ho obdobné vyznamné
ovlivnilo, ledaze by ktomu subjekt
udaju dal vyslovny souhlas nebo pokud
by mu to bylo na zikladé pravnich
predpisti zem¢ urceni povoleno, a to za
predpokladu, ze takové pravni predpisy
stanovi vhodna opatieni na ochranu
prav aopravnénych zajma subjektu
udaju. V tomto piipadé dovozce udaji,
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v piipadé potieby ve spolupraci
S vyvozcem udaju:

(i)  inform the data subject about the i) informuje subjekt udaju
envisaged automated decision, 0 planovaném automatizovaném
the envisaged consequences and rozhodnuti,  ptfedpokladanych
the logic involved; and dusledcich a pouZitém logickém

postupu; a
(i) implement suitable safeguards, ii) zavede  vhodna  ochranna

at least by enabling the data
subject to contest the decision,
express his/her point of view and
obtain review by a human being.

opatfeni, pfinejmenSim tim, ze
subjektu idajii umozni vznést
namitky proti tomuto
rozhodnuti, vyjadfit svlij ndzor

subject and one of the Parties as regards
compliance with these Clauses, that
Party shall use its best efforts to resolve
the issue amicably in a timely fashion.
The Parties shall keep each other
informed about such disputes and,

a dosahnout prezkoumani
¢lovékem.

()  Where requests from a data subject are e) Jestlize jsou zadosti subjektu wdaju
excessive, in particular because of their nepfiméfené, zejména proto, Ze se
repetitive character, the data importer opakuji, muze dovozce udaji bud
may either charge areasonable fee ulozit piiméfeny poplatek, v némz
taking into account the administrative budou zohlednény administrativni
costs of granting the request or refuse to naklady souvisejici s vyhovénim dané
act on the request. zadosti, nebo mize odmitnout zadosti

vyhovét.

(f)  The data importer may refuse a data f) Dovozce udaji muZe zadost subjektu
subject’s request if such refusal is udajii  zamitnout, pokud je takové
allowed under the laws of the country odmitnuti povoleno pravnimi piedpisy
of destination and is necessary and zemé uréeni a je nezbytné a pfiméfené
proportionate in a democratic society to v demokratické spoleénosti k ochrané
protect one of the objectives listed in jednoho z cilt uvedenych v ¢l. 23 odst.
Article 23(1) of Regulation (EU) 1 natizeni (EU) 2016/679.

2016/679.

() If the data importer intends to refuse 0) Pokud ma dovozce 0dajii v umyslu
a data subject’s request, it shall inform zadost subjektu udaji odmitnout, bude
the data subject of the reasons for the informovat subjekt tdaju o divodech
refusal and the possibility of lodging odmitnuti a moznosti podat stiznost
acomplaint with the competent u piislusného dozorového tfadu a/nebo
supervisory authority and/or seeking se domahat napravy soudni cestou.
judicial redress.

11. Redress 11. Naprava

(@ The data importer shall inform data a) Dovozce udaji informuje subjekty
subjects in atransparent and easily udaju transparentnim a snadno
accessible format, through individual pfistupnym zptisobem, prostiednictvim
notice or on its website, of a contact individualniho ozndmeni nebo na svych
point authorised to handle complaints. internetovych strankach, o kontaktnim
It shall deal promptly with any misté opravnéném vyfizovat stiznosti.
complaints it receives from a data Takové misto neprodlené vytidi
subject. jakékoli stiznosti, které od subjektu

udaju pfijme.

(b) In case of adispute between adata b)  V pfipadé sporu mezi subjektem tdaju

ajednou ze Stran tykajictho se
dodrzovani téchto Dolozek vynalozi
tato Strana veskeré usili k tomu, aby
takovou zalezitost vyfeSila smirné
avcas. Strany se o téchto sporech
budou navzajem informovat
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where  appropriate,
resolving them.

cooperate in

a v prislusnych ptipadech na jejich
feSeni spolupracovat.

held liable under paragraph (c), it shall
be entitled to claim back from the other
Party/ies that part of the compensation

(c)  Where the data subject invokes a third- C) Pokud se subjekt daji dovolava prava
party beneficiary right pursuant to ve prospéch opravnéné treti strany
Clause 3, the data importer shall accept podle Dolozky 3, dovozce daju bude
the decision of the data subject to: akceptovat rozhodnuti subjektu udaju:
(i) lodge acomplaint with the i) podat stiznost U dozorového
supervisory authority in the ufadu v ¢lenském staté svého
Member State of his/her habitual obvyklého bydlisté nebo mista
residence or place of work, or vykonu prace nebo
the  competent  supervisory u piislusného dozorového tiradu
authority pursuant to Clause 13; podle Dolozky 13;

(ii) refer the dispute to the competent ii)  postoupit spor  pfislusnym
courts within the meaning of soudiim ve smyslu Dolozky 18.
Clause 18.

(d)  The Parties accept that the data subject d) Strany souhlasi s tim, Ze subjekt udaju
may be represented by a not-for-profit miZe byt zastupovan neziskovym
body, organization or association under subjektem, organizaci nebo sdruzenim
the conditions set out in Article 80(1) of za podminek stanovenych v ¢l. 80 odst.
Regulation (EU) 2016/679. 1 natizeni (EU) 2016/679.

() The data importer shall abide by e) Dovozce daji  se bude fidit
a decision that is binding under the rozhodnutim, které je zavazné podle
applicable EU or Member State law. platnych pravnich ptedpist EU nebo

Clenského statu.

(f)  The dataimporter agrees that the choice f) Dovozce udaju souhlasi s tim, ze vybér
made by the data subject will not provedeny subjektem idaji nebude mit
prejudice his/her substantive and vliv na jeho hmotna a procesni prava
procedural rights to seek remedies in pozadovat napravu v souladu
accordance with applicable laws. s platnymi pravnimi predpisy.

12.  Liability 12. Odpovédnost

(@) Each Party shall be liable to the other a) Kazda Strana je va¢i druhé Strané /
Party/ies for any damages it causes the ostatnim  Stranam odpovédna za
other Party/ies by any breach of these jakoukoli jmu, kterou druhé Strané /
Clauses. ostatnim Strandm pfi poruseni téchto

Dolozek zpisobi.

(b)  The data importer shall be liable to the b) Dovozce udaju je odpovédny vaci
data subject, and the data subject shall subjektu 0daji a subjekt Udaji ma
be entitled to receive compensation, for narok na nahradu za jakoukoli hmotnou
any material or non-material damages nebo nehmotnou ujmu, kterou dovozce
the data importer or its sub-processor udaji nebo jeho dil¢i zpracovatel
causes the data subject by breaching the zpusobi subjektu udaji porusenim prav
third-party beneficiary rights under nalezejicich opravnéné tieti strané na
these Clauses. This is without prejudice zakladé téchto DoloZzek. Tim neni
to the liability of the data exporter dotéena odpovédnost vyvozce udaju
under Regulation (EU) 2016/679. podle natizeni (EU) 2016/679.

(c) Where more than one Party is C) Pokud je za ujmu zptsobenou subjektu
responsible for any damage caused to udaju v disledku poruseni téchto
the data subject as a result of a breach Dolozek odpovédna vice nez jedna
of these Clauses, all responsible Parties Strana, nesou spoleénou a nerozdilnou
shall be jointly and severally liable and odpovédnost  vSechny  odpovédné
the data subject is entitled to bring an Strany a subjekt udajti je opravnén proti
action in court against any of these kterékoli ztéchto Stran podat zalobu
Parties. u soudu.

(d) The Parties agree that if one Party is d) Strany se dohodly, ze pokud jedna

Strana ponese odpovédnost podle
odstavce c), je opravnéna pozadovat od
druhé Strany/ostatnich Stran  ¢ést
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corresponding to its /  their

responsibility for the damage.

ndhrady  odpovidajici
odpovédnosti za Gjmu.

jeji/jejich

itself to the jurisdiction of and
cooperate  with the  competent
supervisory authority in any procedures
aimed at ensuring compliance with
these Clauses. In particular, the data
importer agrees to respond to enquiries,
submit to audits and comply with the
measures adopted by the supervisory
authority, including remedial and

(e)  The data importer may not invoke the e) Dovozce Gdaji se nemiize odvolavat na
conduct of a processor or sub-processor jednani zpracovatele nebo diléiho
to avoid its own liability. zpracovatele, aby se vyhnul své vlastni

odpovédnosti.
13.  Supervision 13. Dohled

(@  [Where the data exporter is established a) [Pokud ma vyvozce udaju sidlo
in an EU Member State:] The v ¢lenském staté¢ EU:] Dozorovy tfad
supervisory authority with uvedeny v Ptiloze 1, ¢asti C, ktery je
responsibility for ensuring compliance povinen zajistit, ze vyvozce udaji bude
by the data exporter with Regulation dodrzovat nafizeni (EU) 2016/679,
(EU) 2016/679 as regards the data pokud jde o ptedavani udaja, jedna jako
transfer, as indicated in Annex I.C, ptislusny dozorovy trad.
shall act as competent supervisory
authority.
[Where the data exporter is not [Pokud  vyvozce udaji  nesidli
established in an EU Member State, but Vv Clenském staté EU, ale spada do
falls within the territorial scope of uzemni pusobnosti nafizeni (EU)
application of Regulation (EU) 2016/679 v souladu s jeho ¢l. 3 odst. 2
2016/679 in accordance with its Article a jmenoval zastupce podle ¢l. 27 odst. 1
3(2) and has appointed a representative natizeni (EU) 2016/679:] Dozorovy
pursuant to Article 27(1) of Regulation utad ¢lenského statu (uvedeny v Priloze
(EU) 2016/679:] The supervisory I, ¢asti C), vnémz sidli zastupce ve
authority of the Member State in which smyslu ¢l. 27 odst. 1 nafizeni (EU)
the representative within the meaning 2016/679, jedna jako pfislusny
of Article 27(1) of Regulation (EU) dozorovy ufad.
2016/679 is established, as indicated in
Annex I.C, shall act as competent
supervisory authority.
[Where the data exporter is not [Pokud vyvozce 0dajli neni usazen
established in an EU Member State, but v ¢lenském stat¢ EU, ale spada do
falls within the territorial scope of Uzemni pasobnosti nafizeni (EU)
application of Regulation (EU) 2016/679 vsouladu s¢l. 3 odst. 2
2016/679 in accordance with its Article uvedeného nafizeni, aniZ by vSak musel
3(2) without however having to appoint jmenovat zastupce podle ¢l. 27 odst. 2
a representative pursuant to Article nafizeni (EU) 2016/679:] Dozorovy
27(2) of Regulation (EU) 2016/679:] ufad jednoho  z ¢lenskych  statd
The supervisory authority of one of the (uvedeny v Piiloze I, ¢asti C), kde se
Member States in which the data nachazeji subjekty tudaji, jejichz
subjects whose Personal Data is Osobni udaje jsou ptedavany podle
transferred under these Clauses in téchto Dolozek v souvislosti
relation to the offering of goods or s nabidkou zboZi nebo sluzeb témto
services to them, or whose behavior is subjektim nebo jejichz chovani je
monitored, are located, as indicated in sledovano, jedna jako pfislusny
Annex |.C, shall act as competent dozorovy ufad.
supervisory authority.

(b) The data importer agrees to submit b) Dovozce udajt souhlasi, Ze se podiidi

pravomoci piislusného dozorového
ufadu abude snim spolupracovat
vV ramci vSech postupll zamétenych na
zajisténi dodrzovani téchto Dolozek.
Dovozce udajii zejména souhlasi, Ze
bude reagovat na dotazy, podrobovat se
auditim a dodrzovat opatfeni pfijata
dozorovym ufadem, v¢etné napravnych
a kompenzacnich opatfeni.
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compensatory measures. It shall
provide the supervisory authority with
written confirmation that the necessary
actions have been taken.

Dozorovému uradu poskytne pisemné
potvrzeni o pfijeti nezbytnych opatfeni.

14.  Local
compliance with the Clauses

laws and practices affecting

14.  Mistni

zakony a postupy ovliviiujici

dodrZovani téchto DoloZek

of actors involved and the
transmission  channels used;
intended onward transfers; the
type of recipient; the purpose of
processing; the categories and

format of the transferred
Personal Data; the economic
sector in which the transfer

occurs; the storage location of
the data transferred,;

(@  The Parties warrant that they have no a) Strany zarucuji, ze nemaji divod se
reason to believe that the laws and domnivat, Ze pravni predpisy a postupy
practices in the third country of ve tieti zemi uréeni, které se vztahuji na
destination applicable to the processing zpracovani Osobnich tdaji dovozcem
of the Personal Data by the data udaji, véetné jakychkoli pozadavki na
importer, including any requirements to zpiistupnéni  Osobnich 1Udaji  nebo
disclose Personal Data or measures opatieni, kterymi se povoluje pfistup
authorising  access by  public organiim vefejné moci, brani dovozci
authorities, prevent the data importer udaju pii plnéni jeho povinnosti podle
from fulfilling its obligations under téchto Dolozek. To je zalozeno na
these Clauses. This is based on the pfedpokladu, Ze pravni piedpisy
understanding that laws and practices a postupy, které respektuji podstatu
that respect the essence of the zakladnich prav a svobod
fundamental rights and freedoms and aneptekraCuji ramec toho, co je
do not exceed what is necessary and v demokratické spole¢nosti nezbytné
proportionate in a democratic society to a ptiméfené k zajisténi jednoho z cild
safeguard one of the objectives listed in uvedenych v ¢l. 23 odst. 1 nafizeni
Article 23(1) of Regulation (EU) (EU) 2016/679, nejsou Vv rozporu
2016/679, are not in contradiction with S témito Dolozkami.
these Clauses.

(b)  The Parties declare that in providing the b) Strany prohlasuji, Ze pifi poskytovani
warranty in paragraph (a), they have zaruky podle odstavce a) fadné
taken due account in particular of the zohlednily  zejména  nasledujici
following elements: skuteénosti:

(i)  the specific circumstances of the i) konkrétni  okolnosti  pfedani,
transfer, including the length of véetné délky zpracovatelského
the processing chain, the number fetézce, poCtu  zapojenych

subjektd a pouzitych kanall pro
prenos udajii, zamyslené dalsi
predani, druh pfijemce, ucely
zpracovani, kategorie a format
predavanych Osobnich udaja,
hospodatské odvétvi, v némz se
predavani uskuteciiuje, misto, na
kterém budou piedané udaje
uchovavany;

(i)  the laws and practices of the
third country of destination —
including those requiring the
disclosure of data to public
authorities or authorizing access

ii)  pravni pfedpisy a postupy treti
zemé uréeni — vCetné té€ch, které
vyzaduji  zpfistupnéni udaji
organim vefejné moci nebo
povoluji pfistup témto organiim

by such authorities — relevant in — relevantni s ohledem na
light of the specific konkrétni  okolnosti  predani
circumstances of the transfer, udaji apouzitelnda  omezeni
and the applicable limitations a zaruky
and safeguards

(iliy any  relevant  contractual, iii)  veSkeré pfislusné  smluvni,
technical or  organizational technické nebo organizacni
safeguards put in place to zaruky zavedené za tcelem

supplement the safeguards under
these Clauses, including

doplnéni
Dolozek,

zéruk podle téchto
véetné  opatfeni
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measures applied during
transmission and to the
processing of the Personal Data
in the country of destination.

uplatiiovanych b&éhem predani
a zpracovani Osobnich udajt
V zemi urceni.

(©

The data importer warrants that, in
carrying out the assessment under
paragraph (b), it has made its best
efforts to provide the data exporter with
relevant information and agrees that it
will continue to cooperate with the data
exporter in ensuring compliance with
these Clauses.

Dovozce T1udaji zarucuje, ze pii
provadéni posouzeni podle odstavce b)
vynalozil veskeré usili, aby vyvozci
udaji  poskytl pfislusné informace,
azavazuje se, ze bude svyvozcem

udaji  nadale spolupracovat  pii
zajiStovani souladu s témito
Dolozkami.

(d)

The Parties agree to document the
assessment under paragraph (b) and
make it available to the competent
supervisory authority on request.

d)

Strany se dohodly, ze zdokumentuji
posouzeni podle odstavce b) ana
pozadani je zpfistupni pfislusnému
dozorovému ufadu.

O

The data importer agrees to notify the
data exporter promptly if, after having
agreed to these Clauses and for the
duration of the contract, it has reason to
believe that it is or has become subject
to laws or practices not in line with the
requirements under paragraph (a),
including following achange in the
laws of the third country or a measure
(such as a disclosure request) indicating
an application of such laws in practice
that is not in line with the requirements
in paragraph (a).

e)

Dovozce udaju se zavazuje neprodlené
informovat vyvozce udaji, pokud ma
po odsouhlaseni téchto Dolozek a po
dobu trvani smlouvy davod se
domnivat, Ze se na n¢j vztahuji nebo Ze
se na ng zacaly vztahovat pravni
predpisy nebo postupy, které nejsou
v souladu s pozadavky podle odstavce
a), véetn¢ zmény pravnich piredpisi
tteti zem¢ nebo opatieni (napiiklad
zadosti o zpfistupnéni), které naznacuje
uplatnéni téchto pravnich predpist
Vv praxi V rozporu S pozadavky
uvedenymi v odstavci a).

®

Following a notification pursuant to
paragraph (e), or if the data exporter
otherwise has reason to believe that the
data importer can no longer fulfil its
obligations under these Clauses, the
data exporter shall promptly identify
appropriate measures (e.g. technical or
organizational measures to ensure
security and confidentiality) to be
adopted by the data exporter and/or
data importer to address the situation.
The data exporter shall suspend the data
transfer if it considers that no
appropriate safeguards for such transfer
can be ensured, or if instructed by the
competent supervisory authority to do
so0. In this case, the data exporter shall
be entitled to terminate the contract,
insofar as it concerns the processing of
Personal Data under these Clauses. If
the contract involves more than two
Parties, the data exporter may exercise
this right to termination only with
respect to the relevant Party, unless the
Parties have agreed otherwise. Where
the contract is terminated pursuant to
this Clause, Clause 16(d) and (e) shall

apply.

f)

Po oznameni podle odstavce €), nebo
pokud ma vyvozce udajii jinak davod
se domnivat, Ze dovozce udaju jiz
nemuZe plnit své povinnosti na zakladé
téchto  Dolozek, vyvozce udaji
neprodlené ur¢i vhodna opatieni (napf.
technickd nebo organizacni opatieni
k zajisténi bezpeénosti a duvérnosti),
ktera maji byt na stran¢ vyvozce udaji
a/nebo dovozce Udaji pfijata k feSeni
situace. Vyvozce Udaji pozastavi
predavani udaji, pokud se domniva, Ze
pro toto predavdni nemohou byt
zajistény zadné vhodné zaruky, nebo
pokud mu da pokyn ptislusny dozorovy
urad. V tomto piipadé je vyvozce tdaju
opravnén vypoveédeét smlouvu, pokud
jde o zpracovani Osobnich tdaji podle
téchto Dolozek. Jestlize smlouva
zahrnuje vice nez dv¢ Strany a pokud se
Strany nedohodly jinak, mize vyvozce
udajti toto pravo na vypovézeni uplatnit
pouze ve vztahu K pfislusné Strang.
Pokud je smlouva ukoncena podle této
Dolozky, pouzije se Dolozka 16 pism.

d) ae).
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15.  Obligations of the data importer in case of
access by public authorities

15. Povinnosti

dovozce 1daji v pripadé

pristupu orgini veiejné moci

15.1 Notification

15.1 Oznameni

the information pursuant to paragraphs
(a) to (c) for the duration of the contract
and make it available to the competent
supervisory authority on request.

(@  The data importer agrees to notify the a) Dovozce tdaju souhlasi stim, ze
data exporter and, where possible, the neprodlené uvédomi vyvozce udaji a,
data subject promptly (if necessary with je-1i to mozné, subjekt udaji (v pfipadé
the help of the data exporter) if it: potieby s pomoci vyvozce udaji),

pokud:;

Q) receives alegally  binding i) na zakladé¢ pravnich predpisi
request from a public authority, zem¢ uréeni obdrzi pravné
including judicial authorities, zavaznou zadost od organu
under the laws of the country of vetejné moci, vcetné soudnich
destination for the disclosure of organi, o zpfistupnéni Osobnich
Personal  Data  transferred udaji pfedanych podle téchto
pursuant to these Clauses; such Dolozek; takové oznameni bude
notification  shall include obsahovat informace
information about the Personal 0 pozadovanych Osobnich
Data requested, the requesting udajich, dozadujicim organu,
authority, the legal basis for the pravnim zakladu zadosti
request and the response a poskytnuté odpovédi, nebo
provided; or

(i)  becomes aware of any direct ii) se dozvi ojakémkoli ptimém
access by public authorities to pfistupu organt vefejné moci
Personal  Data  transferred k Osobnim udajum pfedavanym
pursuant to these Clauses in podle téchto Dolozek v souladu
accordance with the laws of the Spravnimi  pfedpisy  zemé
country of destination; such uréeni; takové oznameni bude
notification shall include all obsahovat vSechny informace
information available to the dostupné dovozci.
importer.

(b)  If the data importer is prohibited from b)  Pokud je podle pravnich piedpist zemée
notifying the data exporter and/or the ureni  dovozci Udaji  zakazano
data subject under the laws of the informovat vyvozce udaji a/nebo
country of destination, the data subjekt udaji, souhlasi dovozce daju
importer agrees to use its best efforts to s tim, Ze za uéelem co nejrychlejsiho
obtain a waiver of the prohibition, with sdéleni co nejvétsiho  mnozstvi
aview to communicating as much informaci vynalozi maximalni usili,
information as possible, as soon as aby od tohoto zakazu bylo upusténo.
possible. The data importer agrees to Dovozce udaji souhlasi, Ze své
document its best efforts in order to be maximalni usili zdokumentuje, aby je
able to demonstrate them on request of mohl na zadost vyvozce udaju
the data exporter. prokézat.

(¢)  Where permissible under the laws of C) Je-li to povoleno pravnimi piedpisy
the country of destination, the data zemé urCeni, dovozce udaju souhlasi,
importer agrees to provide the data 7ze bude poskytovat vyvozci udaji
exporter, at regular intervals for the Vv pravidelnych intervalech po dobu
duration of the contract, with as much trvani smlouvy co nejrelevantngjsi
relevant information as possible on the informace o pfijatych  Zadostech
requests received (in particular, number (zejména informace o poétu zadosti,
of requests, type of data requested, druhu pozadovanych udaju,
requesting  authority/ies,  whether dozadujicim organu nebo organech, zda
requests have been challenged and the byly tyto zadosti napadeny a vysledek
outcome of such challenges, etc.). takového napadeni atd.).

(d) The data importer agrees to preserve d) Dovozce 10daji souhlasi stim, Ze

informace podle odstavcd a) az c)
uchova po dobu trvani smlouvy ana
pozadani je zpfistupni piislusnému
dozorovému ufadu.
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breach of these Clauses or unable to
comply with these Clauses, the data

(e) Paragraphs (a) to (c) are without e) Odstavei a) az c¢) neni dotéena
prejudice to the obligation of the data povinnost dovozce udaji  podle
importer pursuant to Clause 14(e) and Dolozky 14 pism. e) a Dolozky 16
Clause 16 to inform the data exporter neprodlené informovat vyvozce udaja,
promptly where it is unable to comply pokud neni schopen tyto Dolozky
with these Clauses. dodrzovat.

15.2 Review of legality and data minimization 15.2 Posouzeni souladu se zakonem
a minimalizace mnoZstvi udaji

(@)  The data importer agrees to review the a) Dovozce udaji se zavazuje, ze
legality of the request for disclosure, in prezkouma zakonnost zadosti
particular whether it remains within the 0 zpfistupnéni, zejména zda
powers granted to the requesting public neptesahuje meze pravomoci
authority, and to challenge the request udélenych  dozadujicimu  organu
if, after careful assessment, it concludes vefejné moci, a Ze proti zadosti vznese
that there are reasonable grounds to namitku, pokud po pec¢livém posouzeni
consider that the request is unlawful dospéje k zavéru, Ze existuji opravnéné
under the laws of the country of divody predpokladat, ze Zzadost je
destination, applicable obligations podle pravnich piedpistt zemé& uréeni,
under international law and principles platnych zavazkt podle mezinarodniho
of international comity. The data prava a zasad mezinarodni zdvofilosti
importer shall, under the same protipravni. Dovozce udaju za stejnych
conditions, pursue possibilities of podminek vyuziva moznosti odvolani.
appeal. When challenging a request, the Pii napadeni takové Zzadosti pozada
data importer shall seek interim dovozce udajii o pfedbézna opatieni
measures with a view to suspending the scilem pozastavit ucinky Zadosti,
effects of the request until the dokud  pfislusny  soudni  organ
competent judicial authority has nerozhodne 0jeji  opodstatnénosti.
decided on its merits. It shall not Pozadované Osobni udaje nezpfistupni,
disclose the Personal Data requested dokud mu takova povinnost nebude
until required to do so under the stanovena  platnymi  procesnimi
applicable procedural rules. These pravidly. Témito pozadavky nejsou
requirements are without prejudice to dotCeny povinnosti dovozce tudaji
the obligations of the data importer podle Dolozky 14 pism. e).
under Clause 14(e).

(b)  The data importer agrees to document b) Dovozce udaji se zavazuje, ze
its legal assessment and any challenge zdokumentuje své pravni posouzeni
to the request for disclosure and, to the a jakékoli napadeni zadosti
extent permissible under the laws of the 0 zpfistupnéni, a vV rozsahu povoleném
country of destination, make the pravnimi  pfedpisy zem& uréeni
documentation available to the data zpfistupni dokumentaci vyvozci udaju.
exporter. It shall also make it available Na pozadani tuto  dokumentaci
to the competent supervisory authority zpiistupni rovnéz pfislusnému
on request. dozorovému ufadu.

(c)  The data importer agrees to provide the C) Dovozce udaji souhlasi, ze pii
minimum amount of information odpovédi na zadost o zpiistupnéni
permissible when responding to poskytne minimalni pfipustné mnozstvi
arequest for disclosure, based on informaci, a to na zakladé pfiméteného
areasonable interpretation of the vykladu zadosti.
request.

16. Non-compliance with the Clauses and | 16. NedodrZeni DoloZek a vypovézeni smlouvy
termination

(&) The data importer shall promptly a) Dovozce udajii neprodlené informuje
inform the data exporter if it is unable vyvozce udaji, pokud zjakéhokoli
to comply with these Clauses, for dtvodu nebude schopen tyto Dolozky
whatever reason. dodrzet.

(b)  In the event that the data importer is in b) Pokud dovozce udaji porusi tyto

Dolozky nebo nebude schopen tyto
Dolozky dodrzet, vyvozce tdajl
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exporter shall suspend the transfer of
Personal Data to the data importer until
compliance is again ensured or the
contract is terminated. This is without
prejudice to Clause 14(f).

pozastavi predavani Osobnich udaji
dovozci  1dajti, dokud nebude
dodrzovani opét zajisttno nebo
smlouva vypovézena. Tim neni dotcena
Dolozka 14 pism. f).

(©

The data exporter shall be entitled to
terminate the contract, insofar as it
concerns the processing of Personal
Data under these Clauses, where:

Vyvozce tdaji je opravnén vypovedét
smlouvu v rozsahu, vnémz se jedna
0 zpracovani Osobnich udaji podle
téchto Dolozek, pokud:

(i)  the data exporter has suspended
the transfer of Personal Data to
the data importer pursuant to
paragraph (b) and compliance
with these Clauses is not
restored within areasonable
time and in any event within one
month of suspension;

i) vyvozce  udaji  pozastavil
pfedavani  Osobnich  udaju
dovozci udaji podle pism. b)
a dodrzovani téchto Dolozek
nebude v pfiméfené  lhate
aV kazdém piipadé do jednoho
meésice od pozastaveni
obnoveno;

(i) the data importer is in substantial
or persistent breach of these
Clauses; or

i) dovozce udaji tyto Dolozky
podstatné nebo trvale porusuje;
nebo

(iii)  the data importer fails to comply
with abinding decision of
a competent court or supervisory
authority regarding its
obligations under these Clauses.

iii)  dovozce udajt nedodrzi zavazné
rozhodnuti pfislusného soudu
nebo dozorového ufadu tykajici
se jeho povinnosti podle téchto
Dolozek.

In these cases, it shall inform the
competent supervisory authority of
such non-compliance. Where the
contract involves more than two
Parties, the data exporter may exercise
this right to termination only with
respect to the relevant Party, unless the
Parties have agreed otherwise.

V téchto piipadech bude o takovém
nedodrZzeni  informovat  pfislusny
dozorovy ufad. Pokud smlouva
zahrnuje vice nez dv& Strany, muize
vyvozce udaji  toto pravo na
vypovézeni uplatnit pouze ve vztahu
Kk pfislusné Strané, pokud se Strany
nedohodly jinak.

(d)

Personal data that has been transferred
prior to the termination of the contract
pursuant to paragraph (c) shall at the
choice of the data exporter immediately
be returned to the data exporter or
deleted in its entirety. The same shall
apply to any copies of the data. The data
importer shall certify the deletion of the
data to the data exporter. Until the data
is deleted or returned, the data importer
shall continue to ensure compliance
with these Clauses. In case of local laws
applicable to the data importer that
prohibit the return or deletion of the
transferred Personal Data, the data
importer warrants that it will continue
to ensure compliance with these
Clauses and will only process the data
to the extent and for as long as required
under that local law.

d)

Osobni udaje, které byly predany pied
vypovézenim smlouvy podle pismene
¢), budou podle rozhodnuti vyvozce
udajii okamzité vraceny vyvozci udaji
nebo v plném rozsahu vymazany. TotéZ
plati pro jakékoli kopie téchto udajl.
Dovozce udaji potvrdi vyvozci tdaji
vymaz téchto tdaji. Dokud nebudou
udaje vymazany nebo vraceny, dovozce
udaji bude nadale  zajistovat
dodrzovani téchto Dolozek. V piipadé,
7ze pro dovozce udaji plati mistni
pravni predpisy zakazujici vraceni nebo
vymazani predanych Osobnich udaji,
dovozce 1daji zaruCuje, Ze bude
i nadale zajistovat dodrzovani téchto
Dolozek abude 1udaje zpracovavat
pouze v rozsahu a po tak dlouhou dobu,
jak to tyto mistni pravni piedpisy
vyzaduji.

(€)

Either Party may revoke its agreement
to be bound by these Clauses where (i)
the European Commission adopts
a decision pursuant to Article 45(3) of
Regulation (EU) 2016/679 that covers

Kterakoli ze Stran mize odvolat svij
souhlas s tim, Ze bude vazdna témito
Dolozkami, pokud i) Evropska komise
pfijme rozhodnuti podle ¢l. 45 odst. 3
nafizeni (EU) 2016/679 tykajici se
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the transfer of Personal Data to which
these Clauses apply; or (ii) Regulation
(EU) 2016/679 becomes part of the
legal framework of the country to
which the Personal Data is transferred.
This is without prejudice to other
obligations applying to the processing

predavani Osobnich udaji, na které se
tyto Dolozky vztahuji, nebo ii) se
natizeni (EU) 2016/679 stane soucasti
pravniho ramce zemé, do které jsou
Osobni udaje pfedavany. Tim nejsou
dotéeny dalsi povinnosti vztahujici se
na dané zpracovani podle nafizeni (EU)

in question under Regulation (EU) 2016/679.
2016/679.
17.  Governing Law 17. Rozhodné pravo

(@)  These Clauses shall be governed by the
law of one of the EU Member States,
provided such law allows for third-
party beneficiary rights. The Parties
agree that this shall be the law of Czech
Republic.

a) Tyto Dolozky se tidi pravem jednoho
z ¢lenskych statit EU za ptedpokladu,
Ze toto pravo umoziuje uplatiiovat
prava opravnénych tretich stran. Strany
se dohodly, Ze timto pravem bude pravo
Ceské republiky.

18.  Choice of forum and jurisdiction 18.

Volba soudu a piislu§nost

(@  Any dispute arising from these Clauses
shall be resolved by the courts of an EU
Member State.

a) Jakykoli spor vyplyvajici z téchto
Dolozek bude fesen soudy ¢lenského
statu EU.

(b)  The Parties agree that those shall be the
courts of Czech Republic.

b) Strany se dohodly, Ze témito soudy
budou soudy Ceské republiky.

(c) Adata subject may also bring legal
proceedings against the data exporter
and/or data importer before the courts
of the Member State in which he/she
has his/her habitual residence.

C) Subjekt udaji muze rovnéz zahgjit
soudni fizeni proti vyvozci Udajh
a/nebo dovozci udaji pred soudy
Clenského statu, vnémz ma subjekt
udaji své obvyklé bydlisté.

(d)  The Parties agree to submit themselves
to the jurisdiction of such courts.

d) Strany se zavazuji, ze se podiidi
pfislusnosti téchto soudil.
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ANNEX 1 PRILOHA 1
A. LIST OF PARTIES A. SEZNAM STRAN
DATA EXPORTER VYVOZCE UDAJU

Name and Address:

Jméno a adresa:

VSeobecna fakultni nemocnice
U Nemocnice 499/2
Praha 2, Czech Republic/Ceska republika

Activities relevant to the data transferred under
these Clauses:

Cinnosti relevantni pro pfedavani tidajii na
zakladé téchto Dolozek:

Clinical Trial Conduct/provadéni klinického hodnoceni

Role: Controller

Funkce: Spravce udaja

EXPORTER:

Contact details: Kontaktni tidaje:
XXX@vfn.cz
FOR AND ON BEHALF OF THE DATA ZA VYVOZCE UDAJU:

Name, Signature, Date / jméno, podpis, datum

DATA IMPORTER

DOVOZCE UDAJU

Name and Address:

Jméno a adresa:

Bristol-Myers Squibb Company (“BMS”)

Spole¢nost Bristol-Myers Squibb (,,BMS*)

(acting for and on behalf of itself and BMS
Affiliates outside the EEA, UK and
Switzerland)

(jednajici za sebe a Ptidruzené spolecnosti BMS
mimo EHP, Spojené kralovstvi a Svycarsko)

206 & Province Line Rd., Lawrenceville
Township, New Jersey 08648, USA

206 & Province Line Rd., Lawrenceville
Township, New Jersey 08648, Spojené staty
americké

Activities relevant to the data transferred under
these Clauses:

Cinnosti relevantni pro predavani idajii na
zakladé téchto Dolozek:

Performance of the clinical trials

Provéadéni klinickych hodnoceni

Role: Controller

Funkce: Spravce udaja

Contact details:

Kontaktni idaje:

Tel: +1 609 252 4000

Tel.: +1 609 252 4000

Email: MG-OneBMS-Privacy-
Contmgrs@bms.com

E-mail: MG-OneBMS-Privacy-
Contmgrs@bms.com

FOR AND ON BEHALF OF THE DATA
IMPORTER:

ZA DOVOZCE UDAJU:

Name, Signature, Date / jméno, podpis, datum
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B. DESCRIPTION OF TRANSFER / B. POPIS PREDAVANI UDAJU

Patients/subjects participating in clinical trials or other forms
of medical or scientific research. / Pacienti/subjekty i¢astnici
se klinickych hodnoceni nebo jinych forem lékaiského nebo
védeckého vyzkumu.

Healthcare professionals and support staff working on clinical
trials or other forms of medical or scientific research. /
Zdravotniéti pracovnici a podpirny personal pracujici na
Categories of data subjects whose | klinickych hodnocenich nebo jinych formach lékaiského nebo
Personal Data is transferred /| védeckého vyzkumu.

Kategorie subjektd wdaja, jejichz | Healthcare professionals and consumers of pharmaceutical
Osobni udaje jsou piredavany products requesting information on pharmaceutical products
and/or reporting adverse and safety evenets, and other
information relating to use of pharmaceutical products /
Zdravotni¢ti pracovnici a Spotiebitelé farmaceutickych
pripravkd, ktefi pozaduji informace o farmaceutickych
pripravcich a/nebo hlasi nezadouci U¢inky a bezpecnostni
udalosti, jakoz 1jiné informace tykajici se uzivani
farmaceutickych piipravki

Pseudonymized (“key-coded”) demographic and
medical/clinical data relating to subjects/patients participating
in clinical trials or other forms of medical research /
Pseudonymizované (,,kodované*) demografické
a lékarské/klinické udaje tykajici se subjektd/pacientd
ucastnicich se klinickych hodnoceni nebo jinych forem
l1ékatského vyzkumu /

Name, contact details, professional information relating to
healthcare professionals and supporting staff working on
clinical trials or other forms of medical or scientific research.
/ Jméno, kontaktni udaje, profesni informace tykajici se
zdravotnickych ~ pracovnikli  a podpirného  personalu
pracujiciho na klinickych hodnocenich nebo jinych formach
Categories  of  Personal  Data | Iékafského nebo védeckého vyzkumu.

transferred / Kategorie prediavanych
Osobnich udaji Name, contact details relating to healthcare professionals,
supporting staff and consumers of pharmaceutical products,
information on  their  requesting information on
pharmaceutical products and/or reporting (potential) adverse
and safety events, and other information relating to use of
pharmaceutical products, related details of potential adverse
and safety events. / Jméno, kontaktni udaje tykajici se
zdravotnickych ~ pracovniki, = podptrmného  persondlu
a spotiebiteld farmaceutickych pfipravkd, informace o jejich
zadostech o informace o téchto farmaceutickych piipravcich
a/nebo  hlaSenich  (pfipadnych) nezadoucich ucinkd
a bezpecnostnich udalosti, a dal$i informace tykajici se
uzivani farmaceutickych piipravkd, souvisejici udaje
0 potencialnich nezddoucich ucincich a bezpecnostnich

udalostech.
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Sensitive  data  transferred  (if
applicable): / Pfedavané citlivé udaje
(v pFislusnych pripadech):

Select all that apply: / Vyberte vSechny platné odpovédi:
v race or ethnicity / v’ rasovy nebo etnicky ptivod

v political, religious or philosophical views / v* politické,
nabozenské nebo filozofické nazory

v’ trade union membership / v ¢lenstvi v odborech

v/ genetic data / v* genetické udaje

v biometric data / v' biometrické udaje

v health data / v' zdravotni Gdaje

v data concerning sex life/ sexual orientation / v’ udaje
tykajici se sexualniho Zivota/sexualni orientace

v financial data / v* finan¢ni udaje

v geolocation data / v geolokaéni udaje

v other (please specify): childbirth control / v* jiné (uvedte):
antikoncepce

Restrictions or safeguards for sensitive
data: / Omezeni nebo zaruky tykajici se
citlivych adaji:

v’ Strict purpose limitation / v* Pfisné omezeni Gcelu

v" Access restrictions (including access only for staff having
followed specialized training) / v Omezeni piistupu
(vCetné pristupu pouze pro pracovniky, kteti absolvovali
specializované skoleni)

v Keeping a record of access to the data/ v Vedeni zdznamii

0 pristupu k udajim

v Restrictions for onward transfers / v' Omezeni pro dalsi

predavani

v’ Other security measures — please specify: / v Dalsi

bezpecnostni opatieni — upiesnéte:

- Data Protection Agreements in place that cover
processing of personal data and provisions for special
category data/-  Platné smlouvy o ochrané udaji,
které se tykaji zpracovani osobnich udajii a zahrnuji
ustanoveni pro udaje zvlastnich kategorii

- All information in encrypted in transit and at rest / -

Vsechny informace jsou pfi pfenosu iuchovavani
zaSifrovany

- Comprehensive security in place — Firewalls, 2-Factor
authentication, regular pen-testing and so on / -

Zavedeno komplexni zabezpeCeni — firewally,
dvoufaktorové ovéfovani, pravidelné penetracni testy
atd.

- QA audits are regularly carried out. / -
provadéni audith kvality.

- Retention periods are in place and adhered to / -

Jsou stanoveny a dodrzovany doby uchovavani

- Only pseudonymised patient data is exported from the
EU - third party experts are engaged to perform
pseudonymised services. /- Z EU se exportuji pouze
pseudonymizované udaje pacientll — K provadéni sluzeb

Pravidelné

pseudonymizace jsou najimani odbornici tfetich stran.

The frequency of the transfer (e.g.
whether the data is transferred on
aone-off or continuous basis). /
Cetnost piedavani (napi. zda jsou

Continuous transfer / Priabézné predavani
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udaje predavany jednorazové nebo
pribézné).

Nature of the processing / Povaha
zpracovani

Clinical trials / Klinickd hodnoceni

Purpose(s) of the data transfer and
further processing / Uel(y) piedavani
udaju a dalSiho zpracovani

Patient data is transeferd to provide Data Importer with
complete results of the respective study and transferred clear
solely to ensure lawful handeling of adverse events and
comply with reporting obligations of adverse events to
competent authorities. / Udaje o pacientech jsou piedavany za
ucelem poskytnuti uplnych vysledkt ptislusného klinického
hodnoceni dovozci udaji a jsou predavany vyhradné s cilem
zajistit zakonné feSeni nezddoucich ucinkt a splnit povinnosti
ohlaseni nezadoucich uc¢inku ptislusnym organdm.

Patient Data will be transfererd also for research and clinical
trial purose. / Udaje o pacientech budou predavany také pro
vyzkumné tcely a ucely klinického hodnoceni.

Employee information is transferred to enable data importer
to comply with legal or administrative reporting obligations /
Informace 0 zaméstnancich jsou ptfedavany proto, aby
dovozce udaji mohl splnit zdkonné nebo administrativni
oznamovaci povinnosti

The period for which the Personal Data
will be retained, or, if that is not
possible, the criteria used to determine
that period / Doba, po kterou budou
Osobni udaje wuchovavany, nebo
(pokud to neni mozZné uvést) Kkritéria
pouZita ke stanoveni této doby

As indicated in the Informed Consent Form or the applicable
law / Jak je uvedeno ve formulafi informovaného souhlasu
nebo v platnych zakonech

C. COMPETENT SUPERVISORY AUTHORITY / C. PRISLUSNY DOZOROVY URAD

Identify the competent supervisory
authority/ies in accordance with
Clause 13 / V souladu s Dolozkou 13
urcete prislusSny dozorovy urad nebo
prislusné dozorové urady

The supervisory authority of the EEA Member State in
which the Data Exporter is established. / Dozorovy tGiad
¢lenského statu EHP, ve kterém je vyvozce udajii usazen.
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ANNEX 2

PRILOHA 2

Bristol Myers Squibb has implemented a suitable set
of information security controls including policies,
practices, procedures and organizational structures to
protect the confidentiality, integrity and availability
of its information. Furthermore, Bristol Myers
Squibb has a security assessment program where
periodic independent assessments are undertaken
with an aim to ensure continual effectiveness of the
controls put in place.

Spolecnost Bristol Myers Squibb zavedla vhodny
soubor kontrol bezpecnosti informaci, véetn¢ zasad,
metod, postupll a organizacnich struktur, aby
chranila dtvérnost, integritu a dostupnost svych
informaci. Kromé toho ma spole¢nost Bristol Myers
Squibb program hodnoceni bezpe¢nosti, v némz se
provadeji pravidelna nezavisla hodnoceni s cilem
zajistit nepretrzitou ucinnost zavedenych kontrol.

The technical/ organizational security measures
implemented by the Data Importer are as set out
below (as amended and updated from time to time by
Bristol Myers Squibb):

Technickd/organizacni ~ bezpecnostni  opatieni
zavedend Dovozcem udaju jsou takova, jak je
uvedeno nize (ve znéni uprav a aktualizaci ze strany
spoleénosti Bristol Myers Squibb):

Confidentiality

Duvérost

Physical access control

| Rizeni fyzického pfistupu

No unauthorised access to Data
Processing facilities, (e.g.: magnetic or
chip cards, keys, electronic door
openers, facility security services and/or
entrance security staff, alarm systems,
video/CCTV Systems)

Zadny neopravnény piistup k zafizenim

pro  Zpracovani  udajii, (napf.:
magnetické nebo Cipové karty, klice,
elektronické otvirace dveri,

bezpecnostni sluzby zafizeni a/nebo
pracovnici ostrahy na vstupu, poplasné
systémy, video/CCTV systémy)

Electronic access control

| Rizeni elektronického piistupu

No unauthorised use of the data
Processing and data storage systems,
(e.g.: (secure) passwords, automatic
blocking/locking mechanisms, two-
factor authentication, encryption of data
carriers/storage media)

Z4dné neopravnéné pouziti systémil pro
Zpracovani a ukladani udaji (napf.:
(bezpecna) hesla, automatické
blokovani/uzamykani, dvoufaktorové
ovefovani, Sifrovani datovych nosici /
pamétovych médii)

The principle of least privilege is used
for providing logical access control.
User access is provided via a unique
user ID and password. Bristol Myers
Squibb password policy has defined
complexity, strength, validity and
password history related controls.

Pro zajisténi logického fizeni pfistupu se
pouziva zasada nejniz§iho opravnéni.
Pristup  uzivatele je poskytovan
prostfednictvim  jedine¢ného jména
uzivatele ahesla. Zasady spolecnosti
Bristol Myers Squibb pro hesla definuji
kontroly souvisejici se sloZzitosti, silou,
platnosti a historii hesel.

User account creation and deletion

Pro ud€lovani a odebirani ptistupu do

procedures are defined for granting and systémi jsou definovany postupy

revoking access to systems. vytvofeni a odstranéni uzivatelského
udtu.

Access rights are reviewed on a periodic Piistupova prava jsou pravidelné

basis. kontrolovana.

Access for personnel departing Bristol
Myers Squibb is revoked within two
business days from the date of
departure.

Piistup pro pracovniky odchdzejici ze
spole¢nost Bristol Myers Squibb je
zrusen do dvou pracovnich dntl od data
odchodu.

Internal access control (permissions for
user rights of access to and amendment
of data)

[l Vnitini fizeni pfistupu (opravnéni pro
uzivatelskd prava na pfistup k Gdajim
a jejich zmény)
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No unauthorised reading, copying,
changes or deletions of data within the
system, (e.g., rights authorisation
concept, need-based rights of access,
logging of system access events)

Z4dné neopravnéné Gteni, kopirovani,
zmény nebo mazéani dat v systému
(napf. koncept autorizace
pristupova prava zalozena na potiebg,
protokolovani udalosti pfistupu do
systému)

prav,

Isolation control

1 Rizeni oddéleného zpracovani

Isolated Processing of Personal Data
collected for differing purposes, (e.g.,

Oddélené Zpracovani Osobnich tdaji
shromazd’'ovanych pro rizné ucely

Processing of Personal Data in such
a method/way, that the data cannot be
associated with a specific Data Subject
without the assistance of additional
information,  provided that this
additional  information is  stored
separately, and is subject to appropriate
technical and organisational measures.

multiple Controller support, (napft. podpora vice spravcet,
sandboxing). sandboxing).
Pseudonymisation Where possible, the [l Pseudonymizace Je-li to mozné,

Zpracovani Osobnich tudaji takovou
metodou/zptisobem, Ze udaje nelze
spojit s konkrétnim Subjektem tudaji
bez pomoci dalSich informaci, za
pfedpokladu, ZzZe tyto
informace jsou uchovavany oddélené

dodateCné

a podléhaji  pfisluSnym
a organiza¢nim opatfenim.

technickym

Communication and Operations Management

Rizeni komunikace a provozu

Bristol Myers Squibb has defined a minimum set of
hardening requirements for technology infrastructure
which includes workstations, servers and network
equipment. Workstation / servers images contain pre-
hardened operating systems. Hardening requirements
vary depending on the type of operating system and
applicable controls implemented. The key hardening
controls include:

Spolecnost Bristol Myers Squibb definovala
minimalni soubor pozadavkii na odolnost pro
technologickou infrastrukturu, coz zahrnuje pracovni
stanice, servery Zakladni
konfigurace pracovnich stanic / serverii obsahuji

asitova zafizeni.
pfedem posilené operacni systémy. Pozadavky na
odolnost se li§i v zavislosti na typu opera¢niho
systému a prislusnych pouzitych kontroldch. Mezi
klicové kontroly odolnosti patfi:

Select services as applicable such as
telnet, remote registry and routing are
disabled.

[1  Odpovidajici vybrané sluzby, napiiklad
telnet, vzdaleny registr a smérovani,
jsou zakazény.

Password policy is implemented as per
Bristol Myers Squibb identification and
authentication standard.

] Zésady pro hesla jsou implementovany
v souladu se standardem spole¢nosti
Bristol Myers Squibb pro identifikaci
a autentizaci.

Screensaver is configured for auto
lockout.

[]  Spofi¢ obrazovky je nakonfigurovan pro
automatické uzamceni.

Default IDs are disabled / renamed.

[l Vychozi ID jsou deaktivovana /

pfejmenovana.

Access privileges are assigned on the
basis of the principle of least privilege.

[l Piistupovd opravnéni jsou ptidélovana

sv v

Logging and time synchronization are
enabled.

[ Je povoleno
a synchronizace ¢asu.

protokolovani

Logon banner is enabled.

[1 PtihlaSovaci banner je povolen.

Security tools as applicable are installed
including antivirus, personal firewall
and encryption; and

[l Jsou instalovany prislusné
zabezpecovaci nastroje, véetng
antivirového programu, personalniho

firewallu a $ifrovani; a
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Operating system patches are deployed
in atimely manner post completion of
testing.

Zaplaty operaéniho systému jsou
nasazovany véas po  dokonceni
testovani.

Bristol Myers Squibb delivery locations utilize
endpoint protection on workstations and applicable
servers. Email security capabilities are enabled to
scan for potential virus/malware attachments.

Mista dodéni spole¢nosti Bristol Myers Squibb
vyuzivaji ochranu koncovych bodd na pracovnich
stanicich a pfislusSnych serverech. Jsou povoleny
funkce zabezpeceni e-mailu pro kontrolu moznych
ptiloh obsahujicich virus/malware.

The Bristol Myers Squibb shared network has
multiple layers of security built into its architecture
to support resiliency and security. Access between
Bristol Myers Squibb s internal network, external
networks, and the internet is governed by defined
inbound and outbound access policies placed on
a combination of internal and external firewalls.

Sdilena sit' Bristol Myers Squibb ma ve své
architektufe vestavéno vice vrstev zabezpecenti, které
podporuji odolnost a zabezpeceni. Pfistup mezi
vnitini  siti  spole¢nosti  Bristol Myers Squibb,
vnéj$imi sitémi a internetem se fidi definovanymi
zasadami  pro  pfichozi aodchozi  pfistup
vyuzivajicimi kombinaci internich a externich
firewalli.

Bristol Myers Squibb firewalls are configured for
Security by default (i.e. deny-all) policies. The key
network security controls include:

Firewally spolecnosti Bristol Myers Squibb jsou
implicitné nakonfigurovany pro zéasady standardni
bezpecnosti (tj. zasady odepfit vse (deny-all)). Mezi
klicové kontrolni prvky zabezpeceni sité patii:

Critical network zones are logically
isolated.  Systems  with  external
connections will be protected by
hardening and firewalls. Externally
facing systems will be placed in
a Demilitarized Zone (DMZ) or other
similar configuration to protect internal
Bristol Myers Squibb systems;

Kritické sité logicky
oddéleny. Systémy s externim
pripojenim budou chranény pomoci

posileni odolnosti a firewalltl. Systémy

zony jsou

pristupné zvné€jsku budou umistény
v demilitarizované¢ zén¢ (DMZ) nebo
V jiném podobném usporadani, aby byly
chranény interni systémy spole¢nosti
Bristol Myers Squibb;

Remote access to devices on the Bristol
Myers Squibb internal network, with
certain defined exceptions, requires the
use of VPN or centrally managed access
solutions; and

Vzdaleny pfistup k zafizenim v interni
siti spolecnosti Bristol Myers Squibb,
surcitymi definovanymi vyjimkami,
vyzaduje pouziti VPN nebo feSeni
centralné spravovaného piistupu; a

Access control lists are implemented on
perimeter routers. Network Intrusion
Detection /Prevention Systems (NIDS/
NIPS) are placed in strategic locations
within the network and are monitored
and managed.

Seznamy  kontroly  pfistupu jsou

implementovany na hrani¢nich
routerech. Systémy detekce/prevence
naruSeni  sit¢  (NIDS/NIPS) jsou
umistény na strategickych mistech

vramci  sit€  ajsou  sledovany

a spravovany.

Backup copies of essential information
and configuration files are taken on
a regular basis. Backups are encrypted
when stored on portable media or
transmitted outside Bristol Myers
Squibb managed data centers.

Pravidelné jsou pofizovany zalozni
kopie zéakladnich informaci
a konfigura¢nich soubord. Zalohy jsou
pfi ukladani na pfenosnd média nebo
pfendSeni mimo  datovd  centra
spravovand spolecnosti Bristol Myers
Squibb Sifrovany.

Bristol Myers Squibb requires that
sensitive information stored in an
external / portable storage media be

Spolecnost  Bristol Squibb

vyzaduje, aby citlivé informace uloZené

Myers

na externim/pfenosném tlozném médiu
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encrypted using approved encryption
solutions.

byly Sifrovany pomoci schvalenych
Sifrovacich feSeni.

Bristol Myers Squibb security policies
and standards mandate secure disposal
of media. Bristol Myers Squibb laptops
are encrypted thus preventing the
removal of data by unauthorized
personnel.

a standardy
Squibb
médii.

[l Bezpefnostni  zisady
spolec¢nosti  Bristol Myers
nafizuji bezpecnou likvidaci
Notebooky spolec¢nosti Bristol Myers
Squibb jsou Sifrovany, coz zabranuje
odstranéni dat neopravnénym
personalem.

Human Resources Security

Zabezpeceni lidskych zdroji

Bristol Myers Squibb employees are required to clear
a pre-defined set of background checks and are
required to sign a Terms of Employment as per
defined policies and processes. The Terms of
Employment for all Bristol Myers Squibb employees
contain clauses addressing compliance to Bristol
Myers Squibb policies.

Zaméstnanci spolecnosti Bristol Myers Squibb jsou
povinni absolvovat pfedem definovany soubor
provérek amusi podepsat podminky pracovniho
poméru podle definovanych zasad a procesi.
Pracovni podminky vSech zaméstnancii spolecnosti
Bristol Myers Squibb obsahuji dolozky pojednavajici
Bristol

0 dodrzovani zasad

Squibb.

spole¢nosti Myers

Bristol Myers Squibb employees also undergo
a periodic security awareness training focused on
essential security policies and emphasizing the user
responsibilities related to incident management, data
privacy and information security.

Zamestnanci spolecnosti Bristol Myers Squibb také
absolvuji pravidelné Skoleni pro zvySovani povédomi
0 zabezpeceni, zaméfené na zakladni bezpecnostni
zasady  azd@raziujici  povinnosti
souvisejici s fizenim incidentd, ochranou osobnich

uzivateld

udajii a bezpe¢nosti informaci.

Integrity

Integrita

Data transfer control

[l Rizeni pfeddvani udaji

No unauthorised reading, copying,
changes or deletions of data with
electronic transfer or transport, (e.g.:
encryption, virtual private networks
(VPN), electronic signature);

Zadné neopravnéné cCteni, kopirovani,

zmény nebo mazani udaju
s elektronickym prenosem nebo
premistovanim (napf. Sifrovani,
virtudlni  privatni  sit¢  (VPN),

elektronicky podpis);

Data Entry Control

] Rizeni vstupu tdaju

Verification, whether and by whom
Personal Data is entered into a Data

Ovéteni, zda a kym jsou Osobni udaje
zadavany do systému zpracovani udaju,

Processing System, is changed or ménény  nebo  mazany  (napi.
deleted, (e.g.: logging, document protokolovani, sprava dokumenti)
management)

Availability and Resilience Dostupnost a odolnost
Availability control | Rizeni dostupnosti
Prevention of accidental or wilful Prevence nahodného nebo tmyslného
destruction or loss, (e.g.: backup zni€eni nebo ztraty (napf.: strategie
strategy  (online/offline;  on-site/off- zalohovani (online/offline; na
site), uninterruptible power supply pracovi$ti/mimo pracoviste),
(UPS), wvirus protection, firewall, nepferusitelné napéjeni (UPS),
reporting procedures and contingency antivirova ochrana, firewall, postupy
planning) hlaseni a planovani pro mimoradné

situace)

Rapid recovery [ Rychla obnova
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Standards and Policies

Standardy a zasady

Bristol Myers Squibb  maintains
globally applicable policies, standards,
and procedures intended to protect

Spole¢nost  Bristol Squibb
dodrzuje celosvétové platné zasady,

standardy a postupy ur¢ené k ochrané

Myers

Bristol Myers Squibb data. Such udajt spoleénosti Bristol Myers Squibb.
policies include, but are not limited to: Tyto  zésady  zahrnuji  zejména
nasleduyjici:

System Security; [l Zabezpeeni systémi;

Security of Information and Acceptable [l Bezpetnost informaci a pfipustné

Use of Systems; pouzivani systémi;

Confidentiality; [l Duvémost;

Data Privacy; and [1  Ochrana tdaju; a

Data Management [l Sprava dat
Procedures for Regular Testing, Assessment and | Postupy pro pravidelné testovani, posuzovani
Evaluation a hodnoceni

Data protection governance; | Rizeni ochrany udaji;

Incident response management; | Rizeni reakci na incidenty;

Data protection by design and default [l Ochrana 0daji  jiz od navrhu

a standardniho (vychoziho) nastaveni

Order or contract control

Rizeni objednavek nebo smluv
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