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COST Action Grant Agreement

AGA-CA23122-2
COST Action CA23122
Utilizing 10,000 genomes of European Lepidoptera

COST Reference: AGA-CA23122-2-18494

The COST Association, located at Avenue du Boulevard-Bolwerklaan 21, 1210 Brussels, Belgium, an
International not-for-profit organisation (AISBL) under Belgian law, registration number 0829.090.573,
represented by Dr Ronald de Bruin, Director of the COST Association, hereinafter referred to as the “COST
Association”,

And

Biologicke centrum AV CR, v. v. i., BraniSovska 1160/31, 370 05 Ceske Budejovice, Czechia, represented by
Libor Grubhoffer, Legal Representative, hereinafter referred to as the “Grant Holder”
Hereinafter referred to individually as the “Party” and collectively as the “Parties”.

(1)

COST (European Cooperation in Science and Technology) is a pan-European intergovernmental
framework, whose mission is notably to enable breakthrough scientific and technological developments
leading to new concepts, services, and products and thereby to contribute to strengthening Europe's
research and innovation capacities. It allows researchers, engineers, scholars, and other stakeholders to
jointly develop their own ideas and new initiatives across all fields of science and technology through
trans-European coordination of nationally or otherwise funded research activities.

The COST Action and the Action Grant Agreement are governed by the COST Implementation Rules
being the Rules and Principles for COST activies (level A) available here:
https://www.cost.eu/Rules_And_Principles_for COST A and the Rules for COST Actions (level B)
available here: https://www.cost.eu/rules_for cost_actions_B as further detailed in the Annotated Rules
for COST Actions (level C) available here: hitps://www.cost.eu/annotated_rules_for_cost_actions c.

3) The COST Association is funded by the European Union Horizon Europe research and innovation
programme within the frame of the COST Framework Partnership Agreement (FPA) signed between the
COST Association and the European Commission and through subsequent COST Horizon Europe
Specific Grant Agreements, hereinafter referred to as “SGA” or “SGAs".

(4) The COST Action concerned by this Action Grant Agreement was approved by the Committee of Senior
Officials (CSO), the COST Association General Assembly, on 17/05/2024 following a proposal submitted
to the COST Association in the frame of the COST Open Call,

(5) The Grant Holder was selected by the COST Action Management Committee by written procedure on
25/09/2025

COST Association AISBL Funded by
Avenue du Boulevard — Bolwerklaan 21 | 1210 Brussels, Belgium the European Union
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Therefore,

The Parties have agreed to the following terms and conditions including those in the following annexes, which
form an integral part of this COST Action Grant Agreement, hereinafter referred to as the "Agreement”:

m Annex A: Workplan (Work and Budget Plan)
m Annex B: Data protection Standard Contractual Clauses (controller to processor)

Throughout the present Agreement, the term “shall” implies an obligation to comply with the set requirement
whilst the term “may" implies an authorisation to act. Other terms used in the present Agreement marked with a
capital letter are defined in the list of Definitions and abbreviations contained in the Glossary.

ARTICLE 1. SUBJECT OF THE AGREEMENT

1.1.  Through this Agreement, the COST Association awards a Grant to the Grant Holder to aliow the COST
Action to achieve its objectives, as described in the Action's Memorandum of Understanding (MoU Ref:
035/24) and Annex A, under the coordination of the COST Action Management Committee, following the
rules defined in the COST Implementation Rules.

1.2. The Agreement shail be implemented by the Grant Holder in compliance with the provisions of the
COST Implementation Rules, this Agreement and its Annexes A and B. The Grant Holder shall be
responsible for providing the necessary financial and administrative support to the COST Action’s
activities detailed in Annex A. This includes but is not limited to preparing all planned activities and
invitations, drafting minutes and reports, executing all relevant payments to the participants according to
the applicable COST Implementation rules. A contribution for Financial, Scientific and Administrative

Coordination (FSAC) expenses incurred by the Grant Holder in the implementation of this Agreement is
defined in Annex A.

ARTICLE 2. HIERARCHY OF RULES

2.1. The present Action Grant Agreement shall be governed by the “COST Implementation Rules” meaning
the Rules and Principles for COST activities (level A), the Rules for COST Actions (level B) as further
detailed in the Annotated Rules for COST Actions (level C).

2.2. The present Action Grant Agreement shall not contravene the COST Implementation Rules. In case of
any contradiction, the COST Implementation Rules shall prevail.

ARTICLE 3. GRANT PERIOD AND DURATION OF THE AGREEMENT
3.1. The Grant Period will start on 01/11/2025 (the Starting Date) and end on 31/10/2026 (the End Date).

3.2. This Agreement shall enter into force as of the Starting Date, notwithstanding the date of its signature
and shall thereafter remain in force until the End Date or its termination in accordance with Article 21.

ARTICLE 4. COST ACTION GRANT

41, The COST Association will provide a Grant of up to a maximum of EUR 193,832.50 to carry out the
COST Action. The detailed budget for the COST Action is set out in Annex A.

4.2. The Action Management Committee (MC) may, subject to approval of the COST Association as per the
Annotated Rules for COST Actions (level C), Article 7.2.2.c), reallocate budget within the frame of the
approved Work and Budget Plan, to the exception of the FSAC which shall not exceed the amount
stated in Annex A and in no case exceed 15% of the actual eligible scientific expenditures incurred by
the End Date as determined in the validated Final Financial Report.

4.3. The Grant awarded under this Agreement shall be fully dedicated to the COST Action and shall not be
used for the Grant Holder's and/or its representatives' own activities, or any activities not approved by
the Action MC.

4.4. The Grant Holder shall make all liable payments to persons, institutions, and other claimants eligible for
reimbursement within thirty (30) calendar days of receiving a complete reimbursement claim and never
later than forty-five (45) calendar days after the end date of the related event.

4.5. The Grant Holder shall record all eligible expenses incurred within the Grant Period within thirty (30)
2
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days after the payment and never later than forty-five (45) days after the End Date of the Grant Period
as mentioned under Article 3.1.

ARTICLE 5. ELIGIBILITY OF EXPENSES

5.1.Eligible and non-eligible expenses of the implementation the COST Action are those identified in the
5.2.Annotated Rules for COST Actions (level C).

5.3.

Non-eligible expenses specific under the present Agreement are as follows:

m Identifiable indirect and direct taxes and duties, including Value Added Tax (V.A.T.). V.A.T. is not
a fee and is a non-eligible expense under the COST Grant System, irrespective of whether the
Grant Holder institution is subject to pay V.A.T. or not. V.A.-T. cannot be claimed or be
reimbursed and shall be paid using sources other than COST funds.

m Taxes applicable according to national law on the reimbursement of flat rates or grants should
not be applicable taking into consideration the nature of COST funds. COST is exclusively
funded by European public funding, and as such, funds granted to Action participants are not
taxable. In any case, those taxes are not eligible and cannot be deducted from any amount paid
to the Action participants.

m The COST Association will not bear the cost of any fiscal adjustment applied to the Grant Holder
as a result of payments made under this Agreement.

Provisions for possible future losses or charges and for doubtful debt
Expenses related to interests or duties
Exchange rate losses and expenses related to a return on capital

Expenses linked to activities that do not have a clear and recognisable association with COST
activities, as well as expenses incurred or reimbursed from other sources in respect of other
projects.

m Bank and/ or currency related charges linked to receiving Grant payments are to be borne by the
Grant Holder.

Any expenses linked to any activity carried out without the approval of the COST Action MC or the Core
Group following its Delegation of Powers as per Article 3.6 of the Annotated Rules for COST Actions, or
outside the Grant Period mentioned in Article 3.1 are not eligible for reimbursement.

ARTICLE 6. IMPLEMENTATION OF THIS AGREEMENT

6.1.

6.2.

When administering the COST Grant, the Grant Holder shall act under supervision of the Action MC.
However, the Grant Holder shall oppose to any MC decision that would be taken against the COST
Implementation Rules and report to the COST Administration in case of issue for seeking resolution.

The Grant Holder shall, in order to fulfil its obligations under the present Agreement, use the online tool
provided by the COST Assaciation (“e-COST") to implement the Financial, Scientific and Administrative
Coordination (FSAC) of the Action.

ARTICLE 7. INFORMATION OBLIGATIONS

7.1

7.2.

7.3.

The Grant Holder shall provide — during the Agreement or afterwards as per Article 8.1 — any information
requested in order to verify the eligibility of the costs declared, proper implementation of the present
Agreement and compliance with the other obligations under the present Agreement. The information
provided must be accurate, precise, and complete and in the format requested, including electronic
format.

This obligation shall also apply towards requests for information related to the present Grant Agreement
of the European Commission (EC), the European Public Prosecutor’'s Office (EPPO), the European
Court of Auditors (ECA) and the European Anti-Fraud Office (OLAF).

The Grant Holder shall immediately inform the COST Association of any of the following:

m events which are likely to affect or delay the implementation of the Agreement or affect COST or
the EU's financial interests, in particular changes in their legal, financial, technical, organisational
situation (including changes linked to one of the exclusion grounds listed in the declaration of
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honour signed before grant signature)
m circumstances affecting compliance with requirements under the Agreement.

ARTICLE 8. RECORD KEEPING

8.1.

8.2.

8.3.

8.4.

8.5.

In line with the FPA and SGA, the Grant Holder shall keep for 9 years after the validation of the Final
Financial Report by the COST Association records and other supporting documents to prove the proper
implementation of the present Agreement, meaning the Grant Holder shall keep adequate records and
supporting documents to prove the costs declared as per the Annotated Rules for COST Actions, level
C.

In addition, the Grant Holder's usual accounting and internal control procedures shall enable direct
reconciliation between the amounts declared, the amounts recorded in their accounts and the amounts
stated in the supporting documents.

The records and supporting documents shall be made available upon request (see Atrticle 7.1) or in the
context of checks, reviews, audits or investigations (see Articles 13.1 and 13.2).

If there are on-going checks, reviews, audits, investigations, litigation or other pursuits of claims under
the Agreement (Article 13, Article 19, Article 20), the Grant Holder shall keep these records and other
supporting documentation until the end of these procedures.

The Grant Holder shall keep the original documents. Digital and digitalised documents are considered
originals if they are authorised by the applicable national law. COST may accept non-original documents
if they offer a comparable level of assurance.

ARTICLE 9. DELIVERABLES AND REPORTING REQUIREMENTS

9.1.

9.2,

Financial reporting

The Grant Holder shall, with the support of the COST Action MC, provide the COST Association, except
as otherwise directed by the COST Association, with the following reports, using e-COST and following
the requirements described in the Annotated Rules for COST Actions (level C), Article 7.5.1

Financial reporting is made through the submission of the followings:

m Intermediate Financial Report (IFR) to be submitted only if cash is required when requesting the
second instalment of the COST Grant, at any given time according to the budgetary needs of the
Action and not later than 2 months before the end date of the Grant Period. The IFR shall be
signed electronically on e-COST by the Financial Representative of the Grant Holder.

m Final Financial Report (FFR): to be submitted to the COST Association at the end of the Grant
Period and not later than within 30 calendar days after the end date of the Grant Period.

The FFR shall trigger, after validation by the COST Association, the payment of the last instaiment of the
COST Grant. The expenses reported in the FFR shall contain only finalised and paid claims.

Late submission of the FFR may lead to rejection of any non-finalised and / or unpaid claims from the
given report as per Article 18.

The FFR shall be electronically signed on e-COST by the Financial Representative of the Grant Holder,
and by the Action Chair (Vice-Chair in case the Action Chair is affiliated with the GH) after approval of
the MC.

The FFR shall be validated and signed by the COST Association and the Grant Holder within 45 days
from the end date of the Action Grant Agreement. No changes to the report shall be done after the
validation and signature of the FFR.

Management reporting

Upon request by the COST Association, the Grant Holder shall provide the COST Action MC and the
COST Association (see contact person in Article 22), within six (6) weeks of the request, with a detailed
Management report using e-COST.

ARTICLE 10. ACKNOWLEDGMENT
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The Grant Holder shall take appropriate measures to acknowledge COST and the European Union’s
financial support in COST Action activities and mandatorily on any dissemination and publication
material funded through the Agreement and shall respect its obligations under Annotated Rules for
COST Actions (level C), Articles 5.1 and 5.4 regarding dissemination and publications.

In carrying out the present Agreement, the Grant Holder shall not act in a way that could potentially
damage the COST Association reputation and image.

ARTICLE 11. PAYMENT MODALITIES

11.1.

11.2.
11.8.

11.4.

The bank account of the Grant Holder to which all payments will be made shall be recorded and kept up
to date in e-COST.

The Grant Holder shall also register in e-COST without delay any changes to this information.

Payments will be made in Euro (EUR).

After signature of this Agreement a notification of payment will be sent to the Grant Holder. The COST
Association will pay a first instaiment of up to 50% of the amount stated in Article 4.1 (subject to the
deduction of any unspent funds under a previous Grant Period), within thirty (30) calendar days of the
above-mentioned notification under the terms and conditions set out in this Agreement.

The Grant Holder is entitied to request a second instalment of up to 35% of the amount stated in Article
4.1 if the conditions set out in Article 9.1 are fulfilled. A notification of payment will be sent to the Grant
Holder and the COST Association will pay the second instalment within thirty (30) calendar days of the
notification.

The Grant Holder is entitled to request a third and last instalment of up to 15% of the amount stated in
Article 4.1 if the conditions set out in article 9.1 are fulfilied. A naotification of payment will be sent to the
Grant Holder and the COST Association will pay the third and last instalment within thirty (30) calendar
days of the notification.

In exceptional and well justified cases, the COST Administration may on request of the Grant Holder
proceed to an additional instalment, within the limit of the Grant amount specified in Article 4.1, and if the
conditions set out in Article 9.1 are fulfilled.

The payment of the instalments is subject to the availability of funds under the applicable SGA.

ARTICLE 12, RECOVERY OF FUNDS

1241

12:2

Unspent funds at the End Date identified in the validated Final Financial Report, in respect of the Grant
specified in Article 4.1, will be either recovered by the COST Association as per Article 7.6 of the
Annotated Rules for COST Actions or, when applicable, deducted from the first instalment of the
subsequent Grant Period.

The Grant Holder is irrevocably and unconditionally responsible for any amount due to the COST
Association. If the Grant Holder does not fulfil its contractual obligations, the COST Association reserves
the right to postpone or cancel all payments and to recover the amounts already paid to the Grant
Holder.

ARTICLE 13. CONTROLS AND AUDITS

13.1.

13.2.

13.3.

The Grant Holder is aware that the COST Association can perform a continuous monitoring of the
nature, justifications, and levels of expenditure of the COST Action. Therefore, the Grant Holder must
keep e-COST up to date to enable the COST Association and its external auditors when appropriate, to
perform verification of the use of the Grant awarded through this Agreement.

The Grant Holder is aware that the European Commission (EC), the European Public Prosecutor's
Office (EPPO), the European Court of Auditors (ECA) and the European Anti-Fraud Office (OLAF) can
exercise their rights under the FPA and SGAs to carry out checks and audits as appropriate and for a
period of up to two (2) years after the payment by the European Commission to the COST Association of
the balance due under the applicable SGA.

Findings in checks, reviews, audits, or investigations carried out in the context of this grant may lead to
measures described in Article 18.
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ARTICLE 14. CONFLICT OF INTERESTS

Rules applicable to Conflicts of Interests as per the part Il. Level A - Rules applicable to Conflict of Interests of
the Annotated Rules for COST Actions (level C) shall apply in the frame of the present Agreement.

ARTICLE 15. CONFIDENTIALITY

15.1. The Parties shall not to disclose to any third party any confidential information (information of a
confidential nature relating for instance but not only to the other Party's business or scientific strategies,
opportunities, finances or processes, or research), relating to this Agreement, without prior agreement
from the other Party, except if the disclosure of the confidential information is necessary to enable that
party to perform its responsibilities and exercise its rights under this Agreement.

15.2. This obligation of non-disclosure will not extend to any information which the Party under the relevant
obligation can show by written evidence that:

m Is required to be disclosed by law, or by competent authorities, or any court of competent
jurisdiction,

m Is or becomes generally available to the public otherwise than by reason of a breach by a Party.

15.3. This obligation of non-disclosure will be valid for the duration of this Agreement and for four (4) years
following its expiry or termination.

ARTICLE 16. FORCE MAJEURE

If the Grant Holder claims a delay in the performance of any of its obligations under this Agreement, due to a
situation of Force Majeure as per Glossary, the COST Association shall be immediately informed, stating the
nature, likely duration and foreseeable effects. A decision on the need fo suspend the Agreement shall be taken
without delay. If the situation of Force Majeure is not overcome within six (6) weeks after notification, and after
discussions in good faith between the Parties, the COST Assaciation reserves the right to decide whether the
Agreement shall continue to be suspended for a newly defined period or terminated.

ARTICLE 17. DATA PROTECTION

Where the Grant Holder process personal data related to the COST Action and entered in the COST databases
(including e-COST) or used for carrying out the Agreement and to which the Grant Holder has access, the
provisions in Annex B shall govern the conditions under which the Grant Holder acting as processor shall
process those personal data on behalf of the COST Association, acting as controller.

ARTICLE 18. BREACH OF COST IMPLEMENTATION RULES AND OBLIGATIONS UNDER THE PRESENT

AGREEMENT

Breach of any of the provisions of COST implementation Rules as well as obligations under the present
Agreement may lead to the application of different measures as per the part Ill. Level A - Breach of COST
Rules And Principles of the Preamble of the Annotated Rules for COST Actions. Those provisions shall apply in
the frame of the present Agreement.

ARTICLE 19. LIABILITY FOR THIRD PARTIES DAMAGES

Notwithstanding provisions in COST Implementation Rules, level C (Annotated Rules for COST Actions), the
Grant Holder shall bear sole liability towards third parties for damages arising as a result of the Grant Holder’s
breach of any of its obligations under this Agreement.

ARTICLE 20. DISPUTE RESOLUTION, GOVERNING LAW AND JURISDICTION

20.1. This Agreement and all matters arising out of it will in all respects be governed by Belgian Law. If a
dispute concerning the interpretation, application or validity of this Agreement cannot b e settled
amicably, the Brussels courts will have jurisdiction to hear any dispute under this Agreement.




20.2. Where a Grant Holder is the EC or an EU body, office or agency or an EU RTD in the meaning of COST
Implementation Rules, nothing in the Agreement shall be interpreted as a waiver of their privileges or
immunities, as accorded by their constituent documents or international law.

ARTICLE 21. TERMINATION

21.1. The COST Association is entitled to terminate this Agreement if the Grant Holder commits any breach of
or default in any terms and conditions of this Agreement or its annexes, and the Grant Holder fails to
remedy such default or breach within sixty (60) days following receipt of written notice of such breach or
default from the Grant Holder seeking to terminate this Agreement.

21.2. If the Grant Holder is unable or unwilling to continue its participation in the COST Action, the Parties
shall be entitled to terminate this Agreement within sixty (60) days following receipt of written notice of
such decision to withdraw from the Grant Holder. Such notice shall be sent to the COST Association
contact indicated in Article 22 and to the COST Action MC through the Action Chair, and Vice-Chair.

21.3. In case of termination of the Agreement, unspent funds at the date of termination, in respect of any Grant
specified in Article 4.1, will be recovered by the COST Association.

21.4. The Grant Holder shall send to the COST Association a Final Financial Report in respect of any Grant
specified in Article 4.1 due to the Grant Holder as at the date of the termination, or in respect of any non-
cancellable costs and/commitments which the Grant Holder has incurred or entered into, and which the
COST Association has agreed to meet on or prior to the termination of this Agreement. All non-
cancellable costs and /or commitments incurred or entered into following the relevant date of notice of
termination will only be recoverable where they have been approved in writing by the COST Association.

21.5. The provisions of Article 7, Article 8, Article 9, Article 13, Article 15, Article 17, Article 19 shall survive the
expiry or termination of this Agreement.

ARTICLE 22. CONTACTS

22.1. Any communication with respect to this Agreement must be made in English and in writing to the
following contact persons and addresses:

Communication to the COST Association:

Communication to the Grant Holder:

22.2. The Parties agree to inform the other Party without delay and in writing of any changes in the names
and addresses identified above, using the available procedure in e-COST.

ARTICLE 23. DEROGATIONS AND AMENDMENTS

23.1. The Parties agree to inform each other without delay and in writing of any changes in their names
(without change in their legal nature) and addresses, using the procedure available in e-COST.

23.2. Amendments to this Agreement, other than the changes covered under Articles 11.1, 22.2 and 23.1,
shall be valid only if made in writing through an amendment signed by both Parties, unless otherwise
agreed by the Parties. Any changes to the COST Implementation Rules will be notified in writing by the
COST Association to the Grant Holder.

23.3. Any derogations to the terms and conditions set out in this Agreement and its annexes shall be formally
requested by the Grant Holder, duly justified, and approved in writing by the COST Association.
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WORKPLAN

Annex A - Work And Budget plan

CA23122
Utilizing 10,000 genomes of European Lepidoptera
Grant Period from 01/11/2025 to 31/10/2026

Summary Budget

Networking Tool Quant. Budget
Meetings 5 EUR 118 650.00
Training Schools 1 EUR 29 100.00
Mobility of Researchers and Innovators tbd. EUR 15 000.00
Presentation at Conferences organised by Third Parties tbd. EUR 2 400.00
Dissemination and Communication Products 2 EUR 2 900.00
Other Expenses Related to Scientific Activities (OERSA) 1 EUR 500.00
SCIENCE EXPENDITURE : EUR 168 550.00
Financial and Scientific Administration and Coordination (FSAC) - MAX. 15% 15% EUR 25 282.50

TOTAL GRANT : EUR 193 832.50



Indicative Information

Details for Meetings

Meeting 1

Type :

Title :

Event Attendance Type :
Location :

Date :

Total Participants :
Total Reimbursed :
Travel Costs :

Local Organiser Support :

Meeting 2

Type :

Title :

Event Attendance Type :
Location :

Date :

Total Participants :
Total Reimbursed :
Travel Costs :

Local Organiser Support :

Meeting 3

Type :

Title :

Event Attendance Type :
Location :

Date :

Total Participants :
Total Reimbursed :
Travel Costs :

Local Organiser Support :

Meeting 4

Type :

Title :

Event Attendance Type :
Location :

Date :

Total Participants :
Total Reimbursed :
Travel Costs :

Local Organiser Support :

Management Committee Meeting
5th MC meeting online

Online

N/A

02/12/2025 - 02/12/2025

40

0

EUR 0.00

EUR 0.00

Working Group Meeting

Genome analysis meeting (WG3)
Face to face

Liverpool (United Kingdom)
21/04/2026 - 24/04/2026

25

25

EUR 26 250.00

EUR 1 900.00

Core Group Meeting

Population genomic analyses with hundreds of samples (WG4)
Face to face

Lisbon (Portugal)

18/05/2026 - 21/05/2026

25

25

EUR 22 500.00

EUR 1 000.00

Working Group Meeting

2nd 10kLepGenomes field conference (WG2)
Face to face

Viahi (Bulgaria)

15/06/2026 - 19/06/2026

38

38

EUR 38 000.00

EUR 1 000.00
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Meeting 5
Type :

Title :

Event Attendance Type :
Location :

Date :

Total Participants :

Total Reimbursed :
Travel Costs :

Local Organiser Support :

Details for Training Schools

Training School 1

Title :

Event Attendance Type :
Location :

Date :

Number of Trainers :
Number of Trainees :
Travel Costs Trainers :
Travel Costs Trainees :
Local Organiser Support :

Details of Grants

Working Group Meeting

Conservation biology as a stakeholder in genomics (WG1) and
Communication and dissemination meeting (WG5)

Face to face

Ceske Budejovice (Czech Republic)

15/09/2026 - 18/09/2026

30

30

EUR 27 000.00

EUR 1 000.00

Second genome curation training school (WG3)
Face to face

Cambridge (United Kingdom)

16/02/2026 - 27/02/2026

3

15

EUR 0.00

EUR 27 900.00

EUR 1 200.00

Mobility of Researchers and Innovators

Total budget for Short Term Scientific Mission grants (STSM):

Total budget for Virtual Mobility grants (VM): EUR 0.00

Presentation at Conferences

Total budget for Young Researcher and Innovator Conference grants: EUR 1 200.00
Total budget for Inclusiveness Target Country Conference grants: EUR 1 200.00
Total budget for Dissemination Conference grants: EUR 0.00

Details for Dissemination and Communication Products

ltem 1
Title :

Dissemination and Communication

Product :
Amount :

Item 2
Title :

Maintenance of website
Action Website
EUR 500.00

Leaflets, training materials

i inati n unicati . . = 3
Dissemination and Communication Dissemination Materials

Product :
Amount :

EUR 2 400.00

EUR 15 000.00

10



Details for Other Expenses Related to Scientific Activities (OERSA)

Expense 1
Type : Virtual communication and collaboration tools (digital networking)
Title : Expenses related to networking
Related Networking activity : N/A

Networking is an essential part of a COST action, implemented mainly
Description : through face to face meetings. On occasion virtual networking is

necessary as well, and can be funded if needed.
Amount (EUR without VAT) : EUR 500.00
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Annex B - Data protection Standard Contractual

Clauses (controller to processor)
SECTION |

CLAUSE 1 PURPOSE AND SCOPE

(a)

(b)

(©
(@)
(e)

U

The purpose of these Standard Contractual Clauses (the Clauses) is to ensure compliance with Article
28(3) and (4) of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation).

The controllers and processors listed in Annex | have agreed to these Clauses in order to ensure
compliance with Article 28(3) and (4) of Regulation (EU) 2016/679 and/or Article 29(3) and (4) of
Regulation (EU) 2018/1725.

These Clauses apply to the processing of personal data as specified in Annex Il.
Annexes | to IV are an integral part of the Clauses.

These Clauses are without prejudice to obligations to which the controller is subject by virtue of
Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725.

These Clauses do not by themselves ensure compliance with obligations related to internationaltransfers
in accordance with Chapter V of Regulation (EU) 2016/679 or [for GH being an EC/EU only] Regulation
(EU) 2018/1725.

CLAUSE 2 INVARIABILITY OF THE CLAUSES

(@)

(b)

The Parties undertake not to modify the Clauses, except for adding information to the Annexes or
updating information in them.

This does not prevent the Parties from including the standard contractual clauses faid down in these
Clauses in a broader contract, or from adding other clauses or additional safeguards provided that they
do not directly or indirectly contradict the Clauses or detract from the fundamental rights or freedoms of
data subjects.

CLAUSE 3 INTERPRETATION

(a)  Where these Clauses use the terms defined in Regulation (EU) 2016/679 or [for GH being an EC/EU
only] Regulation (EU) 2018/1725 respectively, those terms shall have the same meaning as in that
Regulation.

(b)  These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679 or
[for GH being an EC/EU only] Regulation (EU) 2018/1725 respectively.

(c) These Clauses shall not be interpreted in a way that runs counter to the rights and obligations provided
for in Regulation (EU) 2016/679 OR [for GH being an EC/EU only] Regulation (EU) 2018/1725 or in a
way that prejudices the fundamental rights or freedoms of the data subjects.

CLAUSE 4 HIERARCHY

In the event of a contradiction between these Clauses and the provisions of related agreements between the
Parties existing at the time when these Clauses are agreed or entered into thereafter, these Clauses shall
prevail.

CLAUSE 5 - OPTIONAL DOCKING CLAUSE
Not applicable

12
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SECTION Il OBLIGATIONS OF THE PARTIES

CLAUSE 6 DESCRIPTION OF PROCESSING(S)

The details of the processing operations, in particular the categories of personal data and the purposes of
processing for which the personal data is processed on behalf of the controller, are specified in Annex Il.

CLAUSE 7 OBLIGATIONS OF THE PARTIES

7.1. Instructions

(a) The processor shall process personal data only on documented instructions from the controller, unless
required to do so by Union or Member State law to which the processor is subject. In this case, the
processor shall inform the controller of that legal requirement before processing, unless the law prohibits
this on important grounds of public interest. Subsequent instructions may also be given by the controller
throughout the duration of the processing of personal data. These instructions shall always be
documented.

(b)  The processor shall immediately inform the controller if, in the processor's opinion, instructions given by
the controller infringe Regulation (EU) 2016/679 / Regulation (EU) 2018/1725 or the applicable Union or
Member State data protection provisions.

7.2. Purpose limitation

The processor shall process the personal data only for the specific purpose(s) of the processing, as set out in
Annex ll, unless it receives further instructions from the controller.

7.3. Duration of the processing of personal data
Processing by the processor shall only take place for the duration specified in Annex IL.

7.4. Security of processing

(@)  The processor shall at least implement the technical and organisational measures specified in Annex I
to ensure the security of the personal data. This includes protecting the data against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure, or access to the
data (personal data breach). In assessing the appropriate level of security, the Parties shall take due
account of the state of the art, the costs of implementation, the nature, scope, context and purposes of
processing and the risks involved for the data subjects.

(b) The processor shall grant access to the personal data undergoing processing to members of its
personnel only tothe extent strictly necessary for implementing, managing, and monitoring of the
contract. The processor shall ensure that persons authorised to process the personal data received
have committed themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality.

7.5. Sensitive data

If the processing involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating
to criminal convictions and offences (“sensitive data”), the processor shall apply specific restrictions and/or
additional safeguards.

7.6. Documentation and compliance
(a) The Parties shall be able to demonstrate compliance with these Clauses.

(b) The processor shall deal promptly and adequately with inquiries from the controller about the processing
of data in accordance with these Clauses.

(c) The processor shall make available to the controller all information necessary to demonstrate
compliance with the obligations that are set out in these Clauses and stem directly from Reguiation (EU)
2016/679 and/or [for GH being an EC/EU only] Regulation (EU) 2018/1725. At the controller's request,
the processor shall also permit and contribute to audits of the processing activities covered by these
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Clauses, at reasonable intervals or if there are indications of non-compliance. In deciding on a review or
an audit, the controller may take into account relevant certifications held by the processor.

The controller may choose to conduct the audit by itself or mandate an independent auditor. Audits may
alsoinclude inspections at the premises or physical facilities of the processor and shall, where
appropriate, be carried out with reasonable notice.

The Parties shall make the information referred to in this Clause, including the results of any audits,
available to the competent supervisory authority/ies on request.

7.7. Use of sub-processors
Not applicable

(@)

(b)

©

(d)

(e)

The processor shall not subcontract any of its processing operations performed on behalf of the
controller in accordance with these Clauses to a sub-processor, without the controller's prior specific
written authorisation. The processor shall submit the request for specific authorisation at least 3 months
prior to the engagement of the sub-processor in question, together with the information necessary to
enable the controller to decide on the authorisation. The list of sub-processors authorised by the
controller can be found in Annex IV. The Parties shall keep Annex IV up to date.

Where the processor engages a sub-processor for carrying out specific processing activities (on behalf
of the controller), it shall do so by way of a contract which imposes on the sub-processor, in substance,
the same data protection obligations as the ones imposed on the data processor in accordance with
these Clauses. The processor shall ensure that the sub-processor complies with the obligations to which
the processor is subject pursuant to these Clauses and to Regulation (EU) 2016/679 and/or [for GH
being an EC/EU only] Regulation (EU) 2018/1725.

At the contraller's request, the processor shall provide a copy of such a sub-processor agreement and
any subsequent amendments to the controller. To the extent necessary to protect business secret or
other confidential information, including personal data, the processor may redact the text of the
agreement prior to sharing the copy.

The processor shall remain fully responsible to the controlier for the performance of the sub-processor's
obligations in accordance with its contract with the processor. The processor shall notify the controller of
any failure by the sub processor to fulfil its contractual obligations.

The processor shall agree a third-party beneficiary clause with the sub-processor whereby - in the event
the processor has factually disappeared, ceased to exist in law or has become insolvent - the controlier
shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or
return the personal data.

7.8. International transfers

(@)

(b)

Any transfer of data to a third country or an international organisation by the processor shall be done only
on the basis of documented instructions from the controller or in order to fulfil a specific requirement
under Union or Member State law to which the processor is subject and shall take place in compliance
with Chapter V of Regulation (EU) 2016/679 or [for GH being an EC/EU only] Regulation (EU)
2018/1725.

The controller agrees that where the processor engages a sub-processor in accordance with Clause 7.7.
for carrying out specific processing activities (on behalf of the controller) and those processing activities
involve a transfer of personal data within the meaning of Chapter V of Regulation (EU) 2016/679, the
processor and the sub-processor can ensure compliance with Chapter V of Regulation (EU) 2016/679
by using standard contractual clauses adopted by the Commission in accordance with of Article 46(2) of
Regulation (EU) 2016/679, provided the conditions for the use of those standard contractual clauses are
met.

CLAUSE 8 ASSISTANCE TO THE CONTROLLER

(a)
(b)

(©

The processor shall promptly notify the controller of any request it has received from the data subject. It
shall not respond to the request itself, unless authorised to do so by the controller.

The processor shall assist the controller in fulfilling its obligations to respond to data subjects’ requests
to exercise their rights, taking into account the nature of the processing. In fulfilling its obligations in
accordance with (a) and (b), the processor shall comply with the controller’s instructions

In addition to the processor's obligation to assist the controller pursuant to Clause 8(b), the processor
shall furthermore assist the controller in ensuring compliance with the following obligations, taking into
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account the nature of the data processing and the information available to the processor:
(1)  the obligation to carry out an assessment of the impact of the envisaged processing operations on
the protection of personal data (a 'data protection impact assessment’) where a type of
processing is likely to result in a high risk to the rights and freedoms of natural persons.

(2) the obligation to consult the competent supervisory authority/ies prior to processing where a data
protection impact assessment indicates that the processing would result in a high risk in the
absence of measures taken by the controller to mitigate the risk.

(3) the obligation to ensure that personal data is accurate and up to date, by informing the controller
without delay if the processor becomes aware that the personal data it is processing is inaccurate
or has become outdated.

(4) the obligations in Article 32 of Regulation (EU) 2016/679/ [for GH being an EC/EU only] Articles
33 and 36 to 38 of Regulation (EU) 2018/1725.

(d)  The Parties shall set out in Annex ill the appropriate technical and organisational measures by which the
processor is required to assist the controller in the application of this Clause as well as the scope and
the extent of the assistance required.

CLAUSE 9 NOTIFICATION OF PERSONAL DATA BREACH

In the event of a personal data breach, the processor shall cooperate with and assist the controller for the
controller to comply with its obligations under Articles 33 and 34 of Regulation (EU) 2016/679 or [for GH being
an EC/EU only] under Articles 34 and 35 of Regulation (EU) 2018/1725, where applicable, taking into account
the nature of processing and the information available to the processor.

9.1. Data breach concerning data processed by the controller

In the event of a personal data breach concerning data processed by the controller, the processor shall assist
the controller:

(a) in notifying the personal data breach to the competent supervisory authority/ies, without undue delay
after the controller has become aware of it, where relevant/ (unless the personal data breach is unlikely
to result in a risk to the rights and freedoms of natural persons).

(b) in obtaining the following information which, pursuant to Article 33(3) of Regulation (EU) 2016/679/ [for
GH being an EC/EU only] Article 34(3) of Regulation (EU) 2018/1725, shall be stated in the controller's
notification, and must at least include:

(1)  the nature of the personal data including where possible, the categories and approximate number
of data subjects concerned, and the categories and approximate number of personal data
records concerned.

(2)  the likely consequences of the personal data breach.

(3) the measures taken or proposed to be taken by the controller to address the personal data
breach, including, where appropriate, measures to mitigate its possible adverse effects. Where,
and insofar as, it is not possible fo provide all this information at the same time, the initial
notification shall contain the information then available and further information shall, as it
becomes available, subsequently be provided without undue delay.

(c) in complying, pursuant to Article 34 of Regulation (EU) 2016/679 / [for GH being an EC/EU only] Article
35 of Regulation (EU) 2018/1725, with the obligation to communicate without undue delay the personal
data breach to the data subject, when the personal data breach is likely to result in a high risk to the
rights and freedoms of natural persons.

9.2. Data breach concerning data processed by the processor

In the event of a personal data breach concerning data processed by the processor, the processor shall notify
the controlier without undue delay after the processor having become aware of the breach. Such notification
shall contain, at least:

(a) a description of the nature of the breach (including, where possible, the categories and approximate
number of data subjects and data records concerned).

(b) the details of a contact point where more information concerning the personal data breach can be
obtained.

{c) its likely consequences and the measures taken or proposed to be taken to address the breach,
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including to mitigate its possible adverse effects. Where, and insofar as, it is not possible to provide all
this information at the same time, the initial notification shall contain the information then available and
further information shall, as it becomes available, subsequently be provided without undue delay. The
Parties shall set out in Annex Il all other elements to be provided by the processor when assisting the
controller in the compliance with the controller's obligations under Articles 33 and 34 of Regulation (EU)
2016/679 / [for GH being an EC/EU only] Articles 34 and 35 of Regulation (EU) 2018/1725.

SECTION Iil FINAL PROVISIONS

CLAUSE 10 NON-COMPLIANCE WITH THE CLAUSES AND TERMINATION

(@)

(b)

(c)

(d)

Without prejudice to any provisions of Regulation (EU) 2016/679 and/or [for GH being an EC/EU only]
Regulation (EU) 2018/1725, in the event that the processor is in breach of its obligations under these
Clauses, the controller may instruct the processor to suspend the processing of personal data until the
latter complies with these Clauses or the contract is terminated. The processor shall promptly inform the
controller in case it is unable to comply with these Clauses, for whatever reason.

The controller shall be entitled to terminate the contract insofar as it concerns processing of personal

data in accordance with these Clauses if:

(1)  the processing of personal data by the processor has been suspended by the controller pursuant
to point (a) and if compliance with these Clauses is not restored within a reasonable time and in
any event within one month following suspension.

(2) the processor is in substantial or persistent breach of these Clauses or its obligations under
Regulation (EU) 2016/679 and/or [for GH being an EC/EU only] Regulation (EU) 2018/1725.

(3) the processor fails to comply with a binding decision of a competent court or the competent
supervisory authority/ies regarding its obligations pursuant to these Clauses or to Regulation (EU)
2016/679 and/or [for GH being an EC/EU only] Regulation (EU) 2018/1725.

The processor shall be entitled to terminate the contract insofar as it concerns processing of personal
data under these Clauses where, after having informed the controlier that its instructions infringe
applicable legal requirements in accordance with Clause 7.1 (b), the controller insists on compliance
with the instructions.

Following termination of the contract, the processor shall, at the choice of the controller, delete ail
personal data processed on behalf of the controller and certify to the controller that it has done so, or
return all the personal data to the controller and delete existing copies unless Union or Member State
law requires storage of the personal data. Until the data is deleted or returned, the processor shall
continue to ensure compliance with these Clauses.

16




CEDS\[;‘:

UROPEAN C

ANNEX
LIST OF PARTIES

1. Controller(s):
Name: COST Association, an international not-for-profit organisation (AISBL) under Belgian law,
registration number 0829.090.573, represented by Dr Ronald de Bruin, Director of the
COST Assaociation, hereinafter referred to as the “COST Association”,

Address:  Avenue du Boulevard-Bolwerklaan 21, 1210 Brussels, Belgium

Contact:  For practical implementation: Science Administration, Science.Administration@cost.eu
Data Protection Officer: GRCI Law, privacy@cost.eu

Activities relevant o the data transferred under these Clauses: Financing mobility of researchers and innovators
in Europe

2. Processor(s):
Name: Biologicke centrum AV CR, v. v. i.

Address: BraniSovska 1160/31, 370 05 Ceske Budejovice, Czechia

Contact: [
rel:
Eomai: (N

Activities relevant to the data transferred under these Clauses: Financial, Scientific and Administrative
Coordination of COST Action CA23122.
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ANNEX I
DESCRIPTION OF THE PROCESSING

Categories of data subjects whose personal data is processed

Working Group participants, MC Members and Observers and any reimbursed participant to an activity of the
COST Action CA23122

Categories of personal data processed

Identification data

Personal identification data Title, name, first name, private address, phone
numbers, email addresses (personal or professional
at your choice).

Financial data

Financial identification data Bank account numbers, expenses and supporting
documents.

Personal characteristics

Personal details Age, gender, year and place of birth.

Training and studies data

Academic background and professional qualification | Degree level, PhD thema, year of start of PhD
thesis, date of award of PhD, participation in COST

trainings.

Professional data

Professional identification data Paosition, institution of affiliation (name and address),
place of work, scientific field of expertise, research
area.

Career Participation and role in COST Actions, your grants

(dates, funding agency(ies)), CV, ORCID id,
professional webpage if any

Sensitive data processed (if applicable) and applied restrictions or safeguards that fully take into consideration
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions
(including access only for staff having followed specialised training), keeping a record of access to the data,
restrictions for onward transfers or additional security measures. . ...........

m Private address - Private address is required due to bank regulations for effecting reimbursement of
expenses and may be used by the GH only for that purpose.

m Bank account number — Bank account number may be used by Grant Holder only for reimbursing the
eligible expenses to the data subjects.

Nature of the processing
unlikely to encounter high risk for the data subject

Purpose(s) for which the personal data is processed on behalf of the controller

Implementation of the Financial, Scientific and Administrative Coordination (FSAC) of the Action as described in
the Annotated Rules for COST Actions (hitps://www.cost.eu/annotated_rules_for_cost actions_c).
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Duration of the processing.

Duration of the Grant Agreement + extended retention period due to Article 8 of the Action Grant Agreement-
record keeping obligations

For processing by (sub-) processors, also specify subject matter, nature, and duration of the processing
Not applicable
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ANNEX Hl

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL

MEASURES TO ENSURE THE SECURITY OF THE DATA

e-COST is developed and maintained with security of data as a key principle. Refer to e-COST Privacy Notice
available here : hitps://e-services.cost.eu/privacy-notice ) for overall information on data privacy.

e-COST platform is using AWS (Amazon Web Services) as provider, it is running on redundant infrastructure
deployed over different availability zones ensuring high availability. Physical access to infrastructure is not
allowed and all e-COST data are encrypted so that any physical access to server / database does not grant
access to the data. More advanced details can be found on AWS Privacy Notice
(https://aws.amazon.com/privacy).

Use of e-COST requires user to be registered, the registration is based on unique email address of the user
that must be functioning for the account to be activated. Access to e-COST is then granted through a login
process secured by a password with requirements (minimum 10 characters including variations of case and
type: letters, numeric, special characters). The password recovery process requires access to the email
address used at registration. The security requirements to access e-COST can be updated by the COST
Association over time. Personal data of the user are managed through the profile menu and they can be
updated at any time by the user. Important changes on user profile or important actions in account trigger a
notification to all email addresses of the user in order to detect potential issues.

COST Association personnel has higher requirements for login to e-COST by the mean of SSO (Single Sign-
On) associated to the office environment, itself benefiting from 2-factor authentication, audit logs and
monitoring.

Standard user profiles in e-COST do not get access to data beyond what is displayed publicly on COST
website.

Grant Holder roles of COST Actions have access to personal data of users needed for the management of the
Action and in particular payments to be made (e.g. access to bank details for reimbursing expenses or paying
grants). For increased security two-factor-authentication has been enabled for these roles.

COST Assaciation personnel has privileged access to user profiles and related personal data; that justifies the
higher requirements on account security.

Secured communication channels are established for transmission of e-COST data (including some personal
data) to following third party platforms: COST website, e-Signature provider, COST accounting software.

For security and technical purposes, access logs (IP address, visited pages, user agents) are collected for 14
days and stored in logging system of AWS. All actions taken in e-COST are recorded in audit logs with a
retention period of 12 months. Logs are only available for e-COST IT administrators through AWS,

The e-COST development team is following security best practices to maintain and adapt e-COST to the needs
of COST Association, using state-of-the-art tools and monitoring carefully daily functioning. Whenever a
potential security threat is detected or brought to its knowledge, the threat is evaluated immediately and
handled with the priority required based on the assessed risk.

20




ocoskE

EURCPEAN COOFPERATIONM
INSCIENCE & TECHNOLOGY

ANNEX IV
LIST OF SUB-PROCESSORS

Not applicable
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