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SMLOUVA O DODANIi SOFTWARU

Smluvni strany

Masarykav onkologicky ustav

se sidlem Zluty kopec 7, 656 53 Brno

zastoupeny prof. MUDr. Markem Svobodou, Ph.D., feditelem

ICO: 00209805, DIC: CZ00209805

bankovni spojeni: Ceska narodni banka, &islo uétu: 87535621/0710
(dale také ,objednatel)

a

UNIS COMPUTERS, a.s.

se sidlem Jundrovska 618/31, 624 00 Brno

zastoupena Ing. Petrem Sulou, pfedsedou predstavenstva

ICO: 63476223 DIC: CZ63476223

bankovni spojeni: UniCredit Bank Czech Republic and Slovakia a.s., €islo uétu: 39921026/2700
zapsana v obchodnim rejstfiku vedeném Krajskym soudem v Brné, spisova znacka B6087
(dale také ,dodavatel”)

na zakladé vybérového fizeni k vefejné zakazce malého rozsahu Nastroj pro dynamickou analyzu souboru (sandbox)
[2025], evidenéni Cislo: VZ0224784, zadavané objednatelem a realizované v ramci projektu: ZvySeni kybernetické
bezpecnosti v Masarykové onkologickém Ustavu, registracni €islo CZ.31.2.0/0.0/0.0/23_095/0008720, (dale jen ,projekt®)
uzaviraji v souladu s § 1746 odst. 2 zakona €. 89/2012 Sb., ob&ansky zakonik, ve znéni pozdéjSich pfedpist (dale jen
,ob&ansky zakonik*), tuto smlouvu o dodani softwaru (dale jen ,smlouva®):

2.

2.1.

2.2.

4.2,

4.3.

Predmét smlouvy

Dodavatel se zavazuje dodat objednateli SW Fortisandbox v&etné licenci dle specifikace a v rozsahu uvedenymi
v pfiloze €. 1 smlouvy (dale jen ,software”) a dale se v souvislosti s dodanim softwaru zavazuje k:

o integraci softwaru s e-mailovou gateway objednatele FortiMail (FML-VMO02),

o dodani vSech dokladl a dokument(l potfebnych k pfevzeti a uzivani softwaru v souladu s pravnimi predpisy,
zejména uzivatelskych manualt / navodi k obsluze v ¢eském jazyce v tiS§téné nebo elektronické podobé,

o  provedeni Skoleni spravcl sité objednatele v misté plnéni nebo on-line formou v ¢eském jazyce v rozsahu dle
doporuceni vyrobce softwaru,

o  zajisténi technické podpory vyrobce softwaru na dobu alespon 5 let v rezimu ,NBD (Next Business Day) on-site*
v rozsahu vymezeném v pfiloze €. 4 smlouvy.

Objednatel se zavazuje fadné a v€as dodany software prevzit a zaplatit za né dohodnutou cenu.

Doba a misto dodani softwaru
Dodavatel se zavazuje dodat software a splnit svoje ostatni zavazky dle ¢l. 2.1 smlouvy do 60 dnu od dne nabyti
ucinnosti smlouvy.

Dodavatel se zavazuje dodat software v prostorach Masarykova onkologického Ustavu (Zluty kopec 7, 656 53 Brno,
Svejdav pavilon).

Predani a prevzeti softwaru

Dodavatel pisemné oznami objednateli datum pfedani softwaru a spinéni dalSich zavazk( dle ¢l. 2.1 smlouvy
nejméné 5 pracovnich dni pfedem (nedohodnou-li se smluvni strany jinak, je dodani, pfedani i pfevzeti softwaru
mozné pouze Vv pracovni dny v dobé od 8.00 do 15.00 h). Smluvni strany si navrzené datum potvrdi, pfipadné se
domluvi jinak.

Objednatel se zavazuje prevzit software, jsou-li zavazky dodavatele dle ¢l. 2.1 smlouvy spinény fadné (zejména je-
li software v souladu se smlouvou, pravnimi pfedpisy a technickymi normami; {j. je-li software dodan fadné) a vcas,
v opacném pfipadé neni objednatel povinen software prevzit.

O prfedani a prevzeti softwaru se budto (a) pofidi ve 2 vyhotovenich zapis (dale jen ,zapis“) podepsany zastupci
obou smluvnich stran obsahujici:

o identifikaci smluvnich stran,

o  specifikaci softwaru,



4.4,

4.5.

5.1
5.2.
5.3.

5.4.

5.5.
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6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

datum provedeni Skoleni k softwaru,
prohlaseni objednatele, zda software pfevzal (bez vyhrad / s vyhradami) &i nepfevzal,
datum vyhotoveni zapisu,
pokud objednatel software pfevezme, je (objednatel) do zapisu povinen uvést:

e  seznam predanych dokladu,

e vymezeni pfipadnych vad, se kterymi je software pfevzat (v€etné termind pro jejich odstranéni),
o  pokud objednatel software nepfevezme, je do zapisu povinen uvést:

e vymezeni divodl neprevzeti softwaru.

nebo (b) objednatel potvrdi dodaci list dodavatele, volba nélezi objednateli.

Smluvni strany obsah zapisu potvrdi podpisy svych zastupcl na obou vyhotovenich zapisu, kazda smluvni strana
obdrzi jeden.

Software se povazuje za pfedané / pfevzaté okamzikem, ve kterém objednatel podepiSe zapis dle &l. 4.3 smlouvy,
ze kterého vyplyva, Ze objednatel software prevzal.

o O O O

Odpovédnost za vady, zaruka za jakost softwaru, technicka podpora vyrobce softwaru

Dodavatel odpovida za vady, jez ma software v dobé jeho pfedani.
Zaruka za jakost softwaru se nesjednava.

Dodavatel se zavazuje sjednat objednateli technickou podporu vyrobce softwaru (dale jen ,technickd podpora
vyrobce®) v délce 60 mésicu ode dne prevzeti softwaru tak, aby objednatel za jeji poskytovani vyrobci softwaru nic
nehradil. Cena technické podpory vyrobce a odména za jeji sjednani jsou zahrnuty v cené softwaru.

Technicka podpora vyrobce musi zahrnovat mj. zavazek vyrobce softwaru (1) odstranit nahlasenou vadu softwaru
v misté dodani nejpozdéji nejblizSiho pracovniho dne ode dne nahlaseni vady (tzv. ,NBD*) a (2) poskytovat
aktualizace softwaru. Rozsah technické podpory vyrobce a podminky jejiho poskytovani jsou blize vymezeny
v pfiloze &. 4 smlouvy (Technicka podpora vyrobce).

Platnost technické podpory vyrobce musi byt mozné ovéfit pfimo u vyrobce softwaru ¢i na jeho strankach.
Nesjednani technické podpory vyrobce je podstatnym porusenim smlouvy.

Dalsi prava a povinnosti smluvnich stran, komunikace a opravnéni pracovniki smluvnich stran, reseni
sporu

Dodavatel je povinen splnit své zavazky dle €l. 2.1 smlouvy v souladu s pravnimi pfedpisy a obchodnimi / licenénimi
podminkami vyrobce softwaru tak, aby objednatel mohl bez omezeni vyuzivat technickou podporu vyrobce.
Dodavatel je opravnén prevést svoje prava a povinnosti ze smlouvy vyplyvajici na jinou osobu pouze s pisemnym
souhlasem objednatele.

Dodavatel bere na védomi, Ze je v souladu s § 2 pism. e) zakona ¢&. 320/2001 Sb., o finan¢ni kontrole ve vefejné
spravé, osobou povinnou spoluplsobit pfi vykonu finanéni kontroly. Dodavatel se zavazuje poskytnout kontrolnim
organtm pfi provadéni kontroly maximalni soucinnost. Dodavatel se ke stejnému spoluptsobeni a poskytovani
soucinnosti kontrolnim organim zavazuje zavazat rovnéz své poddodavatele.

Dodavatel se zavazuje zajistit dodrzovani pracovnépravnich predpisl, zejména zakona ¢&. 262/2006 Sb., zakonik
prace, ve znéni pozdéjSich predpisli (se zvlastnim zfetelem na regulaci odménovani, pracovni doby, doby odpocinku
mezi sménami, atp.), zakona €. 435/2004 Sb., o zaméstnanosti, ve znéni pozdéjSich pfedpist (se zvlastnim zfetelem
na regulaci zaméstnavani cizinctl), a to vici vSem osobam, které se na plnéni zakazky podileji a bez ohledu na to,
zda jsou prace na pfedmétu pInéni provadény bezprostfedné dodavatelem &i jeho poddodavateli. NedodrzZeni tohoto
zavazku je podstatnym poruSenim smiouvy.

Dodavatel se zavazuje zajistit fadné a v€asné pinéni finan€nich zavazkd svym poddodavatelim. Dodavatel se
zavazuje pfenést totoznou povinnost do dalSich arovni dodavatelského fetézce a zavazat své poddodavatele k plnéni
a Sifeni této povinnosti téz do nizSich urovni dodavatelského fetézce. Objednatel je opravnén pozadovat predlozeni
dokladli o provedenych platbach poddodavatelim a smlouvy uzaviené mezi dodavatelem a poddodavateli
a dodavatel je povinen je bezodkladné poskytnout.

Dodavatel se zavazuje zajistit, aby byl pfi plnéni smlouvy minimalizovan dopad na zivotni prostfedi, a to zejména
tfidénim odpadu, Usporou energii, a aby byla respektovana udrzitelnost ¢i moznosti cirkularni ekonomiky.

Dodavatel prohlasuje, Ze nebyl ve stfetu zajmU dle § 4b zakona €. 159/2006 Sb., o stfetu zajmu, ve znéni pozdéjSich
predpis, splnéni uvedeného zajistil i u svych poddodavatelu.

Dodavatel prohlasuje, Ze splfiuje poZadavky stanovené v Nafizeni Rady (EU) 2022/576 ze dne 8. dubna 2022,
kterym se méni nafizeni (EU) &. 833/2014 o omezujicich opatfenich vzhledem k €innostem Ruska destabilizujicim
situaci na Ukrajiné, v Rozhodnuti Rady (SZBP) 2022/578 ze dne 8. dubna 2022, kterym se méni rozhodnuti
2014/512/SZBP o omezujicich opatfenich vzhledem k ¢€innostem Ruska destabilizujicim situaci na Ukrajinég,
v Provadécim nafizeni Rady (EU) 2022/581 ze dne 8. dubna 2022, kterym se provadi nafizeni (EU) €. 269/2014
0 omezujicich opatfenich vzhledem k &innostem naruSujicim nebo ohrozujicim Uzemni celistvost, svrchovanost
a nezavislost Ukrajiny, a v Rozhodnuti Rady (SZBP) 2022/582 ze dne 8. dubna 2022, kterym se méni rozhodnuti
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2014/145/SZBP o omezujicich opatfenich vzhledem k ¢innostem narusujicim nebo ohrozujicim Gzemni celistvost,
svrchovanost a nezavislost Ukrajiny. Spinéni uvedeného zajistil i u svych poddodavateld.

Dodavatel bere na védomi, Ze objednatel pofizuje software v ramci projektu spolufinancovaného z finanénich
prostfedki EU nebo Statniho rozpoétu CR. Dodavatel bere na védomi, Ze jakékoli, byt jen &asteéné, neplnéni jeho
povinnosti vyplyvajicich ze smlouvy, mlze ohrozit toto spolufinancovani, pfip. mize vést k udéleni sankci objednateli
ze strany organu opravnénych k vykonu kontroly projektu.

Dodavatel bere na védomi, Ze je povinen minimaln& do konce roku 2036 uchovavat veSkerou dokumentaci
souvisejici s realizaci projektu véetné ucetnich dokladll a poskytovat pozadované informace a dokumentaci (véetné
Ucetnich dokladu) souvisejici s realizaci projektu zaméstnancim nebo zmocnéncim povéfenych organu (CRR,
MMR CR, MF CR, MZ CR, Evropské komise, Evropského udetniho dvora, OLAF — Evropskému Ufadu pro boj proti
podvodum, Nejvyssiho kontrolniho Ufadu, pfislusného organu finanéni spravy a dalSich opravnénych organt statni
spravy) a Ze je povinen vytvofit vySe uvedenym osobam podminky k provedeni kontroly vztahujici se k realizaci
projektu a poskytnout ji pfi provadéni kontroly sou€innost.

Smluvni strany se zavazuji, Ze budou pfi plnéni svych zavazkd vyplyvajicich ze smlouvy postupovat v souladu
s pravnimi pfedpisy vztahujicimi se k ochrané osobnich Udaju, zejména v souladu s nafizenim Evropského
parlamentu a Rady (EU) 2016/679 ze dne 27. dubna 2016 o ochrané fyzickych osob v souvislosti se zpracovanim
osobnich udajd a o volném pohybu téchto udajd a o zruSeni smérnice 95/46/ES (obecné nafizeni o ochrané osobnich
udaja). Dodavatel timto potvrzuje, Zze byl v okamziku ziskani osobnich udajli seznamen objednatelem s informacemi
0 zpracovani osobnich udaju pro ucely splnéni prav a povinnosti dle smlouvy. Bliz§i informace o zpracovani osobnich
Udaju poskytuje objednatel na svych internetovych strankach www.mou.cz v sekci ,GDPR a ochrana osobnich
udaju”.

VeSkera jednani a komunikace mezi smluvnimi stranami bude probihat pfednostné prostfednictvim osob
a kontaktnich udaji vymezenych v pfiloze €. 3 smlouvy. V této pfiloze jsou rovnéz vymezena opravnéni téchto osob.

Smluvni strany se zavazuji pfipadné spory souvisejici se smlouvou feSit pfednostné smirnou cestou. Nedojde-li
k vyfeSeni sporu smirnou cestou, je kazda ze smluvnich stran opravnéna pfistoupit k feSeni sporu soudni cestou.
Smluvni strany v souladu s § 89a zakona ¢. 99/1963 Sb., ob¢ansky soudni fad, ve znéni pozdéjSich predpisu,
sjednavaji jako mistné pfislusny soud Méstsky soud v Brné. Smluvni strany dale sjednavaji, ze smlouva a veskeré
naroky nebo spory vzniklé na jejim zakladé nebo v souvislosti s ni (véetné mimosmluvnich sport a naroku) se budou
Fidit Geskym pravem a budou vykladany v souladu s pravnimi ptedpisy Ceské republiky.

Cena softwaru a platebni podminky

Celkova cena za spInéni zavazku dodavatele vyplyvajicich z €l. 2.1 smlouvy (dale jen ,cena softwaru®) ¢ini:
Cena bez DPH: 949 996 K¢
DPH (21%): 199 499 K¢
Cena vcetné DPH: 1149 495 K&

Rozklad ceny softwaru dle jednotlivych poloZzek v&etné informace o jednotkovych cenach a mnozZstvi jednotlivych
polozek je uveden v pfiloze €. 2 smlouvy.

Cena softwaru zahrnuje veskeré naklady dodavatele souvisejici se splnénim dotéenych zavazku a je stanovena jako
konecna a nepfekrocitelna. V pfipadé zmény sazby DPH se vySe ceny softwaru véetné DPH a vlastni DPH upravi
dle pravnich pfedpist uc¢innych ke dni uskute€¢néni zdanitelného pinéni.

Cena softwaru bude uhrazena na zakladé faktury vystavené dodavatelem po pFevzeti softwaru objednatelem
s dobou splatnosti do 30 dnli ode dne doruceni faktury objednateli.

Faktura musi splfhovat pozadavky dafiového dokladu a byt v souladu s pravnimi pfedpisy, zejména se zakonem
€. 235/2004 Sb., o dani z pfidané hodnoty, ve znéni pozdéjSich predpisl (dale jen ,ZoDPH®). Na faktufe musi byt
uveden nazev a evidencni Cislo vefejné zakazky a dale nazev a registracni Cislo projektu.

Nebude-li faktura obsahovat nalezitosti dle pravnich predpisl, popf. bude-li obsahovat jiné chyby ¢€i nedostatky, je
objednatel opravnén fakturu vrétit, pfiemz nova doba splatnosti po€ina béZet dnem doruceni opravené faktury
objednateli.

Bude-li objednatel k datu uskute&néni zdanitelného plnéni & k datu poskytnuti Uplaty za néj dle ZoDPH rudit
za nezaplacenou DPH (§ 109 ZoDPH) ze strany dodavatele, je opravnén &ast ceny softwaru odpovidajici DPH
uhradit pfimo na bankovni uget pfislusného spravce dané&. Cast ceny softwaru odpovidajici DPH se v takovém
pfipadé povaZzuje za uhrazenou.

Smluvni sankce
Objednatel je za kazdy zapocaty den prodleni s Uhradou ceny softwaru povinen uhradit dodavateli urok z prodleni
ve vysi dle nafizeni vlady ¢. 351/2013 Sb.

Dodavatel je za kazdy zapoc€aty den prodleni se splnénim jeho zavazk( dle ¢l. 2.1 smlouvy povinen uhradit
objednateli smluvni pokutu 2.000 K¢&.

Dodavatel je povinen uhradit objednateli smluvni pokutu do 10 dn ode dne doruceni jejiho vyucétovani dodavateli.

Zaplaceni jakékoli z vySe uvedenych smluvnich pokut se nedotyka naroku objednatele na ndhradu Skody ve vysi
presahujici smluvni pokutu.



9. Platnost a u€innost smlouvy, zmény smlouvy

9.1. Smlouva nabyva platnosti dnem jejiho podpisu obéma smluvnimi stranami a ucinnosti jejim zverejnénim dle zakona
¢. 340/2015 Sb., o registru smluv, ve znéni pozdéjsich pfedpisl (dale jen ,zakon o registru smluv®).

9.2.  Smluvni strany souhlasi se zvefejnénim smlouvy a pfipadnych dohod (dodatku), kterymi se smlouva doplfiuje, méni,
nahrazuje nebo ukonduje, a to zejména v registru smluv v souladu se zakonem o registru smluv. Smlouvu v registru
smluv uvefejni objednatel, dodavatel spravnost uvefejnéni do jednoho mésice od uzavieni smlouvy ovéfri.

9.3. PInéni pfedmétu smlouvy pfed ucinnosti smlouvy se povazuje za plnéni dle smlouvy a prava a povinnosti z ngj
vzniklé se fidi smlouvou.

9.4. Smlouvu Ize zménit vyhradné dohodou smluvnich stran v pisemné formé podepsanou obéma smluvnimi stranami,
prednostné prostfednictvim vzestupné Cislovanych dodatkd. Vyjimkou je zména adresy sidla a kontaktnich udaju,
v takovém pfipadé postacuje oznameni dot€ené smluvni strany doru¢ené v pisemné formé druhé smluvni strang,
v pfipadé zmeény adresy sidla spolu s doklady prokazujicimi oznamovanou zménu; ke zméné smlouvy dochazi dnem
doruceni oznameni druhé smluvni strané.

9.5. Smluvni strany se nad ramec § 576 obC¢anského zakoniku pro pfipad neplatnosti nékterého z ustanoveni smlouvy
Ci celé smlouvy zavazuji, Ze si poskytnou potfebnou soucinnost k uzavieni dohody, kterou by dotéené ustanoveni,
pfipadné celou smlouvu, nahradily tak, aby obsah a u¢el smlouvy zlstal v nejvy§§i mozné mife zachovan.

9.6. Kazda ze smluvnich stran je opravnéna od smlouvy odstoupit v pfipadé podstatného porudeni smlouvy druhou
smluvni stranou. Na strané objednatele se za podstatné poruseni smlouvy povaZzuje jeho prodleni s uhradou ceny
softwaru pfesahujici 60 dnl. Na strané dodavatele se za podstatné poruseni smlouvy povazuje zejména jeho
prodleni s fadnym dodanim softwaru pfesahujicim 30 dnu a situace popsana v ¢l. 5.6. smlouvy.

10. Zavére€na ustanoveni

10.1. Smlouva je vyhotovena ve dvou stejnopisech, z nichz kazda strana obdrzi po jednom vyhotoveni. Je-li smlouva
podepisovana elektronicky, kazda ze stran obdrzi jeji shodné, elektronicky podepsané vyhotoveni.

10.2. Nedilnou souc&asti smlouvy jsou jeji pfilohy:

o P¥iloha €. 1 — Technicka specifikace softwaru,
o Priloha €. 2 — Rozklad ceny softwaru,
o P¥iloha €. 3 — Kontaktni udaje,
o  Priloha €. 4 — Technicka podpora vyrobce.
10.3. Smluvni strany prohlasuiji, Ze si smlouvu pfed jejim podpisem precetly a Ze s jejim obsahem souhlasi.
V Brné dne (dle elektronického podpisu) V Brné dne (dle elektronického podpisu)

za objednatele: za dodavatele:
prof. MUDr. Marek Svoboda, Ph.D. Ing. Petr Sula
feditel Masarykova onkologického Ustavu predseda predstavenstva UNIS COMPUTERS, a.s.



Ptiloha ¢. 1
Technicka specifikace softwaru

Pozadavky:

Splnéni

Poznamky

Obecna specifikace

On-premise systém slouzici k izolaci a dikladné kontrole potencialné ne-
bezpecénych soubor(, které mohou obsahovat malware - tzv. Sandboxing
vyuZivajici pokrocilé techniky typu anti-evasion bé&zici v misté zadavatele.
Systém musi byt schopen béhu ve virtualizaéni platformé VMware nebo na
vlastnim HW podporovaném vyrobcem daného systému.

Ano

Fortinet FortiSandbox FSA-
VMOO, virtualni appliance pro vir-
tualizaCni platformu VMware

Detailni specifikace

Min. &tyfi instance pro sandboxing souborl pro Windows OS prostredi
(v€etné vSech potfebnych licenci s platnosti po dobu nejméné 5 let).

Ano

4 instance

Min. &tyfi instance pro sandboxing soubort pro MS Office prostfedi (véetné
v§ech potfebnych licenci s platnosti po dobu nejméné 5 let).

Ano

4 instance

Podpora operacnich systému pro sandboxing: Windows 7, Windows 8,
Windows 10 (zde je navic pozadovano, aby vyrobce v tomto sméru feSeni
v Case aktualizoval, udrzoval a zafazoval nové vydané oficialni verze,
zejména musi byt zafazen operacni systém Windows 11).

Ano

Podpora clusterovani s cilem dosazeni vysoké dostupnosti a navySovani
vykonosti v budoucnu.

Ano

Inspekce vzork( zaloZzena na vicevrstvé ochrané pred $kodlivym kédem -
kombinace antivirové kontroly za pomoci signatur, emulace kédu a pino-
hodnotny sandboxing (spusténi v realném operacnim systému).

Ano

Vyuziti umélé inteligence (Al) a strojového u€eni (ML). Tyto drovné musi
byt integrovany a byt soulasti zafizeni a vzajemné spolupracovat.

Ano

Moznost detailni konfigurace politik pro kontrolu hrozeb s moznosti kon-
troly v rliznych typech OS.

Ano

Moznost kontroly jednoho souboru v riiznych operaénich systémech sou-
bézné.

Ano

V&echny prvky ochrany musi byt poskytovany lokalné, nikoliv jako clou-
dova sluzba.

Ano

Detekce komunikace s C&C centry.

Ano

Podpora detekce pfistupu na kompromitované URL.

Ano

Funkce reportingu nalezenych problému (soucasti vysledku nesmi byt
pouze status, jestli se jedna o Cisty/Skodlivy kéd, ale kompletni informace
v€etné detailniho popisu chovani, packet capture, a v pfipadé projevu
malware také moznost zachyceni screenshotu &i video zaznamu v ramci
GUI).

Ano

Podpora a funkce reportingu v MITRE ATT&CK formétu pro analyzu SoC.

Ano

Vystupy (reportovani) ve standardnich formatech (HTML, CSV, PDF,
apod.).

Ano

Podpora kontroly miniméalné pro nasledujici aplikace: MS Office, Adobe
Acrobat Reader, Adobe Flash Player, Mozilla Firefox, Google Chrome,
Java, MS .NET Framework.

Ano

Podpora kontroly minimélné pro tyto typy obecné spustitelnych a multime-
dialnich souboru: .7z, .arj, .bat, .bz2, .cab, .cmd, .dll, .dmg, .doc, .docx,
.dot, .dotm, .dotx, .eml, .elf, .exe, .gz, .iqy, .iso, .jar, .js, .Ink, .msi, .pdf,
.potx, .ppam, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .psl, .rar, .rtf, .sldm,
sldx, .swf, .tar, .tgz, .xls, .xlIsb, .xlsm, .xlsx, .xlt, .xltm, .xltx; .zip.

Ano

Moznost napojeni a integrace na bezpecnostni prvky ochrany mailové ko-
munikace, jeji doplnéni a rozsifeni.

Ano

Moznost pfijmu soubort k sandboxingu pomoci API a podpora rozhrani
typu ICAP.

Ano

Automaticka aktualizace signaturovych databazi odhalenych hrozeb.

Ano

Podpora logovani na externi logovaci systém.

Ano

Propustnost min. 100 souborl za hodinu pfi plném vyuziti systému pro
sandboxing.

Ano

100 souborl
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FortiSandbox and
FortiGuard Sandbox Services

The new FortiSandbox is built on an
advanced Al engine that defends
against new, emerging, evasive, and
previously unseen threats in real
time.

Highlights

10X Effective Throughput
over traditional Sandboxes,
allowing for ultra-scalable
operations with no impact on

performance Next-Level FortiSandbox 5.0: Smarter, Faster, Scalable
10X Faster Real-Time
Verdicts . . . . -

. . FortiSandbox 5.0 is a fast and smart security solution that utilizes a
Accelerate incident handling,
increase productivity, reduce combination of AI/ML, static and dynamic analysis, inline blocking, and

exploit windows and reduce
downtime and costs while ) ) . .
blocking unknown files from and protect against advanced threats in real-time. Using an advanced

iz D meiiar e niln el Al engine running on purpose built ML, FortiSandbox 5.0 is 10X faster
time analysis and filtering

scalable virtual environments to identify, analyze, contextualize, prioritize,

and offers 3X greater detection and accuracy than before with 3X more

3X Improved Detection and . . . L
universal VMs for expansion than before to protect against malicious

Accuracy

Detect 3X more malware activity, including zero-day threats and advanced Al-powered sophisticated
accurately with near-zero

‘ o threats across a broad attack surface of Cloud, IT, Edge, hybrid, and OT.
alse positives

3X More Universal VMs for FortiSandbox supports multiple operating systems and file types, and
el B 7l 7 provides reporting capabilities for quick threat identification and response.

Choose any local, cloud, or . . . . .
custom virtual machine (VM) Integrating natively with 12 Security Fabric products and other tools,

types and operating systems deployable on-premises, in the cloud, or as a hosted service, FortiSandbox

(o) is suitable for organizations of any size.

SOC assistance
FortiSandbox features a
single pane of glass view of
all threats for analysis and
response to assist SOC and
IR teams
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Defend against

the unknown:

why sandboxing is
mission-critical.

Sandboxing: a must-have in modern cyber defense

As the modern threat landscape, powered by Al enhanced threats bypass traditional defenses,
sandboxing has become a critical layer in detecting the unknown and evasive —especially
zero-day or fileless malware. This section highlights why sandboxing is no longer optional but
an essential and foundational control in modern security strategies.

Framework

PCIDSS v4.0

CMMC 2.0

Singapore CCoP

EU NIS2

NIST CSF v2.0 @

Japan METI/IPA

EU CSA

Region

@

Requirement Summary

Mandates anti-malware
and recommends advanced
techniques (heuristics/
behavioral analysis).

Mandates malware
protection.

Mandates behavior-
based detection (such as
sandboxing).

Mandates risk-based
cybersecurity at national
level.

Recommends malware
detection as an outcome
(such as malicious code is
detected).

Recommends advanced
malware detection (such as
sandboxing).

May require advanced
malware detection for
high assurance levels and
certification.

Primary Industry or Sector

Retail, E-commerce,
Financial Services,
Hospitality, Call Centers

Defense, Aerospace,
Government Contractors

Critical Information
Infrastructure (Energy,
Water, Finance,
Healthcare)

Critical Infrastructure,
Digital Services, Energy,
Telecom

Critical Infrastructure,
Government, Finance,
Healthcare, Enterprise

Manufacturing,
Technology, Energy,
Critical Infrastructure

IT Products and Services
(EU Market)

Note: The industry sectors under critical infrastructure are energy, finance, health,
telecommunications, transport, and water.

Sandboxing solutions like FortiSandbox offer powerful detection and protection. However,
some security team members still have some doubts about the performance of sandboxing.

Let’s clear the air on that.
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Sandboxing isn’'t
slow—it's smarter.

The truth about sandboxing speed

Contrary to outdated beliefs, sandboxing doesn’t have to slow things down. FortiSandbox
delivers fast, Al-driven threat analysis—proving that high security and high performance can
go hand in hand. One of the most common misconceptions about sandboxing is that it’s too
slow for real-time protection. In reality, FortiSandbox is engineered for speed and efficiency
without compromising on deep threat analysis and protection. It uses a two-tiered Al-powered
scanning approach—static and dynamic—to rapidly and accurately assess files.

The Static Al Scan can process up to 50 files per second, immediately identifying known
malicious attributes and returning a threat verdict within milliseconds. If a file contains
active content (such as embedded URLs, scripts, macros, or executables) but shows no
obvious static threats, it is passed to the Dynamic Al Scan, which spins up an isolated virtual
environment to detonate and observe the file’s behavior—typically within a few seconds.

In a well-resourced production environment, most files are scanned in under a second, with
a median scan time of just five seconds. This time-frame is well within acceptable thresholds
for network, email, and endpoint solutions to safely hold files during analysis—ensuring high
detection efficacy without slowing down operations.

With speed no longer a barrier, it’'s time to evaluate what really sets sandboxing solutions
apart.

The screenshot illustrates the performance of FortiSandbox over the last four hours,
highlighting its ability to quickly and efficiently scan a high volume of files and URLs. Over
3000 files and URLs were scanned, with only 8% (280) requiring the more time-intensive
Dynamic Scan. The majority of files were processed rapidly, with a median total processing
time of just 4 seconds and an average of 13 seconds. Within the efficient scanning process,
a handful of suspicious detections were flagged, demonstrating the system ability to balance
speed with thorough threat analysis.
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A smarter choice: feature-driven evaluation of sandbox
technologies

Not all sandboxes are built the same. This section compares key capabilities that matter
most—such as Al-driven analysis, deployment flexibility, integration, and automation—to help
you choose the right solution for your environment.

Advantage FortiSandbox Competitor Comments

Al/ML Capabilities 000 0 FortiSandbox: advanced Al and ML
with neural networks available on-
premises and cloud, reduce latency.
Competitor: Al or ML engine based on
cloud-based updates are slower.

Zero-Day Threat 000 ©C) FortiSandbox: Dual analysis (static

Detection + dynamic), with fastest Sandbox
database creation (e.g. 2 mins)
Competitor: High accuracy with rapid
signature creation (e.g. 5 mins)

Integration OO0 OO0, FortiSandbox: Integrates with Fortinet
Security Fabric, ICAP, BCC, APL.
Competitor: Strong integration with
their ecosystem.

Deployment Options 0O 0 FortiSandbox: On-prem, virtual,
public-cloud and Saa$S cloud.
Competitor: Limited selection on-
prem, virtual, public-cloud or SaaS

cloud.
Forensics ©O0) 0O FortiSandbox: Full job detailed report.
Capabilities Competitor: Limited to moderate
forensic tools.
Automation and OO0 OO0, FortiSandbox: Automatic signature
Threat Sharing distribution.
Competitor: Automatic signature
distribution.
Cost and Licensing ©OC) 0O FortiSandbox: Competitive pricing and

simple licensing model.

Competitor: Higher tiered pricing and/
or per-seat licensing.

Once you understand the features, the next question is: how well does it work across your
existing stack?
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Better and stronger together: FortiSandbox and the power
of coordinated defense

FortiSandbox is designed to integrate deeply across the Fortinet Security Fabric and with
third-party products to deliver advanced threat detection and automated response. Here are
the most common integrations and use cases.

1. Next-Generation Firewall (NGFW) with Inline Blocking Option

Use Case: Real-time blocking of advanced threats at the network perimeter

When integrated with FortiSandbox, FortiGate NGFW becomes a proactive defense system
capable of detecting and blocking sophisticated threats before they enter the network. It uses
Inline Scanning, meaning files and content passing through the firewall (via HTTP, FTP, SMTP)
are actively inspected in real time.

Suspicious files that cannot be confirmed as safe using static inspection are automatically sent
to FortiSandbox. If the sandbox determines the file is malicious—through static or dynamic
analysis—FortiGate can immediately block the file, quarantine the session, or take other
actions, all without delay to users or services.

With Al-driven detection, high throughput, and tight Security Fabric integration, this setup
enables zero-day threat detection and inline prevention, offering deep security without the
performance penalty.

2. Secure Email Gateway (SEG)
Use Case: Prevent phishing, malware, and ransomware via email

Emails with attachments or embedded URLs are scanned through FortiSandbox to detect
hidden malware, phishing and ransomware. If a threat is confirmed, SEG such as FortiMail
can block delivery or strip dangerous content—stopping email-borne threats before they
reach inboxes.

3. Endpoint Security

Use Case: Endpoint-level detection and response

When Endpoint Security solutions such as FortiClient or FortiEDR, encounter unknown files
they forward those to FortiSandbox for analysis. If malware is detected, the endpoint agent
can kill the process, isolate the host, or share IOCs with other devices—creating a fast,
coordinated response across users and systems.
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4. Web Proxy

Use Case: Block advanced web threats from downloads and scripts

Proxy devices such as FortiProxy filter web traffic and enforce policies, while FortiSandbox
adds deep analysis for suspicious downloads and web content. Together, they detect and
block zero-day malware, drive-by downloads, and malicious scripts—before they ever reach
the endpoint.

5. Shared Storage
Use Case: Analyze files from SMB/NFS shares, cloud storage (e.g. OneDrive), and web uploads

FortiSandbox can scan files from shared folders and upload portals—including SMB, NFS,
public shares, and cloud storage like OneDrive. By detecting hidden malware in these
locations, it helps stop lateral movement and insider threats before they spread.

6. FortiAnalyzer and FortiSIEM

Use Case: Centralized visibility, correlation, and automated response

FortiSandbox shares IOCs and threat intelligence with FortiAnalyzer and FortiSIEM. These
platforms correlate events, generate alerts, and trigger workflows—accelerating detection,
triage, and mitigation across the enterprise.

7. Third Party Integrations (via APIs or ICAP)

Use Case: Extend sandboxing to external products

FortiSandbox supports ICAP and RESTful APIs, allowing integration with third-party tools like
other NGFWs, proxies, SIEMs, or email gateways. This integration enables sandbox-as-a-
service functionality even outside of Fortinet environments.

1 FortiSandbox doesn’t work in isolation—it integrates deeply across the

Fortinet Security Fabric. From firewalls and email to endpoints and storage,
see how FortiSandbox delivers maximum threat coverage and protection
'ae B through intelligent and coordinated defense in real-time.

Now that we've explored the value of sandboxing, addressed common
misconceptions, and reviewed real-world use cases, it’s time to look under
the hood. The following section outlines FortiSandbox’s core capabilities
and technical specifications—highlighting the features that drive its speed,
accuracy, and seamless integration across your security infrastructure.

Third Party \

s
Jsonapl |

FortiEDR
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Feature Summary

FortiSandbox combines advanced threat detection with performance and flexibility, making it
a powerful addition to any security stack. This section summarizes key features that define its
effectiveness—from Al-driven static and dynamic analysis to flexible deployment models and
seamless integration across network, endpoint, email, and cloud environments. Whether you're
looking for speed, scalability, or automated response, FortiSandbox delivers where it matters
most.

Advanced Al Engine

With FortiSandbox 5.0 we have integrated the power of Al/ML directly into the platform. This
advanced Al engine with purpose built ML allows FortiSandbox to detect, analyze, and protect
against all types of malicious content faster, in real-time without any latency/delays so that
organizations are protected against new and emerging threats without adding more resources
or cybersecurity controls.

Real-Time Anti-Phishing

The FortiSandbox provides protection against zero-day phishing. The URLs extracted from
emails and embedded from documents are processed in the FortiGuard cloud. The web pages
are downloaded in real-time and are analyzed using patented technologies to determine any
phishing signs.

Incident Assist for Threat Investigation with MITRE ATT&CK-based Reporting and Tools

FortiSandbox provides a comprehensive Job Detail Report for threat analysis and intelligence
for Virtual Security Analyst. The report maps discovered malware techniques to MITRE ATT&CK
framework with built-in powerful investigative tools that allow Security Operations (SecOps)
teams to download captured packets, original file, tracer log, and malware screenshot. STIX 2.0
compliant IOCs provide rich threat intelligence and actionable insight after files are examined.

FortiSandbox also allows SecOps teams to optionally record a video or interact with the
malware in a simulated environment.

Universal VM

Universal VM is an all-in-one license for the flexibility to choose any local, cloud, or custom
virtual machine (VM) type and operating system. It detaches VM licenses from the OS licenses
to reduce licensing complexity.

HA-Cluster

The FortiSandbox provides native clustering support of up to 99 worker nodes that expands
throughput capacity providing uninterrupted critical operations.
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Platform Evolution

Leveraging our previous F and E models* FortiSandbox 3000G, 1500G, and 500G provide
cutting edge technological advancements, performance, real-time sharing of threat intelligence
across multiple geographical locations, and integration with Fortinet’s Security Fabric and

third party providers. With twice the VM capacity and file processing capabilities, our G Series
delivers unparalleled stability, the highest detection accuracy, and best-breed throughput,
while offering flexible and cost-effective deployment solutions.

*

L

G Series Features

Powerful

Processing

Realize 2X to 4X

File Processing Power
Improved

Virtualization

Stable, Secure, and Faster
Non-Evasion Hypervisor

Economical
Value

Desirable Performance to
Price Ratio

Additional
Sandboxing VMs
Double the Dynamic

Scan Throughput

Less Hardware |
Reduced Environmental

Impact and Footprint

Elastic VM

Seat Count
Flexible VM Seat Count
in Increments of Two

012368,

*The 500G replaces the 500F, and the 1500G replaces the 1000F and 2000E.
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Detailed Summary

Advanced Threat Protection
« Advanced Al to identify zero-day threats faster and better detection

* Inline blocking to detect and protect against Zero-day Malware including ransomware; blocks
and holds malicious content at the FortiGate and sends to the sandbox for analysis/verdict

* Real-time identification of Zero-day Phishing sites including spam and malware-hosted sites

* Network threat detection in sniffer mode. Identify botnet activities and network attacks,
malicious URL visits

» Threat enrichment through FortiGuard 10C

* Sandbox Community Cloud for shared analysis within the worldwide community of
FortiSandbox deployments

System Integration Support

* File and URL submission by Security Fabric devices

* Integrated mode with FortiGate. HTTP, SMTP, POP3, IMAP, MAPI, FTP, IM, and their equivalent
SSL-encrypted versions

* Integrated mode with FortiMail. SMTP, POP3, IMAP

* Integrated mode with FortiClient EMS. HTTP, FTP, SMB

* Integrated mode with FortiWeb. HTTP

e Sniffer mode. HTTP, FTP, POP3, IMAP, SMTP, SMB
* Proxy inspection via ICAP
MTA/BCC mode via SMTP

¢ NetShare Scan mode via FTP, sFTP, CIFs, NFS, OneDrive, AWS S3 Buckets, Azure Blob, and
Google Cloud storage.

* Dynamic Threat Intelligence DB update of malicious file checksum and URL

* JSON API to automate uploading samples and downloading actionable malware indicators to
remediate

* Remote and secured logging with FortiAnalyzer, FortiSIEM, CEF servers, and syslog servers

Deployment
* File submission from integrated device(s)

» Sniffer mode deployment with TCP RST support to reset client’s connection with the
suspicious server

* Network Share Scan with large file support (e.g., ISO images, network shared folders, SMB/
NFS, AWS S3, and Azure Blob)

» Proxy adapter submission with multi-tenancy support

* OT deployment with supported services: BACnet, HTTP, IPMI, Modbus, S7comm, SNMP,
TFTP

* High-availability with Primary and Secondary nodes for redundancy

» Port monitoring for cluster fail-over

« Clustering up to 99 worker nodes for higher throughput

» Air-gapped networks support

* Aggregate interface support for increased bandwidth and redundancy

e |solated administrative traffic from VM image traffic
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Detailed Summary continued

Advanced Al Scan (Static Al Scan) Features

Integrated with the new Advanced Al engine and model

Integrated with the full FortiGuard Antivirus database of heuristic and checksum signatures
Intelligent adaptive scan profile that optimizes sandbox resources based on submissions
Parallel scan to run multiple distinct VM types simultaneously

Extracts and scan files embedded in documents

Extracts and scan URLs embedded in documents and QR Code

Extracts and scan images in documents using OCR

Integrate with third-party Yara rules

Cloud query for latest known Malware and clean files

File checksum whitelist and blacklist options

Scan URLs from submitted emails and files

Rating Engine Plus that leverages the latest FortiGuard ML rating

VM scan ratio for efficient utilization of VMs

Sandboxing VM (Dynamic Al Scan) Support

.

.

Al-powered behavioral analysis constantly learning new malware and ransomware
techniques

Concurrent dynamic analysis VM instances
OS type supported: Windows 11/10/8.1/7, macQOS, Linux, Android, and ICS systems
Customizable VMs for Windows and Linux OS

Configurable internet browser supporting Internet Explorer, Microsoft Edge, Google Chrome,
and Mozilla Firefox

Sandbox interactive mode, video-recording of malware interaction and VM screenshots
Nested VMs on premise and cloud deployment

Anti-evasion detection techniques

API Obfuscation
Bare-metal Detection
Command and Control
Direct System Calls
Execution Delay

Memory Only Payload
Process Hollowing/Injection

Runtime Encryption/Packing
System Fingerprinting

Time Bomb

User Files Check

User Interaction Check
VM/Sandbox Detection

e o o o o o o
e o o o o o

Callback detection. Malicious URL visit, botnet C&C communication, and attacker traffic from
activated malware

Downloadable captured packets, tracer logs, and screenshots

File Types Support: Windows Executable, Microsoft Office, Document/Email, Android files, Linux files,
MacOS, Web files

File Compression Support: 7z, ace* arj, bz2, gz* iso* jar, .kgb* Izh, rar, swf* tar, tgz* udf,
upx* vhd* xz, z* zip (* not supported in SaaS yet)

User-defined extensions

10
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Detailed Summary continued

Monitoring and Reporting

Al-based Threat Summary using the collected indicators and results

Dashboard widgets for connectivity and services, license status, scan performance, system
resources

Scan performance page for tracking historical usage

Real-time monitoring widgets. Scanning result statistics, scanning activities (over time), top
targeted hosts, top malware, top infectious URLs, top callback domains

Drilldown event viewer. Dynamic table including actions, malware name, rating, type, source,
destination, detection time, and download path

Reports and logging. GUI, download PDF, and raw log file

Detailed Job Report generation

Periodic logs of system status, performance, scan statistics, and system resource usage
MITRE ATT&CK v11 support

Download tracer logs, PCAP, and indicators in STIX 2.0 format

Notification emails when a malicious file is detected

Weekly reports to global email lists and administrators

TAC-report for comprehensive snapshot of system configuration and status

Administration

Ll .
= .

Configuration via GUI and CLI

Multiple administrator accounts supporting full or view only access
Radius authentication for administrators

Single Sign-0On via SAML

Self-Check widget for configurations, connectivity, and services
Cluster management page for administering the HA and cluster nodes
Centralized search page allowing administrators to build customized search conditions
Upload any license from a single convenient page

VM status monitoring

Automatic engine and signature updates

Automatic check for new VM image availability

System health check alerting system

NTP via FortiGuard support

Backup, restore, and revision of system configuration

Consolidated CLI for troubleshooting

Option to auto-submit suspicious files to cloud service for manual analysis and signature
creation

Option on NetShare scan mode to prioritize and forward files to a third-party scanning for
further scanning

"
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Deployment and Detection Specifications

FEATURE CLOUD ON PREMISE
FSA Public
FSA SaaS FSA IL MPS FSA PaaS Cloud FSA VMs FSA Hardware

Deployment and Integration
Type

Deployment Fortinet Hosted Fortinet Hosted Fortinet Hosted  Azure, AWS, GCP, OCI On Premise On Premise

Hosting Shared Shared Dedicated Dedicated Dedicated Dedicated
Integration

Security Fabric Centralized Centralized Centralized Centralized Centralized Centralized

Fabric Partner — — @

API, BCC, ICAP, MTA, NetShare, and Sniffer Mode — — only API

FortiGate Capabilities

OO 0O
0O 0O
OO 0O

Detection (Visibility and Log Enrichment) @ @ @
Prevention (Inline Blocking) @ @
Detection
Static Analysis
Advanced Al' C/)1 @‘ @‘

Static Al Engine®

©
©
©
©

Accelerated Al Pre-filter? Add-on

x>
Q
iy
o
>
>
Q
[o%
\
o
=]
>
Q
[o}
T
o
=]

Antivirus Extended DB

OO ©
OOOO

Web Filtering

©O

Dynamic Analysis

© 006
© 006
© 006

Dynamic Al Engine®

©
©

©

Analysis Time up to 60 mins 1-5 minutes 1-3 minutes 1-3

3

inutes 1-3 minutes 1-3 minutes

3
3

Universal VM*

© © ©
Real-Time Anti-Phishing Add-on © © ©
Anti-Evasion Detection @ @ @ @ @ @
IPS and C&C Detection @ @ @ @ @ @

Supported OS

Windows © © © © © ©
MacOs, Linu, Android - ©r © © © ©
Custom VM - - - @ @ @
OT Simulation — — - @ @ @

1. Available as part of “Advanced Sandbox Threat Intelligence” subscription running on firmware version 5.0.

Add-on integration with FortiNDR appliance for fast pre-filtering.

Al-powered content and behavioral analysis through Machine Learning Model updated via Sandbox Threat Intelligence subscription.
Supported on firmware version 5.0.

Dynamic Scan on Android is scheduled for 2025/Q3.

12
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Supported File Type Specifications

FEATURE CLOUD ON PREMISE

FSA Public
FSA SaaS FSA IL MPS FSA PaaS Cloud FSA VMs FSA Hardware

Supported File Type

Windows Executables

Portable executable and batch files (exe, bat) @ @ @ @ @ @

Additional format (cmd, dll, msi, jar, ps1, scr, vbs, wsf) — — @ @ @ @
Productivity Files

Microsoft Office (Word, Excel, Powerpoint, Publisher) @ @ @ @ @ @

Portable document format files (pdf) @ @ @ @ @ @

Other related files (csv, ics, rtf) - - @ @ @ @
Email

Email files (em) — - © © © ©

Links contained in emails (Ink) — — @ @ @ @
Script-based files

Windows script files (bat, hta, js, ps1, vbs) — — @ @ @ @
Web files

Common files (asp, hta, htm, html, js, Ink, url) — — @ @ @ @

Adobe Flash files (swf) - - @ @ @ @
Images

Images with QR Code and Ransomware — @ @ @ @
Additional 0S

Android application package files (apk) — @‘ @‘ @ @ @

Linux and Shell scripts files (elf, sh) — @ @ @ @ @

Macos files (dmg) — © © © © ©
Archive Common files

Common files (7z, arj, cab, bz2, bzip, gzip, Izw, rar, tar, Izh, zip, xz) @ @ @ @ @ @

Additional Archive files (ace, gz, iso, kgb, swf, tgz, udf, upx, vhd, z) — — @ @ @ @

1. Dynamic Scan on Android is scheduled for 2025/Q3.

13
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Capacity and Performance Specifications

FSA-PaaS FSA-VMS1 FSA-VMS2 FSA-VMS3 FSA-VMS4° FSA-500G FSA-1500G FSA-3000G

Capacity

Local VM Capacity 0-8 0-16 0-32 0-64 2-14 2-28 8-150

Cloud VM Expansion' 1-200 1-200 1-200 1-200 1-200 1-80 1-120 1-200
Performance and Capacity

Effective Sandboxing Throughput? (Files/Hr) 5000° 80004 24 000 48 000 96 000 10 000 32 000 160 000

Static Analysis Throughput® (Files/Hr) 10 000® 20 000* 60 000 120 000 240 000 20 000 80 000 320 000

Dynamic Analysis Throughput® (Files/Hr) 160° 2004 400 800 — 500 1000 5700

FortiMail Throughput’ (Emails/Hr) 50 000 80 000 240 000 480 000 960 000 100 000 320 000 1600 000

MTA Adapter Throughput (Emails/Hr) — 20 000 60 000 120 000 240 000 25000 80 000 320 000

Sniffer Mode Throughput (Gbps) — 1 TBD TBD TBD 0.5 4 9.6

Number of Users® 650 1000 3000 6000 12 000 1250 4000 20 000

Notes:

The FSA VMS is tested on premise Hyper-V server with corresponding CPUs, memory, and VMs.

The FSA Public Cloud BYOL could achieve similar performance based on chosen resources.

The performance of FSA SaaS, FSA IL MPS and FSA Public Cloud PAYG are not included, as they cannot be accurately measured.

1. The ranges reflect Universal VM support through firmware version 5.0.

2. Tested based on files with 80% documents and 20% executables; measured based on v5.0. Includes both static and dynamic analysis with pre-filtering enabled.

w

Tested on default Flavor-1 VM (with 4 CPUs and 8GB RAM) and 8 VMs. A higher VM flavor can be provided with 20 or more VM subscriptions for higher capacity. To inquire about VM
flavors contact your account representative.

Tested on a Hyper-V (with 16 CPUs and 32GB RAM) and 8 VMs.

Includes receiving, job handling, AV engine, Yara engine, Cloud Query; measured based on v5.0.
Tested with Static Analysis and all files are forwarded to Dynamic Analysis.

Based on a ratio of one email with attachment to 10 emails.

Based on a ratio of one user per 80 emails on 10 hour period with 10% on Dynamic Scan.

© ® N o o ~

Throughput is constrained by the 96 vCPU limit in version 5.0.

14
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Hardware Specifications

FSA 500G FSA 1500G FSA 3000G

System Information
Form Factor 1RU Appliance 1RU Appliance 2RU Appliance
Network Interfaces 4x GE RJ45 ports 4Ax GE RJ45 ports, 2x 10 GE SFP+ slots 8% 10 GE SFP+ slots
Storage 1x 960 GB 2x 960 GB RAID1 4x 2 TB RAID-10
Hot Swappable — @ @
Trusted Platform Module (TPM) © © ©
Dimensions
Height x Width x Length (inches) 1.73x17.24x14.96 1.73x17.24x24.02 3.5x17.2x25.6
Height x Width x Length (mm) 44x438%x380 44x438x%610 88x438x650
Weight (Ibs/kg) 11.42 Ibs (518 kg) 24.92 Ibs (11.30 kg) 44 1bs (20 kg)
Power
Number of Power Supplies 1x 2% 2%
Power Supply (AC/DC) 100-240V AC 50/60 Hz 100-240V AC, 50/60 Hz 100-240V AC, 50/60 Hz
Maximum Current (AC/DC) 100V/6A, 240V/3A 100V/7.5A, 240V/3.9A T00V/10A, 240V/5A
Power Consumption (Average/Maximum) 71.8 W/ 878 W 2381W/291.06 W 471.9 W [ 542.4 W
Redundancy — @ @
Hot Swappable — @ @
Environment
Forced Airflow Front to Back Front to Back Front to Back
Heat Dissipation 333.63 BTU/h 1027.22 BTU/h 1850.67 BTU/h
Operating Temperature 32°F to 104°F (0°C to 40°C) 32°F to 104°F (0°C to 40°C) 32°F to 104°F (0°C to 40°C)
Storage Temperature -40°F to 158°F (-40°C to 70°C) -40°F to 158°F (-20°C to 70°C) -40°F to 158°F (-40°C to 70°C)
Humidity 10% to 90% non-condensing 10% to 90% non-condensing 10% to 90% (non-condensing)
Compliance
Certifications FCC Part 15 Class A, RCM, VCCI, CE, BSMI, KC, UL/cUL, CB, GOST
Additional Services
24 x 7 Support @ @ @

FortiSandbox 500G FortiSandbox 1500G FortiSandbox 3000G
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FortiSandbox

Data Sheet

Integration Matrix

CLOUD APPLIANCES

Product SaaS
FORTIGATE FortiOS V7.0+

Inline Sandbox

FortioS V7.2.1+,

FortiSandbox Cloud (PaaS)
FortiOS V7.0+

Private/Public Cloud VM / Hardware
FortiOS V7.0+

FortiOS V7.4.1+ (PaaS)

FORTICLIENT FortiClient for
Windows OS V7.0+
FORTIMAIL FortiMail OS V6.2+
FORTIWEB Fortiweb OS V7.0+
FORTIADC FortiADC OS v6.0+
FORTIPROXY FortiProxy OS v7.0+

FortiProxy OS v7.4+

Ordering Information

FortiClient for FortiClient for Windows OS V7.0+

Windows OS V7.0+

FortiMail V7.0+ FortiMail OS V7.0+
Fortiweb OS V7.0+
FortiADC OS V7.0+

FortiProxy OS V7.0+

The following SKU list outlines the primary Sandbox deployment options. For full guidance, please refer to the related ordering
guides at https://www.fortinet.com/resources/ordering-guides.

Product

FortiSandbox Saas for FortiGate

Enterprise Protection FC-10-0060F-809-02-DD

(includes IL MPS) (FGT-60F)

Inline Malware Prevention Service
(IL MPS) (a la carte SKU) (FGT-60F)

FC-10-0060F-577-02-DD

Cloud Sandbox
(FGT-60F)

FC-10-0060F-100-02-DD

FortiSandbox SaaS for Security Fabric

Cloud Sandbox for FortiMail FC-10-FE2HF-123-02-DD
(FML-200F)
Cloud Sandbox for FortiWeb FC-10-WOTHE-123-02-DD
(FWB-100E)
Cloud Sandbox for FortiProxy FC1-10-XY400-514-02-DD
(FPX-400E)
Cloud Sandbox for FortiADC FC-10-AD2AF-123-02-DD
(FAD-220F)

FortiSandbox PaaS

FortiSandbox Cloud 1 VM FC1-10-SACLP-433-01-DD

FortiSandbox Cloud 5 VMs FC2-10-SACLP-433-01-DD

FortiCloud Premium Account
License

FC-15-CLDPS-219-02-DD

FortiSandbox Pub Cloud / FortiSandbox VM Appliance

FortiSandbox-VMS FSA-VMS
FortiSandbox On Premise Hardware
FortiSandbox 500G FSA-500G
FortiSandbox 1500G FSA-1500G
FortiSandbox 3000G FSA-3000G
L 1
-
-mw

Description

Enterprise Protection (IPS, Al-based Inline Malware Prevention, Inline CASB Database, DLP, App Control, Adv
Malware Protection, URL/DNS/Video Filtering, Anti-spam, Attack Surface Security, Converter Svc, FortiCare
Premium)

FortiGuard Al-based Inline Malware Prevention Service.
(Also available as part of the Enterprise Bundle)

Advanced Malware Protection (AMP) Bundle including Antivirus, Mobile Malware and FortiGate Cloud Sandbox
Service.

FortiMail Cloud Sandbox - Cloud Sandbox for FortiMail.
FortiWeb Cloud Sandbox - Cloud Sandbox for FortiWeb.
SWG Protection Bundle which includes Sandbox Cloud.

FortiADC Cloud Sandbox - Cloud Sandbox for FortiADC.

Cloud VM Service for FortiSandbox Cloud. Expands Cloud VM for Windows/macOS/Linux/Android by one.
(Maximum of 200 VMs per FortiSandbox. Requires FortiCloud Premium SKU FC-15-CLDPS-219-02-DD.)

Cloud VM Service for FortiSandbox Cloud. Expands Cloud VMs for Windows/MacOS/Linux/Android by five.
(Maximum of 200 VMs per FortiSandbox. Requires FortiCloud Premium SKU FC-15-CLDPS-219-02-DD.)

Access to advanced account and platform features. Per account license.
(See FortiCloud datasheet for included feature and license details.)

Subscription license for FortiSandbox-VM with Advanced Al bundle, supporting 16 vCPUs and expandable up to
8 Universal VMs.

Sandboxing Hardware Appliance for SMB. Includes two Universal VM count. Available VM count expansion up to
max 14 Local and 80 Cloud. Includes 1xWin11, 1xWin10, 1xOffice21 Licenses.

Sandboxing Hardware Appliance for Mid-Range. Includes two Universal VM count. Available VM count expansion up
to max 28 Local and 120 Cloud. Includes 1xWin11, 1xWin10, 1xOffice21 Licenses.

Sandboxing Hardware Appliance for Enterprise. Includes eight Universal VM count. Available VM count expansion up
to max 150 Local and 200 Cloud. Includes 4xWin10, 4xWin11, 1xOffice21 Licenses.
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Fortinet Corporate Social Responsibility Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity, with respect for human rights and
ethical business practices, making possible a digital world you can always trust. You represent and warrant to Fortinet that you
will not use Fortinet’s products and services to engage in, or support in any way, violations or abuses of human rights, including
those involving illegal censorship, surveillance, detention, or excessive use of force. Users of Fortinet products are required

to comply with the Fortinet EULA and report any suspected violations of the EULA via the procedures outlined in the Fortinet
Whistleblower Policy.

E:EHTInET www.fortinet.com

Copyright © 2025 Fortinet, Inc. All rights reserved. Fortinete, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. Al other product
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet's SVP Legal and above, with a
purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute
clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet's internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express of implied. Fortinet reserves the right to change, modify, transfer,
or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.

June 2, 2025
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Ptiloha ¢. 2
Rozklad ceny softwaru

by 1. [dodavka softwaru]

CenazalMJ |Cenacelkem
Polozka MJ | Poc¢et MJ | (KE bez DPH) | (K¢ bez DPH)
FSA-VMO0O0 Sandboxing Virtual Appliance. Available Universal VM expansion supports up to max 8 local and 200 cloud, ks 1| 211549,00 KE| 211 549,00 K&
with a total count not exceeding 200. No Universal VM count and Microsoft licenses included. [dodavka softwaru]
FSA-LIC-WIN11-1 FortiSandbox Windows Licenses Addon FortiSandbox license of Microsoft Windows 11 by 1. No Uni- ks 4 6 294,00 K¢ 25 176,00 K&
versal VM included. [dodavka softwaru]
FC1-10-FSV00-1035-02-60 FortiSandbox VMO0O 5 Year Expands FortiSandbox capacity by 1 VM clone count on Local ks 4 31 469,00 KE| 125 876,00 K&
(including Custom) and Cloud. On VM, allows up to 200 VMs. Offered as subscription service for new and existing Sand-
boxing VMs. No Microsoft license included. [sluzby a podpora]
FSA-UPG-OFFICE2021-1 FortiSandbox Office Licenses Expands FSA (Appliance/VM) licenses of Microsoft Office 2021 | ks 4 36 352,00 KE| 145 408,00 K&

Security, SandBox Engine) plus FortiCare Premium. Subscribes up to 8 VMs. [sluzby a podpora]

Technicka podpora (v rozsahu dle smlouvy) - FC-10-FSV00-500-02-60 Sandbox Threat Intelligence (Antivirus, IPS, Web Filtering, File Query, Industrial

354 387,00 K&

Technicka podpora (v rozsahu dle smlouvy) - integrace softwaru s e-mailovou gateway objednatele FortiMail. [sluzby a podpora]

67 600,00 K&

Skoleni (v rozsahu dle smlouvy)

20 000,00 K&

| Celkova cena (K& bez DPH)

| 949 996,00 K& |




Ptiloha ¢. 3
Kontaktni udaje

Objednatel
Funkce / oblast Jméno Pracovni zarazeni Telefon E-mail

Dodani softwaru

Prevzeti softwaru

Dodavatel
Funkce / oblast

Dodani softwaru

Predani softwaru




Ptiloha ¢. 4
Technicka podpora vyrobce

Zakladni pozadavky

Pozadavek SpInéni | Poznamky

Vydavani a dostupnost bezpecénostnich updatl / hotfixd / upgradd na webu vyrobce | Ano
softwaru.

Pfistup do znalostni databaze vyrobce softwaru. Ano

Moznost kontaktovani pracovnik( vyrobce softwaru za i¢elem konzultace odbornych | Ano
dotazll v rezimu 8x5 v pracovni dny.

FortiCare Technical Support

pfistup k aktualizacim softwaru, hlaseni problému vyrobci / uplatnéni technické podpory vyrobce
(vyZaduje vytvoreni uzivatelského uctu a pfihlaseni)

https://www.fortinet.com/support/contact

Fortinet Community: Support Forum
komunitni podpora (vyZaduje vytvoreni uzivatelského uctu a pfihlaseni)
https://community.fortinet.com/t5/Support-Forum/bd-p/fortinet-discussion



https://www.fortinet.com/support/contact
https://community.fortinet.com/t5/Support-Forum/bd-p/fortinet-discussion

