I cg! CELNI
\"2) SPRAVA

Smlouva na
Zajisténi ochrany ISCS proti DDoS utokim pro PIC (primarni informa¢ni centrum
GRC) a ZIC (zalozni informaéni centrum GRC)
¢. 25/600/0340
(dale jen ,,Smlouva‘)

uzaviena dle § 1746 odst. 2 a nasl. zakona ¢.89/2012 Sb., Obcanského zakoniku, ve znéni pozdé&jsich predpisi (dale
jen ,,0Z*), spiihlédnutim k ustanoveni §2358 a nasl. OZ, kzikonu ¢. 121/2000 Sb.,
o pravu autorském, o pravech souvisejicich s pravem autorskym a o zméné nékterych zakond (autorsky zakon), ve
znéni pozdé¢jSich predpisti (déale jen ,,autorsky zdkon™) a zakona €. 90/2012 Sb., o obchodnich spole¢nostech a
druzstvech (zédkon 0 obchodnich korporacich), ve znéni pozdéjsich predpistu
(dale jen ,,ZOK®), na zaklad¢ vysledku zadavaciho fizeni nadlimitni vefejné zakazky na sluzby, vedenou pod
nazvem ,Zajisténi ochrany ISCS proti DDoS utokim pro PIC a ZIC*, zadanou nabyvatelem,
jako zadavatelem, v otevieném fizeni, dle § 3 pism. b), § 56 zakona ¢. 134/2016 Sb., o zadavani vetejnych zakazek,
ve znéni pozdéjsich predpisd, (dale jen ,,ZZVZ").

Smluvni strany

Ceska republika — Generalni Feditelstvi cel

se sidlem: Bud¢&jovicka 1387/7, 140 00 Praha 4
ICO: 71214011

DICO: CZ71214011

bankovni spojeni: CNB Praha 1,

¢islo uctu: 1020011/0710

jednajici:

Spojeni:

fax:

e-mail:

ID Dat. schranky: 7puaadc
(dale jen ,,nabyvatel®)

a

ALEF NULA, a.s.

se sidlem: Pernerova 691/42, Karlin, 186 00 Praha 8
1CO: 61858579

DICO: CZ61858579

spole¢nost zapsana: v obchodnim rejstiiku vedeném Méstskym soudem v Praze, oddil B, vlozka 2727
bankovni spojeni: Komer¢ni banka

¢islo uctu: 51-3717150237/0100

zastoupena: Ing. Milanem Zinkem, piedsedou piedstavenstva

Spojeni:
e-mail:
ID Dat. schranky: ft2cp8u

(déle jen ,,poskytovatel”)

(nabyvatel a poskytovatel dale téz spolecné jako ,,smluvni strany* nebo jednotlivé jako ,,smluvni strana®).
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Cl. 1. PFedmét smlouvy

Predmét této Smlouvy je definovan v Pfiloze ¢. 1 Smlouvy, a to co do mnozstvi, druhu a délky poskytnuti
hardwarovych komponentl a softwaru, sluzeb spocivajicich, mimo jiné, v navrhovani co nejefektivnéjsiho
vyuziti Systém, v adrzb¢ a spravé Systému a uzivatelské podpofte pii jejich uzivani a dalsiho souvisejiciho
plnéni.

Poskytovatel se touto Smlouvou zavazuje zajistit nabyvateli uzivani ptislusnych hardwarovych komponenta
a software zpusobem, vrozsahu a za podminek stanovenych v této Smlouvé a téz zajistit nabyvateli
nezbytnou maintenance vyrobce v¢. zajisténi DDoS testovani, které probéhne 1x roc¢né a poskytnout
technickou podporu, v rozsahu vymezeném v Pfiloze ¢. 1 Smlouvy (dale jen ,,Sluzby* a spolecné dale jen
,»plnéni Smlouvy*). Smluvni strany ¢ini nespornym, Ze moznost uzivani software je nedilnou soucasti plnéni
Smlouvy a Ze veskeré platby za plnéni Smlouvy zahrnuji i platby za uzivani prislusného softwaru, vse, jak je
definovano v pftiloze €. 1.

Poskytovatel se zavazuje dodat nabyvateli licenéni kli¢e a ptistupové kody, které budou zaslany na email

Predmétem dodavky a soucasti plnéni Smlouvy nejsou zdrojoveé kody k jakémukoli softwaru.

Nabyvatel se zavazuje za fadn¢ poskytnuté plnéni uhradit poskytovateli cenu za poskytnuté plnéni Smlouvy
ve vysi a za podminek stanovenych v této Smlouvé.

Licence ksoftwaru poskytovand poskytovatelem, kterd je piipadné soucéasti plnéni Smlouvy,

je ulinnd od okamziku potvrzeni piijeti licenénich Klcy im emailu nabyvatele
ma e-mail poskytovatel a podpisu predavaciho
protokolu v souladu s touto Smlouvou.

Smluvni strany shodné konstatuji, Ze na zakladé¢ Smlouvy nedochazi k Zadnému pievodu vlastnictvi prav
k duSevnimu vlastnictvi. Stejné tak nedochazi na zdkladé Smlouvy k zddnému jinému pievodu vlastnického
prava.

Cl. 2. Misto a doba plnéni

Mistem plnéni pfedmétu Smlouvy je v pripade:
a) PIC — primarni informacni centrum, Budéjovicka 1387/7, 140 00 Praha 4,
b) ZIC — zalozni informacni centrum, Centrum sdilenych sluzeb, s. p., Na Vapence 915/14, 130 00

Praha 3.
Zahajenim poskytovani plnéni Smlouvy se rozumi piedani vSech hardwarovych a softwarovych komponent
plnéni Smlouvy a zahajeni poskytovani Sluzeb, a potvrzeni prevzeti téchto komponent a pocatku poskytovani
Sluzeb nabyvatelem prostfednictvim emailu. O vSech téchto skute¢nostech smluvni strany nasledné podepisi
odpovidajici pfedavaci protokol. V den podpisu protokolu, dle predchozi véty, je poskytovatel povinen
zahdjit poskytovani veskerych Sluzeb dle této Smlouvy a nabyvatel je povinen hradit cenu za poskytnuti
plnéni Smlouvy.
Poskytovatel se zavazuje zpfistupnit licenéni klice a pristupové kody dle ¢l. 1. odst. 1.3 a 1.6 této Smlouvy
véetn¢ odstavce 2.1 tohoto ¢lanku a nabyvatel se zavazuje je pievzit do 14 kalendainich dnti G¢innosti této
Smlouvy.
Dnem, od kterého je poskytovatel povinen poskytovat nabyvateli plnéni dle této Smlouvy
a od kterého je nabyvatel povinen hradit poskytovateli cenu za plnéni Smlouvy, je den podpisu piedavaciho
protokolu ve smyslu odstavce 2.1 tohoto ¢lanku.
Doba plnéni predmétu Smlouvy je 36 (tficeti Sesti) po sob¢ jdoucich kalendainich mésict ode dne pocatku
ucinnosti Smlouvy.

Cl. 3. Cena a platebni podminky
Nize uvedené ceny jsou uvedeny v Pfiloze €. 2 této Smlouvy.
a) Celkova cena za pfedmét plnéni Smlouvy po dobu jeji u€innosti ¢ini:
6 678 000,- K¢ bez DPH
8 080 380,- K¢ véetné 21 % DPH
Cena za prfedmét plnéni (poskytnuti Software vé. HW, maintenance a technické podpory v rozsahu 360
¢lovékohodin, DDoS testovani).

b) Cena za mé&si¢ni plnéni Smlouvy ¢ini:
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185 500,- K¢ bez DPH
224 455,- K¢ véetné 21 % DPH

Cena za ptipadnou softwarovou ¢ast plnéni Smlouvy zahrnuje téZz cenu pfenosového média, pokud je
software na ném dodavan, a veskeré naklady souvisejici s dodanim do mista plnéni.

Nabyvatel uhradi cenu za dil¢i plnéni Smlouvy v 36 (tficeti Sesti) mésic¢nich splatkach, a to vzdy na zakladé
odpovidajiciho danového dokladu (dale jen ,,dil¢i faktura®) vystaveného poskytovatelem.

Smluvni cena dle odstavce 3.1 tohoto ¢lanku smlouvy je cenou nejvyse piipustnou, kterou je mozno prekrocit
jen v piipadé, Ze v pribéhu ucinnosti této Smlouvy dojde ke zméné (sniZeni/zvysSeni) zadkonné sazby DPH.
V takovém piipad€ bude cena predmétu Smlouvy upravena (sniZena/zvySena) tak, aby odpovidala takové
zméné zakonné sazby DPH. O této skute¢nosti neni nutné uzavirat dodatek k této Smlouvé.

Dil¢i faktura bude poskytovatelem vystavena nejpozdéji do 10 kalendainich dnt od konce mésice, ve kterém
bylo dil¢i plnéni Smlouvy nebo jeho jednotliva ¢ast na zakladé Smlouvy poskytovano.

Splatnost fadné vystavené dil¢i faktury, obsahujici nalezitosti dle ptislusnych pravnich ptedpist, ¢ini 30 dnt
ode dne prokazatelného doruceni nabyvateli do sidla uvedeného v této Smlouvé nebo do datové schranky
s nasledujicimi parametry: ID datové schranky ,,Generalni feditelstvi cel”: 7puaadc.

Dil¢i faktury musi obsahovat nalezitosti dafiového dokladu podle § 435 OZ, podle § 7 ZOK, podle zakona €.
563/1991 Sb. o ucetnictvi, ve znéni pozd¢jsich piedpisti a podle § 29 zakona ¢. 235/2004 Sb., o dani z piidané
hodnoty, ve znéni pozd¢jsich predpist (dale jen ,,zakon o DPH®) a odkaz na tuto Smlouvu.

Dil¢i faktura musi obsahovat také evidenéni ¢islo této Smlouvy. Pokud dil¢i faktura nebude obsahovat
stanovené nalezitosti dle této Smlouvy, nebo v ni nebudou spravné uvedené udaje, je nabyvatel opravnén
vratit dil¢i fakturu ve lhut€ 10 (slovy: deseti) pracovnich dntiod jejiho prokazatelného obdrzeni
poskytovateli, s uvedenim chybéjicich nalezitosti nebo nespravnych tdaji. V takovém ptipadé bude dil¢i
faktura poskytovatelem opravena anova lhita splatnosti
v délce 30 dni zacne plynout ode dne prokazatelného doruceni opravené dil¢i faktury zpét nabyvateli.
V ptipadé, ze nabyvatel dil¢i fakturu vrati, pfestoze dil¢i faktura je spravna a predepsané nalezitosti obsahuje,
zlstava v platnosti puvodni lhiita splatnosti dilei faktury
a pokud nabyvatel dil¢i fakturu nezaplati v piivodnim terminu splatnosti, je v prodleni.

Penézni zavazek nabyvatele se povazuje za v€as splnény dnem pfipsani pfislusné ¢astky ve prospéch uctu
poskytovatele. Platba dil¢i faktury bude provedena bezhotovostnim pievodem nabankovni tucet
poskytovatele, jenz je uveden v této Smlouve.

Platby budou probihat vyhradné v K¢ a rovnéz veskeré cenové udaje budou v této méné.

Smluvni strany si dojednaly, Ze nabyvatel je opravnén provést zajiStovaci thradu dané z pfidané hodnoty ve
smyslu ustanoveni § 109a zdkona o DPH, na ucet piislusného spravce dané, jestlize
se poskytovatel stane ke dni poskytnuti uplaty za uskutecnéné zdanitelné plnéni nespolehlivym platcem dané
ve smyslu ustanoveni § 106a zakona o DPH.

CL 4. Ochrana obchodniho tajemstvi a divérnych informaci

Ob¢ smluvni strany berou na védomi, ze tato Smlouva a veskerd prava, povinnosti azavazky
z ni vyplyvajici, jsou povazovany za davérné a smluvni strany se zavazuji zachovavat o nich mléenlivost. To
neplati,  je-li  poskytnuti  informace  tfeti  osob& nezbytné pro  plnéni  zavazku
z této Smlouvy.

Smluvni strany timto souhlasné prohlasuji, Ze nepovazuji za poruSeni ochrany obchodniho tajemstvi ve
smyslu ustanoveni § 504 OZ a ustanoveni § 1730 odst. 2 OZ situace, pokud smluvni strana poskytne v
rozsahu nezbytné nutném divérné informace dle této Smlouvy svym pravnim, ucetnim nebo danovym
poradctim, za predpokladu, ze jsou tyto osoby vazany zakonnou nebo smluvni povinnosti mlé¢enlivosti
alesponl v rozsahu stanoveném v této Smlouve. Za poruseni nebude dale povazovana situace, kdy je povinnost
poskytnuti informaci dana pravnimi pfedpisy ¢i na zakladé€ rozhodnuti organu vetfejné moci.

V ptipadé€ pfistupu k osobnim udajim, které jsou vramci plnéni Smlouvy zpracovavany, se timto obé
smluvni strany zavazuji k tomu, Ze pifi své ¢innosti budou postupovat v souladu s Natfizenim Evropského
parlamentu a Rady (EU) 2016/679 a zakona ¢. 110/2019 Sb., o zpracovani osobnich idajt, zejména:
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a) piijmou takova opatfeni, ktera zajisti nalezité zabezpe€eni zptistupnénych osobnich tdajl, vcetné jejich
ochrany pomoci vhodnych technickych nebo organizacnich opatfeni pted neopravnénym ¢i protipravnim
zpracovanim a nahodnou ztratou, zni¢enim nebo poskozenim,

b) budou se zpfistupnénymi osobnimi udaji nakladat pouze v rozsahu nezbytné nutném k plnéni predmeétu
dila,

¢) budou zachovavat ml¢enlivost ohledné zptistupnénych osobnich tidaju,

d) v pfipadé zapojeni tieti strany do plnéni pfedmétu dila je poskytovatel povinen tuto stranu smluvné
zavazat k plnéni vyse uvedenych povinnosti v oblasti ochrany osobnich udaj.

CL. 5. Servisni a reklama¢ni podminky, FeSeni vad a zaruky

Pocinaje dnem prevzeti predmétu plnéni Smlouvy nabyvatelem dle ¢l. 2. odst. 2.3 této Smlouvy odpovida
poskytovatel za funk¢nost hardwarovych komponent poskytovanych v ramci plnéni Smlouvy, tak jak jsou
vymezeny v ptiloze €. 1 s tim, Ze se dale uplatni SLA ujednani uvedena v piiloze €. 3 této Smlouvy.

Nabyvatel odpovida za uzivani Software v ramci plnéni Smlouvy v souladu s SLA ujednanimi
ve smyslu pfilohy €. 3 této Smlouvy ¢i na zakladé samostatného ujednani nabyvatele a poskytovatele.

Ptipadné reklamace nebo naroky z odpovédnosti za vady plnéni Smlouvy nebo ze souvisejici odpovédnosti
za Skodu bude uplatiiovat nabyvatel ptimo viic¢i poskytovateli v souladu s postupem uvedenym v ptiloze €. 3
této Smlouvy.

Poskytovatel se zavazuje garantovat dostupnost pro opravy, odstranovani zavad a upgrade plnéni Smlouvy v
souladu s pfilohou €. 3 této Smlouvy.

CL 6. Sankéni ujednani

Pro ptipad prodleni nabyvatele se zaplacenim dil¢i faktury je nabyvatel povinen zaplatit poskytovateli Girok
z prodleni dle natizeni vlady ¢. 351/2013 Sb., kterym se urcuje vyse urok z prodleni a nakladd spojenych s
uplatnénim pohledavky, uréuje odména likvidatora, likvida¢niho spravce a ¢lena organu pravnické osoby
jmenovaného soudem a upravuji nékteré otazky Obchodniho véstniku a vetejnych rejstiikli pravnickych a
fyzickych osob a evidence svétenskych fondl a evidence udajti o skutecnych majitelich, ve znéni pozd¢jsich
predpist.

V ptipadé prodleni poskytovatele se zahajenim poskytovani plnéni Smlouvy vznika nabyvateli narok na
smluvni pokutu ve vysi 0,05 % (slovy: pét setin procenta) zcelkové ceny plnéni
za 36 mésict, za kazdy zapocaty den prodleni.

Pfi nedodrzeni lhit dle €l. 5. odst. 5.4 této Smlouvy vznika nabyvateli v pfipad¢ lhiit vymezenych v hodinach
narok na smluvni pokutu ve vysi 500,- K¢ (slovy: pést set korun Ceskych) za kazdou zapocatou hodinu
prodleni a v pripadé lhat vymezenych ve dnech vznika nabyvateli narok
na smluvni pokutu ve vysi 10 000,- K¢ (slovy: deset tisic korun ceskych) za kazdy zapocaty
den prodleni.

Z4dna ze smluvnich stran neodpovida za §kodu zptisobenou porusenim svych povinnosti vyplyvajicich z této
Smlouvy, bylo-li zptisobeno okolnostmi vylucujicimi odpovédnost ve smyslu ustanoveni § 2913 odst. 2 OZ.

Sankce i nahrada zpiisobené Skody jsou splatné do 30 kalendéinich dnti ode dne doruceni pisemné vyzvy k
zaplaceni spolecné s pfisluSnym datovym dokladem — fakturou smluvni strané, ktera
je povinna pfisluSnou sankci nebo nahradu skody zaplatit.

Neni-li dale stanoveno jinak, zaplaceni jakékoliv sjednané smluvni pokuty nezbavuje povinnou smluvni
stranu povinnosti splnit své zadvazky a rovnéz ji nezbavuje povinnosti uhradit nahradu skody vzniklé v
souvislosti s porusenim jejiho zavazku v plné vysi. Dale si smluvni strany vyslovné ujednaly, Ze v ptipadé
poruseni dle odstavce 6.1 tohoto ¢lanku odpovida vyse Grokli nahrade skody.

Smluvni strany si vyslovné€ ujednaly, Ze k jinym nez v tomto ¢lanku uvedenym a dale napf. ustné sjednanym
smluvnim sankcim, jakoz i k smluvnim sankcim sjednanym dodatec¢né, nebude ptihliZzeno.

Smluvni strany si vyloucily aplikaci ustanoveni § 1806 OZ, tzn. ze troky z Grokt nelze pozadovat.
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Cl. 7. Rozhodné pravo a feSeni sporii
Prava a povinnosti smluvnich stran vyplyvajici z této Smlouvy se fidi zejména OZ.

Smluvni strany se zavazuji vyvinout maximalni usili k odstranéni vzajemnych spori vzniklych na zaklade
Smlouvy nebo v souvislosti sni, vcetné spordi o jeji vyklad ¢i platnost a wusilovat se
o smirné vyfeseni téchto sport nejprve prostiednictvim jednani kontaktnich osob nebo povétenych zastupct.

Smluvni strany podle § 89a zakona ¢. 99/1963 Sb., ob¢ansky soudni fad, ve znéni pozd¢jsich predpist urcu;ji
jako mistné pfislusSny soud Obvodni soud pro Prahu 1; v pfipad¢, Ze podle procesnich piedpisi je
k rozhodovéani véci v prvnim stupni pfislusny krajsky soud, urcuji smluvni strany jako mistné ptisluSny soud
Méstsky soud v Praze.

CL 8. Trvani Smlouvy

Tato Smlouva nabyva platnosti dnem jejiho uzavieni a G€innosti dnem uvetejnéni v registru smluv. Smlouva
se uzavira na dobu 36 (tficeti Sesti) po sobé jdoucich kalendainich mésict.

Smluvni strany si vyslovné ujednaly, Zze nabyvatel neni opravnén tuto Smlouvu vypoveédét
po dobu poskytovani plnéni Smlouvy v souladu se Smlouvou.

Nabyvatel 1 poskytovatel jsou opravnéni od této Smlouvy odstoupit v pfipadé jejiho podstatného poruseni
druhou smluvni stranou. Odstoupeni se provadi pisemnym oznamenim a je uc¢inné jeho dorucenim na adresu
uvedenou v této Smlouvé.

Za podstatné poruseni se povazuje:

a) ze strany poskytovatele prodleni pii plnéni terminu predani Software stanoveného
v CL. 2. odst. 2.1 této Smlouvy delsi nez 30 (slovy: tficet) dni,

b) ze strany nabyvatele zejména prodleni pii hrazeni smluvni ceny poskytovateli delsi
nez 30 (slovy: tricet) dnti a/nebo poruseni kterékoliv technické ¢i jiné podminky vztahujici
se k plnéni Smlouvy, které jsou uvedeny ve Smlouvé, zejména v jeji piiloze ¢. 3 této Smlouvy.

Cl. 9. Zavéreéna ustanoveni

Tato Smlouva predstavuje Gplnou dohodu smluvnich stran o predmétu této Smlouvy a nahrazuje veskera
ptredesla ujednani smluvnich stran Gstni i pisemna.

Tuto Smlouvu je mozné ménit pouze pisemnou dohodou smluvnich stran ve formé vzestupné ¢islovanych
dodatkli této Smlouvy, podepsanych za kazdou smluvni stranu osobou nebo osobami opravnénymi
zastupovat jménem smluvnich stran. Smluvni strany si dale ujednaly, ze k jinym formam nebude pfihlizeno
a nebudou jimi vazany.

Pokud by se kterékoliv ustanoveni této Smlouvy ukazalo byt neplatnym nebo nevynutitelnym nebo se jim
stalo po uzavieni této Smlouvy, pak tato skutecnost nepusobi neplatnost
ani nevynutitelnost ostatnich ustanoveni této Smlouvy, nevyplyva-li z donucujicich ustanoveni pravnich
piedpist jinak. Smluvni strany se zavazuji takové neplatné ¢i nevynutitelné ustanoveni nahradit platnym
a vynutitelnym ustanovenim, které je svym obsahem nejbliz§i G¢elu neplatného ¢i nevynutitelného
ustanoveni.

Smluvni strany se zavazuji, ze veskeré spory, které mezi nimi vzniknou, budou fesit primarné¢ smirnou cestou
(dohodou). Pokud nedojde k dohod¢, budou spory feseny vécné a misté prislusnymi obecnymi soudy Ceskeé
republiky.

Poskytovatel se zavazuje, Ze po celou dobu Uc¢innosti této Smlouvy bude mit sjednanou i¢innou pojistnou
smlouvu pro piipad zpusobeni Skody v souvislosti s vykonem pifedmétné smluvni Cinnosti s limitem
pojistného plnéni v minimalni vysi 20 000 000,- K¢, kterou kdykoliv
na pozadani predlozi zastupci nabyvatele k nahlédnuti.

Pro pfipad, Zze kterékoliv ustanoveni této smlouvy se vbudoucnu stane neldcinnym
nebo neplatnym, smluvni strany se zavazuji bez zbyte¢nych odkladti nahradit ho novym ustanovenim.

Smluvni strany si ujednaly, ze zavazky vyplyvajici z této Smlouvy se promlcuji ve 1huté 10 let ode dne, kdy
smluvni strana mohla poprvé toto pravo uplatnit.

Poskytovatel vyslovné souhlasi s tim, Ze nabyvatel tuto smlouvu uvefejni na svém profilu v plném znéni
v souladu se ZZVZ.
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9.9  V souladu se zdkonem ¢. 340/2015 Sb. o registru smluv, se smluvni strany dohodly, Ze nabyvatel zasle tuto
Smlouvu spravci registru smluv k uverejnéni ve lhite, stanovené timto zékonem. Osobni udaje smluvnich
stran pred odeslanim budou anonymizovany v souladu se zakonem
¢. 110/2019 Sb., o zpracovani osobnich udaji.

9.10 Smluvni strany si vyslovné ujednaly, Ze tuto Smlouvu nelze postoupit na fad. Zadna ze smluvnich stran neni
opravnéna  vtélit  jakékoliv prdvo plynouci ji ze Smlouvy nebo zjejiho  poruseni
do podoby cenného papiru.

9.11 V piipadé rozporu mezi touto Smlouvou a jejimi piilohami, ptipadné dalSimi podminkami uzivani predmétu
Smlouvy, ma vzdy piednost ustanoveni této Smlouvy.

9.12 Obé¢ smluvni strany podpisem této smlouvy potvrzuji, Ze touto smlouvou kompletné upravily sva vzajemna
prdva a povinnosti a vylucuji, aby nad ramec vyslovnych ustanoveni této smlouvy
a jejich ptiloh byla dovozovana jakakoliv jejich prava ¢i povinnosti.

9.13 Smluvni strany obdrZzi po jednom elektronickém originalu uzaviené Smlouvy.

9.14 Nedilnou soucast Smlouvy tvofi tyto ptilohy:

Ptiloha ¢. 1: Technicka specifikace
Ptiloha €. 2: Kryci list nabidky
Piiloha ¢. 3: Licenéni podminky, Technické podminky a SLA wujednani (pfilozi poskytovatel
ze své nabidky)
Piiloha €. 4: Seznam ¢lenti realiza¢niho tymu (pfilozi poskytovatel ze své nabidky).
Nabyvatel Poskytovatel
V Praze dne V Praze dne 11.8.2025

. Digitally signed by
Ing' Mllan Ing. Milan Zinek

H Date: 2025.08.11
Zinek 14043040200
ALEF NULA, a.s.
Ing. Milan Zinek

Predseda predstavenstva

NetScout Systems, Inc.



Priloha ¢. 1 — Technicka specifikace predmétu verejné zakazky

Technické poZzadavky

Zadavatel vramci ochrany infrastruktury pred volumetrickymi DDoS utoky vyuziva sluzby
poskytovatele internetové konektivity T-Mobile zaloZené na technologii Arbor. Vzhledem k tomu, Ze
optimalniho automatizovaného zabezpeceni Ize dosahnout pouze kombinaci lokalniho boxu s nadfazenou
sluzbou, musi byt nabizené zarizeni kompatibilni se sluzbou Cloud Signaling navazanou na mitigacni
systém Arbor Sightline, ktery je poskytovan v ramci konektivity.

Zajisténi ochrany ISCS proti DDOS utokiim

POZADAVKY KUPUJICIHO NABIDKA PRODAVAJICIHO
DDOS ochrana Zde vypliite spInéni poZadavku a popis splnéni
DDOS ochrana ISCS slouzi k monitorovani a
« | ochrané sitovych zafizeni a serveru ISCS pred Spliuje - - R
PC utoky z Internetu, jejichz cilem je odepfeni| (Ano/Ne) ot el
dostupnosti ISCS.

Pozadované vlastnosti:

Funkcionalita ochrany informacnich systémt Celni v . . y
y Y Zatizeni je instalovano na lince k ISP pied router

I Spravy (ISCS) je zamétena primarné na ochranu ANO Sl
perimetru ISCS.
 raent ochrany inf “nich )
g |Arueen dostupnosti ochrany informacnic ANO Budou zakoupeny dva boxy active DC/cold standby DC.

systémi Celni spravy.

V piipadé vypadku ochrany informacnich systému
3 | Celni spravy (ISCS) zabranéni vypadku konektivity ANO Zajistuje hardware bypass NIC.
pro chranéna zatizeni ISCS.

4 | Poskytnuti okamzité ochrany proti hrozbam. ANO Inline zafizeni je schopno realtime mitigace.

Moznost dalsiho rozsifeni o schopnost spravovat

veskeré moznosti ochrany informacnich systému. Ano, nase feSeni umoziuje budouci rozsifeni o centralni

Celni spravy (ISCS) proti DDoS tutokim z jednoho management pro spravu obou boxti (AEM).

rozhrani.

Poskytnuti pokrocilé moznosti nastaveni ochrany Zatizeni umoziuje detailni nastaveni mnozstvi ochrannych
6 . e ANO d ;

proti DDoS utokim. pravidel v rozmezi vristev L4-L7.

Moznost v piipadé volumetrického DDoS utoku
7 |velkého objemu  automaticky  signalizovat ANO Zajistuje funkei Cloud Singaling.
poskytovateli Internetu zadost o pomoc s obranou.

Poskytovat ochranu proti botnetim a novym
aplika¢nim ttoktim diky pravidelnym aktualizacim
(Soucasti nabidky musi byt bezpecnostni
subskripce Atlas Intelligence Feed)).

ANO Subskripce AIF je soucasti nabidky.
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Umoznit prochazeni detaill o sitovém provozu, a

Zatizeni disponuje nastrojem realtime inspekce packetil a

9 |to jak v realném case, tak i zpétné. ANO zaroven bude logovat historické informace o napadenych
adresach a titocnicich.
10 Umoznit vytvateni reporta. ANO Pravidelné nebo ad hoc reporty o napadenych adresach a
utocich.
Kapacita zatizeni od 100Mbps po 40Gbps. Zatizeni umoziiuje upgrade licence az do 40Gbps. Pienos
11 ANO . s m "
dat bude podminén dostateénou kapacitou interfact.
Moznost  budouciho  rozSifeni o  funkci
automatického navrhu nastaveni mitigaci s pomoci Ano, spole¢né s centralnim management je mozné doplnit
12| machine learning algoritmu, ktery se uci z provozu ANO subskripce Adaptive DDoS.
béhem DDoS utoku. (Subskripce Adaptive DDoS).
Pozadované funkce:
Dodavatel musi zajistit dodavku nového zafizeni
ISCS Arbor Edge Defense 8xxx vcetné licenci Arbor Edge Defense. Arbor
s kapacitou zatizeni od 100Mbps po 40Gbps, vetné AE-08100-02SWA Certified software license
implementace, instalace, maintenance a lokalni for 2 Gbps of clean traffic
podpory.
Arbor Edge Defense (AED).
Ar ifi ft
AE-08100-02SWA-Hgg | Zror Certified software
license for 2 Gbps of clean
13 ANO traffic
A-9ANV00 Arbor Ent(?rprlse Manager
licence
Implementace a instalace jsou soucasti sluzby vcetné
testovani 3x za 3 roky
Dodavatel musi zajistit funkénost celkového feSent Avnet certified HW for
. E-08114-HWBAA
DDOS ochrany informac¢nich systémi Celni spravy - - Netscout AED
14 (ISCS) a to sjednocenim nového a stavajiciho ANO . 5} .
pouzivaného feseni DDOS ochrany ISCS, které je V ramei projektu bude fladefla pczdp?ra‘l Stfwajlc%lo Ll
typu Arbor Edge Defense 8xxx, pod tuto jednu DDoS ochrany s nové dodavanym feSenim a vse bude
sl GV, nasledn¢ zatazeno pod jednu smlouvu.
Automatickd ochrana proti utokim s vyuzitim
kombi t i limita k iki Iy .
15 omb’m’acev nasvavex.n it omu'n ,ace aand ylzy ANO Pomoci nastaveni baseline, které se uci z provozu.
chovani, v¢etn¢ maitenance a lokalni podpory této
DDOS ochrany.
Automaticka ochrana proti aplika¢nim utoktim diky
pravidelné aktualizované databéazi
harakteristickych / znamych ttoki . ATLA
16 | 1ara- i Znamycvh uvoku (nap ' 3 ANO Pomoci nastaveni AIF feed ochran.
Intelligence  Feed), vcetné implementace,
maitenence a lokalni podpory unového i stavajiciho
feSeni DDOS ochrany ISCS.
17 Moznost nastavit ochranu pro specifické zafizeni ANO Pomosi Seomrity Groups.

nebo skupinu zatizeni.
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Moznost upravy definic chovani, které identifikuje

1 : , AN P i .
8 datorv tolk jako Seodlive: O omoci Server Group rulesett
19 ?chopnost monitorovat chod zafizeni v redlném ANO Pamioet syslag tieho samp.
Case.
20 Moznost obrany proti utoku automaticky nebo ANO Pomoci active/inactvie modi, automatizace Cloud
ruéng, dle pozadavku uzivatele. Singalingu.
21 | Moznost provadét packet capture na zatizeni. ANO Pomoci nastroje packet inspection.
22 | MozZnost vyuziti API pro pfistup k funkcim zafizeni. ANO REST API rozhrani.
Dodavané fteSeni v pfipadé ,,volumetrick¢ho*
DDoS ttoku (utoku velkého objemu) automaticky
23 mgnah;u.Je vs:luzbe poskytovatele [ntemetovev: ANO Bude zajistovat funkce Cloud Signaling.
konektivity zadost o pomoc s obranou ve formé
Cisténi zavadného provozu technologii
poskytovatele.
Maintenance & Support
Dodavatel musi zajistit maintenance a podporu
dodavaného nového =zafizeni 1 stavajiciho .
: Polozka M ki { .
24 | pouzivaného zatizeni DDOS ochrany informacnich ANO olozika Mabtenanes & Sup p ot Zalgsupeni ny dane
o C - i obdobi.
systémt Celni spravy - HW i licence na 36 mésici
a v8e zahrnuto pod jednotnou smlouvu.
Podpora je realizovana partnerem dodavatele v minimalnim rozsahu, viz body nize:
25 | Technicka podpora po telefonu a emailu. ANO Telefon a mail pro hlaseni incidentd.
26 | Dostupnost 24x7x365. ANO Tym drzici pohotovost 24/7.
27 | Pristup na webové stranky zakaznického portalu. ANO Portal na zadavani ticketa.
28 | Softwarové aktualizace. ANO Instalace aktualnich vydanych SW verzi.
Zajisténi lokalni podpory dodavatele feSeni Arbor AIF-AE-08100-02SWA- 5
AIF tion fi
Edge Defense 8xxx. ADV-3YR subseription feed
29 ANO
AIF-AE-08100-02SWA- AIF subscription feed for
HSS-ADV-3YR HSS
Platnost lokalni podpory na 36 mésict. MNT-AE-08100-02SW A- Maintenance for AED 8100
platform HW and SW for
T3-3YR
36months.
30 AND MNT-AE-08100-02SWA- | Maintenance for AED 8100
HSS-T3-3YR HSS platform HW and SW.
MNT-A-9ANV00-T3-3YR Maintenance for AEM
31 | Dodrzeni SLA v rozsahu viz nize ANO Reseno smlouvou o podpoie
Garantované casové lhity:
., Response S
Kategorie zavady . Fix Time
Time
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Kriticka 2 hodiny 6 hodin
Vysoka 2 hodiny 12 hodin
Stitedni 8 hodin 2 dny
Nizka p?f‘iii‘i‘j:; I tyden
Informace Best effort Best effort

Kategorie servisniho pozadavku

Definice kategorie servisniho poZadavku

Priorita 1

Kriticka

Zatizeni Objednatele zcela selhalo nebo je rozsahle
poskozeno. Nékterée nebo vsechny casti
software/softwarova aplikace podporujici hlavni procesy
selhaly a jsou zcela nefunkéni nebo je jejich funkcnost
omezena tak, Ze je kritickym zptisobem ovlivnéna ¢innost
Zatizeni.

Priorita 2

Vysoka

Zatizeni je funkéni pouze Ccasteéné. Nekteré casti
software/softwarova aplikace podporujici hlavni procesy
selhaly a jsou zcela nefunkéni nebo je jejich funkcnost
omezena tak, ze je zadsadnim zptisobem ovlivnéna ¢innost
Zatizeni.

Priorita 3

Stiedni

Zatizeni je funkcni pouze Castecné. Zarizeni Objednatele je
vyrazné ovlivnéno z divodu selhani nebo omezeni nékteré
ze systémovych funkci podporujicich dilezité cinnosti
Zatizeni.

Priorita 4

Nizka

Zatizeni je plné operativni, pouze nckteré funkce jsou
omezeny. Tato kategorie zaroven zahrnuje funkce, které
sice prokazateln¢ zcela selhaly, ale nejsou v dany moment
vyuzivany a nemaji zadny vliv na fadny chod Zafizeni.
Zavada ma pouze zanedbatelny vliv na chod Zafizeni.

Priorita 5

Informace

Zafizeni je pln¢ operativni, Zavada je pouze kosmetického
charakteru. Zavada nema vliv na ¢innost Systému, nebo se
jedna o zadost o vysvétleni — dotaz.

Lokalni podpora feseni DDoS ochrany zahrnuje kompletni $kalu sluzeb spojenou s feSenim a odstranénim technickych problému
v Ceském jazyce. Jedna se predevsim o tyto aktivity:

Zajisténi lokalni podpory feSeni DDOS ochrany

32 ISCS. ANO Bude feseno smlouvou o podpofte.
Zajisténi lokalni podpory nového feseni DDoS

AN Bude tes | fe.

33 achtany ISCS. (@) ude feSeno smlouvou o podpore
Ptijeti a registrace hlaSeni zavady prostfednictvim
servisntho modulu dodavatele. Tento servisni

4 ; . Bude fe$ | fe.

. modul zahrnuje kompletni $kalu sluzeb spojenou s 5hD nds Yebeno soilawson o padpats

feSenim a odstranénim SW chyb.
35 | On-line podpora. ANO Bude feseno smlouvou o podpofte.
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36

Diagnostika zavad Software a diagnostika nastaventi
Software v misté plnéni nebo prostfednictvim
dalkového pfistupu.

ANO

Bude feseno smlouvou o podpofte.

37

Reseni incidentil na konfiguraéni Girovni Software.

Bude feSeno smlouvou o podpore.

38

Zptistupnéni  nejnovéjSich  aktualizaci SW
vydanych vyrobcem.

ANO

Bude feseno smlouvou o podpore.

39

Prace servisniho experta pifi feSeni servisnich
pozadavkd.

ANO

Bude feseno smlouvou o podpore.

40

Naklady na dopravu servisniho experta pfi feSeni
servisnich pozadavkl v misté plnéni.

ANO

Bude feSeno smlouvou o podpofte.

41

Obnoveni funkce zafizeni po ztraté systémovych
dat nahranim zalohy dodané kupujicim.

ANO

Bude feSeno smlouvou o podpofte.

42

Proaktivni, pravidelna kontrola Software — kontrola
nastaveni, bezpec¢nostnich politik, reportii apod.,
konzultace.

Bude feseno smlouvou o podpofte.

43

Profylaxe, rozsifeny monitoring (performance a
funk¢ni monitoring, kontrola logi).

ANO

Bude feseno smlouvou o podpore.

PozZadované vlastnosti HW:

44

Format zatizeni: HW appliance, max 2 RU
dodavana v provedeni pro montdz do rackové
skiiné 19 vcetné veSkerého pfisluSenstvi pro
montaz a ptipojeni, dle doporuceni vyrobce.

ANO

2RU

45

Dodavané zafizeni musi umoziovat redundantni
zdroje AC napéjeni a oba zdroje musi byt obsazeny
v dodavce.

ANO

2x Hot Swap 850W AC

46

Traffic Interface (Interface pro inspekci provozu)
10 Gbit LR, SM s funkci hardware bypass pii
vypadku napajeni.

ANO

4 x 10 GigE bypass ports LR

47

Dedikovany Out Of Band Management port 1Gbit
Ethernet a konzolovy ptistup RJ-45.

ANO

2 x 1Gbit Ethernet copper
Ix Serial console RJ-45

Dalsi pozadavky:

48

Pravidelné testovani funkcionality DDoS ochrany
vcetn¢ ovéfeni funkcionality sluzeb operatora. Test
bude provadén z vné¢jSiho prosttedi a bude
simulovat realné volumetrické i aplikaéni DDoS
titoky cilené na prostfedi ISCS. Ukolem bude
ovéfeni funkénosti HW, spravnosti nastaveni
internich boxti i nadfazenych boxt operatora,
véetné overeni fungovani vnitinich bezpecnostnich
procestt GRC i reakéniho teamu operatora. Test
bude provadén minimalné 1x ro¢né.

ANO

Bude feseno smlouvou o podpote

Pozn.: Dodavatel vyplnuje Zluté oznacena pole.
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K realizaci vefejné zakazky muze byt vybran pouze dodavatel, ktery nabidne plnéni, které spliiuje vSechny
pozadavky zadavatele uvedené v tabulce vyse, tj. dodavatel, ktery ve sloupci ,,Spliuje ANO/NE® uvede do zluté
podbarvenych poli ,,ANO* a ve sloupci ,,Popis skute¢ného naplnéni pozadavku* uvede do zluté podbarvenych poli
konkrétni zpisob splnéni pozadavku zadavatele.
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Priloha ¢. 2: Kryci list nabidky

KRYCI LIST NABIDKY

Nadlimitni vefejna zakazka na sluzby

Nazev: Ochrana ISCS proti DDoS utokim pro PIC a ZIC

zadavana v otevieném Fizeni dle § 56 zakona ¢. 134/2016 Sb., o zadavani verejnych zakazek,
ve znéni pozdéjsich predpisl

Zadavatel
Nazev: Generalni reditelstvi cel
Sidlo: Budéjovicka 1387/7, 140 96 Praha 4
ICO: 71214011
Dodavatel
obchodni firma/nazev/jméno a ALEF NULA, a.s.
prijmeni:
sidlo/misto podnikani dodavatele: Pernerova 691/42, Karlin, 186 00 Praha 8
korespondencni adresa: Pernerova 691/42, Karlin, 186 00 Praha 8
jméno a podpis osoby/osob
opravnéné/opravnénych jednat Ing. Milan Zinek
jménem Ci za dodavatele:
ICO: 61858579
DIC: CZ61858579

kontaktni osoba:

telefonni spojeni:

e-mailova adresa:

bankovni spojeni: 51-3717150237/0100
maly a stredni podnik ve smyslu Ne
doporuceni Komise 2003/361/ES
DPH [DODAVATEL vyplni sazbu] 21%
Nabidkova cena Nabidkova
bez . cena
Celkova nabidkova cena za DPH Yypacet DRH véetné
predmét plnéni DPH
Smlouvy po dobu 36 mésict. 6678 . 8 080
000,00 K& 1402380,00KE | 380 00 k&
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Nabidkova cena Nabidkova

b )
ez Vypocet DPH cend

Nabidkova cena mésicni platby po DPH véetné
dobu 36 DPH
mésictl. . . 224
185 500,00 K¢ 38 955,00 K¢ 455,00 K&

Cestné prohlaseni k vazanosti se Zavaznym vzorem Smlouvy

Vyse uvedeny dodavatel timto cestné prohlasuje, Ze plné a bezvyhradné akceptuje Zavazny
vzor Smlouvy, ktery tvori Prilohu €. 2 ZD a je si védom toho, Ze bude-li vybran k uzavreni
Zavazného vzoru Smlouvy na verejnou zakazku, bude s nim uzaviena Smlouva v souladu s
timto Zavaznym vzorem Smlouvy.

Osoba opravnéna jednat za dodavatele

Podpis opravnéné osoby Dne [ZDE VYPLNI DODAVATEL]
Titul, jméno, prijmeni Ing. Milan Zinek
Funkce Pfedseda ptredstavenstva

Pozn: dodavatel vyplni Zluté vyznacena pole
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Priloha ¢. 3: Licenéni podminky, Technické podminky a SLA

NETSCOUT

Arbor Cloud Services Description and Terms

These Arbor Cloud Services Description and Terms (“ACS Description™) set forth the terms and conditions
pursuant to which NetScout Systems, Inc., on behalf of itself and its affiliates (“Licensor”) provides Arbor
Cloud Services to a customer (an “End User”) who has purchased Arbor Cloud Services. This ACS Description
is an addendum to, and supplements the terms of, the agreement which governs the End User’s purchase and/or
use of Licensor Products and/or Services (the “Agreement”). Together, the Agreement and this ACS
Description govern the End User’s use of, and each party’s obligations with respect to, the Arbor Cloud
Services. In the event of a conflict between this ACS Description and the Agreement, this ACS Description
shall control with respect to Arbor Cloud Services. Capitalized terms not otherwise defined in this ACS
Description shall have the meaning ascribed to them in the Agreement.

1. DEFINITIONS
The following definitions shall apply to the capitalized terms used herein.
1.1 “/24 Prefix” means a block of two hundred fifty-four (254) continuous IP addresses.

1.2 “Always On Protection Service” shall mean the services described in Section 2.2.

1.3 “Arbor Cloud Platform™ means the integrated hardware and software combined to form the
network controlled by Licensor or its hosting agent in connection with the provision of the Arbor Cloud
Services, excluding telecommunications services providing a connection between any Arbor servers used
in the provision of the Arbor Cloud Services.

1.4 “Arbor Cloud Services” means the cloud-based services provided by Licensor and
performed by its employees or agents which “cleans” or “scrubs” certain internet-based, malicious, attack
traffic from a stream of internet-based traffic directed to the End User’s Endpoint and, where applicable,
any supplemental services purchased by End User as described in this ACS Description.

1.5 “Attack” or “Attack Incident” shall mean an event in which malicious traffic (e.g.
Distributed Denial of Service (“DDo0S”)), is directed to an Endpoint which is on the Arbor Cloud Platform.
The determination as to whether traffic is Attack traffic shall be determined solely by Licensor.

1.6 “AUP” shall mean the Acceptable Use Policy which is described in Section 5.8.

1.7 “Auto-Mitigation” shall mean a mitigation action taken automatically by the Arbor Cloud
Platform upon receiving a supported triggering action that has been agreed upon by both parties and using
a pre-configured default mitigation template that has been setup for End User.

1.8 “BGP-Based Services” shall mean services in which mitigation is performed by the
redirection of End User traffic to the Arbor Cloud Platform via a Border Gateway Protocol (“BGP”) routing
change.

1.9 “Clean Traffic” shall mean the 95th percentile peak Mbps of legitimate End User internet

traffic going into or out of the Arbor Cloud Platform for an Endpoint, which is processed by the Arbor
Cloud Service in accordance with the type of service purchased by End User.
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1.10  “Content” shall mean all data, software, and information that End User or its authorized
users provides, authorizes access to, or is contained within the traffic provided to the Arbor Cloud Services.
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1.11  “DNS Based Services” shall mean services in which mitigation is performed by the
redirection of End User traffic to the Arbor Cloud Platform by changing the Domain Name Service
(“DNS”) record for End User hostname.

1.12  “Emergency Setup” shall mean initial provisioning of End User DNS hostname
information into the Arbor Cloud Platform within an expedited timeframe as defined in Section 2.1D of
the SLA.

1.13  “Emergency Updates” shall mean changing End User DNS hostname information in the
Arbor Cloud Platform within an expedited timeframe as defined in Section 2.1E of the SLA.

1.14  “Endpoint(s)”, as used herein, means that part of an End User’s infrastructure subject to
protection by the Arbor Cloud Services.

1.15 “Flow Monitoring Service” shall mean the services described in Section 2.3.

1.16  “Incident” means an event wherein End User has directed internet-based traffic for an
Endpoint to the Arbor Cloud Platform and shall include both Attack Incidents and Non-Attack Incidents.

1.17  “Location” means, for BGP-Based Services only, End User router Endpoint to terminate
Generic Routing Encapsulation (“GRE”) tunnels connected to the Arbor Cloud Platform.

1.18  “Mitigation Incident” means either (a) the event commencing when Licensor announces
the Requested Prefix out of the Arbor Cloud Platform and ceases when End User contacts Licensor pursuant
to then-current Licensor policies and directs Licensor to cease such announcement(s) or (b) an event where
more than twenty-five (25) kilobits per second (“Kbps”) of End User traffic flows through the End User’s
assigned DNS Redirection VIP address on the Arbor Cloud Platform. For purposes of calculating the
measurement period of a Mitigation Incident, (i) for On Demand Services, the Mitigation Incident shall be
calculated for each seventy-two (72) hour period for which traffic is diverted, and (ii) for Always-On
Protection Service, the Mitigation Incident shall be calculated for any consecutive seventy-two (72) hour
period during the Mitigation.

1.19 “Network Flow Telemetry” shall mean digital records that are created by network devices
and transmitted to a data processor over the network, consisting of metadata-based characteristics that
describe data traffic connections made over a monitored network. Such characteristics include but are not
limited to source and destination IP addresses, IP protocol, source and destination ports, traffic volume,
timestamp, and network interfaces utilized.

1.20  “Non-Mitigation Incident” shall mean, for purposes of On Demand Services, a Mitigation
Incident in which the End User has directed internet-based traffic for an Endpoint to the Arbor Cloud
Platform and there has been no Attack traffic for a period of seventy-two (72) consecutive hours.

1.21 “On Demand Services” shall mean the services described in Section 2.1.

1.22  “Provisioning Process” means Licensor’s then-current process for provisioning of an
Endpoint, a change to configuration, or directing End User traffic to or away from the Arbor Cloud
Platform.

1.23  “Quotation” means the document issued by Licensor under which Licensor offers for sale
the Arbor Cloud Services.

NetScout Systems, Inc.



1.24  “Requested Prefix” means the /24 Prefix or such other subnet prefix agreed to by the
Licensor in connection with the Arbor Cloud Services being provided to End User.

1.25  “SLA” means the Service Level Agreement attached as Exhibit A to the ACS Description.

1.26  “Standard Setup” shall mean the initial provisioning of End User network up to 100/24
subnets and/or hostname information up to 100 DNS hostnames and/or up to 50 GRE destinations into the
Arbor Cloud Platform within normal timeframes as defined in Section 2.1B of the SLA. Setup of direct
connections into the Arbor Cloud infrastructure and BGP peering with Arbor Cloud are not included in
Standard Setup.

1.27  “Standard Updates” shall mean changing End User network up to 100/24 subnets and/or
hostname information up to 100 DNS hostnames and/or up to 50 GRE destinations into the Arbor Cloud
Platform within normal timeframes as defined in Section 2.1C of the SLA. Setup of direct connections
into the Arbor Cloud infrastructure and BGP peering with Arbor Cloud are not included in Standard Setup.

1.28  “VIP(s)” or “DNS Redirection VIP(s)” means, for DNS customers only, the Licensor-
assigned IP address on the Arbor Cloud Platform which terminates to only one (1) End User hosted IP
address to send Clean Traffic and receive outbound internet traffic.

2. DESCRIPTION OF SERVICES

The following describes the types of Arbor Cloud Services that Licensor makes generally available to its
customers. The terms in this ACS Description shall apply only to the type of Arbor Cloud Service(s) actually
purchased.

2.1 On Demand Services. The On-Demand Service is an on-demand service offering in which
the End User can route traffic through the Arbor Cloud Platform on a per-Incident basis, subject to the
terms of this ACS Description, in order for their traffic to be filtered in mitigation in the course of an Attack
or threat of an Attack.

2.2 Always On Protection Services. The Always-On Protection Services shall mean the
service offering in which the End User can continually route their traffic through the Arbor Cloud Platform
at all times, subject to the terms of this ACS Description, independent of any Attack or threat of Attack.

23 Flow Monitoring Services. The Flow Monitoring Services shall mean the service offering
in which Licensor shall provide monitoring services of End User’s Network Flow Telemetry from End
User’s routers.

24 Service Provider Package. End User shall use the Arbor Cloud Services only for its own
internal business operations; provided, however, if End User has purchased the Arbor Cloud Services as a
Service Provider Package, then End User may use the Arbor Cloud Services to provide services to End
User customers who access the Arbor Cloud Services using End User’s network. If the Arbor Cloud Service
is purchased as a Service Provider Package, then the provisions of this Section 2.4 shall apply and: (i) End
User’s customers must have entered into a formal contractual agreement with End User containing
confidentiality provisions that incorporates terms at least as protective as those terms provided in the
Agreement and that recognizes the intellectual property rights in the Arbor Cloud Services belongs to
Licensor, (ii) End User will make no representations, warranty or covenant (whether express or implied)
regarding the Arbor Cloud Service, (iii) and all obligations of Licensor are direct only to the End User, and
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End User’s customers shall have no third party beneficiary rights with respect to this ACS Description and the
services provided hereunder.

3. PROVISION AND USE OF ARBOR CLOUD SERVICES

3.1 For BGP-Based Services. End User acknowledges that deployment on the Arbor Cloud
Platform may require configuration which takes several days and that in such instance, any activation of
Arbor Cloud Services on an expedited basis shall require deployment on the DNS-based platform rather
than the BGP-based platform as Licensor, in its reasonable discretion, determines is appropriate.

3.2 For DNS Based Services. The Arbor Cloud Service may be provisioned to protect up to
ten (10) ports per domain for standard TCP-based and/or UDP based application layer protocols.

33 Language. Where applicable, all obligations of each party, including without limitation,
delivery of the Arbor Cloud Services, interfaces, support obligations or requests, and notices shall be
required to be performed in English, and all interaction, whether with End User or Licensor shall be
conducted using English. End User shall ensure that, during the entirety of a Mitigation Incident, End User
will have available a technical contact that speaks English for interaction with Licensor’s support team.

34 Trial Use. Licensor may make Arbor Cloud Services available for End User’s use on a
trial basis, to the extent set forth in the Quotation. Such Trial Services shall be subject to the terms of this
ACS Description; however, the Trial Services shall not be subject to any Credits described in the SLA.

4. MITIGATION USING ARBOR CLOUD SERVICES.

4.1 Licensor shall calculate the End User’s total amount of used Clean Traffic in Mbps, at the
ninety-fifth (95th) percentile during each Mitigation Incident to confirm End User is within its total
contracted Clean Traffic amount. Clean Traffic shall be determined by periodically measuring End User’s
Clean Traffic bandwidth utilization running through the Arbor Cloud Platform. At the end of a
measurement period (Mitigation Incident), the utilization measurements are ordered from highest to lowest
and the top five percent (5%) of the traffic measurements discarded. The next highest measurement for the
inbound or outbound traffic is considered the ninety-fifth (95th) percentile Clean Traffic.

4.2 For On-Demand Service, in the event of a Mitigation Incident, any traffic which is directed
to the Arbor Cloud Platform that is not for a pre-provisioned domain, protocol or port will be blocked.

4.3 For On-Demand Services, End User acknowledges that the Arbor Cloud Service is an on-
demand service for use during Attack Incidents only and is not meant to be used as an always-on service
during periods when an Attack is not occurring or when Licensor has not explicitly agreed to continue for
another mitigation period. Any such use when an Attack is not occurring may incur additional fees in
accordance with Section 8.1.

44 Attack traffic may be mitigated as far “upstream” as possible, including internet network
provider access control lists (“ACLs”), Flowspec, black hole routing or other network-based blocking
mechanisms.

4.5 The Arbor Cloud Service includes Layer 4 rate limiting protection for HTTPS traffic
provisioned on the Arbor Cloud Platform. The Arbor Cloud Service does not open HTTPS packets for

“inspection”, “cleaning” or “scrubbing” unless the End User has elected to utilize a packet inspection
service, if offered, at the application Layer 7 level on a per domain, per SSL certificate basis. This packet
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inspection service requires End User to provide Licensor with valid SSL certificates to be loaded on to the
Arbor Cloud Platform for the traffic that shall be subject to HTTPS packet inspection.

4.6 During any Attack Incident, Licensor will work with the End User, where required, to fine
tune the Arbor Cloud Services during a Mitigation Incident with a goal of achieving greater DDoS
protection while minimizing traftic disruption.

5. END USER OBLIGATIONS

5.1 End User agrees that the successful and timely performance of the Arbor Cloud Services
requires End User’s good faith cooperation and participation, including following the guidelines set forth
in Licensor’s service guide for the Arbor Cloud Services. Accordingly, End User agrees to fully cooperate
with Licensor including without limitation: (i) providing relevant information reasonably requested by
Licensor on the Endpoints prior to the activation of the Arbor Cloud Services pursuant to the Provisioning
Process with respect to each Endpoint, and during the provision of Arbor Cloud Services shall inform
Licensor of any changes to such information, (i1) provide all other information reasonably requested by
Licensor which Licensor determines is reasonably necessary in order to provide the Arbor Cloud Services,
and (ii1) take such other actions that Licensor determines is reasonably necessary to enable Licensor to
perform the Arbor Cloud Services, including without limitation providing access to, and availability of, the
Endpoints in order to allow the Licensor to perform the Arbor Cloud Services. In addition, End User agrees
to make the necessary configuration changes to its infrastructure to enable the performance of the Arbor
Cloud Services. End User acknowledges that the Arbor Cloud Services may be delayed or not completed
if End User does not cooperate with Licensor, or if Licensor’s performance is otherwise delayed or
prevented by End User, and Licensor shall not be held accountable for any such delays as a result of End
User’s failure to take the foregoing actions.

5.2 For BGP-Based Services, End User must provide and utilize a BGP and GRE capable
device(s) and properly configure such device(s).

53 For Flow Monitoring Services, End User must provide the types of Network Flow
Telemetry that are specified in the service guide for the Arbor Cloud Service.

54 End User acknowledges that in order for Licensor to provide the Arbor Cloud Services,
End User’s internet traffic for the Endpoint must first be redirected to the Arbor Cloud Platform.

5.5 End User acknowledges that operation and performance of the Arbor Cloud Services
involves repeated filtering of traffic to the Endpoint and End User expressly consents to the same. End
User hereby grants Licensor and its agents, for the Term, a non-exclusive, non-transferable, royalty-free
license to access any part of the internet traffic flowing to the Endpoint and any application traffic contained
therein for the purposes described in this ACS Description.

5.6 End User shall be solely responsible for the direction of all internet traffic for an Endpoint
by following Licensor’s procedures then in effect under the Provisioning Process (which may include, by
way of example, contacting Licensor’s support team and having Licensor announce or cease announcing
the Requested Prefixes or changing DNS to DNS Redirection VIPs).

5.7 End User shall provide Licensor with written instructions on the End User’s escalation and

authorization protocols for its emergency/incident response procedures for DDoS attacks. This information
will be required to be provided to Licensor during the Provisioning Process.
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5.8 End User shall comply with the following Acceptable Use Policy for Arbor Cloud Services
(“AUP”), as may be updated pursuant to section 12. End User shall not use, or allow use of, the Arbor
Cloud Service in violation of this AUP, including any of the following types of abuses (“Abuses”): (a) use
of the Arbor Cloud Service in an unlawful manner or for an unlawful purpose, (b) use of the Arbor Cloud
Service in a manner that, in Licensor’s reasonable discretion, directly or indirectly produces or threatens to
produce a negative effect on the Arbor Cloud Service network other than in a manner for which the Arbor
Cloud Service network was designed or that interferes with the use of the Arbor Cloud Service network by
other customers or authorized end users, including, without limitation, overloading servers or causing
portions of the Arbor Cloud Service network to be blocked, or (¢) with respect to On Demand Service,
excessive or prolonged use of the Arbor Cloud Service while not actively mitigating a DDoS attack or
incident.

59 Licensor may suspend an Endpoint or the Arbor Cloud Services, as applicable, if, in

Licensor’s reasonable determination, an Abuse occurs. Such suspension shall remain in effect until End

User corrects the applicable Abuse. In the event that, in Licensor’s reasonable determination, an Abuse is

critically impacting, or threatens to impact critically, the Arbor Cloud Service network or servers, Licensor

may suspend an Endpoint or the Arbor Cloud Service, as applicable, immediately and without prior notice.

In the event that an Abuse is not critically impacting the Arbor Cloud Service network or threatening to do

so, Licensor shall give prior notice of any suspension. End User’s failure to correct any Abuse within thirty
(30) days after receipt of notice will entitle Licensor to terminate Arbor Cloud Services effective immediately
upon Licensor’s delivery of the termination notice.

5.10  Licensor may discontinue the Arbor Cloud Service at any time upon seventy-five (75) days
prior written notice provided that such right shall not be utilized by Licensor as a termination for
convenience but shall only be used where such discontinuance would apply to all or substantially all of
Licensor’s Arbor Cloud Services customers and, provided that End User is not in default under the terms
of the Agreement and this ACS Description, Licensor shall provide a refund of the pre-paid fees for the
period after the effective date of termination.

6. CONTENT AND DATA PROTECTION

6.1 Use of the Arbor Cloud Service will not affect End User’s ownership or license rights in
its Content. Licensor employees and contractors may access and use the Content solely for the purpose of
providing and managing the Arbor Cloud Service. Licensor will treat all Content as confidential by not
disclosing Content except to Licensor employees and contractors and only to the extent necessary to deliver
the Arbor Cloud Service. Licensor may use End User Network Flow Telemetry in aggregate and/or
anonymized form to compile statistics related to the performance, operation, and use of the Arbor Cloud
Service (“Service Statistics”), provided that the Service Statistics will not identify End User as the source
of the Network Flow Telemetry. Licensor retains all intellectual property rights in the Service Statistics.

6.2 End User is responsible for obtaining all necessary rights and permissions to enable and
grant such rights and permissions to Licensor employees and contractors, to use, provide, store, and
otherwise process Content in connection with the Arbor Cloud Service, and by providing such Content to
Licensor all such action shall be deemed by Licensor to have been obtained without the necessity for
Licensor to confirm such actions. This includes End User making necessary disclosures and obtaining
consent, if required, before providing individuals’ information, including personal or other regulated data
in such Content. End User is responsible to determine the suitability of the Arbor Cloud Service with
respect to applicable laws that End User is subject to related to End User’s business.

6.3 Licensor will return or remove Content from the Arbor Cloud Platform upon the expiration
or termination of the Arbor Cloud Services, or earlier upon End User’s request.
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7. TERM AND TERMINATION

The Arbor Cloud Service shall commence on Licensor’s acceptance of a purchase order from End User or
authorized Licensor reseller, as applicable, and shall continue in effect for the term set forth on the Quotation
(“Initial Term”). Upon expiration of the Initial Term, the Arbor Cloud Service may be renewed upon Licensor’s
receipt of a renewal purchase order for successive twelve (12) month periods or for the term set forth in the
Quotation (“Renewal Term(s)”) (the Initial Term and any Renewal Terms, collectively the “Term”).

8. PAYMENTS AND FEES

8.1 Service fees for the Arbor Cloud Services will be as set forth in Quotations (“Service
Package Fee”). Licensor will have no obligation to perform the Arbor Cloud Services until it receives a
valid and acceptable purchase order for such services. The Service Package Fee includes the amount of
traffic contracted to be covered hereunder, together with other components purchased as indicated on the
applicable Quotation. Additional options may be purchased for an additional fee which will be set forth in
a separate Quotation issued by Licensor at the time such additional services are requested. For purchases
of Arbor Cloud Services made directly through Licensor, invoicing will be on an annual recurring basis
unless otherwise specified on the applicable Quotation. All payment obligations to Licensor are non-
cancelable and non-refundable unless otherwise specifically set forth herein, and the purchased Arbor
Cloud Services may not be downgraded during a then-current term of the Arbor Cloud Services. Additional
fees that may be charged based upon use of the Arbor Cloud Services include the following:

8.1.1  Mitigation Incident Fees. The Mitigation Incident Fee shall mean the fee that
applies to a Mitigation Incident above and beyond the Mitigation Incidents that are included in the
Service Package Fee. The Mitigation Incident Fee shall cover a period of up to seventy-two (72)
consecutive hours or any portion thereof. Mitigation Incidents longer in duration than seventy-two
(72) consecutive hours are subject to Mitigation Incident Fees for each period of consecutive seventy-two (72)
hours or any part thereof. The Mitigation Incident Fees are applicable only when purchasing Arbor Cloud
Service that include a limited number of mitigations.

8.1.2 Non-Mitigation Incident Fees. The Non-Mitigation Incident Fees are applicable
only when purchasing Arbor Cloud Services that include unlimited mitigations and shall be in the
amount of one (1) month of Service Package Fee, unless otherwise specified in the Quotation. Use
of the Arbor Cloud Service when an Attack is not occurring and without prior authorization from
Licensor for a period of any time up to seventy-two (72) consecutive hours is considered a Non-
Mitigation Incident and may be assessed a Non-Mitigation Incident Fee at Licensor’s discretion.

8.1.3  Clean Traffic Overage Fees. The Clean Traffic Overage Fee shall mean a fee that
Provider reserves the right to charge in the event that the amount of Clean Traffic sent by an End
User to the Arbor Cloud Platform during any combination of two or more Mitigation Incidents or
the Non-Mitigation Incident exceeds the amount of Clean Traffic contracted for the specific End
User, and Provider and End User fail to reach a mutual agreement on remediation. Such fee will
be determined using the 95th percentile peak Clean Traffic flowing through the Arbor Cloud
Platform and will be calculated for each instance in which a Mitigation Incident or Non-Mitigation
Incident exceeds the then-current list price for every 100Mbps or part thereof over the contracted
rate.

8.2 All Service Packages include up to two (2) Standard Updates per month of service. Other
services including additional Standard Updates, Emergency Setup requests or Emergency Update requests,
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must be purchased separately. Licensor shall not be obligated to commence with any additional services until
it has received and accepted a purchase order for the additional services. Notwithstanding the foregoing, during
emergency situations Licensor may agree to perform additional services immediately based on mutual
agreement that a purchase order for such additional services will be provided within thirty

(30) days following receipt of the applicable Quotation.

9. WARRANTIES

9.1 Licensor represents that the Arbor Cloud Services will perform as described in the service
level agreement attached hereto and incorporated herein as Exhibit A (“SLA”). EXCEPT AS
EXPRESSLY SET FORTH IN THIS SECTION 9.1, LICENSOR MAKES NO OTHER WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WITH RESPECT TO THE
ARBOR CLOUD SERVICES. FURTHER, LICENSOR EXERCISES NO CONTROL OVER, AND
ACCEPTS NO RESPONSIBILITY FOR CONTENT OR INFORMATION CONTAINED IN THE
TRAFFIC DIRECTED TO THE ARBOR CLOUD SERVICES. END USER’S SOLE AND EXCLUSIVE
REMEDY, AND LICENSOR’S SOLE AND EXCLUSIVE OBLIGATION, WITH RESPECT TO THE
ARBOR CLOUD SERVICES AND ANY BREACH OF THE FOREGOING REPRESENTATION IN
THIS SECTION 9.1 WILL BE THE REMEDIES SET FORTH IN THE SLA. A breach of the

representation in this Section 9.1 or the SLA shall not constitute a breach of the Agreement but shall give rights
solely to the remedies and credits set forth in the SLA.

9.2 End User represents and warrants that: (a) End User has all right, title and interest or is the
licensee with right to use and/or access all of the Endpoints, applications and/or Content provided to
Licensor in order for Licensor to perform the Arbor Cloud Services and all of the Content accessed at End
User’s direction to perform the Arbor Cloud Services; (b) if the End User utilizes a packet inspection
service, that its provision of the SSL certificate for the HTTPS Packet Inspection service and Licensor’s
use thereof for provision of the Arbor Cloud Service does not violate any laws, security policies or
regulations or infringe the proprietary or privacy rights of any third party; (c) End User shall not use the
Arbor Cloud Services for any unlawful purpose; and (d) End User shall comply with its obligations under
this ACS Description. End User further represents that neither the U.S. Bureau of Industry and Security
nor any other governmental agency has issued sanctions against End User or otherwise suspended, revoked
or denied End User’s export privileges. End User will defend, indemnify and hold harmless Licensor for
any third-party claims, including claims made by regulatory agencies arising out of End User’s use of the
Arbor Cloud Services based on the Content.

10. INDEMNITY

End User will defend at its own expense any action brought against Licensor, its directors, officers, or
employees by a third party to the extent that the action is based on a claim, suit, or proceeding arising from or
relating to (i) the breach of any representation or warranty set forth in Section 9.2 above; (ii) any third party
claim that Licensor’s provision of the Arbor Cloud Service to Endpoints designated by End User in connection
with performing the Arbor Cloud Services for End User is not authorized; (iii) Content, including without
limitation, any claim involving alleged infringement or misappropriation of any patent, copyright, trademark,
trade secret or other intellectual property right; or (iv) claims made by regulatory agencies arising out of End
User’s use of the Arbor Cloud Services based on the data contained within the Content. This Section 10 shall
survive termination of the Arbor Cloud Services and the Agreement.
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11. EXPORT REGULATION

In addition to the export controls provisions contained in the Agreement, End User will not use the Arbor Cloud
Service to export or re-export any technical data or software in violation of applicable export laws. End User is
solely responsible for compliance related to the manner in which End User chooses to use the Arbor Cloud
Service, including End User’s transfer and processing of Content and the region in which any of the foregoing
occur. End User is solely responsible for ensuring that all users of End User’s account are not “Denied Parties”
under applicable export laws.

12. CHANGES TO THIS ACS DESCRIPTION

Licensor may make changes to this ACS Description (including the AUP and/or the SLLA) at any time by posting
a revised version at https://www.netscout.com/legal/terms-and-conditions and any successor site designated by
Licensor. Except with respect to changes in the AUP, such changes shall apply only to purchase orders placed
for the applicable Arbor Cloud Service after the aforementioned changes take effect. All changes to the AUP
shall become effective immediately.

13. LIMITATION OF LIABILITY

EXCEPT FOR CUSTOMER’S INDEMNITY OBLIGATIONS HEREUNDER OR INFRINGEMENT OF
LICENSOR’S INTELLECTUAL PROPERTY, NEITHER PARTY WILL BE LIABLE TO THE OTHER
FOR SPECIAL, INDIRECT, CONSEQUENTIAL OR INCIDENTAL DAMAGES OR COSTS OF
PROCUREMENT OF SUBSTITUTE PRODUCTS OR SERVICES, LOST PROFITS, LOST SAVINGS,
LOSS OF INFORMATION OR DATA, OR BUSINESS INTERRUPTION, EVEN IF A PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING ANY
FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMEDY.

EXCEPT FOR CUSTOMER’S INDEMNITY OBLIGATIONS HEREUNDER, INFRINGEMENT OF
LICENSOR’S INTELLECTUAL PROPERTY, OR OBLIGATION TO PAY HEREUNDER, IN NO
EVENT WILL EITHER PARTY'S LIABILITY EXCEED THE AMOUNTS PAID OR PAYABLE BY
CUSTOMER TO LICENSOR FOR THE SERVICE THAT GAVE RISE TO SUCH CLAIM.
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EXHIBIT A TO
ARBOR CLOUD SERVICES DESCRIPTION AND TERMS SERVICE LEVEL

AGREEMENT

This Service Level Agreement (“SLA”) for the Arbor Cloud Service is attached to and made a part of these Arbor
Cloud Services Description and Terms (“ACS Description”). In the event of a conflict between the terms of
the Agreement or this ACS Description and the terms of this SLA with respect to Arbor Cloud Service, the
terms of this SLA shall control. Capitalized terms not otherwise defined in this SLA shall have the meaning
ascribed to them in the ACS Description. All sections referred to herein shall refer to sections in this SLA unless
otherwise stated.

1. DEFINITIONS

The following additional definitions shall apply to this SLA.

1.1 “Credit” shall mean the credit issued for a Service Outage and shall be the pro-rated value
of one (1) day of fees determined by dividing the monthly Service Package Fees payable to Licensor by the
number of days in the calendar month in which the Service Outage occurs.

1.2 “Direct Connect” shall mean a dedicated network connection between the End User owned
and/or provided circuits direct into any Arbor Cloud Data Center for the purpose of returning clean traffic
post an Arbor Cloud mitigation or traffic redirection event.

1.3 “Scheduled Maintenance” shall mean pre-defined periods of time where the Arbor Cloud
Services may be unavailable or have degraded capacity due to the occurrence of planned system changes.

1.4 “Service Outage” shall mean a failure of the Arbor Cloud Service to meet the applicable
Service Levels set forth in Section 2.1 for the relevant Arbor Cloud Service, and no exception described in
Section 2.3 applies.

2. SERVICE LEVELS

2.1 A Service Outage, subject to Sections 2.2 and 4.2 below, shall be deemed to occur in the
event that the following Service Levels are not met:

A.  Arbor Cloud Platform: 99.999% Availability. The Arbor Cloud Platform, for
purposes of the Arbor Cloud Services provided to End User, shall not be unavailable for more than
twenty-six (26) consecutive seconds in any calendar month. For purposes of this Service Level, the
term “available” means that the Arbor Cloud Service is available to the End User for use and is
capable of receiving and routing network traffic via pre-provisioned GRE tunnels and/or DNS
proxy only. Direct Connects are not part of the platform availability SLA.

B.  Standard Setup: 72 Hours. Standard Setup shall be performed within seventy-two
(72) hours of the completion of the provisioning call and acceptance of configuration submission by Licensor.

C. Standard Updates: 72 Hours. Standard Updates shall be performed within
seventy-two (72) hours of the completion of the provisioning call and acceptance of configuration
submission by Licensor.
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D. Emergency Setup: 4 Hours. (Only applies to DNS Based Services). Emergency
Setup shall be performed within four (4) hours of acceptance of configuration submission by
Licensor.

E.  Emergency Updates: 4 Hours. Emergency Updates shall be performed within four
(4) hours of acceptance of configuration submission by Licensor.

F.  Mitigation Incident Initiation: 15 Minutes. A Mitigation Incident conference
bridge shall be initiated with available Licensor staff within fifteen (15) minutes of an End User
Initiating a mitigation request by a phone call to the Licensor Customer Support.

G. BGP Route Announcement: 5 Minutes. For BGP Based services, Licensor shall
announce the End User BGP route to the Internet within five (5) minutes of all parties agreeing to
initiate a mitigation and the End User completing any necessary routing changes on their End User
premise equipment.

H.  Auto-Mitigation Initiation: Sub 1 Minute. Licensor shall announce the End User
BGP route to the Internet within one (1) minute of receiving the BGP route announcement from
Customer using a BGP route triggered mitigation, within one minute (1) of receiving a Cloud Signal
from a previously agreed upon and correctly configured Arbor APS or Arbor AED device, or within
one (1) minute of detecting an attack using flow monitoring when setup for auto-mitigation.

L. Mitigation Effectiveness: 5 Minutes/15 Minutes. Mitigation Effectiveness shall
mean the cleaning of the traffic such that no more than five percent (5%) of dirty/malicious traffic
shall be passed to End User Endpoint(s). Licensor shall achieve Mitigation Effectiveness within:

(i) five (5) minutes for Layer 3 and Layer 4 attacks from the time traffic is redirected to Arbor Cloud Platform
and Licensor has detected malicious traffic; and (ii) fifteen (15) minutes for Layer 7 attacks from the time traffic
is redirected to Arbor Cloud Platform and Licensor has detected malicious traffic. Each attack vector change
shall restart timing of Mitigation Effectiveness.

2.2 A Service Outage shall not be deemed to occur when the event is due to any of the
following: (a) inaccurate and/or insufficient information or configuration information provided by End User
or failure by End User to comply with the ACS Description, including providing Licensor with access to,
and ensuring availability of, the Endpoints; (b) misuse of the Arbor Cloud Services by End User; (c) traffic
redirection delays (e.g. DNS TTLs and BGP route propagation delays) or other delays caused by upstream
internet providers, such delays being outside of Licensor’s control; (d) non-performance of a responsibility
or any other obligation set forth herein or other negligent or unlawful acts or failure to act by End User or
its agents or suppliers; (¢) network unavailability outside of End User Endpoint(s), failure to implement
ACLs or other documented best practices); (f) lack of End User participation in DDoS mitigation efforts,
including Licensor’s inability to reach End User by phone or End User’s lack of English-speaking
representatives available to coordinate and communicate with Licensor during a DDoS attack; (g) an End
User provisioning request is not accepted by Licensor; (h) acts of God or events of force majeure (as
described in the Agreement); (i) scheduled or emergency maintenance; (j) suspension or termination of the
Arbor Cloud Services by Licensor in accordance with the terms of the ACS Description; or (k) End User
has not directed all End User traffic for the Endpoint to the Arbor Cloud Platform.

3. SCHEDULED MAINTENANCE

Licensor may perform maintenance on its systems at any time but will be limited to a maximum of six (6)
hours of scheduled maintenance per scrubbing center during any calendar week. Scheduled Maintenance
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may result in the End User’s inability to access (a) client-side web-based and mobile user interfaces, or (b) APIs,
or other End User accessible software. Licensor will maintain a standard maintenance window on Sunday
beginning at 0400 AM Greenwich Mean Time (GMT), but may initiate an additional maintenance window at a
time period that is communicated to the End User at least forty-eight (48) hours in advance. Additionally,
Licensor may perform emergency maintenance for no more than four (4) hours once per month per scrubbing
center with four (4) hours advanced notice. Notice of Scheduled Maintenance will be provided to End User’s
designated point of contact by email or by a notification in the Arbor Cloud web- based user interface. The Arbor
Cloud Platform will continue to be available for mitigation during most Scheduled Maintenance unless
otherwise communicated to the End User at least forty-eight (48) hours in advance.

4. REMEDIES FOR SERVICE OUTAGES

4.1 Licensor shall, in good faith, determine whether a Service Outage occurred based on
Licensor’s records and data. In the event of a Service Outage, the following Credits will apply (as illustrated
in Schedule 1 attached hereto — SLA Credit Calculation Chart):

A. Credit— SLA: Arbor Cloud Platform: 99.999% Availability. For a Service
Outage occurring with respect to the SLA provided in 2.1.A, if the Service Outage is greater than:
twenty-six (26) seconds but less than or equal to five (5) minutes, one (1) Credit shall apply; greater
than five (5) minutes but less than or equal to one (1) hour, five (5) Credits shall apply; greater than
one (1) hour, ten (10) Credits shall apply. To make a claim under 2.1.A, End User must send to
Licensor Customer Support proof that the platform was unavailable for mitigation.

B.  Credit—SLA: Standard Setup and Standard Updates: 72 Hours. For any
Service Outage occurring with respect to the SLAs provided in 2.1.B and 2.1.C, if the Service
Outage is greater than one (1) day but less than or equal to seven (7) days, one (1) Credit per day
of Service Outage shall apply; greater than seven (7) days, ten (10) Credits shall apply.

C. Credit—SLA: Emergency Setup and Emergency Updates: 4 Hours. For any
Service Outage occurring with respect to the SLAs provided in 2.1.D and 2.1.E, if the Service
Outage is greater than one (1) hour, one (1) Credit per hour of Service Outage shall apply, up to a
maximum of ten (10) Credits.

D. Credit—SLA: Mitigation Incident Initiation: 15 Minutes. For any Service Outage
occurring with respect to the SLAs provided in 2.1.F, if the Service Outage for Mitigation Incident
Initiation is greater than: fifteen (15) minutes, but less than or equal to thirty (30) minutes, one (1)
Credit shall apply; greater than thirty (30) minutes, but less than or equal to sixty (60) minutes, two
(2) Credits shall apply; greater than sixty (60) minutes, but less than or equal to four (4) hours, five
(5) Credits shall apply; greater than four (4) hours, ten (10) Credits shall apply.

E.  Credit— SLA: BGP Route Announcement: 5 Minutes. For any Service Outage
occurring with respect to the SLAs provided in 2.1.G, if the Service Outage for BGP Route
Announcement is greater than five (5) minutes, but less than or equal to fifteen (15) minutes, one

(1) Credit shall apply; greater than fifteen (15) minutes, but less than or equal to sixty (60) minutes, two (2)
Credits shall apply; greater than sixty (60) minutes, but less than or equal to four (4) hours, five (5) Credits shall
apply; greater than four (4) hours, ten (10) Credits shall apply.

F.  Credit—SLA: Auto-Mitigation Initiation: Sub 1 Minute. For any Service Outage
occurring with respect to the SLAs provided in 2.1.H, if the Service Outage for Auto-Mitigation
Initiation is greater than one (1) minute, but less than or equal to two (2) minutes, one (1) Credit
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shall apply; greater than two (2) minutes, but less than or equal to five (5) minutes, two (2) Credits shall apply;
greater than five (5) minutes, but less than or equal to fifteen (15) minutes, five (5) Credits shall apply; greater
than fifteen (15) minutes, ten (10) Credits shall apply.

G. Credit—SLA: Mitigation Effectiveness: 5 Minutes/15 Minutes. For any Service
Outage occurring with respect to the SLAs provided in Sections 2.1.1. and F:

(1) ifthe Service Outage for Layer 3/4 is greater than five (5) minutes, but less
than or equal to fifteen (15) minutes, one (1) Credit shall apply; greater than fifteen (15)
minutes, but less than or equal to sixty (60) minutes, two (2) Credits shall apply; greater
than sixty (60) minutes, but less than or equal to four (4) hours, five (5) Credits shall apply;
greater than four (4) hours, ten (10) Credits shall apply.

(2) ifthe Service Outage for Layer 7 is greater than fifteen (15) minutes, but less
than or equal to thirty (30) minutes, one (1) Credit shall apply; greater than thirty (30)
minutes, but less than or equal to sixty (60) minutes, two (2) Credits shall apply; greater
than sixty (60) minutes, but less than or equal to four (4) hours, five (5) Credits shall apply;
greater than four (4) hours, ten (10) Credits shall apply.

To make a claim under Sections 2.1.I, End User must submit a packet capture of the traffic to the affected
Endpoint of at least an hour of duration; provided, however, if End User is unable to provide the required packet
capture of the duration set forth in this sentence, then End User shall provide Licensor with reasonable evidence
to enable Licensor to verify the claim.

4.2 In the event End User believes a Service Outage has occurred, End User will provide to
Licensor all relevant details and documentation supporting End User’s claims of a Service Outage. Any
claims for a Credit must be made by End User within seven (7) days after the alleged Service Outage and
will be made to Licensor’s Customer Support organization in writing. Claims made more than seven (7)
days after the event will not be eligible for any of the remedies described herein. Licensor will investigate
the claim and will respond back to End User within ten (10) business days of receipt of the notification of
a claim from End User, either (i) accepting End User’s Service Outage claim, or (ii) with all relevant details
and documentation supporting a dispute of End User’s Service Outage claim, in which case the parties shall
resolve any such dispute promptly in good faith. Notwithstanding anything to the contrary set forth herein,
(i) End User may not accumulate more than fifteen (15) Credits in any calendar month, and (ii) End User will
not be entitled to any Credits if End User is in breach of the ACS Description at the time of the occurrence of
the event giving rise to the Credit until End User has cured the breach. In addition, End User will not be entitled
to a Credit if the event giving rise to the Credit would not have occurred but for End User’s breach of the ACS
Description or misuse of the Arbor Cloud Platform or the Arbor Cloud Services. Credits obtained by End User
shall have no cash value but will apply against Service Package Fees in future invoices; provided, however, that
if the Credits accrue in the last month of the Term and End User does not renew the Services and is not in default
under the terms of the ACS Description or the Agreement, Licensor shall provide such Credits to End User in the
form of a check within thirty (30) days of the end of the Term. Licensor will reflect Credits on invoices issued
one calendar month after the occurrence of the Service Outage. Credits shall only apply to Services provided
pursuant to the Service Fee set forth in the Quotation and will not apply to any other Licensor Services or any
other form of custom development services provided by Licensor. Credits that would be available but for any
of the limitations set forth in this section will not be carried forward to future months. End User’s sole and
exclusive remedy, and Licensor’s sole and exclusive liability, in the event Licensor fails to provide the Arbor
Cloud Services in accordance with the ACS Description and this Service Level Agreement, shall be to receive
a Credit in accordance with the terms of this Section 4.
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SCHEDULE 1 TO SERVICE LEVEL AGREEMENT FOR ARBOR CLOUD

SERVICE

SLA CREDIT CALCULATION CHART

Credit as described in Section 4.14

Service Outage for SLA provided in Section 2.14 (Arbor Cloud Platform)

Service Outage Greater Than  Service Outage Less than or Amount of Credit
Equal to

26 seconds 5 minutes 1 Credit

S5 minutes 1 hour 5 Credits

1 hour 10 Credits

Credit as described in Section 4.1B

Service Outage for SLA provided in Section 2.1B (Standard Setup) and 2.1C (Standard Updates)

Service Outage Greater Than  Service Outage Less than or |[Amount of Credit

Equal to
1 day 7 days 1 Credit per day of Service Outage
7 days 10 Credits

Credit as described in Section 4.1C

Service Outage for SLA provided in Section 2.1D (Emergency Setup) and 2.1E (Emergency Updates)

Service Outage Greater Than

Service Qutage Less than or
[Equal to

IAmount of Credit

1 hour

1 Credit per hour of Service Outage, up
to a maximum of 10 Credits

Credit as described in Section 4.1D

Service Outage for SLA provided in Section 2.1F (Mitigation Incident Initiation)

Service Outage Greater Than Service Outage Less than or [Amount of Credit
Equal to

15 minutes 30 minutes 1 Credit

30 minutes 60 minutes 2 Credits

60 minutes 4 hours 5 Credits

4 hours 10 Credits

Credit as described in Section 4.1E

Service Outage for SLA provided in Section 2.1G (BGP Route Announcement)

Service Outage Greater Than  Service Outage Less than or |Amount of Credit
[Equal to

5 minutes 15 minutes 1 Credit

15 minutes 60 minutes 2 Credits

60 minutes 4 hours 5 Credits

4 hours 10 Credits
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Credit as described in Section 4.1F

Service Outage for SLA provided in Section 2.2H (Auto-Mitigation Initiation)

Service Outage Greater Than  [Service Outage Less than or [Amount of Credit
[Equal to

1 minute 2 minutes 1 Credit

2 minutes 5 minutes 2 Credits

5 minutes 15 minutes 5 Credits

15 minutes 10 Credits

Credit as described in Section 4.1G(1)

Service Outage for SLA provided in Section 2.21 for Layer 3 & 4 attacks (Mitigation Effectiveness)

Service Outage Greater Than  [Service Qutage Less than or [Amount of Credit
[Equal to

5 minutes 15 minutes 1 Credit

15 minutes 60 minutes 2 Credits

60 minutes 4 hours 5 Credits

4 hours 10 Credits

Credit as described in Section 4.1G(2)

Service Outage for SLA provided in Section 2.21 for Layer 7 attacks (Mitigation Effectiveness)

Service Outage Greater Than  [Service Outage Less than or |[Amount of Credit
[Equal to

15 minutes 30 minutes 1 Credit

30 minutes 60 minutes 2 Credits

60 minutes 4 hours 5 Credits

4 hours 10 Credits
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Priloha €. 4: Seznam ¢leni realizaéniho tymu

Seznam ¢lenu realizacniho tymu

Jméno | Pfijmeni

Role

¢. MT

Email

Dny
dosahu

Hodiny
dosahu

Pfipadni nahradnici
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