1.

KUPNIi SMLOUVA

Smluvni strany

Masarykav onkologicky ustav

se sidlem Zluty kopec 7, 656 53 Brno

zastoupeny prof. MUDr. Markem Svobodou, Ph.D., feditelem
ICO: 00209805, DIC: CZ00209805

bankovni spojeni: Ceska narodni banka, &. u.: 87535621/0710
(dale jen ,kupuijici®)

a

UNIS COMPUTERS, a.s.

se sidlem Jundrovska 618/31, 624 00 Brno

zastoupena Ing. Vitézslavem Machem, ¢lenem pfedstavenstva

ICO: 63476223, DIC: CZ63476223

bankovni spojeni: UniCredit Bank Czech Republic and Slovakia a.s., €. U.: 39921026/2700

zapsana v obchodnim rejstfiku vedeném Krajskym soudem v Brné&, spisova znacka B6087

(dale jen ,prodavajici)

na zakladé vitézstvi prodavajiciho v zadavacim Fizeni k vefejné zakazce Wi-Fi kontrolery a access pointy [2025],
evidenéni Cislo vefejné zakazky: Z2025-031279, zadavané kupujicim v souladu se zakonem ¢&. 134/2016. Sh., o zadavani
vefejnych zakazek, ve znéni pozdéjSich predpisll, uzaviraji v souladu s § 2079 a nasl. zakona &. 89/2012 Sh., obéansky
zakonik, ve znéni pozdéjsich predpist (dale jen ,ob&ansky zakonik®), tuto kupni smlouvu (dale jen ,smlouva®):

2.

2.1.

2.2.

4.2,

4.3.

Predmét smlouvy

Prodavajici se zavazuje dodat kupujicimu Wi-Fi kontrolery a access pointy v&etné pfislusenstvi a potfebnych licenci
dle specifikace uvedené v pfiloze €. 1 smlouvy (dale jen ,zafizeni®), pfevést na kupujiciho vlastnickeé pravo k zafizeni
a dale se v souvislosti s dodanim zafizeni zavazuje k:
o dodani vSech dokladt a dokumentl potfebnych k prfevzeti a uzivani zafizeni v souladu s pravnimi predpisy,
zejména
e uzivatelskych manuall / navodu k obsluze v ¢eském jazyce v tisténé i elektronické podobé,
e dokladl dle zakona &. 22/1997 Sb., o technickych pozadavcich na vyrobky a o zméné a doplnéni
nékterych zakonu, ve znéni pozdéjSich predpisu, a jeho provadécich predpisu,
o zajisténi podpory vyrobce na 5 let v reZimu ,NBD (Next Business Day) on-site“.

Kupujici se zavazuje fadné a v€as dodané zafizeni prevzit a zaplatit za néj dohodnutou cenu.

Doba a misto dodani zarizeni

Prodavajici se zavazuje dodat zafizeni a splnit svoje ostatni zavazky dle ¢l. 2.1 smlouvy do 84 dnu od dne nabyti
uginnosti smlouvy.

Prodavajici se zavazuje dodat zafizeni na Oddéleni informatiky Masarykova onkologického Ustavu (Zluty kopec 7,
656 53 Brno, Svejduv pavilon).

Predani a prevzeti zafizeni

Prodavajici pisemné oznami kupujicimu datum pfedani a prevzeti zafizeni a splnéni dalSich zavazka dle ¢l. 2.1
smlouvy nejméné 5 pracovnich dni pfedem (nedohodnou-li se smluvni strany jinak, je dodani, pfedani i pfevzeti
zafizeni mozné pouze v pracovni dny v dobé od 8.00 do 15.00 h). Smluvni strany si navrZzené datum potvrdi,
pfipadné se domluvi jinak.
Kupujici se zavazuje pfevzit zafizeni, jsou-li zavazky prodavajiciho dle ¢l. 2.1 smlouvy spinény fadné (zejména je-li
zafizeni v souladu se smlouvou, pravnimi pfedpisy a technickymi normami; tj. je-li zafizeni dodano fadné) a véas,
v opa¢ném pfipadé neni kupujici povinen zafizeni pfevzit.
O pfedani a pfevzeti zafizeni se budto (a) pofidi ve 2 vyhotovenich zapis (dale jen ,zapis“) podepsany zastupci obou
smluvnich stran obsahuijici:
o identifikaci smluvnich stran,
specifikaci zafizeni,
prohlaSeni kupujiciho, zda zafizeni pfevzal (bez vyhrad / s vyhradami) &i nepfevzal,
datum vyhotoveni zapisu,
pokud kupujici zafizeni pfevezme, je (kupujici) do zapisu povinen uveést:
e seznam pfedanych dokladq,
e vymezeni pfipadnych vad, se kterymi je zafizeni pfevzato (v€etné termind pro jejich odstranéni),
o pokud kupujici zafizeni nepfevezme, je do zapisu povinen uvest:

e vymezeni divodl neprfevzeti zafizeni.
nebo (b) kupujici potvrdi dodaci list prodavajiciho, volba nalezi kupujicimu.

O O O O
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Smluvni strany obsah zapisu potvrdi podpisy svych zastupcl na obou vyhotovenich zapisu, kazda smluvni strana
obdrzi jeden.

Zafizeni se povazuje za pfedané / pfevzaté okamzikem, ve kterém kupujici podepiSe zapis dle ¢l. 4.3 smlouvy,
ze kterého vyplyva, Ze kupujici zafizeni pfevzal.
Prodavajici je povinen na vlastni naklady odvézt vesSkeré obaly zafizeni a obdobné materialy a dale postupovat

v souladu se zakonem €. 541/2020 Sb., o odpadech a o zméné nékterych dalSich zakon(, ve znéni pozdéjSich
pfedpisll, nedomluvi-li se smluvni strany jinak.

Prodavajici je v pfipadé, Ze kupujici v souladu se smlouvou zafizeni odmitne pfevzit, povinen zafizeni v€etné
vesSkerych oballl zafizeni na vlastni naklady odvézt.

Piechod vlastnického prava a nebezpeci Skody na zafizeni

Okamzikem prevzeti zafizeni kupujicim na kupujiciho pfechazi vlastnické pravo k zafizeni a nebezpeci Skody
na zarizeni.

Odpovédnost za vady, zaruka za jakost zarizeni, technicka podpora vyrobce zafizeni
Prodavajici odpovida za vady, jez ma zafizeni v dobé jeho pfedani.
Zaruka za jakost zafizeni se nesjednava.

Prodavajici se zavazuje sjednat kupujicimu technickou podporu vyrobce zafizeni (dale jen ,technicka podpora®)
v délce 60 mésicl ode dne prevzeti zafizeni tak, aby kupujici za jeji poskytovani vyrobci zafizeni nic nehradil. Cena
technické podpory a odména za jeji sjednani jsou zahrnuty v kupni cené.

Technicka podpora musi zahrnovat mj. zavazek vyrobce zafizeni (1) odstranit nahlaSenou vadu zafizeni v misté
dodani nejpozdéji nejblizSiho pracovniho dne ode dne nahlaseni vady (tzv. ,NBD) a (2) poskytovat aktualizace
softwaru zafizeni. Rozsah technické podpory a podminky jejiho poskytovani jsou blize vymezeny v pfiloze €. 4
smlouvy (Technicka podpora).

Platnost technické podpory musi byt mozné ovéfit pfimo u vyrobce zafizeni &i na jeho strankach (napfiklad podle
service tagu zafizeni).

Nesjednani technické podpory vyrobce zafizeni je podstatnym poruSenim smiouvy.

Dalsi prava a povinnosti smluvnich stran, komunikace a opravnéni pracovniki smluvnich stran, reseni
sport

Prodavajici je povinen poskytovat sluzby v souladu s pravnimi predpisy.

Prodavajici je opravnén pirevést svoje prava a povinnosti ze smlouvy vyplyvajici na jinou osobu pouze s pisemnym
souhlasem kupuijiciho.

Prodavajici bere na védomi, ze je v souladu s § 2 pism. e) zakona ¢. 320/2001 Sb., o finanéni kontrole ve vefejné
spraveé, osobou povinnou spolupUsobit pfi vykonu finanéni kontroly. Prodavajici se zavazuje poskytnout kontrolnim
organim pfi provadéni kontroly maximalni soucinnost. Prodavajici se ke stejnému spoluplsobeni a poskytovani
soucinnosti kontrolnim organim zavazuje zavazat rovnéz své poddodavatele.

Prodavajici se zavazuje zajistit dodrzovani pracovnépravnich pfedpisl, zejména zakona ¢. 262/2006 Sb., zakonik
prace, ve znéni pozdéjSich pfedpistl (se zvlastnim zfetelem na regulaci odménovani, pracovni doby, doby odpocinku
mezi sménami, atp.), zakona €. 435/2004 Sb., o zaméstnanosti, ve znéni pozdéjSich pfedpist (se zvlastnim zfetelem
na regulaci zaméstnavani cizincl), a to vii¢i vSem osobam, které se na pInéni zakazky podileji a bez ohledu na to,
zda jsou prace na pfedmétu pinéni provadény bezprostfedné prodavajicim &i jeho poddodavateli. Nedodrzeni tohoto
zavazku je podstatnym poruSenim smiouvy.

Prodavajici se zavazuje zajistit Fadné a v€asné plnéni finanénich zavazk(i svym poddodavatelim. Prodavajici se
zavazuje pfenést totoznou povinnost do dalSich urovni dodavatelského fetézce a zavazat své poddodavatele k pInéni
a Sifeni této povinnosti téz do nizSich urovni dodavatelského fetézce. Kupujici je opravnén pozadovat pfedlozeni
dokladd o provedenych platbach poddodavatelim a smlouvy uzaviené mezi prodavajicim a poddodavateli
a prodavajici je povinen je bezodkladné poskytnout.

Prodavajici se zavazuje zajistit, aby byl pfi plnéni smlouvy minimalizovan dopad na zivotni prostfedi, a to zejména
tfidénim odpadu, Usporou energii, a aby byla respektovana udrzitelnost ¢i moznosti cirkularni ekonomiky.
Prodavajici prohlasuje, Ze nebyl ve stfetu zajmu dle § 4b zakona €. 159/2006 Sb., o stfetu zajm, ve znéni pozdéjsich
predpist, splnéni uvedeného zaijistil i u svych poddodavatelu.

Prodavajici prohlasuje, Ze splfiuje pozadavky stanovené v Nafizeni Rady (EU) 2022/576 ze dne 8. dubna 2022,
kterym se méni nafizeni (EU) €. 833/2014 o omezujicich opatfenich vzhledem k ¢innostem Ruska destabilizujicim
situaci na Ukrajiné, v Rozhodnuti Rady (SZBP) 2022/578 ze dne 8. dubna 2022, kterym se méni rozhodnuti
2014/512/SZBP o omezujicich opatfenich vzhledem k ¢&innostem Ruska destabilizujicim situaci na Ukrajiné,
v Provadécim nafizeni Rady (EU) 2022/581 ze dne 8. dubna 2022, kterym se provadi nafizeni (EU) &. 269/2014
0 omezujicich opatfenich vzhledem k &innostem naruSujicim nebo ohroZujicim Uzemni celistvost, svrchovanost
a nezavislost Ukrajiny, a v Rozhodnuti Rady (SZBP) 2022/582 ze dne 8. dubna 2022, kterym se méni rozhodnuti
2014/145/SZBP o omezujicich opatfenich vzhledem k ¢innostem narusujicim nebo ohrozujicim Gzemni celistvost,
svrchovanost a nezavislost Ukrajiny. Spinéni uvedeného zaijistil i u svych poddodavateld.
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Prodavajici bere na védomi, ze kupujici pofizuje zafizeni vramci projektu spolufinancovaného z finanénich
prostfedk(l EU nebo Statniho rozpoétu CR. Prodavajici bere na védomi, Ze jakékoli, byt jen &asteéné, nepIinéni jeho
povinnosti vyplyvajicich ze smlouvy, mize ohrozit toto spolufinancovani, pfip. mize vést k udéleni sankci kupujicimu
ze strany organu opravnénych k vykonu kontroly projektu.

Prodavajici bere na védomi, ze je povinen minimalné do konce roku 2036 uchovavat veskerou dokumentaci
souvisejici s realizaci projektu véetné Ucetnich dokladu a poskytovat pozadované informace a dokumentaci (véetné
Ucetnich doklad(l) souvisejici s realizaci projektu zaméstnanciim nebo zmocnéncim povéfenych organt (CRR,
MMR CR, MF CR, MZ CR, Evropské komise, Evropského uéetniho dvora, OLAF — Evropskému ufadu pro boj proti
podvodum, Nejvys§iho kontrolniho Ufadu, pfislusného organu finanéni spravy a dalSich opravnénych organt statni
spravy) a Ze je povinen vytvofit vySe uvedenym osobam podminky k provedeni kontroly vztahujici se k realizaci
projektu a poskytnout ji pfi provadéni kontroly souginnost.

Smluvni strany se zavazuji, ze budou pfi plnéni svych zavazku vyplyvajicich ze smlouvy postupovat v souladu
s pravnimi predpisy vztahujicimi se k ochrané osobnich Udajl, zejména v souladu s nafizenim Evropského
parlamentu a Rady (EU) 2016/679 ze dne 27. dubna 2016 o ochrané fyzickych osob v souvislosti se zpracovanim
osobnich udajd a o volném pohybu téchto udajd a o zruSeni smérnice 95/46/ES (obecné nafizeni o ochrané osobnich
udajh). Prodavajici timto potvrzuje, ze byl v okamziku ziskani osobnich Udajl seznamen kupujicim s informacemi
0 zpracovani osobnich udajl pro Ucely splnéni prav a povinnosti dle smlouvy. BliZ§i informace o zpracovani osobnich
udaja poskytuje kupujici na svych internetovych strankach www.mou.cz v sekci ,GDPR a ochrana osobnich udaji“.

Veskera jednani a komunikace mezi smluvnimi stranami bude probihat pfednostné prostiednictvim osob
a kontaktnich udaji vymezenych v pfiloze €. 3 smlouvy. V této pfiloze jsou rovnéz vymezena opravnéni téchto osob.

Smluvni strany se zavazuji pfipadné spory souvisejici se smlouvou feSit pfednostné smirnou cestou. Nedojde-li
k vyfeSeni sporu smirnou cestou, je kazda ze smluvnich stran opravnéna pfistoupit k feSeni sporu soudni cestou.
Smluvni strany v souladu s § 89a zakona ¢. 99/1963 Sb., ob¢ansky soudni fad, ve znéni pozdéjSich predpisu,
sjednavaji jako mistné pfislusny soud Méstsky soud v Brné. Smluvni strany dale sjednavaiji, Ze smlouva a veskeré
naroky nebo spory vzniklé na jejim zakladé nebo v souvislosti s ni (véetné mimosmluvnich sport a narok() se budou

Fidit Geskym pravem a budou vykladany v souladu s pravnimi ptedpisy Ceské republiky.

Kupni cena a platebni podminky

Celkova cena za spInéni zavazka prodavajiciho vyplyvajicich z €l. 2.1 smlouvy (dale jen ,kupni cena®) €ini:

Kupni cena bez DPH: 3614 800 K&
DPH (21) %: 759 108 K¢
Kupni cena v€etné DPH: 4 373 908 K&

Rozklad kupni ceny dle jednotlivych polozek v€etné informace o jednotkovych cenach a mnozZstvi jednotlivych
polozek je uveden v pfiloze €. 2 smlouvy.

Kupni cena zahrnuje veskeré naklady prodavajiciho souvisejici se splnénim dotéenych zavazki a je stanovena jako
konecna a nepfekrocitelna. V pfipadé zmény sazby DPH se vy3e kupni ceny v€etné DPH a vlastni DPH upravi
dle pravnich pfedpist ucinnych ke dni uskuteénéni zdanitelného pinéni.

Kupni cena bude uhrazena na zakladé faktury vystavené prodavajicim po pfevzeti zafizeni kupujicim s dobou
splatnosti do 30 dnu ode dne doruceni faktury kupujicimu.

Faktura musi splfiovat pozadavky dafového dokladu a byt v souladu s pravnimi pfedpisy, zejména se zakonem
€. 235/2004 Sb., o dani z pfidané hodnoty, ve znéni pozdéjSich predpisl (dale jen ,ZoDPH®). Na faktufe musi byt
uveden nazev a evidencni Cislo vefejné zakazky.

Nebude-li faktura obsahovat nalezitosti dle pravnich predpisll, popf. bude-li obsahovat jiné chyby i nedostatky, je
kupujici opravnén fakturu vratit, pfi€emz nova doba splatnosti po€ina bézet dnem doruceni opravené faktury
kupujicimu.

Bude-li kupujici k datu uskuteénéni zdanitelného pinéni & k datu poskytnuti Uplaty za n&j dle ZoDPH rudit
za nezaplacenou DPH (§ 109 ZoDPH) ze strany prodavajiciho, je opravnén &ast kupni ceny odpovidajici DPH uhradit
pFimo na bankovni Gget prislusného spravce dané. Cast kupni ceny odpovidajici DPH se v takovém pFipadé
povazuje za uhrazenou.

Smluvni sankce

Kupujici je za kazdy zapocaty den prodleni s uhradou kupni ceny a ceny sluzeb povinen uhradit prodavajicimu urok
z prodleni ve vySi dle nafizeni vlady ¢. 351/2013 Sb.

Prodavajici je za kazdy zapoc&aty den prodleni s dodanim zafizeni povinen uhradit kupujicimu smluvni pokutu 1.000
KE.

Prodavajici je povinen uhradit kupujicimu smluvni pokutu do 10 dn0 ode dne doruceni jejiho vyucétovani
prodavajicimu.

Zaplaceni jakékoli z vySe uvedenych smluvnich pokut se nedotyka naroku kupujiciho na nahradu Skody ve vysSi
pfesahujici smluvni pokutu.

Platnost a u€¢innost smlouvy, zmény smlouvy
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Smlouva nabyva platnosti dnem jejiho podpisu obéma smluvnimi stranami a uc¢innosti jejim zvefejnénim dle zakona
¢. 340/2015 Sb., o registru smluv, ve znéni pozdéjsich pfedpisl (dale jen ,zakon o registru smluv®).

PInéni pfedmétu smlouvy pfed u&innosti smlouvy se povaZuje za plnéni dle smlouvy a prava a povinnosti z négj
vzniklé se fidi smlouvou.

Smlouvu Ize zménit vyhradné dohodou smluvnich stran v pisemné formé podepsanou obéma smluvnimi stranami,
prednostné prostfednictvim vzestupné Cislovanych dodatkl. Vyjimkou je zména adresy sidla a kontaktnich udajd,
v takovém pfipadé postacuje oznameni dotéené smluvni strany doru¢ené v pisemné formé druhé smluvni strang,
v pfipadé zmeény adresy sidla spolu s doklady prokazujicimi oznamovanou zménu; ke zméné smlouvy dochazi dnem
doru€eni oznameni druhé smluvni strané.

Smluvni strany se nad ramec § 576 obcanského zakoniku pro pfipad neplatnosti nékterého z ustanoveni smlouvy
Ci celé smlouvy zavazuji, Ze si poskytnou potfebnou soucinnost k uzavieni dohody, kterou by dotéené ustanoveni,
pfipadné celou smlouvu, nahradily tak, aby obsah a t¢el smlouvy zlstal v nejvy$$i mozné mife zachovan.

Kazda ze smluvnich stran je opravnéna od smlouvy odstoupit v pfipadé podstatného poruseni smlouvy druhou
smluvni stranou. Na strané kupujiciho se za podstatné poruseni smlouvy povazuje jeho prodleni s uUhradou kupni
ceny presahujici 60 dnu. Na strané prodavajiciho se za podstatné poruseni smlouvy povazuje zejména jeho prodleni
s Fadnym dodanim zafizeni pfesahujicim 30 dnu a situace popsana v ¢l. 6.6. smlouvy.

11. Zavére€na ustanoveni

11.1. Smlouva je vyhotovena ve dvou stejnopisech, z nichz kazda strana obdrzi po jednom vyhotoveni. Je-li smlouva
podepisovana elektronicky, kazda ze stran obdrzi jeji shodné, elektronicky podepsané vyhotoveni.

11.2. Smluvni strany souhlasi se zvefejnénim smlouvy a pfipadnych dohod (dodatk(), kterymi se smlouva doplfiuje, méni,
nahrazuje nebo ukoncuje, a to zejména v registru smluv v souladu se zakonem o registru smluv. Smlouvu v registru
smluv uvefejni kupujici, kupujici spravnost uverejnéni do jednoho mésice od uzavieni smlouvy ovéfi.

11.3. Nedilnou soucasti smlouvy jsou jeji pFilohy:

o Priloha €. 1 — Technicka specifikace zafizeni,

o Pfiloha €. 2 — Rozklad kupni ceny a ceny sluzeb,
o Pfiloha €. 3 — Kontaktni udaje,

o Pfiloha €. 4 — Technicka podpora.

11.4. Smluvni strany prohlasuji, Ze si smlouvu pred jejim podpisem precetly a Ze s jejim obsahem souhlasi, na dikaz vyse
uvedeného pfipojuji své podpisy.

V Brné dne 21-08-2025 V Brné dne dle el. podpisu 19-08-2025

za kupujiciho: za prodavajiciho:
prof. MUDr. Marek Svoboda, Ph.D. Ing. Vitézslav Mach, ¢len pfedstavenstva
feditel Masarykova onkologického ustavu UNIS COMPUTERS, a.s.



Ptiloha ¢. 1
Technicka specifikace zarizeni

1) Wi-Fi kontrolery — 2 ks — fyzické kontrolery bezdratové sité v redundantnim zapojeni

Pozadavek (vzdy na 1 kontroler) Spliuje Poznamky / Nabizena hodnota /
(ANO / NE) Zpusob splnéni

Minimalné 4 porty 1/10G SFP+ ANO 4 porty 1/10G SFP+
Minimalné 2 porty 25 Gbps SFP+ ANO 2 porty 25 Gbps SFP+
2 napajeci zdroje 750 W ANO 2 napajeci zdroje 750 W
Minimalni propustnost 50 Gb/s pro data ANO 50 Gb/s
MoZnost upgradu aZ na 3000 registrovanych access pointtl (AP) ANO 3000
Schopnost pfipojit soucasné alespori 32000 klientd ANO 32000
Redundance na drovni kontrolert a jejich portd, vypadek aktivniho
kontroleru v redundantnim paru nema zadny dopad na provoz jiz ANO
pfipojenych klientt (tj. bez potfeby reautentizace)
Upgrade kontrolerd bez vypadku pfipojenych klient( ANO
Lokalni sit - moznost tunelovani uzivatelskych dat z AP
az na kontroler, moznost ifrovani t&chto uZivatelskych dat bez ANO
vyrazného vlivu na propustnost
Mesh sit - podpora mesh siti, sou¢asné pfipojeni normalnich ANO
a mesh AP k jednomu kontroleru
Vzdalené lokality - moznost lokalniho bridgovani uzivatelskych dat

- e ANO
per SSID pfimo na pfislusSném AP
Sifrovana fidici komunikace AP- kontroler ANO
Soucasna funk&nost AP pro pfenos dat, analyzu spektra a detekci ANO
bezpecnostnich incidentd
Podpora 802.11i, respektive jeho implementace WPA2 v&etné ANO
enterprise variant autentizace/Sifrovani
Podpora WPAS3 — WPA3 Enterprise, WPA3 SAE, WPA3 OWE ANO
PSK autentizace v&. moznosti riznych PSK kli¢l pro riizné klienty ANO
v ramci jednoho SSID
Podpora standardu ,802.11w" pro ochranu fidicich ramcu na AP ANO
a klientovi
Podpora standardu ,802.11u” pro vybér SSID a autentizaci klienta ANO
Integrované feseni navstévnického pfistupu s moznosti webové
autentizace (v€etné nativnich IPv6 klientl), bezpe¢né oddéleni ANO
od zaméstnaneckého provozu, funkéni i v médu lokalniho
bridgovani uZivatelskych dat pfimo na AP
Podpora feSeni navstévnického pfistupu pro klienty bezdratové ANO
i sité
MoZnost omezit pocet klientt per SSID ANO
Lokalni profilovani zafizeni — per uzivatel a per zafizeni ANO
Integrovany IDS systém pro detekci cizich AP (Rogue AP) a klientt ANO
v AdHoc rezimu, moznost vynuceného odpojeni klientl od cizich AP
Podpora Flexible NetFlow a exportu zaznam( (dle RFC 3954)
o datovych tocich uzivateld (v€. zdrojové a cilové IP adresy, portd, ANO
WLAN ID, poctu paketd a objemu prenesenych dat) smérem
k externimu kolektoru
Podpora pro analyzu $ifrovaného provozu ANO
Podpora integrace pro ochranu protokolu DNS ANO
Podpora standardu ,802.11r pro rychly roaming klientd mezi AP,
moznost selektivniho vyuziti 802.11r na sdileném SSID pouze pro ANO
zafizeni, které tento standard podporuji
Podpora standardu ,802.11k“ pro optimalizaci roamingu ANO




Podpora standardu ,802.11v" pro optimalizaci pfipojeni klienta

ANO

Podpora 802.11e/WMM ANO
Diferenciace urovni QoS pro rdzné sluzby a skupiny uzivateld
(zaméstnance a navstévniky), moznost obousmérného omezeni ANO
propustnosti per klient.

Mechanismy Fizeni pfistupu (Call Admission Control) pro hlasovy

i video provoz. Konfigurovatelné parametry max. zatéze a Sirky ANO
pasma.

Podpora Video-streamingu s multicastem s Fizenym doruéenim ANO
Optimalizace multicast provozu v bezdratové siti (IGMP snooping) ANO
Aplikaéni inspekce pfenaseného provozu (DPI na 7. vrstvé ISO/OSI

na zakladé aplika¢nich signatur) umozriujici rozpoznani jednotlivych ANO
aplikaci, grafické zobrazeni statistik a moznost Fizeni QoS per
rozpoznana aplikace

Automatizovana centralni sprava frekvenéniho pasma ANO
Monitoring radiového spektra vé. 20/40/80/160 MHz kanald, moznost

okamzité automatické centralizované fizené reakce (zména kanalu ANO
nebo jeho Sifky, zména vysilaciho vykonu), grafické vyobrazeni
informaci o kvalité signalu

Automatické zvySeni vysilaciho vykonu okolnich AP pfi vypadku AP ANO
(,self healing®)

Automatické pfepinani radii mezi 2.4, 5 a 6 Ghz jednotlivych AP ANO
Moznost detekce rusivych signalu (interference) a identifikace zdroju ANO
interference na zakladé signatur

Mesh sit — automaticky vybér vhodného kanalu pro backhaul,
automatické sestaveni optimalniho mesh stromu, monitorovani véech ANO
kanald na pozadi srychlou konvergenci v pfipadé vypadku
primarniho nadfazeného AP

Troubleshooting radiového signalu a automatické feSeni problému

rudivého signalu, generovani alarmt na zakladé prekroceni ANO
prahovych hodnot kvality signalu

Moznost definovat rizné konfiguraéni profily a ty nasledné pfifadit ANO
vybranym AP (napf. dle umisténi AP, bezpe€nostnich pravidel atd.).

Moi,nost vytvcv)_Fvit erné rédi’ové profily (nastaveni kanald, rychlosti) a ANO
ty nasledné pfifadit vybranym AP.

Podpora IPv6 — management kontroleru (v&. Syslog, radius) ANO
Podpora IPv6 — komunikace AP-kontroler ANO
Podpora IPv6 — Guest Access i pro nativni klienty vé. webové ANO
autentizace pro IPv6 Klienty

Podpora IPv6 — IPv6 multicast, MLD snooping ANO
Podpora IPv6 — bezpe€nost (RA Guard, IPv6 Source Guard, DHCPv6 ANO
Server Guard, ACL)

Podpora IPv6 — ND cache na kontroleru, optimalizace pfenosu ND ANO
zprav, rate-limiting pro RA

Centralni administrace spravcu s granularitou pfistupovych prav ANO
Podpora spravy pres serial CLI nebo pfes IP pomoci SSH/telnet a ANO
https web GUI, SNMP

RJ45 konzolovy port a/nebo USB konzolovy port, dedikovany ANO
ethernetovy RJ45 management port

Podpora API rozhrani pro plnou konfiguraci kontroleru pomoci
NETCONF, RESTCONF za pouziti YANG data modeld. Podpora ANO
exportu provoznich dat z kontroleru.

Dlvéryhodny HW/SW — kontroler pouziva bezpeény zavadé¢ OS,
ovéfovani podpisu SW komponent, kontrolu autenti¢nosti HW a ANO

mechanizmy pro ochranu SW a HW proti Gtok(im




Moznost rozSifeni o lokalizaCni a analytické sluzby pfipojenych

o ANO

klientd

Kontrolery musi byt kompatibilni s aktualné pouzivanymi access

pointy, kterymi jsou:

Cisco Aironet AIR-AP1815I-E-K9

Cisco Aironet AIR-AP3802I-E-K9 ANO
Cisco Aironet AIR-AP4800-E-K9

Cisco Catalyst AP9120AXI

Zarizeni musi byt nové, nepouzité, nerepasované, a ne starsi 12 ANO
mésicl.

Zartizeni musi byt urCeno vyrobcem zafizeni k distribuci a provozu v

ramci CR / EU (aby bylo zajisténo fadné poskytovani technické

podpory vyrobce vcetné aktualizaci softwaru / firmwaru) na uzemi

Ceské republiky. Pfipadné se mize jednat o zafizeni plivodné uréené

pro jiny geograficky trh, paklize prodavajici prokaze, Ze takové ANO
zafizeni neni omezeno z hlediska dostupnosti / rozsahu technické

podpory (v€etné aktualizaci) na uzemi CR/EU a jeho pouzitim ze

strany kupujiciho nedojde k poruSeni pravnich pfedpisd nebo
obchodnich / licen€nich podminek vyrobce zafizeni.

Sougasti dodavky kazdého kontroleru jsou 2 napajeci kabely o délce 2 kabely 25 GBASE Active Optical
1,5 m, 2 kabely 25 GBASE Active Optical SFP28 o délce 2 m, 2 SFP ANO SFP28 o délce 2 m, 2 SFP moduly
moduly 10GBASE-LR Cisco kompatibilni 10GBASE-LR Cisco kompatibilni
2) Wi-Fi access pointy—4 ks

Pozadavek (vzdy na 1 access point) Splnuje Poznamky / Nabizena hodnota
(ANO / NE)

Access Point uréeny pro instalaci na strop/podhled ANO
Antény integrované pro obé pasma ANO
Dvé radia pracujici v rezimu 2,4 a 5 GHz pro standardni prostfedi

nebo dualni 5 GHz pro HD nasazeni, moznost statické i dynamické ANO
volby reZimu

Samostatné radio pro monitorovani 2,4 a 5 GHz RF spektra —

detailni spektralni analyza, detekce Gtokd na bezdratovou sit, ANO
lokalizace klienta

Podpora standardu 802.11a/b/g/n/ac a Wi-Fi6 (802.11ax) ANO
Podpora minimalné 4x4 MIMO, MU-MIMO, UL/DL OFDMA, TWT, ANO
BSS Coloring a az 160 MHz kanal pro 802.11ax

Minimalné 8 inzerovanych SSID (BSSID) per radio ANO
Podpora mechanismu pro optimalizaci faze vysilaného

bezdratového signalu smérem k 802.11 n/ac/ax klientdm (Tx Beam ANO
Forming)

Podpora mechanismu pro pfepojeni klientd z 2,4GHz do 5GHz ANO
pasma

Access Pointy obsahuji X.509 certifikat s lokalni platnosti pro ANO
nasazeni PKI

Podpora autentizace Access Pointu do LAN sité pomoci 802.1x, AP ANO
obsahuji 802.1x supplikant

Podpora detekce a monitorovani problémd WLAN odchytavanim

provozu na AP a jeho zasilanim do Ethernetového analyzatoru ANO
(napf. Wireshark)

Podpora pfimého pfistupu na pfikazovou fadku AP pfes serial ANO
konzoli a pfes IPv4 pomoci Telnet a SSH

Hardwarova podpora spektralni analyzy s podporou 160 MHz ANO
kanalll (detekce zdroje rusivého signalu — interference)

Podpora rozpoznani zdroje rusivého signalu podle signatur ANO




Access Point obsahuje radio podporujici BLE 5.0, ZigBee, Thread

ANO
a USB 2.0 port
Access Point podporuje kontejnerové prostfedi pro béh aplikaci ANO
1 x 100/1000/2500 Mbit/s RJ45 ethernet rozhrani kompatibilni ANO
s 802.3bz
Moznost 802.3af/at PoE napajeni AP z pfepinaCe nebo injectoru —
plna funkce AP pfi pouziti 802.3at, v pfipadé 802.3af AP bézi ANO
minimalné v rezimu 1x1 MIMO pro obé radiova pasma bez
snizeného vysilaciho vykonu
AP uzaviené konstrukce bez vétracich otvorl a ventilatoru ANO
Sougasti AP je plechovy tchyt pro instalaci na strop nebo sténu ANO
AP je fyzicky zabezpeditelné/zamknutelné k okolnim pevnym &astem. ANO
Dlvéryhodny HW/SW — AP pouziva bezpecny zavadé¢ OS,
ovéfovani podpisu OS, kontrolu autenti¢nosti HW a mechanizmy pro ANO
ochranu SW a HW proti utokdm
Soucasti dodavky kazdého AP jsou licence pro kontroler bezdratové
sité a poptavany WLAN management: V8echny licence musi mit ANO
platnost minimalné 5 let.
PIna podpora AP na kontroleru dle vySe uvedené tabulky €. 1 (pfiloha ANO
¢. 1 smlouvy)
PIna podpora AP ve stavajicich vysSich sitovych managementech ANO
Zadavatele
Zafizeni musi byt nové, nepouzité, nerepasované, a ne starsi 12 ANO
mésicu.
Zafizeni musi byt ur€eno vyrobcem zafizeni k distribuci a provozu v
ramci CR / EU (aby bylo zajisténo Ffadné poskytovani technické
podpory vyrobce vcetné aktualizaci softwaru / firmwaru) na uzemi
Ceské republiky. Pfipadné se mlze jednat o zafizeni plvodné uréené
pro jiny geograficky trh, paklize prodavajici prokaze, Ze takové ANO

zarizeni neni omezeno z hlediska dostupnosti / rozsahu technické
podpory (v&etn& aktualizaci) na uzemi CR/EU a jeho pouZitim ze
strany kupujiciho nedojde k poruseni pravnich predpisi nebo
obchodnich / licen&nich podminek vyrobce zafizeni.
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Product overview

Figure 1.
Cisco Catalyst CW9800M wireless controller

Engineered from the ground up to be the most powerful and energy-efficient mid-sized wireless controller
Cisco has ever developed, the Cisco Catalyst™ CW9800M Series wireless controller boasts up to a 53%
increase in performance and consumes up to 18% less power compared to its predecessor. The Cisco Catalyst
CW9800M has increased capacity to support 1000 more access points than the previous generation Catalyst
9800-40 while remaining a single-rack-unit design to save you space and provide greater flexibility in your
datacenters. Together, these advancements, along with a host of innovative features, deliver a best-in-class
wireless solution tailored to accommodate the dynamic and evolving needs of your organization.

The emergence of 6GHz Wi-Fi, along with the rise of new devices, cloud-based applications, smart
workplaces, and IoT, calls for a new approach to network deployments, management, and troubleshooting.
These new applications and increasing demands are met head-on by the powerful and efficient Cisco Catalyst
CW9800 wireless controllers, which are engineered to address your most stringent needs and set the stage for
the future.

The Cisco Catalyst CW9800 wireless controllers, built on Cisco IOS® XE, are specifically designed to thrive in
dynamic environments, offering simplicity, security, and sustainability. In conjunction with the comprehensive
suite of Cisco Catalyst solutions, the CW9800 wireless controllers deliver an unmatched wireless experience,
catering to the growing demands of your organization. By integrating these controllers with Cisco Catalyst
Center, you can harness applied Al for analytics and insights, automate intricate tasks, and enhance
troubleshooting efficiency—helping ensure optimal user experiences and enabling you to focus on your
organization's wider strategic objectives.

The Cisco Catalyst CW9800M is a high-performance wireless controller with the ability to support up to 3000
access points and 32,000 clients with up to 50 Gbps of maximum throughput. Additionally, it has 4 x
1Gpbs/10Gbps, and 2 x 25Gbps uplinks available to meet high throughput demands of 6GHz wireless. The
Cisco Catalyst CW9800M is feature rich with high-performance capabilities to power your business-critical
operations and transform user experiences:

© 2024 Cisco and/or its affiliates. All rights reserved. Page 3 of 25



« High availability and seamless software updates, enabled by hot patching, keep your clients and services
always on in planned and unplanned events.

« Secure the airwaves, devices, and users with the Cisco Catalyst CW9800M. Wireless infrastructure
becomes the strongest first line of defense with Cisco® Encrypted Traffic Analytics (ETA) and Software-
Defined Access (SD-Access). Additionally, because the Cisco Catalyst CW9800M controllers are
designed for Wi-Fi Protected Access 3 (WPA3) and beyond, security is front and center. This includes
Secure Boot, runtime defenses, image signing, integrity verification, and hardware authenticity. The
Catalyst CW9800M also supports hardware cryptographic offload to enable advanced encryption without
any performance degradation.

« Built on a modular operating system, the CW9800M features open and programmable APIs that enable
automation of day-0 to day-N network operations. Model-driven streaming telemetry provides deep
insights into the health of your network and clients.

e Cisco User Defined Network Plus, allows IT to give end users control of their very own wireless network
partition on a shared network. End users can then remotely and securely deploy their devices on this
network. Perfect for university dormitories or extended hospital stays, Cisco User Defined Network Plus
provides advanced control, allowing each user to choose who can connect to their network.

« The CW9800 wireless controllers offer support for application hosting, enabling you to reduce your
dependence on IoT overlay networks and consequently save on both CapEx and OpEx. With this feature,
you can upload, deploy, and manage IOx applications directly on your Catalyst access points. It also
provides third-party developers with the capability to create and run containerized applications using
Docker, with access to designated CW9800 resources. This integration facilitates streamlined operations
and enhances the overall efficiency of your network infrastructure.

« With Cloud Monitoring for Catalyst Wireless, you get a unified view of your Cisco infrastructure to help
with troubleshooting including root cause analysis of network and client issues. Cloud monitoring is
delivered through the Meraki dashboard, included in DNA Essentials and Advantage, and gives the ability
to ensure the delivery of services while maximizing network performance and uptime. Additionally,
because its cloud based, you access it anywhere. And best of all, it utilizes your existing hardware
without the need for an immediate upgrade. Cloud monitoring for CW9800 wireless controllers will be
available in a future software release.

« With Cisco In-Service Software Upgrade (ISSU), network downtime during a software update or upgrade
is a thing of the past. ISSU performs a complete image upgrade and update while the network is still
running. The software image—or patch—is pushed onto the wireless controller while traffic forwarding
continues uninterrupted. All access point and client sessions are retained during the upgrade process.
With just a click, your network automatically upgrades to the newest software.

Feature highlights

The Catalyst CW9800M boasts a fully programmable multicore network processor that improves access point
scale by up to 50%, performance by up to 53%, and energy efficiency by 18% when compared to the Cisco
Catalyst 9800-40. The CW9800M offers both RJ-45 and Small Form-Factor Pluggable (SFP) High Availability
(HA) ports giving you the option of either 1Gbps or 10Gbps, depending on your requirements. Additionally, the
CW9800M, supports 1000 more APs than the C9800-40 and in turn, 1000 more policy tags and site tags. This
capability helps ensure greater flexibility and efficiency in managing expanding network environments with a
more capable controller.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 4 of 25



Features

Table 1. Key features

_

Maximum number of access points 3000
Maximum number of clients 32,000
Maximum throughput Up to 50 Gbps
Maximum WLANs 4096
Maximum VLANs 4096
Maximum site tags 3000
Maximum Flex APs per site 300
Maximum policy tags 3000
Maximum RF tags 3000
Maximum RF profiles 6000
Maximum policy profiles 1000
Maximum Flex profiles 3000
Fixed uplinks 4x 1/10Gbps +
2x 25Gbps
Redundant power supply AC power supply
Maximum power consumption with 350w
modules
Deployment modes Centralized, Cisco FlexConnect®, and fabric wireless (SD-Access)
Form factor 1RU
License Smart License enabled

© 2024 Cisco and/or its affiliates. All rights reserved. Page 5 of 25



_

Operating system Cisco I0S XE

Management Integrated WebUI, Cisco Catalyst Center, and third party (open standards APIs)*
Policy engine Cisco Identity Services Engine (ISE)*

Location platform Cisco Spaces*

Access points Aironet 802.11ac Wave 2 access points, Cisco Catalyst 9100 Series 802.11ax

access points

Standard Power supported with Automated Frequency Coordination where

applicable

*For information on compatibility, see the Compatibility Guide.

Always on

Seamless software updates enable faster resolution of critical issues, introduction of new access points with
zero downtime, and flexible software upgrades. Stateful switchover (SSO) with 1:1 active standby and N+1
redundancy keeps your network, services, and clients always on, even in unplanned events. Cisco Advanced
Wireless Intrusion Prevention System (aWIPS) is a complete wireless security solution that uses the Cisco
Unified Access® infrastructure to detect, locate, mitigate, and contain wired and wireless rogues and threats.

Secure

Secure airwaves, devices, and users with the Cisco Catalyst CW9800 wireless controller. Wireless
infrastructure becomes the strongest first line of defense with ETA and SD-Access. The controller comes with
built-in security: Secure Boot, runtime defenses, image signing, integrity verification, and hardware authenticity.

Open and programmable

The controller is built on the Cisco I0S XE operating system, which offers a rich set of open standards-based
programmable APIs and model-driven telemetry that provide an easy way to automate day-0 to day-N network
operations.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 6 of 25
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Details

Figure 2.
CW9800M

Table 2. Physical dimensions

e _

Width

Depth

Height

Weight

Front panel

Figure 3.
CW9800M Front panel

Figure 4.
CW9800M Front panel components

© 2024 Cisco and/or its affiliates. All rights reserved.

17.3 inches (43.94 cm)

18.4 inches (46.74 cm)

1.73 inches (4.39 cm)

20.5 Ib (9.3 kg)
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Figure 5.
CW9800M Uplinks

Ports

Table 3.  Ports and their purposes

_

1x RJ-45 console port

1x USB 3.0 console port

2x USB 3.0 ports

1x RJ-45 management port

1x RJ-45 redundancy port

1x SFP 10 Gbps Ethernet redundancy port

Fixed uplink ports

© 2024 Cisco and/or its affiliates. All rights re:

served.

Console port for out-of-band management

Console port for out-of-band management

USB 3.0 ports for plugging in external memory

Management port for out-of-band management. Also known as the

service port

Redundancy port used for SSO

Redundancy port used for SSO; works with Cisco supported SFPs for RP port

4 x 1/10 Gbps SFP+
2 x 25 Gbps SFP+
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Front panel LEDs

Table 4. Front panel LEDs

LED

Power

PWR

STATUS

SYS

ALARM

ALM

HIGH AVAILABILITY

HA

USB CON ENABLED

EN

10/100/1000 RJI45 I/F

LINK

10/100/1000 RJ45 I/F

ACTIVITY

Green

Green

Amber

Green

Amber

Green

Amber

Green

Green

Green

© 2024 Cisco and/or its affiliates. All rights reserved.

Green if all power rails are within spec

On: IOS boot is complete

Blinking: 10S boot is in progress

On: System crash
Blinking: Secure Boot failure

Off: ROMMON boot

On: ROMMON boot is complete

Blinking: System upgrade in progress

On: ROMMON boot and SYSTEM bootup

Blinking: Temperature error and secure boot failure

On: HA active

Blinking: HA standby hot

Slow blink: Booted with HA standby cold

Fast blink: HA maintenance

When lit, USB console is enabled (RJ-45 console is disabled)

Solid green indicates link

Flashing green indicates activity
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SSD Activity Green Indicates active use of the hard disk SSD memory devices in the
unit
SSD
Rear panel
Figure 6.
Rear panel

e The chassis has a front-to-rear airflow.

« Four internal fans draw cooling air in through the front of the chassis and across the internal components
to maintain an acceptable operating temperature.

« The fans are located at the rear of the chassis.

e The fans are numbered from O to 3, right to left.

Power
The CW9800M controller ships with a single AC power supply unit.

The Power Entry Module (PEM) provides redundant power to the system, and the CW9800M can operate
continuously with only a single PEM installed. The PEMs are hot-swappable, and replacement of a single PEM
can be made without power interruption to the system. All external connections to the PEMs are made from the
rear panel of the chassis, and they are removed or inserted from the rear. The main power switch for the unit is
located directly next to the PEMs on the rear of the chassis.

Table 5. Power supply options

Power supply condition Green (OK) LED | Amber (Fail) LED

status status

No AC power to all power supplies Off Off
Power supply failure (includes over voltage, over current, over temperature, Off Red for power
and fan failure) supply failure

Amber for fan

failure

Power supply warning events in which the power supply continues to operate  Off 1 Hz blinking

(high temperature, high power, and slow fan)
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Note: Redundancy is supported with the same power supply types.

SFPs supported

« All 1, 10, and 25Gbps ports can be configured independently.

« Online Insertion and Removal (OIR) for SFP, SFP+, and SFP28.

e Modules are hot-swappable.

Table 6. SFPs supported

_

Small Form-Factor Pluggable (SFP)

Enhanced SFP (SFP+)

© 2024 Cisco and/or its affiliates. All rights reserved.

GLC-LH-SMD

GLC-SX-MMD

GLC-TE

GLC-ZX-SMD

GLC-BX-U

GLC-BX-D

GLC-EX-SMD

SFP-10G-SR

SFP-10G-SR-S

SFP-10G-SR-I

SFP-10G-LR

SFP-10G-LR-X

SFP-10G-ER

SFP-H10GB-ACU10M

SFP-H10GB-CU5M

SFP-10G-AOC10M
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_

SFP+ (25G)

© 2024 Cisco and/or its affiliates. All rights reserved.

SFP-10G-T-X

Finisar-LR (FTLX1471D3BCL)

Finisar-SR (FTLX8574D3BC)

SFP-H10GB-CU1M

SFP-H10GB-CU1-5M

SFP-H10GB-CU2M

SFP-H10GB-CU2-5M

SFP-H10GB-CU3M

SFP-H10GB-ACU7M

SFP-10G-AOC1M

SFP-10G-AOC2M

SFP-10G-AOC3M

SFP-10G-AOC5M

SFP-10G-AOC7M

SFP-10/25G-CSR-S

SFP-10/25G-LR-S

SFP-10/25G-LR-I

SFP-10/25G-BXD-I

SFP-10/25G-BXU-I

SFP-25G-ER-I

SFP-25G-SR-S
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_

SFP-25G-AO0C2M
SFP-25G-AOC10M

SFP-25G-AOC5M

Benefits

Cisco I0S XE opens a completely new paradigm in network configuration, operation, and monitoring through
network automation. Cisco’s automation solution is open standards-based, and extensible across the entire
lifecycle of a network device. The various mechanisms that bring about network automation are outlined below,
based on a device lifecycle.

o Automated device provisioning: This is the ability to automate the process of upgrading software
images and installing configuration files on Cisco access points when they are being deployed in the
network for the first time. Cisco provides turnkey solutions such as Plug and Play (PnP) that enable an
effortless and automated deployment.

« API-driven configuration: Modern wireless controllers such the Cisco Catalyst CW9800M wireless
controller supports a wide range of automation features and provide robust open APIs over Network
Configuration Protocol (NETCONF) using YANG data models for external tools, both off-the-shelf and
custom built, to automatically provision network resources.

o Granular visibility: Model-driven telemetry provides a mechanism to stream data from a wireless
controller to a destination. The data to be streamed is driven through subscription to a data set in a
YANG model. The subscribed data set is streamed out to the destination at configured intervals.
Additionally, Cisco IOS XE enables the push model, which provides near-real-time monitoring of the
network, leading to quick detection and rectification of failures.

« Seamless software upgrades and patching: To enhance OS resilience, Cisco IOS XE supports patching,
which provides fixes for critical bugs and security vulnerabilities between regular maintenance releases.
This support allows customers to add patches without having to wait for the next maintenance release.
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Always on

« High availability: Stateful switchover with 1:1 active standby and N+1 redundancy keeps your network,
services, and clients always on, even in unplanned events.

« Software maintenance upgrades (SMUs) with hot patching: Patching allows for a patch to be installed
as a bug fix without bringing down the entire network and eliminates the need to requalify an entire
software image. The SMU is a package that can be installed on a system to provide a patch fix or
security resolution to a released image. SMUs allow you to address the network issue quickly while
reducing the time and scope of the testing required. The Cisco 10S XE platform internally validates the
SMU’s compatibility and does not allow you to install incompatible SMUs. All SMUs are integrated into
the subsequent Cisco I0S XE Software maintenance releases.

« Intelligent rolling access point upgrades and seamless multisite upgrades: The Catalyst CW9800M
wireless controller comes equipped with intelligent rolling access point upgrades to simplify network
operations. Multisite upgrades can now be done in stages, and access points can be upgraded
intelligently without restarting the entire network.

« Standby monitoring of Catalyst CW9800M wireless controller in high-availability mode enables you to
monitor the health of the system on a standby controller in a high-availability pair using programmatic
interfaces (NETCONF/YANG, RESTCONF) and Command-Line Interfaces (CLIs) without going through
the active controller. For more details refer to the technical documentation.

« In-Service Software Upgrade (ISSU): ISSU is a complete image upgrade/update with zero downtime
while the network is still on. The software image or a patch is pushed onto the wireless controller while
traffic forwarding continues uninterrupted. All access point and client sessions are retained during the
upgrade process.

With just a click, your network automatically upgrades to the newest software. Your backup CwW9800 controller
receives the new software that is pushed via the active CW9800 controller. The backup controller becomes
active and takes over your network, while your previously active controller turns into a backup controller and
processes the software upgrade. Using an intelligent RF-based rolling access point upgrade, all access points
are upgraded in a staggered fashion without impacting any wireless session. This procedure is carried out
without any manual intervention natively from the controller and without the need for an external orchestrator or
additional licenses.

Security

o Encrypted Traffic Analytics (ETA): ETA is a unique capability for identifying malware in encrypted traffic
coming from the access layer. Since more and more traffic is being encrypted, the visibility this feature
provides related to threat detection is critical for keeping your network secure at different layers.

« Trustworthy systems: Cisco Trust Anchor Technologies provide a highly secure foundation for Cisco
products. With the Catalyst CW9800M, these trustworthy systems help assure hardware and software
authenticity for supply chain trust and strong mitigation against man-in-the-middle attacks on software
and firmware. Trust Anchor capabilities include:

« Image signing: Cryptographically signed images provide assurance that the firmware, BIOS, and other
software are authentic and unmodified. As the system boots, its software signatures are checked for
integrity.
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e Secure Boot: Cisco Secure Boot technology anchors the boot sequence chain of trust to immutable
hardware, mitigating threats against a system's foundational state and the software that is to be loaded,
regardless of a user's privilege level. It provides layered protection against the persistence of illicitly
modified firmware.

o Cisco Trust Anchor module: A tamper-resistant, strong cryptographic, single-chip hardware solution
uniquely identifies the product so that its origin can be confirmed to Cisco, providing assurance that the
product is genuine.

o Cisco Wireless Intrusion Prevention System (WIPS): WIPS offers advanced network security to detect,
locate, mitigate, and contain any intrusion or threat on your wireless network. It can monitor and detect
wireless network anomalies, unauthorized access, and RF attacks. A new, dedicated classification
engine for rogues and aWIPS is built on Cisco Catalyst Center. A fully integrated stack for the WIPS
solution includes Cisco Catalyst Center, a Cisco Catalyst 9800 series controller, Wave 2 or Cisco
Catalyst 9100 Access Point. This new architecture provides improved detection and security, simplicity,
and ease of use, and fewer false positive alarms.

Flexible NetFlow

« Flexible NetFlow (FNF): Cisco I0S FNF is the next generation in flow visibility technology, allowing
optimization of the network infrastructure, reducing operating costs, and improving capacity planning
and security incident detection with increased flexibility and scalability.

Application visibility and control

« Next-Generation Network-Based Application Recognition (NBAR2): NBAR2 enables advanced
application classification techniques, with up to 1400 predefined and well-known application signatures
and up to 150 encrypted applications on the Catalyst CW9800M. Some of the most popular applications
included are Skype, Office 365, Microsoft Lync, Webex by Cisco, and Facebook. Many others are
already predefined and easy to configure. NBAR2 provides the network administrator with an important
tool to identify, control, and monitor end-user application usage while helping ensure a quality user
experience and securing the network from malicious attacks. It uses FNF to report application
performance and activities within the network to any supported NetFlow collector, such as Cisco Prime®,
Cisco Secure Network Analytics, or any compliant third-party tool.

Quality of service

« Superior Quality of Service (QoS): QoS technologies are tools and techniques for managing network
resources and are considered the key enabling technologies for the transparent convergence of voice,
video, and data networks. QoS on the Catalyst CW9800M consists of classification of traffic based on
packet data as well as application recognition and traffic control actions such as dropping, marking and
policing. A modular QoS command-line framework provides consistent platform-independent and
flexible configuration behavior. The CW9800M also supports policies at two levels of target: BSSID as
well as client. Policy assignment can be granular down to the client level.

Smart operation

« WebUI: WebUI is an embedded GUI-based device-management tool that provides the ability to provision
the device, simplifying device deployment and manageability and enhancing the user experience. WebUI
comes with the default image. There is no need to enable anything or install any license on the device.
You can use WebUI to build a day-0 and day-1 configuration and from then on monitor and troubleshoot
the device without having to know how to use the CLI.
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Specifications

Table 7. Specifications

_

Wireless IEEE 802.11a, 802.11b, 802.11g, 802.11d, WMM/802.11e, 802.11h, 802.11n,
802.11k, 802.11r, 802.11u, 802.11w, 802.11ac Wave 2, 802.11ax

Wired, switching, and routing IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX, 1000BASE-T, 1000BASE-SX, 1000-
BASE-LH, IEEE 802.1Q VLAN tagging, IEEE 802.1AX Link Aggregation
Data standards o RFC 768 User Datagram Protocol (UDP)
e RFC 791 IP
o RFC 2460 IPv6
¢ RFC 792 Internet Control Message Protocol (ICMP)
e RFC 793 TCP
« RFC 826 Address Resolution Protocol (ARP)
¢ RFC 1122 Requirements for Internet Hosts
e RFC 1519 Classless Interdomain Routing (CIDR)
o RFC 1542 Bootstrap Protocol (BOOTP)
e« RFC 2131 Dynamic Host Configuration Protocol (DHCP)
« RFC 5415 Control and Provisioning of Wireless Access Points (CAPWAP) Protocol

e RFC 5416 CAPWAP Binding for 802.11

Security standards « IEEE 802.11i (WPA2, RSN)
o Wi-Fi Protected Access 3 (WPA3)
« RFC 1321 MD5 Message-Digest Algorithm
« RFC 1851 Encapsulating Security Payload (ESP) Triple DES (3DES) Transform
e RFC 2104 HMAC: Keyed-Hashing for Message Authentication
¢ RFC 2246 TLS Protocol Version 1.0
e RFC 2401 Security Architecture for the Internet Protocol
e RFC 2403 HMAC-MD5-96 within ESP and AH

e RFC 2404 HMAC-SHA-1-96 within ESP and AH
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o RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
RFC 8446 TLS Protocol Version 1.3

o RFC 2407 Interpretation for Internet Security Association Key Management Protocol

(ISAKMP)
o RFC 2408 ISAKMP
« RFC 2409 Internet Key Exchange (IKE)
e RFC 2451 ESP CBC-Mode Cipher Algorithms

 RFC 3280 Internet X.509 Public Key Infrastructure (PKI) Certificate and Certificate
Revocation List (CRL) Profile

o RFC 4347 Datagram Transport Layer Security (DTLS)
e RFC 5246 TLS Protocol Version 1.2
o RFC 8446 TLS Protocol Version 1.3
Encryption standards o Advanced Encryption Standard (AES): Cipher Block Chaining (CBC), Counter with

CBC-MAC (CCM), Counter with CBC Message Authentication Code Protocol
(CCMP)

o Data Encryption Standard (DES): DES-CBC, 3DES

e Secure Sockets Layer (SSL) and Transport Layer Security (TLS): RC4 128-bit and
RSA 1024-and 2048-bit

e DTLS: AES-CBC
o |IPsec: DES-CBC, 3DES, AES-CBC

« 802.1AE MACsec encryption

Authentication, Authorization, o |EEE 802.1X

and Accounting (AAA) « RFC 2548 Microsoft Vendor-Specific RADIUS Attributes

e RFC 2716 Point-to-Point Protocol (PPP) Extensible Authentication Protocol (EAP)-
TLS

e RFC 2865 RADIUS Authentication

e RFC 2866 RADIUS Accounting

e« RFC 2867 RADIUS Tunnel Accounting
¢ RFC 2869 RADIUS Extensions

¢ RFC 3576 Dynamic Authorization Extensions to RADIUS
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¢ RFC 5176 Dynamic Authorization Extensions to RADIUS
o RFC 3579 RADIUS Support for EAP

o RFC 3580 IEEE 802.1X RADIUS Guidelines

« RFC 3748 Extensible Authentication Protocol (EAP)

o Web-based authentication

o TACACS support for management users

Management standards ¢ Simple Network Management Protocol (SNMP) v1, v2c, v3
o RFC 854 Telnet
e RFC 1155 Management Information for TCP/IP-based Internets
e RFC 1156 MIB
e RFC 1157 SNMP
e RFC 1213 SNMP MIB Il
e RFC 1350 Trivial File Transfer Protocol (TFTP)
e RFC 1643 Ethernet MIB
o RFC 2030 Simple Network Time Protocol (SNTP)
e RFC 2616 HTTP
« RFC 2665 Ethernet-Like Interface Types MIB

o RFC 2674 Definitions of Managed Objects for Bridges with Traffic Classes, Multicast

Filtering, and Virtual Extensions
e RFC 2819 Remote Monitoring (RMON) MIB
« RFC 2863 Interfaces Group MIB
o RFC 3164 Syslog
o RFC 3414 User-Based Security Model (USM) for SNMPv3
e RFC 3418 MIB for SNMP
« RFC 3636 Definitions of Managed Objects for IEEE 802.3 MAUs
e RFC 4741 Base NETCONF protocol
o RFC 4742 NETCONF over SSH
¢ RFC 6241 NETCONF

e RFC 6242 NETCONF over SSH
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o RFC 5277 NETCONF event notifications

¢ RFC 5717 Partial Lock Remote Procedure Call

o RFC 6243 With-Defaults capability for NETCONF
e RFC 6020 YANG

o Cisco private MIBs

Management interfaces o Web-based: HTTP/HTTPS
« Command-line interface: Telnet, Secure Shell (SSH) Protocol, serial port
o SNMP

¢ NETCONF

Hard Disk Drives (HDD) * SATA Solid-State Drive (SSD)
¢ 240 GB of memory

Environmental conditions Operating temperature:
supported « Normal: 0° to 40° C (32° to 104°F)

« Short term:0° to 50° C (32° to 122°F)
Nonoperating temperature:

e -40° to 65° C (-104° to 149°F)
Operating humidity:

o Normal: 10% to 90% noncondensing

o Short term: 5% to 90% noncondensing
Nonoperating temperature humidity:

¢ 5% to 93% at 82°F (28°C)
Operating altitude:

o Appliance operating: 0 to 3000 m (0 to 10,000 ft)

o Appliance nonoperating: 0 to 12,192 m (0 to 40,000 ft)
Electrical input:

o AC input frequency range: 47 to 63 Hz

o AC input range: 90 to 264 VAC with AC PEM
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o DC input range: -40 to -72 VDC with DC PEM
Maximum power with modules: 350W

Heat dissipation: 1194 BTU/hr
Sound power level measure:

o Sound power level is 73.5 (dBA) under normal operating conditions

Regulatory compliance Safety:

¢ UL/CSA 60950-1

o [IEC/EN 60950-1

o AS/NZS 60950.1

« CAN/CSA-C22.2 No. 60950-1
EMC - Emissions:

e FCC 47CFR15

e AS/NZS CISPR 22

e CISPR 22

« EN55022/EN55032 (EMI-1)

¢ ICES-003

* VCCI

o KN 32 (EMI-2)

o« CNS-13438
EMC - Emissions:

« EN61000-3-2 Power Line Harmonics (EMI-3)

« EN61000-3-3 Voltage Changes, Fluctuations, and Flicker (EMI-3)
EMC - Immunity:

o [IEC/EN61000-4-2 Electrostatic Discharge Immunity

o [EC/EN61000-4-3 Radiated Immunity

o [EC/EN61000-4-4 EFT-B Immunity (AC Power Leads)
o [IEC/EN61000-4-4 EFT-B Immunity (DC Power Leads)

¢ [IEC/EN61000-4-4 EFT-B Immunity (Signal Leads)
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o [IEC/EN61000-4-5 Surge AC Port

o [IEC/EN61000-4-5 Surge DC Port

« [IEC/EN61000-4-5 Surge Signal Port

o [EC/EN61000-4-6 Immunity to Conducted Disturbances

« [IEC/EN61000-4-8 Power Frequency Magnetic Field Immunity

o [IEC/EN61000-4-11 Voltage Dips, Short Interruptions, and Voltage Variations
« K35 (EMI-2)
EMC (ETSI/EN)

o EN 300 386 Telecommunications Network Equipment (EMC) (EMC-3)
« EN55022 Information Technology Equipment (Emissions)

o EN55024/CISPR 24 Information Technology Equipment (Immunity)

« EN50082-1/EN61000-6-1 Generic Immunity Standard (EMC-4)

Software requirements

The Catalyst CW9800M runs on Cisco 10S XE Software Release 17.14.1 or later.

Licensing

No licenses are required to boot up a Catalyst CW9800 wireless controller. However, in order to connect any
access points to the controller, Cisco DNA software subscriptions are required. To be entitled to connect to a
CW9800 controller, each access point requires a Cisco DNA subscription license.
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What do you do to use Catalyst 9800
Wireless Controllers in your network?

Do you have
Wave 2 or
802.11ax APs

Do you already
have Cisco Yes
DNA Licenses?

Good to go!!!
Access points will join the <
Catalyst 9800 Wireless Controllers

Figure 7.
Determining license requirements for access points connecting to Cisco Catalyst 9800 Series wireless controllers

The access points connecting to the Catalyst CW9800 controllers have new and simplified software
subscription packages.

They can support both tiers of Cisco DNA software: Cisco DNA Essentials and Cisco DNA Advantage.

Cisco DNA software subscriptions provide Cisco innovations on the access point. They also include perpetual
Network Essentials and Network Advantage licensing options, which cover wireless fundamentals such as
802.1X authentication, QoS, and PnP; telemetry and visibility; and single-sign-on, as well as security controls.

Cisco DNA subscription software has to be purchased for a 3-, 5-, or 7-year subscription term. Upon expiration
of the subscription, the Cisco DNA features will expire, whereas the Network Essentials and Network Advantage
features will remain.

For the full feature list of Cisco DNA Software, including the perpetual Network Essentials and Network
advantage,

Please see the feature matrix: https://www.cisco.com/c/m/en_us/products/software/dna-subscription-
wireless/en-sw-sub-matrix-wireless.html?o0id=porew018984.
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Two modes of licensing are available:

» Cisco Smart Licensing is a flexible licensing model that provides you with an easier, faster, and more
convenient way to purchase and manage software across the Cisco portfolio and across your
organization. And it’s secure-you control what users can access. With Smart Licensing you get:

o Easy activation: Smart Licensing establishes a pool of software licenses that can be used across the
entire organization—no more PAKs (product activation keys).

o Unified management: My Cisco Entitlements (MCE) provides a complete view into all of your Cisco
Products and services in an easy-to-use portal, so you always know what you have and what you are
using.

o License flexibility: Your software is not node-locked to your hardware, so you can easily use and
transfer licenses as needed.

o To use Smart Licensing, you must first set up a Smart Account on Cisco Software Central
(software.cisco.com).

For a more detailed overview of Cisco Licensing, go to cisco.com/go/licensingguide.

Four levels of license are supported on the Cisco Catalyst CW9800 wireless controllers. The controllers
can be configured to function at any one of the four levels:

o Cisco DNA Essentials: At this level the Cisco DNA Essentials feature set will be supported.
o Cisco DNA Advantage: At this level the Cisco DNA Advantage feature set will be supported.

o NE: At this level the Network Essentials feature set will be supported. This is available with Cisco DNA
Essentials.

o NA: At this level the Network Advantage feature set will be supported. This is available with Cisco
DNA Advantage.

For customers who purchase Cisco DNA Essentials, Network Essentials will be supported and will continue
to function even after term expiration. And for customers who purchase Cisco DNA Advantage, Network
Advantage will be supported and will continue to function even after term expiration.

Initial bootup of the controller will be at the Cisco DNA Advantage level.

For questions, contact the Cisco Catalyst 9800 Series wireless controllers Licensing mailer group
at ask-catalyst9800licensing@cisco.com.

Managing licenses with Smart Accounts

Creating Smart Accounts by using the Cisco Smart Software Manager (SSM) enables you to order devices and
licensing packages and also manage your software licenses from a centralized website. You can set up the
Smart Account to receive daily email alerts and to be notified of expiring add-on licenses that you want to
renew. A Smart Account is mandatory for the Catalyst CW9800 controllers. For more information on Smart

Accounts, refer to https://www.cisco.com/go/smartaccounts.
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Warranty
Find warranty information on Cisco.com at the Product Warranties page.
Cisco 1-year limited hardware warranty terms

The following are terms applicable to your hardware warranty. Your embedded software is subject to the Cisco
EULA and/or any SEULA or specific software warranty terms for additional software products loaded on the
device.

Duration of hardware warranty: One (1) year.

Replacement, repair, or refund procedure for hardware: Cisco or its service center will use commercially
reasonable efforts to ship a replacement part within ten (10) working days after receipt of the Return Materials
Authorization (RMA) request. Actual delivery times may vary depending on customer location.

Cisco reserves the right to refund the purchase price as its exclusive warranty remedy.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environmental
Sustainability” section of the CSR Report) are provided in the following table.

Table 8. Links to sustainability information

Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, @ WEEE compliance

and packaging

Sustainability inquiries Contact:

csr_inquiries@cisco.com

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.
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Ordering information

Table 9.  Ordering information

Wireless controller CW9800M Cisco Catalyst CW9800M wireless controller

Accessories, spares PWR-CH1-750WACR Cisco Catalyst wireless controller 750W AC Power Supply

Cisco Capital
Flexible payment solutions to help you achieve your objectives

Cisco Capital® makes it easier to get the right technology to achieve your objectives, enable business
transformation, and stay competitive. We can help you reduce the total cost of ownership, conserve capital, and
accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire hardware,
software, services and complementary third-party equipment in easy, predictable payments. Learn more.

Printed in USA C78-4269840-00 04/24
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The Cisco Catalyst 9120AX Series Access Points are the next generation of enterprise
access points. They are resilient, secure, and intelligent.

We are more dependent on our wireless networks than ever before. Additional devices connect to the network
every year, and the Cisco Catalyst 9120AX Series Access Points will provide a seamless experience anywhere
for everyone. Going beyond the Wi-Fi 6 (802.11ax) standard, the 9120AX Series provides integrated security,

resiliency, and operational flexibility as well as increased network intelligence.

Extending Cisco’s intent-based network and perfect for networks of all sizes, the Cisco Catalyst 9120AX Series
scales to the growing demands of IoT while fully supporting the latest innovations and new technologies. Not
only that, but the 9120AX Series is a leader in performance, security, and analytics.

The Cisco Catalyst 9120AX Series Access Points, paired with Cisco DNA, are enterprise-class products that
will address your current and future needs. These access points are the first step in updating your network so
that you can take better advantage of all of the features and benefits that Wi-Fi 6 provides.

Table 1. Features and benefits

Wi-Fi 6 (802.11ax) The IEEE 802.11ax emerging standard, also known as High-Efficiency-Wireless (HEW) or Wi-
Fi 6, builds on 802.11ac. It delivers a better experience in typical environments with more
predictable performance for advanced applications such as 4K or 8K video, high-density,
high-definition collaboration apps, all-wireless offices, and loT. Wi-Fi 6 is designed to use
both the 2.4-GHz and 5-GHz bands, unlike the 802.11ac standard.

Cisco RF ASIC Cisco RF ASIC is a fully integrated Software-Defined Radio (SDR) that can perform advanced
RF spectrum analysis and delivers features like Cisco CleanAir, Wireless Intrusion Prevention
System (wIPS), Fast Locate*, and DFS detection.

(*Future)
Uplink/downlink OFDMA Orthogonal Frequency-Division Multiple Access (OFDMA)-based scheduling splits the

bandwidth into smaller chunks called Resource Units (RUs), which can be allocated to
individual clients in both the downlink and uplink directions to reduce overhead and latency.

MU-MIMO technology Supporting four spatial streams, Multiuser Multiple Input, Multiple Output (MU-MIMO)
enables access points to split spatial streams between client devices, to maximize
throughput.

BSS coloring Spatial reuse (also known as Basic Service Set [BSS] coloring) allows the access points and

their clients to differentiate between BSSs, thus permitting more simultaneous transmissions.
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Target wake time

Intelligent Capture

Flexible Radio Assignment

Dual 5-GHz radio support

Smart antenna connector

Cisco Embedded Wireless
Controller

Application Hosting on
Catalyst 9100 Access

Multigigabit Ethernet
support

Bluetooth radio

Container support for
applications
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A new power savings mode called Target Wake Time (TWT) allows the client to stay asleep
and to wake up only at prescheduled (target) times to exchange data with the access point.
This offers significant energy savings for battery-operated devices, up to three to four times
greater compared to 802.11n and 802.11ac.

Intelligent Capture probes the network and provides Cisco DNA Center with deep analysis.
The software can track over 240 anomalies and instantaneously review all packets on
demand, emulating the onsite network administrator. Intelligent Capture allows for more
informed decisions on your wireless networks.

Allows the access points to intelligently determine the operating mode of serving radios
based on the RF environment. The access points can operate in the following modes:

e 2.4-GHz and 5-GHz mode: One radio will serve clients in 2.4-GHz mode, while the other serves
clients in 5-GHz mode.

e Dual 5-GHz mode: Both radios inside the access point operate on the 5-GHz band, maximizing the
benefits of Wi-Fi 6 and increasing client device capacity.

Enables both radios to operate in 5-GHz client serving mode, allowing an industry-leading
5.2 Gbps (2 x 2.6 Gbps) over-the-air speeds while increasing client capacity.

An intelligent second physical antenna connector is included on 9120AX Series access
points with an external antenna. This connector provides advanced network design flexibility
for high-density and large open-area environments such as auditoriums, convention centers,
libraries, cafeterias, and arenas/stadiums, allowing two sets of antennas to be connected
and active on a single access point.

The 9120AX Series Wi-Fi 6 access points is available with a built-in controller. The Cisco
Embedded Wireless Controller on Catalyst 9100 Access Points provides an easy-to-deploy
and manage option that does not require a physical appliance. The control resides on the
access point so there is no added footprint or complexity. And, because it uses Cisco
Catalyst 9800 Series code, it’s easy to migrate your network as your needs grow. For more
details refer to the EWC data sheet.

Application Hosting on Catalyst 9100 Access Points helps future-proof and simplify loT
deployments by eliminating the need to install and manage overlay networks. Utilizing the
USB interface, containerized applications and hardware modules can be deployed to reduce
cost and complexity. Adding Cisco DNA Center provides workflows and deployment-wide
application lifecycle management.

Provides uplink speeds of 2.5 Gbps, in addition to 100 Mbps and 1 Gbps. All speeds are
supported on Category 5e cabling for an industry first, as well as 10GBASE-T (IEEE 802.3bz)
cabling.

Integrated Bluetooth Low Energy 5 radio to enable IoT use cases such as location tracking
and wayfinding.

Enables edge computing capabilities for 10T applications on the host access point.
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Apple features Apple and Cisco have partnered to create an optimal mobile experience for iOS devices on
corporate networks based on Cisco technologies. Using new features in iOS 10, in
combination with the latest software and hardware from Cisco, businesses can now more
effectively use their network infrastructure to deliver an enhanced user experience across all
business applications.

At the center of the collaboration is a unique handshake between the Cisco WLAN and Apple
devices. This handshake enables the Cisco WLAN to provide an optimal Wi-Fi roaming
experience to Apple devices. Additionally, the Cisco WLAN trusts Apple devices and gives
priority treatment for business-critical applications specified by the Apple device. This
feature is also known as Fast Lane.

For more details about Wi-Fi 6, see Cisco’s technical white paper on Wi-Fi 6.

For more details about C9120 feature support, see Cisco's Feature Matrix.

Secure infrastructure

Trustworthy systems built with Cisco Trust Anchor Technologies provide a highly secure foundation for
Cisco products. With the Cisco Catalyst 9100 Access Points, these technologies enable hardware and software
authenticity assurance for supply chain trust and strong mitigation against man-in-the-middle attacks that
compromise software and firmware. Trust Anchor capabilities include:

« Image signing
« Secure Boot

¢ Cisco Trust Anchor module

Cisco DNA Software support

Pairing the Cisco Catalyst 9120AX Series Access Points with Cisco DNA Software allows for a total network
transformation. Cisco DNA Software allows you to truly understand your network with real-time analytics,
quickly detect and contain security threats, and easily provide networkwide consistency through automation and
virtualization. The 9120AX Series supports Software-Defined Access (SD-Access), Cisco’s leading enterprise
architecture.

Working together, the Cisco Catalyst 9120AX Series and Cisco DNA Software offer such features as:
« Cisco Spaces
o Cisco ldentity Services Engine
o Cisco DNA Analytics and Assurance
The result? Your network stays relevant, becomes digital ready, and is the lifeblood of your organization.

Note: For information about Cisco DNA Software, refer to Cisco DNA Software for Wireless.
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Product specifications

Table 2.  Specifications

Part numbers

Software

Supported
wireless LAN
controllers

802.11n version
2.0 (and related)
capabilities

Cisco Catalyst 9120AXI Access Point: Indoor environments, with internal antennas
e C9120AXI-x: Cisco Catalyst 9120AX Series

Cisco Catalyst 9120AXE Access Point: Indoor, challenging environments, with external antennas
e C9120AXE-x: Cisco Catalyst 9120AX Series

Cisco Catalyst 9120AXP Access Point: Indoor, professional installations
e C9120AXP-x: Cisco Catalyst 9120AX Series

Cisco Catalyst 9120AXI Access Point: Indoor environments, with internal antennas, with
embedded wireless controller

e C9120AXI-EWC-x: Cisco Catalyst 9120AX Series

Cisco Catalyst 9120AXE Access Point: Indoor, challenging environments, with external antennas,
with embedded wireless controller

e C9120AXE-EWC-x: Cisco Catalyst 9120AX Series

Cisco Catalyst 9120AXP Access Point: Indoor, professional installations, with embedded wireless
controller

e C9120AXP-EWC-x: Cisco Catalyst 9120AX Series
Regulatory domains: (x = regulatory domain)

Customers are responsible for verifying approval for use in their individual countries. To verify approval
and to identify the regulatory domain that corresponds to a particular country, visit

https://www.cisco.com/go/aironet/compliance.

Not all regulatory domains have been approved. As they are approved, the part numbers will be
available on the Global Price List.

Cisco Wireless LAN Services
o AS-WLAN-CNSLT: Cisco Wireless LAN Network Planning and Design Service

o AS-WLAN-CNSLT: Cisco Wireless LAN 802.11n Migration Service
o AS-WLAN-CNSLT: Cisco Wireless LAN Performance and Security Assessment Service

e Cisco Unified Wireless Network Software Release 8.9.x or later
e Cisco I0S XE Software Release 16.11 with AP Device Pack, or later

e Cisco Catalyst 9800 Series Wireless Controllers
e Cisco 3500, 5520, and 8540 Series Wireless Controllers and Cisco Virtual Wireless Controller

e 4x4 MIMO with four spatial streams

e Maximal Ratio Combining (MRC)

e 802.11n and 802.11a/g beamforming

e 20- and 40-MHz channels

e PHY data rates up to 890 Mbps (40 MHz with 5 GHz and 20 MHz with 2.4 GHz)

o Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
¢ 802.11 Dynamic Frequency Selection (DFS)

e Cyclic Shift Diversity (CSD) support

© 2023 Cisco and/or its affiliates. All rights reserved. Page 6 of 24


https://www.cisco.com/go/aironet/compliance
https://www.cisco.com/en/US/services/ps2961/ps6899/ps8306/services_datasheets_securewireless_scopeddesign_customer.pdf
https://www.cisco.com/en/US/services/ps2961/ps6899/ps8306/802-11n_Migration_SO_Final_0330.pdf
https://www.cisco.com/en/US/services/ps2961/ps6899/ps8306/Performance-Security_Assessment_SO_Final_0622.pdf

802.11ac

802.11ax

Integrated
antenna

External antenna
(sold separately)

Smart antenna
connector

Interfaces

Indicators

e 4x4 downlink MU-MIMO with four spatial streams

e MRC

e 802.11ac beamforming

e 20-, 40-, 80-, and 160-MHz channels

o PHY data rates up to 3.47 Gbps (160 MHz with 5 GHz)

o Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
¢ 802.11 DFS

e CSD support

e 4x4 downlink MU-MIMO with four spatial streams

e Uplink/downlink OFDMA

o TWT

e BSS coloring

e MRC

e 802.11ax beamforming

e 20-, 40-, 80-, and 160-MHz channels

e PHY data rates up to 5.38 Gbps (160 MHz with 5 GHz and 20 MHz with 2.4 GHz)
o Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
e 802.11 DFS

e CSD support

Flexible radio (either on 2.4 GHz or on 5 GHz)
e 2.4 GHz, peak gain 4 dBi, internal antenna, omnidirectional in azimuth
e 5 GHz, peak gain 5 dBi, internal antenna, omnidirectional in azimuth

Dedicated 5-GHz radio

e 5 GHz, peak gain 5 dBi, internal antenna, omnidirectional in azimuth

e Cisco Catalyst 9120AXE Access Points are certified for use with antenna gains up to 6 dBi (2.4 GHz and 5 GHz)

e Cisco Catalyst 9120AXP Access Points) are certified for use with antenna gains up to 13 dBi (2.4 GHz and 5
GHz) with the AIR-ANT2513P4M-N= antenna

e Cisco offers the industry's broadest selection of antennas, delivering optimal coverage for a variety of
deployment scenarios

e Supports Self-ldentifiable Antennas (SIA) on one RP-TNC port
e For more details, see the Catalyst 9120AX Series Deployment Guide.

e Available on the 9120AXE and 9120AXP only
¢ Compact multi-RF connector with DART interface

e Requires the AIR-CAB002-DART-R= 2 ft smart antenna connector when used with antennas with RP-TNC
connector

¢ Required when running the flexible radio as either a second 5-GHz serving radio or a Wireless Security
Monitoring radio

e 1x 100, 1000, 2500 Multigigabit Ethernet (RJ-45) - |[EEE 802.3bz
o Auto-MDIX support

e Management console port (RJ-45)

¢ USB 2.0 @ 4.5W

o Status LED indicates boot loader status, association status, operating status, boot loader warnings, and boot
loader errors
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o Access point (without mounting brackets): C9120AXI: 8.5 x 8.5 x 1.7” (21.6 x 21.6 x 4.3 cm), C9120AXE and

Dimensions
(W x L xH)

Weight

Input power
requirements

C9120AXP: 8.5 x 8.05 x 2.0” (21.6 x 21.6 x 5.1 cm)

Cisco Catalyst 9120AXI
¢ 2.87 Ib (1.3 kg)

Cisco Catalyst 9120AXE/P
e 31b(1.36 kg)

o 802.3at Power over Ethernet Plus (PoE+), 802.3bt Cisco Universal PoE (Cisco UPOE+, Cisco UPOE)

e 802.3af PoE

o Cisco power injector, AIR-PWRINJ6= (Note: This injector supports only 802.3at)
e Cisco power injector, AIR-PWRINJ5= (Note: This injector supports only 802.3af)

Catalyst 9120AXI

Power source 2.4-GHzradio 5-GHzradio

802.3at (PoE+) 4x4 4x4
Catalyst 9120AXE, 9120AXP

Power source 2.4-GHzradio 5-GHzradio

802.3at (PoE+) 4x4 Ax4

Catalyst 9120AXI, 9120AXE, 9120AXP

Power source 2.4-GHzradio 5-GHzradio
802.3af PoE 1x1

802.3af PoE 2x2

802.3af PoE N

Link speed

2.5G

Link speed

2.5G

Link speed

1x1
N

2x2

UsB

UsB

USB

1G

1G

1G

N

N

Max PoE
Power
consumption

25.5W

Max PoE
Power
consumption

25.5W

Max PoE
Power
consumption

13.4W
13.4W

13.4W

Note: Actual power consumption may vary depending on AP usage. It is recommended that you
ensure that LLDP/CDP is enabled to allow proper power negotiation.
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Environmental

System memory

Warranty

Available transmit
power settings

Regulatory
domains

Compliance
standards

Cisco Catalyst 9120AXI
o Nonoperating (storage) temperature: -22° to 158°F (-30° to 70°C)
« Nonoperating (storage) altitude test: 25°C, 15,000 ft.
o Operating temperature: 32° to 122°F (0° to 50°C)
e Operating humidity: 10% to 90% (noncondensing)
« Operating altitude test: 40°C, 9843 ft.

Note: When the ambient operating temperature exceeds 40° C, the access point will shift from 4x4 to
2x2 on both the 2.4-GHz and 5-GHz radios, uplink Ethernet will downgrade to 1 Gigabit Ethernet;
however, the USB interface will remain enabled

Cisco Catalyst 9120AXE and 9120AXP
o Nonoperating (storage) temperature: -22° to 158°F (-30° to 70°C)
« Nonoperating (storage) altitude test: 25°C, 15,000 ft.
o Operating temperature: -4° to 122°F (-20° to 50°C)
o Operating humidity: 10% to 90% (noncondensing)
o Operating altitude test: 40°C, 9843 ft.

¢ 2048 MB DRAM
e 1024 MB flash

Limited lifetime hardware warranty

2.4 GHz 5 GHz
e 23 dBm (200 mW) e 23 dBm (200 mW)
e -4dBm(0.39mW) e -4dBm (0.39mW)

Note: Customers are responsible for verifying approval for use in their individual countries. To verify
approval and to identify the regulatory domain that corresponds to a particular country, visit

https://www.cisco.com/go/aironet/compliance
For information about regulatory domain support, refer to the Cisco Requlatory Domain White Paper.

o Safety: e Radio:
o |EC 60950-1 o EN 300 328 (v2.1.1)
o EN 60950-1 o EN 301893 (v2.1.1)
o UL 60950-1 o AS/NZS 4268 (rev. 2017)
o CAN/CSA-C22.2 No. 60950-1 o 47 CFR FCC Part 15C, 15.247, 15.407
o AS/NZS 60950-1 > RSP-100
o UL 2043 > RSS-GEN
o Class Ill equipment o RSS-247
o Emissions: o China regulations SRRC
> CISPR 32 (rev. 2015) > LP0002 (rev 2018.1.10)
> EN 55032 (rev. 2012/AC:2013) > Japan Std. 33a, Std. 66, and Std. 71
> EN 55032 (rev. 2015) o RF safety:
> EN 55035 2010 o EN 50385 (rev. Aug 2002)
> EN61000-3-2 (rev. 2014) o ARPANSA
> EN61000-3-3 (rev. 2013) o AS/NZS 2772 (rev. 2016)
o KN61000-3-2 o EN 62209-1 (rev. 2016)
o KN61000-3-3 o EN 62209-2 (rev. 2010)
> AS/NZS CISPR 32 Class B (rev. 2015) o 47 CFR Part 1.1310 and 2.1091
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o

o

o

o

o

o

o

Data rate,
transmit power,
receive
sensitivity

47 CFR FCC Part 15B

ICES-003 (rev. 2016 Issue 6, Class B)

VCCI-CISPR 32:2016
VCCI (V3)

CNS (rev. 13438)
KN-32

KN-35

KN 301 489-17

TCVN 7189 (rev. 2009)

Immunity:

CISPR 24 (rev. 2010)
EN 55024/EN 55035 (rev. 2010)

Emissions and immunity:

EN 301 489-1 (v2.1.1 2017-02)
EN 301 489-17 (v3.1.1 2017-02)
QCVN (18:2014)

KN 489-1

KN 489-17

EN 60601 (1-1:2015)

Transmit power and receive sensitivity

5-GHz radio
Spatial Total Receive
streams transmit sensitivity
power (dBm) (dBm)
802.11/11b
1 Mbps 1 - -
11 Mbps 1 = =
802.11a/g
6 Mbps 1 23 -100
24 Mbps 1 23 -92
54 Mbps 1 23 -83

© 2023 Cisco and/or its affiliates. All rights reserved.

2.4-GHz flexible radio

Total transmit
power (dBm)

23

23

23
23

23

o

RSS-102

o IEEE standards:

o

o

o

o

o

o

o

o

IEEE 802.3

IEEE 802.3ab

IEEE 802.3af/at

IEEE 802.11 a/b/g/n/ac/ax
IEEE 802.11h, 802.11d

Security:

802.11i, Wi-Fi Protected Access 3
(WPA3), WPA2, WPA

802.1X
Advanced Encryption Standard (AES)

Extensible Authentication Protocol (EAP)

types:

o

o

EAP-Transport Layer Security (TLS)

EAP-Tunneled TLS (TTLS) or Microsoft
Challenge Handshake Authentication
Protocol Version 2 (MSCHAPv2)

Protected EAP (PEAP) vO or EAP-
MSCHAPv2

EAP-Flexible Authentication via Secure
Tunneling (EAP-FAST)

PEAP v1 or EAP-Generic Token Card
(GTC)

EAP-Subscriber Identity Module (SIM)

For more detailed information about data rate, transmit power, and receive sensitivity, please refer to
the Cisco RF details.

5-GHz flexible radio

Receive Total Receive

sensitivity transmit  sensitivity

(dBm) power (dBm)
(dBm)

- 9 8 - -

= 90 = =

-100 23 -100

-92 23 -92

-83 23 -83
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802.11n HT20

MCSO0 1 23 -100 23 -100 23 -100
MCS4 1 23 -88 23 -88 23 -89
MCS7 1 23 -81 23 -81 23 -81
MCS8 2 23 -97 23 -97 23 -97
MCS12 2 23 -85 23 -85 23 -85
MCS15 2 23 -78 23 -78 23 -78
MCS16 3 23 -95 23 -95 23 -96
MCS20 3 23 -83 23 -83 23 -83
MCS23 3 23 -76 23 -76 23 -76
MCS24 4 23 -94 23 -94 23 -94
MCS28 4 23 -82 23 -82 23 -82
MCS31 4 23 -74 23 -74 23 -75

802.11n HT40

MCSO0 1 23 -97 - - 23 -97
MCS4 1 23 -85 = = 23 -86
MCS7 1 23 -78 - - 23 -79
MCS8 2 23 -94 = = 23 -94
MCS12 2 23 -82 - - 23 -82
MCS15 2 23 -75 = = 23 -75
MCS16 3 23 -92 - - 23 -93
MCS20 3 23 -80 = = 23 -81
MCS23 3 23 -73 - - 23 -73
MCS24 4 23 -91 = = 23 -91
MCS28 4 23 -79 - - 23 -79
MCS31 4 23 -72 = = 23 -72
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802.11ac VHT20

MCS0 1 23 -100 - - 23 -100
MCS4 1 23 -88 - - 23 -89
MCS7 1 23 -81 - - 23 -81
MCS8 1 23 =77 = = 23 =77
MCS9 1 - - - - - -
MCS0 2 23 -97 - - 23 -97
MCS4 2 23 -85 - - 23 -85
MCS7 2 23 -78 - - 23 -78
MCS8 2 23 -73 - - 23 -74
MCS9 2 - - - - - -
MCS0 3 23 -95 - - 23 -95
MCS4 3 23 -83 - - 23 -83
MCS7 3 23 -76 - - 23 -76
MCS8 3 23 -72 - - 23 -72
MCS9 3 - - - - - -
MCS0 4 23 -94 - - 23 -94
MCS4 4 23 -82 - - 23 -82
MCS7 4 23 -75 = = 23 -75
MCS8 4 23 -70 - . 23 -71
MCS9 4 - - - - - -

802.11ac VHT40

MCSO0 1 23 -97 - - 23 -97
MCS4 1 23 -85 = = 23 -86
MCS7 1 23 -78 - - 23 -79
MCS8 1 23 -74 = = 23 -75
MCS9 1 22 =72 - - 22 -73
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MCSO0 2 23 -94 = = 23 -94
MCS4 2 23 -82 - - 23 -82
MCS7 2 23 -75 = = 23 -75
MCS8 2 23 -71 - - 23 =71
MCS9 2 22 -69 = = 22 -69
MCSO 3 23 -92 - - 23 -93
MCS4 3 23 -80 = = 23 -81
MCS7 3 23 -73 - - 23 -73
MCS8 3 23 -69 = = 23 -69
MCS9 3 22 -67 - - 22 -68
MCSO0 4 23 -91 = = 23 -91
MCS4 4 23 -79 - - 23 -79
MCS7 4 23 -72 = = 23 -72
MCS8 4 23 -67 - - 23 -68
MCS9 4 22 -66 = = 22 -66

802.11ac VHT80

MCSO0 1 23 -94 - - 23 -94
MCS4 1 23 -82 = = 23 -83
MCS7 1 23 -75 - - 23 -75
MCS8 1 23 -71 - - 23 =71
MCS9 1 22 -70 - - 22 -70
MCSO0 2 23 -91 = = 23 -91
MCS4 2 23 -79 - - 23 -79
MCS7 2 23 -72 = = 23 -72
MCS8 2 23 -68 - - 23 -68
MCS9 2 22 -66 = = 22 -66
MCSO0 3 23 -89 - - 23 -89
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MCS4 3 23 -77 = = 23 =77
MCS7 3 23 -70 - - 23 -70
MCS8 3 23 -66 = = 23 -66
MCS9 3 22 -64 - - 22 -65
MCSO 4 23 -88 = = 23 -88
MCS4 4 23 -76 - - 23 -76
MCS7 4 23 -69 = = 23 -69
MCS8 4 23 -64 - - 23 -65
MCS9 4 22 -63 = = 22 -63

802.11ac VHT160

MCSO0 1 23 -87 - - 23 -88
MCS4 1 23 -76 = = 23 =77
MCS7 1 23 -69 - - 23 -70
MCS8 1 23 -66 = = 23 -66
MCS9 1 22 -64 - - 22 -64
MCSO0 2 23 -82 = = 23 -82
MCS4 2 23 -70 - - 23 -71
MCS7 2 23 -63 = = 23 -64
MCS8 2 23 -60 - - 23 -60
MCS9 2 22 -58 = = 22 -58
MCSO0 3 23 -84 - - 23 -84
MCS4 3 23 -72 = = 23 -72
MCS7 3 23 -65 - - 23 -65
MCS8 3 23 -61 = = 23 -61
MCS9 3 - - - - - -

MCSO0 4 23 -82 = = 23 -82
MCS4 4 23 -70 - - 23 -70
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MCS7 4 23 -63 - - 23 -63
MCS8 4 23 -59 - - 23 -59
MCS9 4 22 -58 - - 22 -58

802.11ax HE20

MCSO0 1 23 -98 23 -98 23 -98
MCS4 1 23 -87 23 -87 23 -87
MCS7 1 23 -81 21 -81 23 -81
MCS8 1 23 =77 21 =77 23 =77
MCS9 1 22 -75 21 -75 22 -76
MCS10 1 20 =72 19 =72 20 -72
MCS11 1 20 -70 19 -70 20 -70
MCSO0 2 23 -95 23 -95 23 -96
MCS4 2 23 -85 23 -85 23 -85
MCS7 2 23 -78 21 -78 23 -78
MCS8 2 23 -74 21 -74 23 -75
MCS9 2 22 -73 21 -73 22 -73
MCS10 2 20 -70 19 -70 20 -70
MCS11 2 20 -66 19 -70 20 -67
MCSO0 3 23 -95 23 -94 23 -95
MCS4 3 23 -83 23 -83 23 -84
MCS7 3 23 -76 21 -76 23 -76
MCS8 3 23 -73 21 -73 23 -73
MCS9 3 22 -71 21 -71 22 -72
MCS10 3 20 -67 19 -67 20 -68
MCS11 3 20 -64 19 -65 20 -65
MCSO0 4 23 -93 23 -93 23 -93
MCS4 4 23 -82 23 -82 23 -82
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MCS7 4 23 -75 21 -75 23 -75
MCS8 4 23 -71 21 -71 23 -71
MCS9 4 22 -69 21 -69 22 -70
MCS10 4 20 -66 19 -67 20 -67
MCS11 4 20 -64 19 -64 20 -64

802.11ax HE40

MCSO0 1 23 -95 - - 23 -95
MCS4 1 23 -84 = = 23 -85
MCS7 1 23 -78 - - 23 -78
MCS8 1 23 -74 = = 23 -75
MCS9 1 22 -73 - - 22 -73
MCS10 1 20 -70 = = 20 -70
MCS11 1 20 -66 - - 20 -67
MCSO0 2 23 -93 = = 23 -93
MCS4 2 23 -82 - - 23 -82
MCS7 2 23 -75 = = 23 -76
MCS8 2 23 -71 - - 23 -72
MCS9 2 22 -69 = = 22 -70
MCS10 2 20 -67 - - 20 -67
MCS11 2 20 -64 = = 20 -64
MCSO0 3 23 -92 - - 23 -92
MCS4 3 23 -80 = = 23 -81
MCS7 3 23 -73 - - 23 -74
MCS8 3 23 -70 = = 23 -70
MCS9 3 22 -68 - - 22 -68
MCS10 3 20 -64 = = 20 -65
MCS11 3 20 -62 - - 20 -62
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MCSO0 4 23 -90 = = 23 -90
MCS4 4 23 -79 - - 23 -79
MCS7 4 23 -72 = = 23 =72
MCS8 4 23 -68 - - 23 -69
MCS9 4 22 -66 = = 22 -67
MCS10 4 20 -63 - - 20 -63
MCS11 4 20 -60 = = 20 -60

802.11ax HE80

MCSO0 1 23 -92 - - 23 -92
MCS4 1 23 -82 = = 23 -82
MCS7 1 23 -75 - - 23 -75
MCS8 1 23 -72 = = 23 =72
MCS9 1 22 -70 - - 22 -70
MCS10 1 20 -66 = = 20 -67
MCS11 1 20 -64 - - 20 -64
MCSO0 2 23 -89 = = 23 -90
MCS4 2 23 -79 - - 23 -79
MCS7 2 23 -72 = = 23 -72
MCS8 2 23 -68 - - 23 -68
MCS9 2 22 -66 = = 22 -66
MCS10 2 20 -63 - - 20 -63
MCS11 2 20 -60 = = 20 -60
MCSO 3 23 -89 - - 23 -89
MCS4 3 23 -78 = = 23 -78
MCS7 3 23 -70 - - 23 -70
MCS8 3 23 -67 = = 23 -67
MCS9 3 22 -65 - - 22 -65
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MCS10 3 20 -61 = = 20 -61
MCS11 3 20 -59 - - 20 -59
MCS0 4 23 -87 = = 23 -87
MCS4 4 23 -76 - - 23 -76
MCS7 4 23 -69 = = 23 -69
MCS8 4 23 -65 - - 23 -65
MCS9 4 22 -63 = = 22 -63
MCS10 4 20 -60 - - 20 -60
MCS11 4 20 -57 = = 20 -57

802.11ax HE160

MCSO0 1 23 -89 - - 23 -89
MCS4 1 23 -79 = = 23 -79
MCS7 1 23 -72 - - 23 -72
MCS8 1 23 -69 = = 23 -69
MCS9 1 22 -67 - - 22 -67
MCS10 1 20 -63 = = 20 -63
MCS11 1 20 -61 - - 20 -61
MCSO0 2 23 -87 = = 23 -87
MCS4 2 23 -76 - - 23 -76
MCS7 2 23 -69 = = 23 -69
MCS8 2 23 -66 - - 23 -66
MCS9 2 22 -64 = = 22 -64
MCS10 2 20 -60 - - 20 -60
MCS11 2 20 -58 = = 20 -58
MCSO0 3 23 -86 - - 23 -86
MCS4 3 23 -75 = = 23 -75
MCS7 3 23 -68 - - 23 -67

© 2023 Cisco and/or its affiliates. All rights reserved. Page 18 of 24



MCS8

MCS9

MCS10

MCS11

MCSO

MCS4

MCS7

MCS8

MCS9

MCS10

MCS11

© 2023 Cisco and/or its affiliates. All rights reserved.

23

22

20

20

23

23

23

23

22

20

20

-64

-62

-59

-56

-84

-73

-66

-63

-61

-57

-54

23

22

20

20

23

23

23

23

22

20

20

-64

-62

-58

-56

-84

-73

-66

-63

-61

-57

-54

Page 19 of 24



© 2023 Cisco and/or its affiliates. All rights reserved. Page 20 of 24



Figure 1.
Antenna radiation patterns

Note: For information about feature support, refer to the Cisco Catalyst 9100 Release Notes.
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Licensing

For information about licensing and packaging, refer to Cisco DNA Software for Wireless.

Warranty information

The Cisco Catalyst 9120AX Series Access Points come with a limited lifetime warranty that provides full
warranty coverage of the hardware for as long as the original end user continues to own or use the product.
The warranty includes 10-day advance hardware replacement and ensures that software media are defect-free

for 90 days. For more details, visit https://www.cisco.com/go/warranty.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information are below
Information on product material content laws and regulations: Materials.

Information on electronic waste laws and regulations, including products, batteries, and packaging:
WEEE compliance.

Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to date. This information is
subject to change without notice.

Cisco Services

With Cisco Services, you can achieve infrastructure excellence faster with less risk. From an initial WLAN
readiness assessment to implementation, full solution support, and in-depth training, our services for the Cisco
Catalyst 9120AX Series provide expert guidance to help you successfully plan, deploy, manage, and support
your new access points. With unmatched networking expertise, best practices, and innovative tools, Cisco
Services can help you reduce overall upgrade, refresh, and migration costs as you introduce new hardware,
software, and protocols into the network. With a comprehensive lifecycle of services, Cisco experts will help
you minimize disruption and improve operational efficiency to extract maximum value from your Cisco DNA-
ready infrastructure.
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Cisco Capital
Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services and complementary third-party equipment in easy, predictable
payments. Learn more.

Smart Account

Creating a Smart Account by using the Cisco Smart Software Manager (SSM) enables you to order devices and
licensing packages and also manage your software licenses from a centralized website. For more information
on Smart Accounts, refer to https://www.cisco.com/go/smartaccounts.
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Ptiloha ¢. 2
Rozklad kupni ceny a ceny sluzeb

Kupni cena

Polozka (popis polozek)

Pocet MJ

Cena za MJ (K¢ bez
DPH)

Cena celkem (Ké
bez DPH)

21%
(KeE)

DPH

Cena celkem (K¢ vé. DPH

Cisco Catalyst CW9800M Wireless Controller

1747 420,00

3 494 840,00

7

33 916,40

4 228 756,40

Cisco C9120AX Internal 802.11ax Accces Point

29 990,00

119 960,00

25 191,60

145 151,60

[Cena celkem

3 614 800,00

4 373 908,00

Polozkovy rozpis predmétu plnéni

popis polozky

1) Wi-Fi kontrolery — 2 ks — fyzické kontrolery bezdratové sité v redundantnim zapojeni

Cisco Catalyst CW9800M Wireless Controller

podpora vyrobce na 60 mésicl - Cisco support 8X5XNBD for Catalyst CW9800M Wireless Controller
Cisco C8500/CW9800 750W AC Power Supply, incl. AC Power Cord EU 1,5m

Cisco CW9800 750W AC Redundant Power Supply, incl. AC Power Cord EU 1,5m
25GBASE Active Optical SFP28 Cable, 2M Cisco kompatibilni

10GBASE-LR SFP Module Cisco kompatibilni

2) Wi-Fi access pointy— 4 ks

Cisco C9120AXI-E Internal 802.11ax 4x4:4 MIMO;IOT;BT5;mGig;USB;RHL
podpora vyrobce na 60 mésicl - Cisco support 8X5XNBD for Catalyst 9120AX Series

802.11 AP Low Profile Mounting Bracket

Ceiling Grid Clip for APs & Cellular Gateways-Recessed

pocet ks
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Ptiloha ¢. 3
Kontaktni udaje

Kupuijici
Funkce / oblast Jméno Pracovni zarazeni _Telefon E-mail

Dodani zarizeni

Prevzeti zarizeni

Reseni vad

Komunikace

s podporou vyrobce
zarizeni
Prodavajici
Funkce / oblast

Dodani zarizeni

Predani zarizeni

Reseni vad




Pfiloha ¢. 4
TECHNICKA PODPORA

Soucasti dodavky je technicka podpora — v soucinnosti s vyrobcem zafizeni CISCO Systems - v délce 60 mésicli ode dne
prevzeti zafizeni.

Cena technické podpory a odména za jeji sjednani jsou zahrnuty v kupni cené, kupujici za jeji poskytovani vyrobci zafizeni
nic nehradi.

Technicka podpora je poskytovana v nasledujicim rozsahu:
o odstranéni nahlasené vady nejbliz§i pracovni den ode dne nahlaseni vady (tzv. NBD)
o poskytnuti aktualizace softwaru/firmwaru zafizeni
o pfistup k technické dokumentaci vyrobce
o soucasti technické podpory je dale sluzba telefonické pomoci hot-line, poskytovana prodavajicim.
Kontaktni telefonni &islo prodavajiciho pro nahlaseni vady: | EEGzN
Kontaktni telefonni &islo sluzby hot-line: || GcGzGG
Kontaktni telefonni €islo technickém podpory vyrobce je uvedeno na:

https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Odkazy na stranky vyrobce CISCO Systems — pristup k technické dokumentaci k switchiim
https://www.cisco.com/c/en/us/support/index.html

Pristup k aktualizacim software / firmware
https://software.cisco.com/download/home

Odkazy na stranky vyrobce CISCO Systems — katalogové listy zafizeni (html a pdf format)

https://www.cisco.com/c/en/us/products/collateral/networking/wireless/wireless-lan-controllers/catalyst-cw9800m-wireless-
controller-ds.html

https://www.cisco.com/c/en/us/products/collateral/networking/wireless/wireless-lan-controllers/catalyst-cw9800m-wireless-
controller-ds.pdf

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9120ax-series-access-points/datasheet-c78-
742115.html

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9120ax-series-access-points/datasheet-c78-
742115.pdf
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