Priloha ¢. 4 zadavaci dokumentace

Smlouva o poskytovani subskripci OPSWAT

Smlouva €. j. Objednatele: 106784/2025-MZV/ORIKT
Smlouva €. j. Dodavatele: MZVI-0073

Nize uvedeného dne, mésice a roku smluvni strany

Nazev: Ceska republika — Ministerstvo zahrani¢nich véci

se sidlem: Loreténské nam. 101/5, 118 OO Praha 1 - Hrad¢any

zastoupeny: £ fff :ﬁ *"”3:-; ﬁ*--}? :-"ih{“;;ﬂﬁ wae, vrehni feditelkou sekce informacnich
a komunikacnich technologii

ICO: 457 69 851

DIC: CZ45769851

bankovni spojeni:
¢islo uctu:

kontaktni osoba:

technologn
. :- e L RIS
e-mail: ¥ :_!-ix ALY "—:-:'{1. R ik {j;rﬁ;!f:} i

(déle jen ,,Objednatel*)
na strané jedné

a
Nazev: ComSource s.r.o.

se sidlem: Nad Vréovskou horou 1423/10, Michle, 101 00 Praha 10
zastoupeny: S R R R | jednatelé

1CO: 29059291

DIC: 729059291

zapsana v obchodnim rej strlku Vedenem ‘Méstskym soudem v Praze oddil C, vlozka 163642
bankovni spojeni: !
Cislo uctu:
kontaktni osoba:
e-mail:

(déle jen ,,Dodavatel*)
na strané druhé

(Objednatel a Dodavatel jednotlive jako ,,Smluvni strana“ a spole¢né jako ,,Smluvni strany*)
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uzaviely tuto Smlouvu o poskytovani subskripci OPSWAT (déle jen ,,Smlouva®) v souladu s
ustanovenim § 1746 odst. 2 zdkona ¢. 89/2012 Sb., obCansky zakonik, ve znéni pozdéjsich
ptedpisi (dale jen ,,obéansky zakonik®).

Smluvni strany védomy si svych zavazkl v této Smlouvé obsazenych a v umyslu byt touto
Smlouvou vazéany, se dohodly na nésledujicim znéni Smlouvy.

Preambule

1. Dne 15. tnora 2022 uzaviela Ceska republika — Ministerstvo zahrani¢ich véci, se sidlem
Loretanské nam. 101/5, Praha 1, ICO: 45769851 se spole¢nosti ComSource s.r.0., se sidlem
Nad Vr$ovskou horou 1423/10, Praha 10, ICO 29059291, Smlouvu jejiz uéelem bylo
zajiSténi automatizace detekce Skodlivych souborli a sanitizaci aktivniho obsahu tzv.
metodou ,,Content Disarm and Reconstruction” (déale jen ,,CDR*“ nebo ,sanitizace®),
zajisténi kontroly dat pomoci multi antivirového feSeni, kontroly zranitelnosti instalacnich
balickt a kontroly souborti na mediich.

2. Soucasti plnéni dle vySe uvedené smlouvy bylo i poskytovani subskripci OPSWAT,
nezbytnych pro naplnéni vyse uvedeného ucelu smlouvy, a to na bodu 36 mésict.

3. Tato Smlouva o poskytovani subskripci OPSWAT se uzavira na dobu do 27. dubna 2026,
vcetné poskytovani sluzby Platinum-Support, a to v rozsahu 24 hodin denn¢ a 7 dni v tydnu.

4. Tato nadlimitni vefejna zakazka byla zaddna v otevieném zadavacim fizeni.

L.
Pifedmét Smlouvy
1. Tato Smlouva je uzaviena na zakladé vysledku zadavaciho fizeni vetejné zakazky s nazvem
,,INakup Subskripci OPSWAT na obdobi 2025 - 2026%, ev. ¢. ve VVZ N006/25/V00015197,
v ramci které byla nabidka podana Dodavatelem vybrana jako ekonomicky nejvyhodné;jsi.

2. Dodavatel se touto Smlouvou zavazuje poskytovat Objednateli opravnéni k uzivani
produktt OPSWAT (déle jen ,,Subskripce®), jehoz podrobnéjsi specifikace je uvedena
v Ptiloze €. 1 této Smlouvy, a to po dobu trvani této Smlouvy dle ¢l. III. Smlouvy.

1L
Cena za plnéni
1. Objednatel se zavazuje zaplatit Dodavateli cenu za poskytované plnéni, a to v rozsahu
a zpusobem stanovenym dale v této Smlouve, zejména potom v jeji Piiloze €. 2.

2. Smluvni strany se dohodly, Ze celkova cena za poskytovani Subskripci Dodavatelem dle
této Smlouvy za celou dobu plnéni Smlouvy ¢ini 13979 560,- (slovy:
tiinactmilionidevétsetsedmdesatdevétpétsetSedesat  korun Ceskych) bez DPH, .
16 915 267,60 K¢ (slovy: Sestnactmiliontidevétsetpatnactdvéstésedesatsedm korun Sedesat
haléit ceskych) véetné DPH.
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3. Zména v sazbé DPH, kterd je spolu scenou za poskytované Subskripce fakturovana
Objednateli, se nepovazuje za zménu ceny.

4. Podrobné vymezeni celkové ceny, véetné jejiho rozpoctu v rdmci jednotlivych mésict, za
poskytnuti plnéni, tj. Subskripce, dle této Smlouvy je uvedeno v Ptiloze €. 2 této Smlouvy.

I11.
Doba a misto pInéni

1. Smluvni strany se dohodly, ze Dodavatel je povinen poskytovat Objednateli plnéni dle této
Smlouvy, tj. Subskripce, v obdobi od 24. ¢ervence 2025 do 27. dubna 2026.

2. Mistem plnéni dle této Smlouvy je sidlo Objednatele uvedené na titulni stran¢ této Smlouvy.

IV.
Prohlaseni Dodavatele

1. Dodavatel timto prohlasuje, Ze ke dni uzavieni Smlouvy:

a) ma plnou zpisobilost, stejné jako povefeni a schvéleni vSech organt Dodavatele,
popiipad¢ jinych subjektl a je pravné zplsobily k uzavieni této Smlouvy a k realizaci
predmétu této Smlouvy;

b) neni v platebni neschopnosti a podle nejlepsSiho védomi Dodavatele neprobihaji Zadna
fizeni tykajici se likvidace, upadku, exekuce, prodeje podniku Dodavatele nebo jeho
¢asti, nebo jina fizeni ve smyslu zdkona ¢. 182/2006 Sb., o upadku a zpisobech jeho
feSeni (insolven¢ni zékon), ve znéni pozdéjSich predpisi;

2. Pro vylouceni vSech pochybnosti Dodavatel prohlasuje, ze si je védom skutecnosti, ze
vystupuje-li na strané jednoho Dodavatele vice subjektii, ktefi podali spole¢nou nabidku v
zaddvacim fizeni na uzavieni Smlouvy, je nezbytné, aby pfisluSnym opravnénim
vymezenym v ustanoveni ¢lanku IV. odst. 1. pism. c) této Smlouvy disponoval v plném
rozsahu alespoii jeden z dodavateli podavajicich spolecnou nabidku, vystupujicich v pozici
Dodavatele dle této Smlouvy.

3. Dodavatel se podpisem této Smlouvy zavazuje, ze bude po celou dobu ucinnosti Smlouvy,
resp. do ukonceni poskytovani Subskripce, stale drzitelem ptislusné certifikace spolecnosti
OPSWAT uvedené v odst. 1. pism. c) tohoto ¢lanku Smlouvy platné pro uzemi Ceské
republiky.

V.
Platebni podminky

1. Smluvni strany se dohodly, Ze cena za plnéni poskytnuté Dodavatelem na zdkladé¢ této
Smlouvy bude splatna na zékladé faktur — daniovych dokladl vystavenych Dodavatelem v
souladu s nasledujicimi pravidly.

2. Lhuta splatnosti danového dokladu (faktury) fadné vystaveného Dodavatelem nesmi byt
kratsi, nez dvacet jedna (21) dn.

3/8



Priloha ¢. 4 zadavaci dokumentace

3. Danovy doklad (faktura) vystaveny Dodavatelem musi obsahovat cislo Smlouvy
a nalezitosti fadného daiiového dokladu podle ptislusnych pravnich predpist, zejména pak
zakona ¢. 235/2004 Sb., o dani z ptidané hodnoty, ve znéni pozdéjsich ptedpisi (dale jen
»ZDPH®) a zakona ¢. 563/1991 Sb., o Gcetnictvi, ve znéni pozd¢jsich piedpist. V ptipade,
ze danovy doklad nebude mit odpovidajici nalezitosti je Objednatel opravnén zaslat jej ve
lhite splatnosti zpét k doplnéni Dodavateli, aniz se dostane do prodleni se splatnosti. Lhiita
splatnosti v celé délce poc¢ina bézet znovu od opétovného doruceni nélezité doplnéného
¢i opraven¢ho daniového dokladu Objednateli.

4. Dodavatel se zavazuje, ze veskeré jim vystavené danové doklady (faktury) budou zasilany
na kontaktni mista Objednatele spolu s veskerymi pozadovanymi dokumenty, a to
doporuc¢enym dopisem, ptipadné prostfednictvim datové schranky.

5. PInéni poskytnut¢ Dodavatelem dle této Smlouvy, se povazuje za tadné¢ uhrazené
okamzikem poukézani finan¢ni ¢astky odpovidajici ptislusné hodnoté uvedené v Ptiloze ¢.
2 této Smlouvy (Platebni kalendat) z uctu Objednatele ve prospéch uctu Dodavatele
uvedené¢ho v Smlouvé. Zméni-li Dodavatel ucet, je povinen oznamit Objednateli zménu
uctu s dostateCnym ¢asovym predstihem, a to minimaln¢ deset (10) pracovnich dni pted
provedenim zmény.

6. Objednatel neposkytuje jakékoliv zalohy na cenu.

7. V ptipadé, ze se Dodavatel stane nespolehlivym platcem ve smyslu ustanoveni § 106a
ZDPH, je povinen o tom neprodlen¢ pisemné¢ informovat Objednatele. Bude-li Dodavatel
k datu uskutecnéni zdanitelného pInéni veden jako nespolehlivy platce, Objednatel uhradi
¢ast ceny odpovidajici dani z pfidané hodnoty, vznika-li povinnost k jeji thrad¢, pfimo na
ucet spravce dané v souladu s ust. § 109a ZDPH. O tuto ¢astku bude poniZena cena plnéni
a Dodavatel obdrzi cenu bez DPH. Pro vylouceni pochybnosti Smluvni strany sjednavaji,
ze uhrada dané z pfidané hodnoty se bude povazovat za uhradu pfislusné ¢asti ceny
Dodavateli.

8. Smluvni strany se dale dohodly, ze fakturace bude provadéna dle platebniho kalendare

uvedeného v Priloze €. 2. této Smlouvy.

VI.
Doba trvani a ukonceni Smlouvy

1. Tato Smlouva nabyva platnosti dnem jejiho podpisu obéma Smluvnimi stranami a uc¢innosti
dnem jejiho zvetejnéni v souladu se zakonem ¢. 340/2015 Sb., o zvlastnich podminkach
ucinnosti nékterych smluv, uvetejiiovani téchto smluv a o registru smluv (zdkon o registru
smluv), v registru smluv, ve znéni pozd¢jsich piedpisti.

2. Tato Smlouva muze byt ukoncena vyhradné nasledujicimi zpasoby:
a) fadnym splnénim, tj. uplynutim doby poskytovéani Subskripci;
b) pisemnou dohodou Smluvnich stran;

c) odstoupenim Objednatele od této Smlouvy dle odst. 3. tohoto ¢lanku Smlouvy;
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d)
e)

odstoupenim Dodavatele od této Smlouvy dle odst. 4. tohoto ¢lanku Smlouvy;

vypovedi Objednatele dle odst. 6. této Smlouvy.

3. Objednatel mize od této Smlouvy okamzité odstoupit, pokud:

a)

b)

d)

Dodavatel je v prodleni s poskytnutim plnéni dle této Smlouvy po dobu delsi nez patnact
(15) dnti; nebo

Dodavatel je déle nez patnact (15) dnil v prodleni s odstranénim vad plnéni dle Pfilohy
¢. 2 této Smlouvy. Smluvni strany ¢ini nespornym, ze chyby (bugy) softwarovych
produktti spole¢nosti OPSWAT, dodavanych na zikladé této Smlouvy, budou
Dodavatelem odstraiiovany v souladu s pfislusnymi podminkami spole¢nosti OPSWAT
uvedenymi v Pfiloze ¢. 2 této Smlouvy, nepovazuji se za vady plnéni, pro které je
Objednatel opravnén od této Smlouvy opravnén odstoupit dle tohoto clanku IV.3 pism.
b) této Smlouvy;

Dodavatel porusi svou povinnost dle této Smlouvy a nezjedna napravu ani v dodate¢né
lhiité stanovenou mu Objednatelem, kterd nesmi byt kratsi deseti (10) dnti;

Dodavatel je v likvidaci nebo viici jeho majetku probiha insolvenéni fizeni, v némz bylo
vydéano rozhodnuti o upadku, nebo byl insolvenéni navrh zamitnut proto, Ze majetek
nepostacuje k uhradé nakladi insolvenéniho fizeni, nebo byl konkurs zrusen proto, ze
majetek byl zcela nepostacujici, nebo byla zavedena nucend sprava podle zvlastnich
pravnich predpist;

Dodavatel prestane byt drzitelem certifikace spolecnosti OPSWAT, kterd je nezbytna
pro plnéni pfedmétu této Smlouvy, nebo nebude schopen Subskripce Objednateli
poskytovat zjiného diivodu; v piipade, ze takova skutecnost nastane, je Dodavatel
povinen bez zbyte¢ného odkladu pisemné informovat Objednatele;

Objednatel zjisti, ze Dodavatel nabizel, daval, pfijimal nebo zprostiedkovaval jakékoliv
hodnoty s cilem ovlivnit chovéani nebo jednani kohokoliv, at’ jiz statniho Gfednika nebo
nékoho jiného, pfimo nebo nepiimo, v zaddvacim fizeni této Smlouvy, nebo pii
provadéni této Smlouvy, nebo zkresloval skute¢nosti za ucelem ovlivnéni zadavaciho
fizeni této Smlouvy, nebo provadéni této Smlouvy ke skodé¢ Objednatele, véetné uziti
podvodnych praktik k potlaceni a sniZzeni vyhod volné a oteviené soutéze.

4. Dodavatel mize od této Smlouvy okamzité odstoupit v ptipadé:

a)

b)

prodleni Objednatele s thradou faktury dle této Smlouvy po dobu delsi nez tticet (30)
dnt;
poruseni licencnich podminek ze strany Objednatele, vymezenych v piislusnych

licen¢nich podminkach spolecnosti OPSWAT, kdy Objednatel nezjedna napravu ani do
tiiceti (30) dnti ode dne obdrZeni pisemného upozornéni Dodavatele na takové poruseni.

5. Odstoupenim od Smlouvy nejsou dot¢ena ustanoveni tykajici se smluvnich pokut, ochrany

informaci, nahrady Skody a ustanoveni tykajicich se takovych prav a povinnosti, z jejichz

povahy vyplyva, ze trvaji i po odstoupeni.
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6.

10.

Tuto Smlouvu je mozné ukoncit jednostrannou vypovédi Objednatele bez udani divodu
zaslanou Dodavateli. Vypovédni doba v délce dvou (2) mésicii zacind bézet prvni den
mésice nésledujiciho po doruceni vypovédi Dodavateli.

Tuto Smlouvu je mozné ukoncit jednostrannou vypovédi Dodavatele bez udani divodu
zaslanou Objednateli. Vypovédni doba v délce dvanacti (12) mésicii zacina bézet prvni den
meésice nasledujiciho po doruceni vypoveédi Objednateli.

Pro ptipad nutnosti pieklenuti doby od ukon¢eni Smlouvy na zaklad¢ vypovédi bez uvedeni
diivodu do uzavieni nové smlouvy na obdobné plnéni na zdklad€ nového zadavaciho fizeni
dle ZZVZ (napt. z divodii ze strany Objednatele nepiedvidatelného prodlouZzeni nového
zadavaciho tizeni) se Dodavatel zavazuje nadale poskytovat Objednateli Subskripce za
podminek dle Smlouvy v rozsahu, v jakém doslo k jejich vypovédi, a to po dobu nejdéle tii
(3) mésict ode dne, kdy mélo dojit k uplynuti vypovédni doby. Objednatel je vSak k tomuto
povinen Dodavatele pfedem pisemné vyzvat nejpozdéji dva (2) mésice pied uplynutim
vypoveédni doby v pfipadé dvanactimésicni (12) vypoveédni doby. Vyzvou Objednatele
zaslanou v souladu s timto odst. 8. tohoto ¢lanku dochézi k prodlouzeni doby trvani
Smlouvy o Objednatelem stanovenou dobu, maximalné vsak o tfi (3) mésice.

Jakykoliv tkon, vedouci k ukonceni této Smlouvy, musi byt u¢inén v pisemné forme a je
ucinny okamzikem jeho doruceni druhé Smluvni strané. Zakonné diivody pro ukonceni této
Smlouvy nejsou shora uvedenym dotCeny.

Vypovéd a odstoupeni od této Smlouvy ze strany Objednatele nesmi byt spojeno
s uloZenim jakékoliv sankce k tizi Objednatele.

VII.
Ochrana a utajeni informaci

Smluvni strany se zavazuji, ze budou zachovavat ml¢enlivost o divérnych informacich.
To mj. znamend, ze bez souhlasu druhé Smluvni strany po dobu uc¢innosti této smlouvy,
aipo jejim skonceni nebudou poskytovat tfetim osobam nebo nezvetejni jakékoliv
informace, které druhd Smluvni strana oznacila jako divérné, nebo které jsou daveérné ze
své povahy.

Ma se za to, ze veskeré informace, které se Smluvni strany dozvédé€ly v rdmci uzavirani a
plnéni této Smlouvy a informace, které si sd€li nebo jinak vyplynou z plnéni této Smlouvy,
zejména informace, které se dozveédély pii plnéni dle této Smlouvy bez ohledu na formu
informace ¢i zpusob jejiho ziskani, a které se dozvi v souvislosti se zpracovanim dat na
zakladé této Smlouvy, se povazuji za diivérné.

Za divérné se nepovazuji informace dle odst. 1., které:

a) jsou k okamziku jejich zvetejnéni ¢i poskytnuti vefejné znamé ¢i vefejné dostupné;

b) Smluvni strana méa k dispozici jesté¢ pred jejich poskytnutim, coz bude schopna
prokazatelné dolozit;

¢) Smluvni strana vyslovné oznacila jako nedtvérné.
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4. Ustanovenimi tohoto ¢lanku VII. této Smlouvy nejsou dotéeny povinnosti plynouci
z pravniho fadu Ceské republiky, predeviim ze zikona & 106/1999 Sb., o svobodném
pfistupu k informacim, ve znéni pozdéjsich predpist, ¢i jinych zékond.

VIII.
Sankce

1. V pfipad¢ prodleni Objednatele s uhradou faktur za poskytované Subskripce ve lhuté
splatnosti v souladu s touto Smlouvou je Dodavatel opravnén uctovat objednateli zakonny
urok z prodleni za kazdy den prodleni s thradou pfislusné faktury v souladu s obéanskym
zakonikem a nafizenim vlady ¢. 351/2013 Sb.

2. 'V ptipad¢ prodleni Dodavatele s poskytnutim Subskripci je Objednatel opravnén pozadovat
od Dodavatele smluvni pokutu ve vysi 10.000 K¢ (slovy: deset tisic korun ceskych) za kazdy
zapocaty den prodleni.

3. Zaporuseni povinnosti uvedenych v ¢lanku VII. této Smlouvy je poskozena Smluvni strana
opravnéna pozadovat od provinivsi se Smluvni strany smluvni pokutu ve vysi 100.000 K¢
(slovy jedno sto tisic korun Ceskych), a to za kazdé jednotlivé poruseni.

4. Smluvni pokuta dle této Smlouvy je splatnd do tficeti (30) dnli od dne doruceni pisemné
vyzvy k uhrad¢ predmétné smluvni pokuty.

5. Vznikem naroku Smluvnich stran na thradu smluvni pokuty neni dotéeno pravo na ndhradu
Skody v jeji plné vysi. Ustanoveni § 2050 obcanského zdkoniku timto Smluvni strany
vylucuji.

6. Narok Objednatele na thradu smluvni pokuty Dodavatelem je Objednatel opravnén
jednostranné zapocist na ¢astku pozadovanou Dodavatelem v zaslané faktufe. O takovém
zapocteni je povinen Dodavatele pisemné informovat.

IX.
Ostatni ujednani

1. Jestlize se ukaze jakékoliv ustanoveni této Smlouvy jako neplatné, nevymahatelné nebo
neu¢inné, nedotykd se tato neplatnost, nevymahatelnost nebo neucinnost ostatnich
ustanoveni této Smlouvy. Smluvni strany se zavazuji nahradit do tficeti (30) pracovnich dnt
od doruceni vyzvy jedné Smluvni strany druhé Smluvni strané neplatné, neti¢inné nebo
nevymahatelné ustanoveni ustanovenim platnym, u¢innym a vymahatelnym se stejnym
nebo obdobnym obchodnim a pravnim smyslem. Smluvni strany se zavazuji poskytnout si
navzajem soucinnost nezbytnou k fddnému splnéni jejich povinnosti dle této Smlouvy.

2. Dodavatel bere na védomi, Ze je osobou povinnou spoluplsobit pii vykonu finanéni
kontroly provadéné v souvislosti s thradou zbozi z vefejnych vydaji ve smyslu ust.
§ 2 pism. e) zékona ¢. 320/2001 Sb., o finan¢ni kontrole ve vetejné spravé a o zméné
nekterych zakont (zdkon o finan¢ni kontrole), ve znéni pozd¢jsich predpisii.

3. Tato Smlouva, jakoz vSechny pravni vztahy z ni vzeslé, se tidi pravnim fadem Ceské
republiky, zejména obCanskym zakonikem.
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4. Spory vzeslé z této Smlouvy se Smluvni strany zavéazaly primarné feSit smirné, kazda
Smluvni strana nicméné mé pravo se svych prav domahat pred ptislusSnym obecnym soudem
v Ceské republice.

5. Dodavatel neni opravnén postoupit sva prava a povinnosti, ani Smlouvu jako celek na treti
osobu bez souhlasu Objednatele. Jakékoliv jednani u¢inéné v rozporu s timto zadkazem je
neplatné.

6. Tato Smlouva mize byt ménéna nebo dopliiovana pouze pisemnymi, vzestupné
Cislovanymi dodatky uzavienymi odpovédnymi osobami opravnénymi k uzavieni této
Smlouvy.

7. Nedilnou soucasti této Smlouvy jsou nasledujici ptilohy:
Ptiloha €. 1 — Seznam subskripci OPSWAT
Ptiloha ¢. 2 — OPSWAT, Customer support escalation process
4. Tato Smlouva je uzavirana smluvnimi stranami elektronicky.

5. Na dikaz toho, ze Smluvni strany s obsahem této Smlouvy souhlasi, rozumi ji a zavazuji se
k jejimu plnéni, ptipojuji své podpisy a prohlasuji, Ze tato Smlouva byla uzaviena podle
jejich svobodné a vazné vile prosté tisné.

Objednatel Dodavatel
V Praze dne dle data elektr. podpisu V Praze dne dle elektromckeho podpisu
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Obsah dokumentu:

Piiloha ¢. 1 -
Seznam subskripci OPSWAT

Seznam poptavanych subskripci OPSWAT na obdobi 28/06/2025 — 27/04/2026 (10 mé&sicti)

Jednotkova
MnoZst. Kod Popis cena bez Cena bez DPH
DPH
MD-PLTF  MetaDefender Core Platform OPSWAT
4 MD-PLTF MetaDefender Platform is a comprehensive advanced threat| 113590 454360
prevention platform /10m
4 MD-DCDR MD-DCDR Deep CDR Module /10m 389430 1557720
4 MD-MSW-16 Metasce}n 16 ]*.anmesf This Wlndows ONLY package includes 292430 3569720
16 multiscanning antimalware engines 10m
4 CROWDSTRIKE- CrowdStrike Custom Anti-Malware Engine CrowdStrike is 267730 1070920
CUSTOM-ENGINE available as a custom engine package. 10m
MD-VULN File-based Vulnerability Assessment Module
4 MD-VULN Enable OPSWAT's vulnerability scanning technology /10m 259620 1038480
1 MD-STORAGE-SA MetaDefender Storage Security MetaDefender for Secure 447530 447530
Storage offers Zero-Day malware prevention /10m
2 MD-EMAIL-SA MetaDefender Email Security Application / 10m 405650 811300
MD-EMAIL- MetaDefender Email Security - Anti-Spam/Anti-Phishing
2 ANTISPAM Module / 10m 324530 649060
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MetaDefender Managed File Transfer (MFT) - Standalone

lines, as well as the OPSWAT Support Chat Window and Case
Management Portal.

2 MD-VAULT-SA (Previously MetaDefender Vault) /10m 389430 778860
3 MD-KIOSK-APP MetaDefender Kiosk Application /10m 196340 589020
OPSWAT-CENTRAL-
1 MANAGEMENT OPSWAT Central Management - 10m 210940 210940
20 OPSWAT-MVA (ID(iEWAT-MVA MetaDefender Media Validation Driver / 540 10800
Platinum Support 10 months Platinum Support provides access
to OPSWAT's technical support team 24 hours per day, 7 days
1 PLATINUM-SUPPORT |per week, with access to dedicated premium support phone| 2795850 2795850
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OPSWAT.

SUPPORT PROCESS AND ESCALATION PROTOCOLS

OPSWAT SUPPORT
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Introduction

Navigating the infricacies of modern cybersecurity solutions demands a responsive and reliable support system
powered by a team of experts. That's why we’ve meticulously designed a comprehensive support process to
ensure that our customers receive prompt assistance and resolution fo any challenge they encounter.
OPSWAT's support process is built upon a foundation of expertise, efficiency, and empathy. Our team of
dedicated support professionals possesses unrivaled knowledge of our products, coupled with a commitment
to delivering exceptional customer service.

Whether it is tfroubleshooting technical issues, providing product guidance, or assisting with implementation,
our support team is equipped with the tools and expertise to deliver tailored solutions that meet the unique
needs of each client

Table of Contents
01 Support Communication Channels
02 OPSWAT Support Team

03 Initial Triage and Assessment
04 Severity Definitions
05 Incident Management Service Level Agreements (SLAS)

06 Service Level Agreement Tables
07 Requesting Issue Escalation
08 Support Escalation Workflow

09 Requesting Support for Specific Planned Activities
10 Root Cause Analysis Feedback
11 On-Site Support
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Support Communication Channels
OPSWAT Support offers a diverse range of assistance options, including:

Case Management  Support requests via tickets through My OPSWAT

Chat Via Al chatbot and live agent chat on My OPSWAT

Phone For premium customers, with dedicated support phone numbers located in multiple countries,
including Australia, France, Hungary, Israel, Japan, Romania, Spain, UAE, UK, and USA

Additionally, we provide self-service support through a chatbot, robust knowledge center, and active
community forums. These resources empower users to find solutions independently while our expert team
remains readily available for personalized assistance when needed.

See opswat.com/support for details

Note:

Using any of our support communication channels results in a support fransaction record filed our
case management system, which lets us properly frack all of our customers’ issues. For this reason,
we do not accept email as a support communication channel.
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OPSWAT Support Team
At OPSWAT, our strategically located support offices across Asia, Europe, and America are designed to
provide exceptional, round-the-clock global support through an efficient follow-the-sun model. Here's how our
approach ensures seamless customer experiences:
Regional Focus and Expertise:
Each region is managed by a dedicated Director of Support, responsible for overseeing operations and
addressing customer queries and concerns originating within their respective areas. Teams are staffed with
experts who understand the unique requirements and nuances of their regional customers.
Follow-the-Sun Support Model:
Our global offices operate on a follow-the-sun model, ensuring that customer inquiries are handled promptly,
regardless of the time zone. Each regional team takes full ownership during their shift, providing dedicated
support tailored to the region's needs.
Seamless Knowledge Transfer:
Ample overlap time between shifts ensures smooth transitions and uninterrupted service. Critical knowledge
transfer processes are in place to maintain continuity and efficiency in issue resolution as operations shift from
one region to another.
Unified Global Tiered Support Framework:
Our support model is structured into three fiers, ensuring sufficient issue resolution and seamless collaboration
across regional tfeams. Each tier provides a defined level of expertise and escalation delivering consistent
service quality and a cohesive customer experience worldwide.

Customer-Centric Communication:

Our Support leadership welcomes direct communication from customers, particularly when it can expedite
issue resolution or enhance satisfaction.

We value customer feedback and are committed to resolving concerns effectively and efficiently.

By combining regional expertise, a robust operational model, and a customer-first approach, OPSWAT
continues to deliver world-class support that meets and exceeds customer expectations.
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Nofe

For customers with support entittements that restrict access to specific geographic regions, only
support personnel within the designated region will have visibility and provide coverage. Support
teams and managers outside of that region will not be involved or have access to these cases.

Support Leadership Team

Location

Senior Vice President of Customer -'
Experience

drbAs R AT San Francisco,
Cadlifornia, USA

Vice President of Global Techmcol“ “f-f N !" 39"*{ *:';!"“-
Services

£3
e }.ﬁ.'iﬁ e E TR Bangalore, India

Senior Support Duty Manager g *""i'il'“:i-' “"i_y‘“ﬁp“ S R N e

:..;,-!

TR i et T|m|sooro Romania
Europe, Middle East, Africa

Support Duty Manager America ,!.;.%Aiq_,,_“t TRt &‘“'ﬂ- >* Tompo FL, USA

Support Duty Manager Asia, BN P T A RN Ho Chi Minh City,
Pacific, Japan g_i Vietham
Note

Up-to-date contact information for your regional Support Duty Manager and your CSM or TAM (if
applicable) is available to you in your My OPSWAT portal -> Support Services page.
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Initial Triage and Assessment
When a customer submits a support request—or when one is created following a chat or phone call—our
team conducts an initial tfriage to ensure prompt and effective resolution. The speed of response is determined
by several key factors:

Issue Complexity:

The intricacy of the problem, including technical depth and diagnostic requirements, is assessed to determine
the appropriate level of expertise needed.

Severity Level:

Issues are evaluated based on theirimpact on the customer’s operations, ranging from minor inconveniences
to critical business disruptions. The Severity levels are described in Section 3 of this document.

Prioritization:

Cases are prioritized to ensure that the most urgent and impactful issues are addressed first.
Resource Allocation:

Based on the nature of the issue, the appropriate support resources are assigned. This may include
collaboration with specialized teams such as Cloud Ops, DevOps, Engineering, or Sales.

Support Entitlement:
The customer's support plan and entitlements influence how the case will be managed and the specific SLAs
applied.

SLA-Driven Response Times:
The results of the assessment guide the expected response times, ensuring alignment with the customer’s
service-level agreement (SLA).

This structured approach ensures that every support request is addressed efficiently, with the right resources
and response time tailored fo the customer’s needs.
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Severity Definitions
OPSWAT's support SLAs are based on severity of the issue, using a scale from 1 to 4 based on the following
criteria:

Severity Level

1 An existing network or environment is down or there is a critical impact to your business operation.
OPSWAT will commit resources during OPSWAT business hours and use reasonably diligent efforts to
provide a workaround and/or resolve the situation.

2 Operation of your existing network or environment is severely degraded or significant aspects of your
business operations are negatively impacted by unacceptable network or environment performance.
OPSWAT will commit resources during OPSWAT business hours and use reasonably diligent efforts to
provide a workaround and/or resolve the situation.

3  Although most business operations remain functional and/or a security application or security
application state is not properly detected and/or remediated and is negatively affecting most of your
personnel. OPSWAT will commit resources during OPSWAT business hours to restore service to satisfactory
levels.

4 You require information or assistance on software capabilities, installation, or configuration and/or a
security application or security application state is not properly detected and/or remediated. OPSWAT
will provide resources during OPSWAT business hours to provide information or assistance as requested.
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Incident Management Service Level Agreements (SLAs)
OPSWAT provides SLAs for three critical phases of an incident case:

First Response We commit to acknowledging receipt of the escalation within a specified timeframe, ensuring
that customers receive prompt acknowledgment of their requests.

Ongoing We aim to complete a thorough diagnosis of the issue, providing customers with clear

Diagnosis Update insights intfo the root cause of the problem and potential solutions. During this phase, we
provide regular updates within a specified fimeframe to keep customers informed of
progress.

Fix Release = Once a solution is identified and implemented, we commit to releasing the fix within an agreed-
upon timeframe, minimizing downtime and disruptions for our customers.

The actual SLA timeframes on each of these phases are dependent on the severity of the incident issue as well
as the support entitlement of the customer. Tables with specific time frames are provided in the last section of
this document.
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Service Level Agreement Tables

SLAs are based on the support entitlement of the customer as well as the severity of the incident issue.

Platinum and Emerald Support

Security First
Level Response

Ongoing Diagnosis Update  Fix Release

1 1 hour 2hours
unless otherwise agreed

2 1 hour 1 business days
unless otherwise agreed until fix is identified and
estimated release date is provided

3 4 hours 1 business days
unless otherwise agreed until fix is identified and
estimated release date is provided

4 4 hours 1 business days
unless otherwise agreed until fix is identified and
estimated release date is provided

Once every 2 hours. until hotfix is released
unless customer accepts the next estimated release date
without need for further status updates

Within 1 business day of determination that:
afix-versionrelease-hasbeenrescheduled, or
a fix needs to be removed from the originally
assigned release

Within 2 business days of determination that:
a fix version release has been rescheduled, or
a fix needs to be removed from the originally
assigned release

Within 3 business days of determination that:
a fix version release has been rescheduled, or
a fix needs to be removed from the originally
n:cigned releqse
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Gold Support

Security First

Level

1 2
hours
during OPSWAT

business hours

2
hours
8
hours

unless otherwise
agreed untfil fix is
identified and
estimated release
date is provided

8
hours
1
busin

ess
days
unless otherwise
agreed unfil fix is
identified and
estimated release
date is provided

8
hours
1
busin

ess
days
unless otherwise
agreed untfil fix is
identified and
estimated release
date is provided

Ongoing
During

Responses
Diagnostics

Ongoing
During

Within 2 business days of determination that:
a fix version release has been rescheduled; or
a fix needs to be removed from the originally

assigned release

Within 2 business days of determination that:
a fix version release has been rescheduled; or
a fix needs to be removed from the originally

\Within 2

\ARRE

assigned release

¢ Anve

f Aat

hiicinac N
Mo JUdIlIvoo UUyo Ui Uwid

+
a fix version release has been rescheduled; or

a fix needs to be removed from the originally

assigned release

10

Responses
Solution

8 hours
unless otherwise agreed
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Silver Support

Security First Response Ongoing Responses During Ongoing Responses During
Level Diagnostics Phase Solution Release Phase

1 4 hours 12 business hours
during OPSWAT unless otherwise agreed
business hours

2 4 hours 12 Within 2 business days of determination that:
business hours a fix version release has been rescheduled; or
unless otherwise a fix needs to be removed from the originally
agreed untfil fix is assigned release

identified and
estimated release
date is provided

3 1 business 1 business days
day unless otherwise agreed until fix is identified and
estimated release date is provided

T business day
4 1 business unless otherwise agreed until fix is identified and
day estimated release date is provided

12
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Requesting Issue Escalation

We recognize that some issues may require additional attention and resources beyond initial support
interactions. To ensure timely resolution and customer satisfaction, we have established a robust support
escalation process designed to efficiently address complex or critical issues that may arise.

The following list describes steps our customers should take to request escalation:

Customers can update their case with specific escalation requests, such as a request to have a video
conference, change the severity level of the case, speak to a Duty Manager or Director of support, efc.

Customers Escalate to Management € andfhen
can simply
press the

optionally provide additional information in the text window that pops up. A Customer Experience Coordinator
or a Duty Manager will respond within two business hours.

3

Customers that have phone support as part of their support entittement (e.g. Emerald, Platinum, Gold)
can call an OPSWAT Support line with specific escalation requests, including having a Duty Manager or
Director of Support reach out to them. The Duty Manager will respond within two business hours.

If the above escalation steps have sfill not proven sufficient, customers can contact our regional
support leaders as well as our Vice President of Technical Services and Senior Vice President of
Customer Experience. (See OPSWAT Support Team below). The person you contact will respond within
two business hours.

For each step above, the escalation point person will contact the customer, provide their contact information,
discuss action plan and next steps with the customer, discuss which other parties need o be involved (e.g.
does an OPSWAT Engineer need to get directly involved), and take ownership of the issue until the issue is
resolved or the customer is comfortable with the progress of the issue.

13
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Support Escalation Workflow
Throughout the escalation process, we continuously monitor the status of the issue and gather feedback from
the customer to ensure their needs are being met effectively. Regular communication and updates are
provided to keep the customer informed and engaged.

Customer Action OPSWAT Response to Customer OPSWAT Internal Action

Case Creation Start

Cases get Create incident case
created in My

OPSWAT and are

converted from

phone calls and

chat

Escalation Path 1st Escalation

OPSWAT's goal is Escalate via a case update with details of the e
for our customers request. Specify if the severity level needs to be
to get their

desired outcome

without needing 2nd Escalation

to continue From within the case, click on the Escalate to
escalating along Management button

the ladder.

OPSWAT's Support
Engineers are
frained to react to
an escalation at
each rung of the
ladder with that
goal in mind.
However, if a
customer feels
they are not
getting the
support they
need, we
encourage them
to continue to
escalate so that
we can take the
appropriate
corrective action.

14
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3rd Escalation Duty Manager works with the customer to eleva
Call the OPSWAT handling and determine how previous escalatic
support phone them. Support Leadership team take ownership
line to request the case until customer is comfortable with progress
on-shift Support SLA: same as SLA on the severity of the case

Duty Manager

4th Escalation Duty Manager, Services VP, and CSM/TAM work
Email the Support customer to get adjust case handling, provide r
Leadership team analysis of why issue needed to be escalated fc
to request further SLA: 2 hours.

escalation

15
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Requesting Support for Specific Planned Activities
OPSWAT Support is dedicated to accommodating our customers for their scheduled activities, such as
installations or upgrades scheduled for a specified maintenance window.
To ensure the right level of support during the planned activity, the customer should log a support case with
OPSWAT as early as possible and provide information on the time of the activity, the purpose of the activity,
pertinent considerations and constraints, plus any specific user contact information, required video sharing
application (e.g. Teams, Zoom, Google Meeting, efc.). An OPSWAT Support agent will confirm the request
and ensure readiness from the OPSWAT Support team.

Root Cause Analysis Feedback
OPSWAT is dedicated to resolving Severity 1 issues promptly and thoroughly. Upon customer request,
OPSWAT can provide a root cause analysis document, typically within one week of the resolution of the
issue. This document will be based on our internal root cause analysis, which we perform to identify
underlying causes, provide actionable feedback, and implement necessary improvements swiftly. By
prioritizing timely and effective solutions, we ensure minimal disruption and maximum satisfaction for our
customers.

On-Site Support
For customers unable to receive remote support, OPSWAT offers on-site support services for additional fees
and charges. With pre-approval from the customer, our expert technicians can provide personalized
assistance directly at the customer’s location. This ensures a seamless support experience and timely
resolution of issues, meeting the unique needs of every customer with professionalism and efficiency.
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