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calculation module (7), the output of which is a calculated
key (10). At the same time, the client’s hardware (1) stores
a local key (11) which is via the transfer environment (3)
using the higher layer protocol (4) connected to a key
comparison module (12) to which the calculated key (10) is
also connected. The key comparison module (12) is through
its positive output (13) and negative output (14) connected
via the transfer environment (3) using the higher layer
protocol (4) to a response processing module (15) which is
stored in the client’s hardware (1). The system, at high
security levels, provides the required response speed even
for a large number of users and/or licenses without signifi-
cantly increasing the space/memory requirements of com-
puting resources.

13 Claims, 7 Drawing Sheets
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Fig. 4
Distribution of a polysomial {standerd form} over g field i
p{xy = 6372 4 302057 + 434 #1057 4 QTEOM + 2H1TF 4 3537 4
53227 4 358x%10 & 184 ™Y & SU9XOW & 16377 4+ 6004 4 22709 & 420270 &
GE8x % £ 115257 ¢ 366" 92" 4 9340 4 750 4 181 b 3™ 4
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923%% £ 815257 4 2305 4 4277 + 7R3 4 3052 4 96145 4 26470 4
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TEPEOR b 240 71000 4 7E9 P 4 0™ 4 94370 4 079 b agz ¥ 4
FSEL + 688xFF 4 100 & 14190 4 2880 1 4T 4 5008 4 582400 4
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AROLYY 4 4282570 4 650577 b 285 0%TE S 9177 b 40U FOL0RT b Q44 ¥ 4
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Fig. 4 (continued)
FRRUIE 4 R 4 4800 4 SO0 4 6551 4 TR0 3 TR 4 71008 4
B3B38 & GHT LI b BT ISP b S 1% TSRS g
GB35+ 4621898 4 YOI 4 TR0 & TatF 4 42805 4 9090 4 4450 4
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Fig. 4 (continued)
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IDENTITY AND LICENSE VERIFICATION
SYSTEM FOR WORKING WITH HIGHLY
SENSITIVE DATA

RELATED APPLICATIONS

This application is the National Stage of International
Patent Application No. PCT/CZ2019/050040, filed Sep. 27,
2019, which is hereby incorporated herein by reference in its
entirety, and which claims priority to Czech Patent Appli-
cation No. PV 2019-607, filed Sep. 26, 2019, which is also
incorporated herein by reference in its entirety.

FIELD OF INVENTION

The present invention relates to an identity and license
verification system for accessing and working with highly
sensitive data which is bound by selective or paid access.
The proposed system is primarily designed for working with
highly sensitive data such as military or police software,
authorization of banking transactions, software licensing,
building access security and other analogous applications.

BACKGROUND OF THE INVENTION

Used and known file protection, client authentication and
licensing systems are based, e.g., on the Digital Signature
Algorithm (DSA), qualified certificates and the like. These
systems mostly use asymmetric cryptography methods uti-
lizing a discrete logarithm or large number factorization.
The use of polynomials in the standard form applies

PHO=q, X, X L g g ey,

Standard polynomials are unsuitable for high p values (the
number of users or licenses), given the fact that the number
of terms, values of polynomial coefficients as well as the
values of individual exponents grow rapidly. This greatly
increases the demand for computing power and the response
time required for comprehensive security. Another negative
consequence of using polynomials of high degrees is the
space complexity caused by the necessity to keep these
polynomials in the persistent memory of computing
resources.

There are two typical methods used to eliminate or reduce
these problems. One of them is the effort to speed up the
polynomial calculation using the so-called Horner’s rule.
While this solution leads to the partial acceleration of the
authentication/authorization process, it does not eliminate
the problem related to a large number of parameters.

The other suggested way to simplify and accelerate the
verification process is to reduce the polynomial to a much
lower degree. This allows to achieve the time and capacity
improvement of the whole process but at the same time,
there is a higher risk of unauthorized entry since the coef-
ficients of such a reduced polynomial can be estimated, for
example, by the Newton interpolation.

The task of this invention is to create the identity and
license verification system for working with highly sensitive
data that, at a high security level, provides the required
response speed even for a large number of users and/or
licenses (for high p values) without significantly increasing
the space/memory requirements of computing resources.

SUMMARY OF THE INVENTION

The above mentioned disadvantages and drawbacks of
well-known security systems are largely eliminated accord-
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2

ing to the invention—Identity and License Verification Sys-
tem for Working with Highly Sensitive Data. The principle
of the invention is that the system has a unique identifier
stored in the client’s hardware; the said unique identifier is
coupled to a server via the transfer environment using a
higher layer protocol, the said unique identifier is in the
evaluation module of the server further connected to the
substitution and calculation module. At the same time, a w
polynomial system stored in the persistent memory of the
server is also connected to the substitution and calculation
module, the output of which is a calculated key. At the same
time, the client’s hardware stores a local key which is via the
transfer environment using the higher layer protocol con-
nected to a key comparison module to which the calculated
key is also connected. Positive output as well as negative
output from the said key comparison module are both
connected via the transfer environment using the higher
layer protocol to a response processing module which is also
stored in the client’s hardware.

The advantage is that in the evaluation module, the
identity and license verification system, according to the
invention, has a search module in front of the substitution
and calculation module. Furthermore, the x-mat matrix
module, stored in the persistent memory of the server, is
connected to the said search module together with the
unique identifier. At the same time, the search module,
together with the w polynomial system, is connected to the
substitution and calculation module.

The advantage is that the identity and license verification
system, according to the invention, has a p permutation
stored in the persistent memory of the server, where both the
p permutation and the x-mat matrix module are connected to
the calculated key.

According to the invention, the main advantage of the
Identity and License Verification System for Working with
Highly Sensitive Data is the exceptional simplification of the
calculation/processing of the user’s input data and the asso-
ciated very fast yet secure login to the protected highly
sensitive data system. This is enabled by the character of the
polynomial used here. Another consequence and significant
benefit of the achieved lightening computation capacity of
the security system is the possibility of virtually any increase
in the number of users/licenses—even in millions—without
any significant impact on the system response time. More-
over, the system security, according to the invention, is
enhanced by the fact that the keys representing licenses are
divided into two parts and the verification takes place
remotely on the server. The security of the system is further
enhanced by the fact that any attempt to tamper with one
column of the matrix in the x-mat matrix module will result
in blocking several other local keys.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate embodiments of
the invention and, together with the description, serve to
explain the principles of the invention.

FIG. 1—scheme of the system, according to Example
1—Dbasic embodiment,

FIG. 2—scheme of the system, according to Example
2—preferred embodiment,

FIG. 3—scheme of the system, according to Example
3—optimal embodiment,

FIG. 4—standard polynomial for p=1009 (attached in
PDF format),

FIG. 5—visual comparison of computational complexity
of the system according to Example 3 and Example R,
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FIG. 6—a graphical representation of the relationship
between bit security and p prime number size.

DETAILED DESCRIPTION OF THE
INVENTION

Example 1

The Identity and License Verification System for Working
with Highly Sensitive Data, according to FIG. 1, has a
unique identifier 2 stored in the client’s hardware 1. Via the
transfer environment 3 using a higher layer protocol 4, the
unique identifier 2 is coupled to a server 5, where, in the
evaluation module 6, it is connected to the substitution and
calculation module 7. A w polynomial system 8 stored in the
persistent memory 9 of the server 5 is also connected to the
substitution and calculation module 7, the output of which is
a calculated key 10. At the same time, the client’s hardware
1 stores a local key 11 which is, via the transfer environment
3 using the higher layer protocol 4 connected to the key
comparison module 12 to which the calculated key 10 is also
connected. Positive output 13 as well as negative output 14
from the key comparison module 12 are both connected via
the transfer environment 3 using the higher layer protocol 4
to a response processing module 15 which is also stored in
the client’s hardware 1.

The system works by sending the unique identifier 2 from
the client’s hardware 1, via the transfer environment 3 using
the higher layer protocol 4 to the server 5, specifically to the
evaluation module 6 which substitutes the transformed
unique identifier 2 into the substitution and calculation
module 7 as variables into the w polynomial system 8. Based
on the results from the substitution and calculation module
7 (after the substitution into the w polynomial system 8), the
calculated key 10 is created and then, in the key comparison
module 12, compared with the local key 11 which is
obtained from the client’s hardware 1 through the transfer
environment 3 using the higher layer protocol 4. In case that
the calculated key 10 equals to the local key 11, positive
output 13 is activated, otherwise the verification is rejected
by negative output 14. The verification result obtained
through positive output 13 or negative output 14 is passed,
through the transfer environment 3 using the higher layer
protocol 4, to the response processing module 15 stored in
the client’s hardware 1.

Without substantially increasing the space complexity
requirements of the computing resources, the solution
described in Example 1 provides a high response speed even
for high p values (number of uses and/or licenses) in
comparison to existing security systems. The use of finite
fields, which will be described in more detail in the final part
of Example 3, prevents fraudulent insertion of another
user/license, which is a significant security feature of the
proposed system.

Example 2

The Identity and License Verification System for Working
with Highly Sensitive Data, according to FIG. 2, has the
unique identifier 2, local key 11 and the response processing
module 15 stored in the client’s hardware 1. The server 5§
again comprises the evaluation module 6 in which there is
the substitution and calculation module 7 with output, i.e.
the calculated key 10, connected to the key comparison
module 12. The w polynomial system 8 stored in the
persistent memory 9 of the server 5 is also connected to the
substitution and calculation module 7. Then, the subsequent
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4

structure of its output links from the key comparison module
12 to the response processing module 15 is the same as in
Example 1.

In addition, in the system, in the evaluation module 6,
there is a search module 16 in front of the substitution and
calculation module 7. The x-mat matrix module 17, stored in
the persistent memory 9 of the server 5 is connected to the
search module 16 together with the unique identifier 2. At
the same time, the search module 16, together with the w
polynomial system 8, is connected to the substitution and
calculation module 7.

The system works by sending the unique identifier 2 from
the client’s hardware 1, via the transfer environment 3 using
the higher layer protocol 4 to the search module 16 (of the
evaluation module 6 of the server 5), which searches for the
appropriate column in the x-mat matrix module 17. The
found column is then substituted by the substitution and
calculation module 7 as variables into the w polynomial
system 8. Based on the results from the substitution and
calculation module 7 (after the substitution into the w
polynomial system 8), the calculated key 10 is created and
then in the key comparison module 12, compared with the
local key 11 which is obtained from the client’s hardware 1
through the transfer environment 3 using the higher layer
protocol 4. In case that the calculated key 10 equals to the
local key 11, positive output 13 is activated, otherwise the
verification is rejected by negative output 14. The verifica-
tion result obtained through positive output 13 or negative
output 14 is passed, through the transfer environment 3
using the higher layer protocol 4, to the response processing
module 15 stored in the client’s hardware 1.

Due to the inclusion of the x-mat matrix module 17, the
transformed unique identifier 2 is not directly substituted
into the evaluation module 6, but on the basis of the unique
identifier 2, the appropriate column is searched in the x-mat
matrix module 17 and subsequently substituted into the w
polynomial system 8. This solution further increases the
level of security without increasing the computational com-
plexity.

Example 3

The Identity and License Verification System for Working
with Highly Sensitive Data, according to FIG. 3 includes all
parts set forth in Example 2 in the same configuration and
with the same links. In addition, this system has a p
permutation 18 stored in the persistent memory 9 of the
server 5. Both the p permutation 18 and the x-mat matrix
module 17 are connected to the calculated key 10.

The system works by sending the unique identifier 2 from
the client’s hardware 1, via the transfer environment 3 using
the higher layer protocol 4 to the search module 16 (of the
evaluation module 6 of the server 5), which searches for the
appropriate column in the x-mat matrix module 17. The
found column is then substituted by the substitution and
calculation module 7 as variables into the w polynomial
system 8. Based on the p permutation 18 and results from the
substitution and calculation module 7 (after the substitution
into the w polynomial system 8), appropriate values are
found in the x-mat matrix module 17, thus the values create
the calculated key 10. In the key comparison module 12, the
calculated key 10 is compared with the local key 11 which
is obtained from the client’s hardware 1 through the transfer
environment 3 using the higher layer protocol 4. In case that
the calculated key 10 equals to the local key 11, positive
output 13 is activated, otherwise the verification is rejected
by negative output 14. The verification result obtained
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through positive output 13 or negative output 14 is passed
through the transfer environment 3 using the higher layer
protocol 4 to the response processing module 15 stored in
the client’s hardware 1.

The above mentioned solution is the optimal implemen-
tation of the Identity and License Verification System for
Working with Highly Sensitive Data. By utilizing the p
permutation 18 simultaneously with the x-mat matrix mod-
ule 17, this module is protected from malicious manipula-
tion because unauthorized single column manipulation
invalidates multiple local keys. This results in increased
safety over the solution presented in Example 2.

According the invention, the identity and license verifi-
cation systems for working with highly sensitive data use
specifically designed polynomials for computation/valida-
tion operations, hereinafter called molded polynomials.

Molded polynomials are created by replacing the conven-
tional q coefficients used in the standard polynomial by a set
of a, b coefficients. The molded polynomials have a funda-
mentally different way/form of notation as well as calcula-
tion from the standard polynomials. The molded polynomial
has fewer terms than a standard polynomial and its calcu-
lation has a constant number of cycles regardless of increas-
ing p values (number of users and/or licenses), which
significantly shortens and speeds up verification operations.
When calculating molded polynomials, the system works
with much more feasible values of coefficients and expo-
nents and, especially with respect to exponents, it greatly
reduces the computational complexity. This saves operation
time and capacity of computing resources.

The stated effects in terms of speeding up/simplification
of the calculation are more visible when there are larger
numbers of users/licenses/subsystems involved in the sys-
tem. The benefit is significant even at the value of p=37 and
with increasing this number, the saving of working time and
capacity grows exceptionally fast (see FIG. 5). At high p
values, the saving is so extraordinary that the molded
polynomials could be called “magic polynomials”.

Example R (Reference)

To illustrate, an example of an existing security system for
similar purposes, based on standard polynomials, is given

PO=G X g, 2 L g g

The following are examples of standard polynomials for
different p values.

Distribution of a polynomial (standard form) over a field
Zior:

Plo)=25x"0473x79492,95+48 ¥ 7+83 70+ 100x+
7567448357241 767 493 x04 30550+ T4x P 44025+
25580413885 +78x 847 3x83469x5249 1P 44430+
84x79+4x784+61x77+98x70+19x73+100x74+9 1573+
5x724+69x7 1436570491 X7+ 76x05+8 1 7 +53x%+
81O+ L4820 +86x02+87 401 +59x°0+3 7%+
38078494 748470 +5 T+ 20597503 +3 1652+
21730670+ 1163049304 8426x4 T+ 700+ 26040+
19:x4473xP 499 x42452 6 +19x4 0+ 807 9+55,78+
51742203044 15475504428 P+ 19724+ 1707 +
953043262949 1 x 2P +64x7 7 +79x%0+ 1 3425+86.24+
45523 +26x22+42.2 4872 0+23x 1 9+52x 8431 74
6x'O+87x P+ T8 44+-89x P+ 44x 2445 1641 O
3804+ 2x84+250 7+ 1504+ T 0+ 94+ 156 +55 0439

Distribution of a polynomial (standard form) over a field
Zyn:

=18 24+8x3 1 +122,704+6x29+198.27842002% 7+
110x790492x25+64x2%4+149x293+269x 22+
304x2°14278x%904 36789+ 1176785+304x 247+
223x2804 1932854123284 4 44283188252
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606281 +122x2804 302779+ 16x2 75427 16277+
237x770473 5% 754552 7441926273250+
186x77n+17 1x27042x209+124.20%+ 28207+
237x2004256x205+42x20% 41555203 41944224
176x701+145x2%041 89525945 14278420827+
216x770+124x255+308x254+119x253+ 19025+
196571 +13002042920249 4244248427824+
132x240459x2454168x244+1 755744238242+
17824 423552404 587394226238 42675% ¢
104x230429x23%4 16 1x234429 1623416207724
231673 n+123x2304150729449,2784 92,2271
307x22044 7225 4+60x2294257223 49722+
385221 413957204622 194682184+ 1424%1 7+
1145210414502 15417 12 14422x2 1349352124
112 14216521 04+68x209+147x298 4269297+
4357°04261 18221 64x23 420352024
287x°0 1207000 4+38x 1994158 1984565197+
162x1904103x! 25421761 944+ 108x 2343081+
230x!1 9278 1901 141894131 3841691187+
871304505 894232134 88! ¥3 41 661 52+
182x180429 1! 7841571 77423451 7042991 75+
118x" 445817342831 7242041714208 70+
175x199+165x B+157x' 7 +190x %0+96.' %+
43x104436x193 441 x 19241535101 +151x 190+
173x150+190x 58429 161 574294150458 155+
217x194 412821 23417851 2241745121 +88x 120+
96! *9+1 721484122147+ 189x 14041134145+

1 13X144+48X143+282X142+31()X14l+241X140+
24554186 3 +577 7 +174x1 30417815+
7813441516133 4+125x 1324264 1314371304
46x1294243x125495x1 274 146x 120423741 04
223X124+14_\,123+153X122+282X121+17()X12()+
237x 1041285 34334 743 14 104 144, 154
37 1770 195 121816 1042064190+
225x 084811974 128x 1004173510543 100! M4
94x' 034 197x 19241 60x 1014751904243 %+1 8475+
108x77+27x%0+126x75+19 1 x4+89x73+6 242+
374 1330704939 49538 4+ 157687+ 10050+
273x%+164x542 76053+ 14752412508 1645+
191x7%+159x754205x7 +11 1x70+143x75+34x74+
210x734+78x72+14 167 4 70+26x%9+252x08+
138x%7+66x°0+142x5+16 1 x* 44034240452+
187x01+53x%0+28 1x°9+125x55+ 118x°7+263x°%+
2375542414304 3+ 109672 +1 76714271670+
53x% 4300426704 +7 7640+ 1655+ 1065+
30xP 124842730 172070423 10421768+
247+ 15673 0+302x 4286043 L 456+
201631 +2 11639423062+ 186575 +18 762 7+204x70+
229x P +13 721 L +17 122422 12 1+ 10920+
28x194239x'8+104x174243x194290x 1749 | x4+
99x 34257 24320 48 9 10994250542 1 757+
142x+183x°+90x*+269x3+189x>+153x+198

Distribution of a polynomial (standard form) over a field
Z1 000 18 due to its size listed separately as an attachment in
PDF format—see FIG. 4. The figure, illustrating the com-
plexity of the expression, shows the difficulty of calculating
the value of a standard polynomial both in terms of com-
puting resources and the impact of complexity on compu-
tation speed and system response.

In contrast to standard polynomials with the aforemen-
tioned problems and drawbacks, the use of molded polyno-
mials in the system according to the invention allows fast
calculations that have a constant number of cycles even for
a large number of users, licenses and subsystems. FIG. §
shows a comparison between the computational complexity
of the molded polynomial values (Example 3) and standard
polynomials (Example S). The graph illustrates the response
time saving as well as the capacity improvement of com-
puting resources, especially at higher p values.

Despite the calculation speed, the security of the system
according to the invention remains at a high level. From a
security point of view, it is beneficial that the server keys for
a user/license/subsystem are represented by columns in the
x-mat matrix module 17 stored on the server 5, where the
calculated key 10, in case of use of p permutation 18, is not
a direct result of calculating the individual molded polyno-
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mials, but it is then searched for in the x-mat matrix module
17. Neither polynomial results nor calculated keys 10 can be
stored on the server 5. Thus, it is difficult to derive the x-mat
matrix module 17 from polynomials and local keys 11, if
they were stolen.

The security of the system according to the invention is
shown in the FIG. 6, which illustrates the relation between
bit security and the prime number p values. Expression of bit
security means a conservative estimate of the number of
molded polynomials with respect to the selected prime p,
where bit security is calculated from the assumption of using
a brute force attack and thus trying all different combina-
tions. For a 128-bit key, this is 2'*® combinations; if a prime
number p=31 is chosen, then the number of different molded
polynomials is comparable to the number of 121-bit key
combinations, i.e. approximately 2'*'. In the security of
symmetric cryptography, 128-bit keys can be considered
safe, to which p=31 merely approaches. However, the next
prime number 37 exceeds this value, it has a bit security of
131 bits. If the prime number 10007 is taken into account,
bit security can be compared to 390 bits. This value can
currently be considered safe with respect to the existence of
quantum computers, where halving bit security is consid-
ered. Moreover, it is to be understood that bit security is
related only to the individual molded polynomials, not to the
entire w polynomial system § that the system according to
the invention operates with and which is in its preferred
variants safer.

INDUSTRIAL APPLICABILITY

The Identity and License Verification System for Working
with Highly Sensitive Data, according to the invention, is
intended for generating and verifying unique license or
identification keys used for software licenses validation or
unique identification of users, elements of the Internet of
Things, use of systems related to decision-making power in
military or banking sector. Thus, the system will find appli-
cation especially for the verification of users of electronic
data systems with extremely high security needs and at the
same time very fast response times, such as systems for
military purposes, security forces, integrated rescue system
and other related areas. However, it can also be used in
civilian applications, such as building access security, but
also for common purposes like entrance tickets, public
transportation tickets and other similar applications.

LIST OF NUMBERED PARTS IN FIGURES

1—<client’s hardware

2—unique identifier

3—transfer environment

4—higher layer protocol

S—server

6—evaluation module

7—substitution and calculation module

8—w polynomial system

9—persistent memory (of server)

10—calculated key

11—Ilocal key

12—key comparison module

13—positive output (of key comparison module)
14—negative output (of key comparison module)
15—response processing module

16—search module

17—x-mat matrix module

18—p permutation
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The invention claimed is:

1. An identity and license verification system for access-
ing and working with an electronic set of highly sensitive
data, comprising:

a client access hardware device with a unique identifier
and a local key stored thereon, wherein the client access
hardware device is connected, via a transfer environ-
ment, to a server;

wherein the client access hardware device is configured to
transmit the unique identifier via the transfer environ-
ment using a higher layer protocol to the server;

wherein a system of w polynomials is stored in a persis-
tent memory of the server;

wherein the server is configured to output a calculated key
based upon the unique identifier and the system of w
polynomials;

wherein the local key is previously determined based on
the unique identifier and the system of w polynomials;

wherein the client access hardware device is configured to
transmit the local key via the transfer environment
using the higher layer protocol to the server; and

wherein the server is configured to receive the local key
after determining the calculated key and transmit a
positive output or a negative output based on a com-
parison of the local key and the calculated key via the
transfer environment using the higher layer protocol to
the client access hardware device.

2. The identity and user license verification system
according to claim 1, wherein an x-mat matrix is stored in
the persistent memory of the server; and wherein the server
is configured to retrieve an input from a column in the x-mat
matrix, and use the input to determine the calculated key.

3. The identity and user license verification system
according to claim 2, wherein a p permutation is stored in
the persistent memory of the server, wherein the server is
configured to determine the calculated key based at least
upon the p permutation.

4. The identity and user license verification system
according to claim 1, wherein the system of w polynomials
comprises molded polynomials.

5. The identity and user license verification system
according to claim 1, wherein the client access hardware
device is configured to transmit the local key separately
from the unique identifier.

6. The identity and user license verification system
according to claim 1, wherein the server is configured to
receive the local key after determining the calculated key.

7. The identity and user license verification system
according to claim 1, wherein the sever is configured to
determine the calculated key by using the unique identifier
as variables in the system of w polynomials.

8. The identity and user license verification system
according to claim 1, wherein the calculated key is not
stored on the persistent memory of the server.

9. A method of verifying a client hardware device, the
method comprising:

receiving, at a server using a higher layer protocol, a
unique identifier stored on the client hardware device;

determining, via the server, a calculated key based at least
upon the unique identifier and a system of w polyno-
mials stored on a persistent memory of the server;

receiving, at the server using the higher layer protocol, a
local key from the client hardware device, wherein the
local key was previously determined using the system
of w polynomials;

comparing, via the server, the local key and the calculated
key; and
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transmitting, via the server using the higher layer proto-
col, a positive output if the local key is identical to the
calculated key.

10. The method of claim 9, further comprising transmit-
ting, via the server using the higher layer protocol, a
negative output if the local key is different than the calcu-
lated key.

11. A method of verifying a client hardware device, the
method comprising:

receiving at a server, via a higher layer protocol of a

transfer environment, a unique identifier stored on the
client hardware device;
retrieving, via the server, an input from a column corre-
sponding to the unique identifier in an x-mat matrix
stored on a persistent memory of the server;

determining, via the server, a calculated key based at least
upon the input and a system of w polynomials stored on
the persistent memory of the server;

5

10

10

receiving, via the higher layer protocol of the transfer
environment, a local key stored on the client hardware
device, wherein the local key was previously deter-
mined using at least the system of w polynomials and
the input;

comparing, via the server, the local key and the calculated

key; and

transmitting, via the higher layer protocol of the transfer

environment, a positive output if the local key is
identical to the calculated key.

12. The method of claim 11, wherein the local key and the
calculated key are determined based further on a p permu-
tation stored in the persistent memory of the server.

13. The method of claim 11, further comprising transmit-
ting, via the higher layer protocol of the transfer environ-
ment, a negative output if the local key is different than the
calculated key.



