
 

Z (QM/720a 173% týž/mala %e/Éam (mať (/d%d/L/C/ZZ?

%QW

WaéJWQ/mWWW/OM SZ,/3M

QWMÉWJMÉMWÉM.

* 9W%; ÚM'Jm

  

grants to the person(s) having title to this patent the right to exclude others from making,

using, offering for sale, or selling the invention throughout the United States ofAmerica or

importing the invention into the United States ofAmerica, and ifthe invention is a process,

of the right to exclude others from using, offering for sale or selling throughout the United

States ofAmerica, products made by that process, for the term set forth in 35 U.S.C. 154(a)(2)

or (c)(r), subject to the payment of maintenance fees as provided by 35 U.S.C. 41(b). See the

Maintenance Fee Notice on the inside of the cover.

CACTING DIRECTOR OF THE UNITED STATES PATENT AND TRADEMARK OFFICES 



Maintenance Fee Notice

If the application for this patent was filed on or after December 12, 1980, maintenance fees

are due three years and six months, seven years and six months, and eleven years and six

months after the date of this grant, or within a grace period of six months thereafter upon

payment of a surcharge as provided by law. The amount, number and timing of the mainte—

nance fees required may be changed by law or regulation. Unless payment of the applicable

maintenance fee is received in the United States Patent and Trademark Office on or before

the date the fee is due or within a grace period of six months thereafter, the patent will expire

as of the end of such grace period.

Patent Term Notice

If the application for this patent was filed on or after June 8, 1995, the term of this patent

begins on the date on which this patent issues and ends twenty years from the filing date of

the application or, if the application contains a specific reference to an earlier filed applica-

tion or applications under 35 U.S.C. 120,121,365(c), or 386(c), twenty years from the filing date

of the earliest such application (“the twenty—year term”), subject to the payment of mainte-

nance fees as provided by 35 U.S.C. 41(b), and any extension as provided by 35 U.S.C. 154(b) or

156 or any disclaimer under 35 U.S.C. 253.

If this application was filed prior to June 8, 1995, the term of this patent begins on the date

on which this patent issues and ends on the later of seventeen years from the date of the

grant of this patent or the twenty-year term set forth above for patents resulting from appli—

cations filed on or after June 8,1995, subject to the payment of maintenance fees as provided

by 35 U.S.C. 41(b) and any extension as provided by 35 U.S.C. 156 or any disclaimer under

35 U.S.C. 253.

Form PTO-377C (Rev 09/17)



(12) United States Patent

Jasek et al.

U3012229310B2

US 12,229,310 B2

Feb. 18, 2025

(10) Patent N0.:

(45) Date of Patent:

 

 

 

 

 

 

 

   

 
 

 

 

(54) IDENTITY AND LICENSE VERIFICATION (51) Int. Cl.

SYSTEM FOR WORKING WITH HIGHLY G06F 21/62 (2013.01)

SENSITIVE DATA G06F 21/10 (2013.01)

G06F 21/33 (2013.01)

71 A 1' t :Th B t ' 't ' Zl' zr (52) U-S- C1-( ) pp lcan S (cg-nan: 5;(312212513 (clzn), 1“ CPC ........ G06F 21/6245 (2013.01); G06F 21/105

’ ' " (2013.01); G06F 21/33 (2013.01)

. (58) Field of Classification Search

(72) Invenmfs- CPC ..... GOóF 21/6245; GOóF 21/105; G06F 21/33

See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

4,878,246 A * 10/1989 Pastor ....................... H04L 9/12

380/47

2015/0348027 A1 * 12/2015 Wei ........................ G06Q 10/08

(73) Assignees: Thomas Bata University In Zlin, Zlin 705/44

(CZ); Viavis A.S., Vitkovice (CZ)

FOREIGN PATENT DOCUMENTS

( * ) Notice: Subject to any disclaimer, the term of this EP 2101276 Al 9/2009

patent is extended or adjusted under 35 JP 2007325318 A 12/2007

U.S.C. 154(b) by 229 days.

OTHER PUBLICATIONS

(21) Appl. No.: 17/762,164 . . . .

International Search Report and Written Opinion dated May 19,

_ 2020 for related PCT Patent Application No. PCT/CZ2019/050040

(22) PCT Flled: SEP. 279 2019 which was filed on Sep. 27, 2019; 10 pages.

(86) PCT No.: PCT/CZ2019/050040 * cited by examiner

š 371 (C)(1)v Primary Examiner — Bryan Y Lee

(2) Date: Mar. 21’ 2022 (74) Attorney, Agent, or Firm — Hovey Williams LLP;

Paul J. Walker

(87) PCT Pub. No.: W02021/058042

PCT Pub. Date: Apr. 1, 2021 (57) ABSTRACT

The system has a unique identifier (2) stored in client’s

(65> Prior Publication Data 1:53?35351211113 ŘEŽTŽÉĚYÁZĚÉĚĚŽF12315ÍŠŽPÍCĚŽÉÍ
US 2022/0374545 A1 Nov. 24, 2022 server (5), where, in an evaluation module (6), it is con-

nected to a substitution and calculation module (7). A w

(30) Foreign Application Priority Data polynomial system (8) stored in the persistent memory (9) of

the server (5) is also connected to the substitution and

Sep. 26, 2019 (CS) ................................. CZ2019-607 (Continued)

3 S

__________í_„__—______ _____ E______

E iš E
1 | 1 >

1 | ( l

: :: :
f ' l I

g |::1-- g

1 H !

% :; z

E Ze: 52 E
E EL_A____-A__„-1

E I
l |

, E? :

i // \\ i

E E \ i

i E !
L______________________'      



US 12,229,310 B2

Page 2
 

calculation module (7), the output of which is a calculated

key (10). At the same time, the client’s hardware (1) stores

a local key (11) which is via the transfer environment (3)

using the higher layer protocol (4) connected to a key

comparison module (12) to which the calculated key (10) is

also connected. The key comparison module (12) is through

its positive output (13) and negative output (14) connected

via the transfer environment (3) using the higher layer

protocol (4) to a response processing module (15) which is

stored in the client’s hardware (1). The system, at high

security levels, provides the required response speed even

for a large number of users and/or licenses without signifi-

cantly increasing the space/memory requirements of com-

puting resources.

13 Claims, 7 Drawing Sheets
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Fig. 4

fiisi‘ri’imiiim {32:2 gagsig‘mmig? {stamizmi farm}: was? >> ž'šašá 213W}:

329:} x 6333x333 > 33322333 «24318333 > >>>—%“? > $$$“ + 2123123333 > 333x333 >

éZŠZx'??? > ššžšaýw > 2224222333 > 5229x3333 > 3233,2333 > 63š3:>t??? >: “,;—3123359“ + 1-2:}:{22'3332

9239x333 + 3213335333 + 362323333 + $$$—3338? + 9334:1633} + 3%;333 + 182x333 %" df“ +

>>>? > >>>—>?? > 2232223‘33 > mam—??? > 2283:3333 > :>>>->3>'>;>??? > >>>?:>??? > %$an >

may“? > zzz>>>??? > mať? > >>>>>>??? > 2355:2363 > >>>2>>??? > >>>—??? > >>>—>?? >

šš>3x??? > 322323333 > 288x333 > “332333 + {322232333 > 2>£>3g>f??? > $2_?šgsc??? + 3122x333 >

“> >>>—Me?? + 23.223353” > >>>>>>??? «I» 322?;27333‘ + iš2í3.;ť???7 ~2- 4€§Qx333 + S$?x??? + Bzí-63%? >

$232333 > 335x352 > 2363333 > «2223:2333 “I“ 2933335? > 3313:3333 > 961x333 > 36225333 +

2:222:28 > 2322223333 > >>>? > 3 >>>? > >>>—>?? > ?>?>>:??? > 8222:2333 > 32>>>??? >

3333x333 + 8982:3333 > $23§2333 > 38>_>:???? + mam“ + 583x333 + ?ŠŽIT??? «2 8363:3333 ?

>>>>s??? > >>>2>>>??? > >>>>3>>??? > >$2>??? > >>>>??? > 3>á>;>??? > >>>>>??? > 2922:3333

?íýx'čšš'ž + É'ŠŠÍĚBÉQ "Í" :::-š 915533333 “3” ?fýšrm? + QŠÉŘŽWÝ “Š" 9432;333:333 4" 9399931 +2 432_3582? +

max-??? > (>>>/>>“ > >>>x??? > >>;1x??? > zsžš.x?í??' > >>>.;>??? > >z>x??7 > 5382x3333 >

‘1 28-23335 + 2313;2333’3 > žšíšěť“ > 8335“ + fm>“ + :>.>>;>??? + 2322x333 > >>>—:?? >

3633x333 > ?>52>??? > 6.22133 > ?>.>.>f??? > >>>-?“ > >>3>>>??? > >>>—??? > >>>? >

§§22x333 + 33222333 > ?38x??? > 312322333 > 3&13333 > >>.:a>—.??? >> 822332333 > >>>->?? >

232825333 > ?šššíšx???? *? ?>>ě_>;???? > 4?:‘2x333 + 253233 ? > ?š'lůx???? > wax—??? >> š49x???? «2»

23332243333 > $?>??? > 62-2333 > www? > 2%:‘33 > 1322322253333 > 2323332333 > ?<>>??? >

?“šiššx??? + 1.íš>>:??? > ?š'š„?>ž'??? ~2~ 33342333 + Éš34>x??? + >>>.2>>??? + 812x333 + $$$-XM? >

21313335? + 289x7?? + 336392335 > >>>>>??? > ???f“ + 825;}:333 + ~=2¢2>2x333 +! mať? +

>>>? > 2.f>?>c'??? > >>>“ > ?>3x??? > 2212:3333 > 318,3233 > >>„>??? > mY? >

3232333 > ?&9„>??? > 3623357?9 > 5323x??? > 936x??? + >??z>??? > S! S2333 + ?;ř93;s:??? >

?23x??? > 2232x333 > 5£š3„>f??? >- 33%“ > 33,3%“ > 8821:3333 > «293x333 > ZQ-Ííx"??? ~2~

2S§x333 > 235153593“ > žíž—šášxm? > Flax?” > Ví$?>t???? > 922222333 + 3135“ + 3585“ >

ŠŠŠXWZ? + ĚŠŽŽXÝZM? + 255355533333 „% &&QXÍ'L—šé + 33333333533333 + óŽ-á?%?2?? + 93233353. + 5393323 +

322%” > >>>?„>.??? > >?? > gsm“ > Míša,/??? > >>>>??? > “333mm > 228x333 >

33%“- > 86252333 > >>>—:?? > 5222,2333 2222;232:331" > >>>->?? > 532x333 > >>>>13>>>??? >

“?:šžšxm? > č-š.3?;>f??? >: ?>an > 38(3x333 + ?éšíšx??? + 35383233333 »? 3€š3.x??? + 3322x333 >

WWW? + ??šx??? > 23233323“ > 823x333 > 29>>>t??? > $a??.>??? + 1832x3333 > 183_>t??? >-

>9>>>??? + óšíšx??? > 8633:3333 + 323x333 > MMM“ > 281x333 > ???ýai? > «2339x3333 >

3232;343:333 > 428x333 > éššřx??? «2 zášť“ > 3312x3333 > zšáššřxW? > ?íš“š„.>t??? > žš»>>;.>:??? >

3323333343333 + ?íšišxám > ašíšššxM? ~2~ 23'} 3x333 + 237331333 + žščššx??? + 833332333 > íšíšíšxfšw >

>>>>f>>>??? > >>>;>:??? > >>>3x??? > >š>&x??? > >>>>>>x??? > 845223333 > >.?2x??7 > >?5:.>??? >

?>?x??? + EšášSx??? > $$$“ + 322M333 > ášfšéfxm + 83833333 > >>>>>>> > harm“ >

$222233“ > 2?š:>t'?'?? > $%“ > ?&?J>f??? > 2223232333 + «2213x333 ><- QBMM? > 2323x3333 +

&&íšxów + {5122325333 + >—?;>:??? > 59%??? > {3222,33 > 243-32333 > wav“ > 18132333 >

>>fo?— + Éšžš>x???? > 8Ešáě>fčw ~2- 25332333 > 3783:3333 > ?“žíšx??? > ??9.>:???? > 2222:2333 >
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Fig. 4 (continued)

1131333 + 2:13.333 + 3333.333 + 311111333 + 1331333 + 1211,1133 + 132333“ + 1133333 +

538-37555 3 333131555 + 6835:1515 + +="šf31x533 + 1383,1555 + 3333555 + 1.3x5**** + 3533,1555 +

9823x**** + 33233-33- + 3331333 + 11333333 + 13-333 + +++-MZ + 31131133 + 333.1333 +

Maa—*** + 3523635553 + 213-31555 + 232331-595 3 333133555 3118131553 + 333x*** + ?1+*'** +

3333:3533 + 3111318 + 33313-35 + 3.3.1533 + +++—„+550 + 11133133553 1133335553-335355‘5 +

3569x5555 + 5365335555 + 3313375555 + +?šžx3'3** + ?+x*** + 3963555 + 2+í>f*** + '?ĚŠáxsm +

%$3:*** + ~33 3,1555 3 Máš—** + 53237552 + 682.3555 + 1333-35555 + $335355? 3 Šířka—*** +

33333 + 3333531 + 11113 + 3113-3-33 + 8-šší3x5** + 3311 + 31111?- + 311533 +

3131 + 3113* + 3311-337 311111 + 3313 + 3><++%> + 313313 + 33313 +

M31555 + 231-31555 3 38535555 + 6333:5555 + ?iš 31555 + ?“9*šx***' + 132.3555 3 3131"“ +

?žšó;+ť*** 3 33331555 + 1.821.555 + 3133:5555 + 3323:5555 + 1333315555 + 123661555 + 111.131.5555 +

3113:1313 + 13113333 + 31313331 + 113-31333 + 3:33:33?- + 13113-33 + 31.3331 + +++-+522 +

133335557 + $335555 + 713591555 + 2831:1525 + {1333:5525 3 3133136552 + 63331555 + 63351555 +

B??xžw + '13 1315555 + Íšžš?x*** “%“ Íšž?í3>ř*** + 5533:***' + E3?13x§5‘5 + 332333 + ŠĚŠÉL€S*'* +

33-33555 + 31?Ě3x**** + 3413315555 + ?293333 + $131155}? + +š-Síššf5w + 3112;331:555 + 323355555 +

”31.335555 + +33me 3 331139335555 + 11131155555 + K123123555 + ?9x*** + 3353:5555 + +5šx"*** +

?ž33„$*** + 33.Q;€*** + 938x*** + 333%“ + 9633:1555 + 333113555555 + *šíšóx***** + +?Fx*** +

3231:1555 3 31,1555 + 3-13-1555 3 wax—%> + $$$“ + 3133;15'555 + ?'33x***3 + {1213:1555 +

ŠS—fšivx'*** + 53++x*** + 233x*** + 382x'*** + 33-Ýx*** 318933575 + 3+3+3c**3 + Éšíšxwz +

332135555 + 294;55*** + +6+$x*** + ?S?>£*** + $335555? + ĚŠ+X**** + 3313:5555 + ĚŠÉÉŘÉ33:**** 3

353311555 3 33333555 + +ššžšx*'** + 33915555 + 3-31 3:15“ 3 5133315555 + 2331:1555 + +Sššx*** +

13315" + 138x555 + “++-% + 113-1555 + š.?3x*5* + 2331537555 + iÉšx'**-** + 115131555 +

M+M + 3233555 + 8?:11'55‘5 + 339133545 + 533-3:**3 + ($X—&*“ + 3+€šx*** + 323123355553

ČšfšĚšžž*'** 3 53335555 + 93 23355555 “š" 233335555 + *'š'ŽŠíx**** 3 33.1.3535 + 3315355555 + 3311535555 +

+33x'*** + ÍŠZĚŠ>:*** “Š"— ÉŠŠ'ĚŠAT*** + Žšš.€íx'**** + 3331x555 “*“ 9+8x*3* "i“ 3?+:xt*** + +3.£3x*** +

£š+33:'*** + 1131523 + 133-13“ + 121.3353 + “+++—“*** + 1323313 + 331.1:m + 11131535 +

u?$>x“*** 3 3151237555 + 361x555 + š?+>;*** + 3953555 3 313315555 + 2811555 + +91>5**** +

++3x**-* + 3.3313555 + šš+íš>f*'** + „Zššs-óx*** + +s++x**** + 113131355 + 2331-155 + 11331555 +

8983:5555 + 331113555555 + 133523355 + 9393155555 + 3523333555 + 53š$323*'* + 33515555 + ?ŽŠš—xwg +

.1313 + 31333313 + 23133313 3333-3-31 + sm.—<% + 33113333 1333333 + 3313:333- +
“323x383 + 5535382 + 355435331 + 3531533155555 „% ýšgx-íšřši «3 511835-555 + {3593:3313 „+ Šgsxzm +

* + 311313315555 + i33313‘i‘55535 + 6331357555 + ?šňx*** + 5131311.: ** + 3.Žš6;š.ť'í*** + WMS“ +

1.391555 + 8333-35555“ 3 3333:1555 3 $$$-239“ 32155173555 + 3.3335555 + +-žš%x*** + 633173555 +

3133“ + 13333333 + 3 zim-% + 31311-31353 + 353mm + 31117333 + 1331’“ + 3313332 +

5193135555 + 9333535555 + 3533.155“ + 3'2áž-X***** + $8€$X*** + 59?>:**(* + 3993:3555 + 3353-33555 +

2313837555 + ?É.íš.x*** + qun“ + 333x*'** + 4383535 + 313133755555 + 5332.15” + 3?Ěšť+t“*** +

?3í3£*** + 3933325555 + %1x*** + ???3—3:*** + í'íěšx*** + 9183333555555 + 3339355555 + $?ů:€*** +

3.3111327" + 3131333 + 11311535 + 3321H + 3111333 + 31331332 + 31113321 + 213133355 +

319231555 + 1131111555 3 323333.555 + “33335555 3 383.1555 + 81+>x*** 3 ?313;1555 + 323>t*** +

ÝŠÝXŠM + 2351313555 + šřěšřš;+t'*** + ?$Š+x**** + f+š++$;€**** + 5251323155555 + ŠŠŠ?X*8* + ?čšxŠ—zzť**** +

Říš?

2333* ' 3 3331353555 + ?$Ex*** + 1321.555 + 2$t*** + „kitu/*** + 3331:5555 + 833155555 3
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Fig. 4 (continued)

3222333 + 2222333 + 222.2333 + 1223:2333 + 22222333 + 222.2333 + 2222-3333 + 2252333 +

332333? ~2- 231333333“ + 1923:3333 + 8933:3333 + Qž'šžxwg %— 391%“ + 3323:2333 + 353?.23’33 +

322262” + 2212333 2- 2522:2333 + 222‘ + 22222333 + 223.2333 + 92222333 + 7223-2333 +

225.2333 2 2522:3333 + 222.2333 2 222.2333 + 222.2333 + 223.2333 2 22223352221223“ +

3323:2333 + 352ng2 + 3833:6263 + 3339:2333 + 1222322333 + 253x323 + 8223353? + 872925.353“ “r

2232333 + 3232333 + 22:23 + 323322333 + 2232:2333 + 22-2333 + MMM? 2 2222:3333 +

222.2333 + 22223-333 + 222333 + 322x333 2 22.2333 2 538*“? + 2232:2333- + 2223:2333 +

13823333 + 399263333 + 323822333? + 552323333 + 3333323" + 4392327333 + 3382:3333“ + 325333 +

2322:2333 + 3222333 + 222322333 + 2222.3 + 23222333 + 2892333 + 2222:3333 + 2322333 2

”3223 + 22.2“ + 2222323 + 3.2222333 2- 232623“ + 22222333 + +š:+.+„+—„W + 922622333 +

22322223 + 222.23 „ + 222.2333 + 3222233 + 22.2233 + 2:29-22:33 + 22222-33 + 2222333 +

22222233 + 2222:3333: + 2222.223 + 522.2333 + 232223 + 22223332 2 222.2333 + 2223333 +

63.2.. “;“—3 2-2322213’3’33 + Říši/wm 2- %$“ :2- ‘3232233N + {232.2333 + %Sxmíš 2- 233324393 +

ŠŠŠ {33.x +—

3'
 

  

3-33 + 323332333 + 32222333 + 1.292333 + 22223223333 + 563.2333 + *; 5:3- 2 38sz +

2222x333 + 23223333 + 28.2.2333 + 252x333 + 22222333 2- 2232333 + $222333 + 25222333 +

3231:2333 +? 8:28:73” + 2223x333 + '2íš—XÍ“2 23.3313322333‘ + $$$-35% + 34-2339 «2 233235233333 1

(212. “ 7‘ + 883.2333 + it"s/1:“ 333' + 335232333 + 3225:2333 + 5932:3332 + 333223333 + 22522533333 +

2222‘“ + 233-2333 + 222.2333 + 3332333 + $332 2- 22222333 + 1222;223:313 + 522.2333 +

25223-33- + 222322353 + 2222:3333 + 922.333 + 2222,2333 + 2722:3333 + 32322335 + 5:1 + x 333 +

333532333 2- 8312333 + $$$—xm + 82:23:33 + 333223333 + {3332323333 + ”323327333 + 3238:2333 +

2- 222223133 + 22222333 2 2222:2333- + 2.22233 2 (mm + 3:333 + šči-(šarm +

22223-33 2 „x;—„++ + 5322:2333 + 3222-333- 2 223222333 + 252x333 + 22:223-23- + 222.2333 +

37253325339 2182;332:333 + ?šíxm + 3333x333 + 2214333233333 :2 Mišý“ + 3823333 + 32327333 +

222322333 + 22:23 1%- + 22223-33 + +++—W + 2322:2333 2 22.222333 + 2222:2333 + 222223-33 +

?ZŠXW + “?íššššrwa + 2183353333 + 2:22?m + 3322.233 + ?Sšxw + g++-+:“ + 2182:3333 +

2222233” + 29,233 + 222233 + 223x33 + 2223-233 + 2222.33 + 222233 + 222233 + 222233 2

3523232333 + {2102335 + 935%“ + »ěššššxm + 832%“ + $582333 + $292333} + 3.3323193 + 834-2333 +

223x33 + 2123.233 + “-3222 + 3229233 + 2222.33 + 22222.33 + 232.233 2-2212:2333-2252:23‘3 2

29:32:33 + 3362.233 + 5.2236233 + 22:22-33 + 3222.233 + 222x33 + 9833x“ + 223,23“- + 8233’ 2

3283-2533 + 327921333 + 335%“ + 2336-02533 + 5:42:35 + 323x“ + 1328:2333 + ?“?ě'šzatšz + 339127533 +

2222-33 + 2323233 2 22322233 + 7:32:23? 2 222233 + 222.233 + 2232233 + 2222-33 2 12222-33 +

XÝŠX“ + mm“ + %wa + 8332:3333 + SW32?” + 53835“ + 98325333 + ZEN-2'3"“ 313533 +

3:232:33 + 99%“33' + 323623333 + 3333.223 + 2322:2333 + +++“ + ?32335 + 2222.235 + ZZZ-3.2.233 +

?“331233 + “žlššxm + 5335522233 + 333x33 + 6332:2333 + 32313335238 + 83322.23? + 333x33 + 43%“ +

222.233 + 2222233 + 2.25233 + 28:22:33 2 9323.233 + 22322223 + 3232.23 + 22:22:? + 259.23 +

2.223.233 + 3232323 + 323.273 + {2239.23 + 23.3.2222. + (298
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IDENTITY AND LICENSE VERIFICATION

SYSTEM FOR WORKING WITH HIGHLY

SENSITIVE DATA

RELATED APPLICATIONS

This application is the National Stage of International

Patent Application No. PCT/CZ2019/050040, filed Sep. 27,

2019, which is hereby incorporated herein by reference in its

entirety, and which claims priority to Czech Patent Appli-

cation No. PV 2019-607, filed Sep. 26, 2019, which is also

incorporated herein by reference in its entirety.

FIELD OF INVENTION

The present invention relates to an identity and license

verification system for accessing and working with highly

sensitive data which is bound by selective or paid access.

The proposed system is primarily designed for working with

highly sensitive data such as military or police software,

authorization of banking transactions, software licensing,

building access security and other analogous applications.

BACKGROUND OF THE INVENTION

Used and known file protection, Client authentication and

licensing systems are based, e.g., on the Digital Signature

Algorithm (DSA), qualified certificates and the like. These

systems mostly use asymmetric cryptography methods uti-

lizing a discrete logarithm or large number factorization.

The use of polynomials in the standard form applies

MUM/„afl+q,„zxp'2+- - - +qz-r3+q1x+qo.

Standard polynomials are unsuitable for high p values (the

number of users or licenses), given the fact that the number

of terms, values of polynomial coefficients as well as the

values of individual exponents grow rapidly. This greatly

increases the demand for computing power and the response

time required for comprehensive security. Another negative

consequence of using polynomials of high degrees is the

space complexity caused by the necessity to keep these

polynomials in the persistent memory of computing

resources.

There are two typical methods used to eliminate or reduce

these problems. One of them is the effort to speed up the

polynomial calculation using the so-called Horner’s rule.

While this solution leads to the partial acceleration of the

authentication/authorization process, it does not eliminate

the problem related to a large number of parameters.

The other suggested way to simplify and accelerate the

verification process is to reduce the polynomial to a much

lower degree. This allows to achieve the time and capacity

improvement of the whole process but at the same time,

there is a higher risk of unauthorized entry since the coef-

ficients of such a reduced polynomial can be estimated, for

example, by the Newton interpolation.

The task of this invention is to create the identity and

license verification system for working with highly sensitive

data that, at a high security level, provides the required

response speed even for a large number of users and/or

licenses (for high p values) without significantly increasing

the space/memory requirements of computing resources.

SUMMARY OF THE INVENTION

The above mentioned disadvantages and drawbacks of

well-known security systems are largely eliminated accord-
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ing to the inventionildentity and License Verification Sys-

tem for Working with Highly Sensitive Data. The principle

of the invention is that the system has a unique identifier

stored in the client’s hardware; the said unique identifier is

coupled to a server Via the transfer environment using a

higher layer protocol, the said unique identifier is in the

evaluation module of the server further connected to the

substitution and calculation module. At the same time, a w

polynomial system stored in the persistent memory of the

server is also connected to the substitution and calculation

module, the output of which is a calculated key. At the same

time, the client’s hardware stores a local key which is via the

transfer environment using the higher layer protocol con-

nected to a key comparison module to which the calculated

key is also connected. Positive output as well as negative

output from the said key comparison module are both

connected Via the transfer environment using the higher

layer protocol to a response processing module which is also

stored in the client’s hardware.

The advantage is that in the evaluation module, the

identity and license verification system, according to the

invention, has a search module in front of the substitution

and calculation module. Furthermore, the x-mat matrix

module, stored in the persistent memory of the server, is

connected to the said search module together with the

unique identifier. At the same time, the search module,

together with the w polynomial system, is connected to the

substitution and calculation module.

The advantage is that the identity and license verification

system, according to the invention, has a p permutation

stored in the persistent memory of the server, where both the

p permutation and the x-mat matrix module are connected to

the calculated key.

According to the invention, the main advantage of the

Identity and License Verification System for Working with

Highly Sensitive Data is the exceptional simplification of the

calculation/processing of the user’s input data and the asso-

ciated very fast yet secure login to the protected highly

sensitive data system. This is enabled by the character of the

polynomial used here. Another consequence and significant

benefit of the achieved lightening computation capacity of

the security system is the possibility of virtually any increase

in the number of users/licensesieven in millionsiwithout

any significant impact on the system response time. More-

over, the system security, according to the invention, is

enhanced by the fact that the keys representing licenses are

divided into two parts and the verification takes place

remotely on the server. The security of the system is further

enhanced by the fact that any attempt to tamper with one

column of the matrix in the x-mat matrix module will result

in blocking several other local keys.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate embodiments of

the invention and, together with the description, serve to

explain the principles of the invention.

FIG. lischeme of the system, according to Example

libasic embodiment,

FIG. Zischeme of the system, according to Example

2ipreferred embodiment,

FIG. 3ischeme of the system, according to Example

3ioptimal embodiment,

FIG. 47standard polynomial for p=lOO9 (attached in

PDF format),

FIG. Sivisual comparison of computational complexity

of the system according to Example 3 and Example R,
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FIG. 67a graphical representation of the relationship

between bit security and p prime number size.

DETAILED DESCRIPTION OF THE

INVENTION

Example l

The Identity and License Verification System for Working

with Highly Sensitive Data, according to FIG. 1, has a

unique identifier 2 stored in the Client’s hardware 1. Via the

transfer environment 3 using a higher layer protocol 4, the

unique identifier 2 is coupled to a server 5, where, in the

evaluation module 6, it is connected to the substitution and

calculation module 7. A w polynomial system 8 stored in the

persistent memory 9 of the server 5 is also connected to the

substitution and calculation module 7, the output of which is

a calculated key 10. At the same time, the client’s hardware

1 stores a local key 11 which is, via the transfer environment

3 using the higher layer protocol 4 connected to the key

comparison module 12 to which the calculated key 10 is also

connected. Positive output 13 as well as negative output 14

from the key comparison module 12 are both connected Via

the transfer environment 3 using the higher layer protocol 4

to a response processing module 15 which is also stored in

the Client’s hardware 1.

The system works by sending the unique identifier 2 from

the client’s hardware 1, via the transfer environment 3 using

the higher layer protocol 4 to the server 5, specifically to the

evaluation module 6 which substitutes the transformed

unique identifier 2 into the substitution and calculation

module 7 as variables into the w polynomial system 8. Based

on the results from the substitution and calculation module

7 (after the substitution into the w polynomial system 8), the

calculated key 10 is created and then, in the key comparison

module 12, compared with the local key 11 which is

obtained from the client’s hardware 1 through the transfer

environment 3 using the higher layer protocol 4. In case that

the calculated key 10 equals to the local key 11, positive

output 13 is activated, otherwise the verification is rejected

by negative output 14. The verification result obtained

through positive output 13 or negative output 14 is passed,

through the transfer environment 3 using the higher layer

protocol 4, to the response processing module 15 stored in

the Client’s hardware 1.

Without substantially increasing the space complexity

requirements of the computing resources, the solution

described in Example l provides a high response speed even

for high p values (number of uses and/or licenses) in

comparison to existing security systems. The use of finite

fields, which will be described in more detail in the final part

of Example 3, prevents fraudulent insertion of another

user/license, which is a significant security feature of the

proposed system.

Example 2

The Identity and License Verification System for Working

with Highly Sensitive Data, according to FIG. 2, has the

unique identifier 2, local key 11 and the response processing

module 15 stored in the client’s hardware 1. The server 5

again comprises the evaluation module 6 in which there is

the substitution and calculation module 7 with output, i.e.

the calculated key 10, connected to the key comparison

module 12. The w polynomial system 8 stored in the

persistent memory 9 of the server 5 is also connected to the

substitution and calculation module 7. Then, the subsequent

10

20

25

30

35

40

45

50

55

60

65

4

structure of its output links from the key comparison module

12 to the response processing module 15 is the same as in

Example l.

In addition, in the system, in the evaluation module 6,

there is a search module 16 in front of the substitution and

calculation module 7. The x-mat matrix module 17, stored in

the persistent memory 9 of the server 5 is connected to the

search module 16 together with the unique identifier 2. At

the same time, the search module 16, together with the w

polynomial system 8, is connected to the substitution and

calculation module 7.

The system works by sending the unique identifier 2 from

the client’s hardware 1, via the transfer environment 3 using

the higher layer protocol 4 to the search module 16 (of the

evaluation module 6 of the server 5), which searches for the

appropriate column in the x-mat matrix module 17. The

found column is then substituted by the substitution and

calculation module 7 as variables into the w polynomial

system 8. Based on the results from the substitution and

calculation module 7 (after the substitution into the w

polynomial system 8), the calculated key 10 is created and

then in the key comparison module 12, compared with the

local key 11 which is obtained from the Client’s hardware 1

through the transfer environment 3 using the higher layer

protocol 4. In case that the calculated key 10 equals to the

local key 11, positive output 13 is activated, otherwise the

verification is rejected by negative output 14. The verifica-

tion result obtained through positive output 13 or negative

output 14 is passed, through the transfer environment 3

using the higher layer protocol 4, to the response processing

module 15 stored in the Client’s hardware 1.

Due to the inclusion of the x-mat matrix module 17, the

transformed unique identifier 2 is not directly substituted

into the evaluation module 6, but on the basis of the unique

identifier 2, the appropriate column is searched in the x-mat

matrix module 17 and subsequently substituted into the w

polynomial system 8. This solution further increases the

level of security without increasing the computational com-

plexity.

Example 3

The Identity and License Verification System for Working

with Highly Sensitive Data, according to FIG. 3 includes all

parts set forth in Example 2 in the same configuration and

with the same links. In addition, this system has a p

permutation 18 stored in the persistent memory 9 of the

server 5. Both the p permutation 18 and the x-mat matrix

module 17 are connected to the calculated key 10.

The system works by sending the unique identifier 2 from

the client’s hardware 1, via the transfer environment 3 using

the higher layer protocol 4 to the search module 16 (of the

evaluation module 6 of the server 5), which searches for the

appropriate column in the x-mat matrix module 17. The

found column is then substituted by the substitution and

calculation module 7 as variables into the w polynomial

system 8. Based on the p permutation 18 and results from the

substitution and calculation module 7 (after the substitution

into the w polynomial system 8), appropriate values are

found in the x-mat matrix module 17, thus the values create

the calculated key 10. In the key comparison module 12, the

calculated key 10 is compared with the local key 11 which

is obtained from the client’s hardware 1 through the transfer

environment 3 using the higher layer protocol 4. In case that

the calculated key 10 equals to the local key 11, positive

output 13 is activated, otherwise the verification is rejected

by negative output 14. The verification result obtained
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through positive output 13 or negative output 14 is passed

through the transfer environment 3 using the higher layer

protocol 4 to the response processing module 15 stored in

the client’s hardware 1.

The above mentioned solution is the optimal implemen-

tation of the Identity and License Verification System for

Working with Highly Sensitive Data. By utilizing the p

permutation 18 simultaneously with the x-mat matrix mod-

ule 17, this module is protected from malicious manipula-

tion because unauthorized single column manipulation

invalidates multiple local keys. This results in increased

safety over the solution presented in Example 2.

According the invention, the identity and license verifi-

cation systems for working with highly sensitive data use

specifically designed polynomials for computation/valida-

tion operations, hereinafter called molded polynomials.

Molded polynomials are created by replacing the conven-

tional q coefficients used in the standard polynomial by a set

of a, b coefficients. The molded polynomials have a funda-

mentally different way/form of notation as well as calcula-

tion from the standard polynomials. The molded polynomial

has fewer terms than a standard polynomial and its calcu-

lation has a constant number of cycles regardless of increas-

ing p values (number of users and/or licenses), which

significantly shortens and speeds up verification operations.

When calculating molded polynomials, the system works

with much more feasible values of coefficients and expo-

nents and, especially with respect to exponents, it greatly

reduces the computational complexity. This saves operation

time and capacity of computing resources.

The stated effects in terms of speeding up/simplification

of the calculation are more Visible when there are larger

numbers of users/licenses/subsystems involved in the sys-

tem. The benefit is significant even at the value of p237 and

with increasing this number, the saving of working time and

capacity grows exceptionally fast (see FIG. 5). At high p

values, the saving is so extraordinary that the molded

polynomials could be called “magic polynomials”.

Example R (Reference)

To illustrate, an example of an existing security system for

similar purposes, based on standard polynomials, is given

MUM/„MWl+f1„rzxp'z+- - - +qz-r3+q1x+qo.

The following are examples of standard polynomials for

different p values.

Distribution of a polynomial (standard form) over a field

Zim:

p(x)=25x ‘ on+73,1""’+921‘°8+48.1”7+83X9“+ 1 00,195+

75.1594+83x92+17x9 l+93,1’9"+30x89+74xx8+40.1CX7+

25xxb+3 8x85+78x84+73x83+69x82+91x31+4x8°+

84x79+4x78+61,177+98x7"+19x75+100x74+91,173+

5X7Z+69X7 1 +36.1c7‘)+9lx69+76X63+8 1x67+5 3x66+

8 1x65+9 1X64+82x63+86x52+87x61+59X6U+3X5°+

3 8.158+94X57+84X56+5 7,155+20x54+97,\’S 3+3 1.152+

21.15 1+30.15141 1.x4°+93x4“+26x47+7()x4f>+26x45+

19x44+73x43+99x42+5 2,141+] 9x4“+80x3"+55.138+

51,157+22x36+41X35+75x34+28x33+19x32+l7.131+

95,150+32X29+9lxzx+64x27+79x26+1 3x25+86x24+

45,193+26xzz+42xz1+87x3“+23x1"+52x‘ PŠ+3.»c17+

6X16+87X15+78Xl4+89x13+44X12+45X1 l+16X1°+

3 8,159+2x8+25x7+15.x6+7.r5+94x4+15x2+55X+39

Distribution of a polynomial (standard form) over a field

Z3113

p(x): l 8.1302+8X30 1 + l 22.3(300+6x299+1 98xzux+20x2°7+

1 10x396+92x195+64x294+ 1 49x293+269x293+

304x29 1+278x390+36x339+1 17x283+304x287+

223x286+193x285+123.1c284+44x283+88xzxz+
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60.11111+122.1311143021131416.1171‘+27 1137+

237x376+73xZ75+55fi74+192.1173+250.1373+

1 86x37n+17 1x27°+2126°+124,868+28.112‘>7+

237x366+2561255+42ffi4+155x363+194,862+

176x26 1 +1 45.121111+1 89.12945 1x3511+2081257+

216x256+1 24.1255+308.1254+1 19x253+190x253+

196x25 1 +1 30x25“+292x24“+244x24*+278x247+

132x246+59X245+168x244+175x243+238x242+

178x241+235x24°+5 8x23142261:3"+267x237+

104x336+29x335+161x334+291x333+161t232+

231x23n+123x23°+15xzzu+49r728+9215227+

307x22“+47x225+60Jr724+257x223+97x222+

38x221+139x220+6x219+68x218+142xm7+

114x216+145x215+17 1,814+22x213+93x313+

1 1.111 1+2 1 6x2 1 ‘)+68xZ°"+1 47.1101‘+269xl°7+

43.12""+261.xz"5+82,1304%4x2m+203xzm+

287x3111+20712°°+38x1°9+158x1911+56x1°7+

162x196+103x195+217x1”4+1118_x1”3+3(18_x1°3+

2311x1"1*2711x1""+114.11114131.1181‘+169_x187+

87X]“+501“85+232xlm+88x183+166xlxz+

1821111114291.111714157x177+234x176+299x175+

1l8x174+58x173+283x172+20x171+208X17°+

175x169+165.11611+157x1“7+19()_x11"’+96.111’5+

43.x1fi4+36.11“3+41x162+153x161+151.111114

173x15°+190.11511+291.1157+294_x156+58.1155+

217x154+128.1153+178.1151+174_x151+881150+

96.3(149+172x148+122x147+189x146+113x145+

113X144+48X143+282X142+310X141+241X140+

245x13°+186x1311+57x37+174.1136+178_x135+

78.x134+15 1x133+125x133+26x131+37x1311+

46.924243.“28+95x127+146x126+237x125+

223x124+14X123+153X122+282X121+170X120+

237x119+128x118+33x1”+31x116+144x115+

37xl 14+177x1 13+195x1 lz+181x1 111+2116x1""+

225x11111+8 1x107+128x1116+173x1115+3 10.11%

94.11% 1 97.11% 1 60x1“ 1+75_x1°11+243x‘”+1 8x911+

108x‘”+27x"‘>+126x‘15+1 9 1,194+89x"3+62x"2+

37X9 1 +1 3 3x”+9x8°+95x88+157x87+100x36+

273,185+ 1 64_x*4+276.1113+ 147x82+1 25xx 1+óx*“+

19 1x7"+ 1 59.1711+205.177+1 1 1x76+143x75+34x74+

210173+7sx73+141x7 1+x711+26x6°+252xfi11+

138xb7+66xfib+ 142.1"S+1 6 1,164+44.1"3+24(1x1’1+

187x61+53x60+281x59+125xsx+1 18x57+263x56+

237x55+241X54+304x53+109x52+17x51+271X5°+

53.x4°+30.x4x+267x47+77,146+ 1 65x45+ 1 06x44+

39x43+248x42+273x41+172x40+23lx3°+217X38+

247x37+ l 56.1(36+3021‘35+286X34+3 1x33+56,132+

201x31+211x30+230129+186x38+1871~77+204x36+

229x35+137x14+1 1x33+171.tl3+221x31+109x1“+

28XW+239x18+194x17+243xm+299x15+9 1x14+

99Xl 3+257xl 2+32xl l+8xl°+l09.1”+250.1"‘+217,157+

142x1>+ 1 83x5+90x4+269x3+ 1 89x1+153x+198

Distribution of a polynomial (standard form) over a field

Z1009 is due to its size listed separately as an attachment in

PDF formatisee FIG. 4. The figure, illustrating the com-

plexity of the expression, shows the difficulty of calculating

the value of a standard polynomial both in terms of com-

puting resources and the impact of complexity on compu-

tation speed and system response.

In contrast to standard polynomials with the aforemen-

tioned problems and drawbacks, the use of molded polyno-

mials in the system according to the invention allows fast

calculations that have a constant number of cycles even for

a large number of users, licenses and subsystems. FIG. 5

shows a comparison between the computational complexity

of the molded polynomial values (Example 3) and standard

polynomials (Example S). The graph illustrates the response

time saving as well as the capacity improvement of com-

puting resources, especially at higher p values.

Despite the calculation speed, the security of the system

according to the invention remains at a high level. From a

security point of view, it is beneficial that the server keys for

a user/license/subsystem are represented by columns in the

x-mat matrix module 17 stored on the server 5, where the

calculated key 10, in case of use of p permutation 18, is not

a direct result of calculating the individual molded polyno-
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mials, but it is then searched for in the x-mat matrix module

17. Neither polynomial results nor calculated keys 10 can be

stored on the server 5. Thus, it is difficult to derive the x-mat

matrix module 17 from polynomials and local keys 11, if

they were stolen.

The security of the system according to the invention is

shown in the FIG. 6, which illustrates the relation between

bit security and the prime number p values. Expression of bit

security means a conservative estimate of the number of

molded polynomials with respect to the selected prime p,

where bit security is calculated from the assumption of using

a brute force attack and thus trying all different combina-

tions. For a 128-bit key, this is 212ŽŠ combinations; if a prime

number p231 is Chosen, then the number of different molded

polynomials is comparable to the number of 121-bit key

combinations, i.e. approximately 2121‘ In the security of

symmetric cryptography, IZS-bit keys can be considered

safe, to which p231 merely approaches. However, the next

prime number 37 exceeds this value, it has a bit security of

131 bits. If the prime number 10007 is taken into account,

bit security can be compared to 390 bits. This value can

currently be considered safe with respect to the existence of

quantum computers, where halving bit security is consid-

ered. Moreover, it is to be understood that bit security is

related only to the individual molded polynomials, not to the

entire w polynomial system 8 that the system according to

the invention operates with and which is in its preferred

variants safer.

INDUSTRIAL APPLICABILITY

The Identity and License Verification System for Working

with Highly Sensitive Data, according to the invention, is

intended for generating and verifying unique license or

identification keys used for software licenses validation or

unique identification of users, elements of the Internet of

Things, use of systems related to decision-making power in

military or banking sector. Thus, the system will find appli-

cation especially for the verification of users of electronic

data systems with extremely high security needs and at the

same time very fast response times, such as systems for

military purposes, security forces, integrated rescue system

and other related areas. However, it can also be used in

Civilian applications, such as building access security, but

also for common purposes like entrance tickets, public

transportation tickets and other similar applications.

LIST OF NUMBERED PARTS IN FIGURES

lfclient's hardware

Ziunique identifier

3itransfer environment

4fhigher layer protocol

Siserver

6ievaluation module

7isubstitution and calculation module

87w polynomial system

9ipersistent memory (of server)

lOfcalculated key

llflocal key

12fkey comparison module

13fpositive output (of key comparison module)

14fnegative output (of key comparison module)

lsiresponse processing module

16isearch module

17fX-mat matrix module

18fp permutation
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The invention claimed is:

1. An identity and license verification system for access-

ing and working with an electronic set of highly sensitive

data, comprising:

a client access hardware device with a unique identifier

and a local key stored thereon, wherein the client access

hardware device is connected, via a transfer environ-

ment, to a server;

wherein the client access hardware device is configured to

transmit the unique identifier via the transfer environ-

ment using a higher layer protocol to the server;

wherein a system of w polynomials is stored in a persis-

tent memory of the server;

wherein the server is configured to output a calculated key

based upon the unique identifier and the system of w

polynomials;

wherein the local key is previously determined based on

the unique identifier and the system of w polynomials;

wherein the client access hardware device is configured to

transmit the local key via the transfer environment

using the higher layer protocol to the server; and

wherein the server is configured to receive the local key

after determining the calculated key and transmit a

positive output or a negative output based on a com-

parison of the local key and the calculated key via the

transfer environment using the higher layer protocol to

the client access hardware device.

2. The identity and user license verification system

according to claim 1, wherein an x-mat matrix is stored in

the persistent memory of the server; and wherein the server

is configured to retrieve an input from a column in the x-mat

matrix, and use the input to determine the calculated key.

3. The identity and user license verification system

according to claim 2, wherein a p permutation is stored in

the persistent memory of the server, wherein the server is

configured to determine the calculated key based at least

upon the p permutation.

4. The identity and user license verification system

according to Claim 1, wherein the system of w polynomials

comprises molded polynomials.

5. The identity and user license verification system

according to Claim 1, wherein the client access hardware

device is configured to transmit the local key separately

from the unique identifier.

6. The identity and user license verification system

according to claim 1, wherein the server is configured to

receive the local key after determining the calculated key.

7. The identity and user license verification system

according to Claim 1, wherein the sever is configured to

determine the calculated key by using the unique identifier

as variables in the system of w polynomials.

8. The identity and user license verification system

according to claim 1, wherein the calculated key is not

stored on the persistent memory of the server.

9. A method of verifying a Client hardware device, the

method comprising:

receiving, at a server using a higher layer protocol, a

unique identifier stored on the client hardware device;

determining, via the server, a calculated key based at least

upon the unique identifier and a system of w polyno-

mials stored on a persistent memory of the server;

receiving, at the server using the higher layer protocol, a

local key from the Client hardware device, wherein the

local key was previously determined using the system

of w polynomials;

comparing, via the server, the local key and the calculated

key; and
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transmitting, via the server using the higher layer proto-

col, a positive output if the local key is identical to the

calculated key.

10. The method of claim 9, further comprising transmit-

ting, via the server using the higher layer protocol, a

negative output if the local key is different than the calcu-

lated key.

11. A method of verifying a client hardware device, the

method comprising:

receiving at a server, via a higher layer protocol of a

transfer environment, a unique identifier stored on the

client hardware device;

retrieving, via the server, an input from a column corre-

sponding to the unique identifier in an x-mat matrix

stored on a persistent memory of the server;

determining, via the server, a calculated key based at least

upon the input and a system of w polynomials stored on

the persistent memory of the server;

5

10

10

receiving, via the higher layer protocol of the transfer

environment, a local key stored on the client hardware

device, wherein the local key was previously deter-

mined using at least the system of w polynomials and

the input;

comparing, via the server, the local key and the calculated

key; and

transmitting, via the higher layer protocol of the transfer

environment, a positive output if the local key is

identical to the calculated key.

12. The method of claim 11, wherein the local key and the

calculated key are determined based further on a p permu-

tation stored in the persistent memory of the server.

13. The method of claim 11, further comprising transmit-

ting, via the higher layer protocol of the transfer environ-

ment, a negative output if the local key is different than the

calculated key.


