Podrobny popis nabizeného plnéni

Komodita Zajistovana oblast Technologie
4.1 Systém fizeni pfistupu do sité podle standardu IEEE | Aruba Clearpass Policy Manager + licence pro 500 konkurencnich zafizeni
802.1X (network access control)
4.2 Pfepinace s pfislusenstvim 18x Sitové piepinace Aruba 6200
5.1 Systém pro spravu logl 1x LogManager L + 10 Gbe NIC SFP+
6.1 Zéalohovaci uloZisté s casovym zédmkem 1x Exagrid EX27
6.2 Produk¢ni server s prislusenstvim + PDU 2x PowerEdge R660 + 2x PDU PE-5108G
6.3 Datové ulozisté s prislusenstvim 1x Dell PowerVault ME5024 Storage Array
6.4 UPS 1x Eaton 9PX 3000i RT2U, battery pack, 9PX 72V RT3U, Eaton Komunikacni karta - Gigabit Network Card
6.5 Licence 2x Windows Server Datacenter + 250 USER CAL

’ v

Systém fizeni pfistupu do sité podle standardu IEEE 802.1X (network access control)

Systém fizeni pristupu do sité podle standardu IEEE 802.1X

Minimalni pozadavky

Zpusob naplnéni tohoto

Odkaz na prilozenou cast

Parametr povinného parametru nabidky, kde je mozné
ovérit naplnéni parametru
Provedenl' Softwa rova’ appha nce pokroéllého NAC Pokrocily systém Fizeni pfistupu do sité Aruba ClearPass.pdf

(network access control) na bazi standardu IEEE
802.1X. Integrovand podpora autentizace,
autorizace a Uctovani (pfistupud) uzivatelQ i
koncovych zafizeni, integrovany RADIUS server
a databaze uzivatell a zafizeni.

(network access control) v povedeni
softwarové appliance zaloZena na IEEE
802.1X. Podporuje autentizaci, autorizaci,
ucétovani pistupl uzivatel( i libovolnych
sitovych zafizeni. Obsahuje RADIUS server i
databaze uZivatell a zatizeni.

Nastaveni pristupu

Nastaveni sitového pfistupu uzivatell a zatizeni
podle politik min. pomoci pfifazeni VLAN, ACL.
Atributy pro definici politik min. IP, MAC, port,
VLAN, QinQ VLAN, hostname (PC name),
uzivatelské jméno (z Active Directory), operacni

UmoZzriuje nastavit sitovy pfistup uZivatel( a
zafizeni podle politik pomoci pfifazeni VLAN,
ACL. Atributy pro definici politik IP, MAC, port,
VLAN, Qin Q VLAN, hostname (PC name),
uZivatelské jméno Active Directory, operacni
systém

ClearPass-Wired.pdf




systém

Autentizace

Zajisténi IEEE 802.1X autentizace a autorizace
pro bezdratové sité, Ethernet LAN sité a VPN

Podporuje autentizaci a autorizaci pomoci
IEEE802.1X pro ruzné typy siti (véetné
bezdratovych, Ethernet LAN a VPN) napfic¢
rGznymi vyrobci

Aruba ClearPass.pdf

Zakladni autentizaéni metody

Min. PEAP-MSCHAPv2, EAP-TLS, EAP-TTLS, MAC
autentizace, certifikaty

Podpora EAP-FAST (EAP-MSCHAPvV2, EAP-GTC,
EAP-TLS), PEAP (EAP-MSCHAPV2, EAP-GTC,
EAP-TLS, EAP-PEAP- Public, EAP-PWD), TTLS
(EAP-MSCHAPv2, EAP-GTC, EAP- TLS, EAP-
MD5, PAP, CHAP), MAC authentication, Online
Certificate Status Protocol (OCSP),
Admin/operator access security via CAC and
TLS certificates

Aruba ClearPass.pdf

Identity

Vestavénd databaze identit pro autentizaci,
podpora standardnich identitnich databazi -
Active Directory, LDAP, ODBC

Interni databaze vyuZzitelnd napti¢ doménami,
podpora Active Directory, LDAP, ODBC

Aruba ClearPass.pdf

Nezavislad autentizace a autorizace

Uplné oddéleni autentizace a autorizace, napf.
autentizace proti sluzbé Active Directory, ale
autorizace proti externi SQL databazi.

Podpora vice nezavislych zdroja pro
autentizaci a autorizaci véetné Active
Directory, SQL databaze a poZadovaného
scénare.

Aruba ClearPass.pdf

Rozsifend autentizace a autorizace

Podpora autentizace a autorizace min. LDAP,
Microsoft Active Directory, genericka SQL
databaze, Kerberos, HTTPS web autentizace,
Single Sign-On (minimdIné SAML 2+ IdP a SP,
OAuth, Shibboleth a Okta).

Pro autentizaci a autorizaci jsou podporovany
LDAP, MS AD, obecna SQL databaze (v¢.
MySQL, PostGRES, Oracle, ODBC), Kerberos,
web autentizace (https). Systém podporuje
Single-Sign-On SAML2 (standardni podpora
Identity Providers (IdP) a Relying Party (RP)),
Oauth2, Shibboleth i Okta

Aruba ClearPass.pdf

Kontextova autorizace

Autorizace zafizeni a uZivatell na zakladé
kontextovych informaci jako ¢as, typ pFipojeni,
osobni profil ¢i ¢lenstvi ve skupiné v Active
Directory.

Integrovany context-based policy engine
umozriuje autorizace na zakladé libovolnych
atributt z Active Directory a parametru
pfipojeni, zafizeni ¢i uZivatele véetné ¢asu,
typu pfipojeni, osobniho profilu

Aruba ClearPass.pdf
ClearPass-Wired.pdf

Externi identity

Podpora autentizace externimi identitami -
min. Microsoft, Google.

Podpora externich (cloudovych identit
Microsoft Azure AD a Google Workspace
(dFive G Suite).

Aruba ClearPass.pdf

Komplexni autorizace

Autorizace uZivatelll na zakladé jejich vlastnich
accounting informaci z pfedchozich pfipojeni —
napf. pro omezeni celkového ¢asu online ¢i
objemu prenesenych dat za delsi ¢asové obdobi

UZivatele Ize autorizovat podle politik

s vyuZitim uctovanych informaci z predchozich
pfipojeni, napf. ¢as, objem pfenesenych dat.
Vcetné prikladového scénare.

ClearPass-Wired.pdf

Dynamickd autorizace

Podpora RADIUS CoA podle RFC3576. MoZnost
zmény autorizacniho stavu zafizeni bez

PIna podpora RADIUS CoA (Change of
Authorization) podle RFC3576 pro zménu
autorizacniho stavu zafizeni beze zmény

Aruba ClearPass.pdf
ClearPass User Guide.pdf




nutnosti zmény definice autorizacni politiky,
napf. pro odpojeni nebo karanténu koncovych
zafizeni.

politiky.

Izolace klient(

Zpracovavani syslog zprav z externich zdroj,
vyhledavani definovanych udalosti a
automatizovanad reakce na né. Minimdlné v
rozsahu pfijmu zprava ze stavajiciho firewallu a
izolace konkrétniho klienta na zakladé téchto
zprav.

Podrobné zpracovani syslog zprav a
automatizované reakce pomoci Ingress Enevt
Engine. Podpora integrace firewalll Fortinet a
izolace klient0.

ClearPass Ingress.pdf
ClearPass Fortinet.pdf

Zpracovani syslog

Vestavénd podpora tvorby a Uprav vlastnich
parser(, syslog zprav pro napojeni na dalsi
systémy tretich stran

Tvorba vlastnich parser( syslog zprav pro
napojeni na 3d party systémy

ClearPass Ingress.pdf
ClearPass Exchange.pdf

Bezpecnost Podpora okamzitého odpojeni zafizeni pfi Funkce RADIUS Dynamic Authorization

vyprieni libovolné autorizaéni podminky (napr. | Umeziuie okamzitého odpojeni zafizeni pfi
. . . . h . vyprseni libovolné autoriza¢ni podminky .

prekroceni objemu dat, ¢asového intervalu, (napF. prekroeni objemu dat, éasového ClearPass User Guide.pdf
stavu zafrizeni apod,) intervalu, stavu zafizeni apod.)

Sprava Vestavéné nastroje pro testovani politik, Snadn spréva systému integrovanymi
diagnostiku chovani systému i spravovanych nastroji pro testovani politik, diagnostiku ClearPass User Guide.pdf
zafizeni chovani systému i spravovanych zafizeni

Portal Captive portdl pro uZivatele a jejich rozsifenou

autentizaci, podpora vice graficky i obsahové
unikatnich portall provozovanych soubézné.
Integrovana podpora Upravy vzhledu

Modifikovatelna captive portal pro rozsifenou
autentizaci uZivateld s moznosti paralelniho
béh vice unikatnich instanci, integrovany
nastroj pro Upravy.

Aruba ClearPass.pdf

’

Rychlé prihlaseni

Podpora prihlaseni prostfednictvim QR kédu.
Zapamatovani uspésné
autentizovanych/registrovanych klientt a
zjednoduseni opakovanych pfihlaseni (napf. jen
potvrzeni uvitaci/informacni) stranky.

Moznost prihlasovéni klientd pomoci QR kédu
s moznosti zjednoduseného opakovaného
prihlaseni.

ClearPass QR.pdf

Registrace

Podpora samoobsluzné registrace s ovérenim
SMS, e-mailem apod.

Integrovand samoobsluzné registrace, ovéreni
/ distribuce Gdaju SMS, e-mail, tisténa vizitka.
Podpora externich identit, napt. Facebook,
Twitter

Aruba ClearPass.pdf

Ochrana identit

Veskeré identitni Udaje v systému budou
uloZena ve vyrobcem dodané a podporované

Interni databaze (nativni souéast systému) je
Sifrovana AE2-256 a jsou v ni uloZeny veskeré
(interni) identitni Udaje

ClearPass AES256.pdf




Sifrované databazi, ktera bude nativni soucasti
dodaného produktu, s minimalni enkrypci
uloZenych dat ve standardu AES min. 128-bit.

Specidlni zafizeni

Podpora autentizace a Fizeni pristupl
specialnich ("nepocitacovych") zafizeni
zejména tiskdrny, modality, technologické
prvky, loT.

Integrovand podpora autentizace a autorizece
libovolnych i specialnich / nepocitacovych
sitovych zafizeni min. s vyuZitim MAC

Aruba ClearPass.pdf
ClearPass User Guide.pdf

Vysoka dostupnost

Integrovana podpora vysoké dostupnosti v
rezimu active-active, tj. vytvoreni clusteru min.
2 appliance. Druha appliance je soucasti
dodavky.

Systém podporuje vysokou dostupnost a (High
Availability) a rozkladani zatéze (load
balancing) ze 2 uzll (cluster) doplnéni o dalsi
appliance je soucasti nabidky

ClearPass User Guide.pdf

Licence

Licence pro min. 500 konkurencnich koncovych
zafizeni ovérovanych pomoci 802.1X bez
omezeni poctu uZivateld.

Licence pro 500 konkurencnich koncovych
zafizeni ovéfovanych pomoci 802.1X bez
omezeni poCtu uzivatel(.

Soucast nabidkové ceny

Automatizace a integrace

REST-API rozhrani min. pro zakladni funkce
AAA, prijem syslog hlaseni z externich zdroju,
vyhledavani klicovych udalosti a
automatizovanad reakce na né.
Tvorba/modifikace vlastnich parser( syslog.

Integrované RESTful API pro
autentizaci/autorizaci/uétovani. Pfijem syslog
uddlosti, prohleddvani a automatické reakce.
Vlasti parsery syslog.

Aruba ClearPass.pdf
ClearPass User Guide.pdf
ClearPass Ingress.pdf
ClearPass Exchange.pdf

Kompatibilita Appliance ur¢ena pro provoz v prostiedi
AR .. . Podpora ESX Aruba ClearPass.pdf
stavajici serverové virtualizace
Podpora Podpora vyrobce software min. 60 mésicU Zaruka 60 mésicti v mistd instalace, véetnd

véetné naroku na nové verze software vcetné
aktualizaci.

podpory vyrobce a naroku na nové verze
software véetné aktualizaci.

Soucast nabidkové ceny

Prepinace s prislusenstvim

Pristupovy prepinac

Parametr

Minimalni pozadavky

Zpusob naplnéni tohoto
povinného parametru

Odkaz na priloZzenou cast
nabidky, kde je mozné
ovérit naplnéni parametru

Zakladni parametry

L2/3 prepinac v rackovém provedeni

Aruba 6100 L3/L2 switch v rackovém
provedeni

Aruba 6200.pdf




Porty a propustnost

min. 48x 1 GB RJ-45 PoE+ + 4x 10Gb SFP+
(nesdilené), min. 176 Gb/s

48x 1Gb Base-T PoE + 4x 10Gb SFP+
nesdilené, propustnost 176 Gb/s

Aruba 6200.pdf

Smérovani min. statické smérovani na L3 vrstvé pro IPv4 | Switch umozfiuje statické sméfovani na L3 Aruba 6200.pdf
IPV6 pro IPv4 a IPv6 P
Propustnost neblokovana architektura Definovand propustnost switche je v non- Aruba 6200.pdf

blocking architekture

Automatizace VLAN

Podpora protokolu MVPR pro automatické
zjistovani a pfifazeni

Switch podporuje protokol Multiple VLAN
Registration Protocol pro automatické
zjistovani a pfifazeni

Aruba 6200.pdf

Agregace portl

podpora LACP

Switch podporuje agregaci portt LACP

Aruba 6200.pdf

Dualstack IPv4 a IPv6 dualstack véetné podpory ACL a Switch podporuje DualStack IPv4 a IPv6 Aruba 6200.pdf
QoS dualstack véetné podpory ACL a QoS uba P
VLAN VLAN 802.1Q, MAC i protocol based, podpora Switch umozriuje VLAN 802.1Q, MACi

zarazovani do VLAN a pridéleni QoS a
pristupovych filtri na zdkladé 802.1X ovéreni

protocol based, podpora zafazovani do VLAN
a pridéleni QoS a pristupovych filtr( na
zakladé 802.1X ovéreni

Aruba 6200.pdf

Ovérovani uzivatell a zafizeni

podpora 802.1X

Switch podporuje 802.1x

Aruba 6200.pdf

Zrcadleni port(

Zrcadleni provozu portl pro diagnostiku a
bezpeénostni monitoring, min. 4 zrcadlené
skupiny

Switch podporuje zrcadleni provozu portl
pro diagnostiku a bezpe¢nostni monitoring,
min. 4 zrcadlené skupiny

Aruba 6200.pdf

Monitoring a sprava

plnd podpora CLI, SSH, SNMP 1-3, syslog, sFlow,
RMON, web rozhrani, podpora uloZeni vice
konfiguraci a min. 2 obraz( firmware pro
bezpecny a jednoduchy upgrade

Switch pIné podporuje CLI, SSH, SNMP 1-3,
syslog, sFlow, RMON, web rozhrani,
podporuje uloZeni vice konfiguraci a min. 2
obrazl firmware pro bezpeény a jednoduchy
upgrade

Aruba AOS-CX 6200.pdf

Automatizace a integrace

Integrované REST APl rozhrani pro ovladani
sitovych funkci

Switch ma integrované REST API rozhrani
pro ovladani sitovych funkci

Aruba 6200.pdf

Zaruka a zarucni servis

min. 60 mésicu, oprava/vyména do 2
pracovnich dnd v misté instalace, véetné
naroku na opravné verze firmware

Zaruka min. 60 mésict, oprava do 2
pracovnich dnll v misté instalace, véetné
naroku na opravné verze firmware

Soucdst nabidkové ceny




Systém pro spravu logu

Systém pro spravu logi

Parametr

Minimalni pozadavky

ZpUGsob naplnéni tohoto
povinného parametru

Odkaz na pfiloZzenou cast
nabidky, kde je moZné ovérit
naplnéni parametru

Zakladni funkce

Integrovany systém zpracovani logl a
udalosti z definovanych zdroji napftic
vyrobci aplikaci, operaénich systému a
sitového hardware

LOGmanager je systém pro zpracovani logt a
udalosti z definovanych zdroj(i napfic¢ vyrobci
aplikaci, operaénich systém a sitového
hardware

Logmanager Datasheet.pdf

Architektura

Integrovana appliance (HW se
specializovanym firmware/software)
nebo server se specializovanym software
véetné operacniho a podplrnych
systémU (databaze apod.), samostatné
funkéni nezavislé na infrastrukture
zadavatele

Systém bude dodan ve formé hardwarové
appliance (hw se specializovanym
firmware/software) a bude samostatné funkéni
nezdvisle na infrastruktufe Objednatele

Logmanager Datasheet.pdf

Provedeni Uréené pro montaz do stavajiciho Systém je urcen pro montsZ do 19% datového
sho d “h déce 19" rozvadéce, hloubka je mensi nez 800 mm a
serveroveho datoveho rozvadece ’ soucasti dodavky budou vysuvné kolejnice a Logmanager Datasheet.pdf
hloubka max 900 mm, véetné vysuvnych rameno pro vedeni kabell. Pro Logmanager L je Logmanager_L-PowerEdge R7525.pdf
kolejnic a ramene pro vedeni kabeld. jako HW platforma vyuZity server Dell
PowerEdge R7525
Ovladani Graficka webova konzole pro

administratory i operatory, umoziuje
kompletni spravu systému vcetné
tvodniho nastaveni.

Systém je ovladan prostfednictvim graficka
webova konzole pro administratory | operatory,
konzole umoZzriuje kompletni spravu systému
véetné Uvodniho nastaveni.

Logmanager Datasheet.pdf
Logmanager Dokumentace.pdf

Autentizace

Autentizace uzivatell vici Active
Directory nebo LDAP serveru. V pripadé
vypadku AD/LDAP musi systém umoznit
autentizaci z lokalni databaze.

Systém podporuje autentizace uzivateld vici
Active Directory nebo LDAP serveru. V pfipadé
vypadku AD/LDAP systém umozriuje autentizaci z
lokalni databaze.

Logmanager Dokumentace.pdf

Uzivatelské role

Podpora uzivatelskych roli obsahujicich
pfistupova prava k ulozenym udalostem

Systém obsahuje podpora uZivatelskych roli,
které obsahuji pfistupova prava k ulozenym
udélostem a jednotlivym ovladacim ¢astem

Logmanager Dokumentace.pdf




a jednotlivym ovladacim ¢astem
systému.

systému.

Sbér dat (logll)

Je poZadovan bezagentovy sbér logli pro
uvedené zdroje logl. Pro systémy
Windows je umoznén agentovy i
bezagentovy sbér.

Systém zajistuje bezagentovy sbér logl

z podporovanych systém s vyjimkou Windows
OS. Pro detailni logovani OS Windows je vhodné
do OS instalovat agenty, které jsou soucasti
dodavky.

Logmanager Dokumentace.pdf

Windows agent

Kompletni sprava a aktualizace z
administratorské konzole, sbér dat z
textovych i Event logl (véetné
rozsitenych), Sifrovana komunikace,
buffer pro pfipad ztraty komunikace,
preklad kodd na text (napf. Logon type 2
=>"Interactive" apod.) a textovy popis
udalosti shodny s Windows Event
Viewerem

Agenty OS Windows je mozné spravovat a

aktualizovat z administratorské konzole systému.

Agent se systémem komunikuje Sifrovanég,
obsahuje lokalni buffer pro pfipad ztraty
komunikace, provadi preklad kédd na text
poskytuje textovy popis udalosti shodny s
Windows Event Viewerem

Logmanager Dokumentace.pdf

Protokoly

Pfijem a zpracovani logy, udalosti a dalsi
strojové generovanych data minimalné
protokoly UDP/TCP 514 (SYSLOG), TCP
20514 (RELP, nesifrované) a TCP 20515
(RELP, Sifrované).

Systém podporuje pfijem a zpracovéni logd,
uddlosti i dalSich strojové generovanych dat
protokoly UDP/TCP 514 (SYSLOG), TCP 20514
(RELP, nesifrované) a TCP 20515 (RELP,
Sifrované).

Logmanager Dokumentace.pdf

Formaty logli

Min. RAW, Syslog, CEF, LEEF, JSON
RFC7159, Windows EventlLog

Systém podporuje formaty logd RAW, Syslog,
CEF, LEEF, JSON RFC7159, Windows EventLog a
dalsi, véetné vlastnich parser(.

Logmanager Dokumentace.pdf

Tridéni logl

Podpora pfijmu logli na rozsahu alespon
50 UDP a TCP portl pro zjednodusené
tfidéni vstupnich zprav.

Systém podporuje ptijem logli na rozsahu vice
nez 50 TCP a UDP portl pro zjednodusené
tfidéni vstupnich zprav

Logmanager Dokumentace.pdf

Zpracovani logl

Integrované parsovani a normalizace
prijatych udalosti/logl bez nutnosti
instalovat externi aplikace nebo systémy

Systém obsahuje parsovani a normalizaci
pfijatych udélosti/logd. Neni nutné instalovat
externi aplikace nebo systémy

Logmanager Dokumentace.pdf

Ochrana logli

Zamezeni mazani nebo modifikovani jiz
uloZenych logll. Kazdy log musi mit
unikatni identifikator pro jeho
jednoznaénou identifikaci.

Systém zamezuje mazani nebo modifikovani jiz
ulozenych logl. Kazdy log ma unikatni
identifikator pro jeho jednoznacnou identifikaci.

Logmanager Dokumentace.pdf

Vizualizace logl

Graficka vizualizace log(i, udalosti a

Systém obsahuje grafickd vizualizaci log,

Logmanager Datasheet.pdf




strojovych dat (grafy udalosti).
Dynamicka vizualizace - zménou volby
(napt. filtru) v jednom grafu se ostatni
svazané grafy upravi automaticky dle
pozadované volby. Integrované podpora
zobrazeni TOP X udalosti za zvolené
Casové obdobi.

uddlosti a strojovych dat (grafy udélosti) véetné
dynamicka vizualizace —zménou volby (filtru
apod.) v jednom grafu se ostatni svazané grafy
upravi automaticky dle poZzadované volby.
Systém mdam Integrovanu podporu zobrazeni
TOP X udalosti za zvolené ¢asové obdobi.

Logmanager Dokumentace.pdf

Pracovni plochy

Predpfipravené pohledy (dashboardy) na
uloZena data dle jednotlivych kategorii
zdrojovych zatizeni i dle logického
¢lenéni, prlibézna aktualizace pohled(
vyrobcem. Integrovana podpora tvorby
uzivatelskych dashboard( véetné
ukladani

Systém obsahuje predpfipravené dashboardy na
uloZena data dle jednotlivych kategorii
zdrojovych zafizeni i dle logického ¢lenéni.
Dashboardy jsou prabézné aktualizovany
vyrobcem. Systém ma integrovanu podporu
tvorby uZivatelskych dashboard(i véetné
ukladani.

Logmanager Dokumentace.pdf

Zajisténi logl

Ochrana proti ztraté logl pfi pretizeni
systému. Ukladani nezpracovanych
logt/udalosti do vyrovnavaci paméti o
kapacité min 25 GB, notifikace spravce
systému pfi riziku zaplnéni vyrovnavaci
paméti

Systém poskytuje ochranu proti ztraté logl pri
pretizeni systému. Uklada nezpracované
logy/udalosti do vyrovndvaci paméti o kapacité
vétsi nez 25 GB a notifikuje spravce systému pfi
riziku zapInéni vyrovnavaci paméti

Logmanager Dokumentace.pdf

Doplnovani logl

Integrovana podpora dopliovani logl
dalSimi udaji - zejména umisténi zatizeni,
typ zafizeni, kriti¢nost zafizeni apod. - k
jednotlivym zdrojim zejména dat,
aplikacim, zatizenim, IP rozsah(

Systém ma vestavénu podporu doplriovani logl
dal$imi Gdaji véetné umisténi zafizeni, typu
zafizeni, kriticnost zatizeni a dalSich k
jednotlivym zdrojum dat, aplikacim, zafizenim i
IP rozsahd.

Logmanager Dokumentace.pdf

Archivace

Integrovana archivace logli véetné
zajisténi integrity archiv(, obnova

Systém obsahuje archivaci logl véetné zajisténi
integrity archivli a umozZnuje jejich obnovu

Logmanager Dokumentace.pdf

Rozpoznavani IP, MAC

Automatické dopliovani reverznich DNS
zdznamUm k IP adresam a vyrobce podle
MAC adresy

Systém automaticky doplriuje reverzni DNS
zaznamy k IP adresam a vyrobce podle MAC
adresy

Logmanager Dokumentace.pdf

Casova razitka

Podpora dopliikové znacky (razitka) navic
k ¢asovému udaji zaznamenané
udalosti/logu, slouZici jako vychozi

Systém mam integrovanu podporu doplrikové
znacky (razitka) navic k ¢asovému udaji
zaznamenané udalosti/logu a tato znacka slouZi
jako vychozi ¢asovy udaj pro systém

Logmanager Dokumentace.pdf




¢asovy Udaj pro systém

Vyhledavani

Snadné multikriterialni vyhledavani
udalosti bez nutnosti specidlnich znalosti
(napf. SQL dotazli apod.) napfic vsemi
typy dat a zafizeni.

Systém poskytuje jednoduché multikriteridini
vyhledavani udalosti bez nutnosti specialnich

znalosti (napt. SQL dotazl apod.) napfi¢ vsemi
typy dat a zafizeni.

Logmanager Dokumentace.pdf

Rychlé vyhledavani

Rychlé vyhledavani i v aktudlné
uloZenych polozkach (pribéziné
indexovani)

Systém pribézné indexuje ukladané polozky a
poskytuje rychlé vyhledavaniiv aktualné
uloZenych polozkach

Logmanager Dokumentace.pdf

Geolokace Automatické doplfiovani geolokacnich , . - Y
] i B e L Systém automaticky doplriuje geolokaéni
informaci k udalostem a jejich grafické informace k udélostem z interni databaze a
, v . v v v s g% o . " M Logmanager Dokumentace.pdf
zndzornéni na mapé bez sluzeb tretich umoznuje jejich grafické znazornéni na mapé bez
sluZeb tretich stran
stran
Reporty Integrovany reportovaci nastroj s
pfednastavenymi obvyklymi reporty a Systém obsahuje integrovany reportovaci nastroj
moznosti vlastnich uprav a VytvoFenf s prednastavenymi obvyklymi reporty a moznosti
ich hledt b treb ialnich vlastnich Uprav a vytvoreni novych pohledl bez Logmanager Dokumentace.odf
novych po .e ubez potre yospecia nic potieby specidlnich znalosti (napf. SQL dotaz i g P
znalosti (zejména SQL dotaz(l). PrabéZnd | apod.). vyrobce pribéing aktualizuje
aktualizace pfednastavenych report prednastavené reporty.
vyrobcem.
Integrace Integrovane REST API rozhrani pro Systém obsahuje integrované REST API rozhrani
napojené systémy, musi umoznit jené systé & UMoZiUj
P J_ y, . Y , pro n?pojen? sYIstemy, které umoznujle - Logmanager Dokumentace.pdf
autorizovany pfistup ke strukturované autorizovany pfistup ke strukturované databazi
- o logt. Pfistup k API je soucasti doddavky.
databazi logU.
Parsery Integrovany graficky (vizudlni) nastroj Logmanager Dokumentace.pdf
, o o v v Systém obsahuje integrovany graficky vizualni
pro tvorbu vlastnich parserd logh véetné néstroj pro tvorbu vlastnich parsert logti. Nastroj
testovani a ladéni - okamzitého umoziiuje testovani a ladéni parsert formou
zobrazeni rozparsovanych testovacich okamZitého zobrazeni rozparsovanych
. . . ) testovacich dat vcetné pfipadnych chyb
dat véetné pfipadnych chyb
Konektory Konektory (specifické parsery) pro Systém obsahuje specifické parsery Active Logmanager Dokumentace.pdf

stavajici technologie - min. Active
Directory, Hyper-V, VMware, Windows
(v¢. DNS, DHCP), Exchange, MS SQL,
Fortigate, HPE/Aruba, Dell servery,

Directory, Vmware, Windows (v¢. DNS, DHCP),
Exchange, MS SQL, Fortinet, HPE/Aruba, Dell
servery, Synology, Linux, Apache i nabizeny
Systém pro analyzu sitového provozu
GreyCortex




Synology, Linux, Apache.

Alerty, notifikace

Predpfripravené alerty a integrovany
graficky (vizualni) nastroj pro vytvareni
automatickych notifikaci/alert
generovanych pfti splnéni definovanych
podminek v pfijatych datech. Odesilani
alertd min SMTP, Syslog, TCP.

Systém obsahuje predpfipravené alerty a
integrovany graficky vizualni nastroj pro
uZivatelské vytvareni automatickych
notifikaci/alert(i generovanych pfi splnéni
definovanych podminek v pfijatych datech.
Systém podporuje odesilani alertd SMTP, Syslog,
TCP protokoly

Logmanager Datasheet.pdf
Logmanager Dokumentace.pdf

Vykon Min. 5000 EPS (events per second),
. . . . v Lsye Trvaly vykon systému je 5000 EPS, s kratkodobou | Logmanager Datasheet.pdf
kratkodoba (mm' 10 mm) prEtIZIteanSt pretiZitelnosti 200% po dobu 10 min. Logmanager Dokumentace.pdf
systému aZz 200%
Kapacita Vyuzitelna diskové kapacita pro ukladani

dat min. 40 TB, disky musi byt chranény
min. RAID 5

Cista vyuZitelnd diskové kapacita pro ukladani
data je 40 TB, disky jsou chranény RAID 6

Logmanager Dokumentace.pdf

Rizeni diskového systému

Hardwarovy fadi¢ RAID se zalohovanou
vyrovnavaci paméti (zapis i ¢teni) o
kapacité min 8 GB

Systém obsahuje hardwarovy fadi¢ RAID
s vyrovnavaci paméti read/write 8 GB (soucast
serveru DELL, ktery je zakladem appliance)

Logmanager_L-PowerEdge R7525.pdf
Dell-perc11.pdf

Ulozisté logd

Logy musi byt ukladany do databaze
(pfislusna licence musi byt soucasti
dodavky) s podporou komprese
ukladanych dat.

Logy jsou ukladany do interni databaze systému
jejiz licence je soucasti licence systému, databaze
podporuje kompresi ukladanych dat.

Logmanager Dokumentace.pdf

Napajeni

Systém musi mit redundantni napajeni
(min. 2 nezavislé zdroje)

Systém obsahuje 2 nezavislé zdroj,
konfigurované pro redundanci napajeni (souéast
serveru DELL, ktery je zakladem appliance)

Logmanager datasheet.pdf
Logmanager Dokumentace.pdf

LAN konektivita

Min. 2x LAN 1 Gb Base-T a 2x LAN 10Gb
SFP+ véetné SFP+ modull + 1x 1Gb Base-
T nezavisly port pro spravu hardware
prostiednictvim KVM konzole s
grafickym rozhranim, zabezpecenym
pfistupem a detailnim prehledem o stavu
hardware véetné okam?ité a dlouhodobé
spotreby elektrické energie a stavu
dil¢ich komponent.

Systém obsahuje 2x LAN 1 Gb port + 2x 10Gb
SFP+, v€etné modull,1 nezavisly port (1Gbe)
pro spravu hardware prostiednictvim KVM
konzole s grafickym rozhranim, zabezpecenym
pfistupem a detailnim prehledem o stavu
hardware véetné okam?zité a dlouhodobé
spotieby elektrické energie a stavu dil¢ich
komponent (soucast serveru DELL, ktery je
zakladem appliance).

Logmanager Datasheet.pdf
Logmanager Dokumentace.pdf

Aktualizace

Integrovana aktualizace systému
prostfednictvim administratorské

Systém obsahuje integrované zalohovani a
obnova konfigurace.

Logmanager Dokumentace.pdf




konzole véetné podpory downgrade

Zalohovani

Integrované zalohovani a obnova
konfigurace

Systém obsahuje integrované zalohovani a
obnova konfigurace.

Logmanager Dokumentace.pdf

~

Skalovatelnost

Systém lze propojit s dalSimi systémy
stejného vyrobce. Spojenim systémi
dojde ke zvyseni kapacity, vykonu
(v€etné vyhledavani) a dostupnosti.
Navenek se propojené systémy chovaji
jako jeden.

Systém podporuje Skalovatelnost propojenim s
dalSimi systémy stejného vyrobce. Spojenim
systém dojde ke zvySeni kapacity, celkového
vykonu véetné vyhledavani a dostupnosti.
Navenek se propojené systémy chovaji jako
jeden.

Logmanager Dokumentace.pdf

Dokumentace

PInohodnotnd (tj. shodna s origindlni)
dokumentace v ¢eském jazyce

Soucdsti dodavky a podpory systému je
plnohodnotna dokumentace v ¢eském jazyce
(vyrobcem je ¢eska spolec¢nost). Anglicka
dokumentace je obsahové totozna s ¢eskou.

Logmanager Dokumentace.pdf

Zaruka a zarucni servis

Min. 60 mésicl s opravou hardware do
druhého pracovniho dne v misté
instalace, vCetné naroku na nové verze
firmware/software a aktualizace

60 mésicl s opravou hardware do druhého
pracovniho dne v misté instalace, véetné naroku
na nové verze firmware/software a aktualizace

Soucasti cenové nabidky

Zalohovaci Ulozisté s Casovym zamkem

Minimalni pozadavky

Zpusob naplnéni tohoto

Odkaz na prilozenou cast

Parametr povinného parametru nabidky, kde je mozné ovérit
naplnéni parametru
Provedeni Umistitelné do racku, véetné montazniho materialu, Exagrid EX27, v rackovém ExaGrid-Datasheet.pdf
maximalné 2U. provedeni 2U véetné liZzin do
racku
Kapacita Reseni musi mit minimalné 54 TB vyuZitelné (usable) Exagrid EX27 ma vyuZitelnou ExaGrid-Datasheet.pdf

lokalni kapacity bez redukce dat, véetné potiebnych
licenci pro tuto kapacitu.

kapacitu 54TB bez redukce dat,
véetné potiebnych licenci pro
tuto kapacitu.

Skélovatelnost

5oV

Res

v

eni musi umoznovat rozsifeni alespon do Urovné 1 PB
Cisté lokalni kapacity bez redukce dat a bez nutnosti

Zatizeni Ize skalovat aZ na
kapacitu 1,7PB Cisté lokalni

ExaGrid-Datasheet.pdf




vymeény jakékoliv doddvané soucasti

kapacity bez redukce dat a bez
nutnosti vymény jakékoliv
dodavané soucasti

Vykon Propustnost dodavaného feseni alespon 6TB/hodinu Propustnost EX27 je 6,09TB/h ExaGrid-Datasheet.pdf
Deduplikace Zatizeni musi pfi ukladani dat vyuZivat princip deduplikace | Zafizeni pti uklddani dat vyuziva ExaGrid-Datasheet.pdf
Ulozisté nesmi vytvaret deduplikacni pooly — musi princip deduplikace. Zafizeni
disponovat globdalnim deduplika¢nim algoritmem bez nevytvati deduplikacni pooly, ale
ohledu na typ dat, pfenosovy protokol a mnozstvi pouziva globalni deduplikaéni
zélohovacich serverid/aplikaci, které na néj data ukladaji. algoritmus bez ohledu na typ dat,
pfenosovy protokol a mnoZstvi
zalohovacich server(/aplikaci,
které na néj data ukladaiji.
Protokoly Zatizeni musi podporovat minimalné nasledujici Zatizeni podporuje CIFS a NFS, ExaGrid-Datasheet.pdf
protokoly: CIFS a NFS a musi umozZnit jejich soucasné oba protokoly je mozné
pouziti provozovat soucasné
Integrace a Zalohovaci reSeni musi byt univerzalni z hlediska podpory | Zafizeni musi je univerzalni z ExaGrid-Datasheet.pdf

interoperabilita

datovych typl zalohovanych dat, musi podporovat
vSechny datové typy pouzivané v produkénim prostredi
Re$eni musi umoznit komprimaci ukladanych
deduplikovanych dat

hlediska podpory datovych typ(
zalohovanych dat, musi
podporovat vSechny datové typy
pouzivané v produkénim
prostfedi a umoZniuje komprimaci
ukladanych deduplikovanych dat

Replikace

Zafizeni musi obsahovat potfebné licence pro nativni
funkcionalitu replikace dat do dalSiho zafizeni stejného
vyrobce.

Re$eni musi posilat pouze deduplikovana zkomprimovana
data.

Reseni musi podporovat alespori nasledujici scénare pro
replikaci: 1:1, M:1 a kaskadovou replikaci.

Regeni musi umoznit funkcionalitu $ifrovani replika¢niho
toku data-in-flight.

Regeni musi umoznit kontrolu a spravu vyuziti pAsma pro
prenos dat (QoS).

Zatizeni obsahuje funkce pro
replikaci dat do dalsiho zafizeni
nativné. Pfenos dat je
optimalizovan pro WAN,
prendseji se pouze deduplikovana
zkomprimovana data. Zafizeni
podporuje nasledujici scénare pro
replikaci: 1:1, M:1 a kaskadovou
replikaci. Re$eni umozriuje
funkcionalitu Sifrovani
replikacniho toku data-in-flight.

ExaGrid-Datasheet.pdf




Redeni umoiriuje kontrolu a
spravu vyuZziti pasma pro prenos
dat Quality o Service (QoS).

Ochrana

Zatizeni musi disponovat redundantnimi hot-swap
napdjecimi zdroji a ventilatory.

Zatizeni musi zajistovat ochranu dat alespon na Urovni
dualni diskové parity.

Zarizeni musi zajisStovat vyménu vSech diskl za chodu -
hot-swap.

Zafizeni musi obsahovat HotSpare disk.

Zatizeni musi obsahovat algoritmy pro kontrolu a
verifikaci konzistence a Citelnosti ulozenych dat.

Systém ma dvojité redundantni
zdroje a ventilatory.

Zatizeni vyuziva RAIDG, disky
vyménitelné za chodu (hot-swap)
a hot-spare disk (hot swappable
spare).

Regeni obsahuje algoritmy pro
kontrolu a verifikaci konzistence a
¢itelnosti ulozenych dat.

ExaGrid-Datasheet.pdf
ExaGrid-
Technical_Specifications.pdf

Casové zamky

Zatizeni musi umozniovat nastavit ochranu dat proti
nechténému smazani ¢i modifikaci dat pomoci ¢asovych
zamku. Po nastavenou dobu Ize data Cist, ale nelze je
prepisovat. Tato funkce nesmi byt zavisla na zalohovacim
software, prenosovém protokolu ¢i typu dat. To znamena,
Ze tato funkce musi byt pIné funkéni s provozovanym
zalohovacim SW/Veeam Backup & Replication. Casové
zamky se musi aplikovat uvnitf zafizeni, nikoliv pomoci
externich nastroju.

Redeni vyuziva unikatni
technologii Retention Time-Lock
umoznuje nastavit ochranu dat
proti nechténému smazani i
modifikaci dat pomoci ¢asovych
zamkd. Po nastavenou dobu Ize
data Cist, ale nelze je pfepisovat.
Tato funkce neni byt zavisla na
zalohovacim software,
prenosovém protokolu Ci typu
dat. Tato funkce je tedy plné
funkéni s provozovanym
zalohovacim SW/Veeam Backup
& Replication. Casové zamky se
aplikuji uvnitf zatizeni, nikoliv
pomoci externich nastroju.

ExaGrid-Datasheet.pdf

Sifrovani

Zatizeni musi umoznovat Sifrovani ulozného prostoru a to
bez omezeni vykonu - dodani véetné potrebnych licenci

Redeni je osazené tzv. self-
encrypted disky, které nemaiji

ExaGrid-Datasheet.pdf




pro vySe pozadovanou kapacitu

dopad na vykon, funkce neni
licencovana

Porty Zatizeni musi disponovat sitovymi kartami min. 2x1GbE a | Zafizeni je osazené 2x1GbE a ExaGrid-
2x10Gb SFP+ véetné SFP+ modult 2x10Gb SFP+ véetné SFP+ modull | Technical_Specifications.pdf
Zabezpeceni Regeni musi umoznit vynuceni pfihlaeni minimalné dvou | Reeni vyZaduje pro nékteré ExaGrid-Datasheet.pdf
typU Géth (administratorsky, bezpeénostni) pro zmény ¢innosti napf. spojené se zménou
spojené se zménou nastaveni ochrany dat — ¢asovych nastaveni ochrany dat — ¢asovych
zamka. zamkl vynuceni prihlaseni dvou
uctd, administratorského a tzv.
security uctu
Dvoufaktorové Regeni musi umoznit dvoufaktorové ovéfovani Gétl pro Redeni umoznuje nativné ExaGrid-Datasheet.pdf
ovérovani spravu diky jednorazovym hesliim (Time-based One-Time | dvoufaktorové ovérovani uctl
Password). Pokud je potfeba externi nastroj, musi byt pro spravu diky jednorazovym
soucasti nabidky vSechny potiebné licence az pro 25 hesliim (Time-based One-Time
uzivatelll véetné potfebného hardware pro zajisténi Password).
vysoké dostupnosti. Licence musi byt perpetualni a
instalace v misté plnéni.
Sprava Regeni musi umoznit centralni spravu pro véechna Regeni umozriuje centralni spravu ExaGrid-Datasheet.pdf
dodavana zafizeni prostfednictvim webového rozhrani. pro vSechny zafizené
Re$eni musi umoZnit spravu na principu roli s riznymi prostfednictvim webového
typy opravnéni (Role-based Access Control). rozhrani a umoZniuje spravu na
principu roli s rliznymi typy
opravnéni (Role-based Access
Control).
Reporting Reseni musi poskytovat funkcionalitu automatického Management zafizeni poskytuje ExaGrid-
reportingu, automaticky call-home funkcionalitu call to repair a Security_Reliablity_and_Red
automatického monitoringu undancy_DS.pdf
zdravi zafizeni.
Kompatibilita Nabizeny diskovy UloZny systém musi byt pIné Reseni je plné podporovano ExaGrid-Datasheet.pdf

podporovan (plné kompatibilni) stavajici zalohovaci
platformou Veeam Backup & Replication. Je poZadovano
aby feseni bylo uvedeno na webu vyrobce zalohovaciho
SW mezi kompatibilnimi deduplikac¢nimi HW / Oficialné

stavajici zalohovaci platformou
Veeam Backup & Replication a je
uvedeno na webu vyrobce




podporovana (kompatibilni) Feseni se stavajici platformou
zalohovani jsou popsdna zde:
https://helpcenter.veeam.com/docs/backup/vsphere/ded
uplicating_storage_appliances.html?ver=120

Podpora

Podpora na hardware a software musi byt od jednoho
vyrobce, tak by byla zajisténi funkénost zafizeni jako celku

Zatizeni jeho HW i SW ¢ast je od
jednoho vyrobce. Zaruka je tak
poskytovana od jednoho vyrobce

ExaGrid-Datasheet.pdf

Zaruka a zarucni
servis

Pozadovana zaruka a zarucni servis 5 let s reakci 8x5 NBD
on-site

Zarizeni je pokryto zarukou 5 let
8x5 NBD on-site

Soucasti nabidkové ceny

Produkéni server s prislusenstvim + PDU

Minimalni pozadavky

ZpUasob naplnéni tohoto

Odkaz na priloZzenou ¢ast

Parametr povinného parametru nabidky, kde je mozZné ovérit
naplnéni parametru

Provedeni umistitelné do racku, véetné montazniho materialu,

maximalné 1U. o , e

. . 3 Server optimalizovany pro umisténi do racku.
Barevné oznacené hot-plug komponenty. Server ma barevné oznacené hot-plug Poweredge-r660.pdf
Pro pFl'stup ke véem komponentém neni hutné naradi. komponenty, zasuvné liziny s managementem Poweredge-r660-technical-guide.pdf
. L pivs - kabelaZe a uzamykatelny celni panel

Zasuvné liziny s managementem kabelaze.

Uzamykatelny celni panel.
CPU Minimalné 2x procesor 8 jadrovy.

Vykon serveru dle http://www.spec.org:

® . . .
SPECrate®2017_int_base min. 176 bod{ 2x Intel Xeon Gold 5415+ 8C/16C
SPECrate®2017_fp_base min. 249bodl SPECrate®2017_int_base min. 176 bod{i http://www.spec.org
s ’ v s v . o ® i ¥

Systém nesmi pfesdhnout celkové 16 jader, z dGvodu SPECrate®2017_fp_base min. 249bodd

licenénich nakladd na pokryti téchto jader licencemi

software, které bude kupujici na serverech provozovat.
RAM Min. 32 slotd pro DDR5 RDIMM

Min. 512GB RAM ECC, min. 4800 MT/s
Pocet pamétovych modull a rozmisténi musi byt zvoleno
pro optimalni vykon s CPU.

Server obsahuje 32 DDR5 DIMM slots, server
je osazen 8 moduly 64GB RDIMM, 4800MT/s
Dual Rank

Poweredge-r660.pdf
Poweredge-r660-technical-guide.pdf




Boot Drive Musi byt zajistén dvojici HDD v RAID1 a kapacitou 960GB, | Server je osazen BOSS-N1 controller card +
. ied ¢ni disk with 2 M.2 960GB (RAID 1) hot-swap pfistupné
nesmi se jednat o rotacni disky. ze zadni strany serveru Poweredge-r660.pdf . .
Disky pro Boot OS musi byt hot-swap, pfistupné z pfedni Poweredge-r660-technical-guide. pdf
nebo zadni strany serveru.
Interface Min. 3x externi USB, z toho min. 1x USB 3.0 Server je osazen 3x USB konektory (2x USB

Dedikovany USB management port
Min. 2x VGA port (jeden z kazdé strany serveru)

2.0 a 1x USB 3.0) z toho jeden je na ¢elnim
panelu s podporou bootovani. Server ma
dedikovany USB management port - 1x iDRAC
Direct (Micro-AB USB) port. Server ma VGA

z predni a zadni strany serveru.

Poweredge-r660.pdf
Poweredge-r660-technical-guide.pdf

Napajeci zdroje

2x napajeci zdroj min. 600 W, redundance, min. Platinum
specifikace dle 80 PLUS
https://cs.wikipedia.org/wiki/80_Plus

Dual, Fully Redundant(1+1), Hot-Plug Power
Supply,1100W MM(100-240Vac) Titanium

Poweredge-r660.pdf
Poweredge-r660-technical-guide.pdf

Rozsitujici sloty

Min. 3ks PCl-e sloty x16 Gen4

Server je osazen Riser 3x16 LP Slots (Gen4)

Poweredge-r660.pdf
Poweredge-r660-technical-guide.pdf

Sitové porty

Min. 2x LAN 10/25GbE SFP28 s moznosti budouci
vymeény napf. za 100GbE — typ OCP, véetné SFP+ modulli

Server je osazen Broadcom 57414 Dual Port
10/25GbE SFP28, OCP NIC 3.0. Kartu je mozné
vyménit za model s rychlosti 100GbE

Poweredge-r660.pdf
Poweredge-r660-technical-guide.pdf

Kompatibilita Microsoft Windows Server® Microsoft Windows Server with Hyper-V
Red Hat® Enterprise Linux Red Hat Enterprise Linux Poweredge-r660.pdf
A . SUSE Linux Enterprise Server . .
SUSE® Linux Enterprlse Server VMware ESXi Poweredge-r660-technical-guide.pdf
VMware® ESXi Canonical Ubuntu Server LTS
HBA Min 1x dVOUpOFtOVé HBA SAS 12Gb karta kompatibilm’ S Server je osazen HBA355e Adapter FH & LP, Poweredge-r660.pdf

nabizenym diskovym polem

DIB, ktera je kompatibilni s nabizenym
diskovym polem

Poweredge-r660-technical-guide.pdf

Management a
vzdalena sprava

Stavové informace na celnim panelu s vyraznou indikaci
nestandardnich a chybovych provoznich stavi Ci
parametrd (min. napdjeni, teplota, vada HDD). Aktivni
indikace standardniho provozniho stavu. V pfipadé
zavady zobrazuje jeji popis v textové formé.

Vzddlend sprava — dostupnost centralniho management
prostiedi serveru, nezavislého na spusténé virtualizaéni
platformé, ¢i spusténém operacnim systému, v¢.
monitoringu, chybovych hlaseni emailem, vzddleného a
lokalniho pfipojeni (KVM) prostfednictvim dedikovaného
LAN portu s podporou IPv4 a IPv6

Na c¢elnim panelu se nachazi LCD panel
zobrazujici poZzadované informace.

Server nabizi Integrovany fadic Integrated Dell
Remote Access Controller (iDrac) v edici
Enterprise, ktery disponuje poZzadovanymi
funkcemi v kombinaci s centralnim
managementem Dell OpenManage

Poweredge-r760xs-technical-guide.pdf
iDrac9-User-Guide.pdf
Dell-Openmanage.pdf




Vzddlend sprava musi disponovat vlastnim management
GUI, pfistupnym z béZznych www prohlizecd. GUI musi
byt Cisté v HTMLS a nesmi vyuZivat dodatecnych JAVA
nebo ACTIVE-X komponent. Musi umoznit vzdalenou
obrazovku s konzoli, moZnost vzdaleného pfipojeni ISO

virtudlni DVD a mozZnost vzdaleného ptipojeni USB disku.

Management serveru musi disponovat vlastnim
ulozistém pro firmware, ovladace a softwarové
komponenty. Komponenty mohou byt setfidény a
organizovany do instalacnich sad a mohou byt pouzity
pro obnovu ¢i preinstalaci vadného firmware.

Centrdlni management server(l musi disponovat
analytickou komponentou, kterd musi umoznit kontrolu
nastaveni bezpecnostnich pravidel serveru oproti
Sabloné bezpecnostnich zdsad (naptiklad kontrola sily
administratorskych hesel, platnosti certifikatu, zapnuti
TLS pro management konzoli serveru, vypnuti USB port0
a dalsi). Tyto Sablony musi byt nezavislé na modelu
serveru vyrobce.

Bezpecnost Z divodu bezpecnosti musi management serveru
umoznovat zakazani (a opétovné povoleni)
v o . . S bsahuje iD dici umozfiuijici
nepouzivanych USB portd, zména stavu USB portu musi erver obsanuje 1brac v edici umoznujial
X L ) zakdzani (a opétovné povoleni) nepouzivanych
byt moZzna bez nutnosti restartu serveru. USB port{, zména s.tavu USB portu musi byt iDrac9-security-configuration-guide.pdf
Server musi disponovat bezpecnostnim systémem mozna bez nutnosti restartu serveru. Poweredge-Secured Component
vy . p p vy Server disponuje Server Secured Component Verification.pdf
ovéreni komponent. Tento systém musi umoZriovat Verification
oVéfrit, Ze mezi vyrobou serveru a dorucenim k
zakaznikovi nebyla konfigurace komponent serveru
zménéna ani upravena.
Compliance Centrélni management serverd musi umoZfiovat ,server | Centralnimanagement Dell OpenManage

Ill

bare metal” deployment zaloZeny na Sablonach

serverd Dell OpenManage umozriuje ,server
bare metal” deployment zalozeny na

Dell-Openmanage.pdf




(pfeddefinovanych konfiguracich pravidel, jejichz
soucasti je kromé samotného OS i konfigurace BIOS,
RAID, LAN, MAC, WWN). Z bezpecénostnich divod musi
byt mozné naplanovat pravidelné provedeni porovnani
aktualniho stavu konfigurace serveru s aplikovanou
$ablonou automatizovanym zplsobem, s automatickym
zaslanim reportu o vysledku porovndni emailem. je-li
tato vlastnost licencovana, pozadujeme plnou licenci v
cené serveru.

Sablonach. Zaroven management umoznuje
pravidelné provedeni porovnani aktudiniho
stavu konfigurace serveru s aplikovanou
Sablonou automatizovanym zpUsobem, s
automatickym zaslanim reportu o vysledku
porovnani emailem.

Automatizace

Management serveru musi umoziovat integraci do
stavajici virtualiza¢ni platformy VMware vCenter serveru
s plnou podporou spravy a updatovani firmware serveru
z prostiedi vCenter serveru a s podporou vSphere
Lifecycle Manager.

Soucdasti feseni je i licence
OpenManage Enterprise Advanced Plus

Dell-Openmanage.pdf

Zaruka a technicka
podpora vyrobce

Zaruka a zaruéni servis min. 60 mésic(

Dostupnost podpory 24 hodin denné, 365 dni v roce
Reakéni doba do konce nasledujiciho pracovniho dne od
nahlaseni na linku podpory.

Servis je poskytovan pfimo vyrobcem hardware.

Oprava v misté instalace hardware.

MozZnost automatického generovani servisniho incidentu
ptimo u vyrobce hardware (server musi byt schopen
automatizovaného predavani zavad a otevirdni servisnich
pozadavku na helpdesk vyrobce).

Podpora musi zahrnovat i narok na aktualizace software
a firmware pro komponenty serveru. Podpora
prostfednictvim Internetu musi umoziovat ovéreni typu
a délky zaruky a stahovani aktualnich ovladacd,
firmware, software a manuall z internetu adresné pro
konkrétni zadané sériové Cislo zafizeni bez nutnosti
vytvoreni uzivatelského Uctu pro danou cinnost.

Zéaruka 60 mésicu, oprava druhy pracovni den
v misté instalace, narok na podporu vyrobce a
nové verze software a firmware. Zafizeni
umoznuje automatického generovani
servisniho incidentu pfimo u vyrobce
hardware (zafizeni je schopno
automatizovaného predavani zavad a
otevirani servisnich pozadavku na helpdesk
vyrobce), diky zaruce ProSupport, dostupnost
podpory je 24 hodin denné, 365 dni v roce.
Reak¢ni doba do konce nasledujiciho
pracovniho dne od nahlaseni na linku
podpory. Servis je poskytovan pfimo
vyrobcem hardware.

Oprava v misté instalace hardware.
Prostfednictvim Internetu je mozné ovéreni
typu a délky zaruky a stahovani aktualnich
ovladacq, firmware, software a manudll z
internetu adresné pro konkrétni zadané
sériové Cislo zafizeni bez nutnosti vytvoreni
uZivatelského uctu pro danou cinnost.

Soucasti cenové nabidky
https://www.dell.com/support/home/en-us
Poweredge-r760xs.pdf
Poweredge-r760xs-technical-guide.pdf Dell-
SupportAssist.PDF
Dell-prosupport-brochure.PDF



https://www.dell.com/support/home/en-us

Parametr

Minimalni pozadavky

Zpusob naplnéni tohoto
povinného parametru

Odkaz na priloZzenou c¢ast
nabidky, kde je moZné ovéfrit
napinéni parametru

Provedeni

do racku

ATEN napdjeci jednotka 8xIEC320 C13+
1xC14, overlIP v provedeni do racku

ATEN-pe5108G.pdf

Kapacita vystupniho
vykonu

max. 10A zatiZzeni, 2300VA

max. 10A zatizeni, 2300VA

ATEN-pe5108G.pdf

Vystupni zasuvky min. 8x zasuvka pro pfipojeni zafizeni (7x IEC320 C13 pro | 8xzésuvka ngﬁpoie""zaﬁ'ze""(7x IEC320
v Lsw ve . C13 pro spotrebice + 1x IEC320 C14 pro .
spotrebice + 1x IEC320 C14 pro pripojeni) ofipojeni) + 1x zastrcka IEC C14 10A pro ATEN-pe5108G.pdf
pfipojeni zafizeni do sité 230V
Vlastnosti moznost pripojeni senzor( teploty a vlihkosti (nejsou
soucasti dodavk Zafizeni umoznuje pripojeni senzord teploty a
R Y) ; ~ o vlhkosti (nejsou soucasti dodavky). Ovladani
ovladani pres internetovy prOhllzeC zafizeni je pres internetovy prohlizec,
na prednim panelu LED diody signalizujici stav zarizeni na pfednim panelu ma LED diody signalizujici
stav zafizeni a LCD panel. Management
LCOpanel = | obsahuie
centralizovana |ntEI|gentn| sprava prIpOJQnYCh zarizeni centralizovanou inteligentni spravu ATEN-pe5108G. pdf
méreni banku (vSech zasuvek dohromady) v redlném pripojenych zafizeni,
v &ti (V du (A Feni (W ¥eb méreni banku (vSech zdsuvek dohromady) v
Case napéti (V), proudu (A) a zatizeni (W), spotfeby redlném Case napéti (V), proudu (A) a zatizeni
(kwh) (W), spotFeby (kwh)
podpora bezpeéného vypnuti zafizeni podpora bezpecného vypnuti zafizeni
podpora V3 SNMP software a eco Sensors
podpora V3 SNMP software a eco Sensors software pro software pro vytvafeni reportd
vytvareni report(
Podpora Podpora 10/100Mbit Ethernet Interface Podpora 10/100Mbit Ethernet Interface
Podpora TCP/IP, UDP, HTTP, HTTPS, SSL, DHCP, SMTP, Podpora TCP/IP, UDP, HTTP, HTTPS, SSL,
NTP, DNS, Auto Sense, Ping, SNMP V1,V2&V3 DHCP, SMTP, NTP, DNS, Auto Sense, Ping,
. SNMP V1,V28&V3
P.odpora 2—Ifavel account/password security, IP/MAC Podpora 2-level account/password security, ATEN-pe5108G.pdf
filter, 128 bit SSL, RADIUS IP/MAC filter, 128 bit SSL, RADIUS
Podpora eco Sensors, Browser (IE, Firefox, Chrome, Podpora eco Sensors, Browser (IE, Firefox,
. Chrome, Safari)
Safari)
Zaruka Min 2 roky na zatizeni Zaruka 24 més. zaruka poskytovand

vyrobcem

Soucasti nabidkové ceny




Datoveé ulozisté s prislusenstvim

Parametr

Minimalni pozadavky

Zpusob naplnéni tohoto
povinného parametru

Odkaz na priloZzenou ¢ast
nabidky, kde je moZné ovéfrit
napinéni parametru

Provedeni

Umistitelné do racku, véetné montazniho materialu

Dell PowerVault ME5024 2U vcetné
montazniho kitu do racku

Dell-Powervault-MES5.pdf

Parametry radicl
pole

2x hot-swap radic, alespori Dual-Active architektura s
moznosti rozkladat zatéZz mezi fadici

Kazdy radi¢ osazen alespon 16GB paméti (celkem 32GB
pameéti)

12Ghit/s SAS pripojeni disk(l (Backend konektivita) na
kazdém radici

Celkem 8x 12Gb SAS ports (4x na kazdy radic)

2x dedikovany 1000baseT management port, vidy jeden
na radici

Diskové pole Dell PowerVault ME5024 je
osazené dual-active kontroléry s moZnosti
rozkladat zatéZ mezi radici a backend
konektivitou 12 Gb SAS. Kazdy fadic je
osazen celkem 24GB paméti (celkem tedy
48GB). Celkem je k dispozici 8 12Gb SAS
portl (4+) a 2x dedikovand management
1Gbe

Dell-Powervault-MES.pdf

Rozsititelnost pole

Rozsifitelnost

- pole v dodané konfiguraci musi byt za provozu
rozsititelné pomoci expanznich polic na nejméné 270 hot-
plug disk( SFF/LFF

- moZnost kombinovat SSD, rotacni SAS i rotacni NL_SAS
disky bez omezeni

- SSD disky musi byt konfigurovatelné jako datové nebo
také v rezimu minimalné read akceleratoru (cache)

Rozsititelnost diskové pole je az 276 hot-
plug diskt SFF/LFF.

Diskové pole umoznuje libovolnou
kombinaci jak SSD, rotacnich SAS, tak NLSAS
diska.

Diskové pole ma zalicencovanou funkci
Auto-tiering

Dell-Powervault-MES5.pdf

Konstrukce

Max. 2U - v rdmci 2U musi byt k dispozici zakladni jednotka
pole (2x fadic¢e a napdjeni) a zakladni osazeni disky

Min. 24x 2,5" hot-plug diskovych pozic v rdmci zakladni
jednotky

Redundantni napajeni dimenzované pro plny pocet diskl a
fadice (zakladni jednotka)

Diskové pole ME5024 je 2U zafizeni (2x
fadice a napdjeni) a zakladni osazeni disky
24x 2,5" hot-plug diskovych pozic, véetné
montazniho kitu do racku.

Diskové pole ma redundantni napajeni i pro
plny pocet diska.

Dell-Powervault-MES5.pdf




Rackmount, véetné montazniho kitu do standardniho 19"
racku.

Pocet a typ diskU

Osazeni hot-plug disky v poptavané konfiguraci min.

6x 3,84TB SSD SAS 12Gbit/s 1DWPD, Hot Plug

6x 2,4TB SAS 10K

Poptavanou konfiguraci musi byt mozné kdykoli rozsifit o
dalsi disky SSD, SAS i NL_SAS (pfipousti se doplnénim
pfislusnych expanznich jednotek)

Osazeni hot-plug HDD 6x 3.84TB SSD SAS
Read Intensive up to 24Gbps 512e 2.5in
Hot-Plug a 6x 2.4TB 10K RPM SAS 12Gbps
512e 2.5in Hot-plug Hard Drive. Konfiguraci
je mozné dopliovat o dalsi disky ¢i expanzni
police.

Dell-Powervault-MES5.pdf

Podpora RAID

Typy RAID:

-JBOD

-RAIDO,1,5,6,10

- distribuovany RAID

- MozZnost pouZit vice typl RAID v ramci jednoho pole.

JBOD, RAID 1, 5, 6, 10, nebo ADAPT RAID,

v ramci pole je mozné poufzit vice typd RAID.

Dell-Powervault-MES5.pdf

Funkcionalita

Software funkcionalita (licence bez omezeni na pocet
server( nebo kapacitu pole)

- thin provisioning

- distribuovany RAID a hotsparing

- standardni RAID skupiny a dedikované hotspare disky
- automaticky tiering (SSD, SAS a NL_SAS tier)

- SSD cache

- klony a snapshoty (1024 ks)

- vzdalené zrcadleni mezi dvéma nebo vice poli (alespon
asynchronni)

- Ulozisté musi podporovat spravu pomoci GUI z
webovského prohlize¢e HTMLS5, CLI pomoci SSH

- podpora SNMP v3

- podpora notifikaci pomoci emailu, SNMP trap, na
vzdaleny syslog server

- soucasti managementu UlozZisté musi byt vestavéna
funkcionalita call-home (uloZisté musi byt schopno
automatizovaného predavani zavad a otevirani servisnich
pozadavku na helpdesk vyrobce)

Diskové pole obsahuje licenci bez omezeni
na pocet serverli nebo kapacitu pole pro:

- thin provisioning

- distribuovany RAID a hotsparing

- standardni RAID skupiny a dedikované
hotspare disky

- automaticky tiering (SSD, SAS a NLSAS tier)
- SSD cache

- klony a snapshoty (1024 ks)

- vzdalené zrcadleni mezi dvéma nebo vice
poli (alespori asynchronni)

Diskové pole se menezuje pomoci HTML5,
pfipadné CLI pomoci SSH. Diskové pole
podporuje SNMP v3, notifikaci pomoci
emailu, SNMP trap, na vzdaleny syslog
server. Soucasti managementu je fce call-
home ulozisté je schopno
automatizovaného predavani zavad a
otevirani servisnich pozadavku na helpdesk
vyrobce

Dell-Powervault-MES.pdf
Dell-Powervault-ME5-Administrators-
guide.pdf

Kompatibilita

Nabizend technologie diskového pole musi byt

Podpora:
- RedHat Linux 9.2, 8.8, 8.2 and 7.8

Dell-Powervault-MES5.pdf




kompatibilni min. s:

- RedHat Linux 8.2

- SuSe Linux 15.2

- MS Windows 2022, 2019, 2016
-VMware ESX 7.0, 8.0

- SuSe Linux 15.2 and 12.5

- MS Windows 2022, 2019, 2016
-VMware ESX 7.0,8.0a 6.7

- Citrix XenServer 8.x and 7.x

Zaruka a zarucni
servis

Zaruka a zarucni servis min. 60 mésicu

Dostupnost podpory 24 hodin denné, 365 dni v roce.
Reakéni doba do konce nasledujiciho pracovniho dne od
nahlaseni na linku podpory.

Servis je poskytovan pfimo vyrobcem hardware.

Oprava v misté instalace hardware.

MozZnost automatického generovani servisniho incidentu
pfimo u vyrobce hardware (UloZisté musi byt schopno
automatizovaného preddvani zavad a otevirdni servisnich
poZadavku na helpdesk vyrobce).

Podpora musi zahrnovat i narok na aktualizace software a
firmware pro komponenty ulozisté.

Podpora prostfednictvim Internetu musi umoznovat
ovéreni typu a délky zaruky a stahovani aktudlnich
ovladacq, firmware, software a manualll z internetu
adresné pro konkrétni zadané sériové Cislo zatizeni bez
nutnosti vytvoreni uZivatelského Gétu pro danou €innost.
VSechny SSD disky jsou predmétem zarucnich podminek
bez jakychkoli omezeni z pohledu Zivotnosti, intenzity
vyuziti, mnoZzstvi zapisu a pfipadné jinych neuvedenych
omezeni.

Zaruka Dell PoSupport 60 mésica,
dostupnost podpory 24 hodin denné, 365
dni v roce, NBD. Servis je poskytovan pfimo
vyrobcem HW, oprava v misté instalace.
Zafizeni umoznuje automatického
generovani servisniho incidentu pfimo u
vyrobce hardware (zafizeni je schopno
automatizovaného predavani zavad a
otevirani servisnich pozadavku na helpdesk
vyrobce).Zaruka zahrnuje i narok na
aktualizace software a firmware pro
komponenty ulozZisté.

Prostfednictvim Internetu je mozné ovéreni
typu a délky zaruky a stahovani aktudlnich
ovladacq, firmware, software a manuald z
internetu adresné pro konkrétni zadané
sériové Cislo zafizeni bez nutnosti vytvoreni
uzivatelského uctu pro danou cinnost.
Vsechny SSD disky jsou predmétem
zarucnich podminek bez jakychkoli omezeni
z pohledu Zivotnosti, intenzity vyu?Ziti,
mnoZstvi zapist a pfipadné jinych
neuvedenych omezeni.

Soucasti cenové nabidky
https://www.dell.com/support/home/en-us
Dell-Powervault-MES.pdf
Dell-SupportAssist.PDF
Dell-prosupport-brochure.PDF

UPS

Parametr

Minimalni pozadavky

Zpusob naplnéni tohoto
povinného parametru

Odkaz na priloZzenou cast

7

nabidky, kde je mozné



https://www.dell.com/support/home/en-us

ovérit naplnéni parametru

Provedeni

do racku, véetné montdaznich lizin

Eaton 9PX 3000i Rack2U, véetné
montazniho kitu do racku.

Eaton-9px-3000.pdf

Kapacita vystupniho
vykonu

Min. 2700 W / 3000 VA

Provedeni 3000 VA/2700W

Eaton-9px-3000.pdf

Vystupni napéti

230V

Vystupni napéti je 230V

Eaton-9px-3000.pdf

Vystupni zdsuvky

Min 8x IEC 320 C13
Min. 2x IEC 320 C19

Vystupni pripojky:
-(8) IEC-320-C13
-(2) IEC-320-C19

Eaton-9px-3000.pdf

Sitova karta

pro vzdalené monitorovani a fizeni UPS. Podpora SNMP
v3, HTTPS
Podpora IPv4 a IPv6

Eaton Komunikaéni karta M3 - Gigabit
Network Card s podporou protokolt
HTTPS1.1, MQTTS, TLS1.2, SNMPv1, SNMP
v3, NTP, SMTPS, BOOTP/DHCP,

CLI, SSH, ARP and Syslog a IPv4/v6, TLSv1.2,
HTTP(S)v1.1, NTP, SMTP(S), BOOTP/DHCP,
SSH, SysLog(S),

LDAP, AD, RADIUS

Eaton-Gigabit-Management-Card.pdf

Stavové diody

min. indikujici stavy: Napdjen ze sité, napajen z baterie,
nutno vyménit baterie, pretizeni UPS

Na prednim panelu jsou stavové diody
indikujici stavy: Napdjen ze sité, napdjen z
baterie, nutno vyménit baterie, pretizeni
UPS atd.

Eaton-9px-3000.pdf

pro 9PX 72V RT3U

LCD display zobrazujici min. kapacitu baterie, G¢innost, zatizeni UPS, Na pfednim panelu je graficky LCD
v . v ;. , zobrazujici min. kapacitu baterie, G¢innost,
spotfebu energie. Moznost nastaveni zakladnich zatizeni UPS, spotfebu energie. Moznost
parametr( UPS véetné konfigurace vystupnich zasuvek a nastaveni zakladnich parametrd UPS véetng | Caton-9px-3000.pdf
nastaveni ZVUkOVV'Ch upozorném’ konfigurace vystupnich zasuvek a nastaveni
zvukovych upozornéni
Battery Pack Véetné jednoho battery packu Konfigurace je véetné Eaton Externi baterie Eaton-BatteryPack.pdf

Rozsifitelnost

MozZnost pfipojeni dalSiho externiho battery packu (neni
soucasti dodavky)

Az 4 EBM

Eaton-9px-3000.pdf

Ucinnost

98%

Uginnost 98%

Eaton-9px-3000.pdf

Zaruka UPS

Min 5 let na zafizeni i na baterie.
U baterii akceptujeme zaruku vztahujici se pouze na
zavady, nikoliv na sniZzenou dobu zalohy.

Zaruka na 5 let na zafizeni i na baterie.

Soucasti nabidkové ceny

Licence

‘ Parametr

Minimalni pozadavky

Zpusob naplnéni tohoto




povinného parametru

Operaéni systémy
server(

Windows Server v edici umoznujici neomezeny béh
virtualnich server( na stavajici virtualizaci VMware
pro vSechny nabizené servery (hypervisory)
pokryvajici nabizené CPU

2x (1x pro kazdy fyzicky server)
9EA-01290 - Microsoft® Win Server
Datacenter Core 2022 Single
Language 16 Licenses — licen¢ni
program Microsoft Select Plus GOV

PFistupové licence na
operacni systém
serverll

250ks pristupovych licenci vazanych na uzivatele

250x R18-06495 - Microsoft® Win
Server CAL 2022 Single Language
User CAL — licencni program
Microsoft Select Plus GOV
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Chapter 1

About this document

This document describes features of the AOS-CX network operating system. It is intended for administrators
responsible for installing, configuring, and managing Aruba switches on a network.

Applicable products

This document applies to the following products:

m Aruba 6200 Switch Series (JL724A, JL725A, JL726A, JL727A, JL728A)

Latest version available online

Updates to this document can occur after initial publication. For the latest versions of product
documentation, see the links provided in Support and Other Resources.

Command syntax notation conventions

Convention Usage

example-text Identifies commands and their options and operands, code examples,
filenames, pathnames, and output displayed in a command window. Items that
appear like the example text in the previous column are to be entered exactly
as shown and are required unless enclosed in brackets ([ 1).

example-text In code and screen examples, indicates text entered by a user.
Any of the following: Identifies a placeholder—such as a parameter or a variable—that you must
m <example-text> substitute with an actual value in a command or in code:

< le-text> T . .
exampemhex m Foroutput formats where italic text cannot be displayed, variables are

enclosed in angle brackets (< >). Substitute the text—including the
enclosing angle brackets—with an actual value.

B example-text

= example-text

m Foroutput formats where italic text can be displayed, variables might
or might not be enclosed in angle brackets. Substitute the text
including the enclosing angle brackets, if any, with an actual value.

Vertical bar. A logical OR that separates multiple items from which you can
choose only one.

Any spaces that are on either side of the vertical bar are included for
readability and are not a required part of the command syntax.

{1} Braces. Indicates that at least one of the enclosed items is required.

[ ] Brackets. Indicates that the enclosed item or items are optional.
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Convention Usage

..or Ellipsis:

m Incode and screen examples, a vertical or horizontal ellipsis indicates an
omission of information.

m Insyntax using brackets and braces, an ellipsis indicates items that can be
repeated. When an item followed by ellipses is enclosed in brackets, zero
or more items can be specified.

Examples in this document are representative and might not match your particular switch or environment.

The slot and port numbers in this document are for illustration only and might be unavailable on your
switch.

Understanding the CLI prompts

When illustrating the prompts in the command line interface (CLI), this document uses the generic term

switch, instead of the host name of the switch. For example:
switch>

The CLI prompt indicates the current command context. For example:
switch>

Indicates the operator command context.
switch#

Indicates the manager command context.
switch (CONTEXT-NAME)#

Indicates the configuration context for a feature. For example:
switch (config-if) #

Identifies the interface context.

Variable information in CLI prompts

In certain configuration contexts, the prompt may include variable information. For example, when in the
VLAN configuration context, a VLAN number appears in the prompt:
switch (config-vlan-100) #

When referring to this context, this document uses the syntax:
switch (config-vlan-<VLAN-ID>) #

Where <vzan-1D>is a variable representing the VLAN number.

Physical ports on the switch and their corresponding logical software interfaces are identified using the
format:
member/slot/port

On the 6200 Switch Series

» member: Member number of the switch in a Virtual Switching Framework (VSF) stack. Range: 1 to 8. The
primary switch is always member 1. If the switch is not a member of a VSF stack, then memberis 1.
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= s/ot: Always 1. This is not a modular switch, so there are no slots.
= port: Physical number of a port on the switch.

For example, the logical interface 1/1/4 in software is associated with physical port 4 in slot 1 on member 1.
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Chapter 2
About AOS-CX

AOS-CX is a new, modern, fully programmable operating system built using a database-centric design that
ensures higher availability and dynamic software process changes for reduced downtime. In addition to
robust hardware reliability, the AOS-CX operating system includes additional software elements not available
with traditional systems, including:

m Automated visibility to help IT organizations scale: The Aruba Network Analytics Engine allows IT to
monitor and troubleshoot network, system, application, and security-related issues easily through simple
scripts. This engine comes with a built-in time series database that enables customers and developers to
create software modules that allow historical troubleshooting, as well as analysis of historical trends to
predict and avoid future problems due to scale, security, and performance bottlenecks.

= Programmability simplified: A switch that is running the AOS-CX operating system is fully programmable
with a built-in Python interpreter as well as REST-based APIs, allowing easy integration with other devices
both on premise and in the cloud. This programmability accelerates IT organization understanding of and
response to network issues. The database holds all aspects of the configuration, statistics, and status
information in a highly structured and fully defined form.

m Faster resolution with network insights: With legacy switches, IT organizations must troubleshoot
problems after the fact, using traditional tools like CLI and SNMP, augmented by separate, expensive
monitoring, analytics, and troubleshooting solutions. These capabilities are built in to the AOS-CX
operating system and are extensible.

m High availability: For switches that support active and standby management modules, the AOS-CX
database can synchronize data between active and standby modules and maintain current configuration
and state information during a failover to the standby management module.

m Ease of roll-back to previous configurations: The built-in database acts as a network record, enabling
support for multiple configuration checkpoints and the ability to roll back to a previous configuration
checkpoint.

The AOS-CX operating system is a modular, database-centric operating system. Every aspect of the switch
configuration and state information is modeled in the AOS-CX switch configuration and state database,
including the following:

m Configuration information
m Status of all features
m Statistics

The AOS-CX operating system also includes a time series database, which acts as a built-in network record.
The time series database makes the data seamlessly available to Aruba Network Analytics Engine agents that
use rules that evaluate network conditions over time. Time-series data about the resources monitored by
agents are automatically collected and presented in graphs in the switch Web Ul.
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The Aruba Network Analytics Engine is a first-of-its-kind built-in framework for network assurance and
remediation. Combining the full automation and deep visibility capabilities of the AOS-CX operating system,
this unique framework enables monitoring, collecting network data, evaluating conditions, and taking
corrective actions through simple scripting agents.

This engine is integrated with the AOS-CX system configuration and time series databases, enabling you to
examine historical trends and predict future problems due to scale, security, and performance bottlenecks.
With that information, you can create software modules that automatically detect such issues and take
appropriate actions.

With the faster network insights and automation provided by the Aruba Network Analytics Engine, you can
reduce the time spent on manual tasks and address current and future demands driven by Mobility and loT.

The AOS-CX CLlI is an industry standard text-based command-line interface with hierarchical structure
designed to reduce training time and increase productivity in multivendor installations.

The CLI gives you access to the full set of commands for the switch while providing the same password
protection that is used in the Web Ul. You can use the CLI to configure, manage, and monitor devices
running the AOS-CX operating system.

The Aruba CX mobile app enables you to use a mobile device to configure or access a supported ArubaOS-
CX switch. You can connect to the switch through Bluetooth or Wi-Fi.

You can use this application to do the following:

Connect to the switch for the first time and configure basic operational settings—all without requiring
you to connect a terminal emulator to the console port.

View and change the configuration of individual switch features or settings.
Manage the running configuration and startup configuration of the switch, including the following:
o Transferring files between the switch and your mobile device

o Sharing configuration files from your mobile device

o Copying the running configuration to the startup configuration
Access the switch CLI.

For more information about the Aruba CX mobile app, see:
www.arubanetworks.com/products/networking/switches/cx-mobileapp.

Aruba NetEdit enables the automation of multidevice configuration change workflows without the
overhead of programming,.

The key capabilities of NetEdit include the following:

Intelligent configuration with validation for consistency and compliance
Time savings by simultaneously viewing and editing multiple configurations
Customized validation tests for corporate compliance and network design

Automated large-scale configuration deployment without programming
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» Ability to track changes to hardware, software, and configurations (whether made through NetEdit or
directly on the switch) with automated versioning

For more information about Aruba NetEdit, search for NetEdit at the following website;
www. hpe.com/support/hpesc

Ansible is an open-source IT automation platform.

Aruba publishes a set of Ansible configuration management modules designed for switches running AOS-CX
software. The modules are available from the following places:

m The arubanetworks.aoscx_role rolein the Ansible Galaxy at:
https://galaxy.ansible.com/arubanetworks/aoscx_role

m Theaoscx-ansible-role at the following GitHub repository: https://github.com/aruba/aoscx-ansible-
role

The Web Ul gives you quick and easy visibility into what is happening on your switch, providing faster
problem detection, diagnosis, and resolution. The Web Ul provides dashboards and views to monitor the
status of the switch, including easy to read indicators for: power supply, temperature, fans, CPU use,
memory use, log entries, system information, firmware, interfaces, VLANs, and LAGs. In addition, you use
the Web Ul to access the Network Analytics Engine, run certain diagnostics, and modify some aspects of the
switch configuration.

Switches running the AOS-CX software are fully programmable with a REST (REpresentational State Transfer)
API, allowing easy integration with other devices both on premises and in the cloud. This programmability—
combined with the Aruba Network Analytics Engine—accelerates network administrator understanding of
and response to network issues.

The AOS-CX REST API enables programmatic access to the AOS-CX configuration and state database at the
heart of the switch. By using a structured model, changes to the content and formatting of the CLI output
do not affect the programs you write. And because the configuration is stored in a structured database
instead of a text file, rolling back changes is easier than ever, thus dramatically reducing a risk of downtime
and performance issues.

The AOS-CX REST APl is a web service that performs operations on switch resources using HTTPS posT, GET,
puUT, and DELETE methods.

A switch resource is indicated by its Uniform Resource Identifier (URI). A URI can be made up of several
components, including the host name or IP address, port number, the path, and an optional query string.
The AOS-CX operating system includes the AOS-CX REST API Reference, which is a web interface based on
the Swagger Ul. The AOS-CX REST API Reference provides the reference documentation for the REST API,
including resources URIs, models, methods, and errors. The AOS-CX REST API Reference shows most of the
supported read and write methods for all switch resources.

Management communications with a managed switch can be either of the following:
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In band

In-band management communications occur through ports on the line modules of the switch, using
common communications protocols such as SSH and SNMP.

When you use an in-band management connection, management traffic from that connection uses the
same network infrastructure as user data. User data uses the data plane, which is responsible for
moving data from source to destination. Management traffic that uses the data plane is more likely to be
affected by traffic congestion and other issues affecting the user network.

Out of band

OOBM (out-of-band management) communications occur through a dedicated serial or USB console
port or though a dedicated networked management port.

OOBM operates on a management plane that is separate from the data plane used by data traffic on
the switch and by in-band management traffic. That separation means that OOBM can continue to
function even during periods of traffic congestion, equipment malfunction, or attacks on the network. In
addition, it can provide improved switch security: a properly configured switch can limit management
access to the management port only, preventing malicious attempts to gain access through the data
ports.

Networked OOBM typically occurs on a management network that connects multiple switches. It has the
added advantage that it can be done from a central location and does not require an individual physical
cable from the management station to the console port of each switch.

The AOS-CX operating system provides SNMP read access to the switch. SNMP support includes support of
industry-standard MIB (Management Information Base) plus private extensions, including SNMP events,
alarms, history, statistics groups, and a private alarm extension group. SNMP access is disabled by default.

To view or change configuration settings on the switch, users must log in with a valid account.
Authentication of user accounts can be performed locally on the switch, or by using the services of an
external TACACS+ or RADIUS server.

Two types of user accounts are supported:

= Operators: Operators can view configuration settings, but cannot change them. No operator accounts
are created by default.

m Administrators: Administrators can view and change configuration settings. A default locally stored
administrator account is created with username set to admin and no password. You set the
administrator account password as part of the initial configuration procedure for the switch.
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Chapter 3

Initial Configuration

Perform the initial configuration of a factory default switch using one of the following methods:

m Load a switch configuration using zero-touch provisioning (ZTP). When ZTP is used, the configuration is
loaded from a server automatically when the switch booted from the factory default configuration.

m Connect to the switch wirelessly with a mobile device through Bluetooth, and use the Aruba CX Mobile
App to deploy an initial configuration from a provided template. The template you choose during the
deployment process determines how the management interface is configured. Optionally, as the final
deployment step, you can select to import the switch into NetEdit through a WiFl connection to the
NetEdit server.

Alternatively, you can use the Aruba CX Mobile App to manually configure switch settings and features for a
subset of the features you can configure using the CLI. You can also access the CLI through the mobile
application.

m Connect the management port on the switch to your network, and then use SSH client software to reach
the switch from a computer connected to the same network. This requires that a DHCP server is installed
on the network. Configure switch settings and features by executing CLI commands.

m Connect a computer running terminal emulation software to the console port on the switch. Configure
switch settings and features by executing CLI commands.

Zero Touch Provisioning (ZTP) configures a switch automatically from a remote server.

Prerequisites

m The switch must be in the factory default configuration.
Do not change the configuration of the switch from its factory default configuration in any way, including by
setting the administrator password.

m Your network administrator or installation site coordinator must provide a Category 6 (Cat6) cable
connected to the network that provides access to the servers used for Zero Touch Provisioning (ZTP)
operations.

Procedure

1. Connect the network to a data port.

See the Installation Guide for switch to determine the location of the switch ports.
2. If the switch is powered on, power off the switch.

3. Power on the switch. During the ZTP operation, the switch might reboot if a new firmware image is
being installed. ZTP goes to "Failed" state if the switch receives DHCP IP for vlan1 and does not
receive any ZTP options within 60 seconds.
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This procedure describes how to use your mobile device to connect to the Bluetooth interface of the switch
to connect to the switch for the first time so that you can configure basic operational settings using the
Aruba CX mobile app.

Prerequisites

= You have obtained the USB Bluetooth adapter that was shipped with the switch. Information about the
make and model of the supported adapter is included in the information about the Aruba CX mobile app
in the Apple Store or Google Play.

m The Aruba CX mobile app must be installed on your mobile device.

m Bluetooth must be enabled on your mobile device.

m Your mobile device must be within the communication range of the Bluetooth adapter.

m If you are planning to import the switch into NetEdit, your mobile device must be able to use a Wi-Fi
connection—not Bluetooth—to access the NetEdit server.

If your mobile device does not support simultaneous Bluetooth and Wi-Fi connections, you must use the
NetEdit interface to import the switch at a later time. You can use the Devices tab to display the IP address
of the switches you configured using your mobile device.

m The switch must be installed and powered on, with the network operating system boot sequence
complete.
For information about installing and powering on the switch, see the Installation Guide for the switch.

Because you are using this mobile application to configure the switch through the Bluetooth interface, it is
not necessary to connect a console to the switch.

m Bluetooth and USB must be enabled on the switch. On switches shipped from the factory, Bluetooth
and USB are enabled by default.

Procedure

1. Install the USB Bluetooth adapter in the USB port of the switch.

For switches that have multiple management modules, you must install the USB Bluetooth adapter
in the USB port of the active management module. Typically, the active management module is the
modulein slot 5.

Switches shipped from the factory have both USB and Bluetooth enabled by default.

For information about the location of the USB port on the switch, see the Installation Guide for the
switch.

2. Usethe Bluetooth settings on your mobile device to pair and connect the switch to your mobile
device.

If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of
available devices. Switches running the AOS-CX operating system are displayed in the following
format:

Switch model - Serial number

For example: 8325-987654X1234567 OF 8320-AB12CDE123
A switch supports one active Bluetooth connection at a time.

On some Android devices, you might need to change the settings of the paired device to specify that
it be used for Internet access.

3. Open the Aruba CX mobile app on your mobile device.
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The application attempts to connect to the switch using the switch Bluetooth IP address and the
default switch login credentials. The Home screen of the application shows the status of the
connection to the switch:

» If the login attempt was successful, the Bluetooth icon is displayed and the status message shows
the Bluetooth IP address of the switch. In addition, the connection graphic is green. You can
continue to the next step.

m If the login attempt was not successful, but a response was received, the Bluetooth icon is
displayed, but the status message is: Login Required. You can continue to the next step. When
you tap one of the tiles, you will be prompted for login credentials.

» If the login attempt did not receive a response, the Bluetooth icon is not displayed, and the status
message iS: No Connection.

4. Create theinitial switch configuration:
= You can deploy an initial configuration to the switch. Through this process, you supply the
information required by a configuration template that you choose from a list of templates

provided by the application. Then you deploy the configuration to the switch and, optionally,
import the switch into NetEdit.

When you deploy a switch configuration, it becomes the running configuration, replacing the

entire existing configuration of the switch. All changes previously made to the factory default
O configuration are overwritten.

If you plan to both deploy a switch configuration and customize the configuration of switch

features, deploy the initial configuration first.

To deploy an initial switch configuration, tap: Initial Config and follow the instructions in the
application.

m Alternatively, you can complete the initial configuration of the switch by tapping Modify Config
and then selecting the features and settings to configure.

= You can also use the Modify Config feature to configure some switch features after the initial
configuration is complete. For more information about what you can configure using the Aruba CX
mobile app, see the online help for the application.

Troubleshooting Bluetooth connections

Bluetooth connection IP addresses

The Bluetooth connection uses IP addresses in the 192.168.99.0/24 subnet.
Switch

192.168.99.1
Mobile device

192.168.99.10

Bluetooth is connected but the switch is not reachable
Symptom

The mobile device settings indicate that the device is connected to the switch through Bluetooth. However,
the mobile application indicates that the switch is not reachable.

Solution 1

Cause
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The mobile device is paired with a different nearby switch.
Action

1. Verify the model number and serial number of the switch to which you are attempting to connect.

2. Usethe Bluetooth settings on your mobile device to pair and connect the switch to your mobile
device.

If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of
available devices. Switches running the AOS-CX operating system are displayed in the following

format:
Switch model-Serial number

For example: 8325-987654x1234567 OF 8320-AB12CDE123
A switch supports one active Bluetooth connection at a time.

On some Android devices, you might need to change the settings of the paired device to specify that
it be used for Internet access.

Solution 2

Cause

The mobile device is connected to a different network—such as through a Wi-Fi connection—that conflicts
with the subnet used for the switch Bluetooth connection.

Action
Disconnect the mobile device from the network that is using the conflicting subnet.

For example, use the mobile device settings to turn off or disable Wi-Fi. If you choose to disable Wi-Fi on the
mobile device, and you are not able to access cellular service, you will not be able to connect to the NetEdit
server to import the switch, but you can still deploy a switch configuration.

Bluetooth is not connected
Symptom
Your mobile device cannot establish a Bluetooth connection to the switch.

Solution 1

Cause
Bluetooth is not enabled on your mobile device.
Action

m Use your mobile device settings application to enable Bluetooth.
m Use the Bluetooth settings on your mobile device to pair and connect the switch to your mobile device.

If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of available

devices. Switches running the AOS-CX operating system are displayed in the following format:
Switch model-Serial number

For example: 8325-987654xX1234567 OF 8320-AB12CDE123
A switch supports one active Bluetooth connection at a time.

On some Android devices, you might need to change the settings of the paired device to specify that it be
used for Internet access.

Solution 2

Cause
Your mobile device is not within the broadcast range of the Bluetooth adapter.
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Action
Move closer to the switch.
Devices can communicate through Bluetooth when they are close, typically within a few feet of each other.

Solution 3

Cause
Your mobile device is not paired with the switch.
Action

1. Use your mobile device settings application to enable Bluetooth.
2. Usethe Bluetooth settings on your mobile device to pair and connect the switch to your mobile
device.

If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of
available devices. Switches running the AOS-CX operating system are displayed in the following

format:
Switch model-Serial number

For example: 8325-987654x1234567 OF 8320-AB12CDE123
A switch supports one active Bluetooth connection at a time.

3. Onsome Android devices, you might need to change the settings of the paired device to specify that
it be used for Internet access.

Solution 4

Cause
Bluetooth is not enabled on the switch.

New switches are shipped from the factory with the USB port and Bluetooth enabled. However, an installed
switch might have been configured to disable Bluetooth or disable the USB port, which the USB Bluetooth
adapter uses.

Action
Use a different CLI connection to enable Bluetooth on the switch.

m Usethe show bluetooth CLI command to show the Bluetooth configuration and the status of the
Bluetooth adapter.

= To enable the USB port, enter the CLI command: usb

m Aninserted USB drive must be mounted each time the switch boots or fails over to a different
management module. To mount the drive, enter the CLI command: usb mount

m To enable Bluetooth, enter the CLI command: bluetooth enable

Solution 5

Cause

Another mobile device has already connected to the switch through Bluetooth. This cause is likely if your
device is repeatedly disconnected within 1-2 seconds of establishing a connection.

Action

1. Use adifferent CLI connection to see if there is another device connected:

Use the show bluetooth CLI command to show the Bluetooth configuration and the status of the
Bluetooth adapter.
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2. Either disconnect the other device or use that device to communicate with the switch.

A switch can use Bluetooth to connect to one mobile device at a time.

Solution 6

Cause

The switch has been restarted since the mobile device was last paired with the switch, and the device is
having difficulty establishing the Bluetooth connection.

Action

1. Usethe Bluetooth mobile device settings to forget the switch device.

2. Useyour mobile device settings application to disable Bluetooth.
Use your mobile device settings application to enable Bluetooth.

If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of
available devices. Switches running the AOS-CX operating system are displayed in the following
format:

Switch model-Serial number

For example: 8325-987654x1234567 OF 8320-AB12CDE123
A switch supports one active Bluetooth connection at a time.

On some Android devices, you might need to change the settings of the paired device to specify that
it be used for Internet access.

Solution 7

Cause
The USB Bluetooth adapter is not installed in the switch.

If the switch has multiple management modules, the USB Bluetooth adapter might be installed in the
management module that is not the active management module.

Action
Install the USB Bluetooth adapter in the USB port of the switch.

For switches that have multiple management modules, you must install the USB Bluetooth adapter in the
USB port of the active management module. Typically, for new switches, the active management module is
the module in slot 5 (Aruba 8400 switches) or slot 1 (Aruba 6400 switches).

For information about the location of the USB port on the switch, see the Installation Guide for the switch.

Solution 8

Cause

A problem occurred with the Bluetooth feature on the switch. For example, the software daemon was
stopped and then restarted.

Action

1. Use a different connection to the switch CLI to disable and then enable Bluetooth.

switch (config)# bluetooth disable
switch (config)# bluetooth enable

2. Usethe Bluetooth mobile device settings to forget the switch device.
3. Useyour mobile device settings application to disable Bluetooth.
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4. Useyour mobile device settings application to enable Bluetooth.

5. Useyour mobile device settings application to enable Bluetooth.
If you are in range of multiple Bluetooth devices, more than one device is displayed on the list of
available devices. Switches running the AOS-CX operating system are displayed in the following

format:
Switch model-Serial number

For example: 8325-987654X1234567 Or 8320-AB12CDE123

A switch supports one active Bluetooth connection at a time.

On some Android devices, you might need to change the settings of the paired device to specify that
it be used for Internet access.

Solution 9

Cause

A switch that is member of a stack (but is not the master switch), has a USB Bluetooth adapter installed, but
mobile application has lost contact with that switch.

Action
Remove and then reinstall the USB Bluetooth adapter.
Do not remove the USB Bluetooth adapter from the master switch.

This procedure describes how to connect to the switch for the first time and configure basic operational
settings using the CLI. In this procedure, you use a computer to connect to the switch using the either the
console port or management port.

Procedure

1. Connect to the console port or the management port.
2. Loginto the switch for the first time.

3. Configure switch time using the NTP client.

Connecting to the console port

Prerequisites

= Aswitch installed as described in its hardware installation guide.
= A computer with terminal emulation software.

Procedure

1. Connect the USB-C port on the switch to the USB-C port on the computer using a USB-C cable.

2. Start the terminal emulation software on the computer and configure a new serial session with the
following settings:
m Speed: 115200 bps

m Databits: 8
= Stop bits: 1
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3.
4.

m Parity: None

= Flow control: None

Start the terminal emulation session.

Press Enter once. If the connection is successful, you are prompted to login.

Connecting to the management port

Prerequisites

m Two Ethernet cables
m SSH client software

Procedure

1.

5.

By default, the management interface is set to automatically obtain an IP address from a DHCP
server, and SSH support is enabled. If there is no DHCP server on your network, you must configure a
static address on the management interface:

a. Connect to the console port

b. Configure the management interface.

Use an Ethernet cable to connect the management port to your network.
Use an Ethernet cable to connect your computer to the same network.

Start your SSH client software and configure a new session using the address assigned to the
management interface. (If the management interface is set to operate as a DHCP client, retrieve the
IP address assigned to the management interface from your DHCP server.)

Start the session. If the connection is successful, you are prompted to log in.

Configure using DHCP or static IP

Users can use any data ports for in-band management purposes. IP DHCP is supported on interface VLAN 1 only.
All switch ports are part of access VLAN 1 by default. Static IP address and IP DHCP configuration can co-exist on
VLAN 1, however static addresses take precedence whenever configured.

DHCP Configuration

switch#: config

switch (config) #: vlan 1

Switch (config-vlan-1) #: description Management VLAN
Switch (config-vlan-1)#: end

Switch#

|

Switch (config) #: interface 1/1/1

Switch (config-if)#: description IN-BAND Management Port
Switch (config-if)#: wvlan access 1

Switch (config-if) #: no shutdown

Switch (config-if)#: end

Switch#

|

Switch (config) #: interface vlan 1

Switch (config-if-vlan)#: description IN-BAND Management Interface
Switch (config-if-vlan) #: ip dhcp

Switch (config-if-vlan)#: no shutdown

Switch (config-if-vlan)#: end
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Switch#
|

Without DHCP Configuration

switch#: config
switch (config)#: vlan 1

Switch(config-vlan-1)#: description Management VLAN
Switch (config-vlan-1)#: end

Switch#
|

Switch (config) #: interface 1/1/1
Switch(config-if) #: description IN-BAND Management Port

Switch (config-if) #: no shutdown

)

Switch (config-if) #: vlan access 1
)
)

Switch (config-if)#: end

Switch#
|

Switch (config) #: interface vlan 1

Switch (config-if-vlan) #:
Switch (config-if-vlan) #:

Switch (config-if-vlan
Switch (config-if-vlan
Switch#

)
Switch (config-if-vlan)
)
)

#
#:
#: end

description IN-BAND Management Interface
no ip dhcp

ip address 192.168.10.1/24

no shutdown

Logging into the switch for the first time

The first time you log in to the switch you must use the default administrator account. This account has no
password, so you will be prompted on login to define one to safeguard the switch.

Procedure

1. When prompted to log in, specify admin. When prompted for the password, press ENTER. (By
default, no password is defined.)

For example:

switch login: admin

password:

2. Define a password for the admin account. The password can contain up to 32 alphanumeric
characters in the range ASCII 32 to 127, which includes special characters such as asterisk (*),
ampersand (&), exclamation point (!), dash (-), underscore (_), and question mark (?).

For example:

Please configure the 'admin' user account password.

Enter new password:

kkkkkkk

Confirm new password: ****xxk*

switch#

3. You are placed into the manager command context, which is identified by the prompt: switch#,
where switch is the model number of the switch. Enter the command config to change to the global
configuration context config.
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For example:

switch# config
switch (config) #

Setting switch time using the NTP client

Pre

T

requisites

he IP address or domain name of an NTP server.

m |f the NTP server uses authentication, obtain the password required to communicate with the NTP
server.

Procedure

1.

If the NTP server requires authentication, define the authentication key for the NTP client with the
command ntp authentication.

2. Configure an NTP server with the command ntp server.
3. By default, NTP traffic is sent on the default VRF. If you want to send NTP traffic on the management
VRF, use the command ntp vrf.
4. Review your NTP configuration settings with the commands show ntp servers and show ntp
status.
5. Seethe current switch time, date, and time zone with the command show clock.
Example
This example creates the following configuration:

m Defines the authentication key 1 with the password myPassword.
m Defines the NTP server my-ntp.mydomain.com and makes it the preferred server.
m Sets the switch to use the management VRF (mgmt) for all NTP traffic.

1.

switch (config)# ntp authentication-key 1 md5 myPassword
switch(config) # ntp server my-ntp.mydomain.com key 10 prefer
switch (config) # ntp vrf mgmt

Configure the banner that is displayed when a user connects to a management interface. Use the
command banner motd. For example:

switch(config)# banner motd #

Enter a new banner. Terminate the banner with the delimiter you have chosen.
>> This is an example of a banner text which a connecting user

>> will see before they are prompted for their password.

>>

>> As you can see it may span multiple lines and the input

>> will be terminated when the delimiter character is
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>> encountered.”®
Banner updated successfully!

2. Configure the banner that is displayed after a user is authenticated. Use the command banner exec.
For example:

switch (config) # banner exec &

Enter a new banner. Terminate the banner with the delimiter you have chosen.
>> This is an example of a different banner text. This time

>> the banner entered will be displayed after a user has

>> authenticated.

>>

>> & This text will not be included because it comes after the '&'

Banner updated successfully!

The Web Ul is disabled by default. Follow these steps to enable it on the management port and log in.
The Web Ul is enabled by default on the default VRF.

Prerequisites

m A connection to the switch CLI.

Procedure

1. Logintothe CLI.

2. Switch to config context and enable the Web Ul on the management port VRF with the command
https-server vrf mgmt.

For example:

switch# config
switch (config) # https-server vrf mgmt

3. Start your web browser and enter the IP address of the management port in the address bar,

For example: https://192.168.1.1
4. The Web Ul starts and you are prompted to log in.

Prerequisites

A connection to the console port.

Procedure
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Switch to the management interface context with the command interface mgmt.

2. By default, the management interface on the management port is enabled. If it was disabled, re-
enable it with the command no shutdown.

3. Usethe command ip dhcp to configure the management interface to automatically obtain an
address from a DHCP server on the network (factory default setting). Or, assign a static IPv4 or IPv6
address, default gateway, and DNS server with the commands ip address, ipvé address, ip

static,default—gateway,andnameserveL

4. SSH is enabled by default on the management VRF. If disabled, enable SSH with the command ssh

server vrf mgmt.

Examples

This example enables the management interface with dynamic addressing using DHCP:

switch (config)# interface mgmt
switch (config-if-mgmt)# no shutdown
switch (config-if-mgmt) # ip dhcp

This example enables the management interface with static addressing creating the following configuration:

m Sets a static IPv4 address of 198.168.100.10 with a mask of 24 bits.
m Sets the default gateway to 198.168.100.200.
m Setsthe DNSserverto 198.168.100.201.

switch (config)# interface mgmt

switch (config-if-mgmt)# no shutdown

switch (config-if-mgmt) # ip static 198.168.100.10/24
switch (config-if-mgmt)# default-gateway 198.168.100.200
switch (config-if-mgmt)# nameserver 198.168.100.201

Prerequisites

You are connected to the switch through its Console port.

This procedure erases all user information and configuration settings Consider backing up your running
configuration first.

1. Optionally, back up the running configuration with either copy running-config <REMOTE-URL>Or
copy running-config <STORAGE-URL>. The json storage format is required for later configuration
restoration.

2. Switch to the configuration context with the command config.

3. Eraseall user information and configuration, restoring the switch to its factory default state with the
command erase all zeroize. Enter y when prompted to continue. The switch automatically
restarts.

4. Optionally restore your saved configuration (it must be in 5son format) with either copy <rEMOTE-
URL> running-config Of copy <STORAGE-URL> running—confing”OVVGd by<:opy running-config

startup-config
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Example

Backing up the running configuration to a file on a remote server (using TFTP), resetting the switch to its
factory default state, and then restoring the saved configuration.

switch# copy running-config tftp://192.168.1.10/backup cfg json vrf mgmt

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 10340 0 0 100 10340 0 1329k ==g==g== ==g==g== ==g==g== 1329k
100 10340 0 0 100 10340 0 1313k ==g==g== ==g==g== ==g==g== 1313k
switch#
switch#

switch# erase all zeroize

This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
switch unavailable until the zeroization is complete.

This should take several minutes to one hour to complete.
Continue (y/n)? y

The system is going down for zeroization.

[ OK ] Stopped PSPO Module Daemon.

[ OK ] Stopped ArubaOS-CX Switch Daemon for BCM.

[ OK ] Stopped Remount Root and Kernel File Systems.
[ OK ] Reached target Shutdown.

reboot: Restarting system

Press Esc for boot options

ServiceOS Information:

Version: GT.01.03.0006

Build Date: 2018-10-30 14:20:44 PDT

Build ID: ServiceO0S:GT.01.03.0006:8ee0faaab52da:201810301420
SHA: P 9:9°6:6.6.0.0.0.0.0.0-0-0-0-6.0.0.0.0.0.0.0.0.0-0-0.0.0.0.0.0.0.0.0:0.0-6-6.04

#HHHHHHHHHHH###H Preparing for zeroization ########H#H##FHHHHH

FHEHHEESHHEAHSEES Storage zeroization HHEHHFHAFFHAHEEEEEESSSES
HHEFHHFHH 444444 ## WARNING: DO NOT POWER OFF UNTIL ##########

FHAFHFE S ZEROIZATION IS COMPLETE ##########
#H##HHF##EH#E#H##SE This should take several minutes ##########
#H#HF#FHFHAHFEHHF#F to one hour to complete FhAHHFE S

HhH4###d#fH4 #4444+ Restoring files ######HfH4H##HH4H4H4HEHHFHHHH
Boot Profiles:

0. Service 0OS Console
1. Primary Software Image [XL.10.02.0010]
2. Secondary Software Image [XL.10.02.0010]

Select profile(primary) :

Booting primary software image...
Verifying Image...

Image Info:
Name: ArubaOS-CX
Version: XL.10.02.0010
Build Id: ArubaOS-CX:XL.10.02.0010:feaf5b9%07f09:201901292014
Build Date: 2019-01-29 12:43:50 PST

Extracting Image...
Loading Image...

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



Done.
kexec core: Starting new kernel
System is initializing

fips post check[5473]: FIPS POST: Cryptographic selftest started...SUCCESS

[ OK ] Started Login banner readiness check.

8400X login: admin

Time Time
Spent Left

Current

Speed
2858k
2804k

please be patient.

Password:

switch#

switch#

switch# copy tftp://192.168.1.10/backup cfg running-config json vrf mgmt
% Total % Received % Xferd Average Speed Time

Dload Upload Total

100 10340 100 10340 0 0 2858k 0 ==g==g==

100 10340 100 10340 0 0 2804k 0 ==g==g==

Large configuration changes will take time to process,

switch#

switch#

switch# copy running-config startup-config
Large configuration changes will take time to process,
switch#

default-gateway

Syntax

default-gateway <IP-ADDR>

no default-gateway <IP-ADDR>

Description

please be patient.

Assigns an IPv4 or IPv6 default gateway to the management interface. An IPv4 default gateway can only be
configured if a static IPv4 address was assigned to the management interface. An IPv6 default gateway can
only be configured if a static IPv6 address was assighed to the management interface. The default gateway

should be on the same network segment.

The no form of this command removes the default gateway from the management interface.

Command context

config-if-mgmt

Parameters
<IP-ADDR>

Specifies an IP address in IPv4 format (x.x.x.x), where x is a decimal number from 0 to 255, or IPv6
fOHﬂat(xxxx:Xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxxL\Nherexisa|ﬁexadecﬂna|nurnberfr0ﬁ10t0Ia

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting a default gateway with the IPv4 address of 198.168.5.1:
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switch (config)# interface mgmt
switch (config-if-mgmt)# default-gateway 198.168.5.1

Setting an IPv6 address of 2001:DB8::1:

switch (config)# interface mgmt
switch (config-if-mgmt)# default-gateway 2001:DB8::1

ip static

Syntax
ip static <IP-ADDR>/<MASK>

no ip static <IP-ADDR>/<MASK>

Description
Assigns an IPv4 or IPv6 address to the management interface.

The no form of this command removes the IP address from the management interface and sets the
interface to operate as a DHCP client.

Command context

config-if-mgmt

Parameters
<IP-ADDR>

Specifies an IP address in IPv4 format (x.x.x.x), where x is a decimal number from 0 to 255, or IPv6

fOﬂnat(xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxxL\Nherexisa|ﬁexadeckna|nurnberfr0n10t0|;
<MASK>

Specifies the number of bits in an IPv4 or IPv6 address mask in CIDR format (x), where x is a decimal
number from 0 to 32 for IPv4, and 0 to 128 for IPv6.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting an IPv4 address of 198.51.100.1 with a mask of 24 bits:

switch (config) # interface mgmt
switch (config-if-mgmt)# ip static 198.51.100.1/24

Setting an IPv6 address of 2001:DB8::1 with a mask of 32 bits:

switch (config) # interface mgmt
switch (config-if-mgmt)# ip static 2001:DB8::1/32

nameserver

Syntax
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nameserver <PRIMARY-IP-ADDR> [ <SECONDARY-IP-ADDR> ]

no nameserver <PRIMARY-IP-ADDR> [ <SECONDARY-IP-ADDR> ]

Description

Assigns a primary or secondary IPv4 or IPv6 DNS server to the management interface. IPv4 DNS servers can
only be configured if a static IPv4 address was assigned to the management interface. IPv6 DNS servers can
only be configured if a static IPv6 address was assighed to the management interface. The default gateway
should be on the same network segment.

The no form of this command removes the DNS servers from the management interface.

Command context

config-if-mgmt

Parameters
<PRIMARY-IP-ADDR>

Specifies the IP address of the primary DNS server. Specify the address in IPv4 format (x.x.x.x), where x
is a decimal number from O to 255, or IPv6 format (3333 s 3 T XRKK T KHKK § KKKK § KKKK I XXKK | XKXXK),

where x is a hexadecimal number from 0 to F.
<SECONDARY-IP-ADDR>

Specifies the IP address of the secondary DNS server. Specify the address in IPv4 format (x.x.x.x),
where x is a decimal number from 0 to 255, or IPv6 format
(Xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxxL\NhQrEXisa|Wexadecﬁna|nurnberfr0ﬁ10t0|;

Authority

Administrators or local user group members with execution rights for this command.
Examples

Setting primary and secondary DNS servers with the IPv4 addresses of 198.168.5.1 and 198.168.5.2 :

switch (config)# interface mgmt
switch (config-if-mgmt)# nameserver 198.168.5.1 198.168.5.2

Setting primary and secondary DNS servers with the IPv6 addresses of 2001:DB8::1 and 2001:DB8::2:

switch (config)# interface mgmt
switch (config-if-mgmt)# nameserver 2001:DB8::1 2001:DB8::2
show interface mgmt

Syntax

show interface mgmt

Description

Shows status and configuration information for the management interface.

Command context
Manager (#)

Authority
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Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

switch# show interface mgmt

Address Mode : static

Admin State : up

Mac Address : 02:42:a2c:11:00:02

IPv4 address/subnet-mask : 192.168.1.10/16

Default gateway IPv4 : 192.168.1.1

IPv6 address/prefix : 2001:db8:0:1::129/64

IPv6 link local address/prefix: fe80::7272:cfff:fefd:ed485/64
Default gateway IPv6 : 2001:db8:0:1::1

Primary Nameserver : 2001::1

Secondary Nameserver : 2001::2

ntp authentication

Syntax

ntp authentication

no ntp authentication

Description
Enables support for authentication when communicating with an NTP server.
The no form of this command disables authentication support.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples

Enabling authentication support:

switch (config) # ntp authentication

Disabling authentication support:

switch (config)# no ntp authentication

ntp authentication-key

Syntax
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ntp authentication-key <KEY-ID> {md5 | shal}
[{ <PLAINTXT-KEY> [trusted] | ciphertext <ENCRYPTED-KEY> }]
no ntp authentication-key <KEY-ID>

Description

Defines an authentication key that is used to secure the exchange with an NTP time server. This command
provides protection against accidentally synchronizing to a time source that is not trusted.

The no form of this command removes the authentication key.

Command context

config

Parameters
<KEY-ID>

Specifies the authentication key ID. Range: 1 to 65534,
md5

Selects MD5 key encryption.
shal

Specifies SHA1 key encryption.
<PLAINTXT-KEY>
Specifies the plaintext authentication key. Range: 8 to 40 characters. The key may contain printable
ASClI characters excluding "#" or be entered in hex. Keys longer than 20 characters are assumed to be
hex. To use an ASCII key longer than 20 characters, convert it to hex.
trusted
Specifies that this is a trusted key. When NTP authentication is enabled, the switch only synchronizes

with time servers that transmit packets containing a trusted key.
ciphertext <ENCRYPTED-KEY>

Specifies the ciphertext authentication key in Base64 format. This is used to restore the NTP
authentication key when copying configuration files between switches or when uploading a previously
saved configuration.

When the key is not provided on the command line, plaintext key prompting occurs upon pressing Enter, followed
by prompting as to whether the key is to be trusted. The entered key characters are masked with asterisks.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Defining key 10 with MD5 encryption and a provided plaintext trusted key:

switch (config) # ntp authentication-key 10 md5 F82#450b trusted

Defining key 5 with SHA1 encryption and a prompted plaintext trusted key:

switch (config)# ntp authentication-key 5 shal
Enter the NTP authentication key: ****%kik*
Re-Enter the NTP authentication key: ****kk%k*

Configure the key as trusted (y/n)? y
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Removing key 10:

switch(config)# no ntp authentication-key 10

ntp disable

Syntax
ntp disable

Description
Disables the NTP client on the switch. The NTP client is disabled by default.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples
Disabling the NTP client.

switch (config) # ntp disable

ntp enable

Syntax
ntp enable

no ntp enable

Description

Enables the NTP client on the switch to automatically adjust the local time and date on the switch. The NTP
client is disabled by default.

The no form of this command disables the NTP client.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples
Enabling the NTP client.

switch(config) # ntp enable

Disabling the NTP client.
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switch (config) # no ntp enable

ntp server

Syntax

ntp server <IP-ADDR> [key <KEY-NUM>] [minpoll <MIN-NUM>] [maxpoll <MAX-NUM>] [burst | iburst]
[prefer] [version <VER-NUM>]

no ntp server <IP-ADDR>

no ntp server <IP-ADDR> [burst] [iburst] [prefer] [key-id <KEY-NUM>]

Description

Defines an NTP server to use for time synchronization, or updates the settings of an existing server with
new values. Up to eight servers can be defined.

The no form of this command removes a configured NTP server.

The default NTP version is 4; it is backwards compatible with version 3.

Command context

config

Parameters
server<IP-ADDR>

Specifies the address of an NTP server as a DNS name, an IPv4 address (x.x. x.x), where x is a decimal
number from 0 to 255, or an IPv6 address (xxxx : XxXXK T KRKK I KKKK § KXKK § KKKX I XKXKXX | KXXK), where xis a
hexadecimal number from 0 to F.

When specifying an IPv4 address, you can remove leading zeros. For example, the address
192.169.005.100 becomes 192.168.5.100.

When specifying an IPv6 address, you can use two colons (::) to represent consecutive zeros (but only
once), remove leading zeros, and collapse a hextet of four zeros to a single 0. For example, this address
2222:0000:3333:0000:0000:0000:4444:0055 becomes 2222:0:3333::4444:55 .

key <KEY-NUM>
Specifies the key to use when communicating with the server. A trusted key must be defined with the
command ntp authentication-key and authentication must be enabled with the command ntp
authentication. Range: 1 to 65534.

minpoll <MIN-NUM>

Specifies the minimum polling interval in seconds, as a power of 2. Range: 4 to 17. Default: 6 (64
seconds).

maxpoll <MAX-NUM>
Specifies the maximum polling interval in seconds, as a power of 2. Range: 4 to 17. Default: 10 (1024
seconds).

burst
Send a burst of packets instead of just one when connected to the server. Useful for reducing phase
noise when the polling interval is long.

iburst
Send a burst of six packets when not connected to the server. Useful for reducing synchronization time
at startup.

prefer

Make this the preferred server.
version <VER-NUM>
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Specifies the version number to use for all outgoing NTP packets. Range: 3 or 4.

Authority

Administrators or local user group members with execution rights for this command.

Usage

For features such as Activate and ZTP, a switch that has a factory default configuration will automatically be
configured with pool.ntp.org. NTP server configurations via DHCP options are supported. The DHCP server
can be configured with maximum of two NTP server addresses which will be supported on the switch. Only
IPV4 addresses are supported.

Examples

Defining the ntp server pool.ntp.org, using iburst, and NTP version 4.

switch(config)# ntp server pool.ntp.org iburst version 4

Removing the ntp server pool.ntp.org.

switch(config) # no ntp server pool.ntp.org

Defining the ntp server my-ntp.mydomain.com and makes it the preferred server.

switch (config)# ntp server my-ntp.mydomain.com prefer

ntp trusted-key
Syntax
ntp trusted-key <KEY-ID>

no ntp trusted-key <KEY-ID>

Description

Sets a key as trusted. When NTP authentication is enabled, the switch only synchronizes with time servers
that transmit packets containing a trusted key.

The no form of this command removes the trusted designation from a key.

Command context

config

Parameters
<KEY-ID>
Specifies the identification number of the key to set as trusted. Range: 1 to 65534.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Defining key 10 as a trusted key.
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switch(config) # ntp trusted-key 10

Removing trusted designation from key 10:

switch (config) # no ntp trusted-key 10

ntp vrf

Syntax

ntp vrf <VRF-NAME>

Description

Specifies the VRF on which the NTP client communicates with an NTP server.

Command context

config

Parameters
<VRF-NAME>
Specifies the name of a VRF.

Authority

Administrators or local user group members with execution rights for this command.

Example
Setting the switch to use the default VRF for NTP client traffic.

switch (config) # ntp vrf default

Setting the switch to use the default management VRF for NTP client traffic.

switch(config) # ntp vrf mgmt

show ntp associations

Syntax

show ntp associations

Description

Shows the status of the connection to each NTP server. The following information is displayed for each
server:

m Tally code: The first character is the Tally code:
o (blank): No state information available (e.g. non-responding server)
o X: Out of tolerance (discarded by intersection algorithm)
o .:Discarded by table overflow (not used)
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-: Out of tolerance (discarded by the cluster algorithm)
o +:Good and a preferred remote peer or server (included by the combine algorithm)

e}

o #:Good remote peer or server, but not utilized (ready as a backup source)
o *:Remote peer or server presently used as a primary reference
o 0: PPS peer (when the prefer peer is valid)

= |D: Server number.

» NAME: NTP server FQDN/IP address (Only the first 24 characters of the name are displayed).

= REMOTE: Remote server IP address.

m REF_ID: Reference ID for the remote server (Can be an IP address).

m ST: (Stratum) Number of hops between the NTP client and the reference clock.

= LAST: Time since the last packet was received in seconds unless another unit is indicated.

m POLL: Interval (in seconds) between NTP poll packets. Maximum (1024) reached as server and client
sync.

= REACH: 8-bit octal number that displays status of the last eight NTP messages (377 = all messages
received).

Command context
Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

switch# show ntp associations

ID NAME REMOTE REF-ID ST LAST POLL REACH
1 192.0.1.1 192.0.1.1 LINIT. 16 = 64 0
* 2 time.apple.com 17.253.2.253 .GPSs. 2 70 128 377

show ntp authentication-keys

Syntax

show ntp authentication-keys

Description
Shows the currently defined authentication keys.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples
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switch# show ntp authentication-keys

lo NO kkk kKK kK kK

20 Yes khkKkKkKk KKk kKK

show ntp servers

Syntax

show ntp servers

Description

Shows all configured NTP servers.

Command context
Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

switch# show ntp servers

192.0.1.18 = 5 10 iburst 3
192.0.1.19 = 6 10 none 4
192.0.1.20 = 6 8 Dburst 3 prefer

show ntp statistics

Syntax

show ntp statistics

Description

Shows global NTP statistics. The following information is displayed:

m Rx-pkts: Total NTP packets received.

m Current Version Rx-pkts: Number of NTP packets that match the current NTP version.
m Old Version Rx-pkts: Number of NTP packets that match the previous NTP version.

m Error pkts: Packets dropped due to all other error reasons.

» Auth-failed pkts: Packets dropped due to authentication failure.

m Declined pkts: Packets denied access for any reason.

m Restricted pkts: Packets dropped due to NTP access control.
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m Rate-limited pkts: Number of packets discarded due to rate limitation.
= KOD pkts: Number of Kiss of Death packets sent.

Command context

config

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

switch (config) # show ntp statistics

Rx-pkts 100

Current Version Rx-pkts 80

0ld Version Rx-pkts 20

Err-pkts 2

Auth-failed-pkts
Declined-pkts
Restricted-pkts
Rate-limited-pkts
KoD-pkts

O O O o

show ntp status

Syntax

show ntp status

Description

Shows the status of NTP on the switch.

Command context
Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Displaying the status information when the switch is not synced to an NTP server:

switch# show ntp status

NTP is enabled.

NTP authentication is enabled.

NTP is using the default VRF for NTP server connections.

Wed Nov 23 23:29:10 PDT 2016
NTP uptime: 187 days, 1 hours, 37 minutes, 48 seconds

Not synchronized with an NTP server.

Displaying the status information when the switch is synced to an NTP server:
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switch# show ntp status
NTP is enabled.
NTP authentication is enabled.

NTP is using the default VRF for NTP server connections.

Wed Nov 23 23:29:10 PDT 2016
NTP uptime: 187 days, 1 hours, 37 minutes, 48 seconds

Synchronized to NTP Server 17.253.2.253 at stratum 2.
Poll interval = 1024 seconds.

Time accuracy is within 0.994 seconds

Reference time: Thu Jan 28 2016 0:57:06.647 (UTC)
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Chapter 4

Interface configuration

Configuring a layer 2 interface

Procedure

1. Change to the interface configuration context for the interface with the command interface.
2. Set theinterface MTU (maximum transmission unit) with the command mtu.
3. Review interface configuration settings with the command show interface.

Example

switch (config) # interface 1/1/1
switch (config-if)# mtu 1900

Single source IP address

Certain IP-based protocols used by the switch (such as RADIUS, sFlow, TACACS, and TFTP), use a client-server
model in which the client's source IP address uniquely identifies the client in packets sent to the server. By
default, the source IP address is defined as the IP address of the outgoing switch interface on which the
client is communicating with the server. Since the switch can have multiple routing interfaces, outgoing
packets can potentially be sent on different paths at different times. This can result in different source IP
addresses being used for a client, which can create a client identification problem on the server. For example,
it can be difficult to interpret system logs and accounting data on the server when the same client is
associated with multiple IP addresses.

To resolve this issue, you can use the commands ip source-interface and ipvé source-interface to
define a single source IP address that applies to all supported protocols (RADIUS, sFlow, TACACS, and TFTP),
or an individual address for each protocol. This ensures that all traffic sent by a client to a server uses the
same |P address.

Unsupported transceiver support

Transceiver products (optical, DAC, AOCs) that are listed as supported by a switch model are detailed in the
Transceiver Guide. Transceiver products that are not listed, are considered unsupported; this would include
transceivers that are:

= Non-Aruba branded products
m HPE branded products that were designed for non-AOS-CX switch models (e.g. Comware)
m HPE branded products designated for use in HPE Compute Servers or Storage

m Transceivers originally designated for use in Aruba WLAN controllers or former Mobility Access Switch
(MAS) products

m End-of-life Aruba Transceivers
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The unsupported transceiver mode (UT-mode) is designed to allow the possible use of these unsupported
products. Not all unsupported products can be recognized and enabled; they may be unable to be
identified (do not follow the proper MSA standards for identification). These unsupported transceiver
products are enabled only on a best-effort basis and there are no guarantees implied for their continued
operation.

The feature is disabled by default. A periodic system log will be generated by default at an interval of 24
hours listing the ports on which unsupported transceivers are present. The log interval is configurable and
can be disabled by setting the log-interval to none.

allow-unsupported-transceiver

Syntax

allow-unsupported-transceiver [confirm | log-interval {none | <INTERVAL>}]

no allow-unsupported-transceiver

Description

Allows unsupported transceivers to be enabled or establish connections. Only 1G and 10G transceivers are
enabled by this command and unsupported transceivers of other speeds will remain disabled.

The no form of this command disallows using unsupported transceivers. This is the default.

Command context

config

Parameters
confirm

Specifies that unsupported transceiver warnings are to be automatically confirmed.
log-interval none

Disables unsupported transceiver logging.
log-interval <INTERVAL>

Sets the unsupported transceiver logging interval in minutes. Default: 1440 minutes. Range: 1440 to
10080 minutes.
Authority

Administrators or local user group members with execution rights for this command.

Usage

When none of the parameters are specified it will display a warning message to accept the warranty terms.
With confirm option the warning message is displayed but the user is not prompted to (y/n) answering.
Warranty terms must be agreed to as part of enablement and the support is on best effort basis.
Examples

Allowing unsupported transceivers with follow-up confirmation:

switch (config) # allow-unsupported-transceiver
Warning: The use of unsupported transceivers, DACs, and AOCs is at your
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own risk and may void support and warranty. Please see HPE Warranty terms
and conditions.

Do you agree and do you want to continue (y/n)? y

Allowing unsupported transceivers with confirmation in command syntax:

switch (config) # allow-unsupported-transceiver confirm

Warning: The use of unsupported transceivers, DACs, and AOCs is at your
own risk and may void support and warranty. Please see HPE Warranty terms
and conditions.

Configuring unsupported transceiver logging with an interval of every 48 hours:

switch (config) # allow-unsupported-transceiver log-interval 2880

Disabling unsupported transceiver logging:

switch (config) # allow-unsupported-transceiver log-interval none

Disallowing unsupported transceivers with follow-up confirmation:

switch (config)# no allow-unsupported-transceiver

Warning: Unsupported transceivers, DACs, and AOCs will be disabled,

which could impact network connectivity. Use 'show allow-unsupported-transceiver'
to identify unsupported transceivers, DACs, and AOCs.

Continue (y/n)? y

Disallowing unsupported transceivers with confirmation in command syntax:

switch (config) # no allow-unsupported-transceiver confirm

Warning: Unsupported transceivers, DACs, and AOCs will be disabled,

which could impact network connectivity. Use 'show allow unsupported-transceiver'
to identify unsupported transceivers, DACs, and AOCs.

switch (config) #

default interface

Syntax

default interface <INTERFACE-ID>

Description

Sets an interface (or a range of interfaces) to factory default values.

Command context

config

Parameters
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<INTERFACE-ID>

Specifies the ID of a single interface or range of interfaces. Format: member/slot/port Or
member/slot/port-member/slot/port to specify a range

Authority

Administrators or local user group members with execution rights for this command.
Examples

Resetting an interface:

switch (config)# default default interface 1/1/1

Resetting an range of interfaces:

switch (config)# default default interface 1/1/1-1/1/10

description

Syntax

description <DESCRIPTION>
no description

Description

Associates descriptive information with an interface to help administrators and operators identify the
purpose or role of an interface.

The no form of this command removes a description from an interface.

Command context

config-if

Parameters
<DESCRIPTION>

Specify a description for the interface. Range: 1 to 64 ASCII characters (including space, excluding
question mark).

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the description for an interface to DataLink 01:

switch (config-if)# description DataLink 01

Removing the description for an interface.

switch (config-if)# no description
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energy-efficient-ethernet

Syntax
energy-efficient-ethernet
Description

Enables auto-negotiation of Energy-Efficient Ethernet (EEE) on an interface. EEE Negotiation is established
only on auto-link negotiation with supported link partners.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples

Configuring an interface:

switch (config)# interface 1/1/1
switch (config-if)# energy-efficient-ethernet

Disabling Energy Efficient Ethernet on an interface:

switch (config)# interface 1/1/1
switch (config-if)# no energy-efficient-ethernet

flow-control

Syntax

flow-control rxtx

[no] flow-control rxtx

Description

Enables negotiation of IEEE 802.3x link-level flow control on the current interface. The switch advertises link-
level flow-control support to the link partner. The final configuration is determined based on the capabilities
of both partners.

The no form disables flow control support on the current interface.

Command context

config-if

Authority

Administrators or local user group members with execution rights for this command.

Parameters
rxtx

Enables the ability to respect and generate IEEE 802.3x link-level pause frames on the current interface.

Examples
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Enable support for rxtx flow control:

switch (config) # interface 1/1/1
switch (config-if)# flow-control rxtx

Disable support for rxtx flow control:

switch (config) # interface 1/1/1
switch (config-if)# no flow-control rxtx

interface

Syntax
interface <PORT-NUM>

Description
Switches to the config-if context for a physical port. This is where you define the configuration settings

for the logical interface associated with the physical port.

Command context

config

Parameters
<PORT-NUM>
Specifies a physical port number. Format: member/slot/port.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Configuring an interface:

switch (config)# interface 1/1/1
switch (config-if) #

interface loopback

Syntax

interface loopback <ID>

no interface loopback <ID>

Description

Creates a loopback interface and changes to the config-loopback-if context. Loopback interfaces are
layer 3.

The no form of this command deletes a loopback interface.

Command context

config
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Parameters
<INSTANCE>
Specifies the loopback interface ID. Range: 1 to 256

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# config
switch (config)# interface loopback 1
switch (config-loopback-if) #

interface vian

Syntax

interface vlan <VLAN-ID>

no interface vlan <VLAN-ID>

Description

Creates an interface VLAN also know as an SVI (switched virtual interface) and changes to the config-if-
vlan context. The specified VLAN must already be defined on the switch.

The no form of this command deletes an interface VLAN.

Command context

config

Parameters
<VLAN-ID>
Specifies the loopback interface ID. Range: 2 to 4094

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# config

switch (config)# wvlan 10

switch (config-vlan-10) # exit
switch(config)# interface wvlan 10
switch(config-if-vlan) #

ip address

Syntax

ip address <IPV4-ADDR>/<MASK> [secondary]

no ip address <IPV4-ADDR>/<MASK> [secondary]

Description
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Sets an IPv4 address for the current layer 3 interface.
The no form of this command removes the IPv4 address from the interface.

Command context

config-if-vlan

Parameters
<IPV4-ADDR>

Specifies an IP address in IPv4 format (x.x.x.x), where x is a decimal number from 0 to 255. You can
remove leading zeros. For example, the address 192.169.005.100 becomes 192.168.5.100.
<MASK>

Specifies the number of bits in the address mask in CIDR format (x), where x is a decimal number from 0
to 128.

secondary

Specifies a secondary IP address.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Assigning the IP address 192.168.199.1 with a mask of 24 bits to interface VLAN 10:

switch (config) # interface vlan 10
switch(config-if-vlan)# ip address 192.168.199.1/24

Removing the IP address 192.168.199.1 with a mask of 24 bits from interface VLAN 10:

switch (config) # interface vlan 10
switch(config-if-vlan)# no ip address 192.168.199.1/24

ip mtu
Syntax
ip mtu <VALUE>

ip no mtu

Description

Sets the IP MTU (maximum transmission unit) for an interface. This defines the largest IP packet that can be
sent or received by the interface.

The no form of this command sets the IP MTU to the default value 1500.

Command context

config-if-vlan

Parameters
<VALUE>
Specifies the IP MTU in bytes. Range: 68 to 9198. Default: 1500.

Authority
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Administrators or local user group members with execution rights for this command.

Examples
Setting the IP MTU to 576 bytes:

switch (config-if-vlan)# ip mtu 576

ip source-interface

Syntax
ip source-interface {sflow | tftp | radius | tacacs | ntp | syslog | ubt | dhcp-relay |

simplivity | dns | all} {interface <IFNAME> | <IPV4-ADDR>} [vrf <VRF-NAME>]

no ip source-interface {sflow | tftp | radius | tacacs | ntp | syslog | ubt | dhcp-relay |
simplivity | dns | all} [interface <IFNAME> | <IPV4-ADDR>] [vrf <VRF-NAME>]

Description

Sets a single source IP address for a feature on the switch. This ensures that all traffic sent the feature has
the same source IP address regardless of how it egresses the switch. You can define a single global address
that applies to all supported features, or an individual address for each feature.

This command provides two ways to set the source IP addresses: either by specifying a static IP address, or
by using the address assigned to a switch interface. If you define both options, then the static IP address
takes precedence.

The no form of this command deletes the single source IP address for all supported services, or a specific
service.

Command context

config
Parameters
sflow | tftp | radius | tacacs | ntp | syslog | ubt | dhcp-relay | simplivity | dns | all

Sets a single source IP address for a specific service. The a11 option sets a global address that applies to
all protocols that do not have an address set. For DHCP relay, the address is used as both the source IP
and GIADDR.

interface <IFNAME>
Specifies the name of the interface from which the specified service obtains its source IP address. The
interface must have a valid IP address assigned to it. If the interface has both a primary and secondary IP
address, the primary IP address is used.

<IPV4-ADDR>
Specifies the source IP address to use for the specified service. The IP address must be defined on the
switch, and it must exist on the specified VRF (which is the default VRF, if the vrf option is not used).
Specify the address in IPv4 format (x.x. x.x), where x is a decimal number from 0 to 255.

vrf <VRF-NAME>

Specifies the name of a VRF.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting the IPv4 address 10.10.10.5 as the global single source address:
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switch# config
switch (config)# ip source-interface all 10.10.10.5

Clearing the global single source IP address 10.10.10.5:

switch (config) # no ip source-interface all 10.10.10.5

ipvé address

Syntax
ipv6 address <IPV6-ADDR>/<MASK>{eui64 | [tag <ID>]}

no ipvé6 address <IPV6-ADDR>/<MASK>
Description

Sets an IPv6 address on the interface.
The no form of this command removes the IPv6 address on the interface.

This command automatically creates an IPv6 link-local address on the interface. However, it does not add the
ipv6 address link-local command to the running configuration. If you remove the IPv6 address, the link-local
address is also removed. To maintain the link-local address, you must manually execute the ipv6 address
link-local command.

Command context

config-if

Parameters
<IPV6-ADDR>

Spedﬁesthe|Paddressin|PV6fOﬂﬂat(xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxxLVVhEFEXisa
hexadecimal number from 0 to F. You can use two colons (::) to represent consecutive zeros (but only
once), remove leading zeros, and collapse a hextet of four zeros to a single 0. For example, this address
2222:0000:3333:0000:0000:0000:4444:0055 becomes 2222:0:3333::4444:55,

<MASK>

Specifies the number of bits in the address mask in CIDR format (x), where x is a decimal number from 0
to 128.

euio6d

Configure the IPv6 address in the EUI-64 bit format.
tag <ID>

Configure route tag for connected routes. Range: 0 to 4294967295. Default: 0.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the IPv6 address 2001:0db8:85a3::8a2e:0370:7334 with a mask of 24 bits:

switch(config-if) # ipv6é address 2001:0db8:85a3::8a2e:0370:7334/24
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Removing the IP address 2001:0db8:85a3::8a2e:0370:7334 with mask of 24 bits:

switch(config-if) # no ipv6é address 2001:0db8:85a3::8a2e:0370:7334/24

ipv6 source-interface

Syntax
ipv6 source-interface {sflow | tftp | radius | tacacs | ntp | syslog | ubt | dhcp-relay |

simplivity | dns | all} {interface <IFNAME> | <IPV6-ADDR>} [vrf <VRF-NAME>]

no ipv6 source-interface {sflow | tftp | radius | tacacs | ntp | syslog | ubt | dhcp-relay
| simplivity | dns | all} [interface <IFNAME> | <IPV6-ADDR>] [vrf <VRF-NAME>]

Description

Sets a single source IP address for a feature on the switch. This ensures that all traffic sent the feature has
the same source IP address regardless of how it egresses the switch. You can define a single global address
that applies to all supported features, or an individual address for each feature.

This command provides two ways to set the source IP addresses: either by specifying a static IP address, or
by using the address assigned to a switch interface. If you define both options, then the static IP address
takes precedence.

The no form of this command deletes the single source IP address for all supported protocols, or a specific
protocol.

Command context

config

Parameters
sflow | tftp | radius | tacacs | ntp | syslog | ubt | dhcp-relay | simplivity | dns | all

Sets a single source IP address for a specific protocol. The a11 option sets a global address that applies to
all protocols that do not have an address set.
interface <IFNAME>

Specifies the name of the interface from which the specified protocol obtains its source IP address.
<IPV6-ADDR>

Specifies the source IP address to use for the specified protocol. The IP address must be defined on the
switch, and it must exist on the specified VRF (which is the default VRF, if the vr£ option is not used).
Specﬁythe|PaddreSShﬁ|PV6fOHﬂat(xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxxL\Nherexisa

hexadecimal number from 0 to F.
vrf <VRF-NAME>

Specifies the name of the VRF from which the specified protocol sets its source IP address.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Configuring the IPv6 address 2001 :DB8: : 1 as the global single source address:

switch# config
switch (config) # ip source-interface all 2001:DB8::1/32
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Configuring the IPv6 address 2001 :DB8: : 1 on VRF sflow-vrf oninterface 1/1/2 as the single source
address for sFlow:

switch
switch
switch
switch
switch
switch
switch
switch

config)# vrf sflow-vrf

config-vrf)# exit

config) # interface 1/1/2

config-if)# no shutdown

config-if) # vrf attach sflow-vrf

config-if)# ipvé address 2001:DB8::1/32

config-if)# exit

config)# ip source-interface sflow interface 1/1/2 vrf sflow-vrf

Stop the source IP address from using the IP address on interface 1/1/1 on VRF one.

switch (config) # no ip source-interface all interface 1/1/1 vrf one
Clear the source IP address 2001 :DBS8: : 1.

switch (config) # no ip source-interface all 2001:DB8::1

mtu

Syntax

mtu <VALUE>

no mtu

Description

Sets the MTU (maximum transmission unit) for an interface. This defines the maximum size of a layer 2
(Ethernet) frame. Frames larger than the MTU (1500 bytes by default) are dropped and cause an ICMP
fragmentation-needed message to be sent back to the originator.

To support jumbo frames (frames larger than 1522 bytes), increase the MTU as required by your network. A
frame size of up to 9198 bytes is supported.

The largest possible layer 1 frame will be 18 bytes larger than the MTU value to allow for link layer headers
and trailers.

The no form of this command sets the MTU to the default value 1500.

Command context

config-if

Parameters
<VALUE>
Specifies the MTU in bytes. Range: 46 to 9198. Default: 1500.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the MTU on interface 1/1/1 to 1000 bytes:
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switch (config)# interface 1/1/1
switch (config-if) # no routing
switch (config-if)# mtu 1000

Setting the MTU on interface 1/1/1 to the default value:

switch (config) # interface 1/1/1
switch (config-if)# no routing
switch (config-if)# no mtu

show allow-unsupported-transceiver

Syntax

show allow-unsupported-transceiver

Description

Displays configuration and status of unsupported transceivers.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.
Examples

Showing unallowed unsupported transceivers:

switch (config)# show allow-unsupported-transceiver

Allow unsupported transceivers : no

Logging interval : 1440 minutes
Port Type Status

1/1/31 SFP-SX unsupported

1/1/32 SFP-1G-BXD unsupported

1/1/2 SFP28DAC3 unsupported

Showing allowed unsupported transceivers:

switch# show allow-unsupported-transceiver

Allow unsupported transceivers : yes

Logging interval : 1440 minutes
Port Type Status

1/1/31 SFP-SX unsupported-allowed
1/1/32 SFP-1G-BXD unsupported-allowed
1/1/2 SFP28DAC3 unsupported
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show interface

Syntax

show interface [<IFNNAME>|<IFRANGE>] [brief | physical | extended [non-zero]]
show interface [lag | loopback | tunnel | vlan ] [<ID>] [brief | physical]
show interface [lag | loopback | tunnel | vlan ] [<ID>] [extended [non-zero]]
Description

Displays active configurations and operational status information for interfaces.

Command context

Operator (>) or Manager (#)

Parameters
<IFNAME>

Specifies a interface name.
<IFRANGE>

Specifies the port identifier range.
brief
Shows brief info in tabular format.
physical
Shows the physical connection info in tabular format.

extended

Shows additional statistics.
non—-zero

Shows only non zero statistics.
LAG

Shows LAG interface information.
LOOPBACK

Shows loopback interface information.
TUNNEL

Shows tunnel interface information.
VLAN

Shows VLAN interface information.
<LAG-ID>

Specifies the LAG number. Range: 1-256
<LOOPBACK-ID>

Specifies the LOOPBACK number. Range: 0-255
<TUNNEL-ID>

Specifies the tunnel ID. Range: 1-255
<VLAN-ID>

Specifies the VLAN ID. Range: 1-4094
VXLAN

Shows the VXLAN interface information.
<VXLAN-ID>

Specifies the VXLAN interface identifier. Default: 1

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.
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Examples

The following example shows when interface 1/1/1 is configured:

switch# show interface 1/1/1

Interface 1/1/1 is up

Admin state is up

Link state: up for 1 minute (since Thu Nov 26 10:26:34 UTC 2020)
Link transitions: 3

Description:

Hardware: Ethernet, MAC Address: 88:3a:30:47:d1:df
MTU 1500

Type 1GbT

Full-duplex

gos trust cos

Speed 1000 Mb/s

Auto-negotiation is on

Energy-Efficient Ethernet is disabled
Flow-control: off

Error-control: off

MDI mode: MDIX

VLAN Mode: native-untagged

Native VLAN: 1

Allowed VLAN List: all

Rate collection interval: 300 seconds

Rates RX X Total (RX+TX)
Mbits / sec 0.00 0.00 0.00
KPkts / sec 0.00 0.00 0.00
Unicast 0.00 0.00 0.00
Multicast 0.00 0.00 0.00
Broadcast 0.00 0.00 0.00
Utilization % 0.00 0.00 0.00
Statistics RX X Total
Packets 0 0 0
Unicast 0 0 0
Multicast 0 0 0
Broadcast 0 0 0
Bytes 0 0 0
Jumbos 0 0 0
Dropped 0 0 0
Filtered 0 0 0
Pause Frames 0 0 0
Errors 0 0 0
CRC/FCS 0 n/a 0
Collision n/a 0 0
Runts 0 n/a 0
Giants 0 n/a 0

When the interface is currently linked at a downshifted speed:

switch (config-if)# show interface 1/1/1
Interface 1/1/1 is up

Auto-negotiation is on with downshift active

When the interface is currently linked with energy-efficient-ethernet negotiated:
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switch (config-if)# show interface 1/1/1

Interface 1/1/1 is up

Energy-Efficient Ethernet is enabled and active

When the interface is configured with EEE and the EEE has auto-negotiated:

switch(config-if) # show interface 1/1/1 physical

Link Admin Speed Flow-Control
EEE PoE Power Port
Port Type Status Config Status | Config Status | Config
Status | Config (Watts) State Information Description
1/1/1 1GbT up up 1G auto off off on
on - 10M/100M/1G -

show interface dom

Syntax
show interface [<INTERFACE-ID>] dom [detail]

Description

Shows diagnostics information and alarm/warning flags for the optical transceivers (SFP, SFP+, QSFP+). This
information is known as DOM (Digital Optical Monitoring). DOM information also consists of vendor
determined thresholds which trigger high/low alarms and warning flags.

Command context

Manager (#)

Parameters

<INTERFACE-ID>

Specifies an interface. Format: member/slot/port.
detail

Show detailed information.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

switch# show interface dom
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Port Type Channel Temperature Voltage Tx Bias Rx Power Tx Power

(Celsius) (Volts) (mA) (mW/dBm) (mW/dBm)
1/1/1 SFP+SR 47.65 3.31 8.40 0.08, -10.96 0.63, -2.49
1/1/2 SFP+SR n/a n/a n/a n/a n/a
1/1/3 SFP+DA3 42.10 3.24 n/a n/a n/a

1/1/4 QSFP+SR4 1 4446 330 6.12 0.08,-10.96 0.63,-1.95
2 4446 330 6.04 0.08,-10.96 0.63,-2.00
3 4446 330 6.51 0.08,-10.96 0.60,-2.16
4 4446 330 6.19 0.08,-10.96 0.63,-1.94

show interface energy-efficient ethernet

Syntax
show interface [<IFNAME>|<IFRANGE>] energy-efficient-ethernet

Description

Displays Energy-Efficient Ethernet information for the interface.

Command context

config

Parameters
<IFNAME>

Specifies the name of an interface on the switch. Use the format member/s1lot/port (for example, 1/1/1).
<IFRANGE>

Specifies the port identifier range of an interface on the switch. Use the format member/slot/port (for
example, 1/1/1).

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

The following example shows when the interfaces are Energy-Efficient Ethernet capable:

switch# show interface energy-efficient-ethernet

Port Enabled Negotiated Speed TX Wake RX Wake
(MB/s) Time (us) Time (us)

1/1/1 no no —— —— ——

1/1/2 yes yes 100 36 36

1/1/3 yes yes 1000 17 17

1/1/4 no no == == ==

1/1/5 yes no 1000 —— ——

The following example shows when the interface is not Energy-Efficient Ethernet capable :
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switch# show interface 1/1/1 energy-efficient-ethernet
Port 1/1/1 does not support Energy-Efficient-Ethernet

show interface transceiver

Syntax

show interface [<INTERFACE-ID>] transceiver [detail | threshold-violations]

Description

Displays information about transceivers present in the switch. The information shown varies for different
transceiver types and manufacturers. Only basic information is shown for unsupported HPE and third-party
transceivers installed in the switch and they are also identified with an asterisk in the output.

Command context
Manager (#)

Parameters
<INTERFACE-ID>

Specifies the name or range of an interface on the switch. Use the format member/slot/port (for
example, 1/3/1).
detail

Show detailed information for the interfaces.
threshold-violations

Show threshold violations for transceivers.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing summary transceiver information with identification of unsupported transceivers:

switch (config) # show interface transceiver

Port Type Product Serial Part
Number Number Number

1/1/1 SFP+SR J9150A MYXXXXXXXX 1990-3657

1/1/2 SFP+ER* - == ==

1/2/1 QSFP+SR4 JH233A MYXXXXXXXX 2005-1234

1/2/2 QSFP+ER4* - -= -=

1/3/1 SFP28DAC3 844477-B21 MYXXXXXXXX 77fc-"Tce’7

* unsupported transceiver

Showing detailed transceiver information:

switch(config)# show interface transceiver detail
Transceiver in 1/1/1

Interface configuration



Interface Name

1/1/1

Type SEP+SR
Connector Type LC
Wavelength 850nm
Transfer Distance Om (SMF), 30m (OM1l), 80m (OM2), 300m (OM3)
Diagnostic Support DOM
Product Number J9150A
Serial Number MYXXXXXXX
Part Number 1990-3657
Status
Temperature 47.65C
Voltage 3.31v
Tx Bias 8.40mA
Rx Power 0.08mw, -10.96dBm
Tx Power 0.56mW, -2.49dBm
Recent Alarms
Rx power low alarm
Rx power low warning
Recent Errors
Rx loss of signal
Transceiver in 1/1/2
Interface Name 1/1/2
Type unknown
Connector Type ??
Wavelength ?7?
Transfer Distance ?7?
Diagnostic Support ?7?
Product Number ??
Serial Number ?7?
Part Number ?7?
Transceiver in 1/2/1
Interface Name 1/2/1
Type QSFP+SR4
Connector Type MPO
Wavelength 850nm
Transfer Distance Om (SMF), Om (OM1), Om (OM2), 100m (OM3)
Diagnostic Support DOM
Product Number JH233A
Serial Number MYXXXXXXX
Part Number 2005-1234
Status
Temperature 44.46C
Voltage 3.30V
Tx Bias Rx Power Tx Power
Channel# (ma) (mW/dBm) (mW/dBm)
1 6.12 0.00, -inf 0.63, -1.95
2 6.04 0.00, -inf 0.63, -2.00
3 6.51 0.00, -inf 0.60, -2.16
4 6.19 0.00, -inf 0.63, -1.94

Recent Alarms
Channel 1

Rx power low alarm
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Rx power low warn
Channel 2
Rx power low alar
Rx power low warn
Channel 3
Rx power low alar
Rx power low warn
Channel 4
Rx power low alar
Rx power low warn
Recent Errors
Channel 1
Rx Loss of Signal
Channel 2
Rx Loss of Signal
Channel 3
Rx Loss of Signal
Channel 4
Rx Loss of Signal
Transceiver in 1/2/2
Interface Name
Type
Connector Type
Wavelength

Transfer Distance
Diagnostic Support
Product Number
Serial Number

Part Number

Transceiver in 1/3/1
Interface Name
Type
Connector Type
Transfer Distance
Diagnostic Support
Product Number
Serial Number
Part Number

ing

m
ing

m
ing

m
ing

1/2/2
unknown
??

??

??

??

??

??

??

1/3/1
SFP28DAC3
Copper Pigtail
0.00km (SMF),
None
844477-B21
MYXXXXXXX
T7fc-"Tce’7

Om (OM1), Om (OM2), Om (OM3)

Showing detailed transceiver information with identification of unsupported transceivers:

switch# show interface transceiver detail

Transceiver in 1/1/2
Interface Name
Type
Connector Type
Wavelength
Transfer Distance

Diagnostic Support

Vendor Name

Vendor Part Number

Vendor Part Revision:

Vendor Serial number:
Status

Temperature 28.88C

Voltage 3.30V

Tx Bias 65.53mA

1/1/2

SFP+ER (unsupported)
LC

3590nm
80m (SMF),
DOM
INNOLIGHT
TR-PX15Z-NHP
1A
MYXXXXXXX

Om (OM1), Om (OM2), Om (OM3)
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Rx Power : 0.00mwW, -inf
Tx Power : 1.47mW, 1.67dBm

Recent Alarms:
Rx Power low alarm
Rx Power low warning

Recent Errors:
Rx loss of signal

Showing transceiver threshold-violations:

switch(config)# show interface transceiver threshold-violations

Port Type Channel Type(s) of Recent
Threshold Violation (s)

1/1/1 SFP+SR Tx bias high warning
50.52 mA > 40.00 mA

1/1/2 SFP+ER* 272

1/2/1 QOSFP+SR4 1 Tx power low alarm
-17.00 dBm < -0.50 dBm

2 Tx bias low warning

3.12 mA < 4.00 mA

1/2/2 QSFP+ER4 * ?2°?

1/3/1 SFP28DAC3 n/a

* unsupported transceiver

show ip interface

Syntax
show ip interface <INTERFACE-ID>

Description

Shows status and configuration information for an IPv4 interface.

Command context

Manager (#)

Parameters
<INTERFACE-ID>
Specifies the name of an interface. Format: member/slot/port.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

switch# show ip interface 1/1/1
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Interface 1/1/1 is up
Admin state is up
Hardware: Ethernet, MAC Address: 70:72:cf:fd:e7:b4
IPv4 address 192.168.1.1/24
MTU 1500
RX
0 packets, 0 bytes
TX
0 packets, 0 bytes

show ip source-interface

Syntax

show ip source-interface {sflow | tftp | radius | tacacs | all} [vrf <VRF-NAME>]

Description

Shows single source IP address configuration settings.

Command context
Manager (#)
Parameters

sflow | tftp | radius | tacacs | all

Shows single source IP address configuration settings for a specific protocol. The a11 option shows the

global setting that applies to all protocols that do not have an address set.
vrf <VRF-NAME>

Specifies the name of a VRF.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing single source IP address configuration settings for sFlow:

switch# show ip source-interface sflow

Source-interface Configuration Information

sflow 10,110,310, 1

Showing single source IP address configuration settings for all protocols:

switch# show ip source-interface all

Source-interface Configuration Information

Protocol Source Interface
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show ipv6 interface

Syntax
show ipv6 interface <INTERFACE-ID>

Description

Shows status and configuration information for an IPv6 interface.

Command context
Manager (#)

Parameters
<INTERFACE-ID>
Specifies an interface ID. Format: member/slot/port.

Authority

Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Examples

switch# show ipvé interface 1/1/1

Interface 1/1/1 is up
Admin state is up
IPv6 address:

2001:0db8:85a3:0000:0000:8a2e:0370:7334/24 [VALID]
IPv6 link-local address: fe80::1e98:ecff:fee3:e800/64

IPv6 virtual address configured: none
IPv6 multicast routing: disable

IPv6 Forwarding feature: enabled

IPv6 multicast groups locally joined:

£f£f02::££70:7334 f£f£f02::ffe3:e800 ££f02::1 ££f02::1:££00:0

f£f02::2
IPv6 multicast (S,G) entries joined: none
IPv6 MTU: 1524 (using link MTU)
IPv6 unicast reverse path forwarding: none
IPv6 load sharing: none
RX
0 packets, 0 bytes
TX
0 packets, 0 bytes

show ipv6 source-interface

Syntax

show ipv6 source-interface {sflow | tftp | radius | tacacs

Description

all}

[vrf

(default) [VALID]

<VRF-NAME>]
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Shows single source IP address configuration settings.

Command context
Manager (#)
Parameters

sflow | tftp | radius | tacacs | all

Shows single source IP address configuration settings for a specific protocol. The a11 option shows the
global setting that applies to all protocols that do not have an address set.
vrf <VRF-NAME>

Specifies the name of a VRF.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing single source IP address configuration settings for sFlow:

switch# show ipv6é source-interface sflow

Source-interface Configuration Information

sflow 2001:DB8::1

Showing single source IP address configuration settings for all protocols:

switch# show ipv6é source-interface all

Source-interface Configuration Information

Protocol Source Interface
all 1/1/1
shutdown
Syntax
shutdown

no shutdown

Description

Disables an interface. Interfaces are disabled by default when created.
The no form of this command enables an interface.

Command context

config-if

Authority
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Administrators or local user group members with execution rights for this command.

Examples

Disabling an interface:
switch (config-if)# shutdown
Enabling an interface:

switch (config-if)# no shutdown
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Chapter 5

Source interface selection

The source IP address is determined by the system and is typically the IP address of the outgoing interface in
the routing table. However, routing switches may have multiple routing interfaces and outgoing packets can
potentially be sent by different paths at different times. This results in different source IP addresses.

AOS-CX provides a configuration model that allows the selection of an IP address to use as the source
address for all outgoing traffic. This allows unique identification of the software application on the server
site regardless of which local interface has been used to reach the destination server. The source interface
selection supports selecting an IP address or interface name.

— If the source interface and source IP are configured, Source IP will have priority.

Source-interface selection commands

Select a command from the list in the left navigation menu.

ip source-interface

Syntax

ip source-interface <PROTOCOL> <IP-ADDR> [vrf <VRF-NAME>]

no ip source-interface <PROTOCOL> <IP-ADDR> [vrf <VRF-NAME>]

Description

Configures the source-interface IPv4 address to use for the specified protocol. If a VRF is not given, the
default VRF applies. If no interface option is given, the device floods through interfaces and VRFs to reach
Aruba Central. Whichever reaches Aruba Central will be picked automatically.

The no form of this command removes all configurations.

Command context

config

Parameters
<PROTOCOL>

Specifies the protocol to configure.
all

Selects all protocols that can be configured by this command.
central

Selects Aruba Central.
dhcp relay

Selects DHCP relay.

dns

Selects DNS.
ntp
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Selects NTP.

radius

Selects radius.
sflow

Selects sFLow.
simplivity

Selects simplivity.
syslog

Selects syslog.
tacacs

Selects TACACS.
tftp

Selects TFTP.
<IP-ADDR>

Specifies the IPv4 address.
vrf <VRF-NAME>

Specifies the VRF name.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Configuring source-interface IPv4 10.1.1.1 to use for the TFTP protocol:
switch (config)# ip source-interface tftp 10.1.1.1

Configuring source-interface IPv4 10.1.1.2 to use for the TFTP protocol on VRF green:
switch (config)# ip source-interface tftp 10.1.1.2 vrf green

Removing source-interface IPv4 10.1.1.1 configuration for the TFTP protocol:
switch (config) # no ip source-interface tftp 10.1.1.1

Removing source-interface IPv4 10.1.1.2 configuration for TFTP protocol on VRF green:
switch (config) # no ip source-interface tftp 10.1.1.2 vrf green

Configuring source-interface IPv4 10.1.1.1 to use for the DNS protocol:
switch (config)# ip source-interface dns 10.1.1.1

Configuring source-interface IPv4 10.1.1.2 to use for the DNS protocl on VRF green :
switch (config)# ip source-interface dns 10.1.1.2 vrf green

Removing source-interface IPv4 10.1.1.1configuration for the DNS protocol:
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switch(config) # no ip source-interface tftp 10.1.1.1

Removing source-interface IPv4 10.1.1.2 configuration for the DNS protocol on VRF green:

switch (config)# no ip source-interface dns 10.1.1.2 vrf green

ip source-interface interface

Syntax

ip source-interface <PROTOCOL> interface <IFNAME> [vrf <VRF-NAME>]

no ip source-interface <PROTOCOL> interface <IFNAME> [vrf <VRF-NAME>]

Description

Configures the IPv4 source-interface interface to use for the specified protocol. If a VRF is not given, the
default VRF applies.

The no form of this command removes the specified configuration.

Command context

config

Parameters
<PROTOCOL>

Specifies the protocol to configure.
all

Selects all protocols supported by this command.
central

Selects Aruba Central.
dhcp relay

Selects DHCP relay.

dns

Selects DNS.
ntp

Selects NTP.

radius

Selects radius.
sflow

Selects sFLow.
syslog

Selects syslog.
tacacs

Selects TACACS.
tftp

Selects TFTP.

vrf <VRF-NAME>

Specifies the VRF name.
<IFNAME>
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Specifies the interface name.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Configuring IPv4 source-interface interface 1/1/1 to use for the TFTP protocol:

switch (config)# ip source-interface tftp interface 1/1/1

Configuring IPv4 source-interface interface 1/1/2 to use for the TFTP protocol on VRF green :

switch (config) # ip source-interface tftp interface 1/1/2 vrf green

Removing IPv4 source-interface 1/1/1configuration for the TFTP protocol:

switch(config) # no ip source-interface tftp interface 1/1/1

Removing source-interface interface 1/1/2 configuration for TFTP protocol on VRF green:

switch(config) # no ip source-interface tftp interface 1/1/2 vrf green

ipv6 source-interface

Syntax

ipv6 source-interface <PROTOCOL> <IPV6-ADDR> [vrf <VRF-NAME>]

no source-interface <PROTOCOL> <IPV6-ADDR> [vrf <VRF-NAME>]

Description

Configures the source-interface IPv6 address to use for the specified protocol. If a VRF is not given, the
default VRF applies.

The no form of this command removes the specified protocol configuration.

Command context

config

Parameters
<PROTOCOL>

Specifies the protocol to configure.
all

Selects all protocols supported by this command.
central

Selects Aruba Central.
ntp

Selects NTP.

radius
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Selects radius.
sflow

Selects sFLow.
syslog

Selects syslog.
tacacs

Selects TACACS.
tftp

Selects TFTP.
<IPV6-ADDR>

Specifies the IPv6 address.
vrf <VRF-NAME>

Specifies the VRF name.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Configuring source-interface IPv6 1111:2222 to use for the TFTP protocol:

switch (config)# ipv6é source-interface tftp 1111:2222

Configuring source-interface IPv6 1111:3333 to use for TFTP protocol on VRF green :

switch (config)# ipv6é source-interface tftp 1111:3333 vrf green

Removing source-interface IPv6 1111:2222 configuration for TFTP protocol:

switch (config) # no ipv6é source-interface tftp 1111:2222

Removing source-interface IPv6 1111:3333 configuration for TFTP protocol on VRF green:

switch (config)# no ipv6é source-interface tftp 1111:3333 vrf green

ipv6 source-interface interface

Syntax
ipv6 source-interface <PROTOCOL> interface <IFNAME> [vrf <VRF-NAME>]

no ipv6 source-interface <PROTOCOL> interface <IFNAME> [vrf <VREF-NAME>]

Description

Configures the IPv6 source-interface interface to use for the specified protocol. If a VRF is not given, the
default VRF applies.

The no form of this command removes all configurations.

Command context

config
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Parameters
<PROTOCOL>

Specifies the protocol to configure.
all

Selects all protocols supported by this command.
central

Selects Aruba Central.
ntp

Selects NTP.

radius

Selects radius.
sflow

Selects sFLow.
syslog

Selects syslog.
tacacs

Selects TACACS.
tftp

SelectsTFTP.
<IFNAME>

Specifies the interface name.
vrf <VRF-NAME>

Specifies the VRF name.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Configuring IPv6 source-interface interface 1/1/1 to use for the TFTP protocol :
switch (config) # ipvé source-interface tftp interface 1/1/1

Configuring IPv6 source-interface interface 1/1/2 to use for the TFTP protocol on VRF green :
switch (config) # ipv6é source-interface tftp interface 1/1/2 vrf green

Removing IPv6 source-interface interface 1/1/1 configuration for the TFTP protocol:
switch(config) # no ipvé source-interface tftp interface 1/1/1

Removing IPv6 source-interface interface 1/1/2 configuration for the TFTP protocol on VRF green:

switch(config)# no ipvé source-interface tftp interface 1/1/2 vrf green

show ip source-interface

Syntax
show ip source-interface <PROTOCOL> [vrf <VRF-NAME> | all-vrfs]
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Description
Displays the source interface information for all VRFs or a specific VRF.
If a VRF is not specified, the default is displayed.

Command context

Manager (#)

Parameters
<PROTOCOL>

Specifies the protocol to show.
all

Shows the source interface configuration for all other protocols.
central

Shows the source interface configuration for Aruba Central.
dhcp relay

Shows the source interface configuration for DHCP relay.
dns

Shows the source interface configuration for DNS.
ntp

Shows the source interface configuration for NTP.
radius

Shows the source interface configuration for radius.
sflow

Shows the source interface configuration for sFLow.
syslog

Shows the source interface configuration for syslog.
tacacs

Shows the source interface configuration for TACACS.
tftp

Shows the source interface configuration for TFTP.

vrf <VRF-NAME>

Specifies the VRF name.

all-vrfs

Shows the source interface configuration for all VRFs.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Displaying all source-interface protocol configurations for VRF red:

switch# show ip source-interface all vrf red
Source-interface Configuration Information

Protocol Src-Interface Src-IP VRF
all 1/1/1 red
switch#

Displaying all source-interface protocol configurations for default VRF:
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switch# show ip source-interface all
Source-interface Configuration Information

Protocol Src-Interface Src—-IP VRF
all 1.1.1.1 default
switch#

Displaying all source-interface protocol configurations for all VRFs:

switch# show ip source-interface all all-vrfs
Source-interface Configuration Information

Protocol Src-Interface Src-IP VRF

all 2.2.2.2 all-vrfs
all 1.1.1.1 default
all 1/1/1/1 red
switch#

show ipv6 source-interface

Syntax
show ipv6 source-interface <PROTOCOL> [detail] [vrf <VRF-NAME> | all-vrfs]

Description

Displays the IPV6 source interface information configured in the router for all VRFs or a specific VRF.
If a VRF is not specified, the default is displayed.

Command context

Manager (#)

Parameters
<PROTOCOL>

Specifies the protocol to show.
all

Shows the source interface configuration for all other protocols.
central

Shows the source interface configuration for Aruba Central.
ntp
Shows the source interface configuration for NTP.

radius

Shows the source interface configuration for radius.
sflow

Shows the source interface configuration for sFLow.
syslog

Shows the source interface configuration for syslog.
tacacs

Shows the source interface configuration for TACACS.
tftp

Shows the source interface configuration for TFTP.
vrf <VRF-NAME>
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Specifies the VRF name.
all-vrfs

Shows the source interface configuration for all VRF.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Displaying all IPv6 source-interface protocol configurations for default VRF:

switch# show ipv6é source-interface all
Source-interface Configuration Information

Protocol Src-Interface Src-IP VRF
all 1111:2222 default
switch#

Displaying all IPv6 source-interface protocol configuration for VRF red:

switch# show ipv6é source-interface all vrf red
Source-interface Configuration Information

Protocol Src-Interface Src-IP VRF
all 1/1/1 red
switch#

Displaying all IPv6 source-interface protocol configurations for all VRFs:

switch# show ipv6é source-interface all all-vrfs
Source-interface Configuration Information

Protocol Src-Interface SEe=1P VRF

all 2.2.2.2:3.3.3.3 all-vrfs
all 1.1.1.1:2.2.2.2 default
all 1/1/1 2532 red
switch#

show running-config

Syntax

show running-config

Description

Displays the current running configuration.

Command context
Manager (#)

Authority
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Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Examples

Displaying the running configuration (only items of interest to source interface selection are shown in this
example output command):

Aruba Central is the priority agent. If no command is specified for ip source-interface, Central will choose the

command automatically if it is reachable on any of the known ports.

switch# show running-config
vrf green

ip
ip
ip
ip
ip
ip
ip

ipvé
ipv6
ipv6
ipv6
ipvé
ipv6

ip
ip
ip
ip
ip
ip
ip

source-interface
source-interface
source-interface
source-interface
source-interface
source-interface
source-interface

source-interface
source-interface
source-interface
source-interface
source-interface
source-interface
source-interface

interface 1/1/1

no shutdown

tftp interface 1/1/2 vrf green

radius interface 1/1/2 vrf green

ntp interface 1/1/2 vrf green

tacacs interface 1/1/2 vrf green

dns interface 1/1/2 vrf green

central interface 1/1/2 vrf green

all interface 1/1/2 vrf green

source-interface tftp 2222::3333 vrf green
source-interface radius 2222::3333 vrf green
source-interface ntp 2222::3333 vrf green
source-interface tacacs 2222::3333 vrf green
source-interface central 2222::3333 vrf green
source-interface all 2222::3333 vrf green

tftp 10.20.3.1
radius 10.20.3.1
ntp 10.20.3.1
tacacs 10.20.3.1
dns 10.20.3.1
central 10.20.3.1
all 10.20.3.1

ip address 10.20.3.1/24
interface 1/1/2
vrf attach green

ip address 20.1.1.1/24
ipv6 address 2222::3333/64
interface 1/1/45

no shutdown

ip address 100.1.0.1/24

ipv6 address 1111::2222/64
ip route 100.2.0.0/24 10.20.3.2
switch#
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Chapter 6
VLANSs

VLANSs are primarily used to provide network segmentation at layer 2. VLANs enable the grouping of users
by logical function instead of physical location. They make managing bandwidth usage within networks
possible by:

m Allowing grouping of high-bandwidth users on low-traffic segments

m Organizing users from different LAN segments according to their need for common resources and
individual protocols

m Improving traffic control at the edge of networks by separating traffic of different protocol types.
m Enhancing network security by creating subnets to control in-band access to specific network resources

VLANSs are generally assigned on an organizational basis rather than on a physical basis. For example, a
network administrator could assign all workstations and servers used by a particular workgroup to the same
VLAN, regardless of their physical locations.

Hosts in the same VLAN can directly communicate with one another. A router or a Layer 3 switch is required
for hosts in different VLANS to communicate with one another.

VLANS help reduce bandwidth waste, improve LAN security, and enable network administrators to address
issues such as scalability and network management.

VLAN interfaces

Learn more about trunk and access interfaces, as well as the commands needed to implement typical VLAN
configurations on different Aruba products.

Access interface

An access interface carries traffic for a single VLAN ID. Access interfaces are generally used to connect end
devices that do not support VLANSs to the network. The devices connected to an access interface are not
aware of the VLAN. Access interface can carry traffic on only one VLAN, either tagged or untagged.

Example

This example shows ingress and egress traffic behavior for an access interface.

Src MAC 8082.11q | Payload
2 EEEEEE
1ID:108)

Ingress Egress

m Pa)'luad Inter«Fa N Inter‘Face m Pay-lm
(1/2/32) (1/1/32)
Access Access

Src MAC 8082.11q | Payload VLAN 1ee VLAN 1le@
(VLAN X
1ID:58)

’.II />
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m Aningress tagged frame with VLAN ID of 100 arrives on interface 1/2/32. The switch accepts this frame
and sends it to its target address on interface 1/1/32, where it egresses untagged.

= Aningress untagged frame arrives on interface 1/2/32. The switch accepts this frame and sends it to its
target address on interface 1/1/32, where it egresses untagged.

= Aningress tagged frame with VLAN ID of 50 arrives on interface 1/2/32. The switch drops this frame as
VLAN ID 50 is not configured on the interface.

Trunk interface

Atrunk interface can carry traffic for one or more VLAN IDs. In most cases, a trunk interface is used to
transport data to other switches or routers.

Atrunk interface has two important settings:

= Native VLAN: This is the VLAN to which incoming untagged traffic is assigned. Only one VLAN can be
assigned as the native VLAN. By default, VLAN 1 is assigned as the native VLAN for all trunk interfaces.

m Allowed VLANS: This is the list of VLANSs that can be transported by the trunk. If the native VLAN is not
included in the allowed list, all untagged frames that ingress on the trunk interface are dropped.

Example 1: Native untagged VLAN
This example shows ingress and egress traffic behavior when a trunk interface has a native untagged VLAN.

Dst MAC | 882.11q | Payload Src MAC | Dst MAC | Payload
(VLAN
ID:25)
Ingress Egress
Interface Interface Src MAC | Dst MAC | Payload
Dst MAC | Payload 2 ||
m- QL) (1/172) ---

Native Native

Src MAC | Dst MAC | 882.11q | Payload VLAN:25 VLAN: 25 Src MAC | Dst MAC | 802.11q | Payload
(VLAN Allowed Allowed (VLAN
ID:4) VLANS: 4,25 VLANS ID:4)

4,25
TTE
(VLAN x
1D:50) s
r

m Aningress tagged frame with VLAN ID of 25 arrives on interface 1/1/1. The switch accepts this frame and
sends it to its target address on interface 1/1/2, where it egresses with a VLAN ID of 25 untagged since
port 1/1/2 is configured with a native VLAN ID of 25.

= Aningress untagged frame arrives on interface 1/1/1. The switch accepts this frame and sends it to its
target address on interface 1/1/2, where it egresses with a VLAN ID of 25 untagged since port 1/1/2is
configured with a native VLAN ID of 25.

= Aningress tagged frame with VLAN ID of 4 arrives on interface 1/1/1. The switch accepts this frame and
sends it to its target address on interface 1/1/2, where it egresses with a VLAN ID of 4 tagged since port
1/1/2 is configured to allow traffic with a VLAN ID of 4.

= Aningress tagged frame with VLAN ID of 50 arrives on interface 1/1/1. The switch drops this frame as
VLAN ID 50 is not in the allowed list for interface 1/1/1.

Example 2: Native tagged VLAN
This example shows ingress and egress traffic behavior when a trunk interface has a native tagged VLAN.
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Src MAC | Dst MAC | 862.11q | Payload
(VLAN
1D:6)

Dst MAC | Payload

Src MAC | Dst MAC | 802.11q | Payload
(VLAN
10:17)

Src MAC | Dst MAC | 882.11q | Payload
(VLAN ) ¢
1D:50)

X

Ingress Egress
Interface Interface
(1/1/13) (1/1/21)
Native Native
VLAN Tag:6 VLAN Tag:6
Allowed Allowed
VLANS VLANS
6,17 6,17

Src MAC | Dst MAC | 862.11q | Payload
(VLAN
1D:6)

Src MAC | Dst MAC | 862.11q | Payload
(VLAN
1D:17)

’.ll />

= Aningress tagged frame with VLAN ID of 6 arrives on interface 1/1/13. The switch accepts this frame and
sends it to its target address on interface 1/1/21, where it egresses with a VLAN ID of 6 tagged since port
1/1/2 is configured with a native VLAN ID of 6.

= Aningress untagged frame arrives on interface 1/1/13. The switch drops this frame since the interface is
configured as native tagged (all untagged frames a dropped in such a configuration).

m Aningress tagged frame with VLAN ID of 17 arrives on interface 1/1/13. The switch accepts this frame
and sends it to its target address on interface 1/1/21, where it egresses with a VLAN ID of 17 tagged since
port 1/1/2 is configured to allow traffic with a VLAN ID of 17.

= Aningress tagged frame with VLAN ID of 50 arrives on interface 1/1/13. The switch drops this frame as
VLAN ID 50 is not in the allowed list for interface 1/1/13.

Traffic handling summary

VLAN configuration

Ingress traffic

Egress traffic

Access interface with:
s VLANID =X

1. Untagged

Untagged on VLAN X

= AllowedVLAN IDs=X,Y, Z

3. TaggedwithVLANID =Y

2. Tagged with VLAN ID =X 2. Untagged on VLAN X
3. Tagged with any other VLAN ID Dropped
Trunk interface with: 1. Untagged 1. Untagged on VLAN X
= Untagged Native VLAN ID = 2. Tagged with VLAN ID = X 2. Untagged on VLAN X
X 3. TaggedwithVLANID =Y 3. TaggedonVLANY
m AllowedVLAN IDs=X,Y,Z
4. TaggedwithVLANID =Z 4. TaggedonVLAN Z
5. Tagged with any other VLAN ID 5. Dropped
Trunk interface with: 1. Untagged 1. Untagged on VLAN X
= Untagged Native VLANID = | 5 Tagged with VLAN ID = X 2. Untagged on VLAN X
X 3. Tagged with a VLAN ID defined 3. Tagged on the matching VLAN
= Allowed VLAN IDs = ALL .
on the switch 4. Dropped
4. Tagged with a VLAN ID not
defined on the switch
Trunk interface with: 1. Untagged 1. Dropped
= Tagged Native VLAN ID = X 2. Tagged with VLAN ID = X 2. Tagged on VLAN X

3. TaggedonVLANY
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VLAN configuration

Ingress traffic

Egress traffic

4. TaggedwithVLANID =Z 4. TaggedonVLAN Z
5. Tagged with any other VLAN ID Dropped
Trunk interface with: 1. Untagged 1. Dropped
= TaggedNative VLANID =X | 3  Tagged with VLAN ID = X 2. Tagged on VLAN X
= Allowed VLANIDs = ALL 3. Tagged with a VLAN ID defined 3. Tagged on the matching VLAN
on the switch 4. Dropped
4. Tagged with a VLAN ID not
defined on the switch
Trunk interface with: 1. Untagged 1. Dropped
= Untagged Native VLANID = | 5 Tagged with VLAN ID = X 2. Tagged onVLAN X
A 3. TaggedwithVLANID =Y 3. TaggedonVLANY
m Allowed VLAN IDs =X, Y, Z
4. TaggedwithVLANID =Z 4. TaggedonVLAN Z
5. Tagged with any other VLAN ID 5. Dropped

Comparing VLAN commands on PVOS, Comware, and AOS-CX

The following examples compare the commands needed to implement typical VLAN configurations on

different HPE products.

AOS-CX

interface 1/1/1

vlan trunk native 1

vlan trunk allowed 10,30,50
A native VLAN must be defined on
the switch. By default, this is VLAN
1. Since only VLANs 10, 30, and 50
are allowed on the trunk, all
untagged traffic is dropped.

PVOS

interface Al
tagged vlan 10,30,50
no untagged vlan 1

Comware

Interface G1/0/1
port link type trunk
port trunk permit vlan 10,30,50
port trunk pvid vlan 1

PVID 1 is the default setting.

AOS-CX

interface 1/1/1

vlan trunk native 10 tag
vlan trunk allowed 10,30,50

Same as scenario 1, but allows

untagged traffic on VLAN 10 as well.

PVOS

Not directly supported
in PVOS. Scenario 1 is a
workaround if there is
no need to support
untagged traffic.

Comware

Not directly supported in Comware. A

possible workaround is:
interface gl1/0/1

port
port
port
port
port
port

link-mode bridge

link-type hybrid

hybrid protocol-vlan vlan 10
hybrid vlan 10 tagged
hybrid vlan 30 tagged
hybrid vlan 50 tagged

AOS-CX

PVOS

Comware
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interface 1/1/1 interface Al interface G1/0/1

vlan trunk native 5 untagged vlan 5 Port link-mode bridge
vlan trunk allowed 5, no tagged vlan port link-type trunk
10,30,50 10,30,50 port trunk pvid vlan 5

port trunk permit vlan
VLAN 5 must be allowed on the 510,30, 50

trunk so that untagged traffic is not .
link-mode is only needed on later

dropped. . ) .
Comware 7 devices. 5930 is port link-
mode route by default. 5900 is bridge by
default.

AOS-CX PVOS Comware

interface 1/1/1 interface Al interface G1/0/0

vlan access 5 untagged vlan 5 port link-mode bridge

port access vlan 5

VLANs are numbered in the range 1 to 4094. However, a maximum of 2048 (6200 Switch Series) VLANs are
supported.

By default, VLAN 1 (the default VLAN) is associated with all interfaces on the switch. VLAN 1 cannot be
removed from the switch.

Learn procedures to create and enable a VLAN, assign a VLAN to an interface, and view VLAN configuration
information.

Creating and enabling a VLAN

Procedure

1. Switch to the configuration context with the command config.
2. Create a new VLAN with the command v1an.

Example
This example creates VLAN 10. The VLAN is enabled by default.

switch# config
switch (config) # vlan 10
switch (config-vlan-10) #

Disabling a VLAN

Procedure

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



1. Switch to configuration context with the command config.
2. Switch to configuration context for the VLAN you want to disable with the command v1an.
3. Disable the VLAN with the command shutdown.

Example
This example disables VLAN 10.

switch (config)# config
switch(config)# wvlan 10
switch (config-vlan-10)# shutdown

Assigning a VLAN to an interface

To use a VLAN, it must be assigned to an interface on the switch. VLANs can only be assigned to non-routed
(layer 2) interfaces. All interfaces are routed (layer 3) by default when created. Use the no routing
command to disable routing on an interface.

Assigning a VLAN ID to an access interface

Prerequisites
At least one defined VLAN.

Procedure

1. Switch to configuration context with the command config.
2. Switch to the interface that you want to define as an access interface with the command interface.
3. Configure the access interface and assign a VLAN ID with the command vian access.

Examples

This example configures interface 1/1/2 as an access interface with VLAN ID set to 20.

switch# config

switch (config) # vlan 20

switch (config-vlan-20)# exit
switch (config) # interface 1/1/2
switch (config-if)# wvlan access 20

This example configures LAG 1 as an access interface with VLAN ID set to 30.

switch# config

switch (config)# wvlan 30

switch (config-vlan-30) # exit

switch (config) # interface lag 1
switch (config-lag-if)# no shutdown
switch (config-lag-if) # wvlan access 30

Assigning a VLAN ID to a trunk interface

Prerequisites
At least one defined VLAN.
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Procedure

1. Switch to configuration context with the command config.
2. Switch to the interface that you want to define as a trunk interface with the command interface.
3. Configure the trunk interface and assign a VLAN ID with the command vlan trunk allowed.

Examples
This example configures interface 1/1/2 as a trunk interface allowing traffic with VLAN ID set to 20.

switch# config

switch (config)# wvlan 20

switch (config-vlan-20)# exit

switch (config)# interface 1/1/2

switch (config-if)# vlan trunk allowed 20

This example configures interface 1/1/2 as a trunk interface allowing traffic with VLAN IDs 2, 3, and 4.

switch# config

switch (config)# vlan 2,3,4

switch (config) # interface 1/1/2

switch (config-if)# vlan trunk allowed 2,3,4

This example configures interface 1/1/2 as a trunk interface allowing traffic with VLAN IDs 2 to 8.

switch# config

switch (config)# wvlan 2-8

switch (config)# interface 1/1/2

switch (config-if)# vlan trunk allowed 2-8

This example configures interface 1/1/2 as a trunk interface allowing traffic with VLAN IDs 2 to 8 and 10.

switch# config

switch (config)# vlan 2-8,10

switch (config) # interface 1/1/2

switch (config-if)# wvlan trunk allowed 2-8,10

This example configures interface 1/1/2 as a trunk interface allowing traffic on all configured VLAN IDs (20-
100).

switch# config

switch (config)# vlan 20-100

switch (config)# interface 1/1/2

switch (config-if)# vlan trunk allowed all

Assigning a native VLAN ID to a trunk interface

Prerequisites
At least one defined VLAN.

Procedure
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Switch to configuration context with the command config.
2. Switch to the trunk interface to which you want to assign the native VLAN ID with the command

interface.

3. Assign the native VLAN ID with the command v1an trunk native. If tagging is required, use the
command vlan trunk native tag.

4. Allow traffic tagged with the native VLAN ID to be transported by the trunk using the command vian
trunk allowed.

Example
This example assigns native VLAN ID 20 to trunk interface 1/1/2.

switch# config

switch (config)# vlan 20

switch (config-vlan-20)# exit

switch (config)# interface 1/1/2

switch (config-if)# wvlan trunk native 20

This example assigns native VLAN ID 40 to trunk interface 1/1/5, enables tagging, and allows traffic with
VLAN ID 40 to be transported by the trunk.

switch# config

switch (config)# vlan 40

switch (config-vlan-40)# exit

switch (config)# interface 1/1/5

switch (config-if)# wvlan trunk native 40 tag
switch (config-if)# vlan trunk allow 40

Viewing VLAN configuration information

Prerequisites
At least one defined VLAN.

Procedure

View a summary of VLAN configuration information with the command show vlan summary.
View VLAN configuration settings with the command show vlan.
View VLANSs configured for a specific layer 2 interface with the command show vlan port.

AN =

View the commands used to configure VLAN settings with the command show running-config

interface.

Example

This example displays a summary of all VLANSs.

switch# show vlan summary

Number of existing VLANs: 11
Number of static VLANs: 11
Number of dynamic VLANs: 0

This example displays configuration information for all defined VLANS.
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switch# show vlan

VLAN Name Status Reason Type Interfaces

1 DEFAULT VLAN 1 up ok static 1/1/3-1/1/4

2 UserVLAN1 up ok static 1/1/1,1/1/3,1/1/5

3 UserVLAN2 up ok static 1/1/2-1/1/3,1/1/5-1/1/6
5 UserVLAN3 up ok static 1/1/3

10 TestNetwork up ok static 1/1/3,1/1/5

11 VLAN11 up ok static 1/1/3

12 VLAN12 up ok static 1/1/3,1/1/6,1lagl-1lag2
13 VLAN13 up ok static 1/1/3,1/1/6

14 VLAN14 up ok static 1/1/3,1/1/6

20 ManagementVLAN down admin_ down static 1/1/3,1/1/10

This example displays configuration information for VLAN 2.

switch# show vlan 2

VLAN Name Status Reason Type Interfaces

2 UserVLAN1 up ok static 1/1/1,1/1/3,1/1/5

This example displays the VLANs configured on interface 1/1/3.

switch# show vlan port 1/1/3

VLAN Name Mode
1 DEFAULT VLAN 1 native-untagged
2 UserVLAN1 trunk
3 UserVLAN2 trunk
5 UserVLAN3 trunk
10 TestNetwork trunk
11 VLAN11 trunk
12 VLAN12 trunk
13 VLAN13 trunk
14 VLAN14 trunk
20 ManagementVLAN trunk

This example displays VLAN configuration commands for interface 1/1/16.

switch# show running-config interface 1/1/16
interface 1/1/16

no routing

vlan trunk native 108

vlan trunk allowed all

exit

This scenario shows how to assign VLAN IDs to access and trunk interfaces for the following deployment:
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1M1 121 1/2/32 1113  1/213

LAG1Q QLAG3

VLAN 25 trunk native VLAN 100 VLAN 6 trunk native tagged
VLAN 4, 25 trunk allowed VLAN 6, 17 trunk allowed
$ Server x
VLAN 100
Switch B Switch C

JE
L Lt L

VLAN 25 VLAN 4 VLAN 6 VLAN 17

DT
N
[

;Il />

In this scenario, VLANSs are used to isolate the traffic from different devices.

= VLAN 25 carries tagged and untagged traffic from computers connected to switch B.
= VLAN 4 carries tagged traffic from computers connected to switch B.

= VLAN 6 carries tagged and untagged traffic from computers connected to switch C.
= VLAN 17 carries tagged traffic from computers connected to switch C.

= VLAN 100 carries untagged traffic from the server.

Procedure

1. Execute the following commands on switch A and B.
a. Create VLANs4 and 25.

switch# config
switch (config) # wvlan 4,25

b. Define LAG 1 and assign the VLANs to it.

switch (config)# interface lag 1

switch (config-lag-if) # no shutdown

switch (config-lag-if)# wvlan trunk native 25
switch (config-lag-if)# wvlan trunk allowed 4,25

C. Addports1/1/1 and 1/2/1 to LAG 1.

switch (config-lag-if) # interface 1/1/1
switch (config-if) # no shutdown
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# lag 1

# interface 1/2/1
# no shutdown

# lag 1

switch (config-if)
switch (config-if)
switch (config-if)
switch (config-if)

2. Execute the following commands on switch Aand C.
a. CreateVLANs6and17.

switch# config
switch (config) # vlan 6,17

b. Define LAG 3 and assign the VLANs to it.

switch
switch
switch
switch

config)# interface lag 3
config-lag-if)# no shutdown
config-lag-if) # vlan trunk native 6 tag
config-lag-if) # vlan trunk allowed 6,17

¢. Add ports1/1/13 and 1/2/13 to LAG 3.

switch (config-lag-if) # interface 1/1/13
switch (config-if)# no shutdown
switch (config-if)# lag 3
switch (config-if) # interface 1/2/13
switch (config-if)# no shutdown
switch (config-if)# no routing

( ) #

switch (config-if lag 3

3. Execute the following commands on switch A to configure the connection to the server.
a. Configureinterface 1/2/13 as an access interface with VLAN ID set to 100.

switch# config

switch (config)# wvlan 100

switch (config-vlan-100) # interface 1/2/32
switch (config-if)# no shutdown

switch (config-if)# vlan access 100

switch (config-if)# exit

4. Verify VLAN configuration by running the command show vlan. For example:

switch# show vlan

VLAN Name Status Reason Type
Interfaces

1 DEFAULT VLAN 1 down no member port default
4 VLAN4 up ok static
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lagl
6
lag3
17
lag3
25
lagl
100 VLAN100
1/2/32

VLANG6

VLAN17

VLAN25

up ok static
up ok static
up ok static
up ok static

5. Verify that the connection to the DHCP server is sending/receiving data with the command show

interface. Check that the Rx and Tx

switch# show interface 1/2/3
Interface 1/2/32 is up

Admin state is up
Description:

Hardware:
MTU 1500
Type SFP+LR

gos trust none

Speed 10000 Mb/s
Auto-Negotiation is off
Input flow-control is off,

VLAN Mode: access

Access VLAN: 100

Rx
20 input packets
0 input error
0 CRC/FECS

Tx
9 output packets
0 input error
0 collision

Ethernet, MAC Address:

fields are incrementing. For example:

2

70:72:cf:3a:8a:0b

output flow-control is off

1280 bytes
0 dropped

1054 bytes
0 dropped

6. Verify LAG interface configuration with the command show interface. Check the fields admin state,
MAC address, Aggregated-interfaces, VLAN Mode, Native VLAN, Allowed VLAN, Rx count, and Tx

count. For example:

switch# show interface lagl
Aggregate—-name lagl
Description

Admin state up
MAC Address 94:
Aggregated-interfaces 1/1
Aggregation-key 1

Speed 100

L3 Counters: Rx Disabled, T
qos trust none

VLAN Mode: native-untagged
Native VLAN: 25
Allowed VLAN List:
Rx

4,25

10 input packets
0 input error

£1:28:21:63:00
/1 1/2/1

0 Mb/s
x Disabled

1280 bytes
0 dropped
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0 CRC/FECS
Tx

8 output packets 980 bytes
input error 0 dropped
0 collision

(@]

switch# show interface lag3
Aggregate-name lag3

Description

Admin state T up

MAC Address 3 94gitilg28321363300
Aggregated-interfaces : 1/1/13 1/2/13
Aggregation-key 3 3

Speed 1000 Mb/s

L3 Counters: Rx Disabled, Tx Disabled
gos trust none

VLAN Mode: native-tagged

Native VLAN: 6

Allowed VLAN List: 6,17

Rx
19 input packets 1280 bytes
0 input error 0 dropped
0 CRC/ECS

Tx
15 output packets 1000 bytes
0 input error 0 dropped

0 Collision

7. Verify the physical interfaces (1/1/1,1/2/1,1/1/13,1/2/13) with the command show interface.
Check that the Rx and Tx fields are incrementing. For example:

switch# show interface 1/1/1
Interface 1/1/1 is up
Admin state is up

Description:
Hardware: Ethernet, MAC Address: 94:f1:28:21:73:ff
MTU 1500

Type SFP+LR

qos trust none

Speed 1000 Mb/s

Auto-Negotiation is off

Input flow-control is off, output flow-control is off

Rx
6 input packets 620 bytes
0 input error 0 dropped
0 CRC/FECS

Tx
4 output packets 422 bytes
0 input error 0 dropped

0 collision

description

Syntax
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description <DESCRIPTION>

Description
Specifies a descriptive for a VLAN.

Command context

config-vlan-<VLAN-ID>

Parameters
<DESCRIPTION>
Specifies a description for the VLAN.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Assigning a description to VLAN 20:

switch (config)# vlan 20
switch (config-vlan-20)# description primary

name

Syntax
name <VLAN-NAME>

Description

Associates a name with a VLAN.

Command context

config-vlan-<VLAN-ID>

Parameters
<VLAN-NAME>

Specifies a name for a VLAN. Length: 1 to 32 alphanumeric characters, including underscore (_) and
hyphen (-).

Authority

Administrators or local user group members with execution rights for this command.

Examples
Assigning the name backup to VLAN 20:

switch (config)# wlan 20
switch (config-vlan-20)# name backup

show capacities svi-count

Syntax
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show capacities svi-count

Description

Shows the maximum number of SVIs supported by the switch.

Command context

Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples
Showing switch SVI capacity:

switch# show capacities svi-count
System Capacities: Filter SVI count

Capacities Name Value
Maximum number of SVIs supported in the system 128
show vlan
Syntax

show vlan [<VLAN-ID>]

Description

Displays configuration information for all VLANs or a specific VLAN.

Command context

Manager (#)

Parameters
<VLAN-ID>
Specifies a VLAN ID.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Displaying configuration information for VLAN 2:

switch# show vlan 2

VLAN Name Status Reason Type Interfaces

2 UserVLAN1 up ok static 1/1/1,1/1/3,1/1/5

Displaying configuration information for all defined VLANSs:
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switch# show vlan

VLAN Name Status Reason Type Interfaces

1 DEFAULT VLAN 1 up ok static 1/1/3-1/1/4

2 UserVLAN1 up ok static 1/1/1,1/1/3,1/1/5

3 UserVLAN2 up ok static 1/1/2-1/1/3,1/1/5-1/1/6
5 UserVLAN3 up ok static 1/1/3

10 TestNetwork up ok static 1/1/3,1/1/5

11 VLAN11 up ok static 1/1/3

12 VLAN12 up ok static 1/1/3,1/1/6,1lagl-1lag2
13 VLAN13 up ok static 1/1/3,1/1/6

14 VLAN14 up ok static 1/1/3,1/1/6

20 ManagementVLAN down admin down static 1/1/3,1/1/10

show vlan port

Syntax
show vlan port <INTERFACE-ID>

Description
Displays the VLANSs configured for a specific layer 2 interface.

Command context
Manager (#)
Parameters

<INTERFACE-ID>
Specifies an interface ID. Format; member/slot/port.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Displaying the VLANs configured on interface 1/1/3:

switch# show vlan port 1/1/3

VLAN Name Mode
1 DEFAULT VLAN 1 native-untagged
2 UserVLAN1 trunk
3 UserVLAN2 trunk
5 UserVLAN3 trunk
10 TestNetwork trunk
11 VLAN11 trunk
12 VLAN12 trunk
13 VLAN13 trunk
14 VLAN14 trunk
20 ManagementVLAN trunk

show vian summary
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Syntax
show vlan summary
Description

Displays a summary of the VLAN configuration on the switch.

Command context

Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Displaying a summary of the VLAN configuration on the switch:

switch# show vlan summary

Number of existing VLANs: 11
Number of static VLANs: 11
Number of dynamic VLANs: 0

shutdown

Syntax

shutdown
no shutdown
Description

Disables a VLAN. (By default, a VLAN is automatically enabled when it is created with the v1an command.)
The no form of this command enables a VLAN.

Command context

config-vlan-<VLAN-ID>

Authority

Administrators or local user group members with execution rights for this command.

Examples
Enabling VLAN 20:

switch (config)# wvlan 20
switch (config-vlan-20)# no shutdown

Disabling VLAN 20:

switch (config)# wvlan 20
switch (config-vlan-20)# shutdown
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system vlan-client-presence-detect

Syntax

system vlan-client-presence-detect

no system vlan-client-presence-detect

Description

Enables VNI mapped VLANs when detecting the presence of a client. When enabled, VNI mapped VLANs are
up only if there are authenticated clients on the VLAN, or if the VLAN has statically configured ports and
those ports are up. When not enabled, VNI mapped VLANSs are always up.

The no form of this command disables detection of clients on VNI mapped VLANS.

Command context
config

Authority

Administrators or local user group members with execution rights for this command.

Examples

Enabling detection of clients:

switch (config) # system vlan-client-presence-detect

Disabling detection of clients:

switch (config) # no system vlan-client-presence-detect

vian

Syntax
vlan <VLAN-LIST>

no vlan <VLAN-LIST>

Description

Creates a VLAN and changes to the config-vlan-id context for the VLAN. By default, the VLAN is enabled.
To disable a VLAN, use the no shutdown cOmmand.

If the specified VLAN exists, this command changes to the config-vlan-id context for the VLAN. If a range
of VLANSs is specified, the context does not change.

The no form of this command removes a VLAN. VLAN 1 is the default VLAN and cannot be deleted.

Command context

config

Parameters
<VLAN-LIST>

Specifies a single ID, or a series of IDs separated by commas (2, 3, 4), dashes (2-4), or both (2-4,6). Range:
1to 4094. A maximum of 2048 (6200 Switch Series) VLANs are supported.
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Authority

Administrators or local user group members with execution rights for this command.

Examples
Creating VLAN 20:

switch (config)# wvlan 20
switch (config-vlan-20) #

Removing VLAN 20:

switch (config) # no vlan 20

Creating VLANs 2 to 8 and 10:

switch(config) # wvlan 2-8,10

Removing VLANs 2 to 8 and 10:

switch(config)# no wvlan 2-8,10

vlan access

Syntax

vlan access <VLAN-ID>

no vlan access [<VLAN-ID>]

Description
Creates an access interface and assigns an VLAN ID to it. Only one VLAN ID can be assigned to each access
interface.

VLANSs can only be assigned to a non-routed (layer 2) interface or LAG interface. By default, all interfaces are
routed (layer 3) when created. Use the no routing command to disable routing on an interface and change
the interface to a layer 2 interface.

The no form of this command removes an access VLAN from the interface in the current context and sets it
to the default VLAN ID of 1.

Command context

config-if

Parameters
<VLAN-ID>

Specifies a single ID, or a series of IDs separated by commas (2, 3, 4), dashes (2-4), or both (2-4,6). Range:
1to0 4094. A maximum of 2048 (6200 Switch Series) VLANSs are supported.

Authority

Administrators or local user group members with execution rights for this command.
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Examples
Configuring interface 1/1/2 as an access interface with VLAN ID set to 20:

switch (config) # interface 1/1/2
switch (config-if)# vlan access 20

Removing VLAN ID 20 from interface 1/1/2:

switch (config) # interface 1/1/2
switch (config-if)# no wvlan access 20

or:

switch (config) # interface 1/1/2
switch (config-if)# no wvlan access

vlan trunk allowed

Syntax
vlan trunk allowed [<VLAN-LIST> | all]

no vlan trunk allowed [<VLAN-LIST>]

Description
Assigns a VLAN ID to an trunk interface. Multiple VLAN IDs can be assigned to a trunk interface. These VLAN
IDs define which VLAN traffic is allowed across the trunk interface.

VLANSs can be assigned only to a non-routed (layer 2) interface or LAG interface. By default, all interfaces are
routed (layer 3) when created. Use the no routing command to disable routing on an interface.

The no form of this command removes one or more VLAN IDs from a trunk interface. When the last VLAN is
removed from a trunk interface, the interface continues to operate in trunk mode, and will trunk all the
VLANSs currently defined on the switch, and any new VLANs defined in the future. To disable the trunk
interface, use the command shutdown.

Command context

config-if

Parameters
<VLAN-LIST>

Specifies a single ID, or a series of IDs separated by commas (2, 3, 4), dashes (2-4), or both (2-4,6). Range:

1to 4094.
all

Configures the trunk interface to allow all the VLANSs currently configured on the switch and any new
VLANS that are configured in the future.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Assigning VLANs 2, 3, and 4 to trunk interface 1/1/2;
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switch (config)# interface 1/1/2
switch (config-if)# vlan trunk allowed 2,3,4

Assigning VLAN IDs 2 to 8 to trunk interface 1/1/2:

switch (config)# interface 1/1/2
switch (config-if)# vlan trunk allowed 2-8

Assigning VLAN IDs 2 to 8 and 10 to trunk interface 1/1/2:

switch (config)# interface 1/1/2
switch (config-if)# vlan trunk allowed 2-8,10

Removing VLAN IDs 2, 3, and 4 from trunk interface 1/1/2:

switch (config)# interface 1/1/2
switch (config-if)# no vlan trunk allowed 2,3,4

Removing all VLANSs assigned to trunk interface 1/1/2:

switch (config)# interface 1/1/2
switch (config-if)# no wvlan trunk allowed

vlan trunk native

Syntax
vlan trunk native <VLAN-ID>

no vlan trunk native [<VLAN-ID>]

Description

Assigns a native VLAN ID to a trunk interface. By default, VLAN ID 1 is assigned as the native VLAN ID for all
trunk interfaces. VLANSs can only be assigned to a non-routed (layer 2) interface or LAG interface. Only one
VLAN ID can be assigned as the native VLAN.

When a native VLAN is defined, the switch automatically executes the vlian trunk allowed all command to
e ensure that the default VLAN is allowed on the trunk. To only allow specific VLANs on the trunk, issue the v1an
trunk allowed command specifying only specific VLANS.

The no form of this command removes a native VLAN from a trunk interface and assigns VLAN ID 1 as its
native VLAN.

Command context

config-if

Parameters
<VLAN-ID>
Specifies a VLAN ID. Range: 1 to 4094.

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



Authority

Administrators or local user group members with execution rights for this command.

Examples
Assigning native VLAN ID 20 to trunk interface 1/1/2:

switch (config)# interface 1/1/2
switch (config-if)# vlan trunk native 20

Removing native VLAN 20 from trunk interface 1/1/2 and returning to the default VLAN 1 as the native
VLAN.

switch (config)# interface 1/1/2
switch (config-if)# no vlan trunk native 20

or:

switch (config)# interface 1/1/2
switch (config-if)# no vlan trunk native

Assigning native VLAN ID 20 to trunk interface 1/1/2 and then removing it from the list of allowed VLANSs.
(Only allow VLAN 10 on the trunk.)

switch(config) # interface 1/1/2
switch (config-if)# wvlan trunk native 20
switch (config-if)# vlan trunk allowed 10

vlan trunk native tag

Syntax
vlan trunk native <VLAN-ID> tag

no vlan trunk native <VLAN-ID> tag

Description

Enables tagging on a native VLAN. Only incoming packets that are tagged with the matching VLAN ID are
accepted. Incoming packets that are untagged are dropped except for BPDUs. Egress packets are tagged.

The no form of this command removes tagging on a native VLAN.

Command context

config-if

Parameters
<VLAN-ID>
Specifies the number of a VLAN. Range: 1 to 4094.

Authority

Administrators or local user group members with execution rights for this command.
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Examples
Enabling tagging on native VLAN 20 on trunk interface 1/1/2;

switch (config) # interface 1/1/2
switch (config-if)# wvlan trunk native 20
switch (config-if)# vlan trunk native 20 tag

Removing tagging on native VLAN 20 assigned to trunk interface 1/1/2:

switch (config)# interface 1/1/2
switch (config-if)# no vlan trunk native 20 tag

Enabling tagging on native VLAN 20 assigned to LAG trunk interface 2:

switch (config) # interface lag 2
switch (config-lag-if)# wvlan trunk native 20
switch (config-lag-if)# wvlan trunk native 20 tag

voice

Syntax

voice

no voice

Description
Configures a VLAN as a voice VLAN.
The no form of this command removes voice configuration from a VLAN.

Command context

config-vlan-<VLAN-ID>

Authority

Administrators or local user group members with execution rights for this command.

Examples
Configuring VLAN 10 as a voice VLAN:

switch(config)# wvlan 10
switch (config-vlan-10)# voice

Removing voice from VLAN 10:

switch (config-vlan-10)# no voice
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Chapter 7

Configuration and firmware
management

A checkpoint is a snapshot of the running configuration of a switch and its relevant metadata during the
time of creation. Checkpoints can be used to apply the switch configuration stored within a checkpoint
whenever needed, such as to revert to a previous, clean configuration. Checkpoints can be applied to other
switches of the same platform. A switch is able to store multiple checkpoints.

Checkpoint types

The switch supports two types of checkpoints:

= System generated checkpoints: The switch automatically generates a system checkpoint whenever a
configuration change occurs.

= User generated checkpoints: The administrator can manually generate a checkpoint whenever
required.

Maximum number of checkpoints

»  Maximum checkpoints: 64 (including the startup configuration)
= Maximum user checkpoints: 32
= Maximum system checkpoints: 32

User generated checkpoints

User checkpoints can be created at any time, as long as one configuration difference exists since the last
checkpoint was created. Checkpoints can be applied to either the running or startup configurations on the
switch.

All user generated checkpoints include a time stamp to identify when a checkpoint was created.
A maximum of 32 user generated checkpoints can be created.

System generated checkpoints

System generated checkpoints are automatically created by default. Whenever a configuration change
occurs, the switch starts a timeout counter (300 seconds by default). For each additional configuration
change, the timeout counter is restarted. If the timeout expires with no additional configuration changes
being made, the switch generates a new checkpoint.

System generated checkpoints are named with the prefix cec followed by a time stamp in the format
<YYYYMMDDHHMMSS>. FOr example: cPc20170630073127.

System checkpoints can be applied using the checkpoint rollback feature or copy command.

A maximum of 32 system checkpoints can be created. Beyond this limit, the newest system checkpoint
replaces the oldest system checkpoint.

Supported remote file formats
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You can restore a switch configuration by copying a switch configuration stored on a USB drive or a remote
network device through SFTP/TFTP. The remote file formats that the switch supports depends on where
you plan to restore the checkpoint.

Restoring a checkpoint to a... File type supported

Running configuration s CLI

= JSON
m Checkpoint

Startup configuration = JSON
m Checkpoint

Specified checkpoint Specified checkpoint

Rollback

The term rollback is used to refer to when a switch configuration is reverted to a pre-existing checkpoint.

For example, the following command applies the configuration from checkpoint ckpt1. All previous
configurations are lost after the execution of this command: checkpoint rollback ckptl

You can also specify the rollback of the running configuration or of the startup configuration with a

specified checkpoint, as shown with the following command: copy checkpoint <checkpoint-name>
{running-config | startup-config}

Checkpoint auto mode

Checkpoint auto mode configures the switch with failover support, causing it to automatically revert to a
previous configuration if it becomes inoperable or inaccessible due to configuration changes that are being
made.

After entering checkpoint auto mode, you have a set amount of time to add, remove, or modify the existing
switch configuration. To save your changes, you must execute the checkpoint auto confirmcommand
before the auto mode timer expires. If you do not execute the checkpoint auto confirm command within
the specified time, all configuration changes you made are discarded and the running configuration reverts
to the state it was before entering checkpoint auto mode.

Testing a switch configuration in checkpoint auto mode
Process overview:

1. Enable the checkpoint auto mode.

2. Tosavethe configuration, enter the checkpoint auto confirmcommand before the specified time
setinstep 1.

Checkpoint commands
checkpoint auto

Syntax
checkpoint auto <TIME-LAPSE-INTERVAL>

Description
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Starts auto checkpoint mode. In auto checkpoint mode, the switch temporarily saves the runtime
configuration as a checkpoint only for the specified time lapse interval. Configuration changes must be
saved before the interval expires, otherwise the runtime configuration is restored from the temporary
checkpoint.

Command context

Manager (#)

Parameters
<TIME-LAPSE-INTERVAL>
Specifies the time lapse interval in minutes. Range: 1 to 60.

Authority

Administrators or local user group members with execution rights for this command.

Usage

To save the runtime checkpoint permanently, run the checkpoint auto confirm command during the time
lapse interval. The filename for the saved checkpoint is named auTo<yyyymMvppHEMMSS>. If the checkpoint
auto confirmcommand is not entered during the specified time lapse interval, the previous runtime
configuration is restored.

Examples

Confirming the auto checkpoint:

switch# checkpoint auto 20

Auto checkpoint mode expires in 20 minute (s)

switch# WARNING Please "checkpoint auto confirm" within 2 minutes
switch# checkpoint auto confirm

checkpoint AUT020170801011154 created

In this example, the runtime checkpoint was saved because the checkpoint auto confirmcommand was
entered within the value set by the time-1apse-interval parameter, which was 20 minutes.

Not confirming the auto checkpoint:

switch# checkpoint auto 20

Auto checkpoint mode expires in 20 minute (s)

switch# WARNING Please "checkpoint auto confirm" within 2 minutes
WARNING: Restoring configuration. Do NOT add any new configuration.
Restoration successful

In this example, the runtime checkpoint was reverted because the checkpoint auto confirmcommand
was not entered within the value set by the time-1apse-interval parameter, which was 20 minutes.

checkpoint auto confirm

Syntax

checkpoint auto confirm

Description

Signals to the switch to save the running configuration used during the auto checkpoint mode. This
command also ends the auto checkpoint mode.
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Command context

Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Usage

To save the runtime checkpoint permanently, run the checkpoint auto confirmcommand duringthe time
lapse value set by the checkpoint auto <TIME-LAPSE-INTERVAL>command. The generated checkpoint
name will be in the format auTo<yyyymMppEHEMMSS>. If the checkpoint auto confirm command is not
entered during the specified time lapse interval, the previous runtime configuration is restored.

Examples

Confirming the auto checkpoint:

switch# checkpoint auto confirm

checkpoint diff

Syntax

checkpoint diff {<CHECKPOINT-NAMEI1> | running-config | startup-config}
{<CHECKPOINT-NAMEZ2> | running-config | startup-config}

Description

Shows the difference in configuration between two configurations. Compare checkpoints, the running
configuration, or the startup configuration.

Command context

Manager (#)

Parameters
{<CHECKPOINT-NAME1> | running-config | startup-config}

Selects either a checkpoint, the running configuration, or the startup configuration as the baseline.
{<CHECKPOINT-NAMEZ2> | running-config | startup-config}

Selects either a checkpoint, the running configuration, or the startup configuration to compare.

Authority

Administrators or local user group members with execution rights for this command.
Usability

The output of the checkpoint diff command has several symbols:

m The plus sign (+) at the beginning of a line indicates that the line exists in the comparison but not in the
baseline.

» The minus sign (-) at the beginning of a line indicates that the line exists in the baseline but not in the
comparison.

Examples

In the following example, the configurations of checkpoints cp1 and cp2 are displayed before the
checkpoint diff command, so that you can see the context of the checkpoint diff command.
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switch# show checkpoint cpl
Checkpoint configuration:

|

!'Version ArubaOS-CX XL.10.00.0002
!Schema version 0.1.8

module 1/1 product-number j1363a

vlan 1,200
interface 1/1/1

no shutdown

ip address 1.0.0.1/24
interface 1/1/2

no shutdown

ip address 2.0.0.1/24

switch# show checkpoint cp2
Checkpoint configuration:

I

!Version ArubaOS-CX XL.10.00.0002
!Schema version 0.1.8

module 1/1 product-number j1363a

vlan 1,200,300
interface 1/1/1

no shutdown

ip address 1.0.0.1/24
interface 1/1/2

no shutdown

ip address 2.0.0.1/24

switch# checkpoint diff cpl cp2
--- /tmp/chkpt11501550258421 2017-08-01 01:17:38.420514016 +0000
+++ /tmp/chkpt21501550258421 2017-08-01 01:17:38.420514016 +0000
@e -9,7 +9,7 @@
|
|
!
-vlan 1,200
+vlan 1,200,300
interface 1/1/1
no shutdown
ip address 1.0.0.1/24

checkpoint post-configuration

Syntax

checkpoint post-configuration

no checkpoint post-configuration

Description
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Enables creation of system generated checkpoints when configuration changes occur. This feature is
enabled by default.

The no form of this command disables system generated checkpoints.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Usage

System generated checkpoints are automatically created by default. Whenever a configuration change
occurs, the switch starts a timeout counter (300 seconds by default). For each additional configuration
change, the timeout counter is restarted. If the timeout expires with no additional configuration changes
being made, the switch generates a new checkpoint.

System generated checkpoints are named with the prefix cec followed by a time stamp in the format
<YYYYMMDDHHMMSS>. FOr example: cpc20170630073127.

System checkpoints can be applied using the checkpoint rollback feature or copy command.

A maximum of 32 system checkpoints can be created. Beyond this limit, the newest system checkpoint
replaces the oldest system checkpoint.

Examples

Enabling system checkpoints:

switch (config) # checkpoint post-configuration

Disabling system checkpoints:

switch(config) # no checkpoint post-configuration

checkpoint post-configuration timeout

Syntax

checkpoint post-configuration timeout <TIMEOUT>

no checkpoint post-configuration timeout <TIMEOUT>

Description

Sets the timeout for the creation of system checkpoints. The timeout specifies the amount of time since the
latest configuration for the switch to create a system checkpoint.

The no form of this command resets the timeout to 300 seconds, regardless of the value of the <TrmEoUT>
parameter.

Command context
Manager (#)

Parameters
timeout <TIMEOUT>
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Specifies the timeout in seconds. Range: 5 to 600. Default: 300.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting the timeout for system checkpoints to 60 seconds:

switch (config) # checkpoint post-configuration timeout 60

Resetting the timeout for system checkpoints to 300 seconds:

switch (config) # no checkpoint post-configuration timeout 1

checkpoint rename

Syntax

checkpoint rename <OLD-CHECKPOINT-NAME> <NEW-CHECKPOINT-NAME>

Description

Renames an existing checkpoint.

Command context

Manager (#)

Parameters
<OLD-CHECKPOINT-NAME>

Specifies the name of an existing checkpoint to be renamed.
<NEW-CHECKPOINT-NAME>

Specifies the new name for the checkpoint. The checkpoint name can be alphanumeric. It can also
contain underscores (_) and dashes (-).

e Do not start the checkpoint name with cpPC because it is used for system-generated checkpoints.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Renaming checkpoint ckpt1 to cfg001:

switch# checkpoint rename ckptl cfg001

checkpoint rollback

Syntax

checkpoint rollback {<CHECKPOINT-NAME> | startup-config}

Description
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Applies the configuration from a pre-existing checkpoint or the startup configuration to the running
configuration.

Command context

Manager (#)

Parameters
<CHECKPOINT-NAME>

Specifies a checkpoint name.
startup-config

Specifies the startup configuration.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Applying a checkpoint named ckpt1 to the running configuration:

switch# checkpoint rollback ckptl
Success

Applying a startup checkpoint to the running configuration:

switch# checkpoint rollback startup-config
Success

copy checkpoint <CHECKPOINT-NAME> <REMOTE-URL>

Syntax
copy checkpoint <CHECKPOINT-NAME> <REMOTE-URL> [vrf <VRF-NAME>]

Description

Copies a checkpoint configuration to a remote location as a file. The configuration is exported in checkpoint
format, which includes switch configuration and relevant metadata.

Command context

Manager (#)

Parameters
<CHECKPOINT-NAME>

Specifies the name of a checkpoint.
<REMOTE-URL>

Specifies the remote destination and filename using the syntax: {tftp | sftp}://<IP-ADDRESS>
[ : <PORT-NUMBER>] [ ;blocksize=<BLOCKSIZE-VALUE>]/<FILE-NAME>
vrf <VRF-NAME>

Specifies a VRF name.

Authority

Administrators or local user group members with execution rights for this command.
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Examples
Copying checkpoint configuration to remote file through TFTP:

switch# copy checkpoint ckptl tftp://192.168.1.10/ckptmeta vrf default
G o o A O OB O
Success

Copying checkpoint configuration to remote file through SFTP:

switch# copy checkpoint ckptl sftp://root@192.168.1.10/ckptmeta vrf default
The authenticity of host '192.168.1.10 (192.168.1.10)"' can't be established.
ECDSA key fingerprint is SHA256:FtOm6Uxuxumil7VCwLnhz92H9Lk]jY+eURbdAddOETy50.
Are you sure you want to continue connecting (yes/no)? yes
root@192.168.1.10's password:

sftp> put /tmp/ckptmeta ckptmeta

Uploading /tmp/ckptmeta to /root/ckptmeta

Warning: Permanently added '192.168.1.10' (ECDSA) to the list of known hosts.
Connected to 192.168.1.10.

Success

copy checkpoint <CHECKPOINT-NAME> {running-config | startup-config}

Syntax
copy checkpoint <CHECKPOINT-NAME> {running-config | startup-config}

Description

Copies an existing checkpoint configuration to the running configuration or to the startup configuration.

Command context

Manager (#)

Parameters
<CHECKPOINT-NAME>

Specifies the name of an existing checkpoint.
{running-config | startup-config}

Selects whether the running configuration or the startup configuration receives the copied checkpoint
configuration. If the startup configuration is already present, the command overwrites the startup
configuration.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Copying ckpt1 checkpoint to the running configuration:

switch# copy checkpoint ckptl running-config
Success

Copying ckpt1 checkpoint to the startup configuration:
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switch# copy checkpoint ckptl startup-config
Success

copy checkpoint <CHECKPOINT-NAME> <STORAGE-URL>

Syntax
copy checkpoint <CHECKPOINT-NAME> <STORAGE-URL>

Description

Copies an existing checkpoint configuration to a USB drive. The file format is defined when the checkpoint
was created.

Command context

Manager (#)

Parameters
<CHECKPOINT-NAME>

Specifies the name of the checkpoint to copy. The checkpoint name can be alphanumeric. It can also
contain underscores (_) and dashes (-).
<STORAGE-URL>>

Specifies the name of the target file on the USB drive using the following syntax: usb: /<FILE>
The USB drive must be formatted with the FAT file system.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Copying the test checkpoint to the testcheck file on the USB drive:

switch# copy checkpoint test usb:/testCheck
Success

copy <REMOTE-URL> checkpoint <CHECKPOINT-NAME>

Syntax

copy <REMOTE-URL> checkpoint <CHECKPOINT-NAME> [vrf <VRF-NAME>]

Description

Copies a remote configuration file to a checkpoint. The remote configuration file must be in checkpoint
format.

Command context

Manager (#)

Parameters
<REMOTE-URL>

Specifies a remote file using the following syntax: (tftp | sftp}://<IP-ADDRESS>[:<PORT-NUMBER>]
[;blocksize=<BLOCKSIZE-VALUE>]/<FILE-NAME>>
<CHECKPOINT-NAME>
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Specifies the name of the target checkpoint. The checkpoint name can be alphanumeric. It can also
contain underscores (_) and dashes (-). Required.

e Do not start the checkpoint name with cPC because it is used for system-generated checkpoints.

vrf <VRF-NAME>
Specifies a VRF name. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Copying a checkpoint format file to checkpoint ckpt5 on the default VRF:

switch# copy tftp://192.168.1.10/ckptmeta checkpoint ckpt5
G o o A O OB O
100.0%

Success

copy <REMOTE-URL> {running-config | startup-config}

Syntax

copy <REMOTE-URL> {running-config | startup-config } [vrf <VRF-NAME>]

Description

Copies a remote file containing a switch configuration to the running configuration or to the startup
configuration.

Command context

Manager (#)

Parameters
<REMOTE-URL>

Specifies a remote file with the following syntax: {tftp | sftp}://<IP-ADDRESS>[:<PORT-NUMBER>]
[;blocksize=<BLOCKSIZE-VALUE>]/<FILE-NAME>
{running-config | startup-config}

Selects whether the running configuration or the startup configuration receives the copied checkpoint
configuration. If the startup configuration is already present, the command overwrites the startup
configuration.

vrf <VRF-NAME>

Specifies the name of a VRF. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Usage

The switch copies only certain file types. The format of the file is automatically detected from contents of
thefile. The startup-config option only supports the JSON file format and checkpoints, but the running-
config option supports the JSON and CLI file formats and checkpoints.

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



When a file of the CLI format is copied, it overwrites the running configuration. The CLI command does not
clear the running configuration before applying the CLI commands. All of the CLI commands in the file are
applied line-by-line. If a particular CLI command fails, the switch logs the failure and it continues to the next
line in the CLI configuration. The event log (show events -d hpe-config) provides information as to which
command failed.

Examples

Copying a JSON format file to the running configuration:

switch# copy tftp://192.168.1.10/runjson running-config

#HEHHHH AR A 100.0%
Configuration may take several minutes to complete according to configuration file
size

——08-———-108--—-20%——--30%-—=--40%———-508——-608——-702——=—-80%—--90%5————100%——
Success

Copying a CLI format file to the running configuration with an error in the file:

switch# copy tftp://192.168.1.10/runcli running-config

#HAHHF A A R R R 100,05
Configuration may take several minutes to complete according to configuration file
size

--0%---—-10%----20%-—---30%----40%----50%----60%-——--—-70%-—---80%----90%--—--100%--
Some of the configuration lines from the file were NOT applied. Use 'show

events -d hpe-config' for more info.

Copying a CLI format file to the startup configuration:

switch# copy tftp://192.168.1.10/startjson startup-config

FHEHHHF A H A A A 100.0%
100.0%
Success

Copying an unsupported file format to the startup configuration:

switch# copy tftp://192.168.1.10/startfile startup-config

FHAFHH AR A R R R R 10005
100.0%

unsupported file format

copy running-config {startup-config | checkpoint <CHECKPOINT-NAME>}

Syntax

copy running-config {startup-config | checkpoint <CHECKPOINT-NAME>}

Description

Copies the running configuration to the startup configuration or to a new checkpoint. If the startup
configuration is already present, the command overwrites the existing startup configuration.
Command context

Manager (#)
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Parameters
startup-config

Specifies that the startup configuration receives a copy of the running configuration.
checkpoint <CHECKPOINT-NAME>

Specifies the name of a new checkpoint to receive a copy of the running configuration. The checkpoint
name can be alphanumeric. It can also contain underscores (_) and dashes (-).

e Do not start the checkpoint name with cpC because it is used for system-generated checkpoints.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Copying the running configuration to the startup configuration:

switch# copy running-config startup-config
Success

Copying the running configuration to a new checkpoint named ckpt1:

switch# copy running-config checkpoint ckptl
Success

copy {running-config | startup-config} <REMOTE-URL>

Syntax

copy {running-config | startup-config} <REMOTE-URL> {cli | json} [vrf <VRF-NAME>]

Description

Copies the running configuration or the startup configuration to a remote file in either CLI or JSON format.

Command context
Manager (#)

Parameters
{running-config | startup-config}

Selects whether the running configuration or the startup configuration is copied to a remote file.
<REMOTE-URL>

Specifies the remote file using the syntax: {tftp | sftp}://<IP-ADDRESS>]:<PORT-NUMBER>]
[;blocksize=<BLOCKSIZE-VALUE>]/<FILE-NAME>
{cli | json}

Selects the remote file format: P: CLI or JSON.
vrf <VRF-NAME>

Specifies the name of a VRF. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Examples
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Copying a running configuration to a remote file in CLI format:

switch# copy running-config tftp://192.168.1.10/runcli cli

#HEHAHE A H A AR A 100,05
Success

Copying a running configuration to a remote file in JSON format:

switch# copy running-config tftp://192.168.1.10/runjson json
FHAFFH A R S 10008
Success

Copying a startup configuration to a remote file in CLI format:

switch# copy startup-config sftp://root@192.168.1.10/startcli cli
root@192.168.1.10's password:

sftp> put /tmp/startcli startcli

Uploading /tmp/startcli to /root/startcli

Connected to 192.168.1.10.

Success

Copying a startup configuration to a remote file in JSON format:

switch# copy startup-config sftp://root@192.168.1.10/startjson json
root@192.168.1.10's password:

sftp> put /tmp/startjson startjson

Uploading /tmp/startjson to /root/startjson

Connected to 192.168.1.10.

Success

copy {running-config | startup-config} <STORAGE-URL>

Syntax

copy {running-config | startup-config} <STORAGE-URL> {cli | json}

Description

Copies the running configuration or a startup configuration to a USB drive.

Command context
Manager (#)

Parameters
{running-config | startup-config}

Selects the running configuration or the startup configuration to be copied to the switch USB drive.
<STORAGE-URL>

Specifies a remote file with the following syntax: usb: /<file>
{cli | json}

Selects the format of the remote file: CLI or JSON.

Authority

Administrators or local user group members with execution rights for this command.
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Usage

The switch supports JSON and CLI file formats when copying the running or starting configuration to the
USB drive. The USB drive must be formatted with the FAT file system.

The USB drive must be enabled and mounted with the following commands:

switch (config) # usb
switch (config) # end
switch# usb mount

Examples

Copying a running configuration to a file named runcr1 on the USB drive:

switch# copy running-config usb:/runCLI cli
Success

Copying a startup configuration to a file named startcr1 on the USB drive;

switch# copy startup-config usb:/startCLI cli
Success

copy startup-config running-config

Syntax

copy startup-config running-config

Description

Copies the startup configuration to the running configuration.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# copy startup-config running-config
Success

copy <STORAGE-URL> running-config

Syntax
copy <STORAGE-URL> {running-config | startup-config | checkpoint <CHECKPOINT-NAME>}

Description

This command copies a specified configuration from the USB drive to the running configuration, to a
startup configuration, or to a checkpoint.
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Command context

Manager (#)

Parameters
<STORAGE-URL>
Specifies the name of a configuration file on the USB drive with the syntax: usb: /<FILE>

running-config
Specifies that the configuration file is copied to the running configuration. The file must be in CLI, JSON,

or checkpoint format or the copy will fail. the copy will not work.
startup-config

Specifies that the configuration file is copied to the startup configuration. The switch stores this

configuration between reboots. The startup configuration is used as the operating configuration

following a reboot of the switch. The file must be in JSON or checkpoint format or the copy will fail.
checkpoint <CHECKPOINT-NAME>

Specifies the name of a new checkpoint file to receive a copy of the configuration. The configuration file

on the USB drive must be in checkpoint format.

Do not start the checkpoint name with CPC because it is used for system-generated checkpoints.

Authority

Administrators or local user group members with execution rights for this command.

Usage
This command requires that the USB drive is formatted with the FAT file system and that the file be in the
appropriate format as follows:

m running-config: This option requires the file on the USB drive be in CLI, JSON, or checkpoint format.
m startup-config: This option requires the file on the USB drive be in JSON or checkpoint format.
m checkpoint <checkpoint-name>; This option requires the file on the USB drive be in checkpoint format.

Examples

Copying the file runCli from the USB drive to the running configuration:

switch# copy usb:/runCli running-config

Configuration may take several minutes to complete according to configuration
file size
--0%----10%----20%----30%----40%----50%----60%----70%----80%----90%----100%--—
Success

Copying the file startUp from the USB drive to the startup configuration:

switch# copy usb:/startUp startup-config
Success

Copying the file testCheck from the USB drive to the abc checkpoint:

switch# copy usb:/testCheck checkpoint abc
Success
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erase {checkpoint <CHECKPOINT-NAME> | startup-config | all}

Syntax

erase {checkpoint <CHECKPOINT-NAME> | startup-config | all}

Description

Deletes an existing checkpoint, startup configuration, or all checkpoints.

Command context

Manager (#)

Parameters
checkpoint <CHECKPOINT-NAME>

Specifies the name of a checkpoint.
startup-config

Specifies the startup configuration.
all

Specifies all checkpoints.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Erasing checkpoint ckpt1:

switch# erase checkpoint ckptl

Erasing the startup configuration:

switch# erase startup-config

Erasing all checkpoints:

switch# erase checkpoint all

show checkpoint <CHECKPOINT-NAME>

Syntax
show checkpoint <CHECKPOINT-NAME> [json]

Description

Shows the configuration of a checkpoint.

Command context
Manager (#)

Parameters
checkpoint <CHECKPOINT-NAME>
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Specifies the name of a checkpoint.
[json]

Specifies that the output is displayed in JSON format.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing the configuration of the ckpt1 checkpoint in non-JSON format:

switch# show checkpoint ckptl
Checkpoint configuration:
!
!Version ArubaOS-CX PL.10.07.0000K-75-g55e5193
lexport-password: default
lacp system-priority 65535
user admin group administrators password ciphertext
AQBapQjwipebv36io0jFfde7ZzrHckncallD+3n8XFTZKQAmYgAAADELYOeHSme93xzdD0uz6Vr 9K1+XBzB+
2GBOUBxSF7rvgN2x8KSgkqv7igXVQ0Te6LkSMnH4BANaT3Bf25qyvOamr4YakO01V3rg8zAOADkPktQOD8joTH
XflzwomoIzcmv/uX
cli-session
timeout 0

ssh server vrf default
vlan 1
spanning-tree
interface lag 1
no shutdown
vlan access 1
interface lag 128
no shutdown
vlan access 1
interface lag 129
shutdown
vlan access 1
lacp mode active
interface 1/1/1
no shutdown
lag 128
lacp port-id 65535
interface 1/1/2
no shutdown
vlan access 1
interface 1/1/3
no shutdown
vlan access 1
interface 1/1/4
no shutdown
vlan access 1
interface 1/1/5
no shutdown
vlan access 1
interface 1/1/6
no shutdown
vlan access 1
interface 1/1/7
no shutdown
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vlan access 1
interface 1/1/8
no shutdown
vlan access 1
interface 1/1/9
no shutdown
vlan access 1
interface 1/1/10
no shutdown
vlan access 1
interface 1/1/11
no shutdown
vlan access 1
interface 1/1/12
no shutdown
vlan access 1
interface 1/1/13
no shutdown
vlan access 1
interface 1/1/14
no shutdown
vlan access 1
interface 1/1/15
no shutdown
vlan access 1
interface 1/1/16
no shutdown
vlan access 1
interface vlan 1
ip dhcp
snmp-server vrf default

|
|
|
|
|
https-server vrf default

Showing the configuration of the ckpt1 checkpoint in JSON format:

switch# show checkpoint ckptl json
Checkpoint configuration:
{

"AAA Server Group": {

"local": {

"group name": "local"
o
"none": {

"group name": "none"

by

show checkpoint post-configuration

Syntax

show checkpoint post-configuration
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Description

Shows the configuration settings for creating system checkpoints.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# show checkpoint post-configuration

Checkpoint Post-Configuration feature

Status : enabled
Timeout (sec) : 300

show checkpoint list

Syntax
show checkpoint list {all | <START-DATE> <END-DATE>}

Description

Shows a list of saved checkpoints.

Command context
Manager (#)

Parameters
all

Shows a detailed list of all saved checkpoints.
<START-DATE>

Specifies the starting date for the range of saved checkpoints to show. Format: yyyy-mv-pp.
<END-DATE>

Specifies the ending date for the range of saved checkpoints to show. Format: yyyy-mm-pp.,

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing the list of saved checkpoints:

switch# show checkpoint list
ckptl

ckpt2

ckpt3

startup-config
AUT020170308214100
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Showing a detailed list of all saved system and user checkpoints:

switch# show checkpoint list all

| NAME | TYPE | WRITER | DATE (UTC) | HARDWARE
| IMAGE VERSION |

|CPC20171017195548 | checkpoint | System |2020-10-17T19:55:48Z | 00000
|xx.10.0x.xxxxX-1-g7691be0 |

|ckpt23 | checkpoint |User [2020-10-17T20:09:00Z |00000
|xx.10.0x.xxxxX-1-g7691be0 |

| ckpt24 | checkpoint |User |2020-10-17T20:09:09Z |00000
|xx.10.0x.xxxxX-1-g7691be0 |

| ckpt30 | checkpoint |User [|2020-10-17T20:10:367 00000
|xx.10.0x.xxxxX-1-g7691be0 |

| startup-config-backup|checkpoint | System [2020-10-17T20:17:56Z |00000
|xx.10.0x.xxxxX-1-g7691be0 |

|CPC20171017201712 | checkpoint | System [2020-10-17T20:19:12Z | 00000
|xx.10.0x.xxxxAZ-10-g4c6b4446bdb |

| ckpt31l | checkpoint |User |2020-10-17T20:19:24Z |00000
|xx%x.10.0x.xxxxAZ-10-g4c6b4446bd6 |

| startup-config | startup |User |2020-10-17T20:47:1172 00000
|xx.10.0x.xxxxAZ-10-g4c6b4446bdb |

| ckpt32 | checkpoint |User |2020-10-17T20:50:24Z |00000
|xx%x.10.0x.xxxxAZ-10-g4c6b4446bdo6 |

|CPC20171017205110 | checkpoint | System [2020-10-17T20:51:10Z |00000

|xx.10.0x.xxxxAZ-10-g4c6b4446bdb |

Showing a detailed list of saved checkpoints for a specific date range:

switch# show checkpoint list date 2020-03-08 2020-03-12

|INAME | TYPE |WRITER |DATE | HARDWARE | IMAGE VERSION |
|ckpt2 |checkpoint |User |2020-03-08 18:10:01 | [0.0.0
|ckpt3 |checkpoint |User |2020-03-09 23:11:02 | |0.0.0
|ckpt4 |checkpoint |User |2020-03-11 00:00:03 | |0.0.0

write memory

Syntax

write memory

Description

Saves the running configuration to the startup configuration. It is an alias of the command copy running-
config startup-config. If the startup configuration is already present, this command overwrites the
startup configuration.

Command context

Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# write memory
Success
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boot set-default

Syntax

boot set-default {primary | secondary}

Description

Sets the default operating system image to use when the system is booted.

Command context

Manager (#)

Parameters
primary

Selects the primary network operating system image.
secondary

Selects the secondary network operating system image.

Authority

Administrators or local user group members with execution rights for this command.

Example

Selecting the primary image as the default boot image:

switch# boot set-default primary
Default boot image set to primary.

boot system

Syntax

boot system [primary | secondary | serviceos]

Description

Reboots all modules on the switch. By default, the configured default operating system image is used.
Optional parameters enable you to specify which system image to use for the reboot operation and for
future reboot operations.

Command context

Manager (#)

Parameters
primary
Selects the primary operating system image for this reboot and sets the configured default operating

system image to primary for future reboots.
secondary
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Selects the secondary operating system image for this reboot and sets the configured default operating
system image to secondary for future reboots.
serviceos

Selects the service operating system for this reboot. Does not change the configured default operating
system image. The service operating system acts as a standalone bootloader and recovery OS for
switches running the AOS-CX operating system and is used in rare cases when troubleshooting a switch.

Authority

Administrators or local user group members with execution rights for this command.

Usage

This command reboots the entire system. If you do not select one of the optional parameters, the system
reboots from the configured default boot image.

You can use the show images command to show information about the primary and secondary system
images.

Choosing one of the optional parameters affects the setting for the default boot image:

m If you select the primary Or secondary optional parameter, that image becomes the configured default
boot image for future system reboots. The command fails if the switch is not able to set the operating
system image to the image you selected.

You can use the boot set-default command to change the configured default operating system image.

m [f you select serviceos as the optional parameter, the configured default boot image remains the same,
and the system reboots all management modules with the service operating system.

If the configuration of the switch has changed since the last reboot, when you execute the boot system
command you are prompted to save the configuration and you are prompted to confirm the reboot
operation.

Saving the configuration is not required. However, if you attempt to save the configuration and there is an
error during the save operation, the boot system command is aborted.

Examples

Rebooting the system from the configured default operating system image:

switch# boot system
Do you want to save the current configuration (y/n)? y
The running configuration was saved to the startup configuration.

This will reboot the entire switch and render it unavailable
until the process is complete.

Continue (y/n)? y
The system is going down for reboot.

Rebooting the system from the secondary operating system image, setting the secondary operating system
image as the configured default boot image:

switch# boot system secondary
Default boot image set to secondary.

Do you want to save the current configuration (y/n)? n

This will reboot the entire switch and render it unavailable
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until the process is complete.
Continue (y/n)? y
The system is going down for reboot.

Canceling a system reboot:

switch# boot system
Do you want to save the current configuration (y/n)? n

This will reboot the entire switch and render it unavailable
until the process is complete.

Continue (y/n)? n

Reboot aborted.

switch#

show boot-history

Syntax
show boot-history [all]

Description

Shows boot information. When no parameters are specified, shows the most recent information about the

boot operation, and the three previous boot operations for the active management module. When the a11

parameter is specified, shows the boot information for the active management module and all available line
modules. To view boot-history on the standby, the command must be sent on the standby console.

Command context

Manager (#)

Parameters
all
Shows boot information for the active management module and all available line modules.

Authority

Administrators or local user group members with execution rights for this command.

Usage

This command displays the boot-index, boot-ID, and up time in seconds for the current boot. If thereisa
previous boot, it displays boot-index, boot-ID, reboot time (based on the time zone configured in the

system) and reboot reasons. Previous boot information is displayed in reverse chronological order.
Index

The position of the boot in the history file. Range: 0 to3.
Boot ID

A unique ID for the boot . A system-generated 128-bit string.
Current Boot, up for <seconps> seconds

For the current boot, the show boot-history command shows the number of seconds the module has
been running on the current software.

Timestamp boot reason
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For previous boot operations, the show boot-history command shows the time at which the operation

occurred and the reason for the boot. The reason for the boot is one of the following values:
<DAEMON-NAME> crash

The daemon identified by <DAEMON-NAME> caused the module to boot.

Kernel crash

The operating system software associated with the module caused the module to boot.
Reboot requested through database

The reboot occurred because of a request made through the CLI or other API.
Uncontrolled reboot

The reason for the reboot is not known.
Examples

Showing the boot history of the active management module:

switch# show boot-history
Management module

Index : 3
Boot ID : flbf071bdd04492bbf8439c6e479d612
Current Boot, up for 22 hrs 12 mins 22 secs

Index : 2
Boot ID : edfa2d6598d24e989668306c4a56a06d
07 Aug 18 16:28:01 : Reboot requested through database

Index : 1
Boot ID : 0Obda8d036ldf4a7e8e3acdcldbabcaad
07 Aug 18 14:08:46 : Reboot requested through database

Index : O

Boot ID : 23da2b0e26d048d7b3f4b6721b69c110

07 Aug 18 13:00:46 : Reboot requested through database
switch#

Showing the boot history of the active management module and all line modules:

switch# show boot-history all
Management module

Index : 3
Boot ID : flbf071bdd04492bbf8439c6e479d612
Current Boot, up for 22 hrs 12 mins 22 secs

Index : 2
Boot ID : edfa2d6598d24e989668306c4a56a06d
07 Aug 18 16:28:01 : Reboot requested through database

Index : 1
Boot ID : 0bda8d036ldf4a77e8e3acdcldbabcaad
07 Aug 18 14:08:46 : Reboot requested through database

Index : O
Boot ID : 23da2b0e26d048d7b3f4b6721b69c110
07 Aug 18 13:00:46 : Reboot requested through database

Line module 1/1
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Index : 3
10 Aug 17 12:45:46 : dune agent crashed

copy {primary | secondary} <REMOTE-URL>

Syntax
copy {primary | secondary} <REMOTE-URL> [vrf <VRF-NAME>]

Description

Uploads a firmware image to a TFTP or SFTP server.

Command context
Manager (#)

Parameters
{primary | secondary}

Selects the primary or secondary image profile to upload. Required
<REMOTE-URL>

Specifies the URL to receive the uploaded firmware using SFTP or TFTP. For information on how to
format the remote URL, see URL formatting for copy commands.
vrf <VRF-NAME>

Specifies a VRF name. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Examples
TFTP upload:

switch# copy primary tftp://192.0.2.0/00_10 00 0002.swi
FHEFHH AR R R 100,08
Verifying and writing system firmware...

SFTP upload:

switch# copy primary sftp://swuser@192.0.2.0/00_10 _00_0002.swi
swuser@192.0.2.0's password:

Connected to 192.0.2.0.

sftp> put primary.swi XL 10 _00_0002.swi

Uploading primary.swi to /users/swuser/00 10 00 0002.swi
primary.swi 100% 179MB 35.8MB/s 00:05

copy {primary | secondary} <FIRMWARE-FILENAME>

Syntax
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copy {primary | secondary} <FIRMWARE-FILENAME>

Description

Copies a firmware image to USB storage.

Command context

Manager (#)

Parameters
{primary | secondary}

Selects the primary or secondary image from which to copy the firmware. Required
<FIRMWARE-FILENAME>

Specifies the name of the firmware file to create on the USB storage device. Prefix the filename with
usb:/. Forexample: usb:/firmware v1.2.3.swi

For information on how to format the path to a firmware file on a USB drive, see USB URL.

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# copy primary usb:/11.10.00.0002.swi

copy primary secondary

Syntax

copy primary secondary

Description

Copies the firmware image from the primary to the secondary location.

Command context

Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# copy primary secondary
The secondary image will be deleted.

Continue (y/n)? y
Verifying and writing system firmware...

copy <REMOTE-URL>

Syntax
copy <REMOTE-URL> {primary | secondary} [vrf <VRF-NAME>]
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Description
Downloads and installs a firmware image from a TFTP or SFTP server.

Command context
Manager (#)

Parameters
<REMOTE-URL>

Specifies the URL from which to download the firmware using SFTP or TFTP. For information on how to
format the remote URL, see URL formatting for copy commands.

{primary | secondary}
Selects the primary or secondary image profile for receiving the downloaded firmware. Required.

vrf <VRF-NAME>

Specifies the name of a VRF. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Examples
TFTP download:

switch# copy tftp://192.10.12.0/ss.10.00.0002.swi primary
The primary image will be deleted.

Continue (y/n)? y
FHAHHFHHH AR AR S 100,009

Verifying and writing system firmware...

SFTP download:

switch# copy sftp://swuser@192.10.12.0/ss.10.00.0002.swi primary
The primary image will be deleted.

Continue (y/n)? y

The authenticity of host '192.10.12.0 (192.10.12.0)' can't be established.
ECDSA key fingerprint is SHA256:L64khLwlyLgX1ARKRMiwcAAK80RaQ8COoWP+PkGBXHY .
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.10.12.0' (ECDSA) to the list of known hosts.
swuser@192.10.12.0's password:

Connected to 192.10.12.0.

Fetching /users/swuser/ss.10.00.0002.swi to ss.10.00.0002.swi.dnld
/users/swuser/ss.10.00.0002.swi 100% 179MB 25.6MB/s 00:07
Verifying and writing system firmware...

copy secondary primary

Syntax

copy secondary primary

Description

Copies the firmware image from the secondary to the primary location.
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Command context

Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch# copy secondary primary
The primary image will be deleted.

Continue (y/n)? y
Verifying and writing system firmware...

switch# copy sftp://stor@192.22.1.0/im-switch.swi primary vrf mgmt
The primary image will be deleted.

Continue (y/n)? y

The authenticity of host '192.22.1.0 (192.22.1.0)' can't be established.
ECDSA key fingerprint is SHA256:MyIlxbdKnehYutONLfL69gDpNzCmZgBVvBaRR46m708.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.22.1.0' (ECDSA) to the list of known hosts.
stor@192.22.1.0's password:

Connected to 192.22.1.0.

sftp> get c8d5b9f-topflite.swi c8d5b9f-topflite.swi.dnld

Fetching /home/dr/im-switch.swi to c8d5b9f-topflite.swi.dnld
/home/dr/im-switch.swi 100% 226MB 56.6MB/s 00:04

Verifying and writing system firmware...

copy <STORAGE-URL>

Syntax
copy <STORAGE-URL> {primary | secondary}

Description

Copies, verifies, and installs a firmware image from a USB storage device connected to the active
management module.

Command context

Manager (#)

Parameters
<STORAGE-URL>

Specifies the name of the firmware file to copy from the USB storage device. Required. Prefix the
filename with usb: /. For example, usb: /firmware v1.2.3.swi Forinformation on how to format the
path to a firmware file on a USB drive, see USB URL.

{primary | secondary}

Selects the primary or secondary image profile for receiving the copied firmware.

Authority

Administrators or local user group members with execution rights for this command.
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Examples

switch# copy usb:/11.10.00.0002.swi primary
The primary image will be deleted.

Continue (y/n)? y

Verifying and writing system firmware...

URL formatting for copy commands
TFTP URL

Syntax
tftp://<IP-ADDR>[:<PORT-NUM>] [;blocksize=<Value>]/<FILENAME>

Examples
To specify a URL with:
m an|Pv4 address: tftp://1.1.1.1/a.txt

m an|Pv6 address: tftp://[2000::2]/a. txt
m ahostname: tftp://hpe.com/a. txt

To specify TFTP with:

m the port number of the serverinthe URL: tftp://1.1.1.1:12/a.txt
m theblocksizeinthe URL: tftp://1.1.1.1;blocksize=1462/a.txt
The valid blocksize range is 8 to 65464.
m the port number of the server and blocksize in the URL: tftp://1.1.1.1:12;blocksize=1462/a.txt

To specify afile in a directory of URL: tftp://1.1.1.1/dir/a.txt
SFTP URL

Syntax
sftp://<USERNAME>@<IP-ADDR>[ : <PORT-NUM>] /<FILENAME>

Examples
To specify:

s AURL with an IPv4 address: sftp://user@1.1.1.1/a.txt

m AURL with an IPv6 address: sftp://user@[2000::2]/a. txt

s AURL with a hostname: sftp://user@hpe.com/a. txt

m SFTP port number of aserverinthe URL: sftp://user@1.1.1.1:12/a.txt

n Afilein adirectory of URL: sftp://user@i.1.1.1/dir/a.txt

m To specify a file with absolute path inthe URL: sftp://user@1.1.1.1//home/user/a. txt

USB URL

Syntax
usb:/<FILENAME>
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Examples
To specify afile:

m |naUSB storage device: usb:/a. txt
m [nadirectory of a USB storage device: usb:/dir/a. txt

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



Chapter 8

Dynamic Segmentation

Dynamic Segmentation (DS) is an enterprise network solution that combines Aruba OS-CX security and
networking features to dynamically place clients into network segments based on client credentials. The
client network segments are dynamically carved out of the enterprise networks when on-boarding secure
clients. Two options are available:

m User Based Tunnels (UBT).
m Virtual Network Based Tunnels (VNBT). Also called switch-to-switch dynamic segmentation.

In both solutions, once authenticated (using MAC-Auth or 802.1X) an enterprise client is bound to a network
role and a VLAN is associated with the role. User traffic is then placed on the VLAN (know as the role VLAN)
corresponding to the role to which the user belongs. Role association is defined using the individual client
authentication mode or using device-profile based authentication.

The administrator must pre-configure all potential role VLANs and VRFs in all access switches (and additional
configuration such as IGMP snooping on VLAN, PIM RP, etc.). The switch ensures that the role VLANs and
VRFs are instantiated only upon client on-boarding on the target VLAN (using the command system vlan-
client-presence-detect). This ensures that unnecessary broadcast domain creations and route learning do
not occur.

Segment definition

Each segment has its own policies. For example, if a group of clients belong to an admin segment, then this
segment can have better QoS and security privileges as compared to the segments assigned to guest clients.
Inter-segment traffic is prohibited between two segments based on policy.

A segment does not map to a network construct such as a VLAN or a VRF. Multiple segments can co-exist
within a VLAN or a segment can span multiple VLANs and VRFs. However, the switch must realize
segmentation using network constructs such as VLANs, VRFs ACLs, etc.

Example

This example illustrates a simple deployment using two VLANs and VRFs.
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Core - VSX Pair

Underlay
Network

Overlay Client VLAN

10

Auth + Policy

L2 VLAN

100

Subnet

1.1.1.0/24

20

200

2.2.2.0/24

Overlay Client L3 VNI

VRF

A 10000

Overlay SVis on VRF

m VLAN interface of 10, 20
on access.

m VLAN interface to the
north of Core (if any

Overlay ROPs on VRF

ROP interfaces to the north of
Core.

needed).
Configuration on switches A1 A2 Core
= L2 VNI100. Y Y N
m Anycast Gateway for 1.1.1.0/24.
m VLAN interface for 10.
= L2 VNI 200. Y Y N
m Anycast Gateway for 2.2.2.0/24.
m VLAN interface for 20.
= VRFA. Y Y Y
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Configuration on switches A1 A2 Core

= L3 VRFfor A.

m RD, RTs for VRF A. (Can be derived from | Y Y Y
L3 VNI too.)

The two VRFs are configured on the core switch, and the two VLANs and VRFs are configured on the two
access switches as required. The two VLANs and the VRF are part of the running config on both access
switches.

Initially, the status of the two VLANSs on the access switches is down. This means that:

= EVPN routes - RT-3 (IMET) route, and RT-5 and RT-2 with respect to the VLAN interfaces are not
announced by the switches.

= No VXLAN tunnels are established between any pairs of switches.

Core - VSX Pair

<_$_> 1\ GP RR
Cc1

Underlay
Network

Auth + Policy

IP 1.1.1.1/24
VLAN 10

When Host H1 connects to A1, the host is authenticated with CPPM and the client is mapped to Role-1 on
VLAN 10. This results in the following:

= The VLAN state changes to up in show commands on A1.
m The L2 and L3 forwarding constructs for the local MAC of H1 are programmed onto VLAN 10 inside A1.
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The IMET route for L2VNI is advertised by A1.

o Thisrouteis not used by the core as it does not have footprint of VLAN 10 on it.

o Thisrouteis not used by A2 either - this is because it does not have a local VLAN 10 on "up" state as
yet.

RT-5 prefix route (if enabled) is advertised by A1.

o Upon receiving the route, the core programs the prefix route (1.1.1.0/24). This also results in VXLAN
tunnel programming on the core towards A1.

o A2 still does not use this route, because the VRF is not instantiated on A2 yet.

The RT-4 and the RT-2 routes are advertised by A1.

o Upon receiving the route, the core programs the route host route (1.1.1.1/32) with BH as A1. But the
existing tunnel towards A1 is reused.

o A2 still does not use this route.

The BUM domain for VLAN 10 on A1 is still the local host H1. This is because VLAN 10 is not instantiated
on any other switch as yet.

Any prefix routes from the core is programmed by A1 and it also programs a VXLAN tunnel towards the
core.

Core - VSX Pair

Underlay
Network

Auth + Policy

IP 1.1.1.1/24 1P 1.1.1.2/24
VLAN 10 VLAN 10

When Host H2 connects to A2, the host is authenticated with CPPM and the client is mapped to say Role-1
and the role's VLAN is VLAN 10. This results in the following:

m The VLAN state is changes to "up" in the show commands.
m The L2 and L3 forwarding constructs for the local MAC of H2 is programmed into VLAN 10 inside A2.
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m The IMET route for L2VNI is advertised by A2.

o Thisrouteis not used by the core again as it does not have footprint of VLAN 10 on it.

o Thisrouteis used by A1. It creates a VXLAN tunnel towards A2 and adds it to the BUM domain for
VLAN 10.

m RT-5 prefix route (if enabled) is advertised by A2.

o Upon receiving the route, the core programs the prefix route (1.1.1.0/24). In the absence of ECMP,
the existing route in the core is overwritten. This also results in VXLAN tunnel programming on the
core towards A2.

o A1 still does not use this route, this is because the local connected route for 1.1.1.0/24 has higher
priority.

m The RT-4 and the RT-2 routes are advertised by A2.

o Upon receiving the route, the core programs the route host route (1.1.1.2/32). The existing tunnel is
reused.

o Al programsthe 1.1.1.2/32 route into its FIB with NH as VTEP towards A2.

m Any prefix routes from the core are programmed by A2 and it also programs a VxLAN tunnel towards the
core
m Thus a full mesh of VXLAN tunnels is created.

Core - VSX Pair

Underlay
Network

Auth + Policy

IP 1.1.1.1/24 1P 1.1.1.2/24 IP 2.2.2.2/24
VLAN 10 VLAN 10 VLAN 20

If host H3 connects to A2 and it is on boarded on VLAN 20. This results in the following:

m The VLAN state of VLAN 20 changes to "up" in the show commands
m The L2 and L3 forwarding constructs for the local MAC of H3 is programmed into VLAN 20 inside A2.
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m The IMET route for L2VNI is advertised by A2
o Thisrouteis not used by the core again as it does not have footprint of VLAN 20 on it.
o Thisrouteis not used by A1 either for the same reason.
m RT-5 prefix route (if enabled) is advertised by A2
o Upon receiving the route, the core programs the prefix route (2.2.2.0/24). The core reuses the
existing tunnel.
o A1 also programs the prefix route with NH as A2.
m The RT-4 and the RT-2 routes with respect to H3 are advertised by A2.
o A1 programs its FIB for host route 2.2.2.2/24 with NH as A2. But it reuses the existing tunnel.
o Same behavior on the core.

Additional notes

m Reference counts maintained in the access switches ensure that existing tunnels are reused as and when
new clients come up.

m The clients leaving the VLAN (disconnect/Auth time out etc.) can lead to the reversal of the procedure
described above - i.e. deletion of local programming, withdrawal of routes, VLAN status change, etc. The
reversal is initiated based on reference count.

m Dynamic VLAN instantiation does not mandate VNI association for VLANs. Even local VLANs with secure
clients (if any) are also dynamically instantiated.

User-based tunneling uses GRE to tunnel ingress traffic on a switch interface to a mobility controller for
further processing. User-based tunneling enables a mobility controller to provide a centralized security
policy, using per-user authentication and access control to ensure consistent access and permissions.

Applications of user-based tunneling include:

m Traffic segmentation: Enables splitting of traffic based on user credentials, rather than the physical port
to which a user is connected. For example, guests on a corporate network can be assigned to a specific
VLAN with access and firewall policies defined to protect the network. Traffic from computers/laptops
can be tunneled, while allowing VolP traffic to move freely through the wired network.

m Authentication of PoE devices: Many devices that require power over Ethernet (PoE) and network access,
such as security cameras, payment card readers, and medical devices, do not have built-in security
software. As a result, these devices can pose a risk to networks. User-based tunneling can authenticate
these devices and tunnel their traffic to a mobility controller, harnessing the firewall and policy
capabilities to secure the network.

At the most basic level User-Based Tunneling has two components:

m User-Roles refers to the ability to assign roles, on the fly, to a wired device/user, based on such things as
the access method of a client. When leveraging ClearPass, additional context can be added, such as time-
of-day and type-of-machine. As a result, IT staff no longer must pre-configure an access-port to VLAN
and uplinks.

m Tunneling is the ability to tunnel traffic back to an Aruba Mobility Controller (previously known as
tunneled-node).

User-based tunneling supports two types of controller deployments:
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= Standalone Controller Support
m Clustered Controller Support

— The recommended controller version for user-based tunneling is 8.5 or greater.

Components of user-based tunneling

Clients and devices

Traditionally, ports were labeled with a color and a color was assigned to a specific device. With colorless

ports, all ports on an access switch are set to authenticate with both 802.1X and MAC Authentication. When
a device connects to the network it is authenticated using either MAC Authentication or 802.1X and triggers
an enforcement policy from ClearPass, which contains an enforcement profile with a user role configuration.

Access switches

Access switches authenticate users connected to the switch. Once a device or user is authenticated, a role is
applied to the device or user. Aroleis a set of attributes and policies that is applied to the device or user.
This user role can exist locally on an access switch or on ClearPass as part of an enforcement profile.

Mobility controller cluster

The Aruba Mobility Controller has many built-in security and application capabilities tailored specifically to
wireless traffic. However, this can be extended as well to wired traffic. This is the main reason to tunnel
traffic from an Aruba access switch to a controller, so the wired, tunneled traffic can take advantage of the
controller's firewall capabilities and client applications.

Aruba ClearPass Policy Manager

ClearPass assigns enforcement policies and profiles containing user role information based on profiled
devices or authenticated user information.

How it works

When first configuring the switch, the tunneling profile must be configured first. This is done using the
command ubt zone. Within this context, the primary controller IP address can be configured, which should
be the physical IP of one of the cluster members. Once the controller information is known on the switch
and the UBT service is enabled, the switch then performs a handshake with the controller to determine its
reachability and to discover the version information.

When reachability is confirmed, the switch executes a switch bootstrap, and sends a bootstrap message to
the controller, similar to an AP Hello between an AP and a controller. This bootstrap control packet contains
user role information. Once the controller receives the message, it replies with an acknowledge message.
When acknowledged, the switch updates its local data structures with a bucket map and controller node list,
which is used for mapping users to controllers and client load balancing.

After the bucket map list is downloaded to the switch, a GRE heartbeat is then started between the switch
and the controller, forming a tunnel. A regular heartbeat, using GRE, is exchanged with the controller, which
then serves as the switch anchor controller (SAC). This is the primary-controller ipintheubt zone
command. A secondary heartbeat is also established with a standby controller, acting as a secondary switch
anchor controller (s-SAC).

When a user connects to a secure port, the authentication sub-system on the switch sends a RADIUS
request to the RADIUS server (for example, ClearPass Policy Manager), which authenticates the user and
returns a user role to the switch in the form of a local user role (LUR), downloadable user role (DUR) or
venfor-specific attribute (VSA).

|_—} For a downloadable user role, the entire role itself is downloaded to the switch containing the user role via a VSA.
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Aruba utilizes the concept of a user role which contains user policy and access to the network based on the
role. A user-role can contain ACL/QoS policy, captive portal, VLAN information (used for locally switched
traffic), and device attributes. When the user role VSA, received from the RADIUS server, is applied to the
user, a command to redirect traffic to a controller can be included within the user role. This is defined with
the gateway zone command which causes tunneling to be enabled. The authentication sub-system notifies
the tunneling subsystem on the switch, providing a gateway or secondary role. The gateway or secondary
role is the user role on the controller where policy will generally exist for tunneled users, and where firewall
and security policies are applied. This can also be the same role used for wireless users and can be reused for
wired users, if feasible.

The gateway role information sent to the switch tunneling subsystem is an indication to the controller that it
has to enforce additional policies on the user's traffic based on the policy configuration associated with the
secondary role and the tunnel. This secondary role can be downloaded directly to the controller. When the
primary controller or cluster is not reachable, the SAC tunnel is formed with the backup controller and the
clients are tunneled to the backup.

Points to remember

= UBT Mode: Local VLAN
o UBTis supported only on the default VRF.
o Source interface is specified using command ip source-interface.
o VLAN is specified using command ubt-client-vlan.
o No feature should be configured on ubt-client-vlan.
o Client IP tracker is not supported for UBT clients.
o UBT does not support tagged clients.
o UBT clients and non-UBT clients on same VLAN and same port is not supported.
o Source interface change: Disable UBT, change the source-interface, enable UBT.
= UBT Mode: VLAN extend
o UBT s supported only on the default VRF.
o Source interface is specified using command ip source-interface.
o UBT client vlan is defined under role.
o DHCP snooping and ND-snooping should not enabled on a UBT client assigned VLAN.
o IGMP snooping should not be enabled on a UBT client assigned VLAN.
o Client IP tracker is not supported for UBT clients.
o The VLAN on which UBT clients are placed should not be configured on the switch uplink.
o UBT clients and non-UBT clients on the same VLAN on the same switch is not supported.
o Source interface change: Disable UBT, change the source-interface, enable UBT.
= Gateway DUR
o Downloadable gateway role is supported with switch VSA only. Mixed mode role configuration is not
supported (switch DUR + gateway DUR) or any other switch plus gateway role combination.
o CPPM server FQDN/hostname configuration is supported.
m PC behind an IP phone
You should not have a PC and phone on the same VLAN on the same port when the PCis a UBT client

and the phone is a non-UBT client. If you do, UBT clients broadcast/multicast packets will return to the
same port and corrupt the phone MAC table.
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m Clients behind an L2 switch on the same VLAN

You should not have clients behind an L2 switch in a UBT environment. If UBT and non-UBT clients are
behind an L2 switch on the same VLAN, this will cause duplicate packets. Broadcast/multicast packets will
be copied to the tunnel and locally, causing the client to receive duplicate packets and network instability.

Only the deafault VRF is supported.

It's recommended to connect the client directly into switch ports or behind VolP.

Comparison between UBT modes

UBT Mode: Local VLAN UBT Mode: VLAN extend

Switch unaware of UBT user VLAN

Switch is aware of user VLAN

Colorless ports: No UBT user VLAN config
at switch

Colorless ports: UBT User VLAN config is required on switch

VLAN assignment by controller

VLAN assignment by switch

Supports only untagged UBT users

Supports both tagged/untagged UBT users

Controller replicates the
broadcast/multicast traffic (converting
bcast/mcast to unicast) and sends it to
every UBT client

Single dedicated multicast GRE tunnel will be established between
the controller and switch for Broadcast/Multicast traffic

Controller forwards all broadcast/multicast
traffic to the UBT clients which are part of
the same VLAN

Switch will forward the broadcast/multicast traffic to the UBT
clients which are part of the same VLAN

The unicast/multicast/broadcast traffic
from controller to switch is sent to the
clients via the same UAC tunnel

The unicast traffic from controller to switch is sent through the
UAC tunnel and multicast/broadcast traffic via Multicast GRE
tunnel

Multicast traffic will be sent to the client
which send join

Multicast traffic will be sent to all UBT clients on the same VLAN

backup-controller ip

Syntax

backup-controller ip <IP-ADDR>

no backup-controller ip <IP-ADDR>

Description

Specifies the IP address of the backup controller for the UBT zone.

The no form of this command deletes the IP address of the backup controller.

Command context
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config-ubt-<ZONE-NAME>

Parameters
<IP-ADDR>
Specifies the IP address of the backup controller.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Specifying the backup controller ip address for zone1:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # backup-controller ip 10.116.51.11

Delete the configured backup controller IP address:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # no backup-controller ip 10.116.51.11

enable

Syntax

enable

no enable

Description

Enables the UBT zone.
The no form of this command disables the UBT zone.

Command context
config-ubt-<ZONE-NAME>

Authority

Administrators or local user group members with execution rights for this command.

Examples

Enabling UBT for zone zone1:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # enable

Disabling UBT for zone1:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # no enable
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ip source-interface

Syntax

ip source-interface {all | ubt} {interface <IFNAME> | <IPV4-ADDR>} [vrf <VRF-NAME>]
no ip source-interface {all | ubt} {interface <IFNAME> | <IPV4-ADDR>} [vrf <VRF-NAME>]

Description
Sets a single source IP address for the UBT zone VRF. This ensures that all traffic sent by UBT zone/VRF has
the same source IP address, regardless of how it egresses the switch.

This command provides two ways to set the source IP addresses: either by specifying a static IP address, or
by using the address assigned to a switch interface. If you define both options, then the static IP address
takes precedence.

The no form of this command deletes the single source IP address for UBT.

Command context

config

Parameters
all

When used no other parameters are required.
interface <IFNAME>

Specifies the name of the interface from which UBT obtains its source IP address. The interface must
have a valid IP address assigned to it. If the interface has both a primary and secondary IP address, the

primary IP address is used.
<IPV4-ADDR>

Specifies the source IP address to use for UBT. The IP address must be defined on the switch, and it must
exist on the specified VRF, Default: default. Specify the address in IPv4 format (x.x.x.x), where x is a

decimal number from 0 to 255.
vrf <VRF-NAME>

Specifies the name of the VRF from which the UBT zone sets its source IP address.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting interface 1/1/7 as the source address for UBT for VRF default:

switch (config)# ip source-interface ubt interface 1/1/7 vrf default

Deleting the configured source interface 1/1/7 as the source address for UBT for VRF default:

switch(config)# no ip source-interface ubt interface 1/1/7 vrf default
Specifying the static IP address 1.1.1.1 as the source address for UBT for VRF default:
switch (config)# ip source-interface ubt 1.1.1.1 vrf default

Deleting the configured ip address as the source address for UBT for VRF default:
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switch (config)# no ip source-interface ubt 1.1.1.1 vrf default

papi-security-key

Syntax
papi-security-key [{ciphertext <SEC-KEY> | plaintext <SEC-KEY>}]

no papi-security-key

Description

Specifies the shared security key used to encrypt UBT PAPI messages exchanged between the switch and
the controller cluster for the zone.

The no form of this command deletes the shared security key .

Command context
config-ubt-<ZONE-NAME>

Parameters
ciphertext <SEC-KEY>

Specifies an encrypted security key.
plaintext <SEC-KEY>

Specifies a plaintext security key. Range: 10 to 64 characters.

When the security key is not provided on the command line, plaintext security key prompting occurs upon
pressing Enter. The entered security key characters are masked with asterisks..

Authority

Administrators or local user group members with execution rights for this command.

Examples
Specifying the PAPI security key for UBT zone zone1 as plaintext:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # papi-security-key plaintext F82#450b

Specifying the PAPI security key for UBT zone1 with plaintext prompting:

switch (config) # ubt zone zonel

switch (config-ubt-zonel)# papi-security-key
Enter the PAPI security key: ****kxkikkxk
Re-Enter the PAPI security key: ***kkxkkkkx

Specifying the PAPI security key for UBT zone1 as ciphertext:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # papi-security-key ciphertext AQBapdAVz5...RmH3+4cpg=

Removing the PAPI security key for UBT zone1:
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switch (config) # ubt zone zonel
switch (config-ubt-zonel)# no papi-security-key

primary-controller ip

Syntax
primary-controller ip <IP-ADDR>

no primary-controller ip <IP-ADDR>
Description

Specifies the IP address of the primary controller IP address for the zone.
The no form of this command deletes the IP address of the primary controller.

Command context

config-ubt-<ZONE-NAME>

Parameters
<IP-ADDR>
Specifies the IP address of the primary controller.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Specify the primary controller IP address for zone1:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # primary-controller ip 10.116.51.10

Delete the configured primary controller IP address:

switch (config) # ubt zone zonel
switch (config-ubt-zonel)# no primary-controller ip 10.116.51.10

sac-heartbeat-interval

Syntax

sac-heartbeat-interval <TIME>
no sac-heartbeat-interval <TIME>
Description

Specifies the SAC heartbeat refresh time interval in seconds.
The no form of this command sets the heartbeat interval to the default value.

Command context

config-ubt-<ZONE-NAME>
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Parameters

<TIME>

Specifies the SAC heartbeat refresh time interval in seconds. Range: 1 to 8. Default: 1.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Specifying a heartbeat refresh interval of 1 for UBT zone1:

switch(config)# ubt zone zonel
switch (config-ubt-zonel)# sac-heartbeat-interval 1

Deleting the configured heartbeat refresh interval:

switch(config)# ubt zone zonel
switch (config-ubt-zonel)# no sac-heartbeat-interval

show ip source-interface ubt

Syntax

show ip source-interface ubt

Description

Displays source IP address configuration information for the UBT zone.

Command context
Operator (>) or Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing source IP address configuration information:

switch (config) # show ip source-interface ubt

Source-interface Configuration Information

ubt vlanlO 10.1.1.2 default

show capacities ubt

Syntax

show capacities ubt

Description
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Shows the maximum number of UBT clients and zones which can be configured in the system.

Command context
Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing maximum number of UBT clients and zones which can be configured:

switch# show capacities ubt
System Capacities: Filter UBT

Capacities Name Value
Maximum number of UBT clients in a system 1017
Maximum number of UBT zones 1
show ubt
Syntax

show ubt [brief]

show ubt zone <ZONE-NAME> [brief]

Description

Shows global configuration information for UBT in addition to detailed or brief information for a specific
UBT zone.

Command context

Operator (>) or Manager (#)

Parameters

zone <ZONE-NAME>

Specifies the name of a zone. Length: 1 to 64 characters.
brief

Displays brief information.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Showing global UBT configuration information where local-VLAN mode has been configured:

switch# show ubt

Zone Name : zonel
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UBT Mode

Primary Controller
Backup Controller

SAC HeartBeat Interval
UAC KeepAlive Interval
Reserved VLAN Identifier
VRFE Name

Admin State

PAPI Security Key

local-vlan
10.116.51.10
10.116.51.11
1

60

4094

default
ENABLED

AQBapdxySvGPvdT1l bL4FE=

Showing global UBT configuration information where VLAN-extend mode has been configured:

switch# show ubt

Zone Name

UBT Mode

Primary Controller
Backup Controller

SAC HeartBeat Interval
UAC KeepAlive Interval
Reserved VLAN Identifier
VRE Name

Admin State

PAPI Security Key

zonel
vlan-extend
10.116.51.10
10.116.51.11
1

60

_NA_

default
ENABLED

AQBapdxySvGPvdT1lkYnl bL4FE=

Showing brief global UBT configuration information where local-VLAN mode has been configured:

switch (config)# show ubt brief

local-vlan

10.116.51.10

default Enabled

Showing brief global UBT configuration information where VLAN-extend mode has been configured:

switch# show ubt brief

vlan-extend

Showing brief configuration for UBT zone1 where local-VLAN mode has been configured:

switch# show ubt zone zonel brief

local-vlan

Primary Controller Address VRE Name Status
10.116.51.10 default Enabled
Primary Controller Address VRF Name Status
30.116.51.10 default Enabled

Showing brief configuration for UBT zone1 where VLAN-extend mode has been configured:

switch# show ubt zone zonel brief
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Zone Name UBT Mode Primary Controller Address VRF Name Status

zonel vlan-extend 10.116.51.10 default Enabled

show ubt information

Syntax

show ubt information
show ubt information zone <ZONE-NAME>

Description

Shows SAC and UAC information for UBT. Specifying a zone name displays UBT information for that zone.

Command context
Operator (>) or Manager (#)
Parameters
Z ONE-NAME
Specifies UBT zone name. Maximum characters: 64.
Authority
Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.
Examples

Showing SAC and UAC information for the tunneled node server:

switch (config) # show ubt information

zZone zonel:

SAC Information :

Active : 10.1.1.2
Standby : 10.1.1.3

Node List Information
Cluster Name : clusterl
Cluster Alias Name

Node List

Bucket Map Information

Bucket Map Active : [0...255]
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Bucket ID A-UAC S-UAC Connectivity

0 10.1.1.2 10.1.1.3 L2
1 10.1.1.3 10.1.1.4 L2
2 10.1.1.4 10,11 ,2 L2

Showing SAC and UAC information for zone1:

switch (config) # show ubt information zone zonel

zZone zonel:

SAC Information

Active : 10.1.1.2
Standby : 10.1.1.3

Node List Information

Cluster Name : clusterl

Cluster Alias Name

Bucket Map Information

Bucket Map Active : [0...255]

Bucket ID A-UAC S-UAC Connectivity
0 10.1.1.2 10.1.1.3 L2

1 10.1.1.3 10.1.1.4 L2

2 10.1.1.4 10.1.1.2 L2

show ubt state

Syntax

show ubt state

show ubt state zone <ZONE-NAME>

show ubt state zone <ZONE-NAME> uvac-ip <UAC-ADDR>
Description

Shows the global UBT state.

Specifying a zone shows the UBT state of that zone.
Specifying a UAC IP address shows the UBT state of that UAC.

Command context
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Operator (>) or Manager (#)

Parameters
zone <ZONE-NAME>

Specifies UBT zone name. Maximum characters: 64.
uac-ip <UAC-ADDR>

Specifies the IP address of the user anchor controller for which to view user information. Specify the
address in IPv4 format (x. x.x.x), where x is a decimal number from 0 to 255.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Showing the UBT state where local-VLAN mode has been configured:

switch# show ubt state

Zone zonel:

Local Conductor Server (LCS) State:

LCS Type IP Address State Role
Primary : 10.1.1.2 ready for bootstrap operational primary
Secondary : 10.1.1.10 ready for bootstrap operational secondary
Switch Anchor Controller (SAC) State:
IP Address MAC Address State
Active : 10.1.1.2 00:0b:86:b7:62:9f registered
Standby g 101,13 00:0b:86:b7:64:0£f registered
User Anchor Controller (UAC): 10.1.1.2
User Port State Bucket ID Gre Key VLAN
00:00:00:00:00:01 1/1/1 registered 5 13 4094
User Anchor Controller (UAC): 10.1.1.3
User Port State Bucket ID Gre Key VLAN
00:00:00:00:00:02 1/1/2 registered 4 14 4094

Showing the UBT state where VLAN-extend mode has been configured:

switch# show ubt state

Zone zonel:

Local Conductor Server (LCS) State:

LCS Type IP Address State Role
Primary : 10.1.1.2 ready for bootstrap operational primary
Secondary : 10.1.1.10 ready for bootstrap operational secondary
Switch Anchor Controller (SAC) State:

IP Address MAC Address State
Active : 10.1.1.2 00:0b:86:b7:62:9f registered
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Standby g 10.1,1,3 00:0b:86:b7:64:0f registered
User Anchor Controller (UAC): 10.1.1.2

User Port State Bucket ID Gre Key VLAN
00:00:00:00:00:01 1/1/1 registered 5 13 10
User Anchor Controller (UAC): 10.1.1.3

User Port State Bucket ID Gre Key VLAN
00:00:00:00:00:02 1/1/2 registered 4 14 20

Showing the UBT state of zone1:

switch# show ubt state zone zonel

Zone zonel:

Local Conductor Server (LCS) State:

LCS Type IP Address State Role
Primary : 10.1.1.2 ready for bootstrap operational primary
Secondary : 10.1.1.10 ready for bootstrap operational secondary

Switch Anchor Controller (SAC) State:

IP Address MAC Address State
Active 10.1.1.2 00:0b:86:0b7:62:9f registered
Standby 10.1.1.3 00:0b:86:b7:64:0f registered

User Anchor Controller (UAC): 10.1.1.2

User Port State Bucket ID Gre Key VLAN

00:00:00:00:00:01 1/1/1 registered 5 13 10
User Anchor Controller (UAC): 10.1.1.3
User Port State Bucket ID Gre Key VLAN

00:00:00:00:00:02 1/1/2 registered 4 14 20

Showing the UBT state of a UAC with IP address 15.212.219.57 where local-VLAN mode has been
configured:

switch# show ubt state zone zonel uac-ip 15.212.219.57
User Anchor Controller (UAC): 15.212.219.57
User Port State Bucket ID Gre Key VLAN

00:00:00:00:00:04 1/1/20 registered 4 14 4000

Showing the UBT state of a UAC with IP address 15.212.219.55 where VLAN-extend mode has been
configured:
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switch# show ubt state zone zonel uac-ip 15.212.219.55

User Anchor Controller (UAC): 15.212.219.55

User Port State Bucket ID Gre Key VLAN
00:00:00:00:00:07 1/1/10 registered 40 14 20
00:00:00:00:00:08 1/1/12 registered 28 14 30

show ubt statistics

Syntax

show ubt statistics

show ubt statistics zone <ZONE-NAME>

show ubt statistics zone <ZONE-NAME> uac-ip <UAC-ADDR>
Description

Displays statistics for UBT.

Specifying a zone shows the UBT statistics for that zone.
Specifying a UAC IP address shows the UBT statistics for that UAC.

Command context
Operator (>) or Manager (#)

Parameters
zone <ZONE-NAME>

Specifies UBT zone name. Maximum characters: 64.
uac-ip <UAC-ADDR>

Specifies the IP address of the user anchor controller for which to view user information. Specify the
address in IPv4 format (x.x.x.x), where x is a decimal number from 0 to 255.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Showing UBT statistics where local-VLAN mode has been configured:

switch# show ubt statistics
UBT Statistics

zZone zonel:

Control Plane Statistics

Active : 10.1.1.1
Bootstrap Tx : 10 Bootstrap Rx : 10
Nodelist Rx : 25 Nodelist Ack Rx : 6
Bucketmap Rx : 21 Bucketmap Ack Rx : 10
Failover Tx : 4 Failover Ack Rx : 3
Unbootstrap Tx : 7 Unbootstrap Ack Rx : 5
Heartbeat Tx : 5 Heartbeat Rx : 3
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Standby : 10.1.1.2

Data Plane Statistics

Bootstrap Tx : 10 Bootstrap Rx 10
Nodelist Rx 3 25 Nodelist Ack Rx 6
Bucketmap Rx 3 21 Bucketmap Ack Rx 12
Failover Tx H Failover Ack Rx 3
Unbootstrap Tx : 5 Unbootstrap Ack Rx 3
Heartbeat Tx g 7 Heartbeat Rx 4
UAC : 10.1.1.1
Bootstrap Tx : 10 Bootstrap Ack Rx 5
Unbootstrap Tx : 5 Unbootstrap Ack Rx 5
Keepalive Tx H Keepalive Ack Rx 2
UAC : 10.1.1.2
Bootstrap Tx : 5 Bootstrap Ack Rx 5
Unbootstrap Tx : O Unbootstrap Ack Rx 0
Keepalive Tx : 0 Keepalive Ack Rx 0
Data Plane Statistics
UAC Packets Tx Packets Rx
10.1.1.1 45678
10.1.1.2 34567
User Statistics
UAC User Count
10.1.1.1 1
10.1.1.2 2
Showing UBT statistics where VLAN-extend mode has been configured:
switch# show ubt statistics
UBT Statistics
Zone zonel:
Control Plane Statistics
Active : 10.1.1.3
Bootstrap Tx : 10 Bootstrap Rx 10
Nodelist Rx : 25 Nodelist Ack Rx 6
Bucketmap Rx : 21 Bucketmap Ack Rx 10
Failover Tx HE Failover Ack Rx 3
Unbootstrap Tx : 7 Unbootstrap Ack Rx 5
Heartbeat Tx 8 8 Heartbeat Rx 3
Standby : 10.1.1.4
Bootstrap Tx : 10 Bootstrap Rx 10
Nodelist Rx : 25 Nodelist Ack Rx 6
Bucketmap Rx : 21 Bucketmap Ack Rx 12
Failover Tx H Failover Ack Rx 3
Unbootstrap Tx : 5 Unbootstrap Ack Rx 3
Heartbeat Tx g 7 Heartbeat Rx 4
UAC : 10.1.1.3
Bootstrap Tx : 10 Bootstrap Ack Rx 5
Unbootstrap Tx : 5 Unbootstrap Ack Rx 5
Keepalive Tx 3 2 Keepalive Ack Rx 2
UAC : 10.1.1.4
Bootstrap Tx : 5 Bootstrap Ack Rx 5
Unbootstrap Tx : O Unbootstrap Ack Rx 0
Keepalive Tx : 0 Keepalive Ack Rx 0
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SAC tunnel Rx
Standby-SAC tunnel Rx

UAC Packets Tx
10.1.1.3 45678
10.1.1.4 34567

User Statistics
UAC User Count

444
0
Packets Rx
23456
23457

Showing UBT statistics for zone1 where local-vlan mode has been configured:

switch# show ubt statisti

UBT Statistics

Zone zonel:
Control Plane Statistics

Active 10.1.1.3
Bootstrap Tx 10
Nodelist Rx 25
Bucketmap Rx 21
Failover Tx : 4
Unbootstrap Tx : 7
Heartbeat Tx g 5

Standby 10.1.1.4
Bootstrap Tx 10
Nodelist Rx 25
Bucketmap Rx 21
Failover Tx H
Unbootstrap Tx : 5
Heartbeat Tx H

UAC 10.1.1.3
Bootstrap Tx 10

Unbootstrap Tx : 5

Keepalive Tx 3 2
UAC 10.1.1.4
Bootstrap Tx : 5
Unbootstrap Tx 0
Keepalive Tx : 0

Data Plane Statistics

UAC Packets Tx
10.1.1.3 45678
10.1.1.4 34567

UAC User Count
10.1.1.3 1
10.1.1.4 2

cs zone zonel

Packets Rx

Bootstrap Rx
Nodelist Ack Rx
Bucketmap Ack Rx
Failover Ack Rx
Unbootstrap Ack Rx
Heartbeat Rx

Bootstrap Rx
Nodelist Ack Rx
Bucketmap Ack Rx
Failover Ack Rx
Unbootstrap Ack Rx
Heartbeat Rx

Bootstrap Ack Rx
Unbootstrap Ack Rx
Keepalive Ack Rx

Bootstrap Ack Rx
Unbootstrap Ack Rx
Keepalive Ack Rx

10

10

10

12

o
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Showing UBT statistics for zone1 where VLAN-extend mode has been configured:

switch# show ubt statistics zone zonel
UBT Statistics

Zone zonel:
Control Plane Statistics

Active 10.1.1.3
Bootstrap Tx : 10 Bootstrap Rx : 10
Nodelist Rx : 25 Nodelist Ack Rx : 6
Bucketmap Rx : 21 Bucketmap Ack Rx : 10
Failover Tx : 4 Failover Ack Rx 3 3
Unbootstrap Tx : 7 Unbootstrap Ack Rx : 5
Heartbeat Tx : 5 Heartbeat Rx : 3

Standby 10.1.1.4
Bootstrap Tx : 10 Bootstrap Rx : 10
Nodelist Rx : 25 Nodelist Ack Rx : 6
Bucketmap Rx : 21 Bucketmap Ack Rx : 12
Failover Tx H Failover Ack Rx 3 3
Unbootstrap Tx : 5 Unbootstrap Ack Rx : 3
Heartbeat Tx H Heartbeat Rx H

UAC : 10.1.1.3
Bootstrap Tx : 10 Bootstrap Ack Rx g 5
Unbootstrap Tx : 5 Unbootstrap Ack Rx : 5
Keepalive Tx g 2 Keepalive Ack Rx g 2

UAC : 10.1.1.4
Bootstrap Tx g8 & Bootstrap Ack Rx 2 B
Unbootstrap Tx 0 Unbootstrap Ack Rx : O
Keepalive Tx : 0 Keepalive Ack Rx : 0

Data Plane Statistics

SAC tunnel Rx : 444

Standby-SAC tunnel Rx H

UAC Packets Tx Packets Rx

10.1,1,3 45678 23456

10.1.1.4 34567 23457

UAC User Count
10.1.1.3 1
10.1.1.4 2

Showing the UBT statistics of a UAC with IP address 101.101.101.11:

switch# show ubt statistics zone zonel uac-ip 101.101.101.11
Data Plane Statistics

SAC tunnel Rx : 6457
Standby-SAC tunnel Rx : 0
UAC Packets Tx Packets Rx
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101.101.101.11 : 145379605 145450113

show ubt users

Syntax

show ubt users [ all | count | down | mac <MAC-ADDR> | {port <IF-NAME> | <IF-RANGE>} | up]
zone <ZONE-NAME>

Description

Displays user information for UBT.

Command context

Operator (>) or Manager (#)

Parameters
all

Display information for all users.
count

Display the total number of users configured to tunnel traffic.
down

Display the users that are not able to tunnel traffic.
mac <MAC-ADDR>

Display user information based on MAC address.
port <IF-NAME> | <IF-RANGE>

Display user information for a specific interface or range of interfaces. For example, port 1/1/1 Or port
1/1/1-1/1/10.
up

Display user information that are active.
zone <ZONE-NAME>

Specifies UBT zone name. Maximum characters: 64.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Showing information for all users:

switch# show ubt users all

Displaying All UBT Users for Zone: zonel

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

1/25 00:00:00:11:12:03 activated authenticated e A

Showing information for users of zone1:
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switch# show ubt users all zone zonel

Displaying All UBT Users for Zone: zonel

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

1/25 00:00:00:11:12:03 activated authenticated ===fm==

Displaying the number of users that are tunneling traffic:

switch# show ubt users count

Total Number of Users using ubt Zone : zonel is 2

Total Number of Users in all the zones : 2

Showing users that are down:

switch# show ubt users down

Displaying UBT Users of Zone: zonel having Tunnel Status DOWN

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

1/25 00:00:00:11:12:03 activation_ failed authenticated PBF Failure

Showing information for users of zone1 that are down:

switch# show ubt users down zone zonel

Displaying UBT Users of Zone: zonel having Tunnel Status DOWN

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

1/25 00:00:00:11:12:03 activation failed authenticated PBF Failure

Showing information for users on port 2/25:

switch# show ubt users port 2/25

Displaying UBT Users of Zone: zonel

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

2/25 00:00:00:11:12:03 activated authenticated S A

Showing information for users that are up:
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switch# show ubt users up

Displaying UBT Users of Zone: zonel having Tunnel Status UP

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

Showing information for users of zone1 that are up:

switch# show ubt users up zone zonel

Displaying UBT Users of Zone: zonel having Tunnel Status UP

Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

Showing information for the user with MAC address 00:00:00:11:12:03:

switch# show ubt users mac 00:00:00:11:12:03

Displaying UBT User of Zone: zonel having MAC-Address: 00:00:00:11:12:03
Downloaded user roles are preceded by *
Port Mac Address Tunnel Status Secondary UserRole Failure Reason

uac-keepalive-interval

Syntax

uac-keepalive-interval <TIME>
no uac-keepalive-interval <TIME>

Description
Specifies the UAC keep alive refresh time interval in seconds for the UBT zone.
The no form of this command sets the keep alive interval to the default value.

Command context

config-ubt-<ZONE-NAME>

Parameters
<TIME>
Specifies the UAC keep-alive refresh time interval in seconds. Range: 1 to 60. Default: 60.

Authority

Administrators or local user group members with execution rights for this command.

Examples
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Specifying a keepalive interval of 60 seconds for UBT zone1:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # uac-keepalive-interval 60

Deleting the configured UAC keepalive interval:

switch (config) # ubt zone zonel
switch (config-ubt-zonel) # no uac-keepalive-interval 60

ubt

Syntax

ubt zone <ZONE-NAME> vrf <VRF-NAME>
no ubt zone <ZONE-NAME> vrf <VRF-NAME>

Description

Creates a User Based Tunnel (UBT) zone with a specified zone name and VRF name. AUBT name is used to
configure all UBT properties advertised by the UBT feature.

The no form of this command removes the specified UBT zone.

Command context

config

Parameters
<ZONE-NAME>

Specifies a name for the UBT zone. Length: 1 to 64 characters.
<VRF-NAME>

Specifies the VRF on which to establish the UBT tunnel.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Creating UBT zone called zone1 associated with a VRF called default:

switch (config) # ubt zone zonel vrf default

Removing UBT zone zonel on VRF default:

switch (config) # no ubt zone zonel vrf default

Deleting all UBT configurations:

switch (config)# no ubt

ubt-client-vlan
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Syntax

ubt-client-vlan <VLAN-ID>
no ubt-client-vlan <VLAN-ID>

Description

Specifies the UBT Client VLAN or local VLAN. This VLAN is used in local-VLAN mode only. If the UBT client
VLAN is configured in VLAN-extend mode it is ignored. No other feature should be enabled on the UBT
client VLAN.

The no form of this command removes the VLAN to use for tunneled clients.

Command context

config

Parameters
<VLAN-ID>
Specifies the VLAN ID to use for tunneled clients. Range: 1-4094.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Creating VLAN 4000:

switch (config)# wlan 4000
switch (config-vl1an-4000) # no shutdown

Specifying UBT client VLAN 4000:

switch (config) # ubt-client-vlan 4000

Removing configured UBT client VLAN 4000:

switch (config) # no ubt-client-vlan 4000

ubt mode vilan-extend

Syntax

ubt-mode vlan-extend

no ubt-mode

Description
Selects VLAN extended mode. When VLAN-extend mode is enabled clients are assigned to their UBT role-
based VLAN in the hardware datapath.

The no form of the command selects local-VLAN mode. In local-VLAN mode clients are assigned to a local
switch VLAN and associated with their UBT role-based VLAN when client traffic reaches the controller.

The default UBT mode is local-VLAN.
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Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the UBT mode to VLAN-extend:

switch (config) # ubt-mode vlan-extend

Setting the UBT mode back to the default of local-VLAN:

switch (config) # no ubt-mode
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Simple Network Management Protocol (SNMP) is an Internet-standard protocol used for managing and
monitoring the devices connected to a network by collecting, organizing and modifying information about
managed devices on IP networks.

Configuring SNMP

(The SNMP agent provides read-only access.)

Procedure

Enable SNMP on a VRF using the command snmp-server vrf.
2. Set the system contact, location, and description for the switch with the following commands:

B snmp-server system-contact
B snmp-server system-location
B snmp-server system-description
3. If required, change the default SNMP port on which the agent listens for requests with the command
snmp-server agent-port.

4. By default, the agent uses the community string public to protect access through SNMPv1/v2c. Set a
new community string with the command snmp-server community.

5. Configure the trap receivers to which the SNMP agent will send trap notifications with the command

snmp-server host.

6. Create an SNMPv3 context and associate it with any available SNMPv3 user to perform context
specific v3 MIB polling using the command snmpv3 user .

7. Create an SNMPv3 context and associate it with an available SNMPv1/v2¢c community string to
perform context specific v1/v2c MIB polling using the command snmpv3 context.

8. Review your SNMP configuration settings with the following commands:
B show snmp agent-port

B show snmp community
B show snmp system

B show snmpv3 context
B show snmp trap

B show snmp vrf

B show snmpv3 users

B show tech snmp

Example 1
This example creates the following configuration:

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series) 163



m Enables SNMP on the out-of-band management interface (VRF mgmt).
m Sets the contact, location, and description for the switch to: JaniceM, Building2, LabSwitch.
m Sets the community string to Lab8899X.

switch (config) # snmp-server vrf mgmt

switch (config) # snmp-server system-contact JaniceM
switch(config)# snmp-server system-location Building2
switch (config)# snmp-server system-description LabSwitch
switch (config) # snmp-server community Lab8899X

Example 2
This example creates the following configuration:

m Creates an SNMPv3 user named Admin using sha authentication with the plaintext password
mypassword and using des security with the plaintext password myprivpass.

m Associates the SNMPv3 user admin with a context named newContext.

switch (config) # snmpv3 user Admin auth sha auth-pass plaintext mypassword priv des
priv-pass plaintext myprivpass
switch (config) # snmpv3 user Admin context newContext

Refer to the SNMP Guide for SNMP Commands.
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Chapter 10

Aruba Central integration

The Aruba Central network management solution, a software-as-a-service subscription in the cloud, provides
streamlined management of multiple network devices. AOS-CX switches are able to talk to Aruba Central and
utilize cloud-based management functionality. Cloud-based management functionality allows for the
deployment of network devices at sites with no or few dedicated IT personnel (branch offices, retail stores,
and so forth). AOS-CX switches utilize secure communication protocols to connect to the Aruba Central
cloud portal, and can coexist with corporate security standards, such as those mandating the use of
firewalls.

— When Aruba Central manages AOS-CX switches, it functions as the single source of truth and the Web Ul operates
— in read-only mode.

This feature provides:

m Zero-touch provisioning

= Network Management/Remote monitoring
= Events/alerts notification

m Switch Configuration using templates

m Firmware management

Connecting to Aruba Central

AOS-CX switch downloads the location of Aruba Central server using:

m Command-line interface (CLI).
= Aruba Activate server.
m DHCP options provided during ZTP.

DHCP servers are used to connect to Central on-premise management.

If switch is unable to connect to Activate server, it retries to establish connection in exponential back off of
1s, 2s, 8s, 165, 325, 645, 128s, and 256s. After the maximum back off of 2565, switch retries happen for
every 5 minutes.

— If the Network Time Protocol (NTP) is not enabled on the switch, it will synchronize the system time with the
— Activate server.

Custom CA certificate

To use custom CA certificate to connect to Aruba Central, AOS-CX switch downloads the certificate from
Aruba Activate server.
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= If there is no custom CA provided by Aruba Activate, the CA certificate present in the device is used.
m Duplicate CA certificates from Aruba Activate server will be ignored.

m [f CA certificate is absent in consecutive responses from Aruba Activate server, the installed custom CA
certificate in device will be removed.

= Switch will have only one custom CA certificate installed from Aruba Activate Server.

m The certificate installed from Aruba Activate server will not be displayed in the show commands.

Support mode in Aruba Central

When the AOS-CX switch is managed by Aruba Central, the switch configuration cannot be modified using
other interfaces such as CLI or Web Ul. The following command categories are blocked:

= auto-confirm

= boot

m checkpoint

m copy-in commands
= erase

= erps

= https-server

= mfgread

s mfgwrite

m port-access

m vsf

m All configuration commands except the aruba-central command

In cases where a maintenance or troubleshooting activity requires configuration updates, aruba-central
support-mode can be enabled to allow these operations.

The aruba-central support-mode enable or disable operation is effective only in the CLI session where itis
executed and does not impact the other CLI sessions.

If the user tries to execute any command that is not allowed, an Invalid input: error message is displayed.

Aruba Central commands

aruba-central

Syntax

aruba-central

no aruba-central

Description

Creates or enters the Aruba Central configuration context (config-aruba-central).

Command context
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config

Authority

Administrators or local user group members with execution rights for this command.

Example

Creating the Aruba Central configuration context:

switch (config) # aruba-central
switch (config-aruba-central) #

aruba-central support-mode

Syntax

aruba-central support-mode
no aruba-central support-mode

Description

Allows the device to be writable for all operations in Aruba Central lockout mode for troubleshooting. The
no form of this command disables this activity.

— Support-mode is disabled by default when the switch is managed by Aruba Central. This command is only
— effective in the CLI session where it is executed.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.
Examples

Configuring the device to be writable for all operations in Aruba Central lockout mode:

switch# aruba-central support-mode
switch#

Removing the configuration that allows the device to be writable for all operations in Aruba Central lockout
mode:

switch# no aruba-central support-mode
switch#

configuration-lockout central managed

Syntax

configuration-lockout central managed
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no configuration-lockout central managed

Description

Configures the device to only be writable from Aruba Central. Aruba Central will be the only agent that can
add, modify, or delete configurations on the device. The no form of this command disables this feature.

The no form of this command is only available when the device is disconnected from Aruba Central.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Usage

The AOS-CX switch connects to Aruba Central in either of two modes: monitor or managed. When the device
is connected in monitor mode, Aruba Central monitors the configurations on the switch. When the device is
connected in managed mode, the configuration-lockout central managed cOmmand does not allow
configuration changes from other interfaces such as CLI or Web Ul.

Examples

Configuring the device to only be writable from Aruba Central :

switch (config)# configuration-lockout central managed
switch# show configuration-lockout

configuration lockout

central: managed

switch# sh aruba-central

Central admin state :enable

Central location :20.0.0.2:8083

VRF for connection :default

Central connection status :connected

Central source sedli

Central source connection status :connected

Central source last connected on :Tue Feb 9 17:53:13 UTC 2021
Activate Server URL :devices-v2.arubanetworks.com
CLI location :20.0.2:8083

CLI VRF :default

switch (config)# end

disable

Syntax
disable

Description

Disables connection to Aruba Central server.
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When the connection is disabled, the switch does not attempt to connect to the Aruba Central server or
fetch central location from any of the three sources (CLI/Aruba Activate/DHCP). It also disconnects any
active connection to the Aruba Central server.

Command context

config-aruba-central

Authority

Administrators or local user group members with execution rights for this command.

Example

switch (config-aruba-central) # disable
switch (config-aruba-central) #

enable

Syntax
enable
Description

Enables connection to Aruba Central server. When the connection is enabled, the switch attempts to
download the location of the Aruba Central server in one of the following ways at startup and after the
connection is lost:

m Using command-line interface (CLI).
m Connecting to Aruba Activate server.
= Using DHCP options provided during ZTP.

DHCP servers provide the options requested by the device to connect to Central, Central On-premise
managment, or the TFTP server.

Command context

config-aruba-central

Authority

Administrators or local user group members with execution rights for this command.

Examples

switch (config-aruba-central)# enable
switch (config-aruba-central) #

location-override

Syntax

location-override <location> [vrf <VRF-NAME>]
no location-override

Description
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When location and vrf are configured, the switch overrides existing connections to Aruba Central. The
switch attempts to establish connection to Aruba Central with the specified location and VRF with highest
priority.

The no form of this command removes location override values from the Aruba Central configuration
context.

Command context

config-aruba-central

Authority

Administrators or local user group members with execution rights for this command.

Parameters
<location>

Specifies one of these values:

m <rFopn>: a fully qualified domain name.
m <IPV4> an |Pv4 address.
m <IPV6> an |IPv6 address.

vrf <VRF-NAME>

Specifies the VRF name to be used for communicating with the server. If no VRF name is provided, the
default VRF named default is used.

Examples

Configuring location override with location and VRF:

switch (config-aruba-central)# location-override aruba-central.com vrf default
switch (config-aruba-central) #

Configuring location override with location only:

switch (config-aruba-central)# location-override aruba-central.com
switch (config-aruba-central) #

Removing location override values from the Aruba Central configuration context:

switch (config-aruba-central)# no location-override
switch (config-aruba-central) #

show aruba-central

Syntax

show aruba-central

Description

Shows information about Aruba Central connection and the status of the Activate server connection.

Command context
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Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Example of a switch that has the Aruba Central connection:

switch#
Central
Central
VRF for
Central
Central
Central
Central

show aruba-central

admin state

location

connection

connection status

source

source connection status
source last connected on

System time synchronized from Activate
Activate server URL
CLI location

CLI VRF

Source IP
Source IP Overridden

Central

support mode

e

nabled

: N/A
: N/A
: N/A

dhcp
connection failure

; N/A

True
172.17.0.1

: N/A
: N/A
: N/A

false

: disabled

show running-config current-context

Syntax

show running-config current-context

Description

Shows the running configuration for the current-context. If user is in the context of Aruba-Central(config-
aruba-central), then Aruba Central running configuration is displayed.

Command context

Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Shows the running configuration of Aruba Central:

switch (config-aruba-central) # show running-config current-context
aruba-central
disable
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Chapter 11

Port filtering

Port filtering is a feature in which packets that are ingressed through a source port can be blocked for
egressing on a specific set of ports.

Figure 1 Port Filter Application
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portfilter

Syntax
portfilter <INTERFACE-LIST>

no portfilter [<INTERFACE-LIST>]

Description

Configures the specified ports so they do not egress any packets that were received on the source port
specified in interface context.

The no form of this command removes the port filter setting from one or more ingress ports/LAGs.

Command context
config-if
config-lag-if
Parameters
<INTERFACE-LIST>

Specifies a list of ports/LAGs to be blocked for egressing. Specify a single interface or LAG, or arange as a
comma-separated list, or both. For example: 1/1/1,1/1/3-1/1/6,1ag2, lagl-lag4.
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Authority

Administrators or local user group members with execution rights for this command.

Usage

When a port filter configuration is applied on the same ingress physical port/LAG, the configuration is
updated with the new sets of egress ports/LAGs that are to be blocked for egressing and that are not a part
of its previous configuration. Duplicate updates on an existing port filter configuration are ignored.

When egress ports/LAGs are removed from the existing port filter configuration of an ingress port/LAG,
egressing is allowed again on those egress ports/LAGs for all packets originating from the ingress port/LAG.

The no portfilter [<IF-NAME-LIST>] command removes port filter configurations from the egress
ports/LAGs listed in the <IF-NAME-LIST> parameter only. All other egress ports/LAGs in the port filter
configuration of the ingress port/LAG remain intact.

If no physical ports or LAGs are provided forthe no portfilter command, the command removes the
entire port filter configuration for the ingress port/LAG.

Examples

Creating a filter that prevents packets received on port 1/1/1 from forwarding to ports 1/1/3-1/1/6 and to
LAGs 1 through 4:

switch (config)# interface 1/1/1
switch(config-if) # portfilter 1/1/3-1/1/6,lagl-lag4

Creating a filter that prevents packets received on LAG 1 from forwarding to ports 1/1/6 and LAGs 2 and 4:

switch(config)# interface lag 1
switch(config-lag-if) # portfilter 1/1/6,lag2,lag4

Removing filters from an existing configuration that allows back packets received on port 1/1/1 to forward
to ports 1/1/6 and LAGs 3 and 4:

switch(config) # interface 1/1/1
switch(config-if) # no portfilter 1/1/6,lag3,lag4

Removing all filters from an existing configuration that allows back packets received on LAG 1 to forward to
all the ports and LAGs:

switch (config) # interface lag 1
switch (config-lag-if) # no portfilter
show portfilter

Syntax

show portfilter [<IFNAME>]

Description

Displays filter settings for all interfaces or a specific interface.

Command context
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Operator (>) or Manager (#)

Parameters
<IFNAME>

Specifies the ingress interface name.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples
Displaying all port filter settings on the switch:

switch# show portfilter
Incoming Blocked
Interface Outgoing Interfaces

1/1/1 1/1/3-1/1/6,1lagl-1lag2

1/1/3 i/1/1,1/1/5,1/1/7,1/1/9,1/1/11,1/1/13,1/1/15,1/1/17,1/1/19,1/1/21,
1/1/23,1/1/25,1/1/27,1/1/29,1/1/31,1/1/33,1/1/35

lag?2 1/1/1,1/1/3-1/1/6

Displaying the port filter settings for port 1/1/1:

switch# show portfilter 1/1/1
Incoming Blocked
Interface Outgoing Interfaces

Displaying the port filter settings for LAG2:

switch# show portfilter lag2
Incoming Blocked
Interface Outgoing Interfaces
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Chapter 12

]\

The Domain Name System (DNS) is the Internet protocol for mapping a hostname to its IP address. DNS
allows users to enter more readily memorable and intuitive hostnames, rather than IP addresses, to identify
devices connected to a network. It also allows a host to keep the same hostname even if it changes its IP
address.

Hostname resolution can be either static or dynamic.

m |In static resolution, a local table is defined on the switch that associates hostnames with their IP
addresses. Static tables can be used to speed up the resolution of frequently queried hosts.

= Dynamic resolution requires that the switch query a DNS server located elsewhere on the network.
Dynamic name resolution takes more time than static name resolution, but requires far less configuration
and management.

The DNS client resolves hostnames to IP addresses for protocols that are running on the switch. When the
DNS client receives a request to resolve a hostname, it can do so in one of two ways:

m Forward the request to a DNS name server for resolution.

= Reply to the request without using a DNS name server, by resolving the name using a statically defined
table of hostnames and their associated IP addresses.

Procedure

Configure one or more DNS name servers with the command ip dns server.

2. To resolve DNS requests by appending a domain name to the requests, either configure a single
domain name with the command ip dns domain-name, Or configure a list of up to six domain names
with the command ip dns domain-list.

3. To use static name resolution for certain hosts, associate an IP address to a host with the command
ip dns host.

4. Review your DNS configuration settings with the command show ip dns.

Examples

This example creates the following configuration:

m Defines the domain switch.com to append to all requests.

m Defines a DNS server with IPv4 address of 1.1.1.1.

m Defines a static DNS host named myhost1 with an IPv4 address of 3.3.3.3.
m DNS client traffic is sent on the default VRF (named default).
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switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch# show ip

ip dns domain-name switch.com
ip dns server-address 1.1.1.1
ip dns host myhostl 3.3.3.3
exit

dns

VRF Name : vrf mgmt

Host Name Address
VRE Name : vrf default

Domain Name : switch.com

DNS Domain list

Name Server (s) 1.1.1.1

Host Name Address

ip dns domain-list

Syntax
ip dns domain-list <DOMAIN-NAME> [vrf <VRF-NAME>]

no ip dns domain-list <DOMAIN-NAME> [vrf <VRF-NAME>]
Description

Configures one or more domain names that are appended to the DNS request. The DNS client appends
each name in succession until the DNS server replies. Domains can be either IPv4 or IPv6. By default,
requests are forwarded on the default VRF.

The no form of this command removes a domain from the list.

Command context

config

Parameters
list <DOMAIN-NAME>

Specifies a domain name. Up to six domains can be added to the list. Length: 1 to 256 characters.
vrf <VRF-NAME>

Specifies a VRF name. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Examples
This example defines a list with two entries: domain1.com and domain2.com.
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switch(config)# ip dns domain-list domainl.com
switch(config)# ip dns domain-list domain2.com

This example removes the entry domain1.com.

switch(config) # no ip dns domain-list domainl.com

ip dns domain-name

Syntax

ip dns domain-name <DOMAIN-NAME> [ vrf <VRF-NAME> ]
no ip dns domain-name <DOMAIN-NAME> [ vrf <VRF-NAME> ]

Description

Configures a domain name that is appended to the DNS request. The domain can be either IPv4 or IPv6. By
default, requests are forwarded on the default VRF. If a domain list is defined with the command ip dns
domain-1list, the domain name defined with this command is ignored.

The no form of this command removes the domain name.

Command context

config

Parameters
<DOMAIN-NAME>

Specifies the domain name to append to DNS requests. Length: 1 to 256 characters.
vrf <VRF-NAME>

Specifies a VRF name. Default: default.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting the default domain name to domain.com:
switch (config)# ip dns domain-name domain.com
Removing the default domain name domain. com:

switch (config) # no ip dns domain-name domain.com

ip dns host

Syntax

ip dns host <HOST-NAME> <IP-ADDR> [ vrf <VRE-NAME> ]

no ip dns host <HOST-NAME> <IP-ADDR> [ vrf <VRF-NAME> ]

Description
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Associates a static IP address with a hostname. The DNS client returns this IP address instead of querying a
DNS server for an IP address for the hostname. Up to six hosts can be defined. If no VRF is defined, the
default VRF is used.

The no form of this command removes a static IP address associated with a hostname.

Command context

config

Parameters
host <HOST-NAME>

Specifies the name of a host. Length: 1 to 256 characters.
<IP-ADDR>

Specifies an IP address in IPv4 format (x.x.x.x), where x is a decimal number from 0 to 255, or IPv6

fOFnﬁat(xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx)VVherexisa|ﬁexadecﬁna|nurnberfﬁ)nloto F.
vrf <VRF-NAME>

Specifies a VRF name. Default: default.

Authority

Administrators or local user group members with execution rights for this command.
Examples

This example defines an IPv4 address of 3.3.3.3 for host1.

switch (config)# ip dns host hostl 3.3.3.3

This example defines an IPv6 address of b::5 for host 1.

switch (config)# ip dns host hostl b::5

This example defines removes the entry for host 1 with address b::5.

switch (config) # no ip dns host hostl b::5

ip dns server address

Syntax

ip dns server-address <IP-ADDR> [ vrf <VRF-NAME> ]

no ip dns server-address <IP-ADDR> [ vrf <VREF-NAME> ]

Description

Configures the DNS name servers that the DNS client queries to resolve DNS queries. Up to six name
servers can be defined. The DNS client queries the servers in the order that they are defined. If no VRF is
defined, the default VRF is used.

The no form of this command removes a name server from the list.

Command context

config
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Parameters
<IP-ADDR>

Specifies an IP address in IPv4 format (x.x.x.x), where x is a decimal number from 0 to 255, or IPv6

format (xxxx 1 XXKK 1 XXKK § KXKK I XXKX § KXXXK | XXKX § KXXK), where x is a hexadecimal number from 0 to F.
vrf <VRF-NAME>

Specifies a VRF name. Default: default.

Authority

Administrators or local user group members with execution rights for this command.
Examples

This example defines a name server at 1.1.1.1.

switch(config)# ip dns server-address 1.1.1.1

This example defines a name server at a::1.

switch (config)# ip dns server-address a::1

This example removes a name server at a::1.

switch (config) # no ip dns server-address a::1

show ip dns

Syntax

show ip dns [vrf <VRF-NAME>]

Description

Shows all DNS client configuration settings or the settings for a specific VRF.

Command context
Manager (#)
Parameters

vrf <VRF-NAME>
Specifies the VRF for which to show information. If no VRF is defined, the default VRF is used.

Authority
Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

switch (config)# ip dns domain-name domain.com
switch (config)# ip dns domain-list domain5.com
switch (config)# ip dns domain-list domain8.com
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switch (config) # ip dns server-address 4.4.4.
switch (config)# ip dns server-address 6.6.6.
switch (config)# ip dns host host3 5.5.5.5
switch (config)# ip dns host host3 c::12

switch# show ip dns
VRF Name : default

Domain Name : domain.com
DNS Domain list : domain5.com, domain8.com

Name Server(s) : 4.4.4.4, 6.6.6.6
Host Name Address

host3 5.5.5.5

host3 @332

4
6
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Chapter 13

Device discovery and configuration

The switch supports automatic discovery and configuration of other devices on the network.

e Device profiles rely on role configurations. For information on role configurations, see the Security Guide.

Device profiles are used to dynamically assign port attributes based on the type of devices connected,
without having to create a RADIUS infrastructure. You can map device profiles to device groups. A device
group contains various match criteria, which can be obtained from multiple sources, such as LLDP, CDP, and
local MAC match. Device profiles contain port attributes to be assigned to the port when a connected device
matches a device group.

Device profiles are supported on different scenarios. It can be applied on interfaces that are configured with
security (802.1X or MAC authentication), or applied based on L2 port (LLDP, CDP), or applied on standalone
ports with the block-until-profile-applied command enabled. All the methods are mutually exclusive of each
other. The block-until-profile-applied mode must be configured only when there is a standalone port where
no security has been configured and when you want the port to be offline until at least one client is
onboarded based on the match and ignore criteria that you configure. Local MAC match is supported when
you configure block-until-profile-applied command or device profile with security.

— Up to eight device profiles can be configured.

See the Security Guide for the following commands:

m Theport-access onboarding-method precedence command—If you are configuring both security and
device profile on the port, and you want to configure the order in which the methods will be executed.

m Theport-access fallback-role command—If you want to configure a role that must be applied to
devices when no other role exists or can be derived for that device.

If you configure a match criteria that matches across multiple device profiles, then the priority considered is
LLDP, CDP, and then local MAC match. That is, LLDP precedes over CDP, which in turn precedes over local
MAC match.

The following figure displays a simple configuration of device profile and AAA authentication with RADIUS
server and Aruba ClearPass Policy Manager. Local MAC match feature is useful when you do not want to
afford RADIUS infrastructure or when you want to use local authentication as a backup method in case the
RADIUS server is unreachable.
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Figure 2 Example of device profile setup along with RADIUS infrastructure
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Configuring a device profile for LLDP

;ll />

Procedure

Create an LLDP group with the command port-access 11ldp-group.
2. Definerules for adding devices to an LLDP group with the command match.
3. Definerules forignoring devices so that they are not added to an LLDP group with the command

ignore.
Create a device profile with the command port-access device-profile.
5. Addthe LLDP group with the command associate 11dp-group.

6. Add arole to a device profile with the command associate role. Make surethat the roleis already
created. For information on how to create a role, see port access role information in the Security
Guide.

7. Enable the device profile with the command enable.

Configuring a device profile for CDP

1. Create a CDP group with the command port-access cdp-group.
2. Definerules for adding devices to a CDP group with the command match.
3. Definerules forignoring devices so that they are not added to a CDP group with the command

ignore.
4. Create a device profile with the command port-access device-profile.
5. Add a CDP group to a device profile with the command associate cdp-group.

6. Add arole to a device profile with the command associate role. Make sure that the role is already

created. For information on how to create a role, see port access role information in the Security
Guide.

7. Enable a device profile with the command enable.

Configuring a device profile for local MAC match

Procedure

Device discovery and configuration |



Create a MAC group with the mac-group command.

2. Definerules for adding devices to a MAC group with thematch (for MAC groups) command.

3. Definerules forignoring devices so that they are not added to a MAC group with the ignore (for
MAC groups) command.

4. Create a device profile with the port-access device-profile command.

5. Associate a MAC group with a device profile with the associate mac-group command.

6. Add aroleto a device profile with the associate role command. Make sure that the role is already
created. For information on how to create a role, see port access role information in the Security
Guide.

7. Enable a device profile with the enable command.

Device profile commands
aaa authentication port-access allow-cdp-bpdu

Syntax

aaa authentication port-access allow-cdp-bpdu

no aaa authentication port-access allow-cdp-bpdu

Description

Allows all packets related to the CDP (Cisco Discovery Protocol) BPDU (Bridge Protocol Data Unit) on a
secure port.

The no form of this command blocks the CDP BPDU on a secure port. On a nonsecure port, the command
has no effect.

Command context

config-if

Authority

Administrators or local user group members with execution rights for this command.

Examples
Allowing a CDP BPDU on secure port 1/1/1:

switch (config)# interface 1/1/1
switch(config-if) # aaa authentication port-access allow-cdp-bpdu
switch (config-if)# do show running-config
Current configuration:
!
!Version ArubaOS-CX 10.0X.0000
led locator on
|
1
vlian 1
aaa authentication port-access mac-auth
enable
aaa authentication port-access dotlx authenticator
enable
interface 1/1/1
no shutdown
vlan access 1
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aaa authentication port-access allow-cdp-bpdu
aaa authentication port-access mac-auth
enable
aaa authentication port-access dotlx authenticator
enable

switch (config-if)# do show port-access device-profile interface all
Port 1/1/1, Neighbor-Mac 00:0c:29:9e:d1:20

Profile Name : access_switches
LLDP Group

CDP Group : aruba-ap cdp
Role : test ap role
Status : In Progress

Failure Reason

Blocking LLDP packet on secure port 1/1/1:

switch (config) # interface 1/1/1
switch (config-if)# no aaa authentication port-access allow-cdp-bpdu
switch (config-if)# do show running-config

Current configuration:
|

!Version ArubaOS-CX 10.0X.0000
led locator on
|
!
vlan 1
aaa authentication port-access mac-auth
enable
interface 1/1/1
no shutdown
vlan access 1
aaa authentication port-access mac-auth
enable

aaa authentication port-access allow-lidp-bpdu
Syntax
aaa authentication port-access allow-1lldp-bpdu

no aaa authentication port-access allow-1lldp-bpdu

Description

Allows all packets related to the LLDP BPDU (Bridge Protocol Data Unit) on a secure port.

The no form of this command blocks the LLDP BPDU on a secure port. On a nonsecure port, the command
has no effect.

Command context

config-if

Authority

Administrators or local user group members with execution rights for this command.

Examples
Allowing an LLDP BPDU on secure port 1/1/1:
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switch (config)# interface 1/1/1
switch (config-if) # aaa authentication port-access allow-1lldp-bpdu
switch (config-if)# do show running-config
Current configuration:
|
!Version ArubaOS-CX 10.0X.0000
led locator on
|
!
vlan 1
aaa authentication port-access mac-auth
enable
interface 1/1/1
no shutdown
vlan access 1
aaa authentication port-access allow-1lldp-bpdu
aaa authentication port-access mac-auth
enable

switch (config-if)# do show port-access device-profile interface all
Port 1/1/1, Neighbor-Mac 00:0c:29:9e:d1:20

Profile Name : access_switches
LLDP Group : 2920-grp

CDP Group 5

Role : local 2920 role
Status : Profile Applied

Failure Reason

Blocking LLDP BPDU on secure port 1/1/1:

switch (config) # interface 1/1/1
switch (config-if)# no aaa authentication port-access allow-1lldp-bpdu
switch (config-if)# do show running-config
Current configuration:
!
!Version ArubaOS-CX 10.0X.0000led locator on
|
!
vlian 1
aaa authentication port-access mac-auth
enable
interface 1/1/1
no shutdown
vlan access 1
aaa authentication port-access mac-auth
enable

associate cdp-group

Syntax

associate cdp-group <GROUP-NAME>

no associate cdp-group <GROUP-NAME>

Description

Associates a CDP (Cisco Discovery Protocol) group with a device profile. A maximum of two CDP groups can
be associated with a device profile.

The no form of this command removes a CDP group from a device profile.
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Command context

config-device-profile

Parameters
<GROUP-NAME>

Specifies the name of the CDP group to associate with this device profile. Range: 1 to 32 alphanumeric
characters.

Authority

Administrators or local user group members with execution rights for this command.
Examples
Associating the CDP group my-cdp-group with the device profile profile01:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# associate cdp-group my-cdp-group

Removing the CDP group my-cdp-group from the device profile profile01:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# no associate cdp-group my-cdp-group

associate lidp-group

Syntax

associate lldp-group <GROUP-NAME>

no associate lldp-group <GROUP-NAME>

Description

Associates an LLDP group with a device profile. A maximum of two LLDP groups can be associated with a
device profile

The no form of this command removes an LLDP group from a device profile.

Command context

config-device-profile

Parameters
<GROUP-NAME>

Specifies the name of the LLDP group to associate with the device profile. Range: 1 to 32 alphanumeric
characters.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Associating the LLDP group my-lldp-group with the device profile profile01:
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switch (config) # port-access device-profile profileOl
switch (config-device-profile) # associate lldp-group my-lldp-group

Removing the LLDP group my-lldp-group from the device profile profile01:

switch(config) # port-access device-profile profileOl
switch (config-device-profile) # no associate lldp-group my-lldp-group

associate mac-group

Syntax

associate mac-group <GROUP-NAME>
no associate mac-group <GROUP-NAME>

Description

Associates a MAC group with a device profile. A maximum of two MAC groups can be associated with a
device profile.

The no form of this command removes a MAC group from a device profile.

Command context

config-device-profile

Parameters
<GROUP-NAME>

Specifies the name of the MAC group to associate with this device profile. Range: 1 to 32 alphanumeric
characters.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Associating the MAC group mac01-group with the device profile profile01:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# associate mac-group macOl-group

Removing the MAC group mac01-group from the device profile profile01:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# no associate mac-group macOl-group

associate role

Syntax
associate role <ROLE-NAME>

no associate role <ROLE-NAME>

Description
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Associates a role with a device profile. Only one role can be associated with a device profile. For information
on how to configure arole, see the port access role information in the Security Guide.

The no form of this command removes a role from a device profile.

Command context

config-device-profile

Parameters
<ROLE-NAME>

Specifies the name of the role to associate with the device profile. Range: 1 to 64 alphanumeric
characters.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Associating the role my-role with the device profile profile01:

switch (config) # port-access device-profile profile0l
switch (config-device-profile)# associate role my-role

Removing the role my-role from the device profile profile01:

switch (config) # port-access device-profile profilell
switch (config-device-profile)# no associate role my-role

disable

Syntax
disable

no disable
Description

Disables a device profile.
The no form of this command enables a device profile.

Command context

config-device-profile

Authority

Administrators or local user group members with execution rights for this command.
Examples

Disabling a device profile:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# disable
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Enabling a device profile named profile01:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# no disable

enable
Syntax
enable

no enable

Description
Enables a device profile.
The no form of this command disables a device profile.

Command context

config-device-profile

Authority

Administrators or local user group members with execution rights for this command.

Examples

Enabling a device profile:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# enable

Disabling a device profile named profile01:

switch (config) # port-access device-profile profileOl
switch (config-device-profile)# no enable

ignore (for CDP groups)

Syntax

ignore [seq <SEQ-NUM>] {platform <PLATFORM> | sw-version <SWVERSION> |
voice-vlan-query <VLAN-ID>}

no ignore [seq <SEQ-ID>] {platform <PLATFORM> | sw-version <SWVERSION> |
voice-vlan-query <VLAN-ID>}
Description

Defines a rule to ignore devices for a CDP (Cisco Discovery Protocol) group. Up to 64 match/ignore rules can
be defined for a group.

The no form of this command removes a rule for ignoring devices from a CDP group.

Command context
config-cdp-group
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Parameters
seq <SEQ-ID>

Specifies the ID of the rule to create or modify. If no ID is specified when adding a rule, an ID is
automatically assigned in increments of 10 in the order in which rules are added. When more than one
rule matches the command entered, the rule with the lowest ID takes precedence.

platform <PLATFORM>

Specifies the hardware or model details of the neighbor. Range: 1 to 128 alphanumeric characters.
sw-version <SWVERSION>

Specifies the software version of the neighbor. Range: 1 to 128 alphanumeric characters.
voice-vlan-query <VLAN-ID>

Specifies the VLAN query value of the neighbor. Range: 1 to 65535.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Adding a rule to the CDP group grp01 that ignores a device that transmits PLATFORMO1 in the platform
TLV:

switch (config) # port-access cdp-group grp0Ol
switch (config-cdp-group) # ignore platform PLATFORMO1l

Adding a rule to the CDP group grp01 that ignores a device that transmits SWVERSION in software version
TLV:

switch (config) # port-access cdp-group grpOl
switch (config-cdp-group) # ignore sw-version SWVERSION

Removing the rule that matches the sequence number 25 from the CDP group named grp01.

switch (config) # port-access cdp-group grpOl
switch (config-cdp-group) # no ignore seq 25

ignore (for LLDP groups)

Syntax

ignore [seq <SEQ-ID>] {sys-desc <SYS-DESC> | sysname <SYS-NAME> |
vendor-oui <VENDOR-OUI> [type <KEY> [value <VALUE>]]}

no ignore [seq <SEQ-ID>] {sys-desc <SYS-DESC> | sysname <SYS-NAME> |
vendor-oul <VENDOR-OUI> [type <KEY> [value <VALUE>]]}

Description

Defines a rule to ignore devices for an LLDP group. Up to 64 match/ignore rules can be defined for a group.
The no form of this command removes a rule for ignoring devices from an LLDP group.

Command context
config-lldp-group

Parameters
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seq <SEQ-ID>

Specifies the ID of the rule to create or modify. If no ID is specified when adding a rule, an ID is
automatically assigned in increments of 10 in the order in which rules are added. When more than one
rule matches the command entered, the rule with the lowest ID takes precedence.

sys—desc <SYS-DESC>

Specifies the LLDP system description type-length-value (TLV). Range: 1 to 256 alphanumeric characters.
sysname <SYS-NAME>

Specifies the LLDP system name TLV. Range: 1 to 64 alphanumeric characters.
vendor-oui <VENDOR-OUI>

Specifies the LLDP system vendor OUI TLV. Range: 1 to 6 alphanumeric characters.
type <KEY>

Specifies the vendor OUI subtype key. Optional.
value <VALUE>

Specifies the vendor OUI subtype value. Range: 1 to 256 alphanumeric characters.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Adding a rule to the LLDP group grp01 that ignores a device that transmits PLATFORMO1 in the system
description TLV:

switch (config) # port-access lldp-group grpOl
switch (config-1lldp-group) # ignore sys-desc PLATFORMO1l

Removing the rule that matches the sequence number 25 from the LLDP group named grp01.

switch (config) # port-access lldp-group grpOl
switch (config-1lldp-group) # no match seq 25

ignore (for MAC groups)

Syntax
[seq <SEQ-ID>] ignore {mac <MAC-ADDR> | mac-mask <MAC-MASK> | mac-oui <MAC-OUI>}

no [seq <SEQ-ID>] ignore {mac <MAC-ADDR> | mac-mask <MAC-MASK> | mac-oui <MAC-OUI>}

Description

Defines a rule to ignore devices for a MAC group based on the criteria of MAC address, MAC address mask,
or MAC Organizational Unique Identifier (OUI). Up to 64 ignore rules can be defined for a group.

The no form of this command removes a rule for ignoring devices from a MAC group.

Command context

config-mac-group

Parameters
seq <SEQ-ID>

Specifies the entry sequence ID of the rule to create or modify a MAC group. If no ID is specified when
adding arule, an ID is automatically assigned in increments of 10 in the order in which rules are added.
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When more than one rule matches the command entered, the rule with the lowest ID takes precedence.
Range: 1 t0 4294967295.
mac <MAC-ADDR>

Specifies the MAC address of the device to ignore.
mac-mask <MAC-MASK>

Specifies the MAC address mask to ignore devices in that range. Supported MAC address masks: /32 and
/40.
mac-oui <MAC-OUI>

Specifies the MAC OUI to ignore devices in that range. Supports MAC OUI address of maximum length of
24 bits.

Authority

Administrators or local user group members with execution rights for this command.

Usage

To achieve the required configuration of matches for devices, it is recommended to first ignore the devices
that you do not want to add. Then match the criteria for the rest of the devices that you want to add to the
MAC group.

For example, if you want to ignore a specific device but add all the other devices that belong to a MAC OUI,
then you must first configure the ignore criteria with a lower sequence number. And then configure match
criteria with a higher sequence number.

Examples

Adding a rule to the MAC group grp01 to ignore a device based on MAC address, but match all other devices
belonging to a MAC OUI:

switch (config) # mac-group grpOl

switch (config-mac-group)# ignore mac la:2b:3c:4d:5e:6f
switch (config-mac-group)# match mac-oui la:2b:3c
switch (config-mac-group) # exit

switch (config) # do show running-config

Current configuration:

|

!Version ArubaOS-CX Virtual.10.0X.0001
lexport-password: default

led locator on
|

ssh server vrf mgmtdefault
|
|
|
|
|

vlian 1
interface mgmt
no shutdown
ip dhcp
mac-group grp0l
seq 10 ignore mac la:2b:3c:4d:5e:6f
seq 20 match mac-oui la:2b:3c
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Adding a rule to the MAC group grp01 to ignore devices based on MAC address mask, but match all other
devices belonging to a MAC OUI:

switch (config) # mac-group grpOl

switch (config-mac-group) # ignore mac-mask la:2b:3c:4d/32
switch (config-mac-group)# match mac-oui la:2b:3c

switch (config-mac—-group) # exit

switch (config) # do show running-config

Current configuration:

|

!Version ArubaOS-CX Virtual.10.0X.0001

!export-password: default

led locator on
l}

ssh server vrf mgmtdefault
|
!
!
|
|

vlan 1
interface mgmt
no shutdown
ip dhcp
mac-group grpOl
seq 10 ignore mac-mask la:2b:3c:4d/32
seq 20 match mac-oui la:2b:3c

Adding a rule to the MAC group grp01 that ignores a device based on complete MAC address:

switch (config) # mac-group grpOl
switch (config-mac-group)# ignore mac la:2b:3c:4d:5e:6f

Adding a rule to the MAC group grp02 that ignores devices based on MAC mask:

switch (config) # mac-group grpOl
switch (config-mac-group) # ignore mac-mask la:2b:3c:4d:5e/40
switch (config-mac-group) # ignore mac-mask 18:e3:ab:73/32

Adding a rule to the MAC group grp03 that ignores devices based on MAC OUI:

switch (config) # mac-group grp03
switch (config-mac-group)# ignore mac-oui 81l:cd:93

Adding a rule to the MAC group grp01 that ignores devices with a sequence number and based on MAC
address:

switch (config) # mac-group grpOl
switch (config-mac-group)# seq 10 ignore mac b2:c3:44:12:78:11
switch (config-mac-group) # exit
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switch(config) # do show running-config
Current configuration:
|
!Version ArubaOS-CX Virtual.10.0X.0001
!export-password: default
led locator on
|
|
vlan 1
interface mgmt
no shutdown
ip dhcp
mac-group grpOl
seq 10 ignore mac b2:c3:44:12:78:11

Removing the rule from the MAC group grp01 based on sequence number:

switch (config) # mac-group grpOl
switch (config-mac-group)# no ignore seq 10
switch (config-mac-group) # exit
switch (config) # do show running-config
Current configuration:
|
!Version ArubaOS-CX Virtual.l10.0X.0001
lexport-password: default
led locator on
|
!
vlian 1
interface mgmt
no shutdown
ip dhcp
mac-group grp0l

Adding a rule to the MAC group grp01 that ignores devices with MAC entry sequence number and based on
MAC OULI:

switch (config) # mac-group grpOl
switch (config-mac-group)# seq 10 ignore mac b2:c3:44:12:78:11
switch (config-mac-group)# seq 20 ignore mac-oui la:2b:3c
switch (config-mac-group) # seq 30 ignore mac-mask 71:14:89:£3/32
switch (config-mac-group) # exit
switch (config)# do show running-config
Current configuration:
|
!Version ArubaOS-CX Virtual.l10.0X.0001
lexport-password: default
led locator on
|
|
vlian 1
interface mgmt
no shutdown
ip dhcp
mac-group grp0l
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seq 10 ignore mac b2:c3:44:12:78:11
seq 20 ignore mac-oui la:2b:3c
seq 30 ignore mac-mask 71:14:89:f3/32

Removing the rule from the MAC group grp01 based on sequence number and MAC OUI:

switch (config) # mac-group grpOl

switch (config-mac-group) # no seq 20 ignore mac-oui la:2b:3c
switch (config-mac-group) # exit

switch (config)# do show running-config

Current configuration:
I

!Version ArubaOS-CX Virtual.l0.0X.0001
lexport-password: default
led locator on
|
!
vlian 1
interface mgmt
no shutdown
ip dhcp
mac-group grp0l
seq 10 ignore mac b2:c3:44:12:78:11
seq 30 ignore mac-mask 71:14:89:£3/32

Removing the rule that matches the sequence number 25 from the MAC group named grp01.

switch (config) # mac-group grpOl
switch (config-mac-group)# no ignore seq 25

mac-group

Syntax
mac-group <MAC-GROUP-NAME>

no mac-group <MAC-GROUP-NAME>

Description
Creates a MAC group or modifies an existing MAC group. A MAC group is used to classify connected devices
based on the MAC address details, such as mask or OUI.

A maximum of 32 MAC groups can be configured on the switch. A maximum of 2 MAC groups can be
associated with a device profile. Each group accepts 64 match or ignore commands.

The no form of this command removes a MAC group.

Command context

config

Parameters
<MAC-GROUP-NAME>
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Specifies the name of the MAC group to create or modify. The maximum number of characters
supported is 32.
Authority

Administrators or local user group members with execution rights for this command.

Examples

Creating a MAC group named grp01:

switch (config) # mac-group grpOl
switch (config-mac-group) # exit

Removing a MAC group named grp01:

switch(config)# no mac-group grpOl

match (for CDP groups)

Syntax
match [seq <SEQ-ID>] {platform <PLATFORM> | sw-version <SWVERSION> |
voice-vlan-query <VLAN-ID>}

no match [seq <SEQ-ID>] {platform <PLATFORM> | sw-version <SWVERSION> |
voice-vlan-query <VLAN-ID>}

Description

Defines a rule to match devices for a CDP group. A maximum of 32 CDP groups can be configured on the
switch. Up to 64 match orignore rules can be defined for each group.

The no form of this command removes a rule for adding devices to a CDP group.

Command context
config-cdp-group

Parameters
seq <SEQ-ID>

Specifies the ID of the rule to create or modify. If no ID is specified when adding a rule, an ID is
automatically assigned in increments of 10 in the order in which rules are added. When more than one

rule matches the command entered, the rule with the lowest ID takes precedence.
platform <PLATFORM>

Specifies the hardware or model details of the neighbor. Range: 1 to 128 alphanumeric characters.
sw-version <SWVERSION>

Specifies the software version of the neighbor. Range: 1 to 128 alphanumeric characters.
voice-vlan—-query <VLAN-ID>

Specifies the VLAN query value of the neighbor. Range: 1 to 65535.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Adding rules to match a Cisco device with a specific software version on VLAN 512 to the CDP group grp01:
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switch (config) # port-access cdp-group grp0Ol

switch (config-cdp-group) # match platform CISCO

switch (config-cdp-group) # match sw-version 11.2(12)P

switch (config-cdp-group) # match voice-vlan-query 512

switch (config-cdp-group) # match seq 50 platform cisco sw-version 11.2(12)P voice-
vlan-query 512

switch (config-cdp-group) # exit

switch (config) # do show running-config

Current configuration:
|

!Version ArubaOS-CX Virtual.l10.0X.000
lexport-password: default

led locator on

l}

|

vlan 1
port-access cdp-group grp0l
seq 10 match platform CISCO
seq 20 match sw-version 11.2(12)P
seq 30 match voice-vlan-query 512
seqg 50 match platform cisco sw-version 11.2(12)P voice-vlan-query 512

Removing a rule that matches the sequence number 25 from the CDP group named grp01:

switch (config) # port-access cdp-group grp0Ol
switch (config-cdp-group) # no match seq 25

Adding a rule that matches the value of vendor-OUI 000b86 to the CDP group named grp01:

switch (config) # port-access cdp-group grp0Ol
switch (config-cdp-group) # match vendor-oui 000b86

match (for LLDP groups)

Syntax

match [seq <SEQ-ID>] {sys-desc <SYS-DESC> | sysname <SYS-NAME> |
vendor-oui <VENDOR-OUI> [type <KEY> [value <VALUE>]]}

no match [seq <SEQ-ID>] {sys-desc <SYS-DESC> | sysname <SYS-NAME> |
vendor-oui <VENDOR-OUI> [type <KEY> [value <VALUE>]]}
Description
Defines a rule to match devices for an LLDP group. Up to 64 match/ignore rules can be defined for a group.
The no form of this command removes a rule.

Command context
config-lldp-group

Parameters

seq <SEQ-ID>
Specifies the ID of the rule to create or modify. If no ID is specified when adding a rule, an ID is
automatically assigned in increments of 10 in the order in which rules are added. When more than one

rule matches the command entered, the rule with the lowest ID takes precedence.
sys—desc <SYS-DESC>
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Specifies the LLDP system description type-length-value (TLV). Range: 1 to 256 alphanumeric characters.
sysname <SYS-NAME>

Specifies the LLDP system name TLV. Range: 1 to 64 alphanumeric characters.
vendor-oui <VENDOR-OUI>

Specifies the LLDP system vendor OUI TLV. Range: 1 to 6 alphanumeric characters.
type <KEY>

Specifies the vendor OUI subtype key.
value <VALUE>

Specifies the vendor OUI subtype value. Range: 1 to 256 alphanumeric characters.
Authority

Administrators or local user group members with execution rights for this command.

Examples

Adding rules that match the LLDP system description ArubaSwitch and system name Aruba to the LLDP
group named grp01:

switch
switch
switch
switch

config)# port-access lldp-group grpOl
config-lldp-group) # match sys-desc ArubaSwitch
config-lldp-group)# match sysname Aruba
config) # do show running-config

Current configuration:

!

!Version ArubaOS-CX Virtual.10.0X.000

lexport-password: default

led locator on

!

|

vlian 1

port-access lldp-group grpOl
seqg 10 match sys-desc ArubaSwitch
seq 20 match sysname Aruba

Removing a rule that matches the sequence number 25 from an LLDP group named grp01:

switch (config) # port-access lldp-group grpOl
switch (config-1lldp-group) # no match seq 25

Adding a rule that matches the value of vendor-OUI 000b86 with type of 1 to the LLDP group named
grpo01:

switch (config) # port-access lldp-group grpOl
switch (config-1ldp-group) # match vendor-oui 000b86 type 1

Adding a rule that matches the value of vendor-OUI 000¢34 to the LLDP group named grp01:

switch (config) # port-access lldp-group grpOl
switch (config-1lldp-group) # match vendor-oui 000c34

match (for MAC groups)

Syntax
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[seq <SEQ-ID>] match {mac <MAC-ADDR> | mac-mask <MAC-MASK> | mac-ouil <MAC-OUI>}
no [seq <SEQ-ID>] match {mac <MAC-ADDR> | mac-mask <MAC-MASK> | mac-oui <MAC-OUI>}

Description

Defines a rule to match devices for a MAC group based on the criteria of MAC address, MAC address mask,
or MAC Organizational Unique Identifier (OUI). Up to 64 match rules can be defined for a group.

You must not configure the following special MAC addresses:
= Null MAC—For example, 00:00:00:00:00:00 or 00:00:00/32
= Multicast MAC

— m Broadcast MAC—For example, ff:ff.ff:ff:ff:ffff

s System MAC

Although the switch accepts these addresses, it will not process these addresses for the local MAC match feature.

The no form of this command removes a rule for adding devices to a MAC group.

The number of clients that can onboard based on the match criteria is configured in the aaa
authentication port-access client-limit command. Forinformation about this command, seethe
Security Guide for your switch.

Command context

config-mac-group

Parameters

seq <SEQ-ID>
Specifies the entry sequence ID of the rule to create or modify a MAC group. If no ID is specified when
adding arule, an ID is automatically assigned in increments of 10 in the order in which rules are added.
When more than one rule matches the command entered, the rule with the lowest ID takes precedence.

Range:1t04294967295
mac <MAC-ADDR>

Specifies the MAC address of the device.
mac-mask <MAC-MASK>

Specifies the MAC address mask to add devices in that range. Supported MAC address masks: /32 and

/40.
mac-ouil <MAC-OUI>

Specifies the MAC OUI to add devices in that range. Supports MAC OUI address of maximum length of
24 bits.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Adding a device to the MAC group grp01 based on complete MAC address:

switch (config) # mac-group grpOl
switch (config-mac—-group) # match mac la:2b:3c:4d:5e:6£f
switch (config-mac—-group) # exit

Adding devices to the MAC group grp02 based on MAC mask:
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switch (config) # mac-group grpOl
switch (config-mac-group) # match mac-mask 18:e3:ab:73/32

switch (config-mac-group) # exit

Adding devices to the MAC group grp03 based on MAC OUI:

switch (config) # mac-group grp03
switch (config-mac—-group) # match mac-oui 81l:cd:93
switch (config-mac-group) # exit

(

switch (config-mac-group) # match mac-mask la:2b:3c:4d:5e/40
(
(

Adding devices to the MAC group grp01 with MAC entry sequence number and based on MAC address:

switch (config) # mac-group grpOl

(
switch (config-mac-group) # seq 10 match mac b2:c3:44:12:78:11
(

switch (config-mac-group) # exit
switch (config) # do show running-config
Current configuration:
|
!Version ArubaOS-CX Virtual.l10.0X.0001
lexport-password: default
led locator on
|
!
vlian 1
interface mgmt
no shutdown
ip dhcp
mac-group grp0l
seq 10 match mac b2:c3:44:12:78:11

Removing devices from the MAC group grp01 based on sequence number;

switch (config) # mac-group grpOl
switch (config-mac-group)# no match seq 10
switch (config-mac-group) # exit
switch (config) # do show running-config
Current configuration:
!
!Version ArubaOS-CX Virtual.10.0X.0001
!export-password: default
led locator on
!
|
vlian 1
interface mgmt
no shutdown
ip dhcp
mac-group grp0l

Adding devices to the MAC group grp01 with MAC entry sequence number and based on MAC address, MAC

address mask, and MAC QUI:
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switch (config) # mac-group grpOl
switch (config-mac-group) # seq 10 match mac b2:c3:44:12:78:11
switch (config-mac-group) # seq 20 match mac-oui la:2b:3c
switch (config-mac-group)# seq 30 match mac-mask 71:14:89:£3/32
switch (config-mac-group) # exit
switch (config)# do show running-config
Current configuration:
|
!Version ArubaOS-CX Virtual.l0.0X.0001
lexport-password: default
led locator on
|
!
vlan 1
interface mgmt
no shutdown
ip dhcp
mac-group grpl0l
seq 10 match mac b2:c3:44:12:78:11
seq 20 match mac-oui la:2b:3c
seq 30 match mac-mask 71:14:89:£3/32

Removing devices from the MAC group grp01 based on MAC OUI:

switch (config) # mac-group grpOl
switch (config-mac-group)# no seq 20 match mac-oui la:2b:3c
switch (config-mac—-group) # exit
switch (config)# do show running-config
Current configuration:
|
!Version ArubaOS-CX Virtual.10.0X.0001
lexport-password: default
led locator on
|
|
vlan 1
interface mgmt
no shutdown
ip dhcp
mac-group grpOl
seq 10 match mac b2:c3:44:12:78:11
seq 30 match mac-mask 71:14:89:f3/32

Adding devices to the MAC group grp03 with MAC entry sequence number and based on MAC address
mask:

switch (config) # mac-group grp03

switch (config-mac-group) # seq 10 match mac-mask 10:14:a3:b7:55/40
switch (config-mac-group) # exit

switch (config)# do show running-config

Current configuration:

!

!Version ArubaOS-CX Virtual.l0.0X.0001

!lexport-password: default
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led locator on
|
!
vlan 1
interface mgmt

no shutdown

ip dhcp
mac-group grp03

seq 10 match mac-mask 10:14:a3:b7:55/40

Removing devices from the MAC group grp03 based on MAC address mask:

switch (config) # mac-group grp03

switch (config-mac-group) # no seq 10 match mac-mask 10:14:a3:b7:55/40
switch (config-mac—-group) # exit

switch(config) # do show running-config

Current configuration:
|

!Version ArubaOS-CX Virtual.l0.0X.0001
lexport-password: default

led locator on

|

i

vlan 1

interface mgmt
no shutdown
ip dhcp

mac-group grp03

port-access cdp-group

Syntax

port-access cdp-group <CDP-GROUP-NAME>

no port-access cdp-group <CDP-GROUP-NAME>

Description

Creates a CDP (Cisco Discovery Protocol) group or modifies an existing CDP group. A CDP Group is used to
classify connected devices based on the CDP packet details advertised by the device. A maximum of 32 CDP
groups can be configured on the switch. Each group accepts 64 match/ignore commands.

The no form of this command removes a CDP group.

Command context

config

Parameters
<CDP-GROUP-NAME>

Specifies the name of the CDP group to create or modify. The maximum number of characters
supported is 32. Required.

Authority

Device discovery and configuration |



Administrators or local user group members with execution rights for this command.

Examples
Creating a CDP group named grp01:

switch (config) # port-access cdp-group grp0Ol

switch (config-cdp-group) # match platform CISCO

switch (config-cdp-group) # match sw-version 11.2(12)P

switch (config-cdp-group) # match voice-vlan-query 512

switch (config-cdp-group) # seq 50 match platform cisco sw-version 11.2(12)P voice-
vlan-query 512

switch (config-cdp-group) # exit

switch (config)# do show running-config

Current configuration:

|

!Version ArubaOS-CX Virtual.10.0X.000

lexport-password: default

led locator on

|

!

vlan 1

port-access cdp-group grp0l
seq 10 match platform CISCO
seq 20 match sw-version 11.2(12)P
seq 30 match voice-vlan-query 512
seqg 50 match platform cisco sw-version 11.2(12)P voice-vlan-query 512

Removing a CDP group named grp01:

switch(config) # no port-access cdp-group grp0Ol

port-access device-profile

Syntax

port-access device-profile <DEVICE-PROFILE-NAME>

no port-access device-profile <DEVICE-PROFILE-NAME>

Description

Creates a new device profile and switches to the config-device-profile context. A maximum of 32 device
profiles can be created.

The no form of this command removes a device profile.

Command context

config

Parameters
<DEVICE-PROFILE-NAME>
Specifies the name of a device profile. Range: 1 to 32 alphanumeric characters.

Authority

Administrators or local user group members with execution rights for this command.
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Examples

Creating a device profile named profile01:

switch (config) # port-access device-profile profile0l
switch (config-device-profile) #

Removing a device profile named profile01:

switch (config) # no port-access device-profile profile0Ol

port-access device-profile mode block-until-profile-applied

You must configure this mode in device profile only on standalone ports where there is no security configured and
when you not want the port to be offline until one client is onboarded.

Syntax

port-access device-profile mode block-until-profile-applied

no port-access device-profile mode block-until-profile-applied

Description

Configures the switch to block the port until a profile match occurs for a device. This configuration is
required when no security feature is enabled on the port.

You must enable this mode or security on the port for local MAC match feature to operate. You must not
enable both features on the same port at the same time.

You must not combine any other AAA configurations with the block-until-profile-applied mode.

The no form of this command removes a rule for adding devices to a MAC group.

Command context
config-if
config-if-deviceprofile
Authority

Administrators or local user group members with execution rights for this command.
Example

Configuring block-until-profile applied mode on port 1/1/1:

switch (config)# interface 1/1/1

switch (config-if)# port-access device-profile

switch (config-if-deviceprofile)# mode block-until-profile-applied
switch (config-if-deviceprofile)# end

port-access lidp-group

Syntax
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port-access lldp-group <LLDP-GROUP-NAME>
no port-access lldp-group <LLDP-GROUP-NAME>

Description

Creates an LLDP group or modifies an existing LLDP group. An LLDP group is used to classify connected
devices based on the LLDP type-length-values (TLVs) advertised by the device. A maximum of 32 LLDP
groups can be configured on the switch. Each group accepts 64 match/ignore commands.

The no form of this command removes an LLDP group.

Command context

config

Parameters
<LLDP-GROUP-NAME>

Specifies the name of the LLDP group to create or modify. The maximum number of characters
supported is 32. Required.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Creating an LLDP group named grp01:

switch (config) # port-access lldp-group grpOl
switch (config-11ldp-group) #

Removing an LLDP group named grp01:

switch (config) # no port-access lldp-group grpOl

show port-access device-profile

Syntax

show port-access device-profile [[interface {all | <INTERFACE-ID>}
[client-status <MAC-ADDR>]] | name <DEVICE-PROFILE-NAME>]

Description

Shows the client status for a specific MAC address or profile name.

Command context

Manager (#)

Parameters
interface {all | <INTERFACE-ID>}

Select a11 for all interfaces or specify the name of an interface in the format: member/slot/port.
client-status <MAC-ADDR>

Specifies a MAC address (xx: xx: xx : xx: xx : xx), Where x is a hexadecimal number from 0 to F.
name <DEVICE-PROFILE-NAME>

Specifies the name of the device profile.
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Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing the applied state of the device profiles:

switch# show port-access device-profile

Profile Name
LLDP Groups
CDP Groups
MAC Groups
Role

State

Profile Name
LLDP Groups
CDP Groups
MAC Groups
Role

State

Profile Name
LLDP Groups
CDP Groups
MAC Groups
Role

State

Profile Name
LLDP Groups
CDP Groups
MAC Groups
Role

State

accesspoints
2920-grp

2920-mac-grpl,2920-iot-grp2

local role 1
Enabled

access switches

2920-grp

local 2920 role

Enabled

iot devices

iot camera-grpl,iot sensors-grpl
local 2920 role

Enabled

lobbyaps

lobby ap cdp grp

test ap role
Disabled

Showing the applied state of the device profile on interface 1/1/3:

switch# show port-access device-profile interface 1/1/3 client-status
00:0c:29:9e:d1:20

Port 1/1/3,

Neighbor-Mac

00:0c:29:9e:d1:20

Profile Name
LLDP Group
CDP Group
MAC Group
Role

Status

Failure Reason

Profile Name
LLDP Groups
CDP Groups

lobbyaps
aruba-ap cdp

test ap role
Failed

Failed to apply MAC based VLAN

Showing the applied state of a specific device profile:

switch# show port-access device-profile name lldp-group

1ldp-group
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MAC Groups : pc-behind-phone, 1lldp
Role : auth role
State : Enabled

The IEEE 802.1AB Link Layer Discovery Protocol (LLDP) provides a standards-based method for network
devices to discover each other and exchange information about their capabilities. An LLDP device advertises
itself to adjacent (neighbor) devices by transmitting LLDP data packets on all interfaces on which outbound
LLDP is enabled, and reading LLDP advertisements from neighbor devices on ports on which inbound LLDP
is enabled. Inbound packets from neighbor devices are stored in a special LLDP MIB (management
information base). This information can then be queried by other devices through SNMP.

LLDP information is used by network management tools to create accurate physical network topologies by
determining which devices are neighbors and through which interfaces they connect. LLDP operates at layer
2 and requires an LLDP agent to be active on each interface that sends and receives LLDP advertisements.
LLDP advertisements can contain a variable number of TLV (type, length, value) information elements. Each
TLV describes a single attribute of a device such as: system capabilities, management IP address, device ID,
port ID.

Packet boundaries

When multiple LLDP devices are directly connected, an outbound LLDP packet travels only to the next LLDP
device. An LLDP-capable device does not forward LLDP packets to any other devices, regardless of whether
they are LLDP-enabled.

An intervening hub or repeater forwards the LLDP packets it receives in the same manner as any other
multicast packets it receives. Therefore, two LLDP switches joined by a hub or repeater handle LLDP traffic
in the same way that they would if directly connected.

Any intervening 802.1D device or Layer-3 device that is either LLDP-unaware or has disabled LLDP
operation drops the packet.

LLDP-MED

LLDP-MED (ANSI/TIA-1057/D6) extends the LLDP (IEEE 802.1AB) industry standard to support advanced
features on the network edge for Voice Over IP (VolP) endpoint devices with specialized capabilities and
LLDP-MED standards-based functionality. LLDP-MED in the switches uses the standard LLDP commands
described earlier in this section, with some extensions, and also introduces new commands unique to LLDP-
MED operation. The show commands described elsewhere in this section are applicable to both LLDP and
LLDP-MED operation. LLDP-MED enables:

m Configure Voice VLAN and advertise it to connected MED endpoint devices.
= Power over Ethernet (PoE) status and troubleshooting support via SNMP.

LLDP agent

When you enable LLDP on the switch, it is automatically enabled on all data plane interfaces. You can
customize this behavior by manually enabling/disabling support on each interface.

Supported standards

The LLDP agent supports the following standards: IEEE 802.1AB-2005, Station, and Media Access Control
Connectivity Discovery.
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Supported interfaces

LLDP is supported on interfaces mapped to a physical port, and the Out-Of-Band Management (OOBM)
port. It is not supported on logical interfaces, such as loopback, tunnels, and SVIs.

Operating modes

When LLDP is enabled, the switch periodically transmits an LLDP advertisement (packet) out each active
port enabled for outbound LLDP transmissions and receives LLDP advertisements on each active port
enabled to receive LLDP traffic.

The LLDP agent can operate in one of the following modes:

m Transmit and receive (TxRx): This is the default setting on all ports. It enables a given port to both
transmit and receive LLDP packets and to store the data from received (inbound) LLDP packets in the
switch's MIB.

m Transmit only (Tx): Enables a port to transmit LLDP packets that can be read by LLDP neighbors.
However, the port drops inbound LLDP packets from LLDP neighbors without reading them. This
prevents the switch from learning about LLDP neighbors on that port.

m Receive only (Rx): Enables a port to receive and read LLDP packets from LLDP neighbors and to store the
packet data in the switch's MIB. However, the port does not transmit outbound LLDP packets. This
prevents LLDP neighbors from learning about the switch through that port.

m Disabled: Disables LLDP packet transmissions and reception on a port. In this state, the switch does not
use the port for either learning about LLDP neighbors or informing LLDP neighbors of its presence.

An LLDP agent operating in TXRx mode or Tx mode sends LLDP frames to its directly connected devices
both periodically and when the local configuration changes.

Sending LLDP frames

Each time the LLDP operating mode of an LLDP agent changes, its LLDP protocol state machine reinitializes.
A configurable reinitialization delay prevents frequent initializations caused by frequent changes to the
operating mode. If you configure the reinitialization delay, an LLDP agent must wait the specified amount of
time to initialize LLDP after the LLDP operating mode changes.

Receiving LLDP frames

An LLDP agent operating in TxRx mode or Rx mode confirms the validity of TLVs carried in every received
LLDP frame. If the TLVs are valid, the LLDP agent saves the information and starts an aging timer. The initial
value of the aging timer is equal to the TTL value in the Time To Live TLV carried in the LLDP frame. When
the LLDP agent receives a new LLDP frame, the aging timer restarts. When the aging timer decreases to
zero, all saved information ages out.

TLV support
By default, the agent sends and receives the following mandatory TLVs on each interface:
m PortID

m Chassis ID
m TIL

By default, the following ANSI/TIA-1057 TLVs for LLDP Media Endpoint Discovery (MED) are enabled on an
agent. Sending them depends on the configuration and reception of any MED TLVs:

m  MAC/PHY status. Includes the bit rate and auto negotiation status of the link.
m Power Via MDI: Includes Power Over Ethernet related information for supported interfaces.
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= Port description

= System name

m System description
= Management address
= System capabilities
= Port VLAN ID

By default, the agent sends and receives the following ANSI/TIA-1057 TLVs for LLDP Media Endpoint
Discovery (MED):

= Capabilities: Indicates MED TLV capability.

m Power Via MDI: Includes Power Over Ethernet related information.

= Network Policy: Includes the VLAN configuration for voice application.
m Location: Location identification information.

= Extended Power Via MDI: Power Over Ethernet related information

TLV advertisements

The LLDP agent transmits the following:

m Chassis-ID: Base MAC address of the switch.
s Port-ID: Port number of the physical port.
m Time-to-Live (TTL): Length of time an LLDP neighbor retains advertised data before discarding it.

= System capabilities: Identifies the primary switch capabilities (bridge, router). Identifies the primary
switch functions that are enabled, such as routing.

m System description: Includes switch model name and running software version, and ROM version.
= System name: Name assigned to the switch.

= Management address: Default address selection method unless an optional address is configured.
m Port description: Physical port identifier.

= Port VLAN ID: On an L2 port, contains access or native VLAN ID. On an L3 port, contains a value of 0.
Trunk allowed VLANs information are not advertised as part of the Port VLAN ID TLV. (Not supported on
the OOBM interface)

LLDP MED support

LLDP-MED interoperates with directly connected IP telephony (endpoint) clients and provides the following
features:

m Advertisement of the voice VLAN configured on the interface which is used by connected IP telephony
(endpoint) clients.

m Advertisement of the configured location on the switch that can be used by the connected endpoint.
m Support for the fast-start capability

LLDP-MED is intended for use with VolP endpoints and is not designed to support links between network
— infrastructure devices (such as switch-to-switch or switch-to-router links).

Configuring the LLDP agent

Procedure
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1. Byd
com

2. Byd

efault, the LLDP agent is enabled on all active interfaces. If LLDP was disabled, enable it with the
mand 11dp.

efault, the LLDP agent transmits and receive on all interfaces. To customize LLDP behavior on a

specific interface, use the commands 11dp transmit and 11dp receive.

3. Byd

N O

Oont

a.
b.
C.
d.

efault, the LLDP agent sets the management address in all TLVs in the following order:
LLDP management IP address.

Loopback interface IP.

ROP (L3 ports) or SVI (L2 ports).

OOBM (Management interface IP).

Base MAC.

he OOBM port, the following order is used:

LLDP management IP address,

IP address of the management interface (OOBM port).
IP address of the loopback interface.

Base MAC address of the switch.

To specify a different address, use the commands 11dp management-ipv4-addressand 11dp
management-ipvé-address

4. By default, all supported TLVs are sent and received. To customize the list, use the command 11dp
select-tlv.
5. By default, support for the LLDP-MED TLV is enabled. To customize settings, use the commands 11dp

med and 11dp med-location.

6. If required, adjust LLDP timer, holdtime, reinitialization delay, and transmit delay from their default
values with the commands 11dp timer, 11dp holdtime, 11dp reinit,and 11ldp txdelay.

Example

This example creates the following configuration:

m Enables

LLDP support.

m Disables LLDP transmission on interface 1/1/1.

switch (config) # 1lldp
switch (config)# interface 1/1/1
switch (config-copp) # no lldp transmit

LLDP commands

clear lldp neighbors

Syntax

clear 1ldp neighbors

Description
Clears all LLDP neighbor details.

Command context

Manager (#

)

Authority
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Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples
Clearing all LLDP neighbor details:

switch# clear 1lldp neighbors

clear lldp statistics

Syntax
clear 1ldp statistics

Description
Clears all LLDP neighbor statistics.

Command context

Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples
Clearing all LLDP neighbor statistics:

switch# clear 1lldp statistics

lldp

Syntax
11ldp

no 1lldp
Description

Enables LLDP support globally on all active interfaces. By default, LLDP is enabled.

The no form of this command disables LLDP support globally on all active interfaces. It does not remove any
LLDP configuration settings.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples
Enabling LLDP:
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switch (config) # 1ldp

Disabling LLDP:

switch (config) # no 1lldp

lidp dot3

Syntax
11dp dot3 {poe | macphy}

no 1lldp dot3 {poe | macphy}

Description

Sets the 802.3 TLVs to be advertised. By default, advertisement of both POE and MAC/PHY TLVs is enabled.
Not supported on the OOBM interface.

The no form of this command disables advertisement of 802.3 TLVs.

Command context

config-if

Parameters
poe

Specifies advertisement of power over Ethernet data link classification.
macphy

Specifies advertisement of media access control and physical layer information.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Enabling advertisement of the POE TLV:

switch (config-if)# 1ldp dot3 poe

Disabling advertisement of the POE TLV:

switch (config-if)# no 1l1ldp dot3 poe

lidp holdtime

Syntax
11dp holdtime <TIME>

no lldp holdtime

Description
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Sets the holdtime that is used to calculate the LLDP Time-to-Live value. Time-to-Live defines the length of
time that neighbors consider LLDP information sent by this agent as valid. When Time-to-Live expires, the
information is deleted by the neighbor. Time-to-live is calculated by multiplying holdtime by the value of
1ldp timer.

The no form of this command sets the holdtime to its default value of 4.

Command context

config

Parameters
<TIME>
Specifies the holdtime in seconds. Range: 2 to 10. Default: 4.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the holdtime to 8 seconds:

switch (config)# 1ldp holdtime 8

Setting the holdtime to the default value of 4 seconds:

switch (config)# no 1lldp holdtime

lidp management-ipv4-address

Syntax

11dp management-ipv4-address <IPV4-ADDR>

no lldp management-ipv4-address

Description

Defines the IPv4 management address of the switch which is sent in the management address TLV. One
IPv4 and one IPv6 management address can be configured.

If you do not define an LLDP management address, then LLDP uses one of the following (in order):

m |P address of the port
m |P address of the management interface
m Base MAC address of the switch

The no form of this command removes the IPv4 management address of the switch.

Command context

config

Parameters
<IPV4-ADDR>

Specifies the management address of the switch as an IPv4 format (x.x.x.x), where x is a decimal value
from 0 to 255.
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Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the management address to 10.10.10.2:

switch(config)# lldp management-ipv4-address 10.10.10.2

Removing the management address:

switch (config) # no 1lldp management-ipv4-address

lidp management-ipv6-address

Syntax

11dp management-ipvé6-address <IPV6-ADDR>
no lldp management-ipvé-address

Description

Defines the IPv6 management address of the switch. The management address is encapsulated in the
management address TLV.

If you do not define an LLDP management address, then LLDP uses one of the following (in order):

m [P address of the port
m |P address of the management interface
m Base MAC address of the switch

The no form of this command removes the IPv6 management address of the switch.

Command context

config

Parameters
<IPV6-ADDR>

Spedﬂesan|PaddreSS“1|PV6fOﬂﬂat(Xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx)\NhGFExisa
hexadecimal number from 0 to F.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Setting the management address to 2001:db8:85a3::8a2e:370:7334:

switch (config) # 1ldp management-ipvé6-address 2001:0db8:85a3::8a2e:0370:7334

Removing the management address:
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switch (config)# no 1lldp management-ipvé6-address

lidp med

Syntax

11dp med [poe [priority-override] | capability | network-policy]
no med [poe [priority-override] | capability | network-policy]
Description

Configures support for the LLDP-MED TLV. LLDP-MED (media endpoint devices) is an extension to LLDP
developed by TIA to support interoperability between VolP endpoint devices and other networking end-
devices. The switch only sends the LLDP MED TLV after receiving a MED TLV from and connected endpoint
device.

Not supported on the OOBM interface.
The no form of this command disables support for the LLDP MED TLV.

Command context

config-if

Parameters
poe [priority-override]

Specifies advertisement of power over Ethernet data link classification. The priority-override option
overrides user-configured port priority for Power over Ethernet. When both 11dp dot3 poe and 11dp
med poe are enabled, the 11dp dot3 poe3 setting takes precedence. Default: enabled.

capability
Specifies advertisement of supported LLDP MED TLVs. The capability TLV is always sent with other MED
TLVs, therefore it cannot be disabled when other MED TLVs are enabled. Default: enabled.

network-policy

Network policy discovery lets endpoints and network devices advertise their VLAN IDs, and IEEE 802.1p
(PCP and DSCP) values for voice applications. This TLV is only sent when a voice VLAN policy is present.
Default: enabled.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Enabling advertisement of the network policy TLV:

switch(config-if) # 1lldp med network-policy
Disabling advertisement of the network policy TLV:

switch (config-if)# no 1lldp med network-policy

lidp med-location

Syntax
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11dp med-location {civic-addr | elin-addr }
no med-location {civic-addr | elin-addr }

Description

Configures support for the LLDP-MED TLV. Supports only civic address and emergency location information
number (ELIN). Coordinate-based location is not supported.

The no form of this command disables support for the LLDP MED TLV.

Command context

config-if

Parameters
civic-addr

Configures the LLDP MED civic location TLV.

elin-addr

Configures support for the LLDP MED emergency location TLV.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Enabling support for the LLDP MED emergency location TLV:

switch (config-if) # 1lldp med-location elin-addr gher

Disabling support for the LLDP MED emergency location TLV:

switch(config-if) # no 1lldp med-location elin-addr gher

Enabling support for the LLDP MED civic address TLV:

switch (config-if)# 1ldp med-location civic-addr US 1 4 ret 6 tyu 7 tiyuo

Disabling support for the LLDP MED civic address TLV:

switch (config-if)# no 1lldp med-location civic-addr US 1 4 ret 6 tyu 7 tiyuo

lidp receive
Syntax
11dp receive

no lldp receive

Description

Enables reception of LLDP information on an interface. By default, LLDP reception is enabled on all active
interfaces, including the OOBM interface.

The no form of this command disables reception of LLDP information on an interface.
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Command context

config-if

Authority

Administrators or local user group members with execution rights for this command.
Examples

Enabling LLDP reception on interface 1/1/1:

switch (config)# interface 1/1/1
switch(config-if) # 1lldp receive

Disabling LLDP reception on interface 1/1/1:

switch (config)# interface 1/1/1
switch (config-if)# no 1lldp receive

Enabling LLDP reception on the OOBM interface:

switch (config) # interface mgmt
switch (config-if)# 1ldp receive

Disabling LLDP reception on the OOBM interface:

switch (config) # interface mgmt
switch (config-if)# no 1lldp receive

lidp reinit

Syntax

11dp reinit <TIME>

no lldp reinit

Description

Sets the amount of time (in seconds) to wait before performing LLDP initialization on an interface.

The no form of this command sets the reinitialization time to its default value of 2 seconds.

Command context

config

Parameters
<TIME>

Specifies the reinitialization time in seconds. Range: 1 to 10. Default: 2 seconds.

Authority

Administrators or local user group members with execution rights for this command.

Examples
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Setting the reinitialization time to 5 seconds:

switch (config)# 1ldp reinit 5

Setting the reinitialization time to the default value of 2 seconds:

switch (config) # no 1ldp reinit

lidp select-tlv

Syntax

11dp select-tlv <TLV-NAME>

no lldp select-tlv <TLV-NAME>

Description

Selects a TLV that the LLDP agent will send and receive. By default, all supported TLVs are sent and received.
The no form of this command stops the LLDP agent from sending and receiving a specific TLV.

Command context

config

Parameters
select-tlv <TLV-NAME>
Specifies the TLV name to send. The following TLV names are supported:

B management-address: Selected as follows:
IPv4 or IPV6 management address.

IP address of the lowest configured loopback interface.
If layer 3, then the route-only port IP address. If layer 2, the IP address of the SVI.
OOBM interface IP address.
5. Base MAC address of the switch.
m port-description: A description of the port.
m port-vlan-id: VLAN ID assigned to the port.

HwnN -

m system-capabilities: ldentifiesthe primary switch functions that are enabled, such as routing.

m system-description: Description of the system, comprised of the following information: hardware
serial number, hardware revision number, and firmware version.

m system-name: Host name assigned to the switch.

Authority

Administrators or local user group members with execution rights for this command.

Examples
Stopping the LLDP agent from sending the port-description TLV:

switch (config)# no 1lldp select-tlv port-description

Enabling the LLDP agent to send the port-description TLV:
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switch(config)# 1lldp select-tlv port-description

lidp timer
Syntax
11dp timer <TIME>

no lldp timer

Description

Sets the interval (in seconds) at which local LLDP information is updated and TLVs are sent to neighboring
network devices by the LLDP agent. The minimum setting for this timer must be four times the value of
1ldp txdelay.

For example, this is a valid configuration:

m lldp timer=16
m 1lldp txdelay=4

And, this is an invalid configuration:

m 1ldp timer=5
m 1lldp txdelay=2

When copying a saved configuration to the running configuration, the value for 11dp timer is applied before the
value of 11dp txdelay. This canresultin a configuration error if the saved configuration has a value of 11dp
timer thatis not four times the value of 11dp txdelay inthe running configuration.
For example, if the saved configuration has the settings:

m 11dp timer=16

m 1ldp txdelay=4

And the running configuration has the settings:

m 11dp timer =30
m 1ldp txdelay=7

Then you will see an error indicating that certain configuration settings could not be applied, and you will have to
manually adjust the value of 11dp txdelay inthe running configuration.

The no form of this command sets the update interval to its default value of 30 seconds.

Command context

config

Parameters
<TIME>

Specifies the update interval (in seconds). Range: 5 to 32768. Default: 30.
Authority

Administrators or local user group members with execution rights for this command.
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Examples

Setting the update interval to 7 seconds:

switch (config)# 1ldp timer 7

Setting the update interval to the default value of 30 seconds:

switch(config) # no 1lldp timer

lidp transmit

Syntax
11dp transsmit

no lldp transmit

Description

Enables transmission of LLDP information on specific interface. By default, LLDP transmission is enabled on
all active interfaces, including the OOBM interface.

The no form of this command disables transmission of LLDP information on an interface.

Command context

config-if

Authority

Administrators or local user group members with execution rights for this command.

Examples

Enabling LLDP transmission on interface 1/1/1:

switch (config) # interface 1/1/1
switch (config-if)# 11ldp transsmit

Disabling LLDP transmission on interface 1/1/1:

switch (config) # interface 1/1/1
switch (config-if)# no 1lldp transsmit

Enabling LLDP transmission on the OOBM interface:

switch (config)# interface mgmt
switch (config-if)# 1lldp transsmit

Disabling LLDP transmission on the OOBM interface:

switch (config) # interface mgmt
switch (config-if)# no 1lldp transsmit
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lidp txdelay

Syntax

11ldp txdelay <TIME>
no lldp txdelay
Description

Sets the amount of time (in seconds) to wait before sending LLDP information from any interface. The
maximum value for txdelay is 25% of the value of 11dp tx timer.

The no form of this command sets the delay time to its default value of 2 seconds.

Command context

config

Parameters
<TIME>
Specifies the delay time in seconds. Range: 0 to 10. Default: 2.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting the delay time to 8 seconds:

switch (config)# 1lldp txdelay 8

Setting the delay time to the default value of 2 seconds:

switch (config)# no 1lldp txdelay

lidp trap enable

Syntax
1lldp trap enable

no lldp trap enable

Description

Enables sending SNMP traps for LLDP related events from a particular interface. LLDP trap generation is
enabled by default on all the interfaces and has to be disabled for interfaces on which traps are not required
to be generated.

The no form of this command disables the LLDP trap generation.

LLDP trap generation is disabled by default at the global level and must be enabled before any LLDP traps are
— sent.

Command context

config and config-if
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Authority

Administrators or local user group members with execution rights for this command.

Examples

Enabling LLDP trap generation on global level:
switch (config)# 1ldp trap enable

Enabling LLDP trap generation on interface level:
switch (config-if)# 11ldp trap enable

Disabling LLDP trap generation on global level:

switch (config) # no 1lldp trap enable

Disabling LLDP trap generation on interface level:

switch (config-if)# no 1lldp trap enable

show lldp configuration

Syntax
show 11ldp configuration [<INTERFACE-ID>]

Description

Shows LLDP configuration settings for all interfaces or a specific interface.

Command context
Manager (#)

Parameters
<INTERFACE-ID>

Specifies an interface. Format: member/slot/port.

Authority

Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Example

Showing configuration settings for all interfaces:

switch# show 1lldp configuration

LLDP Global Configuration
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LLDP Enabled : No

LLDP Transmit Interval 3 30
LLDP Hold Time Multiplier : 4
LLDP Transmit Delay Interval : 2
LLDP Reinit Timer Interval 3 2
LLDP Trap Enabled : No

TLVs Advertised

Management Address
Port Description
Port VLAN-ID
System Description
System Name

LLDP Port Configuration

PORT TX-ENABLED RX-ENABLED INTF-TRAP-ENABLED
1/1/1 Yes Yes Yes
1/1/2 Yes Yes Yes
1/1/3 Yes Yes Yes
1/1/4 Yes Yes Yes
1/1/5 Yes Yes Yes
1/1/6 Yes Yes Yes
mgmt Yes Yes Yes

This example shows configuration settings for interface 1/1/1.

switch# show 1lldp configuration 1/1/1

LLDP Global Configuration

LLDP Enabled : Yes
LLDP Transmit Interval : 30
LLDP Hold Time Multiplier HI!
LLDP Transmit Delay Interval : 2
LLDP Reinit Timer Interval )
LLDP Trap Enabled : No

LLDP Port Configuration

PORT TX-ENABLED RX-ENABLED INTF-TRAP-ENABLED

show lldp configuration mgmt

Syntax

show 1ldp configuration mgmt

Description

Shows LLDP configuration settings for the OOBM interface.

Command context
Manager (#)
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Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing configuration settings for all interfaces:

switch# show lldp configuration mgmt

LLDP Global Configuration

LLDP Enabled : Yes
LLDP Transmit Interval : 30
LLDP Hold Time Multiplier HE!
LLDP Transmit Delay Interval : 2
LLDP Reinit Timer Interval 3 2
LLDP Trap Enabled : Yes

LLDP Port Configuration

PORT TX-ENABLED RX-ENABLED INTF-TRAP-ENABLED

show lldp local-device

Syntax
show 1ldp local-device

Description

Shows global LLDP information advertised by the switch, as well as port-based data. If VLANs are configured
on any active interfaces, the VLAN ID is only shown for trunk native or untagged VLAN IDs on access
interfaces.

Command context

Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example
Showing global LLDP information only (all ports including OOBM port are administratively down):

switch# show lldp local-device

Global Data

Chassis-ID : 1c:98:ec:e3:45:00
System Name : switch
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System Description : Aruba JL375A 8400X XL.01.01.0001

Management Address : 192.168.10.1
Capabilities Available : Bridge, Router
Capabilities Enabled : Bridge, Router
TTL : 120

Showing all ports except 1/1/11and OOBM as administratively down:

switch# show 1lldp local-device

Global Data

Chassis-ID : 1c:98:ec:e3:45:00
System Name : switch

System Description : Aruba

Management Address : 192.168.10.1
Capabilities Available : Bridge, Router
Capabilities Enabled : Bridge, Router
TTL : 120

Port Based Data

Port-ID : 1/1/11
Port-Desc : "1/1/11"

Port Mgmt-Address : 164.254.21.220
Port VLAN ID HI

Port-ID : mgmt

Port-Desc : "mgmt"

Port Mgmt-Address : 164.254.21.220

In this example, all the ports except 1/1/11 are administratively down, and VLAN ID 100 is configured on
this access interface.

switch# show 1lldp local-device

Global Data

Chassis—-ID 2 lle98liecke3:14'51:10/0
System Name : switch

System Description : Aruba

Management Address : 192.168.10.1
Capabilities Available : Bridge, Router
Capabilities Enabled : Bridge, Router
TTL : 120

Port Based Data

Port-ID : 1/1/11

Port-Desc : "1/1/11"

Port VLAN ID : 100

Parent Interface : interface 1/1/11

show lldp neighbor-info
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Syntax
show 11ldp neighbor-info [<INTERFACE-NAME>]

Description

Displays information about neighboring devices for all interfaces or for a specific interface. The information
displayed varies depending on the type of neighbor connected and the type of TLVs sent by the neighbor.
Command context

Manager (#)

Parameters

<INTERFACE-NAME>

Specifies the interface for which to show information for neighboring devices. Use the format
member/slot/port(forexanuﬂe,1/3/1)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Showing LLDP information for all interfaces:

switch# show 1lldp neighbor-info

LLDP Neighbor Information

Total Neighbor Entries 3

Total Neighbor Entries Deleted 0

Total Neighbor Entries Dropped 0

Total Neighbor Entries Aged-Out 0

LOCAL-PORT CHASSIS-ID PORT-ID PORT-DESC TTL SYS—-NAME
1/1/1 70:72:cf:a4:7d:50 1/1/1 1/1/1 32 switch
1/1/2 48:0f:cf:af:73:80 1/1/2 1/1/2 120 switch
1/1/46 48:0f:cf:af:73:80 1/1/46 1/1/46 120 switch
mgmt 48:0f:cf:af:73:80 mgmt mgmt 120 switch

Showing information for interface 1/3/1 when it has only one switch connected as a neighbor:

switch# show 1ldp neighbor-info 1/3/1

Port 1/1/1

Neighbor Entries g A

Neighbor Entries Deleted : 0

Neighbor Entries Dropped : 0

Neighbor Entries Aged-Out : 0

Neighbor Chassis-Name : HP-3800-24G-PoEP-2XG
Neighbor Chassis-Description HP J9587A 3800-24G-PoE+-2XG Switch, revision...
Neighbor Chassis-ID 10:60:4b:39:3e:80
Neighbor Management-Address 192.168.1.1

Chassis Capabilities Available Bridge, Router
Chassis Capabilities Enabled Bridge
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Neighbor Port-ID
Neighbor Port-Desc
Neighbor Port VLAN ID
TTL

1/1/1
1/1/1

120

Showing information for interface 1/3/10 when the neighbor sends a DOT3 power TLV:

switch# show 1lldp neighbor-info 1/3/10

Port : 1/3/10

Neighbor Entries 1

Neighbor Entries Deleted 0

Neighbor Entries Dropped 0

Neighbor Entries Aged-Out 0

Neighbor Chassis-Name 84:d4:7e:ce:5d:68
Neighbor Chassis-Description ArubaOS (MODEL: 325), Version Aruba IAP
Neighbor Chassis-ID 84:d4:7e:ce:5d:68
Neighbor Management-Address 169.254.41.250
Chassis Capabilities Available Bridge, WLAN
Chassis Capabilities Enabled WLAN

Neighbor Port-ID 84:d4:7e:ce:5d:68
Neighbor Port-Desc ethO

TTL 120

Neighbor Port VLAN ID

Neighbor PoE information DOT3

Neighbor Power Type TYPE2 PD
Neighbor Power Priority Unkown

Neighbor Power Source Primary

PD Requested Power Value : 25.0 W

PSE Allocated Power Value: 25.0 W

Neighbor Power Supported : Yes

Neighbor Power Enabled Yes

Neighbor Power Class 5

Neighbor Power Paircontrol No

PSE Power Pairs Signal

Showing information for interface 1/1/1 when it has multiple neighbors (displays a maximum of four):

switch# show 1lldp neighbor-info 1/1/1

Port

Neighbor
Neighbor
Neighbor
Neighbor
Neighbor
Neighbor

Entries
Entries Deleted
Entries Dropped
Entries Aged-Out
Chassis-Name
Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL
Neighbor
Neighbor

Chassis-Name
Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available

1/1/1

4

0

0

0

switch

Aruba JL375A 8400X XL.01.01.0001
1c:98:ec:fe:25:00

10.1.1.2
Bridge,
Bridge,
1/1/1
1/1/1

Router
Router

120

switch

Aruba JL375A 8400X XL.01.01.0001
1c:98:ec:fe:25:01

10.1.1.3

Bridge, Router
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Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Bridge, Router
1/1/1
1/1/1

120
switch

: Aruba JL375A 8400X XL.01.01.0001

1c:98:ec:fe:25:02
10.1.1.4

Bridge, Router
Bridge, Router
1/1/1

1/1/1

50

120

switch

: Aruba JL375A 8400X XL.01.01.0001

1c:98:ec:fe:25:03
10.1.1.5

Bridge, Router
Bridge, Router
1/1/1

1/1/1

100

120

Showing neighbor information for interface 1/3/2 when it has EEE enabled and successfully auto-
negotiated:

switch# show 1lldp neighbor-info 1/3/2

Port

Neighbor Entries

Neighbor Entries Deleted
Neighbor Entries Dropped
Neighbor Entries Aged-Out
Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Neighbor Mac-Phy details
Neighbor Auto-neg Supported
Neighbor Auto-Neg Enabled
Neighbor Auto-Neg Advertised
Neighbor MAU type

Neighbor EEE information
Neighbor TX Wake time
Neighbor RX Wake time
Neighbor Fallback time
Neighbor TX Echo time
Neighbor RX Echo time

show lldp neighbor-info detail

1/3/2

1

1

0

1
BLDG01-F1-6300

: Aruba JL668A FL.10.07.0001BN

88:3a:30:92:a5:c0
10.6.9.15

Bridge, Router
Bridge, Router
1/1/1

1/1/1

1

120

true

true

1000 BASE TFD, 100 BASE T4, 10 BASET FD
1000 BASETFD

DOT3
17 us
17 us
17 us
17 us
17 us
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Syntax
show 11dp neighbor-info detail
Description

Shows detailed LLDP neighbor information for all LLDP neighbor connected interfaces.

Command context

Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Showing detailed LLDP information for all interfaces:

switch# show lldp neighbor-info detail

LLDP Neighbor Information

Total Neighbor Entries 6

Total Neighbor Entries Deleted 2

Total Neighbor Entries Dropped 0

Total Neighbor Entries Aged-Out 2

Port : 1/1/1

Neighbor Entries HE

Neighbor Entries Deleted : 0

Neighbor Entries Dropped : 0

Neighbor Entries Aged-Out : 0

Neighbor Chassis-Name : 6300

Neighbor Chassis-Description : Aruba

Neighbor Chassis-ID : 38:11:17:1a:d5:00
Neighbor Management-Address : 38:11:17:1a:d5:00
Chassis Capabilities Available : Bridge, Router
Chassis Capabilities Enabled : Bridge, Router
Neighbor Port-ID : 1/1/4

Neighbor Port-Desc : 1/1/4

Neighbor Port VLAN ID HE

TTL : 120

Neighbor Mac-Phy details

Neighbor Auto-neg Supported : true

Neighbor Auto-Neg Enabled : true

Neighbor Auto-Neg Advertised : 1000 BASE TFD, 100 BASE T4, 10 BASET FD
Neighbor MAU type : 1000 BASETFD
Port : 1/1/2

Neighbor Entries HE

Neighbor Entries Deleted : 0

Neighbor Entries Dropped : 0

Neighbor Entries Aged-Out : 0

Neighbor Chassis-Name : 6300

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Neighbor Mac-Phy details
Neighbor Auto-neg Supported
Neighbor Auto-Neg Enabled
Neighbor Auto-Neg Advertised
Neighbor MAU type

Aruba

38:11:17:1a:d5:
38:11:17:1a:d5:

Bridge, Router
Bridge, Router
1/1/5

1/1/5

1

120

true
true

1000 BASE TFD, 100 BASE T4,

1000 BASETFED

00
00

10 BASET FD

Port

Neighbor Entries

Neighbor Entries Deleted
Neighbor Entries Dropped
Neighbor Entries Aged-Out
Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Neighbor Mac-Phy details
Neighbor Auto-neg Supported
Neighbor Auto-Neg Enabled
Neighbor Auto-Neg Advertised
Neighbor MAU type

6300
Aruba

38:11:17:1a:d5:
38:11:17:1a:d5:

Bridge, Router
Bridge, Router
1/1/6

1/1/6

1

120

true
true

1000 BASE TFD, 100 BASE T4,

1000 BASETFED

00
00

10 BASET FD

Port

Neighbor Entries

Neighbor Entries Deleted
Neighbor Entries Dropped
Neighbor Entries Aged-Out
Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

Neighbor Mac-Phy details
Neighbor Auto-neg Supported
Neighbor Auto-Neg Enabled
Neighbor Auto-Neg Advertised

1/1/46
1

0

0

0

6300
Aruba

38:11:17:1a:d5:
38:11:17:1a:d5:

Bridge, Router
Bridge, Router
1/1/19

1/1/19

1

120

true
true

1000 BASE TFD, 100 BASE T4,

00
00

10 BASET FD
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Neighbor MAU type

Port

Neighbor
Neighbor
Neighbor
Neighbor
Neighbor

Entries
Entries Deleted
Entries Dropped
Entries Aged-Out
Chassis—-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Cap

show lldp neighbor-info mgmt

Syntax
show 1ldp neighbor-info mgmt

Description

1000 BASETED

1/1/47
1

0

0

0

6300

: Aruba

38:11:17:1a:d5:00
38:11:17:1a:d5:00

Displays information about neighboring devices connected to the OOBM interface.

Command context
Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

Showing LLDP information for the OOBM interface:

switch# show lldp neighbor-info mgmt

Port

Neighbor
Neighbor
Neighbor
Neighbor
Neighbor

Entries
Entries Deleted
Entries Dropped
Entries Aged-Out
Chassis-Name

Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address
Chassis Capabilities Available
Chassis Capabilities Enabled
Neighbor Port-ID

Neighbor Port-Desc

Neighbor Port VLAN ID

TTL

¢ mgmt

1

0

0

0

HP-3800-24G-PoEP-2XG

HP J9587A 3800-24G-PoE+-2XG Switch,
10:60:4b:39:3e:80

192.168.1.1

Bridge, Router

Bridge

: mgmt
¢ mgmt

120

Showing LLDP information for the OOBM interface when there are four neighbors:

revision...
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switch# show lldp neighbor-info mgmt

Port : mgmt

Neighbor Entries : 4

Neighbor Entries Deleted : 0

Neighbor Entries Dropped : 0

Neighbor Entries Aged-Out : 0

Neighbor Chassis-Name : switch

Neighbor Chassis-Description : Aruba JL375A 8400X XL.01.01.0001
Neighbor Chassis-ID : 1c:98:ec:£fe:25:00
Neighbor Management-Address 3 101,22

Chassis Capabilities Available : Bridge, Router
Chassis Capabilities Enabled : Bridge, Router
Neighbor Port-ID : 1/1/1

Neighbor Port-Desc : 1/1/1

Neighbor Port VLAN ID 3

TTL : 120

Neighbor Chassis-Name : switch

Neighbor Chassis-Description : Aruba JL375A 8400X XL.01.01.0001
Neighbor Chassis-ID : 1c:98:ec:fe:25:01
Neighbor Management-Address : 10.1.1.3

Chassis Capabilities Available : Bridge, Router
Chassis Capabilities Enabled : Bridge, Router
Neighbor Port-ID : 1/1/1

Neighbor Port-Desc : 1/1/1

Neighbor Port VLAN ID 3

TTL : 120

Neighbor Chassis-Name : switch

Neighbor Chassis-Description : Aruba JL375A 8400X XL.01.01.0001
Neighbor Chassis-ID : 1c:98:ec:fe:25:02
Neighbor Management-Address : 10.1.1.4

Chassis Capabilities Available : Bridge, Router
Chassis Capabilities Enabled : Bridge, Router
Neighbor Port-ID : 1/1/1

Neighbor Port-Desc : 1/1/1

Neighbor Port VLAN ID :

TTL : 120

Neighbor Chassis-Name : switch

Neighbor Chassis-Description : Aruba JL375A 8400X XL.01.01.0001
Neighbor Chassis-ID 3 les983eesites25:203
Neighbor Management-Address g 10.1.1.5

Chassis Capabilities Available : Bridge, Router
Chassis Capabilities Enabled : Bridge, Router
Neighbor Port-ID : 1/1/1

Neighbor Port-Desc : 1/1/1

Neighbor Port VLAN ID 3

TTL : 120

show lldp statistics

Syntax
show 1ldp statistics [<INTERFACE-ID>]

Description

Shows global LLDP statistics or statistics for a specific interface.

Command context
Manager (#)
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Parameters
<INTERFACE-ID>

Specifies an interface. Format: member/slot/port.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing global statistics for all interfaces:

switch# show lldp statistics
LLDP Global Statistics

Total Packets Transmitted : 19
Total Packets Received : 19
Total Packets Received And Discarded : 0
Total TLVs Unrecognized : 0

LLDP Port Statistics

PORT-ID TX-PACKETS RX-PACKETS RX-DISCARDED TLVS-UNKNOWN

Showing statistics for interface 1/1/1:

switch# show lldp statistics 1/1/1

LLDP Statistics

Port Name : 1/1/1
Packets Transmitted : 159
Packets Received : 163
Packets Received And Discarded s 0

Packets Received And Unrecognized : 0

show lldp statistics mgmt

Syntax

show 1ldp statistics mgmt

Description

Shows LLDP statistics for the OOBM interface.
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Command context

Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Example

Showing LLDP statistics for the OOBM interface:

switch# show 1lldp statistics mgmt

LLDP Statistics

Port Name

Packets Transmitted

Packets Received

Packets Received And Discarded

Packets Received And Unrecognized :

show lidp tlv

Syntax
show 1ldp tlv

Description

Shows the LLDP TLVs that are configured for send and receive.

Command context

Manager (#)

Authority

¢ mgmt

20
23

Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Example

switch# show 1lldp tlv

TLVs Advertised

Management Address
Port Description
Port VLAN-ID

System Capabilities
System Description
System Name
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Cisco Discovery Protocol (CDP) is a proprietary layer 2 protocol supported by most Cisco devices. It is used
to exchange information, such as software version, device capabilities, and voice VLAN information,
between directly connected devices, such as a VolP phone and a switch.

CDP support

By default, CDP is enabled on each active switch port. This is a read-only capability, which means the switch
can receive and store information about adjacent CDP devices, but does not generate CDP packets (except
when communicating with Cisco IP phones.)

The switch supports CDPv2 only and does not support SNMP MIB traps.

When a CDP-enabled port receives a CDP packet from another CDP device, it enters data for that device into
the CDP Neighbors table, along with the port number on which the data was received. It does not forward
the packet. The switch also periodically purges the table of any entries that have expired. (The holdtime for
any data entry in the switch CDP Neighbors table is configured in the device transmitting the CDP packet
and cannot be controlled in the switch receiving the packet.) A switch reviews the list of CDP neighbor
entries every three seconds and purges any expired entries.

Support for legacy Cisco IP phones
Autoconfiguration of legacy Cisco IP phones for tagged voice VLAN support requires CDPv2,

Oninitial boot-up, and sometimes periodically, a Cisco phone queries the switch and advertises information
about itself using CDPv2. When the switch receives the VoIP VLAN Query TLV (type 0x0f) from the phone,
the switch immediately responds with the voice VLAN ID in a reply packet using the VolP VLAN Reply TLV
(type Ox0e). This enables the Cisco phone to boot properly and send traffic on the advertised voice VLAN ID.

The switch CDP packet includes these TLVs:

m CDP Version: 2

= CDPTTL: 180 seconds

m Checksum

= Capabilities (type 0x04): 0x0008 (is a switch)

= Native VLAN: The PVID of the port

= VoIP VLAN Reply (type Oxe): voice VLAN ID (same as advertised by LLDP-MED)
= Trust Bitmap (type 0x12): 0x00

m Untrusted port CoS (type 0x13): 0x00

CDP commands
cdp

Syntax
cdp

Description
Configures CDP support globally on all active interfaces or on a specific interface. By default, CDP is enabled
on all active interfaces.

When CDP is enabled, the switch adds entries to its CDP Neighbors table for any CDP packets it receives
from neighboring CDP devices.

When CDP is disabled, the CDP Neighbors table is cleared and the switch drops all inbound CDP packets
without entering the data in the CDP Neighbors table.

The no form of this command disables CDP support globally on all active interfaces or on a specific interface.
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Command context
config

config-if

Authority

Administrators or local user group members with execution rights for this command.

Examples

Not supported on the 6200 Switch Series.
Enabling CDP globally:

switch (config) # cdp

Disabling CDP globally:

switch (config) # no cdp

Enabling CDP on interface 1/1/1:

switch(config) # interface 1/1/1
switch (config-if)# cdp

Disabling CDP on interface 1/1/1:

switch(config) # interface 1/1/1
switch (config-if) # no cdp

clear cdp counters

Syntax

clear cdp counters

Description

Clears CDP counters.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Examples

Clearing CDP counters:

switch(config) clear cdp counters

clear cdp neighbor-info
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Syntax

clear cdp neighbor-info

Description

Clears CDP neighbor information.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.
Examples

Clearing CDP neighbor information:

switch (config) clear neighbor-info

show cdp

Syntax
show cdp

Description

Shows CDP information for all interfaces.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.
Examples

Showing CDP information:

switch (config) # show cdp
CDP Global Information

CDP : Enabled
CDP Mode : Rx only
CDP Hold Time : 180 seconds

Port CDP

1/1/1 Enabled
1/1/2 Enabled
1/1/3 Enabled
1/1/4 Enabled
1/1/5 Enabled
1/1/6 Enabled
1/1/7 Enabled
1/1/8 Enabled
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1/1/9 Enabled
1/1/10 Enabled

show cdp neighbor-info

Syntax

show cdp neighbor-info <INTERFACE-ID>

Description

Shows CDP information for all neighbors or for CDP information on a specific interface.

Command context

config

Parameters
<INTERFACE-ID>
Specifies an interface. Format: member/slot/port.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing all CDP neighbor information:

switch (config) # show cdp neighbor-info
Port Device ID Platform

1/1/1 myswitch cisco WS-C2950-12

Showing CDP information for interface 1/1/1:

switch(config) # show cdp neighbor-info 1/1/1
Local Port : 1/1/1

MAC : 3c:a8:2a:7b:6b:2b
Device ID : SEPd4adbd2a30d6
Address : 2.71.0.230

Platform : Cisco IP Phone 3905
Duplex : full

Capability : host

Voice VLAN Support : Yes

Neighbor Port-ID : Port 1

show cdp traffic

Syntax

show cdp neighbor-info

Description

Shows CDP statistics for each interface.

Command context

Capability
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config

Authority

Administrators or local user group members with execution rights for this command.
Examples

Showing CDP traffic statistics:

switch (config) # show cdp traffic
CDP Statistics

Port Transmitted Frames Received Frames Discarded Frames
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Chapter 14

Zero Touch Provisioning

Zero Touch Provisioning (ZTP) enables the auto-configuration of factory default switches without a network
administrator onsite.

When a switch is booted from its factory default configuration, ZTP autoprovisions the switch by
automatically downloading and installing a firmware file, a configuration file, or both. With ZTP, even a
nontechnical user (for example: a store manager in a retail chain or a teacher in a school) can deploy devices
at a site.

ZTP support

The switch supports standards-based Zero Touch Provisioning (ZTP) operations as follows:

m The switch must be running the factory default configuration.

m ZTP operations are supported over IPv4 connections only. IPv6 connections are not supported for ZTP
operations.

= You must configure the DHCP server to provide a standards-based ZTP server solution. Options and
features that are specific to Network Management Solution (NMS) tools, such as AirWave, are not
supported.

o Aruba Central on-premise can manage AOS-CX switches on supported models through DHCP ZTP
using two approaches:

« Onthe DHCP server, configure DHCP option-60 as "ArubalnstantAP" 90 and provide the value in
option-43 in the format <group-details>, <aruba-central-on-prem-ip-or-fqgdn>, <shared-secret>.

« Onthe DHCP server, configure DHCP option-60 as HPE vendor VCI and provide the value in
option-43 in the tag-length-value (TLV) format with sub-option code of 146 as the Aruba Central
on-premise FQDN or IPv4 address.

o Supported DHCP options are:

DHCP option Description

43 Vendor Specific Information

43 suboption 144 Name of the configuration file

43 suboption 145 Name of the firmware image file

43 suboption 146 Aruba Central FQDN or IPv4 address

43 suboption 148 HTTP Proxy FQDN or IPv4 address

60 Vendor Class Identifier (VCI)

66 IPv4 address of the TFTP server (Specifying a host name instead
of an IP address is not supported.)
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DHCP option Description

67 Name of the configuration file (Option 43 suboption 144 takes
precedence over this option.)

m The configuration file is a text file or JSON file that becomes the startup and running configuration on the
switch after the ZTP operation is complete. The configuration can be in CLI or in JSON format.

m  When the switch is started using the factory default configuration, the ZTP operation is started
automatically and is active until any running configuration of the switch is modified. There is no CLI
command required to start the operation.

The switch supports the following standards:

m RFC 2131, Dynamic Host Configuration Protocol.

m RFC2132, DHCP Options and BOOTP Vendor Extensions. Support is limited to the options listed in the
table "Supported DHCP options for ZTP on AOS-CX."

Hewlett Packard Enterprise recommends that you implement ZTP in a secure and private environment. Any
public access can compromise the security of the switch, as follows:

m ZTPisenabled only in the factory default configuration of the switch, DHCP snooping is not enabled. The
Rogue DHCP server must be manually managed.

m The DHCP offer is in plain data without encryption.

The following procedure is an overview of setting up a Zero Touch Provisioning (ZTP) environment to
provision newly installed switches automatically. The procedure is intended for network administrators who
are familiar with automatically provisioning switches in a network, and does not provide detailed
information about configuring or managing switches.

Procedure

1. For each switch model to be provisioned using ZTP, do the following:
a. Obtain the switch firmware image file.
b. Prepare the switch configuration file. The configuration file becomes the running configuration
and the startup configuration on the switch.

2. Setup aTFTP server and record its IP address. The address is required when you set up the DHCP
server. The switch must be able to reach the TFTP server and DHCP server, either on the same
subnet, or on a remote subnet via DHCP relay.

Switches support provisioning through a network connected to a data port or through a network
connected to the management port.

3. Publish the configuration files and image files to the TFTP server. You need to know the locations of
the files and the IP address of the TFTP server when you set up the vendor class options on the DHCP
server.

4. Onthe DHCP server, set up vendor classes for each switch model you plan to provision. To do this
you need the following information:

m TheIP address of the TFTP server. Using a host name is not supported.

m The path to the switch configuration and firmware image files on the TFTP server.
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m Thevendor class identifier (VCI) for each switch model.

You can obtain the VCI by entering the show dhcp client vendor-class-identifier cOmmand
from a switch CLI command prompt in the manager context. The VCl is the text string in the response
that starts with aruba.

For example:

switch# show dhcp client vendor-class-identifier
Vendor Class Identifier: Aruba XXXXX XXXX

Where x indicates the switch model number.

5. Attheinstallation site, provide the switch installer with a Cat6 network cable connected to the
network that includes the DHCP and TFTP servers, and information about the switch port to use. The
switch installer plugs the cable into the data port you specify.

The ZTP operation begins when power is applied to the switch after the network cable is installed.

6. Assuming the downloaded configuration includes a way to access the CLI of the switch, you can enter
the following command to show the options offered by the DHCP server and the status of the ZTP
operation:

show ztp information

1. The switch boots up with the factory default configuration.

If the ZTP operation detects that the switch configuration is different from the factory default
configuration, the ZTP operation ends. The switch must be configured at the installation site.

2. The switch sends out a DHCP discovery from the management port.

On switches that support ZTP operations on data ports, the switch also sends out a DHCP discovery
from all data ports in the default VLAN.

The switch waits to receive DHCP options indefinitely or until the running configuration is modified. If
a DHCP IP address is received but no DHCP options are received, the switch waits an additional
minute before ending the ZTP operation.

On switches that support ZTP operations on data ports, DHCP options received on the management
port have priority over DHCP options received on data ports:

= |f DHCP options are received on the management port before being received on a data port, the
switch processes those options immediately.

= |f DHCP options are received on a data port, the switch waits an additional 30 seconds for options
to be received on the management port. If no DHCP options are received on the management
port during those 30 seconds, the switch processes the DHCP options it received on the data port.

After the ZTP operation ends, there is no automatic retry. You can either attempt to boot the switch
with the factory default configuration again, configure the switch at the installation site, or use the
ZTP force-provision CLI to trigger the ZTP process, ighoring the present running configuration of the
switch.

= Once force-provision is enabled, new DHCP requests are sent from the switch. Disabling force-
provision does not stop the DHCP already in progress, but only changes the switch configuration
status of force-provision.

m |f ZTP fails while force-provision is enabled, there is no automatic retry. To retry, ztp force-
provision should be disabled and re-enabled to clear the current ZTP state and send a new DHCP
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request. When ztp force-provision is already enabled on the switch, re-enabling it results in no
operation.

If the DHCP server is configured to provide both ZTP image and configuration options and there is
a non-default startup configuration present on the switch, clearing the non-default startup
configuration before triggering ztp force-provision is recommended. If an image is downloaded
via ZTP, the switch reboots once the image download is complete and ZTP force-provision
configuration is lost, causing ZTP to enter into a failed state. ZTP force-provision will need to be
enabled again to continue the process.

3. The DHCP server responds with an offer containing the following;:

The IPv4 address of the TFTP server
One or both of the following;

o The name of the firmware image file
o The name of the configuration file
Aruba Central Location (optional)

HTTP Proxy Location (optional)

4. If afirmware image file is offered, the ZTP operation downloads the image file from the TFTP server
to the switch. If the current switch image and downloaded firmware image version do not match,
then the switch boots with the downloaded image:

If the image upgrade fails, the switch retains its original firmware image and the ZTP operation
ends with a failed status.

If the image upgrade succeeds, the ZTP operation is started again after the switch reboots.
Because the downloaded image file matches the image file installed on the switch, the ZTP
operation continues, and checks if a configuration file is offered.

5. If a configuration file is offered, the ZTP operation downloads the configuration file copies the file to
the running-config and then to the startup-config of the switch:

If the startup configuration update fails, the switch retains its factory-default running
configuration and the ZTP operation ends with a failed status.

o If the copy operation fails, the ZTP operation ends with a failed status.
o If the copy operation succeeds, the ZTP operation ends successfully.

ZTP status is not synced in the VSF stack. When the VSF stack is formed, configuration changes are applied
on the master switch, which is then synced to standby switch. When the switchover is performed on the VSF
stack, the standby becomes the new master switch.

As part of the switchover process, the ZTP daemon starts on the new master. The status of the ZTP is failed
because there are configuration changes present.

show ztp information

Syntax

show ztp information

Description

Shows information about Zero Touch Provisioning (ZTP) operations performed on the switch.
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Command context

Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage

When a switch configured to use ZTP is booted from a factory default configuration, the switch contacts a
DHCP server, which offers options for obtaining files used to provision the switch:

m The IP address of the TFTP server
m The name of the image file
m The name of the configuration file

The show ztp information command shows the options offered by the DHCP server and the status of the
ZTP operation.

The status of the ZTP operation is one of the following:
Success

The ZTP operation succeeded.

One of the following is true:

m Both the running configuration and the startup configuration were updated.

m The IP address of the TFTP server was received, but the offer did not include a configuration file or a
firmware image file.

= Any combination of vendor encapsulated DHCP options are received as configured, along with the
firmware image and switch configuration file.

= Only vendor encapsulated DHCP options are configured and are received accordingly.

Failed - Custom startup configuration detected

The switch was booted from a configuration that is not the factory default configuration. For example, the
administrator password has been set.

Failed - Timed out while waiting to receive ZTP options

Either the switch received the DHCP IPv4 address but no ZTP options were received within 1 minute or ZTP
force-provision is triggered and no ZTP options are received within 3 minutes.

Failed - Detected change in running configuration

The running configuration was modified by a user while the ZTP operation was in progress.
Failed - TFTP server unreachable

The TFTP server is not reachable at the specified IP address.

Failed - TFTP server information unavailable

The image file name or config file name is provided without the TFTP server location to fetch the files from
and ZTP enters failed state.

Failed - Invalid configuration file received

Either the file transfer of the configuration file failed, or the configuration file is invalid (an error occurred
while attempting to apply the configuration).

Failed - Invalid image file received
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Either the file transfer of the firmware image file failed, or the firmware image file is invalid (an error
occurred while verifying the image).

Examples

Showing switch image download in progress after receiving ZTP options:

switch# show ztp information

TFTP Server : 10.0.0.2

Image File : TL 10 02 0001.swi

Configuration File : config file

ZTP Status : In-progress - Image download and verification
Aruba Central Location : secure.arubanetworks.com

Force-Provision : Disabled

HTTP Proxy Location : http.proxy.arubanetworks.com

Showing switch image download failure after receiving ZTP options:

switch# show ztp information

TETP Server : 10.0.0.2

Image File : TL 10 02 0001.swi

Configuration File : config file

ZTP Status : Failed - Unable to download image
Aruba Central Location : secure.arubanetworks.com
Force-Provision : Disabled

HTTP Proxy Location : http.proxy.arubanetworks.com

Showing switch configuration download in progress after receiving ZTP options:

switch# show ztp information

TFTP Server : 10.0.0.2

Image File : TL 10 02 0001.swi

Configuration File : config file

ZTP Status : In-progress - Configuration download
Aruba Central Location : secure.arubanetworks.com
Force-Provision : Disabled

HTTP Proxy Location : http.proxy.arubanetworks.com

Showing switch configuration download failure after receiving ZTP options:

switch# show ztp information

TETP Server : 10.0.0.2

Image File : TL 10 02 0001.swi

Configuration File : config file

ZTP Status : Failed - Unable to download configuration
Aruba Central Location : secure.arubanetworks.com

Force-Provision : Disabled

HTTP Proxy Location : http.proxy.arubanetworks.com

Showing switch failure to update start-up confriguration after downloading configuration received from ZTP
options:

switch# show ztp information
TFTP Server : 10.0.0.2
Image File : TL 10 02 0001.swi
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Configuration File : config file

ZTP Status : Failed - Could not copy to start-up configuration
Aruba Central Location : secure.arubanetworks.com

Force-Provision : Disabled

HTTP Proxy Location : http.proxy.arubanetworks.com

In the following example, the ZTP operation succeeded, and both an image file and a configuration file were
provided.

VSF-10-Mbr# show ztp information

TEFTP Server : 10.1.84.160

Image File g FL_lO_O6_OOOlCK.swi

Configuration File : 102720-new-setup-config-updated. txt
Status : Success

Aruba Central Location : NA

Force-Provision : Disabled

HTTP Proxy Location : NA

VSF-10-Mbr#

In the following example, the ZTP option succeeded. A configuration file was not provided, but an image file
was provided.

VSF-10-Mbr# show ztp information

TFTP Server : 10.1.84.160

Image File 8 TL71070270001.swi
Configuration File : NA

Status : Success

Aruba Central Location : NA
Force-Provision : Disabled

HTTP Proxy Location : NA

VSF-10-Mbr#
In the following example, the ZTP operation failed because the TFTP server was unreachable.

VSF-10-Mbr# show ztp information

TFTP Server : 10.1.84.160

Image File : TL_lO_OZ_OOOl.swi

Configuration File : 102720-new-setup-config-updated. txt
Status : Failed - TFTP server unreachable
Aruba Central Location : NA

Force-Provision : Disabled

HTTP Proxy Location : NA

VSF-10-Mbr#

In the following example, the ZTP operation was stopped because the switch did not receive any options
from the DHCP server for ZTP within 1 minute of receiving the IP address from the server.

VSF-10-Mbr## show ztp information

TETP Server : NA

Image File : NA

Configuration File : NA

Status : Failed - Timed out while waiting to receive ZTP options

Aruba Central Location : NA
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Force-Provision : Disabled
HTTP Proxy Location : NA
VSF-10-Mbr#

In the following example, the ZTP operation was stopped because the switch was booted from a
configuration that was not the factory default configuration.

switch# show ztp information

TFTP Server : 10.0.0.2

Image File : TL 10 02 0001.swi

Configuration File : ztp.cfg

Status : Failed - Custom startup configuration detected
Aruba Central Location : NA

Force-Provision : Disabled

HTTP Proxy Location : NA

ztp force provision

Syntax

ztp force-provision
no ztp force-provision

Description
Starts on-demand ZTP.

Command context

Operator (>) or Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Usage

DHCP options received are processed independent of he current state of configuration on the switch.
Previous ZTP TFTP Server, Image File, Configuration File, Aruba Central Location, and HTTP Proxy location
options are cleared and the switch sends a DHCP request.

Examples

In the following example, force-provision is enabled.

switch# configure terminal
switch (config) # ztp force-provision

In the following example, force-provision status is checked while enabled.

switch# show ztp information

TETP Server : 10.0.0.2
Image File : TL 10 02 0001.swi
Configuration File : ztp.cfg
Status : Success

Aruba Central Location : NA
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Force-Provision : Enabled
HTTP Proxy Location : NA

In the following example, force-provision is disabled.

switch# configure terminal
switch(config) # no ztp force-provision

In the following example, force-provision status is checked while disabled.

switch# show ztp information

TFTP Server : 10.0.0.2

Image File : TL 10 02 0001.swi
Configuration File : ztp.cfg

Status : Success

Aruba Central Location : NA
Force-Provision : Disabled

HTTP Proxy Location : NA
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Chapter 15

Switch system and hardware commands

bluetooth disable

Syntax
bluetooth disable

no bluetooth disable

Description

Disables the Bluetooth feature on the switch. The Bluetooth feature includes both Bluetooth Classic and
Bluetooth Low Energy (BLE). Bluetooth is enabled by default.

The no form of this command enables the Bluetooth feature on the switch.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Example

Disabling Bluetooth on the switch. <XXXX> is the switch platform and <NNNNNNNNNN> is the device
identifier.

switch (config)# bluetooth disable

switch# show bluetooth

Enabled : No

Device name 1 <XXXX>-<NNNNNNNNNN>
switch (config)# show running-config

bluetooth disabled

bluetooth enable

Syntax
bluetooth enable

no bluetooth enable

Description

This command enables the Bluetooth feature on the switch. The Bluetooth feature includes both Bluetooth
Classic and Bluetooth Low Energy (BLE).
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Default: Bluetooth is enabled by default.
The no form of this command disables the Bluetooth feature on the switch.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Usage

The default configuration of the Bluetooth feature is enabled. The output of the show running-config
command includes Bluetooth information only if the Bluetooth feature is disabled.

The Bluetooth feature includes both Bluetooth Classic and Bluetooth Low Energy (BLE).

The Bluetooth feature requires the USB feature to be enabled. If the USB feature has been disabled, you
must enable the USB feature before you can enable the Bluetooth feature.

Examples

switch (config)# bluetooth enable

Syntax

clear events

Description

Clears up event logs. Using the show events command will only display the logs generated after the clear
events command.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Examples

Clearing all generated event logs:

switch# show events

2018-10-14:06:57:53.534384 |hpe-sysmond| 6301 | LOG_INFO|MSTR|1|System resource
utilization poll interval is changed to 27

2018-10-14:06:58:30.805504|11dpd|103|LOG INFO|MSTR|1|Configured LLDP tx-timer to 36
2018-10-14:07:01:01.577564 |hpe-sysmond| 6301 | LOG_INFO|MSTR|1|System resource
utilization poll interval is changed to 49

switch# clear events
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switch# show events

2018-10-14:07:03:05.637544 |hpe-sysmond| 6301 | LOG_INFO|MSTR|1|System resource
utilization poll interval is changed to 34

Syntax
clear ip errors
Description

Clears all IP error statistics.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Example

Clearing and showing ip errors:

switch# clear ip errors
switch# show ip errors

Drop reason Packets

Malformed packets 0

IP address errors 0
Syntax

domain-name <NAME>
no domain-name [<NAME>]

Description
Specifies the domain name of the switch.
The no form of this command sets the domain name to the default, which is no domain name.

Command context

config

Parameters
<NAME>
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Specifies the domain name to be assigned to the switch. The first character of the name must be a letter
or a number. Length: 1 to 32 characters.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting and showing the domain name:

switch# show domain-name

switch# config

switch (config) # domain-name example.com
switch (config) # show domain-name
example.com

switch (config) #

Setting the domain name to the default value:
switch (config) # no domain-name
switch (config) # show domain-name

switch (config) #

Syntax
hostname <HOSTNAME>

no hostname [<HOSTNAME>]

Description

Sets the host name of the switch.
The no form of this command sets the host name to the default value, which is switch.

Command context

config

Parameters
<HOSTNAME>

Specifies the host name. The first character of the host name must be a letter or a number. Length: 1 to
32 characters. Default: switch

Authority

Administrators or local user group members with execution rights for this command.

Examples

Setting and showing the host name:
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switch# show hostname

switch

switch# config

switch (config) # hostname myswitch
myswitch (config) # show hostname
myswitch

Setting the host name to the default value:

myswitch (config) # no hostname
switch (config) #

Syntax
led locator {on | off | flashing}

Description

Sets the state of the locator LED to on, of £ (default), or f1ashing.

Command context

Manager (#)

Parameters
on

Turns on the LED.
off

Turns off the LED, which is the default value.
flashing

Sets the LED to blink on and off repeatedly.

Authority

Administrators or local user group members with execution rights for this command.
Example

Setting the state of the locator LED:

switch# led locator flashing

Syntax

mtrace <IPV4-SRC-ADDR> <IPV4-GROUP-ADDR> [lhr <IPV4-LHR-ADDR>] [ttl <HOPS>]
[vrf <VRF-NAME>]

Description

Traces the specified IPv4 source and group addresses.
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Command context

Manager (#)

Parameters
IPV4-SRC-ADDR

Specifies the source IPv4 address to trace.

IPV4-GROUP-ADDR

Specifies the group IPv4 address to trace.

lhr <IPV4-LHR-ADDR>

Specifies the last hop router address from which to start the trace.

ttl <HOPS>

Specifies the Time-To-Live duration in hops. Range: 1 to 255 hops. Default: 8 hops.
vrf <VRF-NAME>

Specifies the name of the VRF. If a name is not specified the default VRF will be used.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Tracing with source, group, and LHR addresses and TTL:

(switch) # mtrace 20.0.0.1 239.1.1.1 1lhr 10.1.1.1 ttl 10

Type escape sequence to abort.

Mtrace from 10.0.0.1 for Source 20.0.0.1 via Group 239.1.1.1

From destination (?)
Querying ful reverse path...

0 10.0.0.1
=1 30,0.0.1
-2 40.0.0.1
-3 50.0.0.1
-4 60.0.0.1
=5 20,0.0.1

Tracing with source and group addresses:

(switch) # mtrace 200.0.0.1 239.1.1.1

Type escape sequence to abort.

Mtrace from self for Source 200.0.0.1 via Group 239.1.1.1
From destination (?)
Querying ful reverse path...

0 10.0.0.1
-1 30.0.0.1
-2 40.0.0.1
-3 50.0.0.1
-4 60.0.0.1
=9

Syntax

200.0.0.1 PIM

PIM
PIM
PIM
PIM
PIM

PIM
PIM
PIM
PIM

0 ms
2 ms
100 ms
156 ms
123 ms

0 ms
2 ms
100 ms
156 ms

123 ms

to source

to source
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show bluetooth

Description

Shows general status information about the Bluetooth wireless management feature on the switch.

Command context
Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage

This command shows status information about the following;

s The USB Bluetooth adapter
m (Clients connected using Bluetooth
m The switch Bluetooth feature.

The output of the show running-config command includes Bluetooth information only if the Bluetooth
feature is disabled.

The device name given to the switch includes the switch serial number to uniquely identify the switch while
pairing with a mobile device.

The management IP address is a private network address created for managing the switch through a
Bluetooth connection.

Examples

Example output when Bluetooth is enabled but no Bluetooth adapter is connected. <XXXX> is the switch
platform and <NNNNNNNNNN> is the device identifier.

switch# show bluetooth

Enabled : Yes
Device name 1 <XXXX>-<NNNNNNNNNN>
Adapter State : Absent

Example output when Bluetooth is enabled and there is a Bluetooth adapter connected:

switch# show bluetooth

Enabled : Yes

Device name . <XXXX>-<NNNNNNNNNN>
Adapter State : Ready

Adapter IP address : 192.168.99.1

Adapter MAC address : 480fcf-afl53a

Connected Clients

Name MAC Address IP Address Connected Since

Mark's iPhone 089734-b12000 192.168.99.10 2018-07-09 08:47:22 PDT

Example output when Bluetooth is disabled:
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switch# show bluetooth

Enabled : No
Device name 1 <XXXX>-<NNNNNNNNNN>
Syntax

show boot-history [all]

Description

Shows boot information. When no parameters are specified, shows the most recent information about the

boot operation, and the three previous boot operations for the active management module. When the a11

parameter is specified, shows the boot information for the active management module and all available line
modules. To view boot-history on the standby, the command must be sent on the standby console.

Command context
Manager (#)

Parameters
all
Shows boot information for the active management module and all available line modules.

Authority

Administrators or local user group members with execution rights for this command.

Usage

This command displays the boot-index, boot-ID, and up time in seconds for the current boot. If thereis a
previous boot, it displays boot-index, boot-ID, reboot time (based on the time zone configured in the
system) and reboot reasons. Previous boot information is displayed in reverse chronological order.

Index

The position of the boot in the history file. Range: 0 to3.
Boot ID

A unique ID for the boot . A system-generated 128-bit string.
Current Boot, up for <SECONDS> seconds

For the current boot, the show boot-history command shows the number of seconds the module has
been running on the current software.
Timestamp boot reason
For previous boot operations, the show boot-history command shows the time at which the operation
occurred and the reason for the boot. The reason for the boot is one of the following values:
<DAEMON-NAME> crash
The daemon identified by <DAEMON-NAME> caused the module to boot.
Kernel crash
The operating system software associated with the module caused the module to boot.
Reboot requested through database

The reboot occurred because of a request made through the CLI or other API.
Uncontrolled reboot

The reason for the reboot is not known.
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Examples

Showing the boot history of the active management module:

switch# show boot-history
Management module

Index : 3
Boot ID

f1b£f071bdd04492bb£f8439c6e479d612

Current Boot, up for 22 hrs 12 mins 22 secs

Index : 2
Boot ID
07 Aug 18
Index : 1
Boot ID
07 Aug 18
Index : 0
Boot ID
07 Aug 18
switch#

Showing the boot history of the active management module and all line modules:

edfa2d6598d24e989668306c4a56a06d
16:28:01 : Reboot requested through database

Obda8d0361df4a7e8e3acdcldbabcaad
14:08:46 : Reboot requested through database

23da2b0e26d048d7b3f4b6721b69c110
13:00:46 : Reboot requested through database

switch# show boot-history all
Management module

Index : 3
Boot ID

f1bf071bdd04492bbf8439c6e479d612

Current Boot, up for 22 hrs 12 mins 22 secs

Index : 2
Boot ID
07 Aug 18
Index : 1
Boot ID
07 Aug 18
Index : 0
Boot ID
07 Aug 18

edfa2d6598d24e989668306c4a56a06d
16:28:01 : Reboot requested through database

Obda8d0361df4a7e8e3acdcldbabcaad
14:08:46 : Reboot requested through database

23da2b0e26d048d7b3£4b6721b69c110
13:00:46 : Reboot requested through database

Line module 1/1

Index : 3
10 Aug 17
Syntax

12:45:46 : dune agent crashed

show capacities <FEATURE>

Description
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Shows system capacities and their values for all features or a specific feature.

Command context
Manager (#)

Parameters
<FEATURE>
Specifies a feature. For example, aaa.

Authority

Administrators or local user group members with execution rights for this command.

Usage

Capacities are expressed in user-understandable terms. Thus they may not map to a specific hardware or
software resource or component. They are not intended to define a feature exhaustively.

Examples

Showing all available capacities for mirroring:

switch# show capacities mirroring

System Capacities: Filter Mirroring

Capacities Name Value
Maximum number of Mirror Sessions configurable in a system 4
Maximum number of enabled Mirror Sessions in a system 4

Showing all available capacities for MSTP:

switch# show capacities mstp

System Capacities: Filter MSTP
Capacities Name Value

Maximum number of mstp instances configurable in a system 64

Showing all available capacities for VLAN count:

switch# show capacities vlan-count

System Capacities: Filter VLAN Count

Capacities Name Value
Maximum number of VLANs supported in the system 4094
Syntax

show capacities-status <FEATURE>
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Description

Shows system capacities status and their values for all features or a specific feature.

Command context
Manager (#)

Parameters
<FEATURE>
Specifies the feature, for example aaa for which to display capacities, values, and status. Required.

Authority

Administrators or local user group members with execution rights for this command.
Examples

Showing the system capacities status for all features:

switch# show capacities-status

System Capacities Status

Capacities Status Name Value Maximum

Number of active gateway mac addresses in a system 0 16

Number of aspath-lists configured 0 64

Number of community-lists configured 0 64
Syntax

show core-dump all

Description

Shows core dump information about the specified module. When no parameters are specified, shows only
the core dumps generated in the current boot of the management module. When the a11 parameter is
specified, shows all available core dumps.

Command context

Manager (#)

Parameters

all
Shows all available core dumps.

Authority

Administrators or local user group members with execution rights for this command.

Usage
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When no parameters are specified, the show core-dump command shows only the core dumps generated in
the current boot of the management module. You can use this command to determine when any crashes
are occurring in the current boot.

If no core dumps have occurred, the following message is displayed: No core dumps are present

To show core dump information for the standby management module, you must use the standoy
command to switch to the standby management module and then execute the show core-dump command.

In the output, the meaning of the information is the following:
Daemon Name

Identifies name of the daemon for which there is dump information.
Instance ID

Identifies the specific instance of the daemon shown in the paemon Name column.
Present

Indicates the status of the core dump:
Yes

The core dump has completed and available for copying.

In Progress

Core dump generation is in progress. Do not attempt to copy this core dump.
Timestamp

Indicates the time the daemon crash occurred. The time is the local time using the time zone configured

on the switch.
Build ID

Identifies additional information about the software image associated with the daemon.

Examples

Showing core dump information for the current boot of the active management module only:

switch# show core-dump

Daemon Name | Instance ID | Present | Timestamp | Build ID
hpe-fand 1399 Yes 2017-08-04 19:05:34 1246d2a
hpe-sysmond 957 Yes 2017-08-04 19:05:29 1246d2a

Total number of core dumps : 2

Showing all core dumps:

switch# show core-dump all

Management Module core-dumps

Daemon Name | Instance ID | Present | Timestamp | Build ID
hpe-sysmond 513 Yes 2017-07-31 13:58:05 e70£101
hpe-tempd 1048 Yes 2017-08-13 13:31:53 e70£101
hpe-tempd 1052 Yes 2017-08-13 13:41:44 e70£101

Line Module core-dumps

Line Module : 1/1

dune_agent 0 18958 Yes 2017-08-12 11:50:17 e70£101
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dune agent 0 18842 Yes 2017-08-12 11:50:09 e70£f101

Total number of core dumps : 5

Syntax

show domain-name

Description

Shows the current domain name.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Usage

If there is no domain name configured, the CLI displays a blank line.

Example

Setting and showing the domain name:

switch# show domain-name

switch# config

switch (config)# domain-name example.com
switch (config) # show domain-name
example.com

switch (config) #

Syntax

show environment fan [vsf]

Description

Shows the status information for all fans and fan trays (if present) in the system.

Command context

Manager (#)

Parameters
vsf

Shows output from the VSF member-id on switches that support VSF.
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Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage
For fan trays, status is one of the following values:
ready

The fan tray is operating normally.
fault

The fan tray is in a fault event. The status of the fan tray does not indicate the status of fans.

empty
The fan tray is not installed in the system.

For fans:
Speed

Indicates the relative speed of the fan based on the nominal speed range of the fan. Values are:

Slow

The fan is running at less than 25% of its maximum speed.
Normal

The fan is running at 25-49% of its maximum speed.
Medium

The fan is running at 50-74% of its maximum speed.
Fast

The fan is running at 75-99% of its maximum speed.
Max

The fan is running at 100% of its maximum speed.
N/A
The fan is not installed.
Direction

The direction of airflow through the fan. Values are:
front-to-back

Air flows from the front of the system to the back of the system.

N/A

The fan is not installed.
Status

Fan status. Values are:
uninitialized

The fan has not completed initialization.
ok

The fan is operating normally.
fault

The fanisin a fault state.
empty

The fan is not installed.
Examples

Showing output for a system without a fan tray:

switch# show environment fan
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Fan information

Fan Serial Number Speed Direction Status RPM

1 SGXXXXXXXXXX slow front-to-back ok 6000
2 SGXXXXXXXXKXX normal front-to-back ok 8000
3 SGXXXXXXXKXXX medium front-to-back ok 11000
4 SGXXXXXXXKXKXX fast front-to-back ok 14000
5 SGXXXXXXXXXX max front-to-back fault 16500
6 N/A N/A N/A empty

Syntax

show environment led <MEMBER-ID>

Description

Shows state and status information for all the configurable LEDs in the system.

Command context
Operator (>) or Manager (#)
Parameters
<MEMBER-ID>
Shows output from the specified VSF member ID on switches that support VSF.
Authority
Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Example

Showing state and status for LED:

switch# show environment led

Mbr/Name State Status
1/locator off ok
Syntax

show environment power-supply [vsf]

Description

Shows status information about all power supplies in the switch.

Command context
Operator (>) or Manager (#)
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Parameters
vsf

Shows output from the VSF member-id on switches that support VSF.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage
The following information is provided for each power supply:
Mor/PSU

Shows the member and slot number of the power supply.
Product Number

Shows the product number of the power supply.
Serial Number

Shows the serial number of the power supply, which uniquely identifies the power supply.
PSU Status

The status of the power supply. Values are:
OK

Power supply is operating normally.
OK*

Power supply is operating normally, but it is the only power supply in the chassis. One power supply is
not sufficient to supply full power to the switch. When this value is shown, the output of the

command also shows a message at the end of the displayed data.
Absent

No power supply is installed in the specified slot.
Input fault

The power supply has a fault condition on its input.
Output fault

The power supply has a fault condition on its output.
Warning

The power supply is not operating normally.
Wattage Maximum

Shows the maximum amount of wattage that the power supply can provide.

Example

Showing the output when only one power supply is installed in the switch:

switch# show environment power-supply

Product Serial PSU Wattage
Mbr/PSU Number Number Status Maximum
1/1 N/A N/A OK 500
Syntax
show environment temperature [detail] [vsf]
Description
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Shows the temperature information from sensors in the switch that affect fan control.

Command context
Operator (>) or Manager (#)

Parameters
detail

Shows detailed information from each temperature sensor.
vsf

Shows output from the VSF member-id on switches that support VSF

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage
Temperatures are shown in Celsius.

Valid values for status are the following:
normal

Sensor is within nominal temperature range.
min

Lowest temperature from this sensor.
max

Highest temperature from this sensor.
low critical

Lowest threshold temperature for this sensor.
critical

Highest threshold temperature for this sensor.
fault

Fault event for this sensor.
emergency

Over temperature event for this sensor.

Examples

Showing detailed temperature information for a 6200 switch:

switch# show environment temperature
Temperature information

Current
Mbr/Slot-Sensor Module Type temperature Status
1/1-PHY-01-08 line-card-module 51.00 C normal
1/1-PHY-09-16 line-card-module 48.00 C normal
1/1-PHY-17-24 line-card-module 50.00 C normal
1/1-PHY-25-32 line-card-module 52.00 C normal
1/1-PHY-33-40 line-card-module 53.00 C normal
1/1-PHY-41-48 line-card-module 54.00 C normal
1/1-Switch-ASIC-Internal line-card-module 63.25 C normal
1/1-CPU management-module 47.56 C normal
1/1-CPU-Zone-0 management-module 46.00 C normal
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1/1-CPU-Zone-2 management-module 46.
1/1-CPU-Zone-3 management-module 47.
1/1-CPU-Zone-4 management-module 47
1/1-DDR management-module 37.
1/1-DDR-Inlet management-module 30.
1/1-Inlet-Air management-module 22.
1/1-Switch-ASIC-Remote management-module 64.

Syntax

show events [ -e <EVENT-ID> |

1/1-CPU-Zone-1 management-module 46.

-s {alert | crit | debug | emer | err | info | notice |
-r | —a | -1 <MEMBER-ID> | -n <count> |

-m {master | standby} |

-¢c {11dp | ospf | ... | } |

-d {1ldpd | hpe-fand | ... |}]

Description

Shows event logs generated by the switch modules since the last reboot.

Command context

Man

ager (#)

Parameters
—-e <EVENT-ID>
Shows the event logs for the specified event ID. Event ID range: 101 through 99999.

alert | crit | debug | emer | err | info | notice | warn}

Shows the event logs for the specified severity. Select the severity from the following list:

-s {

alert: Displays event logs with severity alert and above.
crit: Displays event logs with severity critical and above.
debug: Displays event logs with all severities.

emer: Displays event logs with severity emergency only.
err: Displays event logs with severity error and above.
info: Displays event logs with severity info and above.
notice: Displays event logs with severity notice and above.
warn: Displays event logs with severity warning and above.

Shows the most recent event logs first.

—a

Shows all event logs, including those events from previous boots.

-1 <MEMBER-ID>

Shows the event logs for the specified VSF member ID.

-n <count>

Displays the specified number of event logs.

-m {

master | standby}

00 C normal
00 C normal
00 C normal
.00 C normal
75 C normal
69 C normal
00 C normal
06 C normal
warn} |
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Shows the event logs for the specified role on a 6200 or 6300 switch. Selecting master displays the event
log for the VSF master role and standby displays event logs for the VSF standby role.

-¢ {lldp | ospf | ... | }
Shows the event logs for the specified event category. Enter show event -c for a full listing of supported
categories with descriptions.

-d {1lldpd | hpe-fand | ... |}
Shows the event logs for the specified process. Enter show event -dfora fulllisting of supported
daemons with descriptions.

Authority

Auditors or Administrators or local user group members with execution rights for this command. Auditors
can execute this command from the auditor context (auditor>) only.

Examples

Showing event logs:

switch# show events

2016-12-01:12:37:31.733551|1lacpd|15007 | INFO|AMM|1|LACP system ID set to
703723eiEs51l3503 7€

2016-12-01:12:37:31.734541 |intfd|4001|INFO|AMM|1|Interface port admin set to up for
bridge normal interface

2016-12-01:12:37:32.583256|switchd|24002|ERR|AMM|1|Failed to create VLAN 1 in
Hardware

Showing the most recent event logs first:

switch# show events -r

2016-12-01:12:37:32.583256|switchd|24002|ERR|AMM|1|Failed to create VLAN 1 in
Hardware

2016-12-01:12:37:31.734541 |intfd|[4001|INFO|AMM|1|Interface port admin set to up for
bridge normal interface

2016-12-01:12:37:31.733551|1lacpd|15007 | INFO|AMM|1|LACP system ID set to
703723eiEs51l3503 7€

Showing all event logs:

switch# show events -a

2016-12-01:12:37:31.733551|1lacpd|15007 | INFO|AMM|1|LACP system ID set to
703723eiEs51l3503 7€

2016-12-01:12:37:31.734541 |intfd|[4001|INFO|AMM|1|Interface port admin set to up for
bridge normal interface

2016-12-01:12:37:32.583256|switchd|24002|ERR|AMM|1|Failed to create VLAN 1 in
Hardware

Showing event logs related to IRDP:
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switch# switch# show events -c irdp
2016-05-31:06:26:27.363923 |hpe-rdiscd|111001 |LOG INFO|IRDP enabled on interface %s
2016-05-31:07:08:51.351755|hpe-rdiscd|111002|LOG INFO|IRDP disabled on interface %s

Showing event logs related to LACP:

switch# show events -c lacp

2016-12-01:12:37:31.733551|lacpd|15007 | INFO|AMM|1|LACP system ID set to
703725@iEs51 3508 7€

Showing event logs as per the specified slot ID:

switch# show events -i 1

2020-04-22T05:36:14.430166+00:00 6300 vrfmgrd[3053]: Event|5401|LOG
INFO|MSTR|1|Created a vrf entity bl721d27-41c2-485d-9bae-2cfcbc9bdl3d
2020-04-22T05:36:14.942597+00:00 6300 vrfmgrd[3053]: Event|5401|LOG
INFO|MSTR|1|Created a vrf entity 5eb532c9-5b4d-4d83-b34a-db24aeb542d4e
2020-04-22T05:36:15.886252+00:00 6300 vsfd[710]: Event|9903|LOG INFO|MSTR|1|Master 1
boot complete

Showing event logs as per the specified process:

switch# show events -d lacpd

2016-12-01:12:37:31.733551|lacpd|15007 | INFO|AMM|1|LACP system ID set to
703725@iEs51 3508 7e

Displaying the specified number of event logs:

switch# show events -n 5

2018-03-21:06:12:15.500603 |arpmgrd| 6101 |LOG INFO|AMM|-|ARPMGRD daemon has started
2018-03-21:06:12:17.734405|11dpd|109|LOG_INFO|AMM|-|Configured LLDP tx-delay to 2
2018-03-21:06:12:17.740517|1lacpd|1307|LOG _INFO|AMM|-|LACP system ID set to

7/0)8 2 8(ehE REIAIg Sl g L)

2018-03-21:06:12:17.743491 |vrfmgrd|5401 | LOG INFO|AMM|-|Created a vrf entity
42cc3df7-1113-412f-b5cb-e8227b8c22f2
2018-03-21:06:12:17.904008 | vrfmgrd|5401 |LOG INFO|AMM|-|Created a vrf entity
4409133e-2071-4ab8-adfe-f9662c06b889

Syntax

show hostname
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Description

Shows the current host name.

Command context
Manager (#)

Authority

Administrators or local user group members with execution rights for this command.

Example

Setting and showing the host name:

switch# show hostname

switch

switch# config

switch (config) # hostname myswitch
myswitch (config) # show hostname
myswitch

Syntax

show images

Description

Shows information about the software in the primary and secondary images.

Command context

Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing the primary and secondary images on a 6200 switch:

switch (config)# show images

Version : ML.10.06.0001AAE-54-g89a7618

Size : 446 MB

Date : 2020-04-27 16:50:39 PDT

SHA-256 : 2e6261e26591f9a6b94be28b0890de521£0869a9dbc378659fc33d7c40fd1l2fc

Version : ML.10.06.0001AAE-54-g89a7618
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Size : 446 MB
Date : 2020-04-27 16:50:39 PDT
SHA-256 : 2e6261e26591f9a6b94be28b0890de521f0869a9dbc378659fc33d7¢c40fdl2fc

Default Image : primary

Management Module 1/1 (Active)

Active Image : primary
Service OS Version : ML.01.05.000l-internal
BIOS Version : FL.01.0003

Syntax

show ip errors

Description

Shows IP error statistics for packets received by the switch since the switch was last booted.

Command context
Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage

IP error info about received packets is collected from each active line card on the switch and is preserved
during failover events. Error counts are cleared when the switch is rebooted.

Drop reasons are the following:

= Malformed packet

The packet does not conform to TCP/IP protocol standards such as packet length or internet header
length.

Alarge number of malformed packets can indicate that there are hardware malfunctions such as loose
cables, network card malfunctions, or that a DOS (denial of service) attack is occurring.

= IP address error

The packet has an error in the destination or source IP address. Examples of IP address errors include
the following:

o The source IP address and destination IP address are the same.
o Thereis no destination IP address.

o The source IP address is a multicast IP address.

o The forwarding header of an IPv6 address is empty.

o Thereis no source IP address for an IPv6 packet.
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» Invalid TTLs

The TTL (time to live) value of the packet reached zero. The packet was discarded because it traversed
the maximum number of hops permitted by the TTL value.

TTLs are used to prevent packets from being circulated on the network endlessly.

Example

Showing ip error statistics for packets received by the switch:

switch# show ip errors

Drop reason Packets

Malformed packets 1

IP address errors 10
Syntax

show module

Description

Shows information about installed line modules and management modules.

— Although this switch does not have removable modules, this command will still return information about the
— switch, referring to management modules and line modules.

Command context

Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage

Identifies and shows status information about the line modules and management modules that are
installed in the switch.
To show the configuration information—if any—associated with that line module slot, use the show
running—configurationConﬂﬂand.
Status is one of the following values:
Active
This switch is the active management module.
Standby

This switch is the standby management module.
Deinitializing

The switch is being deinitialized.
Diagnostic

The switch is in a state used for troubleshooting.
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Down

The switch is physically present but is powered down.

Empty
The switch hardware is not installed in the chassis.
Failed

The switch has experienced an error and failed.
Failover

This switch is a fabric module or a line module, and it is in the process of connecting to the new active
management module during a management module failover event.

Initializing
The switch is being initialized.

Present

The switch hardware is installed in the chassis.
Ready

The switch is available for use.
Updating

A firmware update is being applied to the switch.
Examples

Showing all installed modules:

switch# show module

Management Modules

Product
Name Number Description

1/1 JL727A 6200F 48G CL4 4SFP+370W Swch

Line Modules

Product
Name Number Description

1/1 JL727A 6200F 48G CL4 4SFP+370W Swch

Syntax
show running-config [<FEATURE>] [all]

Description

Serial
Number Status

SGOZKW600P Active (local)

Serial
Number Status

SGOZKW600P Ready

Shows the current nondefault configuration running on the switch. No user information is displayed.

Command context
Manager (#)

Parameters
<FEATURE>
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Specifies the name of a feature. For a list of feature names, enter the show running-configcommand,

followed by a space, followed by a question mark (?).
all

Shows all default values for the current running configuration.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing the current running configuration:

switch> show running-config

Current configuration:

|

!Version ArubaOS-CX 10.0X.XXXX

l}

11dp enable

linecard-module LC1l part-number JL363A
vrf default

aaa authentication login default local

aaa authorization commands default none
l}

router ospf 1 vrf green
area 0.0.0.0
router pim vrf green
enable
rp-address 30.0.0.4
vlan 1
no shutdown
vlan 20
no shutdown
vlian 30
no shutdown
interface 1/1/1
no shutdown
no routing
vlan access 30
interface 1/1/32
no shutdown
no routing
vlan access 20
interface bridge normal-1
no shutdown
interface bridge normal-2
no shutdown
interface vlan20
no shutdown
vrf attach green
ip address 20.0.0.44/24
ip ospf 1 area 0.0.0.0
ip pim-sparse enable
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interface vlan30
no shutdown
vrf attach green
ip address 30.0.0.44/24
ip ospf 1 area 0.0.0.0
ip pim-sparse enable

ip pim-sparse hello-interval 100

Showing the current running configuration in json format:

switch> show running-config json
Running-configuration in JSON:
{
"Monitoring Policy Script": ({
"system resource monitor mml.1.0": {
"Monitoring Policy Instance": ({
"system resource monitor mml.l.0/system resource monitor
mml.1l.0.default": {
"name": "system resource monitor mml.1l.0.default",
"origin": "system",
"parameters values": {
"long term high threshold": "70",
"long term normal threshold": "60",
"long term time period": "480",
"medium term high threshold": "80",
"medium term normal threshold": "60",
"medium term time period": "120",
"short term high threshold": "90",
"short term normal threshold": "80",
"short term time period": "5"

Show the current running configuration without default values:

switch(config)# show running-config

Current configuration:

|

!Version ArubaOS-CX Virtual.l0.04.0000-6523-gbbl5c03~dirty
led locator on

vlan 1
switch(config)# show running-config all
Current configuration:
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!Version ArubaOS-CX Virtual.l10.04.0000-6523-gbbl5c03~dirty
led locator on

switch (config) #

Show the current running configuration with default values:

switch (config)# snmp-server vrf mgmt

switch (config)# show running-config

Current configuration:

|

!Version ArubaOS-CX Virtual.l0.04.0000-6523-gbbl5c03~dirty

led locator on
|

snmp-server vrf mgmt
!
I
I
!
I

vlan 1

switch (config) #

switch (config) #

switch(config)# show running-config all

Current configuration:

|

!Version ArubaOS-CX Virtual.1l0.04.0000-6523-gbbl5c03~dirty

led locator on
|

I
!
!
snmp-server vrf mgmt

snmp-server agent-port 161

snmp-server community public
I

vlan 1
switch (config) #

show running-config current-context

Syntax

show running-config current-context
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Description

Shows the current non-default configuration running on the switch in the current command context.

Command context

config or achild of config. See Usage.

Authority

Administrators or local user group members with execution rights for this command.

Usage

You can enter this command from the following configuration contexts:

= Any child of the global configuration (config) context. If the child context has instances—such as
interfaces—you can enter the command in the context of a specific instance. Support for this command
is provided for one level below the config context. For example, entering this command for a child of a
child of the config context not supported. If you enter the command on a child of the config context,
the current configuration of that context and the children of that context are displayed.

m The global configuration (config) context. If you enter this command in the global configuration (config)
context, it shows the running configuration of the entire switch. Use the show running-configuration
command instead.

Examples

Showing the running configuration for the current interface:

switch (config-if)# show running-config current-context
interface 1/1/1

no shutdown

description Example interface
vlan access 1

exit

Showing the current running configuration for the management interface:

switch (config-if-mgmt)# show running-config current-context
interface mgmt

no shutdown

ip static 10.0.0.1/24

default-gateway 10.0.0.8

nameserver 10.0.0.1

Showing the running configuration for the external storage share named nasfiles:

switch (config-external-storage-nasfiles)# show running-config current-context
external-storage nasfiles
address 192.168.0.1
vrf default
username nasuser
password ciphertext AQBapalKj+XMsZumHEwIc9OR6YcOw5Z6Bh9rV+9ZtKDKzvbaBAAAABICTrM=
type scp
directory /home/nas
enable
switch (config-external-storage-nasfiles) #
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Syntax
show startup-config [json]
Description

Shows the contents of the startup configuration.

— Switches in the factory-default configuration do not have a startup configuration to display.

Command context

Manager (#)

Parameters
json

Display output in JSON format.

Authority

Administrators or local user group members with execution rights for this command.

Examples

Showing the startup-configuration in non-JSON format for a 6200 switch:

switch# show startup-config

Startup configuration:

|

!Version ArubaOS-CX ML.10.05.0001L

lexport-password: default

no 1lldp

user admin group administrators password ciphertext
AQBapeGVVYk45mdsYxZDE6ufzB2CWmH2wDncy5Can9iEFZjmYgAAAM1 310WIXExXNwi3xahHktOL68lamYg/y

g2ezRr1bMUt1U7£fV1ASiVbmIg8gVUj0104STp9/su3pnopopulWPxwk765zqofKyhLOE0G] 9yhoxCeZfyNeNp
Nbm6upKjC5LrfzZt9

cli-session
timeout 0

Showing the startup-configuration in JSON format:

switch# show startup-config json
Startup configuration:
{

"AAA Server Group": {

"local": {

"group name": "local"
by
"none": {

"group name": "none"

b
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Syntax

show system

Description

Shows general status information about the system.

Command context
Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage

CPU utilization represents the average utilization across all the CPU cores.

System Contact, System Location, and System Description can be set with the snmp-server command.

Examples

Showing system information:

switch (config) # show system
Hostname : switch

System Description : ML.10.xX.xXXXXX
System Contact

System Location

Vendor
Product Name

Chassis Serial Nbr :

Base MAC Address

ArubaOS-CX Version :

: Aruba

JL659A 6300M 48SR5 CL6 PoE 4SFP56 Swch
ID9ZKHNO090

9020c2-245080

FL.10.XX.XXXX

Time Zone : UTC
Up Time : 5 days, 15 hours, 33 minutes
CPU Util (%) : 21
Memory Usage (%) : 19
Syntax

show system resource-utilization [daemon <DAEMON-NAME> | all]

Description

Shows information about the usage of system resources such as CPU, memory, and open file descriptors.

Command context
Manager (#)

Parameters
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daemon <DAEMON-NAME>
Shows the filtered resource utilization data for the process specified by <paemon-name> only.

— For a list of daemons that log events, enter show events -d ? from a switch prompt in the manager (#) context.

all
Shows utilization information for all VSF members.

Authority
Administrators or local user group members with execution rights for this command.

Examples

Showing all system resource utilization data:

switch# show system resource-utilization
System Resources:

Processes: 70

CPU usage (%) : 20

Memory usage (%) : 25

Open FD's: 1024

Process CPU Usage (%) Memory Usage (%) Open FD's

pmd 2 1 14

hpe-sysmond 1 2 11

hpe-mgmdd 0 1 5
Showing the resource utilization data for the pmd process:

switch# show system resource-utilization daemon pmd

Process CPU Usage Memory Usage Open FD's

pmd 2 1 14

Showing resource utilization data when system resource utilization polling is disabled:

switch# show system resource-utilization
System resource utilization data poll is currently disabled

Showing resource utilization data for a line module:

switch# show system resource-utilization module 1/1
System Resource utilization for line card module: 1/1
CPU usage(%): 0

Memory usage (%) : 35

Open FD's: 512

Syntax
show tech [basic | <FEATURE>] [local-file]
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Description

Shows detailed information about switch features by automatically running the show commands associated
with the feature. If no parameters are specified, the show tech command shows information about all
switch features. Technical support personnel use the output from this command for troubleshooting.

Command context

Manager (#)

Parameters
basic

Specifies showing a basic set of information.
<FEATURE>

Specifies the name of a feature. For a list of feature names, enter the show tech command, followed by a
space, followed by a question mark (?).
local-file

Shows the output of the show tech command to a local text file.

Authority

Administrators or local user group members with execution rights for this command.

Usage
To terminate the output of the show tech command, enter Ctrl+C.

If the command was not terminated with Ctrl+C, at the end of the output, the show tech command shows
the following;

m Thetime consumed to execute the command.
m The list of failed show commands, if any.

To get a copy of the local text file content created with the show tech command that is used with the local-
file parameter, use the copy show-tech local-file command.

Example

Showing the basic set of system information:

switch# show tech basic

Show Tech executed on Wed Sep 6 16:50:37 2017

[Begin] Feature basic

hhkkkhkhkrkhkrkhkhkhkhkrkhrhhkhkhkrkhxkhxkkhkx

Command : show core-dump all
hAhkhkhkkhkhkkhkhkkhkhkkhhkkhkhkkhkhkkhhkhkhkkhkhkkhkhkhhkhhkkhx*k

no core dumps are present

[End] Feature basic
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1 show tech command failed

Failed command:
1. show boot-history

Show tech took 3.000000 seconds for execution

Directing the output of the show tech basic command to the local text file:

switch# show tech basic local-file
Show Tech output stored in local-file. Please use 'copy show-tech local-file'
to copy-out this file.

Syntax
show usb
Description

Shows the USB port configuration and mount settings.

Command context
Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Examples

If USB has not been enabled:

switch> show usb
Enabled: No
Mounted: No

If USB has been enabled, but no device has been mounted:

switch> show usb
Enabled: Yes
Mounted: No

If USB has been enabled and a device mounted:

switch> show usb
Enabled: Yes
Mounted: Yes

AOS-CX 10.07 Fundamentals Guide | (6200 Switch Series)



Syntax

show usb file-system [<PATH>]

Description

Shows directory listings for a mounted USB device. When entered without the <PATH> parameter the top
level directory tree is shown.

Command context

Operator (>) or Manager (#)

Parameters
<PATH>
Specifies the file path to show. Aleading "/" in the path is optional.

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Usage

Adding a leading "/" as the first character of the <PATH> parameter is optional.

Attempting to enter'.." as any part of the <PATH> will generate an invalid path argument error. Only fully-
qualified path names are supported.

Examples

Showing the top level directory tree:

switch# show usb file-system
/mnt/usb:
'System Volume Information' dirl'

/mnt/usb/System Volume Information':
IndexerVolumeGuid WPSettings.dat

/mnt/usb/dirl:
dir2 testl

/mnt/usb/dirl/dir2:
test2

Showing available path options from the top level:

switch# show usb file-system /

total 64

drwxrwxrwx 2 32768 Jan 22 16:27 'System Volume Information'
drwxrwxrwx 3 32768 Mar 5 15:26 dirl

Showing the contents of a specific folder:

switch# show usb file-system /dirl
total 32
drwxrwxrwx 2 32768 Mar 5 15:26 dir2
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—ITWXIrWXrwx 1 0 Feb 5 18:08 testl

switch# show usb file-system dirl/dir2
total O
-rwxrwxrwx 1 0 Feb 6 05:35 test2

Attempting to enter an invalid character in the path:

switch# show usb file-system dirl/../..
Invalid path argument

Syntax

show version

Description

Shows version information about the network operating system software, service operating system
software, and BIOS.

Command context

Operator (>) or Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing version information:

switch (config) # show version

ArubaOS-CX
(c) Copyright 2017-2020 Hewlett Packard Enterprise Development LP

Version ¢ ML.xXX.XX.XXXX

Build Date : 2020-10-22 17:00:46 PDT

Build ID : ArubaOS-CX:ML.xx.xX.xxxx:85c3c2f3d59e:201910222335
Build SHA : 85c3c2£3d59ec8318ba97178fad387aecb671b33

Active Image : secondary

Service 0OS Version : ML.01.05.0001-internal
BIOS Version : ML.01.0001

Syntax

system resource-utilization poll-interval <SECONDS>

Description
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Configures the polling interval for system resource information collection and recording such as CPU and

memory usage.

Command context

config

Parameters
<SECONDS>
Specifies the poll interval in seconds. Range: 10-3600. Default: 10.

Authority

Administrators or local user group members with execution rights for this command.

Example

Configuring the system resource utilization poll interval:

switch(config) # system resource-utilization poll-interval 20

Syntax
top cpu

Description

Shows CPU utilization information.

Command context
Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.

Operators can execute this command from the operator context (>) only.

Example
Showing top CPU information:

switch# top cpu

top - 09:42:55 up 3 min, 3 users, load average: 3.44, 3.78, 1.70
Tasks: 76 total, 2 running, 74 sleeping, O stopped, 0 zombie
%Cpu(s): 31.4 us, 32.7 sy, 0.5 ni, 34.4 id, 04. wa, 0.0 hi, 0.6 si, 0.0 st
KiB Mem : 4046496 total, 2487508 free, 897040 used, 661948 buff/cache
KiB Swap: 0 total, 0 free, 0 used, 2859196 avail Mem
PID USER PRI NI VIRT RES SHR S $%CPU %MEM TIME+ COMMAND
Syntax
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top memory

Description

Shows memory utilization information.

Command context

Manager (#)

Authority

Operators or Administrators or local user group members with execution rights for this command.
Operators can execute this command from the operator context (>) only.

Example

Showing top memory:

switch> top memory

top - 09:42:55 up 3 min, 3 users, load average: 3.44, 3.78, 1.70

Tasks: 76 total, 2 running, 74 sleeping, O stopped, 0 zombie

%Cpu(s): 31.4 us, 32.7 sy, 0.5 ni, 34.4 id, 04. wa, 0.0 hi, 0.6 si, 0.0 st
KiB Mem : 4046496 total, 2487508 free, 897040 used, 661948 buff/cache

KiB Swap: 0 total, 0 free, 0 used, 2859196 avail Mem
PID USER PRI NI VIRT RES SHR S $%CPU SMEM TIME+ COMMAND
Syntax
usb
no usb
Description

Enables the USB ports on the switch. This setting is persistent across switch reboots and management
modaule failovers. Both active and standby management modules are affected by this setting.

The no form of this command disables the USB ports.

Command context

config

Authority

Administrators or local user group members with execution rights for this command.

Example
Enabling USB ports:

switch (config) # usb

Disabling USB ports when a USB drive is mounted:
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switch (config)# no usb

Syntax

usb {mount | unmount}

Description

Enables or disables the inserted USB drive.

Command context

Manager (#)

Parameters
mount

Enables the inserted USB drive.

unmount

Disables the inserted USB drive in preparation for removal.

Authority

Administrators or local user group members with execution rights for this command.

Usage

If USB has been enabled in the configuration, the USB port on the active management module is available
for mounting a USB drive. The USB port on the standby management module is not available.

An inserted USB drive must be mounted each time the switch boots or fails over to a different management
module.

A USB drive must be unmounted before removal.
The supported USB file systems are FAT16 and FAT32.

Examples
Mounting a USB drive in the USB port:

switch# usb mount

Unmounting a USB drive:

switch# usb unmount
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Chapter 16

Support and Other Resources

Accessing Aruba Support

Aruba Support Services https://www.arubanetworks.com/support-services/
Aruba Support Portal https://asp.arubanetworks.com/
North America telephone 1-800-943-4526 (US & Canada Toll-Free Number)

+1-408-754-1200 (Primary - Toll Number)

+1-650-385-6582 (Backup - Toll Number - Use only when all other
numbers are not working)

International telephone https://www.arubanetworks.com/support-services/contact-

support/

Be sure to collect the following information before contacting Support:

m Technical support registration number (if applicable)
= Product name, model or version, and serial number
m Operating system name and version

= Firmware version

= Error messages

m Product-specific reports and logs

m Add-on products or components

m Third-party products or components

Other useful sites

Other websites that can be used to find information:

Airheads social forums and Knowledge https://community.arubanetworks.com/

Base

Software licensing https://Ims.arubanetworks.com/

End-of-Life information https://www.arubanetworks.com/support-services/end-of-life/
Aruba software and documentation https://asp.arubanetworks.com/downloads

Accessing Updates

You can access updates from the Aruba Support Portal or the HPE My Networking Website.

Aruba Support Portal
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If you are unable to find your product in the Aruba Support Portal, you may need to search My Networking,
where older networking products can be found:

My Networking

https://www.hpe.com/networking/support

To view and update your entitlements, and to link your contracts and warranties with your profile, go to the
Hewlett Packard Enterprise Support Center More Information on Access to Support Materials page:

https://support.hpe.com/portal/site/hpsc/aae/home/

Access to some updates might require product entitlement when accessed through the Hewlett Packard
Enterprise Support Center. You must have an HP Passport set up with relevant entitlements.

Some software products provide a mechanism for accessing software updates through the product
interface. Review your product documentation to identify the recommended software update method.

To subscribe to eNewsletters and alerts:

https://asp.arubanetworks.com/notifications/subscriptions (requires an active Aruba Support Portal (ASP)
account to manage subscriptions). Security notices are viewable without an ASP account.

To view warranty information for your product, go to https://www.arubanetworks.com/support-
services/product-warranties/.

To view the regulatory information for your product, view the Safety and Compliance Information for Server,
Storage, Power, Networking, and Rack Products, available at https://www.hpe.com/support/Safety-
Compliance-EnterpriseProducts

Additional regulatory information

Aruba is committed to providing our customers with information about the chemical substances in our
products as needed to comply with legal requirements, environmental data (company programs, product
recycling, energy efficiency), and safety information and compliance data, (RoHS and WEEE). For more
information, see https://www.arubanetworks.com/company/about-us/environmental-citizenship/.

Aruba is committed to providing documentation that meets your needs. To help us improve the
documentation, send any errors, suggestions, or comments to Documentation Feedback (docsfeedback-
switching@hpe.com). When submitting your feedback, include the document title, part number, edition,
and publication date located on the front cover of the document. For online help content, include the
product name, product version, help edition, and publication date located on the legal notices page.
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Data sheet

HPE Aruba Networking

CX 6200 switch series

Key features

« Enterprise-class connectivity with
support for ACLs, robust QoS and
common protocols such as stafic
and Access OSPF routing

Scalability with 8-member switch
VSF stacking for up to 384
downlink ports

Versatile 1G/10G uplinks with
LRM and MACsec 256 support on
modular switches

Convenient built-in 1G/10G
uplinks on fixed power switches
and additional cost-efficient 1G
uplink switch models

Industry standard Power over
Ethernet with up to 30W PoE
(Class 4) per port on fixed power
switches and up to 60W PoE
(Class 6) per port on modular
power switches

Intelligent monitoring, visibility,
and troubleshooting with HPE
Aruba Networking Network
Analytics Engine

Manage via single pane of glass
with HPE Aruba Networking
Central across wired, wireless,
and WAN

HPEL ]
GreenlLake

Product overview

The HPE Aruba Networking CX 6200 Switch
Series is a next-gen family of stackable
access switches ideal for enterprise branch
offices, campuses, and SMB networks.
Created for game-changing operational
efficiency with built-in analytics and
automation, the CX 6200 switches provide
an enterprise-class access layer solution
that's simple and secure.

Built from the ground up with a combination
of cutting-edge hardware, software and
analytics and automation tools, the stackable
CX 6200 switches are part of the HPE
Aruba Networking CX swifching portfolio.
By combining a modern, fully programmable
operating system with the HPE Aruba
Networking Network Analytics Engine
(NAE), the CX 6200 brings industry leading
monitoring and troubleshooting capabilities
to the access layer.

A powerful HPE Aruba Networking

Gen7 ASIC architecture delivers reliable
performance and enterprise-class feature
support with flexible programmability for
tfomorrow’s applications. The CX 6200 is
designed for simple deployment using the
infuitive HPE Aruba Networking CX Mobile
App that speeds install, configuration and
stacking of up to 8 switches. The CX 6200
switch series includes fixed (CX 6200F)
and modular (CX 6200M) switches with

H “&1—1—1—1—1—1&1—1—1—1—5&1—1—1—1—1&&1—1—}1—5»—-&1

built-in high-speed uplinks. Fixed switches
support up to 30W of PoE per port. Flexible,
modular switches offer hot-swappable power
supplies and fans for enhanced resiliency
and redundancy, and up to 60W of PoE per
port fo power the latest loT devices, security
cameras, and wireless APs.

HPE Aruba Networking Dynamic
Segmentation extends HPE Aruba
Networking’s foundational wireless
role-based policy capability to HPE Aruba
Networking wired switches. What this means
is that the same security, user experience
and simplified IT management can be
enjoyed throughout the network. Regardless
of how users and IoT devices connect,
consistent policies are enforced across wired
and wireless networks, keeping traffic secure
and separate

Product differentiators
AOS-CX—a modern software system

The HPE Aruba Networking CX 6200 Switch
Series is based on AOS-CX, a modern,
database-driven operatfing system that
automates and simplifies many critical and
complex network tasks.

A built-in tfime series database enables
customers and developers to utilize software
scripts for historical troubleshooting, as well
as analysis of past frends.



HPE >..ios

» Simple, one touch deployment
with the HPE Aruba Networking
CX Mobile App

» Automated configuration
and verification with HPE
Aruba Networking Switch
Multi-Edit Software

» Secure and simple access
for users and loT with
HPE Aruba Networking
Dynamic Segmentation

HPEL ]
GreenlLake

This helps predict and avoid future problems
due to scale, security, and performance
bottlenecks. Easy access 1o all network

state information allows unique visibility

and analyftics.

Our AOS-CX software also includes HPE
Aruba Networking Network Analytics
Engine (NAE) and support for HPE Aruba
Networking Switch Multi-Edit Software.
Because AOS-CX is built on a modular Linux
architecture with a stateful database, our
operating system provides the following
unique capabilities:

e Easy access to all network stafe
information allows unique visibility
and analytics

e REST APIs and Python scripting
for fine-grained programmability of
neftwork tasks

* A micro-services architecture that enables
full integration with other workflow
systems and services

 Confinuous telemetry data with WebSocket
subscriptions for event driven automation

» Continual stafe synchronization that
provides superior fault tolerance and
high availability

« All software processes communicate
with the database rather than each
other, ensuring near real-tfime state and
resiliency and allowing individual software
modules to be independently upgraded for
higher availability

HPE Aruba Networking Central—unified
single pane of glass management

HPE Aruba Networking Central is an
Al-powered solution that simplifies IT
operations, improves agility, and reduces
costs by unifying management of all network
infrastructure. Built for enterprise-grade
resiliency and security, while simple enough
for smaller businesses with limited IT staff,
HPE Aruba Networking Central is your single
point of visibility and control that spans the
entire nefwork—from branch to data center,
wired and wireless LAN to WAN.

Available as a cloud-based or on-premises
solution, HPE Aruba Networking Central

is designed to simplify day zero through
day two operations with streamlined
workflows for tasks such as virtual switch
stack creation, automated monitoring using
Al-powered insights and NAE, as well as a
unified view of all devices and users, both
wired and wireless.
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Comprehensive switch management
capabilities include configuration,
on-boarding, monitoring, troubleshooting,
and reporting.

HPE Aruba Networking Network
Analytics Engine—advanced monitoring
and diagnostics

For enhanced visibility and froubleshooting,
HPE Aruba Networking’s Network Analytics
Engine (NAE) automatically monitors and
analyzes events that can impact network
health. Advanced felemetry and automation
provide the ability to easily identify and
froubleshoot network, system, application
and security related issues easily, through
the use of Python agents, CLI-based agents,
and REST APIs.

The Time Series Database (TSDB) stores
configuration and operational state historical
data making it available to quickly resolve
network issues. The dafta may also be used
o analyze frends and identify requirements.

HPE Aruba Networking Central uses NAE
and agents to deliver switch monitoring,
analytics, and enhanced froubleshooting

for wired assurance. NetEdit and third-party
tools such as ServiceNow and Slack provide
the intelligence fo integrate NAE alerts info
IT service management processes, speeding
problem resolution.

HPE Aruba Networking Switch
Multi-Edit Software—automated switch
configuration and management

The HPE Aruba Networking CX portfolio
empowers [T teams to orchestrate multiple
switch configuration changes for smooth
end-fo-end service rollouts. HPE Aruba
Networking Switch Multi-Edit Software
infroduces automation that allows for

rapid network-wide changes and ensures
policy conformance post network updates.
Intelligent capabilities include search, edit,
validation (including conformance checking),
deployment and audit features.

Capabilities include:

« Centralized configuration with validation
for consistency and compliance

» Time savings via simultaneous viewing and
editing of multiple configurations

» Customized validation tests for corporate
compliance and network design
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» Automated large-scale configuration deployment
without programming

» Nefwork health and fopology visibility with HPE Aruba
Networking NAE integration

Note: A separate software license is required to use HPE
Aruba Networking Switch Multi-Edit Software.

HPE Aruba Networking CX mobile app—
unparalleled deployment convenience

An easy-to-use mobile app simplifies connecting,
stacking and managing HPE Aruba Networking CX
6200 switches for any size project. Switch information
can also be imported info HPE Aruba Networking
Switch Multi-Edit Software for simplified configuration
management and to confinuously validate the
conformance of configurations anywhere in the network.

HPE Aruba Networking ASICs—

programmable innovation

Based on over 30 years of continuous investment,

HPE Aruba Networking's ASICs create the basis for
innovative and agile software feature advancements,
unparalleled performance and deep visibility. These
programmable ASICs are purpose-built to allow for a
fighter infegration of switch hardware and software
within campus and data centfer architectures to opfimize
performance and capacity. Virtual Output Queuing
(VOQ) isolates congestion, prevents Head of Line
Blocking (HOLB) and allows full line rate on outgoing
(egress) ports. Flexible ASIC resources enable HPE
Aruba Networking's NAE solution to inspect all data,
which allows for rapid feature development and delivery.
The HPE Aruba Networking CX 6200 is based on the
HPE Aruba Networking Gen7 ASIC architecture.

HPE Aruba Networking Dynamic Segmentation—
simple, secure, and scalable segmentation

The HPE Aruba Networking Dynamic Segmentation
solution enables seamless mobility, consistent policy
enforcement, and automated configurations for wired
and wireless clients across networks of all sizes. It unifies
role-based access and policy enforcement across LAN,
WLAN, and SD-WAN networks with centralized policy
definition and dedicated enforcement points, ensuring
that users and devices can only communicate with
destinations consistent with their role-keeping traffic
secure and separate. Dynamic Segmentation is based
on establishing least privilege access to IT resources

by segmenting traffic based on identity, a fundamental
concept of both Zero Trust and SASE frameworks where
frust is based on roles and policies, not on where and
how a user or device connects.

This innovation begins with colorless ports and
role-based micro-segmentation technologies. Colorless
ports allow wired clients to connect to any switch port,

—

with the configuration automated using RADIUS-based
access control. This eliminates the need for manual
on-boarding of clients, including loT devices, onto

the network.

Role-based micro-segmentation delivers benefits

of reduced subnet and VLAN sprawl, simplified
policy definition, and scalable policy enforcement by
infroducing the concept of client user roles.

Independent of network constructs such as VLANs and
VREFs, clients can be grouped into a user role based on
their identity, allowing the colorless ports tfechnology o
be extended to the centralized overlay fabric, as clients
are on-boarded with automatic tunnel creation based on
the associated user roles policy.

The user roles policy offers the choice between
micro-segmentation using centralized and unified policy
enforcement for wireless and wired traffic with Layer 7
stateful firewall on gateways or a distributed approach
with a Layer 4 role-role ACL on switches.

Dynamic Segmentation provides scale and flexibility in
network design by allowing the stretching of VLANs and
subnefs across the enfire network with a VXLAN-based
distributed overlay fabric.

This series supports VXLAN-GBP based policies
fo enable role-based micro-segmentation and can
parficipate in a HPE Aruba Networking Central
NetConductor extended-edge campus solution
by forming static VXLAN-GBP tunnels to fabric
edge devices.

Mobility and loT performance

The HPE Aruba Networking CX 6200 Switch Series
uses a fully distributed architecture that utilizes the
Gen7 HPE Aruba Networking ASICs. This ensures

that our switches offer very low latency, increased
packet buffering, and adaptive power consumpftion.

All switching and routing are wire-speed fo meet the
demands of bandwidth-intensive applications today and
in the future. Each switch includes the following:

e Up to 176 Gbps in non-blocking bandwidth and up to
130.9 Mpps for forwarding

« Selectable queue configurations that allow for
increasedperformance by defining a number of queues
and associated memory buffering to best meet the
requirements of network applications

VSF stacking—scale and simplicity

The HPE Aruba Networking Virtual Switching
Framework (VSF) allows you to quickly grow your
network using high performance front plane stacking
over copper and fiber.

Page 3
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Additional features include:

» Support for up to 8 switches (or members) in a stack
via chain or ring fopology

« Flexibility to create stacks that span longer distances
such as hundreds of meters across campuses
o kilometers between sites using long-range
10 GbE tfransceivers

« Simplified configuration and management as the
switches act as a single chassis when stacked

« Flexibility to mix 24 and 48-port modular and fixed
HPE Aruba Networking 6200 models within a single
stack to meet your deployment requirements

e The HPE Aruba Networking CX Mobile app provides
support for a validated stack deployment that ensure
that all stack links and uplinks are connected properly

HPE Aruba Networking CX 6200—Enterprise-class
connectivity for all environments

Whether in the branch office or a small to large
entferprise environment, you can choose from eleven
fixed and five modular 1U models. Switches include
models with two to four high-speed built-in uplinks

that auto-negotiate from 1 GbE to 10 GbE to deliver
non-blocking performance, and models that have two to
four cost-efficient 1GbE uplinks. Fixed format (F) models
include built-in power supplies.

The modular (M) models have rear slots for hot
swappable power supplies that allow you to customize
your PoE requirements, and its fans are field replaceable.
Additional highlights include:

e Five 1U 6200F models that support 24, and 48 access
ports of [EEE 802.3 (100M/1GbE) with four built-in
1 GbE uplink SFP ports.

« Six 1U 6200F models that support 12, 24, and 48
access ports of [IEEE 802.3 (100M/1GbE) with four
built-in 1 GbE/10 GbE uplink SFP + ports on 24 to
48 port models and dual 1 GbE/10 GbE plus dual
1 GbE uplinks on 12 port model.

« Five 1U 6200M models that support 24, and 48 access
ports of IEEE 802.3 (100M/1GbE) with four built-in
1 GbE/10 GbE uplink SFP+ ports.

e Industry standard IEEE 802.3bt High Power
PoE (Class 6) provides up to 60W per port on
CX 6200M switches

e Supports industry standard IEEE 802.3at Power
over Ethernet (PoE+) for up to 30W per port on
CX 6200F switches

» Support for pre-standard PoE detects and provides
power to pre-standard PoE devices

« High availability with always-on PoE that supplies
PoE power evenduring scheduled reboots and
firmware upgrades

—

 Quick PoE supplies PoE power to powered devices as
soon as the switch is plugged into AC power so device
can initialize at same fime as switch OS boots up

e Support for Energy Efficient Ethernet IEEE 802.3az
reduces power consumption during periods of
low traffic.

e Auto-MDIX provides automatic adjustments
for straight-through or crossover cables on all
10/100/1000 ports

e Unsupported Transceiver Mode (UTM) allows to insert
and enable all unsupported 1G and 10G transceivers
and cables. Note that there is no warranty nor support
for the transceiver/cable when this feature is used.

« IPv6 capabilities include:

-1Pv6 host enables switches to be managed in an
IPv6 network

—Dual stack (IPv4 and IPvé) transitions from IPv4 to
IPv6, supporting connectivity for both protocols

—MLD snooping forwards IPvé mulficast traffic to the
appropriate interface

—-1Pv6 ACL/QoS supports ACL and QoS for IPvé
network traffic

-IPV6 routing supports Static and OSPFv3 protocols

—Security provides RA guard, dynamic IPvé lockdown,
and ND snooping

 Jumbo frames allow for high-performance backups
and disaster- recovery systems; provides a maximum
frame size of 9198 bytes

 Packet storm protection against broadcast,
multicast and unknown unicast storms with
user-defined thresholds

» Smart link enables simple, fast converging link
redundancy and load balancing with dual uplinks
avoiding Spanning Tree complexities

High availability and resiliency

To ensure a high degree of up-time we offer high
availability and multicast features needed for a
highly-available Layer 2 access deployment including:

» Hot Swappable Power Supplies available in the CX
6200M models

- Provides N+1 and N+N redundancy for high reliability
in the event of power line or supply failures

- Optional secondary power supplies to increase the
fotal available PoE power

« Fixed power supplies are included in the CX 6200F
switch models

» Uni-directional Link Detection (UDLD) to monitor
link connectivity and shut down ports at both ends if
uni-directional traffic is detected, preventing loops in
STP-based networks

Page 4
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« |EEE 802.3ad LACP supports up to 32 LAGs, each
with up to 8 links per LAG; and provides support
for static or dynamic groups and a user-selectable
hashing algorithm

« |EEE 802.1s Multiple Spanning Tree provides high
link availability in VLAN environments where multiple
spanning trees are required; and legacy support for
IEEE 802.1d and IEEE 802.1w

» EEE 802.3ad link-aggregation-control protocol (LACP)
and port frunking support static and dynamic frunks
where each frunk supports up to eight links (ports) per
static trunk

« Virtual Router Redundancy Protocol (VRRP)
allows groups of two routers to dynamically create
highly available routed environments in IPV4 and
IPV6 networks

» Hot-Patching support for standalone and VSF
stacked switches

Quality of Service (QoS) features

To support congestion actions and traffic prioritization,
the HPE Aruba Networking CX 6200 Series includes
the following:

« Strict priority (SP) queuing and Deficit Weighted
Round Robin (DWRR)

« Traffic prioritization (IEEE 802.1p) for real-
fime classification

« Class of Service (CoS) sets the IEEE 802.1p priority
tag based on IP address, IP Type of Service (ToS),
Layer 3 protocol, TCP/UDP port number, source port,
and DiffServ

« Rafe limiting sets per-port ingress enforced maximums
and per-port, per-queue minimums

 Transmission rates of egressing frames can be
limited on a per- queue basis using Egress Queue
Shaping (EQS)

» L arge buffers for graceful congestion management

Simplified configuration and management

In addition fo HPE Aruba Networking Central, the

HPE Aruba Networking CX Mobile App, HPE Aruba
Networking Switch Multi-Edit Software and HPE Aruba
Networking Network Analytics Engine, the 6200 series
offers the following:

« Built-in programmable and easy-to-use REST
APl interface

« Simple day zero provisioning

e sFlow (RFC 3176) is ASIC-based wire speed network
monitoring and accounting with no impact on network
performance; network operators can gather a variety
of network statistics and information for capacity
planning and real-tfime network monitoring purposes

—

» Management interface control enables or disables each
of the following depending on security preferences,
console port, or reset button

Industry-standard CLI with a hierarchical structure for
reduced training time and expense. Delivers increased
productivity in multivendor environments

Management security restricts access fo critical
configuration commands, provides multiple privilege
levels with password protection and local and remote
syslog capabilities allow logging of all access

Supports SNMP (v2c/v3) and a wide range of read,
write, and trap capabilities for industry standard
Management Information Base (MIB), private
extensions, and common use cases, such as system,
port, PoE and VLAN management

Remote monitoring (RMON) with standard SNMP
to monitor essential network functions. Supports
events, alarms, history, and statistics groups as well
as a private alarm extension group; RMON, and
sFlow provide advanced monitoring and reporting
capabilities for stafistics, history, alarms and events

TFTP and SFTP support offers different mechanisms
for configuration updates; trivial FTP (TFTP) allows
bidirectional transfers over a TCP/ IP network; Secure
File Transfer Protocol (SFTP) runs over an SSH tunnel
fo provide additional security

Debug and sampler uftility supports ping and
traceroute for IPv4 and IPvé

Network Time Protocol (NTP) synchronizes
fimekeeping among distributed time servers and
clients; keeps timekeeping consistent among all clock-
dependent devices within the network

IEEE 802.1AB Link Layer Discovery Protocol (LLDP)
advertises and receives management information
from adjacent devices on a network, facilitating easy
mapping by network management applications

Dual flash images provides independent primary
and secondary operating system files for backup
while upgrading

Multiple configuration files can be stored to a
flash image

Ingress and egress port moniftoring enable more
efficient network problem solving

Unidirectional link detection (UDLD) monitors the link
between two switches and blocks the ports on both
ends of the link if the link goes down at any point
between the two devices

* I[P SLA for Voice monitors quality of voice traffic using
the UDP litter for VoIP tests
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Layer 2 switching
The following layer 2 services are supported:

« VLAN support and tagging support [EEE 802.1Q
4094 VLAN IDs) and 2K VLANS simultaneously

» Jumbo packet support improves the performance
of large data transfers; supports frame size of up to
9198 bytes

« |EEE 802.1v protocol VLANSs isolate select non-IPv4
protocols automatically into their own VLANs

 Rapid Per-VLAN Spanning Tree (RPVST+) allows each
VLAN fo build a separate spanning tree to improve link
bandwidth usage; is compatible with PVST+

* MVRP allows automatic learning and dynamic
assignment of VLANs

* VXLAN encapsulation (tunnelling) protocol for
overlay network that enables a more scalable virtual
network deployment

« Bridge Protocol Data Unit (BPDU) tunnelling Transmits
STP BPDUs transparently, allowing correct tree
calculations across service providers, WANs, or MANs

« Port mirroring duplicates port traffic (ingress
and egress) fo a monitoring port; supports
4 mirroring groups

» STP supports standard I[EEE 802.1D STP, [EEE 802.1w
Rapid Spanning Tree Protocol (RSTP) for faster
convergence, and IEEE 802.1s Multiple Spanning Tree
Protocol (MSTP)

« Infernet Group Management Protocol (IGMP) Controls
and manages the flooding of multicast packets in a
Layer 2 network

 QinQ support fo improve the VLAN ufilization by
adding another 802.1Q tag fo tagged packets

Layer 3 services
The following layer 3 services are supported:

 Loopback inferface address defines an address
in Open Shortest Path First (OSPF), improving
diagnostic capability

» Address Resolution Protocol (ARP) determines the
MAC address of another IP host in the same subnet;
supports static ARPs; gratuitous ARP allows detection
of duplicate IP addresses; proxy ARP allows normal
ARP operation between subnets or when subnets are
separated by a Layer 2 network

» Domain Name System (DNS) provides a distributed
database that tfranslates domain names and IP
addresses, which simplifies network design; supports
client and server

« Supports internal loopback testing for maintenance
purposes and increased availability; loopback
detection protects against incorrect cabling or network

—

configurations and can be enabled on a per-port or
per-VLAN basis for added flexibility

» Route maps provide more control during route
redistribution; allow filtering and altering of
route metrics

» Dynamic Host Configuration Protocol (DHCP)
simplifies the management of large IP networks and
supports client; DHCP Relay enables DHCP operation
across subnets

» DHCP server centralizes and reduces the cost of IPv4
address management

Layer 3 routing
The following layer 3 routing services are supported:

 Routing Information Protocol version 2 (RIPv2)
provides an easy to configure routing protocol for
small networks as while RIPng provides support for
small IPv6 networks

Single-area Open shortest path first (OSPF) delivers
faster convergence; uses link-state routing Interior
Gateway Protocol (IGP), which supports NSSA, and
MD5 authentication for increased security and graceful
restart for faster failure recovery

OSPF provides OSPFv2 for IPv4 routing and OSPFv3
for IPv6 routing

Static IP routing provides manually configured routing

Static IPv4 routing provides simple manually
configured IPv4 routing

IP performance optimization provides a set of tools to
improve the performance of IPv4 networks; includes
directed broadcasts, customization of TCP parameters,
support of ICMP error packets, and extensive

display capabilities

Static IPvé routing provides simple manually
configured IPv6 routing

Dual IP stack maintfains separate stacks for IPv4 and
IPv6 to ease the fransition from an IPv4-only network
fo an IPv6-only network design

mDNS (Multicast Domain Name System) Gateway
enables discovery vof mDNS groups across
L3 boundaries

Equal-Cost Multipath (ECMP) enables multiple
equal-cost links in a routing environment to increase
link redundancy and scale bandwidth

Open shortest path first (OSPF) delivers faster
convergence; uses link-state routing Inferior Gateway
Protocol (IGP), which supports ECMP, NSSA, and MD5
authentication for increased security and graceful
restart for faster failure recovery

» Static IP routing provides manually configured routing;
includes ECMP capability
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Security

Each HPE Aruba Networking CX 6200 Switch comes
with an integrated trusted platform module (TPM) for
platform integrity. This ensures the boot process started
from a trusted combination of AOS-CX switches. Other
security features include:

o AOS-CX uses FIPS 140-2 validated cryptography for
profection of sensitive information.

 Access conftrol list CACL) support for both IPv4 and
IPv6; allows for filtering traffic to prevent unauthorized
users from accessing the network, or for controlling
network traffic to save resources; rules can either deny
or permit traffic to be forwarded; rules can be based on
a Layer 2 header or a Layer 3 protocol header

ACLs also provide filtering based on the IP field,
source/destination IP address/subnet, and
source/destination TCP/UDP port number on a
per-VLAN or per-port basis

Remote Authentication Dial-In User Service (RADIUS)

Terminal Access Controller Access-Control System
(TACACSH) delivers an authentication tool using TCP
with encryption of the full authentication request,
providing additional security

Management access security for both on- and off-box
authentication for administrative access. RADIUS or
TACACS+ can be used fo provide encrypted user
authentication. Additionally, TACACS+ can also provide
admin authorization services

Control Plane Policing sets rate limit on control
profocols to protect CPU overload from DOS attacks

Supports multiple user authentication methods. Uses
an |EEE 802.1X supplicant on the client in conjunction
with a RADIUS server to authenticate in accordance
with industry standards. MAC-based and 802.1x
authentication for all clients on a port can be sent fo a
per port RADIUS server group when one is configured

Web based authentication using Captive Portal on
ClearPass is supported for use cases such as Guest
Access and for devices that don’t support 802.1x or
MAC Auth.

Supports MAC-based client authentication

Concurrent IEEE 802.1X, Web, and MAC authentication
schemes per switch port accepts up to 32 sessions of
I[EEE 802.1X, Web, and MAC authentications

Secure management access delivers secure encryption
of all access methods (CLI, GUI, or MIB) through
SSHv2, SSL, and/or SNMPv3

» Switch CPU protection provides automatic protection
against malicious network traffic trying to shut down
the switch

—

* ICMP throttling defeats ICMP denial-of-service attacks
by enabling any switch port to automatically throttle
ICMP traffic

e |dentity-driven ACL enables implementation of a
highly granular and flexible access security policy
and VLAN assignment specific to each authenticated
neftwork user

STP BPDU port protection blocks Bridge Protocol Data
Units (BPDUSs) on ports that do not require BPDUS,
preventing forged BPDU attacks

Dynamic IP lockdown works to block traffic
from unauthorized hosts, preventing IP source
address spoofing

Dynamic ARP protection blocks ARP broadcasts from
unauthorized hosts, preventing eavesdropping or theft
of network data

STP root guard protects the root bridge from malicious
attacks or configuration mistakes

Port security allows access only to specified MAC
addresses, which can be learned or specified by
the administrator

MAC address lockout prevents particular configured
MAC addresses from connecting to the network

Source-port filtering allows only specified ports to
communicate with each other

Secure shell encrypts all transmitted data for secure
remote CLI access over IP networks

Secure Sockets Layer (SSL) encrypts all HTTP
fraffic, allowing secure access o the browser-based
management GUI in the switch

Secure FTP allows secure file fransfer to and from the
switch; protects against unwanted file downloads or
unauthorized copying of a switch configuration file

Critical Authentication Role ensures that important
infrastructure devices such as IP phones are
allowed network access even in the absence of a
RADIUS server

MAC Pinning allows non-chatty legacy devices to stay
authenticated by pinning client MAC addresses to the
port until the clients logoff or get disconnected

Security banner displays a customized security policy
when users log in to the switch

RadSec enables RADIUS authentication and
accounting data fo be passed safely and reliably across
insecure networks
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—

« Private VLAN (PVLAN) provides traffic isolation
between users on the same VLAN; typically a switch
port can only communicate with other ports in the
same community and/or an uplink port, regardless
of VLAN ID or destination MAC address. This
extends network security by restricting peer-peer
communication fo prevent variety of malicious attacks

o Auto VLAN Creation automates VLLAN creatfion on
access switches for authenticated clients

o DHCP smart relay allows the DHCP relay agent fo use
secondary IP addresses when the DHCP server does
not reply the DHCP-OFFER message

« Supports device fingerprinting—Identify a device
based on collected attributes and analyze that
information using ClearPass Device Insight for better
visibility and to enable informed network access
control decisions

« |EEE 802.1AE MACsec provides switch-to-switch and
switch-to- host! security on a link between two ports
using standard encryption and authentication

Multicast

» IGMP Snooping allows multiple VLANSs fo receive
the same IPv4 multicast traffic, lessening network
bandwidth demand by reducing multiple streams fo
each VLAN

» Multicast Listener Discovery (MLD) enables discovery
of IPv6 multicast listeners; support MLD v1 and v2

» Protocol Independent Multicast (PIM) defines modes
of IPv4 and IPv6 multicasting to allow one-to-many
and many-to- many transmission of information;
supports PIM Sparse Mode (SM), Source-Specific
Multicast (SSM), and Dense Mode (DM) for both IPv4
and IPv6

e Internet Group Management Profocol (IGMP) ufilizes
Any-Source Mulficast (ASM) to manage IPv4 multicast
networks; supports IGMPv1, v2, and v3

Convergence
« |P multicast snooping (data-driven IGMP) prevents
flooding of IP multicast traffic

« [P multicast routing includes PIM Sparse,
Source-Specific Multicast, and Dense modes to route
IP multicast traffic

» LLDP-MED (Media Endpoint Discovery) defines a
standard extension of LLDP that stores values for
parameters such as QoS and VLAN to automatically
configure network devices such as IP phones

 PoE allocations supports multiple methods (allocation
by usage or class, with LLDP and LLDP-MED)
to allocate PoE power for more efficient power
management and energy savings.

» Auto VLAN configuration for voice RADIUS VLAN
uses a standard RADIUS attribute and LLDP-MED to
automatically configure a VLAN for IP phones

» CDPv2 uses CDPv2 to configure legacy IP phones

Additional information
» Green initiative support for RoHS (EN 50581:2012)
and WEEE regulations

e TAA compliant models available

Customer first, customer last support

When your network is important to your business,
then your business needs the backing of HPE Aruba
Networking Support Services. Partner with HPE Aruba
Networking product experts fo increase your team
productivity, keep pace with technology advances,
software releases, and obtain break-fix support.

» Foundational Care for HPE Aruba Networking
support services include priority access fo HPE Aruba
Networking Technical Assistance Center (TAC)
engineers 24x7x365, flexible hardware and onsite
support options, and total coverage for HPE Aruba
Networking products. HPE Aruba Networking
switches with assigned HPE Aruba Networking
Central subscriptions benefit with option for additional
hardware support only.

HPE Aruba Networking Pro Care adds fast access to
senior HPE Aruba Networking TAC Engineers, who
are assigned as a single point of contact for case
management, reducing the time spent addressing and
resolving issues.

For complete details on Foundational Care and Pro Care,
please visit: arubanetworks.com/support-services

Warranty, services and support

Limited Lifetime Warranty, see arubanetworks.
com/support-services/ product-warranties for
warranty and support information included with your
product purchase.

For more detailed information on HPE Aruba
Networking AOS-CX software release and
features, please visit the AOS-CX Switch Software
Documentation Portal.

Explore and compare switch features for each platform
and software release on the HPE Aruba Networking
Switch Feafure Navigator

For support and services information, visit
arubanetworks.com/support-services

*All 6200M models support MACSec 256 encryption on 2x uplink ports. All 6200M models (except R8Q71A) support MACSec 256 encryption on downlink ports. For R8Q71A HPE
Aruba Networking CX 6200M 36G 12SR5 Classé PoE 4SFP+ Switch, MACsec 256 encryption for downlink ports are only available on and only on ports 37-48 (SR5 ports) 37-48
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Specifications

HPE Aruba Networking CX

6200F 24G 4SFP Switch
(SOM81A)

HPE Aruba Networking
CX 6200F 24G class

4 PoE 4SFP 370W
Switch (SOM82A)

HPE Aruba Networking CX

6200F 48G 4SFP Switch
(SOM83A)

HPE Aruba Networking
CX 6200F 48G class

4 PoE 4SFP 370W
Switch (SOM84A)

Page 9

HPE Aruba Networking CX
6200F 48G class 4 PoE 4SFP
740W Switch (SOM85A)

Description

24x ports
10/100/1000BASE-T Ports

4x 100M/1G SFP ports

1x USB-C Console Port
1x RJ-45 Console Port
1x OOBM

1x USB Type-A Host port

24x ports
10/100/1000BASE-T Class &
PoE Ports, supportfing up fo
30W per port

4x 100M/1G SFP ports
Supports PoE Standards IEEE
802.3af, 802.3af

1x USB-C Console Port
1x RJ-45 Console Port
1x OOBM

1x USB Type-A Host port

48x ports
10/100/1000BASE-T Ports

4x 1T00M/1G SFP ports

1x USB-C Console Port
1x RJ-45 Console Port
1x OOBM

1x USB Type-A Host port

48x ports
10/100/1000BASE-T Class 4
PoE Ports, supporting up fo
30W per port

4x 100M/1G SFP ports

Supports PoE Standards IEEE
802.3af, 802.3at

1x USB-C Console Port
1x RJ-45 Console Port
1x OOBM

1x USB Type-A Host port

48x ports
10/100/1000BASE-T Class &
PoE Ports, supporfing up fo
30W per port

4x 1T00M/1G SFP ports

Supports PoE Standards IEEE
802.3af, 802.3at

1x USB-C Console Port
1x RJ-45 Console Port
1x OOBM

1x USB Type-A Host port

Power supplies

Fixed power supply

Fixed power supply

Up to 370W of Class & PoE
Power

Fixed power supply

Fixed power supply

Up fo 370W of Class & PoE
Power

Fixed power supply

Up fo 740W of Class 4 PoE
Power

Fans

Fixed fans

Physical characteristics

Dimensions

(H) 4.37 cm x

(W) 44.25 cm x

(D) 28.45 cm
(1.72"x17.42"x 11.2")

(H) 4.37 cm x

(W) 44.25 cm x

(D) 30.43 cm

(1.72"x 17.42"x 11.98")

(H) 4.37 cm x

(W) 44.25 cm x

(D) 28.45 cm
(1.72"x17.42"x 11.2")

(H) 4.37 cm x

(W) 44.25 cm x

(D) 30.43 cm

(1.72"x 17.42"x 11.98")

(H) 4.37 cm x

(W) 44.25 cm x

(D) 32.66 cm

(1.72"x 17.42"x 12.86")

Configuration weight

3.77 kg (8.32 Ibs)

£4.39 kg (9.68 Ibs)

3.90 kg (8.59 Ibs)

4.87 kg (10.74 Ibs)

5.13 kg (11.32 Ibs)

Additional specifications

CPU

Quad Core ARM Cortex™ A72 @ 1.8GHz

Memory and flash

8 GB DDR4
16 GB eMMC

Packet buffer total
(available+reserved)

8 MB (6 MB + 2 MB)

Performance

Model switching capacity

Up to 56 Gbps

Up to 104 Gbps

Model throughput capacity

Up fo 41.7 Mpps

Up to 77.4 Mpps

Average latency
(LIFO-64-bytes packets)

1 Gbps: 3.2uSec

Stack size

8 members

Max. stacking distance

Up to 10 kms with long range transceivers

Stacking bandwidth

4 Gbps

Switched virtual interfaces
(dual stack)

256
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Specifications

HPE Aruba Networking
CX 6200F 24G 4SFP
Switch (SOM81A)

HPE Aruba Networking
CX 6200F 24G class

4 PoE 4SFP 370W
Switch (SOM82A)

HPE Aruba Networking
CX 6200F 48G 4SFP
Switch (SOM83A)

HPE Aruba Networking
CX 6200F 48G class

4 PoE 4SFP 370W
Switch (SOM84A)
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HPE Aruba Networking CX
6200F 48G class 4 PoE 4SFP
740W Switch (SOM85A)

Performance

IPv4 host table (ARP) 8,192
IPv6 host table (ND) 8,192
IPv4 unicast routes 2,048
IPVv6 unicast routes 1,024
MAC table capacity 32,768
IGMP groups 1,024
MLD groups 1,024

IPv4/IPv6/MAC ACL
entries (ingress)

5,120/ 1,280/5,120

IPv4/IPv6/MAC ACL
entries (egress)

2,048/512/2,048

Environment

Operating temperature

32°F t0 113°F (0°C to 45°C)
up fo 5,000 ft ; derate 1°C for
every 1,000 ft from 5,000 ft
0 10,000 ft.

32°F t0 113°F (0°C to 45°C)
up fo 5,000 ft ; derate 1°C for
every 1,000 ft from 5,000 ft
0 10,000 ft.

32°F t0 113°F (0°C to 45°C)
up o 5,000 ft ; derate 1°C for
every 1,000 ft from 5,000 ft
0 10,000 ft.

32°F t0 113°F (0°C to 45°C)
up fo 5,000 ft ; derate 1°C for
every 1,000 ft from 5,000 ft
0 10,000 ft.

32°F to 113°F (0°C to 45°C)
up fo 5,000 ft ; derate 1°C for
every 1000 ft from 5,000 ft
0 10,000 ft.

Operating relative
humidity

5% 10 95% @ 104°F
(40°C) non-condensing

5% 0 95% @ 104°F
(40°C) non-condensing

5% 10 95% @ 104°F
(40°C) non-condensing

5% 10 95% @ 104°F
(40°C) non-condensing

5% t0 95% @ 104°F
(40°C) non-condensing

Non-operating

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F 1o 158°F (-40°C to
70°C) up to 15,000 ft

Non-operating storage
relative humidity

5% to 95% @ 149°F
(65°C) non-condensing

5% to 95% @ 149°F
(65°C) non-condensing

5% 10 95% @ 149°F

(65°C) non-condensing

5% to 95% @ 149°F
(65°C) non-condensing

5% to 95% @ 149°F
(65°C) non-condensing

Max operating altitude

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

Max non-operating altitude

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

Acoustic

Sound Power,

Ly = 5.1 Bel

Sound Pressure,

L . (Bystanden) = 35.1 dB

Sound Power,

Ly = 5.1 Bel

Sound Pressure,

L n(Bystanden = 35.5 dB

Sound Power,

Ly = 5.0 Bel

Sound Pressure,

L .n(Bystanden = 34.7 dB

Sound Power,

Ly = 5.2 Bel

Sound Pressure,

L n(Bystanden = 36.8 dB

Sound Power,

Ly, = 5.3 Bel

Sound Pressure,

L .(Bystanden) = 36.5 dB

Primary Airflow

Front and side fo back

Front and side fo back

Front and side o back

Front and side fo back

Front and side to back
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HPE Aruba Networking CX
6200F 48G class 4 PoE 4SFP
740W Switch (SOM85A)

Electrical characteristics

Frequency 50Hz/60Hz 50Hz/60Hz 50Hz/60Hz 50Hz/60Hz 50Hz/60Hz

AC voltage 100V-120V/200V-240V 100V-127V/200V-240V 100V-120V/200V-240V 100V-127V/200V-240V 100V-120V/200V-240V
Current 0.9A/0.6A 5.2A/2.6A 0.9A/0.6A 5.2A/2.6A 10.3A/5.0A

80plus.org certification - - - - 80 PLUS Silver
Maximum heat dissipation 150 BTU/hr 150 BTU/hr 181 BTU/hr 194 BTU/hr 205 BTU/hr

BTU/hr and kJ/hr 158 kj/hr 158 kj/hr 191 kj/hr 205 kj/hr 216 kj/hr

Power consumption Idle: 29W Idle: 32W Idle: 33W Idle: 38W Idle: £2W

(230 VAC)

100% Traffic Rate: 44W

100% Traffic Rate: 44W

100% Traffic Rate: 53W

100% Traffic Rate: 57W

100% Traffic Rate: 6OW

Safety

Europe:

EN 62368-1:2014
+A11:2017

EN 62368-1:2020
+A11:2020

UK:

BS EN 62368-1:2014 +
A11:2017 2nd Ed BS

EN 62368-1:2020 +
A11:2020 3rd Ed

us:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No.
62368-1:19, 3rd Ed.

Worldwide:

IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:

EN 62368-1:2014
+A11:2017

EN 62368-1:2020
+A11:2020

UK:

BS EN 62368-1:2014 +
A11:2017 2nd Ed BS

EN 62368-1:2020 +
A11:2020 3rd Ed

us:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No.
62368-1:19, 3rd Ed.

Worldwide:

IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:

EN 62368-1:2014
+A11:2017

EN 62368-1:2020
+A11:2020

UK:

BS EN 62368-1:2014 +
A11:2017 2nd Ed BS

EN 62368-1:2020 +
A11:2020 3rd Ed

uUs:
UL 62368-1, 3rd Ed,

Canada:

CAN/CSA C22.2 No.
62368-1:19, 3rd Ed.

Worldwide:

IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:

EN 62368-1:2014
+A11:2017

EN 62368-1:2020
+A11:2020

UK:

BS EN 62368-1:2014 +
A11:2017 2nd Ed BS

EN 62368-1:2020 +
A11:2020 3rd Ed

uUs:
UL 62368-1, 3rd Ed,

Canada:

CAN/CSA C22.2 No.
62368-1:19, 3rd Ed.

Worldwide:

IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:

EN 62368-1:2014
+A11:2017

EN 62368-1:2020
+A11:2020

UK:

BS EN 62368-1:2014 +
A11:2017 2nd Ed BS

EN 62368-1:2020 +
A11:2020 3rd Ed

uUs:
UL 62368-1, 3rd Ed.,,

Canada:

CAN/CSA C22.2 No.
62368-1:19, 3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022
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HPE Aruba Networking CX
6200F 48G class 4 PoE 4SFP
740W Switch (SOM85A)

Emissions

Europe:

EN 55032:2015 +A11:2020,
Class A

EN 61000-3-2:2019

EN 61000-3-3:2013

us:
FCC 47 CFR part 15B: Class A

Canada:

ICES-003 Issue 7: 2020,
Class A

Worldwide:

VCCI-CISPR 32, Class A
CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015,

Class A GB/T 9254.1-2021,
Class A CNS 15936:

2020, Class AKS C 9832

Europe:

EN 55032:2015 +A11:2020,
Class A

EN 61000-3-2:2019

EN 61000-3-3:2013

uUs:
FCC 47 CFR part 15B: Class A

Canada:

ICES-003 Issue 7: 2020,
Class A

Worldwide:

VCCI-CISPR 32, Class A
CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015,
Class A GB/T 9254.1-2021,
Class A CNS 15936:

2020, Class AKS C 9832

Europe:

EN 55032:2015 +A11:2020,
Class A

EN 61000-3-2:2019

EN 61000-3-3:2013

uUs:
FCC 47 CFR part 15B: Class A

Canada:

ICES-003 Issue 7: 2020,
Class A

Worldwide:

VCCI-CISPR 32, Class A
CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015,
Class A GB/T 9254.1-2021,
Class A CNS 15936:

2020, Class AKS C 9832

Europe:

EN 55032:2015 +A11:2020,
Class A

EN 61000-3-2:2019

EN 61000-3-3:2013

uUs:
FCC 47 CFR part 15B: Class A

Canada:

ICES-003 Issue 7: 2020,
Class A

Worldwide:

VCCI-CISPR 32, Class A
CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015,

Class A GB/T 9254.1-2021,
Class A CNS 15936:

2020, Class AKS C 9832

Europe:

EN 55032:2015 +A11:2020,
Class A

EN 61000-3-2:2019

EN 61000-3-3:2013

uUs:
FCC 47 CFR part 15B: Class A

Canada:

ICES-003 Issue 7: 2020,
Class A

Worldwide:

VCCI-CISPR 32, Class A
CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015,
Class A GB/T 9254.1-2021,
Class A CNS 15936:

2020, Class AKS C 9832

Lasers

EN 60825-1:2014/IEC
60825-1:2014 Class 1

Class 1 Laser Products/Laser
Klasse 1

(Applicable for accessories—
Optical Transceivers only)

EN 60825-1:2014/IEC
60825-1:2014 Class 1

Class 1 Laser Products/Laser
Klasse 1

(Applicable for accessories—
Optical Transceivers only)

EN 60825-1:2014/IEC
60825-1:2014 Class 1

Class 1 Laser Products/Laser
Klasse 1

(Applicable for accessories—
Optical Transceivers only)

EN 60825-1:2014/IEC
60825-1:2014 Class 1

Class 1 Laser Products/Laser
Klasse 1

(Applicable for accessories—
Optical Transceivers only)

EN 60825-1:2014/IEC
60825-1:2014 Class 1

Class 1 Laser Products/Laser
Klasse 1

(Applicable for accessories—
Optical Transceivers only)

Immunity

Generic CISPR 35:2016 CISPR 35:2016 CISPR 35:2016 CISPR 35:2016 CISPR 35:2016
EN EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020
ESD IEC 61000-4-2 IEC 61000-4-2 IEC 61000-4-2 IEC 61000-4-2 IEC 61000-4-2
Radiated IEC 61000-4-3 IEC 61000-4-3 IEC 61000-4-3 IEC 61000-4-3 IEC 61000-4-3
EFT/Burst IEC 61000-4-4 IEC 61000-4-4 IEC 61000-4-4 IEC 61000-4-4 IEC 61000-4-4
Surge IEC 61000-4-5 IEC 61000-4-5 IEC 61000-4-5 IEC 61000-4-5 IEC 61000-4-5
Conducted IEC 61000-4-6 IEC 61000-4-6 IEC 61000-4-6 IEC 61000-4-6 IEC 61000-4-6
Power frequency IEC 61000-4-8 IEC 61000-4-8 IEC 61000-4-8 IEC 61000-4-8 IEC 61000-4-8

magnetic field

Voltage dips and
interruptions

IEC 61000-4-11

IEC 61000-4-11

IEC 61000-4-11

IEC 61000-4-11

IEC 61000-4-11

Harmonics

IEC/EN 61000-3-2

IEC/EN 61000-3-2

IEC/EN 61000-3-2

IEC/EN 61000-3-2

IEC/EN 61000-3-2

Flicker

IEC / EN 61000-3-3

IEC/EN 61000-3-3

IEC / EN 61000-3-3

IEC/EN 61000-3-3

IEC / EN 61000-3-3
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HPE Aruba Networking

HPE Aruba Networking HPE Aruba Networking CX

CX 6200F 24G 4SFP CX 6200F 24G class CX 6200F 48G 4SFP CX 6200F 48G class 6200F 48G class 4 PoE 4SFP
Switch (SOM81A) 4 PoE 4SFP 370W Switch (SOM83A) 4 PoE 4SFP 370W 740W Switch (SOM85A)
Switch (SOM82A) Switch (SOM84A)

RoHs

EN 63000:2018/IEC
63000:2018

EN 63000:2018/IEC

63000:2018 63000:2018

EN 63000:2018/IEC

EN 63000:2018/IEC
63000:2018

EN 63000:2018/IEC
63000:2018

Mounting and enclosure

Mounts in an EIA-standard

19 in. Telco rack or equipment
cabinet. Horizontal surface
mounting only. 2-post rack

kit included.

Mounts in an EIA-standard
19 in. Telco rack or equipment
cabinet. Horizontal surface
mounting only. 2-post rack

kit included. kit included.

Mounts in an EIA-standard
19 in. Telco rack or equipment
cabinet. Horizontal surface
mounting only. 2-post rack

Mounts in an EIA-standard

19 in. Telco rack or equipment
cabinet. Horizontal surface
mounting only. 2-post rack
kit included.

Mounts in an EIA-standard

19 in. Telco rack or equipment
cabinet. Horizontal surface
mounting only. 2-post rack
kit included.

Specifications

HPE Aruba Networking 6200F
126G Class4 PoE 2G/2SFP+139W
Switch (R8Q72A)

HPE Aruba Networking CX 6200F
24G 4SFP+Switch (JL724B)

HPE Aruba Networking CX 6200F
24G Class 4 PoE 4SFP+370W
Switch (JL725B)

HPE Aruba Networking CX 6200F
48G 4SFP+Switch (JL726B)

Description 12x ports 10/100/1000BASE-T Class
4 PoE Ports, supporting up to 30W
per port

2x 100M/1G ports

2x 1G/10G SFP ports; PHY-less
Supports PoE Standards IEEE
802.3af, 802.3at

1x RJ-45 Console Port

1x USB-C Console Port

1x OOBM

1x USB Type-A Host port

24x ports 10/100/1000BASE-T Ports
4x 1/10G SFP ports; PHY-less

1x USB-C Console Port
1x OOBM

1x USB Type-A Host port
1x RJ-45 Console Port

24x ports 10/100/1000BASE-T Class
4 PoE Ports, supporting up to 30W
per port

4x 1/10G SFP ports; PHY-less
Supports PoE Standards IEEE
802.3af, 802.3at

48x ports 10/100/1000BASE-T Ports
4x 1/10G SFP ports; PHY-less

1x USB-C Console Port
1x OOBM
1x USB Type-A Host port

1x RJ-45 Console Port
1x USB-C Console Port

1x OOBM
1x USB Type-A Host port
1xRJ-45 Console Port

Power supplies Fixed power supply

Up to 139W of Class 4 PoE Power

Fixed power supply

Fixed power supply
Up fo 370W of Class & PoE Power

Fixed power supply

Fans Fanless Fixed fans

Fixed fans Fixed fans

Physical characteristics

Dimensions (H) 4.39 cm x (H) 4.37 cmx
(W) 25.4 cm x (W) 44.25 cm x
(D)30.5cm (D) 28.45 cm

(1.73"x10.0"x 12.0M (1.72"x 17.42"x 11.2")

(H) 4.37 cm x (H) 4.37 cm x
(W) 44.25 cm x (W) 44.25 cm x
(D) 30.43 cm (D) 28.45 cm

(1.72"x 17.42" x 11.98") (1.72"x 17.42"x11.2")

Configuration weight 3.24 kg (7.14 Ibs) 3.77 kg (8.59 Ibs)

4.39 kg (9.68 Ibs) 390 kg (8.59 Ibs)

Additional specifications

CPU Quad Core ARM Cortex™ A72 @ Quad Core ARM Cortex™ A72 @ Quad Core ARM Cortex™ A72 @ Quad Core ARM Cortex™ A72 @
1.2GHz 1.8 GHz 1.8 GHz 1.8 GHz

Memory and flash 8 GB DDR4 8 GB DDR4 8 GB DDR4 8 GB DDR4
16 GB eMMC 16 GB eMMC 16 GBeMMC 16 GBeMMC

Packet buffer total 8 MB (6 MB + 2 MB) 8 MB (6 MB + 2 MB)

(available+reserved)

8 MB (6 MB + 2 MB) 8 MB (6 MB + 2 MB)
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HPE Aruba Networking CX 6200F
48G 4SFP+Switch (JL726B)

Performance

Model switching capacity

68 Gbps

128 Gbps

128 Gbps

176 Gbps

Model throughput capacity

Up fo 45.1 Mpps

Up to 95.2 Mpps

Up to 95.2 Mpps

Up to 130.9Mpps

Average latency
(LIFO-64-bytes packets)

1 Gbps: 5.9uSec
10 Gbps: 4.2pSec

1 Gbps: 3.3uSec
10 Gbps: 2.3uSec

1 Gbps: 3.3uSec
10 Gbps: 2.3uSec

1 Gbps: 3.3uSec
10 Gbps: 2.3uSec

Stack size

8 members (with other 12p

6200F switches only; No stacking

support with 24/48p 6200F or
6200M switches)

8 members (with other 24/48p 6200F
and 6200M switches only)

8 members (with other 24/48p 6200F
and 6200M switches only)

8 members (with other 24/48p 6200F
and 6200M switches only)

Max. stacking distance

Up to 10 kms with long range
fransceivers

Up to 10 kms with long range
fransceivers

Up to 10 kms with long range
fransceivers

Up to 10 kms with long range
fransceivers

Stacking bandwidth

Up to 20Gbps

Up to 40Gbps

Up to 40Gbps

Up to 40Gbps

Switched virtual interfaces 128 256 256 256
(dual stack)

IPv4 host table (ARP) 8,192 8,192 8,192 8,192
IPv6 host table (ND) 8,192 8,192 8,192 8,192
IPv4 unicast routes 2,048 2,048 2,048 2,048
IPv6 unicast routes 1,024 1,024 1,024 1,024
MAC table capacity 32,768 32,768 32,768 32,768
IGMP groups 768 1,024 1,024 1,024
MLD groups 768 1,024 1,024 1,024

IPv4/IPv6/MAC ACL

entries (ingress)

5,120/1,280/5,120

5,120/1,280/5,120

5,120/1,280/5,120

5,120/1,280/5,120

IPv4/IPv6/MAC ACL

entries (egress)

2,048/512/2,048

2,048/512/2,048

2,048/512/2,048

2,048/512/2,048

Environment

Operating temperature

32°F to 113°F (0°C to 45°C) up
to 5,000 ft; derate 1°C for every

1,000 ft from 5,000 ft to 10,000 ft.

32°F to 113°F (0°C to 45°C) up
to 5,000 ft; derate 1°C for every
1,000 ft from 5,000 ft to 10,000 ft.

32°F t0 113°F (0°C to 45°C) up

to 5,000 ft; derate 1°C for every
1,000 ft from 5,000 ft to 10,000 ft.

32°F t0 113°F (0°C to 45°C) up
to 5,000 ft; derate 1°C for every
1,000 ft from 5,000 ft to 10,000 ft.

Operating relative humidity

5% 10 95% @ 104°F (40°C)

non-condensing

5% 10 95% @ 104°F (40°C)

non-condensing

5% 10 95% @ 104°F (40°C)

non-condensing

5% 10 95% @ 104°F (40°C)

non-condensing

Non-operating

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

-40°F to 158°F (-40°C to
70°C) up to 15,000 ft

Non-operating storage
relative humidity

5% 10 95% @ 149°F (65°C)

non-condensing

5% 10 95% @ 149°F (65°C)

non-condensing

5% 10 95% @ 149°F (65°C)

non-condensing

5% 10 95% @ 149°F (65°C)

non-condensing

Max operating altitude

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max
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HPE Aruba Networking CX 6200F
48G 4SFP+Switch (JL726B)

Enviroment

Max non-operating altitude

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

Acoustic

Sound Power, LWAd =0 Bel

Sound Pressure, Loan (Bystanden) =

0 dB; Fanless

Sound Power, LWAd =5.1Bel

Sound Pressure, LDM (Bystanden) =

35.1dB

Sound Power, L, =5.1 Bel

wad

Sound Pressure, LpAm (Bystanden) =

35.5dB

Sound Power, LWAd = 5.0 Bel
Sound Pressure, LpAm (Bystanden =
34.7dB

Primary airflow

Front and side fo back

Front and side fo back

Front and side to back

Electrical characteristics

Frequency 50Hz/60Hz 50Hz/60Hz 50Hz/60Hz 50Hz/60Hz

Ac voltage Q90-264 VAC, rated 100V-120V/200V-240V, rated 100V-127V/200V-240V, rated 100V-120V/200V-240V, rated
Current 2.6A/1.3A 0.9A/0.6A 5.2A/2.6A 0.9A/0.6A

80plus.Org certification - - - -

Maximum heat dissipation Q6 BTU/hr 150 BTU/hr 150 BTU/hr 181 BTU/hr

BTU/hr and kj/hr 101 kj/hr 158 kj/hr 158 kj/hr 191 kj/h

Power consumption Idle: 23W Idle: 29W Idle: 32W Idle: 33W

(230 VAC)

100% Traffic Rate: 28W

100% Traffic Rate: 44W

100% Traffic Rate: 44W

100% Traffic Rate: 53W

Safety

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:

BS EN 62368-1:2014 + A11:2017
2nd Ed

BS EN 62368-1:2020 + A11:2020
3rd Ed

us:
UL 62368-1, 3rd Ed.,

Canada:

CAN/CSA C22.2 No. 62368-1:19,
3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:

BS EN 62368-1:2014 + A11:2017
2nd Ed

BS EN 62368-1:2020 + A11:2020
3rd Ed

us:
UL 62368-1, 3rd Ed.,

Canada:

CAN/CSA C22.2 No. 62368-1:19,
3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:

BS EN 62368-1:2014 + A11:2017
2nd Ed

BS EN 62368-1:2020 + A11:2020
3rd Ed

us:
UL 62368-1, 3rd Ed.,

Canada:

CAN/CSA C22.2 No. 62368-1:19,
3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:

BS EN 62368-1:2014 + A11:2017
2nd Ed

BS EN 62368-1:2020 + A11:2020
3rd Ed

us:
UL 62368-1, 3rd Ed.,

Canada:

CAN/CSA C22.2 No. 62368-1:19,
3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022
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HPE Aruba Networking CX 6200F
48G 4SFP+Switch (JL726B)

Emissions

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

UsS:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A
CNS 15936:2020, Class A

KS C 9832

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

UsS:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A
CNS 15936:2020, Class A

KS C 9832

Europe:

EN 55032:2015 +A11:2020, Class A

EN 61000-3-2:2019
EN 61000-3-3:2013

Us:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A
CNS 15936:2020, Class A

KS C 9832

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

Us:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A
CNS 15936:2020, Class A

KS C 9832

Lasers

EN 60825-1:2014/IEC 60825-1:2014  EN 60825-1:2007/IEC 60825-1:2007  EN 60825-1:2007/IEC 60825-1:2007  EN 60825-1:2007/IEC60825-1:2007
Class 1 Class 1 Laser Products/Laser Class 1 Class 1 Laser Products/Laser Class 1 Class 1 Laser Products/Laser Class 1 Class 1 Laser Products/Laser
Klasse 1 (Applicable for accessories—  Klasse 1 (Applicable for accessories—  Klasse 1 (Applicable for accessories—  Klasse 1 (Applicable for accessories—

Optical Transceivers only)

Optical Transceivers only)

Optical Transceivers only)

Optical Transceivers only)

Immunity

Generic CISPR 35:2016 CISPR 35:2016 CISPR 35:2016 CISPR 35:2016
EN EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020
ESD IEC 61000-4-2 IEC 61000-4-2 IEC 61000-4-2 IEC 61000-4-2
Radiated IEC 61000-4-3 IEC 61000-4-3 IEC 61000-4-3 IEC 61000-4-3
EFT/burst IEC 61000-4-4 IEC 61000-4-4 IEC 61000-4-4 IEC 61000-4-4
Surge IEC 61000-4-5 IEC 61000-4-5 IEC 61000-4-5 IEC 61000-4-5
Conducted IEC 61000-4-6 IEC 61000-4-6 IEC 61000-4-6 IEC 61000-4-6
Power frequency IEC 61000-4-8 IEC 61000-4-8 IEC 61000-4-8 IEC 61000-4-8

magnetic field

Voltage dips and
interruptions

IEC 61000-4-11

IEC 61000-4-11

IEC 61000-4-11

IEC 61000-4-11

Harmonics |IEC 61000-3-2, IEC 61000-3-2, IEC 61000-3-2, IEC 61000-3-2,
EN 61000-3-2 EN 61000-3-2 EN 61000-3-2 EN 61000-3-2
Flicker IEC 61000-3-3, IEC 61000-3-3, IEC 61000-3-3, IEC 61000-3-3,
EN 61000-3-3 EN 61000-3-3 EN 61000-3-3 EN 61000-3-3
RoHs

EN 63000:2018/IEC 63000:2018

EN 63000:2018/IEC 63000:2018

EN 63000:2018/IEC 63000:2018

EN 63000:2018/IEC 63000:2018
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Specifications
HPE Aruba Networking 6200F HPE Aruba Networking CX 6200F HPE Aruba Networking CX 6200F HPE Aruba Networking CX 6200F
12G Class4 PoE 2G/2SFP+139W 24G 4SFP+Switch (JL724B) 24G Class 4 PoE 4SFP+370W 48G 4SFP+Switch (JL726B)
Switch (R8Q72A) Switch (JL725B)

Mounting and enclosure

Mounts in an EIA-standard 19- inch Mounts in an EIA-standard 19 in. Mounts in an EIA-standard 19 in. Mounts in an EIA-standard 19 in.
Telco rack or equipment cabinet Telco rack or equipment cabinet. Telco rack or equipment cabinet. Telco rack or equipment cabinet.
(rack-mounting kit included); Horizontal surface mounting only. Horizontal surface mounting only. Horizontal surface mounting only.
horizontal surface mounting; wall 2-post rack kit included. 2-post rack kit included. 2-post rack kit included.

mounting Kensington Security Slot

HPE Aruba Networking CX 6200F 48G Class 4 PoE 4SFP+ 370W HPE Aruba Networking CX 6200F 48G Class 4 PoE 4SFP+ 740W
Switch (JL727B) Switch (JL728B)

Description 48x ports 10/100/1000BASE-T Class 4 PoE Ports, supporting up to 30W 48x ports 10/100/1000BASE-T Class 4 PoE Ports, supporting up fo 30W
per port per port
4x 1/10G SFP ports; PHY-less 4x 1/10G SFP ports; PHY-less
Supports PoE Standards IEEE 802.3af, 802.3at Supports PoE Standards IEEE 802.3af, 802.3at
1x USB-C Console Port 1x USB-C Console Port
1x OOBM 1x OOBM
1x USB Type-A Host port 1x USB Type-A Host port
1x RJ-45 Console Port 1x RJ-45 Console Port
Power supplies Fixed power supply Fixed power supply
Up to 370W of Class & PoE Power Up to 740W of Class 4 PoE Power
Fans Fixed fans Fixed fans

Physical characteristics

Dimensions (H) 4.37 cm x (H) 4.37 cm x

(W) 44.25 cm x (W) 44.25 cm x

(D) 30.43 cm (D) 32.66 cm

(1.72"x 17.42"x 11.98") (1.72"x 17.42" x 12.86")
Configuration weight 4.87 kg (10.74 Ibs) 5.13 kg (11.32 Ibs)

Additional specifications

CPU Quad Core ARM Cortex™ A72 @ 1.8 GHz Quad Core ARM Cortex™ A72 @ 1.8 GHz
Memory and flash 8 GB DDR4 8 GB DDR4
16 GB eMMC 16 GB eMMC
Packet buffer total 8 MB (6 MB + 2 MB) 8 MB (6 MB + 2 MB)
(available+reserved)
Performance
Model switching capacity 176 Gbps 176 Gbps
Model throughput capacity  Up to 130.9Mpps Up to 130.9Mpps
Average latency 1Gbps: 3.3uSec 1 Gbps: 3.3uSec
(LIFO-64-bytes packets) 10Gbps: 2.3uSec 10Gbps: 2.3uSec

I]
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HPE Aruba Networking CX 6200F 48G Class 4 PoE 4SFP+ 740W
Switch (JL728B)

Performance

Stack size

8 members (with other 24/48p 6200F and 6200M switches only)

8 members (with other 24/48p 6200F and 6200M switches only)

Max. Stacking distance

Up to 10 kms with long range transceivers

Up to 10 kms with long range transceivers

Stacking bandwidth 40Gbps 40Gbps
Switched virtual interfaces 256 256
(dual stack)

Ipv4 host table (ARP) 8,192 8,192
Ipv6 host table (ND) 8,192 8,192
IPv4 unicast routes 2,048 2,048
IPv6 unicast routes 1,024 1,024
MAC table capacity 32,768 32,768
IGMP groups 1,024 1,024
MLD groups 1,024 1,024

IPv4/IPv6/MAC ACL
entries (ingress)

5,120/1,280/5,120

5,120/1,280/5,120

IPv4/IPv6/MAC ACL
entries (egress)

2,048/512/2,048

2,048/512/2,048

Enviroment

Operating temperature

32°F 1o 113°F (0°C to 45°C) up to 5,000 ft; derate 1°C for every 1,000 ft from
5,000 ft to 10,000 ft.

32°F to 113°F (0°C to 45°C) up to 5,000 ft; derate 1°C for every 1,000 ft from
5,000 ft to 10,000 ft.

Operating relative
humidity

5% 10 95% @ 104°F (40°C) non-condensing

5% t0 95% @ 104°F (40°C) non-condensing

Non-operating

-40°F to 158°F (-40°C to 70°C) up to 15,000 ft

-40°F fo 158°F (-40°C to 70°C) up to 15,000 ft

Non-operating storage
relative humidity

5% 10 95% @ 149°F (65°C) non-condensing

5% 10 95% @ 149°F (65°C) non-condensing

Max operating altitude

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

Max non-operating altitude

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

Acoustic

Sound Power, me =5.2 Bel

Sound Pressure, L, (Bystanden) = 36.8 dB

Sound Power, LWAd = 5.3 Bel
Sound Pressure, L, (Bystander) = 36.5 dB

Primary airflow

Front and side fo back

Front and side fo back

Electrical characteristics

Frequency 50Hz/60Hz 50Hz/60Hz
AC Voltage 100V-127V/200V-240V, rated 100V-120V/200V-240V, rated
Current 5.2A/2.6A 10.3A/5.0A

—
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HPE Aruba Networking CX 6200F 48G Class 4 PoE 4SFP+ 740W
Switch (JL728B)

Electrical characteristics

80plus.org certification - 80 PLUS Gold
Maximum heat dissipation 194 BTU/hr 205 BTU/hr

BTU/hr and kJ/hr 205 kj/hr 216 kj/hr

Power consumption Idle: 38W Idle: 42W

(230 VAO 100% Traffic Rate: 57W 100% Traffic Rate: 60W
Safety

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK: UK:
BS EN 62368-1:2014 + A11:2017 2nd Ed BS EN 62368-1:2014 + A11:2017 2nd Ed
BS EN 62368-1:2020 + A11:2020 3rd Ed BS EN 62368-1:2020 + A11:2020 3rd Ed

us: us:
UL 62368-1, 3rd Ed, UL 62368-1, 3rd Ed,

Canada: Canada:

CAN/CSA C22.2 No. 62368- CAN/CSA C22.2 No. 62368-
1:19, 3rd Ed. 1:19, 3rd Ed.

Worldwide: Worldwide:

IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

Taiwan:
CNS-15598-1:2020

China: China:
GB 4943.1:2022 GB 4943.1:2022

Emissions

. _______________________________._________________________________________________________________________________________________________________________________________|
Europe:

EN 55032:2015 +A11:2020, Class A

EN 61000-3-2:2019

EN 61000-3-3:2013

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

UsS: uUsS:
FCC 47 CFR part 15B: Class A FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A

AS/NZS CISPR 32: 2015, Class A GB/T 9254.1-2021, Class A CNS 15936:
2020, Class AKS C 9832

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A

AS/NZS CISPR 32: 2015, Class A GB/T 9254.1-2021, Class A CNS 15936:
2020, Class AKS C 9832
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Specifications

HPE Aruba Networking CX 6200F 48G Class 4 PoE 4SFP+ 370W HPE Aruba Networking CX 6200F 48G Class 4 PoE 4SFP+ 740W
Switch (JL727B) Switch (JL728B)

-
]
7]
]
=
)

EN 60825-1:2007 IEC 60825-1:2007 Class 1 EN 60825-1:2007/IEC 60825-1:2007 Class 1
Class 1 Laser Products/Laser Klasse 1 Class 1 Laser Products/Laser Klasse 1
(Applicable for accessories—Optical Transceivers only) (Applicable for accessories—Opfical Transceivers only)

Immunity

Generic CISPR 35: 2016 CISPR 35: 2016
EN EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020
ESD IEC 61000-4-2 IEC 61000-4-2
Radiated IEC 61000-4-3 IEC 61000-4-3
EFT/burst IEC 61000-4-4 IEC 61000-4-4
Surge IEC 61000-4-5 IEC 61000-4-5
Conducted IEC 61000-4-6 IEC 61000-4-6
Power frequency IEC 61000-4-8 |IEC 61000-4-8

magnetic field

Voltage dips IEC 61000-4-11 IEC 61000-4-11
and interruptions

Harmonics IEC 61000-3-2, EN 61000-3-2 IEC 61000-3-2, EN 61000-3-2
Flicker IEC 61000-3-3, EN 61000-3-3 IEC 61000-3-3, EN 61000-3-3
RoHs

EN 63000:2018/IEC 63000:2018 EN 63000:2018/IEC 63000:2018

Mounting and enclosure

Mounts in an EIA-standard 19 in. Telco rack or equipment cabinet. Horizontal Mounts in an EIA-standard 19 in. Telco rack or equipment cabinet. Horizontal
surface mounting only. 2- post rack kit included. surface mounting only. 2- post rack kit included.
HPE Aruba Networking 6200M 24G HPE Aruba Networking 6200M 24G Class4 PoE HPE Aruba Networking 6200M 48G
4SFP+Switch (R8Q67A) 4SFP+Switch (R8Q68A) 4SFP+Switch (R8Q69A)
' _____________________________________________!___________________________|
Description 24x ports 10/100/1000BASE-T Ports 24x ports 10/100/1000BASE-T Class 4 PoE Ports, 48x ports 10/100/1000BASE-T Ports
supporting up to 30W per port
4x 100M/1G/10G SFP ports (2x LRM; 2x LRM/ 4x 100M/1G/10G SFP ports (2x LRM; 2x LRM/
MACSec 256) 4x 100M/1G/10G SFP ports (2x LRM; 2x LRM/ MACSec 256)
MACSec 256)
1x RJ-45 Console Port 1x RJ-45 Console Port
1x USB-C Console Port Supports PoE Standards IEEE 802.3af, 802.3at 1x USB-C Console Port
1x OOBM 1x OOBM
1x USB Type-A Host 1x RJ-45 Console Port 1x USB Type-A Host port
1x USB-C Console Port
1x OOBM

1x USB Type-A Host port
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HPE Aruba Networking 6200M 48G
4SFP+Switch (R8Q69A)

Power supplies

2 field-replaceable, hot-swappable power
supply slofs

1 minimum power supply required
(ordered separately)

Supports JLO85A PSU

2 field-replaceable, hot-swappable power
supply slots

1 minimum power supply required
(ordered separately)

Supported PSUs JLO86A JLO87A

Max PoE Power: 740W

2 field-replaceable, hot-swappable power
supply slots

1 minimum power supply required
(ordered separately)

Supports JLO85A PSU

Switch has two fan fray slots; Switch includes one

fan tray.

« Minimum 1 fan fray required. Optional second fan
tray ordered separately.

« Fan trays are field replaceable and hot-
swappable.

« Each fan tray contains two fans.

Swifch has two fan tray slofs; Switch includes one

fan fray.

« Minimum 1 fan fray required. Optional second fan
tray ordered separately.

« Fan trays are field replaceable and hot-
swappable.

 Each fan tray confains two fans.

Switch has two fan fray slots; Switch includes one

fan tray.

« Minimum 1 fan fray required. Optional second fan
fray ordered separately.

« Fan trays are field replaceable and hot-
swappable.

« Each fan tray contains two fans.

Physical characteristics

Dimensions

(H) 4.4 cm x

(W) 44.2 cm x

(D) 38.5cm

(173" x17.4"x 15.2")

(H) 4.4 cm x

(W) 44.2 cm x
(D)38.5cm

(173" x17.4"x15.2")

(H) 4.4 cm x

(W) 44.2 cm x
(D)38.5cm
(1.73"x17.4"x 15.2")

Configuration weight

5.59 kg (12.32 Ibs)

5.83 kg (12.85 Ibs)

573 kg (12.63 Ibs)

Additional specifications

CPU

Quad Core ARM Cortex™ A72 @ 1.8GHz

Quad Core ARM Cortex™ A72 @ 1.8GHz

Quad Core ARM Cortex™ A72 @ 1.8GHz

Memory and flash

8 GB DDR4
16 GB eMMC

8 GB DDR4
16 GBeMMC

8 GB DDR4
16 GB eMMC

Packet buffer total

(available+reserved)

8 MB (6 MB + 2 MB)

8 MB (6 MB + 2 MB)

8 MB (6 MB + 2 MB)

Performance

Model switching capacity

128 Gbps

128 Gbps

176 Gbps

Model throughput capacity

Up fo 95.2 Mpps

Up to 95.2 Mpps

Up fo 130.9Mpps

Average latency
(LIFO-64-bytes packets)

1 Gbps: 3.6uSec
10 Gbps: 2.9uSec

1 Gbps: 3.6uSec
10 Gbps: 2.9uSec

1 Gbps: 3.6uSec
10 Gbps: 2.9uSec

Stack size

8 members (with other 24/48p
6200F and 6200M switches only

8 members (with other 24/48p
6200F and 6200M switches only

8 members (with other 24/48p
6200F and 6200M switches only

Max. stacking distance

Up to 10 kms with long range transceivers

Up to 10 kms with long range transceivers

Up to 10 kms with long range transceivers

Stacking bandwidth 40 Gbps 40 Gbps 40 Gbps
Switched virtual interfaces 256 256 256
(dual stack)

IPv4 host table (ARP) 8,192 8,192 8,192
IPv6 host table (ND) 8,192 8,192 8,192
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HPE Aruba Networking 6200M 48G
4SFP+Switch (R8Q69A)

Performance

IPv4 unicast routes 2,048 2,048 2,048
IPv6 unicast routes 1,024 1,024 1,024
MAC table capacity 32,768 32,768 32,768
IGMP groups 768 768 768
MLD groups 768 768 768

IPv4/IPv6/MAC ACL
entries (ingress)

5,120/1,280/5,120

5,120/1,280/5,120

5,120/1,280/5,120

IPv4/IPv6/MAC ACL
entries (egress)

2,048/512/2,048

2,048/512/2,048

2,048/512/2,048

Environment

Operating temperature

32°F t0 113°F (0°C to 45°C) up to 5,000 ft derate;
1°C for every 1000 ft from 5,000 ft to 10,000 ft.
Can support excursion to 131°F (55°C) for short
periods of fime.

32°F to 113°F (0°C to 45°C) up to 5,000 ft; derate
1°C for every 1000 ft from 5,000 ft to 10,000 ft.
Can support excursion to 131°F (55°C) for short
periods of fime.

32°F to 113°F (0°C to 45°C) up to 5,000 ft; derate
1°C for every 1000 ft from 5,000 ft to 10,000 ft.
Can support excursion to 131°F (55°C) for short
periods of fime.

Operating relative
humidity

5% to 95% @ 104°F (40°C) non-condensing

5% to 95% @ 104°F (40°C) non-condensing

5% to 95% @ 104°F (40°C) non-condensing

Non-operating

-40°F 10 158°F (-40°C to 70°C) up to 15000 ft

-40°F to 158°F (-40°C to 70°C) up to 15000 ft

-40°F 10 158°F (-40°C to 70°C) up to 15000 ft

Non-operating storage
relative humidity

5% 10 95% @ 149°F (65°C) non-condensing

5% 10 95% @ 149°F (65°C) non-condensing

5% 10 95% @ 149°F (65°C) non-condensing

Max operating altitude

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

Max non-operating altitude

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

Acoustic

Sound Power, LWAd = 4.5 Bel
Sound Pressure, Loan (Bystanden) = 29.1 dB

Sound Power, Lyag = 5:0 Bel

WAd

Sound Pressure, me (Bystander) = 33.8 dB

Sound Power, Lpg = &5 Bel

WAd
Sound Pressure, L_, (Bystanden) = 29.4 dB

pAm

Primary airflow

Front and side fo back

Front and side fo back

Front and side fo back

Electrical characteristics

Frequency 50Hz/60Hz 50Hz/60Hz 50Hz/60Hz

AC Voltage JLO85A PSU: 100V-240V JLO86A PSU: 100V-240V JLO85A PSU: 100V-240V
JLO87A PSU: 110V-240V

Current JLO85A PSU: 3A/1.2A JLO86A PSU: 8A/3.5A JLO85A PSU: 3A/1.2A

JLO87A PSU: 12A/5A

80plus.org certification

JLO85A PSU: 80plus Gold

JLO86A PSU: Gold
JLO87A PSU: Platinum

JLO85A PSU: 80plus Gold

Maximum heat dissipation
BTU/hr and kj/hr
info needed

164 BTU/hr
173 ki/hr

208 BTU/hr
220 ki/hr

205 BTU/hr
216 ki/hr

—
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HPE Aruba Networking 6200M 24G
4SFP+Switch (R8Q67A)

HPE Aruba Networking 6200M 24G Class4 PoE HPE Aruba Networking 6200M 48G
4SFP+Switch (R8Q68A) 4SFP+Switch (R8Q69A)

Electrical characteristics

Power consumption

With JLO85A PSU: Idle: 37W

With JLO86A PSU Idle: 48W

With JLO85A PSU: Idle: 41W

(230 VAQ) 100% Traffic Rate: 48W 100% Traffic Rate: 61W 100% Traffic Rate: 60W
With JLO87A PSU Idle: 46W
100% Traffic Rate: 59W

Safety

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:
BS EN 62368-1:2014 + A11:2017 2nd Ed
BS EN 62368-1:2020 + A11:2020 3rd Ed

us:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No. 62368-1:19, 3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:
BS EN 62368-1:2014 + A11:2017 2nd Ed BS
EN 62368-1:2020 + A11:2020 3rd Ed

us:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No. 62368-1:19, 3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:
BS EN 62368-1:2014 + A11:2017 2nd Ed
BS EN 62368-1:2020 + A11:2020 3rd Ed

us:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No. 62368-1:19, 3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Emissions

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

uUs:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32:2016, Class A

AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A

CNS 15936: 2020, Class AKS C 9832

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

us:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32: 2016, Class A

AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A

CNS 15936: 2020, Class AKS C 9832

Europe:

EN 55032:2015 +A11:2020, Class A
EN 61000-3-2:2019

EN 61000-3-3:2013

us:
FCC 47 CFR part 15B: Class A

Canada:
ICES-003 Issue 7: 2020, Class A

Worldwide:

VCCI-CISPR 32, Class A

CISPR 32:2016, Class A

AS/NZS CISPR 32: 2015, Class A
GB/T 9254.1-2021, Class A

CNS 15936: 2020, Class A KS C 9832
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Specifications

HPE Aruba Networking 6200M 24G HPE Aruba Networking 6200M 24G Class4 PoE HPE Aruba Networking 6200M 48G
4SFP+Switch (R8Q67A) 4SFP+Switch (R8Q68A) 4SFP+Switch (R8Q69A)

Lasers

EN 60825-1:2014/IEC 60825-1:2014 Class 1 EN 60825-1:2014/IEC 60825-1:2014 Class 1 EN 60825-1:2014/IEC 60825-1:2014 Class 1
Class 1 Laser Products/Laser Klasse 1(Applicable Class 1 Laser Products/Laser Klasse 1 (Applicable Class 1 Laser Products/Laser Klasse 1 (Applicable
for accessories—Optical Transceivers only) for accessories—Optical Transceivers only) for accessories—Optical Transceivers only)

Immunity

Generic CISPR 35:2016 CISPR 35: 2016 CISPR 35:2016
EN EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020
ESD IEC 61000-4-2 IEC 61000-4-2 IEC 61000-4-2
Radiated IEC 61000-4-3 IEC 61000-4-3 IEC 61000-4-3
EFT/burst IEC 61000-4-4 IEC 61000-4-4 IEC 61000-4-4
Surge IEC 61000-4-5 IEC 61000-4-5 IEC 61000-4-5
Conducted IEC 61000-4-6 IEC 61000-4-6 IEC 61000-4-6
Power frequency IEC 61000-4-8 IEC 61000-4-8 IEC 61000-4-8

magnetic field

Voltage dips and IEC 61000-4-11 IEC 61000-4-11 IEC 61000-4-11
interruptions

Harmonics IEC 61000-3-2, EN 61000-3-2 IEC 61000-3-2, EN 61000-3-2 IEC 61000-3-2, EN 61000-3-2
Flicker IEC 61000-3-3, EN 61000-3-3 IEC 61000-3-3, EN 61000-3-3 IEC 61000-3-3, EN 61000-3-3
RoHs

EN 63000:2018/IEC 63000:2018 EN 63000:2018/IEC 63000:2018 EN 63000:2018/IEC 63000:2018

Mounting and enclosure

Mounts in an EIA-standard 19 in. Telco rack or Mounts in an EIA-standard 19 in. Telco rack or Mounts in an EIA-standard 19 in. Telco rack or
equipment cabinet. Horizontal surface mounting equipment cabinet. Horizontal surface mounting equipment cabinet. Horizontal surface mounting
only. 2-post rack kit included. only. 2-post rack kit included. only. 2-post rack kit included.
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o ge o
Specifications
HPE Aruba Networking 6200M 48G Class4 PoE 4SFP+ Switch (R8Q70A) HPE Aruba Networking 6200M 36G 12SR5 Classé PoE 4SFP+ Switch
(R8Q71A)
1
Description 48x ports 10/100/1000BASE-T Class 4 PoE Ports, supporting up to 30W 36x ports 10/200/1000BASE-T Class 6 PoE Ports, supporting up to 60W

per port per port

4x 100M/1G/10G SFP ports (2x LRM; 2x LRM/MACSec 256) 12x ports SmartRate 100M/1G/2.5G/5G BaseT Class 6 PoE ports supporting

Supports PoE Standards IEEE 802.3af, 802.3at

1x RJ-45 Console Port
1x USB-C Console Port
1x OOBM

1x USB Type-A Host port

up to 60W per port

4x 100M/1G/10G SFP ports (2x LRM; 2x LRM/MACSec 256)
Supports PoE Standards IEEE 802.3af, 802.3at, 802.3bt (up to 60W)
1x RJ-45 Console Port

1x USB-C Console Port

1x OOBM
1x USB Type-A Host port

Power supplies

2 field-replaceable, hot-swappable power supply slots
1 minimum power supply required (ordered separately)
Supported PSUs

JLOB6A

JLO87A

Max PoE Power: 1440W

2 field-replaceable, hot-swappable power supply slots
1 minimum power supply required (ordered separately)
Supported PSUs

JLOB6A

JLO87A

Max PoE Power: 1440W

Switch has two fan tray slots; Switch includes one fan tray.

Minimum 1 fan tray required. Optional second fan tray ordered separately.

Fan trays are field replaceable and hot-swappable.
Each fan tray contains two fans.

Switch has two fan tray slots; Switch includes one fan tray.

Minimum 1 fan tray required. Optional second fan tray ordered separately.
Fan frays are field replaceable and hot-swappable.

Each fan fray contains two fans.

Physical characteristics

Dimensions

(H) 4.4 cm x

(W) 44.2 cm x
(D)38.5cm
(1.73"x17.4"x 15.2")

(H) 4.4 cm x

(W) 44.2 cm x

(D) 38.5cm

(1.73"x 17.4"x 15.2")

Configuration weight

6.15kg (13.56 1bs)

6.31 kg (13.91 Ibs)

Additional specifications

CPU

Quad Core ARM Cortex™ A72 @ 1.8GHz

Quad Core ARM Cortex™ A72 @ 1.8GHz

Memory and flash

8 GB DDR4
16 GB eMMC

8 GB DDR4
16 GB eMMC

Packet buffer total
(available+reserved)

8 MB (6 MB + 2 MB)

8 MB (6 MB + 2 MB)

Performance

Model switching capacity

176 Gbps

272 Gbps

Model throughput capacity Up to 130.9Mpps

Up to 202Mpps

Average latency

(LIFO-64-bytes packets)

1 Gbps: 3.6pSec
10 Gbps: 2.9uSec

1 Gbps: 3.6pSec
10 Gbps: 2.9uSec
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HPE Aruba Networking 6200M 36G 12SR5 Class6 PoE 4SFP+ Switch
(R8Q71A)

Performance

Stack size

8 members (with other 24/48p 6200F and 6200M switches only

8 members (with other 24/48p 6200F and 6200M switches only

Max. stacking distance

Up to 10 kms with long range transceivers

Up to 10 kms with long range transceivers

Stacking bandwidth 40 Gbps 40 Gbps
Switched virtual interfaces 256 256
(dual stack)

IPv4 host table (ARP) 8,192 8,192
IPv6 host table (ND) 8,192 8,192
IPv4 unicast routes 2,048 2,048
IPv6 unicast routes 1,024 1,024
MAC table capacity 32,768 32,768
IGMP groups 768 768
MLD groups 768 768

IPv4/IPv6/MAC ACL
entries (ingress)

5,120/1,280/5,120

5,120/12,80/5,120

IPv4/IPv6/MAC ACL
entries (egress)

2,048/512/2,048

2,048/512/2,048

Environment

Operating temperature

32°F to 113°F (0°C to 45°C) up to 5,000 ft; derate 1°C for every 1000 ft from
5,000 ft to 10,000 ft. Can support excursion to 131°F (55°C) for short periods
of time.

32°F to 113°F (0°C to 45°C) up to 5,000 ft; derate 1°C for every 1000 ft from
5,000 ft to 10,000 ft. Can support excursion to 131°F (55°C) for short periods
of time.

Operating relative
humidity

5% 10 95% @ 104°F (40°C) non-condensing

5% t0 95% @ 104°F (40°C) non-condensing

Non-operating

-40°F to 158°F (-40°C to 70°C) up to 15000 ft

-40°F to 158°F (-40°C to 70°C) up to 15000 ft

Non-operating storage
relative humidity

5% 10 95% @ 149°F (65°C) non-condensing

5% 10 95% @ 149°F (65°C) non-condensing

Max operating altitude

10,000 feet (3.048 km) Max

10,000 feet (3.048 km) Max

Max non-operating altitude

15,000 feet (4.6 km) Max

15,000 feet (4.6 km) Max

Acoustic

Sound Power, LWAd = 5.0 Bel
Sound Pressure, LpAm (Bystander) = 34.0 dB

Sound Power, LWAd = 4.9 Bel
Sound Pressure, LpAm (Bystander) = 33.0 dB

Primary airflow

Front and side fo back

Front and side fo back

Electrical characteristics

Frequency

50Hz/60Hz

50Hz/60Hz

AC Voltage

JLO86A PSU: 100V-240V
JLO87A PSU: 110V-240V

JLO86A PSU: 100V-240V
JLO87A PSU: 110V-240V
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HPE Aruba Networking 6200M 36G 12SR5 Class6 PoE 4SFP+ Switch
(R8Q71A)

Electrical characteristics

Current

JLO86A PSU: 8A/3.5A
JLO87A PSU: 12A/5A

JLO86A PSU: 8A/3.5A
JLO87A PSU: 12A/5A

80plus.org certification

JLO86A PSU: Gold
JLO87A PSU: Platinum

JLO86A PSU: Gold
JLO87A PSU: Platinum

Maximum heat dissipation
BTU/hr and kj/hr
info needed

249 BTU/hr
263 kj/hr

328 BTU/hr
346 kj/hr

Power consumption

With JLO86A PSU Idle: 55W

With JLO86A PSU Idle: 64W

(230 VAQ) 100% Traffic Rate: 73W 100% Traffic Rate: 96W
With JLO87A PSU Idle: 53W With JLO87A PSU Idle: 63W
100% Traffic Rate: 73W 100% Traffic Rate: 94W
Safety

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:
BS EN 62368-1:2014 + A11:2017 2nd Ed
BS EN 62368-1:2020 + A11:2020 3rd Ed

uUs:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No. 62368-
1:19, 3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022

Europe:
EN 62368-1:2014 +A11:2017
EN 62368-1:2020 +A11:2020

UK:
BS EN 62368-1:2014 + A11:2017 2nd Ed
BS EN 62368-1:2020 + A11:2020 3rd Ed

us:
UL 62368-1, 3rd Ed,

Canada:
CAN/CSA C22.2 No. 62368-
1:19, 3rd Ed.

Worldwide:
IEC 62368-1:2014 2nd Ed.
IEC 62368-1: 2018 3rd Ed.

Taiwan:
CNS-15598-1:2020

China:
GB 4943.1:2022
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Specifications

HPE Aruba Networking 6200M 36G 12SR5 Class6 PoE 4SFP+ Switch

HPE Aruba Networking 6200M 48G Class4 PoE 4SFP+ Switch (R8Q70A) (R8Q71A)

Emissions

Europe: Europe:

EN 55032:2015 +A11:2020, Class A EN 55032:2015 +A11:2020, Class A

EN 61000-3-2:2019 EN 61000-3-2:2019

EN 61000-3-3:2013 EN 61000-3-3:2013

US: UsS:

FCC 47 CFR part 15B: Class A FCC 47 CFR part 15B: Class A

Canada: Canada:

ICES-003 Issue 7: 2020, Class A ICES-003 Issue 7: 2020, Class A

Worldwide: Worldwide:

VCCI-CISPR 32, Class A CISPR 32: 2016, Class A VCCI-CISPR 32, Class A CISPR 32: 2016, Class A
AS/NZS CISPR 32: 2015, Class A GB/T 9254.1-2021, Class A AS/NZS CISPR 32: 2015, Class A GB/T 9254.1-2021, Class A
CNS 15936: 2020, Class AKS C 9832 CNS 15936: 2020, Class AKS C 9832

-
o
7
[]
=
7

EN 60825-1:2014/IEC 60825-1:2014 Class 1 Class 1 Laser Products/Laser EN 60825-1:2014/IEC 60825-1:2014 Class 1 Class 1 Laser Products/Laser
Klasse 1 (Applicable for accessories—Optical Transceivers only) Klasse 1 (Applicable for accessories—Optical Transceivers only)

Immunity

Generic CISPR 35:2016 CISPR 35: 2016
EN EN 55035:2017 +A11:2020 EN 55035:2017 +A11:2020
ESD IEC 61000-4-2 IEC 61000-4-2
Radiated IEC 61000-4-3 IEC 61000-4-3
EFT/burst IEC 61000-4-4 IEC 61000-4-4
Surge IEC 61000-4-5 IEC 61000-4-5
Conducted IEC 61000-4-6 IEC 61000-4-6

Power frequency

e IEC 61000-4-8 |IEC 61000-4-8

magnetic field

Voltage dips and IEC 61000-4-11 IEC 61000-4-11

interruptions

Harmonics IEC 61000-3-2, EN 61000-3-2 IEC 61000-3-2, EN 61000-3-2

Flicker IEC 61000-3-3, EN 61000-3-3 IEC 61000-3-3, EN 61000-3-3

RoHs

. _______________________________._________________________________________________________________________________________________________________________________________|
EN 63000:2018/IEC 63000:2018 EN 63000:2018/IEC 63000:2018

Mounting and enclosure
Mounts in an EIA-standard 19 in. Telco rack or equipment cabinet. Horizontal Mounts in an EIA-standard 19 in. Telco rack or equipment cabinet. Horizontal
surface mounting only. 2-post rack kit included. surface mounting only. 2-post rack kit included.
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Standards and profocols « RFC 1812 Requirements for IP Version 4 Router
* ANSI/TIA-1057 LLDP Media Endpoint Discovery * RFC 1918 Address Allocation for Private Internet
(LLDP-MED)

e RFC 2236 IGMP
e SNMP RFC3411-3418

e RFC 2328 OSPF Version 2
« |EEE 802.1AE MACsec

e RFC 2375 IPv6 Multicast Address Assignments
¢ CPU DoS Protection

* RFC 2401 Security Architecture for the

o VPNdraft-ietf-savi-mix Internet Protocol

 IEEE 802.1AB-2005 e RFC 2402 IP Authentication Header

 IEEE 802 1ak-2007 e RFC 2460 Infernet Protocol, Version 6

« IEEE 802.1AX-2008 Link Aggregation (IPv6) Specification

« |[EEE 802.1D MAC Bridges e RFC 2461 Neighbor Discovery for IPv6

« |EEE 802.1p Priority e RFC 2462 IPv6 Stateless Address Autoconfiguration
« [EEE 802.1Q VLANSs e RFC 2463 ICMPV6 for IPv6

« IEEE 802.1s Multiple Spanning Trees e RFC 2464 Transmission of IPv6 over

Ethernet Networks
o |EEE 802.1t-2001
e RFC 2576 (Coexistence between SNMP V1, V2, V3)
« |EEE 802.1v VLAN classification by Protocol and Port
e RFC 2579 (SMIv2 Text Conventions)

e RFC 2580 (SMIv2 Conformance)

« |EEE 802.1w Rapid Reconfiguration of Spanning Tree

* [EEE 802.3ab 1000BASE-T
e RFC 2710 Mulficast Listener Discovery (MLD) for IPvé6
« |EEE 802.3ad Link Aggregation Confrol
Protocol (LACP) » RFC 2711 IPv6 Router Alert Option

« IEEE 802.3ae 10-Gigabit Ethernet * RFC 2925 Definitions of Managed Objects for Remote

Ping, Traceroute, and Lookup Operations (Ping only)
« |EEE 802.3af Power over Ethernet
* RFC 2934 Protocol Independent Multicast MIB for IPv4
« |IEEE 802.3at Power over Ethernet
* RFC 3019 MLDv1 MIB
« |IEEE 802.3az Energy Efficient Ethernet (EEE)
* RFC 3056 Connection of IPvé6 Domains via

« |EEE 802.3bz 2.5 Gbps and 5 Gbps interfaces IPv4 Clouds

* IEEE 802.3x Flow Control « RFC 3137 OSPF Stub Router Advertisement sFlow
o |EEE 802.3z T000BASE-X o RFC 3376 IGMPV3

» RFC 1122 Requirements for Internet  RFC 3416 (SNMP Protocol Operations v2)

Hosts-Communications Layers
e RFC 3417 (SNMP Transport Mappings)
e RFC 1215 Convention for defining traps for use with
the SNMP  RFC 3418 Management Information Base (MIB) for the

Simple Network Management Protocol (SNMP)
e RFC 1256 ICMP Router Discovery Messages
» RFC 3484 Default Address Selection for IPv6
e RFC 1350 TFTP Protocol (revision 2)
* RFC 3509 Alternative Implementations of OSPF Area

e RFC 1393 Traceroute Using an IP Opfion Border Routers

* RFC 1519 CIDR » RFC 3575 IANA Considerations for RADIUS

 RFC 1542 BOOTP Extensions * RFC 3596 DNS Extensions o Support IPvé6

* RFC 1583 OSPF Version 2 « RFC 3623 Graceful OSPF Restart

» RFC 1591 Domain Name System Structure « RFC 3810 Multicast Listener Discovery Version 2
and Delegation (MLDv2) for IPv6

—



e RFC 4022 MIB for TCP
e RFC 4113 MIB for UDP

o RFC 4213 Basic Transition Mechanisms for IPvé6 Hosts
and Routers

e RFC 4251 The Secure Shell (SSH) Protocol

e RFC 4252 SSHv6 Authentication

e RFC 4253 SSHv6 Transport Layer

e RFC 4254 SSHv6 Connection

e RFC 4291 IP Version 6 Addressing Architecture
e RFC 4292 IP Forwarding Table MIB

» RFC 4293 Management Information Base for the
Internet Protocol (IP)

e RFC 4419 Key Exchange for SSH

e RFC 4443 ICMPV6

e RFC 4541 IGMP & MLD Snooping Switch

* RFC 4552 Authentication/Confidentiality for OSPFv3
e RFC 4601 PIM Sparse Mode

* RFC 4607 Source-Specific Multicast for IP

e RFC 4675 RADIUS VLAN & Priority

e RFC 4861 IPv6 Neighbor Discovery

e RFC 4862 IPv6 Stateless Address Auto-configuration
» RFC 4940 IANA Considerations for OSPF

* RFC 5095 Deprecation of Type O Routing Headers
in IPv6

o RFC 5187 OSPFv3 Graceful Restart
e RFC 5340 OSPFV3 for IPv6
e RFC 5424 Syslog Protocol

e RFC 5798 VRRP (exclude Accept Mode and
sub-sec timen)

e RFC 3768 VRRP

e RFC 5519 Multicast Group Membership Discovery MIB
(MLDv2 only)

* RFC 5722 Handling of Overlapping IPv6 Fragments

* RFC 5905 Network Time Protocol Version 4: Protocol
and Algorithms Specification

o RFC 6620 FCFS SAVI
o RFC 6987 OSPF Stub Router Advertisement

e RFC 7047 The Open vSwitch Database
Management Profocol

e RFC 768 User Datagram Protocol

—

» RFC 783 TFTP Protocol (revision 2)
e RFC 791 1P

e RFC 792 ICMP

« RFC 793 TCP

* RFC 813 Window and Acknowledgement Strategy
in TCP

* RFC 815 IP daftagram reassembly algorithms
* RFC 8201 Path MTU Discovery for IP version 6
* RFC 826 ARP

e RFC 879 TCP maximum segment size and
related fopics

» RFC 896 Congestion control in IP/TCP internetworks
e RFC 917 Infernet subnets
e RFC 919 Broadcasting Internet Datagrams

e RFC 922 Broadcasting Infernet Datagrams in the
Presence of Subnets (IP_.BROAD)

e RFC 925 Multi-LAN address resolution

* RFC 951 BOOTP

e RFC 1027 Proxy ARP

e SNMPv1/v2c/v3

e RFC 4861 IPv6 Neighbor Discovery

* RFC 4862 IPv6 Stateless Address Auto-configuration

e RFC 1757 Remote Network Monitoring Management
Information Base

* RFC 3101 OSPF Noft-so-stubby-area option
e RFC 4750 OSPFv2 MIB partial support no SetMIB

HPE Aruba Networking CX 6200

switches and accessories

Switch models

e HPE Aruba Networking CX 6200F 24G 4SFP
TAA-compliant Switch (SOG13A)

» HPE Aruba Networking CX 6200F 24G Class 4 PoE
4SFP 370W TAA-compliant Switch (SOG14A)

* HPE Aruba Networking CX 6200F 48G 4SFP
TAA-compliant Switch (SOG15A)

* HPE Aruba Neftworking CX 6200F 48G Class 4 PoE
4SFP 370W TAA-compliant Switch (SOG16A)

* HPE Aruba Networking CX 6200F 48G Class 4 PoE
4SFP 740W TAA-compliant Switch (SOG17A)

» HPE Aruba Networking CX 6200F 24G 4SFP Switch
(SOM81A)
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» HPE Aruba Networking CX 6200F 24G Class 4 PoE
4SFP 370W Switch (SOM82A)

» HPE Aruba Networking CX 6200F 48G 4SFP Switch
(SOM83A)

* HPE Aruba Networking CX 6200F 48G Class 4 PoE
4SFP 370W Switch (SOM84A)

* HPE Aruba Networking CX 6200F 48G Class 4 PoE
4SFP 740W Switch (SOM85A)

* HPE Aruba Networking CX 6200F 24G 4SFP+
TAA-compliant Switch (SOM86A)

» HPE Aruba Networking CX 6200F 24G Class 4 PoE
4SFP+ 370W TAA-compliant Switch (SOM87A)

* HPE Aruba Networking CX 6200F 48G 4SFP+ TAA-
compliant Switch (SOM88A)

» HPE Aruba Networking CX 6200F 48G Class 4 PoE
4SFP+ 370W TAA-compliant Switch (SOM89A)

* HPE Aruba Neftworking CX 6200F 48G Class 4 PoE
4SFP+ 740W TAA-compliant Switch (SOMQ0A)

* HPE Aruba Networking CX 6200F 24G 4SFP+ Switch
UL724B)

» HPE Aruba Networking CX 6200F 24G Class 4 PoE
4SFP+ 370W Switch (JL725B)

» HPE Aruba Networking CX 6200F 48G 4SFP+ Switch
UL726B)

* HPE Aruba Networking CX 6200F 48G Class 4 PoE
4SFP+ 370W Switch (UL727B)

* HPE Aruba Neftworking CX 6200F 48G Class 4 PoE
4SFP+ 740W Switch (JL728B)

* HPE Aruba Networking 6200F 12G Class4 PoE
2G/2SFP+ 139W Switch (R8Q72A)

» HPE Aruba Networking 6200M 36G 12SR5 Class6é
PoE 4SFP+ Switch (R8Q71A)

» HPE Aruba Networking 6200M 48G Class4 PoE
4SFP+ Switch (R8Q70A)

* HPE Aruba Networking 6200M 48G 4SFP+ Switch
(R8QLIA)

* HPE Aruba Networking 6200M 24G Class4 PoE
4SFP+ Switch (R8Q68A)

* HPE Aruba Networking 6200M 24G 4SFP+ Switch
(R8Q67A)

» HPE Aruba Networking 6200M 36G 12SR5 Class6é
PoE 4SFP+ TAA Switch (R8V12A)

e HPE Aruba Networking 6200M 48G Class4 PoE
4SFP+ TAA Switch (R8V11A)

* HPE Aruba Networking 6200M 48G 4SFP+ TAA
Switch (R8V10A)

—

* HPE Aruba Networking 6200M 24G Class4 PoE
4SFP+ TAA Switch (R8V09A)

» HPE Aruba Networking 6200M 24G 4SFP+ TAA
Switch (R8VO8A)

* HPE Aruba Networking 6200F 12G Class4 PoE
2G/2SFP+ 139W TAA Switch (R8V13A)

Accessories
* HPE Aruba Networking X751 Port to Power Fan Tray
JL669B)

* HPE X410 1U Universal 4-post Rack Mount Kit
(J9583A)

» HPE Aruba Networking X414 1U Universal 4-post
Rack Mounting Kit (J9583B)

» HPE Aruba Networking 6200F 12-port Cable Guard
(R8Q73A)

« HPE Aruba Networking USB-A to RJ45 PC-to-Switch
Cable (R9G48B)

» HPE Aruba Neftworking USB-A to RJ45 PIN3TX-6RX
Cable (R8Z87A)

* HPE Aruba Networking USB-A to USB-C PC-to-Switch
Cable (R9J32A)

e HPE Aruba Networking USB-C to USB-C PC-to-Switch
Cable (R9J33A)

» HPE Aruba Networking X2C2 RJ45 to DB9 Console
Cable (JL448A)

« HPE Aruba Networking CX Switch Bluetooth Adapter
(S1H23A)

Cables
* HPE Aruba Networking 10G SFP+ to SFP+ 1m Direct
Attach Copper Cable (J9281D)

* HPE Aruba Networking 10G SFP+ to SFP+ 3m Direct
Attach Copper Cable (J9283D)

Transceivers
» HPE Aruba Networking 1G SFP LC SX 500m MMF
Transceiver (J4858D)

* HPE Aruba Networking 1G SFP LC LX 10km SMF
Transceiver (J4859D)

* HPE Aruba Networking 1G SFP LC LH 70km SMF
Transceiver (J4860D)

* HPE Aruba Networking 1G SFP RJ45 T 100m Cat5e
Transceiver (J8177D)

» HPE Aruba Networking 10G SFP+ LC SR 300m MMF
Transceiver (J9150D)
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* HPE Aruba Networking 10G SFP+ LC LR 10km SMF
Transceiver (J9151E)

* HPE Aruba Networking 10G SFP+ LC ER 40km SMF
Transceiver (J9153D)

e HPE Aruba Networking T0GBASE-T SFP+ RJ-45 30m
CatbA Transceiver (JL563B)

e HPE ANW 10G SR SFP+ LC 400m OM4 C-XCVR
(S2P30A)

* HPE ANW 10G LR SFP+ LC 10km SMF C-XCVR
(S2P31A)

* HPE ANW 10G ER SFP+ LC 40km SMF C-XCVR
(S2P32A)

» HPE Aruba Networking 10G SFP+ LC LRM 220m
MMF Transceiver (J9152D)*

* HPE Aruba Networking 10G LC BiDi 40km-D
1330/1270 XCVR (RIX54A)

* HPE Aruba Networking 10G LC BiDi 40km-U
1270/1330 XCVR (R9X55A)

Power supplies for CX 6200M switches
* HPE Aruba Networking X371 12VDC 250W
100-240VAC Power Supply (JLO85A)

» HPE Aruba Networking X372 54VDC 680W
100-240VAC Power Supply (JLO86A)

« HPE Aruba Networking X372 54VDC 1050W
110-240VAC Power Supply (JLOS7A)

Software

* HPE Aruba Networking CX Mobile App arubanetworks.

com/products/ networking/switches/cx-mobileapp/

* HPE Aruba Networking NetEdit Single Node: 1 year
(JL639AAE)

» HPE Aruba Networking NetEdit Single Node: 3 years
(JL64OAAE)

HPE Aruba Networking Central

Foundational licenses

» HPE Aruba Networking Central Switch 6200/29xx
Foundation 1-Year Subscription E-STU (Q9Y73AAE)

* HPE Aruba Networking Central Switch 6200/29xx
Foundation 3-Year Subscription E-STU (Q9Y74AAE)

» HPE Aruba Networking Central Switch 6200/29xx
Foundation 5-Year Subscription E-STU (Q9Y75AAE)

* HPE Aruba Networking Central Switch 6200/29xx
Foundation 7-Year Subscription E-STU (Q9Y76AAE)

» HPE Aruba Networking Central Switch 6200/29xx
Foundation 10-Year Subscription E-STU (Q9Y77AAE)

1J9152D transceiver natively supported only for CX 6200M models

—

» HPE Aruba Networking Central On-Premises 62xx or
29xx Switch Foundation 1-Year Subscription E-STU
(R6U78AAE)

» HPE Aruba Networking Central On-Premises 62xx or
29xx Switch Foundation 3-Year Subscription E-STU
(R6U79AAE)

* HPE Aruba Networking Central On-Premises 62xx or
29xx Switch Foundation 5-Year Subscription E-STU
(ROUBOAAE)

» HPE Aruba Networking Central On-Premises 62xx or
29xx Switch Foundation 7-Year Subscription E-STU
(R6UBLAAE)

» HPE Aruba Networking Central On-Premises 62xx or
29xx Switch Foundation 10-Year Subscription E-STU
(R6UB2AAE)

* HPE Aruba Networking Central 25xx/6100/8 to 12
port Switch Foundation 1-Year Subscription E-STU
(Q9Y68AAE)

» HPE Aruba Networking Centfral 25xx/6100/8 to 12
port Switch Foundation 3-Year Subscription E-STU
(Q9Y69AAE)

* HPE Aruba Networking Central 25xx/6100/8 to 12
port Switch Foundation 5-Year Subscription E-STU
(Q9Y70AAE)

» HPE Aruba Networking Central 25xx/6100/8 to 12
port Switch Foundation 7-Year Subscription E-STU
(QOY71AAE)

* HPE Aruba Networking Central 25xx/6100/8 to 12
port Switch Foundation 10-Year Subscription E-STU
(QQY72AAE)

* HPE Aruba Networking Central On-Premises
25xx/6100/8 to 12 port Switch Foundation 1-Year
Subscription E-STU (R6U73AAE)

» HPE Aruba Networking Central On-Premises
25xx/6100/8 to 12 port Switch Foundation 3-Year
Subscription E-STU (R6U74AAE)

« HPE Aruba Networking Central On-Premises
25xx/6100/8 to 12 port Switch Foundation 5-Year
Subscription E-STU (R6U75AAE)

* HPE Aruba Networking Central On-Premises
25xx/6100/8 to 12 port Switch Foundation 7-Year
Subscription E-STU (R6U76AAE)

» HPE Aruba Networking Central On-Premises
25xx/6100/8 to 12 port Switch Foundation 10-Year
Subscription E-STU (R6U77AAE)
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Data sheet

For details and complete listing of HPE Aruba
Networking Central licensing options, please refer fo the
HPE Aruba Networking Central Data Sheet.

o JL726A: 4 Hour Onsite 3 Year (HROJ5E)
o JL727A: 4 Hour Onsite 3 Year (HL2D2E)

Support

o JL724A: 4 Hour Onsite 3 Year (HROJ5E)
e JL725A: 4 Hour Onsite 3 Year (HROX6E)

Make the right purchase decision.

Contact our presales specialists.

N~ Contact us

—

Hewlett Packard
Enterprise

o JL728A: 4 Hour Onsite 3 Year (HL2M7E)

For HPE Aruba Networking Central hardware only
support, 24x7 TAC support, and many other support
options, go to Support Services Central SKU lookup tool.

Visit ArubaNetworks.com :

© Copyright 2024 Hewlett Packard Enterprise Development LP. The information contained herein is subject fo change

without notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.
Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contfained herein.

All third-party marks are property of their respective owners.

DS_HPEANWCX6200SwitchSeries_RVK_041124 a00097415ENW
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