Smluvni strany:

Integrovana doprava Stfredoceského kraje, prispévkova organizace

ICO: 05792291

DIC: €Z05792291

Sidlem: Sokolovska 100/94, 186 00, Praha 8 - Karlin
Bankovni spojent: |

Obchodni rejstrik: spis.zn. Pr 1564 vedend u Méstského soudu v Praze
Zastoupena: |

Datova schranka: pdrwknv

ddle jen jako ,objednatel” na strané jedné a

ALTEPRO solutions a.s.

ICo: 03665496

DIC: CZ03665496

Sidlem: Na Maninach 1092/20, HoleSovice, 170 00 Praha 7
Bankovni spojent: .
Obchodni rejstrik: spis. zn.: B.20333 vedena u Méstského soudu v Praze
Zastoupen: |

Datova schranka: 4u6t7y2

IM

ddle jen jako ,dodavatel” na strané druhé

se v souladu s ustanovenim § 2079 a nasl. zdkona ¢. 89/2012 Sb., obc¢ansky zakonik, ve znéni pozdéjsich
predpist (dale jen ,obcansky zakonik”), dohodly niZze uvedeného dne, mésice a roku tak, jak stanovi
tato

¢. smlouvy DS/0119/05792291/2024

KUPNI SMLOUVA

(dale jen ,,Smlouva“)

Preambule

Tato kupni smlouva se uzavird na zakladé vysledku zadavaciho fizeni na vefejnou zakazku zaddvanou
podle zdkona ¢. 134/2016 Sh., o zadavani verejnych zakazek, ve znéni pozdéjsich predpist, s ndzvem
,Obnova ICT infrastruktury”, jehoZ ozndmeni bylo uvefejnéno ve Véstniku vefejnych zakdzek dne 29. 4.
2024 pod ev. €. zakazky Z2024-019082 (dale jen ,Verejna zakazka“).

1 Predmét smlouvy

1.1 Predmétem této smlouvy je dodavka hardwarovych technologii a softwarového
vybaveni, véetné pfislusenstvi (dale souhrnné jen ,Zbozi“). Soucasti predmétu plnéni
této smlouvy je poskytnuti souvisejicich sluzeb. BliZsi specifikace predmétu plnéni je
obsaZena v pfriloze €. 1 této smlouvy.

Stranal/6



1.2

1.3

1.4

15

Touto smlouvou se dodavatel zavazuje dodat ZboZi a poskytovat objednateli souvisejici
sluzby, a objednatel se zavazuje uhradit dodavateli za dodané Zbozi a poskytnuté sluzby
dohodnutou cenu specifikovanou v Pfiloze €. 2 této smlouvy.

Pro ucely této smlouvy maji nize uvedené vyrazy nasledujici vyznam:
1.3.1 Zaddavaci dokumentace je zadavaci dokumentace Verejné zakazky, vietné
vsech jejich soucasti a pfiloh.
1.3.2 Nabidka dodavatele je nabidka podana dodavatelem v zaddvacim fizeni na
Verejnou zakazku, véetné vsech jejich soucdsti a pfriloh.

Dodavatel je povinen postupovat pti plnéni této smlouvy v souladu s vlastnim textem
této smlouvy i s jejimi pfilohami. Poskytované plnéni dodavatele musi odpovidat viem
pozadavkidm a skute¢nostem uvedenym v této smlouvé, Nabidce dodavatele i Zadavaci
dokumentaci. Veskeré uUdaje uvedené v Zaddvaci dokumentaci a Nabidce dodavatele
jsou pro dodavatele zavazné a jsou soucdsti predmétu plnéni této smlouvy.

Dodavatel je povinen zachovavat mlcenlivost o vSech skutecnostech, o nichz se v
souvislosti s plnénim této smlouvy dozvi, a to bez ohledu na to, jakym zplsobem tyto
informace ziskal; dodavatel je zaroven povinen zajistit, aby tuto povinnost dodrzovala i
jakakoliv tfeti osoba, kterou dodavatel pro plnéni svych ukold plynoucich z této smlouvy
pfimo ¢i nepfimo pouZije. ZpUsobi-li dodavatel pfi plnéni predmétu této smlouvy
objednateli djmu v disledku uniku informaci, bude povinen tuto Gjmu nahradit. Timto
ujedndnim neni dotéena platnost jakychkoliv pfipadnych zvldstnich smluvnich ujednani
mezi smluvnimi stranami o ochrané davérnych informaci.

2 Kupni cena a platebni podminky

2.1  Podrobna specifikace ceny plnéni je uvedena v pfiloze €. 2 této smlouvy. Souhrnné ceny
jednotlivych etap plnéni jsou nasleduijici:
Polozka Celkova cena v K¢ | Rozsah plnéni vtahujici se k uvedené cené
bez DPH
Etapac. 1 4 652 100,00 Souhrnna cena za kompletni dodani zboZzi
Dodani zbozi dle pfilohy €. 2
Etapa ¢. 2 320 000,00 Souhrnna cena za kompletni
Implementace implementaci dle pfilohy €. 2 (v
pfedpoklddaném rozsahu 20
¢lovékodni; cena je sjedndna jako pevna
bez ohledu na skutecné usili, které si
radné provedeni etapy ¢. 2 vyzada)
Etapa ¢. 3 520 000,00 Souhrnna cena za celkovy predpokladany
Podpora provozu rozsah 260 ¢lovékohodin vyuZitelnych po
dobu trvani rozsifené zaruky 60 mésicl
specifikovany v pfiloze €. 2; dodavateli
bude ndlezet cena dle skutecného
rozsahu poskytnutych sluzeb
(v jednotkové sazbé dle pfilohy €. 2)
2.2 Veskeré ceny uvedené v Pfiloze C. 2 jsou stanoveny jako nejvySe pfipustné, konecné,

nemeénné za jinak nezménénych podminek a zahrnuje vSechny naklady souvisejici s
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2.3
2.4

2.5

2.6

2.7

2.8

2.9

poskytnutim konkrétniho plnéni. Celkova cena zahrnuje rovnéz veskeré naklady,
priméreny zisk a obsahuje zapoctena rizika véetné financnich vlivd jako je napf. inflace
po celou dobu plnéni smlouvy. Ceny zahrnuji veskeré ndklady dodavatele souvisejici s
realizaci predmétu smlouvy.

Ke sjednané cené v K¢ bez DPH bude pfipoctena DPH v zakonné vysi.

Danové doklady budou vystavovany az po fadném dokonceni jednotlivych plnéni:
2.4.1 Etapa ¢. 1: Po podpisu akceptacniho protokolu €. 1 po dodani Zbozi;

2.4.2 Etapa ¢ 2: Po podpisu akceptaéniho protokolu ¢ 2 po dokonceni
Implementace;

2.4.3 Etapa C. 3: Pravidelné na rocni bazi vidy za skutecné poskytnuté plnéni, které
bylo objednatelem objedndno a v daném kalendarnim roce dodavatelem
poskytnuto, o ¢emzZ bude sepsan akceptacni protokol vidy za dany kalendaini
rok. Dodavatel bude s ohledem na celkovy rozsah predpokladaného plnéni
fakturovat vidy za kalendarni rok, tj. vidy k 31. prosinci daného roku.

Platby budou probihat vyhradné v K¢ (korunach ceskych) a rovnéz veskeré cenové udaje
budou v této méneé.

Faktury jsou splatné ve |hté 30 dnl ode dne dorucdeni danového dokladu objednateli.
Splatnosti se rozumi odepsani finanénich prostfedkd z Uctu objednatele.

Objednatel souhlasi se zasilanim elektronickych danovych doklad(i od dodavatele ve
formatu *.pdf, odpovidajicich prislusnym ustanovenim zakona o DPH.

Faktura musi obsahovat naleZitosti stanovené pfislusSnymi pravnimi predpisy, a to
zejména zakonem ¢. 235/2004 Sh., o dani z pfidané hodnoty, ve znéni platném k datu
uskuteénéni zdanitelného plnéni, a zdkonem ¢. 563/1991 Sbh., o Ucetnictvi, ve znéni
platném k témuz datu. Pfilohou faktury bude kopie protokolu o predani Zboizi, ¢i o
poskytnuti sluzeb.

V pfipadé, Ze zasland faktura nebude mit naleZitosti dafiového dokladu nebo na ni
nebudou uvedeny udaje specifikované v této smlouvé, nebo bude nelplna a nespravng,
je ji objednatel opravnén vratit dodavateli k opravé ¢i doplnéni a nedostava se do
prodleni s Ghradou kupni ceny. Od doruceni opravené faktury zacina bézet nova lhita
splatnosti.

3  Dodaci podminky

3.1

3.2

Dodavatel se podpisem této smlouvy zavazuje dle specifikace v pfiloze €. 1 této Smlouvy:

3.1.1 dodat objednateli v souladu s touto smlouvou ZboZi a prevést na objednatele
pravo uziti k tomuto Zbozi, a to dle etapy ¢. 1 harmonogramu uvedeného ddle;

3.1.2 poskytnout objednateli v souladu s touto smlouvou souvisejici sluzby, a to dle
etapy €. 2 harmonogramu uvedeného dale;

3.1.3  zajistit v obvyklé pracovni dobé (tzv. rezim 9x5) sluzby technické podpory a
rozsifrené zaruky pro dodavané feSeni, a to dle etapy ¢. 3 harmonogramu
uvedeného dale.

Harmonogram plnéni:
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- 1. etapa projektu: Doddvka zbozZi o Doddvka ZboZi do mista pInéni v€etné aktivace poskytovanych
softwarovych licenci a aktivace sluzeb podpory u vyrobc(, tak aby bylo mozné v ramci
navazné etapy €. 2

feSeni radné naimplementovat, a aby bylo moiné vyuZit oficidlni podpory vyrobcl pfi
implementaci.

o ZboZi bude dodano nejpozdéji do 10 tydnl od Ucinnosti smlouvy.

o Ze strany objednatele bude stvrzen bezprostfedné po dodani ZboZi do mista plnéni
akceptacni protokol pro etapu €. 1, na jehoz zakladé je opravnén dodavatel fakturovat
za 1. etapu projektu.

- 2. etapa projektu: Implementace o Fyzickd instalace, zprovoznéni a poskytnuti konzulta¢nich
sluZeb a poradenstvi pro pracovniky zadavatele ve vztahu k nasazeni a migraci na dodavané
feSeni po dobu 3 mésici po dodani Zbozi; v této dobé musi byt implementace plné
dokoncena a objednatelem akceptovana.

o Rozsah podpory implementace: predpokladany rozsah 20 ¢lovékodni. o Ze strany

objednatele bude po dokonceni implementacnich praci stvrzen Akceptacni protokol pro

etapu €. 2, na jehoz zédkladé je opravnén dodavatel fakturovat za 2. etapu projektu.

- 3. etapa projektu: Podpora provozu a rozsitena zaruka o Po dodani ZboZi (po dokonceni etapy €.
1 uvedené vyse) bude aktivovana sluzba podpory provozu a rozsifena zaruka na obdobi 60
mésich. Tato sluzba bude zaloZzena na predplacenych sluzbach podpory vyrobcu
jednotlivych komponent, které budou zahdjeny ke dni bezprostfedné nasledujicim po
dodani Zbozi (pokud nebude v akceptacnim protokolu k etapé €. 1 dohodnuto jinak).

o Akceptacni protokoly pro etapu €. 3 budou podepisovdny na rocni bazi, tj. vidy k 31.
prosinci daného kalendarniho roku, na jejichz zakladé je dodavatel oprdvnén
fakturovat.

3.3  Mistem plnéni je sidlo zadavatele: Sokolovska 100/94, 186 00, Praha 8 — Karlin.

3.4 Objednatel je povinen poskytovat dodavateli pfi plnéni predmétu této smlouvy
nezbytnou soucinnost v rozsahu dlivodné vyzadaném dodavatelem.

Prohlaseni dodavatele

4.1 Dodavatel prohlasuje, Ze Zbozi, jehoZ dodani je predmétem této smlouvy, ma vlastnosti
uvedené v této smlouvé, zejména v jeji pfiloze €. 1, a vlastnosti, které jsou pro takové
zbozi obvyklé.

4.2 Dodavatel dale prohlasuje, Ze ZboZi, jehoz dodani je pfedmétem této smlouvy, spliuje
relevantni technické, hygienické, veterinarni, bezpecnostni a dalsi standardy dle
predpist Evropské unie a odpovida pozadavkiim stanovenym pravnimi predpisy Ceské
republiky.

Pfechod vlastnického prava

5.1 Vlastnické pravo ke ZboZi prechazi na objednatele ke dni dodani Zbozi, tj. ke dni
protokolarniho dokonceni etapy €. 1.

Zaruka za jakost a zarucni servis

6.1 Dodavatel poskytuje objednateli zaruku za jakost ZboZi ve smyslu ustanoveni § 2113 a
nasl. obcanského zakoniku.
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6.2

6.3

6.4

7  Sankce
7.1

7.2
7.3

Doba trvani zaruky je uvedena v pfiloze €. 1 této smlouvy a béZi ode dne dokonceni etapy
¢. 1 dle vySe uvedeného harmonogramu. Zbozi je kryto technickou podporou vyrobce na
shodné obdobi.

Veskeré vady, na které se vztahuje zaruka, je objednatel opravnén oznamit dodavateli
pisemné, telefonicky nebo e-mailem (ddle jen ,reklamace”). Objednatel je opravnén
oznamit dodavateli vadu pfedmétu plnéni této smlouvy kdykoli aZ do uplynuti zaruéni
doby.

Dodavatel garantuje, Ze v ramci poskytnuté licence ke ZboZi, je v pfipadé vady objednatel
opravnén kontaktovat technickou podporu vyrobce, a to prostfednictvim technické
podpory dodavatele, a ma narok na instalaci a implementaci opravy (patch, hot-fix,
pfipadné upgrade) ke Zbozi, pokud vyrobce takovou uvolni k uzivani svym zakaznikm.

Smluvni strany sjednavaji nasledujici sankce:

7.1.1  drok z prodleni ve vysi 0,05 % z dluzné ¢astky za kazdy zapocaty den prodleni
se zaplacenim danového dokladu;

7.1.2  smluvni pokutu ve vysi 0,05 % z ceny ZboZi bez DPH, s jehoZ doddnim je
dodavatel v prodleni, za kazdy zapocaty den prodleni s dodanim Zbozi;

7.1.3  smluvni pokutu ve vysi 0,5 % ze sjednané ceny za etapu €. 2 (implementace)
bez DPH za kaidy zapocaty den prodleni s dokoncenim etapy ¢. 2
(implementace);

7.1.4 smluvni pokutu ve vysi 500.000 K¢ (pét set tisic korun ceskych) za kazdy
jednotlivy pfipad poruseni mi¢enlivosti dle ¢l. 1.5 této smlouvy.

Sankce jsou splatné ve lhaté 30 dnli od doruceni pisemné vyzvy k Uhradé.

PFipadny narok objednatele na ndhradu Skody neni uhradou smluvni pokuty dotéen ani
nijak omezen.

8 Reseni spor(, rozhodné pravo

8.1

8.2

Smluvni strany vynaloZi veskeré Usili k tomu, aby vytesily vSechny spory, které by mohly
vzniknout v souvislosti s touto smlouvou a jeji realizaci, v prvni fadé vzajemnou dohodou.

Smluvni strany se dohodly, Ze tato smlouva a prava a povinnosti z ni vyplyvajici se tidi a
vykladaji v souladu se zakony Ceské republiky, zejména s pfislusnymi ustanovenimi
obcanského zakoniku.

9  Trvani smlouvy

9.1

9.2

Smlouva se uzavird na dobu urcitou, a to na obdobi do ukonéeni poskytovani technické
podpory a rozsifené zaruky specifikované v pfriloze ¢. 1.

Objednatel si vyhrazuje pravo smlouvu vypovédét bez uvedeni dlvodu s tfimésicni
vypovédni dobou bez finanéniho vyrovnani za sluzby, jejichz plnéni by nastalo po
vypovédni dobé.

10 Zavérecna ustanoveni
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10.1

10.2

10.3

10.4

10.5

10.6

11 Prilohy
111

Smlouva nabyva platnosti dnem jejiho podpisu poslednim z Gcéastnik(l této smlouvy a
nabyva ucinnosti dnem jejiho uverejnéni v registru smluv.

Tato smlouva podléha uverejnéni v registru smluv podle zakona ¢. 340/2015 Sbh., o
zvlastnich podminkdach Gcinnosti nékterych smluyv, uverejiiovani téchto smluv a o registru
smluv (zdkon o registru smluv), ve znéni pozdéjsich predpist. Smluvni strany souhlasi s
uverejnénim smlouvy v jejim plném znéni (vyjma osobnich udajl, které budou pred
uverejnénim zneditelnény), a to véetné pripadnych dodatkd. Stejné tak smluvni strany
souhlasi s uverejnénim informace o celkové vysi odmén, které dodavatel obdrzel dle této
smlouvy. Uverejnéni v registru smluv zajisti objednatel.

Obé smluvni strany souhlasi se zvefejnénim vsech nadleZitosti smluvniho vztahu
zaloZeného touto smlouvou.

Smlouva je uzaviena elektronickymi prostredky. Kazdad ze smluvnich stran obdrizi
elektronicky oboustranné podepsany dokument. V ptipadé, Zze by doslo k uzavieni
standardni listinou formou, pak kazda ze smluvnich stran obdrZi jeden listinny origindl.
Smluvni strany na zavér této smlouvy vyslovné prohlasuji, ze jim nejsou zndmy zadné
okolnosti branici v uzavieni této smlouvy.

Smluvni strany prohlasuji, Ze si tuto smlouvu pred jejim podpisem precetly, a shledaly,
Ze jeji obsah presné odpovida jejich pravé a svobodné vili a zaklada pravni nasledky,
jejichz dosazeni svym jednanim sledovaly, a proto ji nize, prosty omylu, Isti a tisné, jako
spravnou podepisuji.

Nedilnou soucasti této smlouvy jsou tyto jeji ptilohy:

- Priloha¢. 1:  Technicka specifikace plnéni
- Priloha¢.2:  Ceny

Objednatel:

Dodavatel:

V Praze dne 9.7.2024 V Praze dne 30.5.2024
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Priloha €. 1 Kupni smlouvy:
Technicka specifikace plnéni

Obsah
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4.1 Pozadavky zadavatele Na HW ...........eoi ettt et e e arae e e arae e e e areeas 46
4.2 Pozadavky zadavatele Na SWi......ooeeiii it e e e e e e 47
4.2.1 Virtualizacni platforma VIMIWAIE..........cooccuiiiiieiiiee ettt ettt e e et e e aae e e e eaaeee e 47
4.2.2 Operacni systeémy MiICroSOft........ciiiciiiiiciiie e e e saaee e 47
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4.3.2 Komponentni rozpis — servery x86 od vyrobce LeNoVO...........ccceeeecvieeeeiiieeeeciieee e, 48
4.3.3 Komponentni rozpis — software od vyrobce VIMWAre .........ccoecuveeeeiiieeesiiieeeccieeeeeveee e 49
4.3.4 Komponentni rozpis — software od vyrobce Microsoft ..........ccccueeeeiiiiieeiiiiee e, 49
4.3.5 Mezinarodni benchmark — servery x86 od vyrobce LENOVO .........ccccveeeeciieeeeciveee e, 50
4.3.6 Vykon pouZzitého CPU v serverech dle CPU benchmark.......cccccvveiiiiiiiiiiiiec e, 50
4.3.7 Datovy list — servery x86 od VYrobce LENOVO ........cccuvieieciieieeiieeeeceee ettt 51
4.3.8 Potvrzeni zastoupeni vyrobce — servery x86 od vyrobce LENOVO........ccccccvveeeecvveeeeinneenn. 53
5 DiISKOVE POIE.....iieeeiiiiieiiiieiceiteeeeeteeaeeeseeaesesseennseeseenssesseenssesseenssssseenssssssensssssesnssssssnnssnsssnnnnns 53
5.1 POZadavKy ZadaVatele .........ccuueeiieiiiee ettt e e e e et e e e bt e e e e eatae e e e e nreeeeanraeaaan 53
I oY oA ¥ o 1741 a =T Vo TN o] [ T=1 oY PSSP 59
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5.2.3 Mezindrodni BeNChMArk .......cooiiiiiiiiee e s 60
5.2.4 Vykonnostni charakteristika diskového pole doloZena vystupem z nastroje vyrobce ...... 61
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1 Uvodni informace

Pfedmétem plnéni je ¢astecna generacni obnovy sitové, bezpe¢nostni a IT infrastruktury zadavatele pro
zajisténi bezpecného provozu aplikaci v prosttedi zadavatele.

Pokud Zaddvaci dokumentace obsahuje pfimé nebo nepfimé odkazy na urcitého dodavatele nebo
vyrobky, pfipadné patenty na vynalezy, uzitné ¢i prGmyslové vzory, ochranné zndmky nebo oznaceni
plvodu, umozZiiuje Zadavatel vyslovné pouziti i jinych, kvalitativné a technicky rovnocennych feseni,
kterd naplni Zadavatelem pozadovanou ¢i odbornikovi zfejmou funkcionalitu.

V ICT prostredi zadavatele jsou pribéiné navySovany pocty uZivateld ICT aktiv a zaroven jsou na
zadavatele kladeny stdle vétsi pozadavky na ochranu zpracovavanych dat. Z tohoto ohledu zadavatel
stanovil pldan obnovy, ktery reflektuje vyse uvedené, a do budoucna bude umoziiovat v pfipadé potreby
rast celého reseni.

Predmeét zakdzky se tyka centralni lokality zadavatele na adrese:

- Sokolovska 100/94, 186 00 Praha 8 — Karlin (objekt METEOR CENTRE OFFICE PARK) a to v
budovach:
o budova A, 1. patro
0 Zde se nachazi stavajici hlavni kancelafské prostory zadavatele, serverovna s
terminaci externi konektivity (Internet, propoj do detasovaného pracovisté a na
ROPID)
0 V serverovné je k dispozici instalani prostor ve dvou datovych rozvadécich
(rackach) s rozméry 600 x 800 mm x 42U — prostor z pohledu volnych pozic ,,U”
(rack units) je dostatecny pro poptavané reseni
o budova B, 1. patro
0 Zde se nachazi nové kancelafské prostory, do kterych se zadavatel bude
stéhovat v prlibéhu 1. poloviny roku 2024
0 V tomto prostoru se nachazi serverovna, kterou zadavatel predpoklada vyuzit
jako disaster recovery (DR) lokalitu a pro umisténi LAN access vrstvy pro
pfipojeni mistnich uzivatel(.
Mezi serverovnami (budova A — budova B) je vyvafena v omezeném mnozstvi optika na Urovni osmi
singlemodovych vldken (4 pary vldken) ukonéenych na optickych vanach s konektory SC/PC (modré).
Jeden opticky par je dnes vyuZit pro propojeni LAN prvkd. Ostatni jsou k dispozici. Uvedené je
dostatecné pro zamyslené feseni.

Pfedmétem této verejné zakdzky je 1. faze zahrnujici:

- Bezpeclnostni fesSeni pro ochranu perimetru a pro zajisténi segmentace sité

- Sitové prvky pro povyseni sité na dnes standardnich 10 Gbit/s, které budou slouzit jak pro
vytvoreni robustni patere, tak pro pfipojeni serverl

- Servery pro virtualizaci aplikaci véetné souvisejiciho programového vybaveni

- Robustni rychlé diskové pole zajistujici datové uloZisté v ramci virtualizované aplikacni
infrastruktury

- Uvedené je zndzornéno na nasledujicim schématu, pficemz predmét je ve schématu znazornén
Zlutym zvyraznénim.

Naopak predmétem zakazky nejsou dalsi ndvazné etapy, které se budou odvijet od pozadavk( kladenych
na zadavatele, a které predpokladaji zrobustnéni celého reseni v ramci druhého datacentra, zejména
pak posileni vypocetniho vykonu a zajisténi vyssi bezpecnosti dat rozSifenim diskového pole do
geografického active/active clusteru.
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S realizaci predmétu plnéni jsou rovnéz spojeny sluzby v rozsahu doddavky, instalace, zakladni
konfigurace, skoleni pro administratory reseni, a zajisténi podpory od vyrobct jednotlivych komponent
na obdobi 60 mésica.

Ideové schéma predmétu plnéni v kontextu cilového (budouciho) stavu celkové ICT infrastruktury
zadavatele:

@ ROPID

ROPID
Eu;:l_w:A_“ N @ T
!
F — 1 ||
} ; =
9 | DetaZované pracoviété IDSK
! Letfiany
- [ Nowy HA cluster |
| 1 perimetrickych a | LetAany
- - segmentadnich firewalld [~ — — — — — — T T T T T T T T T T VA B

Nowy patefni datacentrowy

stack pfepinaél
k-

| Budouci agregatni
datacentrovy stack pfepinaéd

Nové ESXi
servery pro |
virtualizaci | Budouci rozgifeni

virtualizatni ESXi farmy

| Budouci rozgifeni diskového
pole do geografického
active/active clusteru

|
|
|
|
|
|
|
|
- !
[ ] [
Nové dual-controller
diskové full flash !
NVMe pole :
|
|
|
|
|
|
|
|
o

—
| —
A_! —
q — . Nové postavené zalohovaci feseni:
-Veeam (stavajici licence)
L. LAN ACCESE - Server (stavajici starsi HPE)
PAN S EesEs - Cisco (stavajici) - - Diskové pole (stavajici starsi HPE)
- HPE Aruba (stavajici) [ —
Kazdy switch bude pfipojen separatné 2x 10G linkou ! !
(pfipadné 1G linkou (dle moZnosti)) Cold backup:
- NAS (stévajici)
Legenda: Predmét vefejné zakazky 100ME (stavajici propoje od TMCZ)
= 10GE SR multimode : Media konvertor T-Mobile

= = = = 100GE DAC (stackvia 100G)
e 100GE iLR4 singlemode (propojeni mezi serverovnami)
— 166G FC multimode (pfipojeni serverl na diskové pole)
----- Replikace diskového pole via 10G iCSCl via LAN

1GE
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2 Perimetricky a segmentacni firewall

2.1 Pozadavky zadavatele

Mnozstvi: 2 kusy (1 high-availability cluster)
. Splnuje Nabizeny parametr,
PoZadavek
ANO/NE dodateénd informace
Obecné parametry
Typ zafizeni: next generation firewall ANO
Gartner MQ Firewalls
Kvalita nabizeného feseni: Nabizené feSeni, resp. jeho vyrobce, byl v poslednich
trech letech umistén v mezinarodné platném benchmarkovém reportu na Grovni .
, w oy . j L K Forrester Wave Enterprise
Llidr trhu". Pfedmétem benchmarkového reportu musi byt next generation | ANO .
: , , S Firewalls
firewally a benchmark musi obsahovat posouzeni minimalné TOP5
celosvétovych vyrobcd.
Viz nize
HW a SW/Firmware/OS: HW i programové vybaveni (firmware/OS) firewallu ANO
musi byt od jednoho vyrobce
Vyrobce a typ nabizeného reseni
Vyrobce NG firewalld ANO Palo Alto Networks
Produktové Cislo (typ) nabizeného zafizeni (v pfipadé, Ze je zafizené popsano
vice produktovymi Cisly, uvede ucastnik vybérového fizeni hlavni produktové | ANO PAN-PA-1410
Cislo nabizeného zatizeni)
Odkaz na www stranky vyrobce zafizeni, kde je k dispozici detailni technicka ANO Odkaz na stranky vyrobce
specifikace (DataSheet) v ceském nebo anglickém jazyce zde
Zadavatel poZaduje, aby soucasti popisu nize bylo prohlaseni vyrobce, Ci
mistniho zastoupeni vyrobce o tom, Ze:
- Nabizené feseni je nové, nerepasované a nepouzité
- Nabizené fedeni je urené pro Cesky trh o
PR i Y , M ANO Viz nize
- Nabizené feseni bude servisnim stfediskem vyrobce pIné
podporovano - A Ze Ucastnik vybérového fizeni je obchodnim a servisnim
partnerem vyrobce, a Ze je oprdvnény prodavat a implementovat nabizené
zatizeni
Fyzické parametry
Rozsah provoznich teplot 5-35°C ANO 0-40 °C
Rozsah provoznich vlihkosti 10-90% ANO
Maximalni velikost 1 RU ANO 1U
Pislusenstvi pro montaz do 19" rozvadéce soucasti dodavky zafizeni ANO
Redundantni (dva) interni jvislé djeci AC zdroj yménné
e un an n|l( V?) in ferm nezavislé napajeci zdroje, vyménné za provozu ANO PAN-PWR-AS0W-AC
(soucast nabidky i dodavky).
Interni redundantni ventilatory ANO
Portace
Pocet neblok ych portl 10G-Base-X (10GE litelnym fyzicky hrani
ocet neblo Cfv?nylc vpor ] ase-X ( ) s volitelnym fyzickym rozhranim ANO A% 106 SEP+
typu SFP+ - minimalné 4 ks
Potet neblokovanych port(i 1000-Base-X (1GE) s volitelnym fyzicky hrani
ocet neblo 9\{an}/c vpor ] ase-X (1GE) s volitelnym fyzickym rozhranim ANO 6x 1G SEP
typu SFP — minimalné 6 ks
Pocet neblokovanych portt 100-Base-T / 1000-Base-T (100ME/1GE) metalickych ANO 8x 1G RJ45
RJ45 portl — minimalné 12 ks 4x 1G/2.5G/5G RJ45 POE
Dedikovany management port — RJ 45 ANO 1x RJ45
. , , - 1x RJ45
Dedikovany konzolovy port — typ RJ45 nebo miniUSB ANO )
1x MicroUSB
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Dedikované fixni HA porty - dle potteb zapojeni HA clusteru, nesmi omezit pocet

vySe uvedenych datovych portl ANO 2xRIAS
Podpora vloznych transceiver( SFP+ 10G-Base-SR, 10G-Base-LR ANO

Podpora vloznych transceivert SFP+ 1000-Base-SX, 1000-Base-LX, 1000-Base-T | ANO

USB port pro nahravani konfigurace a zalohy ANO 1x USB
Vsechny porty musi byt z predni strany firewallu a to s ohledem na

problematickou dostupnost k hlavnimu rozvadéci (racku) s instalovanymi | ANO

sitovymi a bezpeénostnimi prvky

Vsechny pozadované porty musi byt pouZitelné zaroven ANO

Interni Ulozisté pro troubleshooting

Houbleshootng -logy mstupsesufferaatcy o |ANo |ssp1z0as
Vykonové parametry

Propustnost firewallu pFi pIné aplika¢ni kontrole - minimalné 6,5 Gbit/s ANO 6,8 Gbps
P.ropustnost ﬁrewa.llu pri F)Iné aiplikaélni kontr.ol.e a’za!onuti vét.ach dostupnych ANO 3,2 Gbps
signatur IPS a AV (licence je pozadovana) - minimalné 3,2 Gbit/s

Propustnost firewallu pFi IPSEC - minimalné 4,5 Gbit/s ANO 4,6 Gbps
Podpora soucasnych TCP spojeni - minimalné 940.000 ANO 945.000
Schopnost navéazani novych TCP spojeni za sekundu - minimalné 100.000 ANO 100.000
Podpora IPSEC VPN tunel(i site-to-site — minimalné 2500 (pfipadné licence jsou ANO

poZadované)

Podpora klientskych IPSEC VPN tunelll — minimalné 1500 (pfipadné licence jsou ANO

pozadované)

POd.pOt:a SSL dekrypce spojeni pro IPS pfi prichodu HTTPS — minimalné 50.000 ANO

spojeni

Podpora soucasné pfipojenych SSL VPN uZivatell — minimalné 1500 (pfipadné ANO

licence jsou pozadované

Podpora soucasné pfipojenych SSL VPN uZivatel( bez klienta — minimalné 200 ANO

(pFipadné licence jsou pozadované)

Networking

Velikost MAC tabulky - minimalné 3000 ANO

Podpora VLAN - minimané 4000 ANO

Podpora VLAN na jeden port — minimalné 1000 ANO

Podpora NAT, NAT64 a NAT ALG pro DNS, PPTP, SIP, FTP ANO

Podpora VPN technologii IPSEC VPN, SSL VPN, L2TP VPN a GRE ANO

Podpora smérovacich protokolt RIP, RIPng, OSPF, OSPFv3,BGP a BGP4+ ANO

(pFipadné licence jsou pozadované)

Velikost smérovaci tabulky pro IPv4 — minimalné 10000 ANO

Velikost smérovaci tabulky pro IPv6 — minimalné 5000 ANO

Podpora technologie BFD minimalné pro BGP, OSPF a statické zaznamy ve ANO

smérovaci tabulce

Pocet BFD session — minimalné 500 ANO

Podpora multicastovych smérovacich protokolt PIM-SM, PIM-SSM a PIM-ASM | ANO

Podpora nasazeni v L3 mddu, transparentni médu nebo TAP mdédu ANO

High-availability (HA) rezim

Podpora v nasazeni HA médu jak v active/active tak active/passive ANO
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Podpora synchronizace konfigurace a stavové tabulky ANO

Sprava vsech zafizeni pracujicich v rezimu vysoké dostupnosti musi probihat

ANO
jednotné pres spolecné grafické konfiguracni rozhrani
Virtudlni kontexty / virtualni firewally
Podpora virtudlnich kontextd hardware appliance: minimalné 5 kontextu o 3
B ) B} ANO AZ 6, licenéné rozsifitelné
(virtualnich firewallovych domén)
Kazdy z virtualnich kontext mdze pracovat bud'v L2 rezimu (transparentni rezim ANO
inspekce) nebo L3 rezimu (NAT/router rezim s inspekci)
Virtudini kontexty musi byt mozné propojit pomoci virtualnich propojli (bez ANO
nutnosti propojovat pomoci fyzickych sitovych rozhrani) bez omezeni vykonu
Integrace, napojeni na dohledové nastroje a management
Konfigurace pres WEB management ANO
Konfigurace pres CLI - SSH a lokalni konzole ANO
Podpora technologie SNMPv1, v2c a v3 ANO
Podpora syslog a moZnost napojeni na SIEM ANO
Podpora NetFlow v9 ANO
GUI musi podporovat ¢teni logovych zaznamu bez nutnosti pouZivani ANO
centralniho management serveru.
GUI musi obsahovat offline kontextovou ndpovédu. ANO

Reseni musi obsahovat plnohodnotné API rozhrani pro ¢teni a konfiguraci
sitovych nastaveni, bezpeénostnich a dalSich pravidel, nastaveni sitovych ANO
rozhrani a smérovani.

Reseni musi umoZfiovat automatickou konfiguraci novych FW pouzitim

ANO
konfiguracnich Sablon na pfipojeném USB flash disku.

Podpora pro autentizaci a autorizaci administratord - feSeni musi podporovat

ANO
protokoly LDAP, Radius, TACACS+, Kerberos a osobni certifikat

SSL VPN klient pro OS Windows 64/32 bit, Linux, MacQOS, 10S, Android a to bez
omezeni poctu klientl (tzn. bez nutnosti kupovat licenci na klienty). Pokud je
licence na klienty vyZzadovana pak musi byt feseni licencovdno na maximalni
kapacitu firewallu. V pfipadé, Ze je vyzadovana licence na firewallu pro nékteré
typy SSL VPN klientd, pak musi byt takova SSL VPN licence soucasti nabizeného
firewallového feseni.

ANO

Firewallova pravidla a vlastnosti

FW musi podporovat aplikacni detekci a kontrolu jako svou nativni funkcionalitu ANO

Podpora filtrace obsahu na trovni aplikace ANO

Schopnost detekci aplikaci bézicich na nestandardnich portech, moznost online
aktualizace aplikacnich signatur, moZnost definice vlastnich signatur IPS -| ANO
minimalné 6000 aplikaci

Podpora technologie AntiDDoS pro nasledujici HTTP, HTTPS, DNS, a SIP flood

ANO
utoky (pripadné licence jsou pozadované)
FW musi podporovat nativni nastroj pro odchyceni provozu ANO
Ptifazeni povolené ¢i zakdzané aplikace musi byt nativni soucasti vytvareni ANO
standardniho bezpecnostniho pravidla
Soucasti feSeni musi byt nastroj, uréeny pro analyzu a zjednoduseni prevodu
L3/L4 pravidel na pravidla L7 - tento nédstroj nemusi byt nutné integrovanou ANO
soucasti FW
FW musi podporovat identifikaci aplikaci napfi¢ viemi porty/protokoly ANO
FW musi podporovat identifikaci aplikaci na nestandardnich portech ANO
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Identifikace aplikace musi probihat pfimo ve FW ANO
Definovana aplikace musi predstavovat "match kritérium" pti policy lookup ANO
FW musi detekovat a zabranit aplikaci ménit porty, tzv. port-hopping ANO
FW musi podporovat fizeni neznamého provozu ANO
FW musi umozZnovat tvorbu plnohodnotnych, uzivatelsky definovanych aplikaci ANO
bez nutnosti vyuZiti externiho nastroje nebo zasahu vyrobce/dodavatele

FW musi podporovat vytvareni bezpecnostnich pravidel na zakladé ANO
uzivatelskych identit

Volba uZivatelské identity musi byt nativni soucasti vytvareni standardniho ANO
bezpecnostniho pravidla

UZivatelska identita musi predstavovat "match kritérium" pfi policy lookup ANO
FW musi podporovat ziskavani vazby IP adresa-uZivatelské jméno, bez nutnosti ANO
instalace klienta na koncové zafizeni

FW musi podporovat ziskdvani vazby IP adresa-uzivatelské jméno, bez nutnosti ANO
instalace klienta na doménovy kontrolér

FW musi podporovat ziskdvani vazby IP adresa-uZivatelské jméno, bez nutnosti ANO
instalace dalSich komponent mimo samotné HW appliance

FW musi podporovat ziskavani vazby IP adresa-uZivatelské jméno z Active

Directory za pomoci doménového Uctu s co nejnizsimi moznymi pravy pro Cteni ANO
Security logtl, bez nutnosti disponovat rizikovymi Grovnémi opravnéni (napf.

Domain Admins)

FW musi podporovat kontrolu klientskych stanic v pravidelnych intervalech pres
Windows Management Instrumentation (WMI) nebo NetBIOS aby zjistil, jestli je| ANO
vazba IP adresa-uZivatelské jméno pordad platna

FW musi podporovat desifrovani odchoziho SSL/TLS provozu, za pomoci ANO
podvrzeni serverového certifikatu klientdim

FW musi podporovat desifrovani prichoziho SSL/TLS provozu, za pomoci ANO
naimportovaného privatniho klice interniho serveru

FW musi podporovat desifrovani Secure Shell (SSH proxy) a kontrolovat ANO
tunelované aplikace

FW musi podporovat desifrovani protokolu TLS verze 1.3 ANO
FW musi podporovat zavedeni tzv. pozitivniho bezpecnostniho modelu —

povoleni pouze vybranych aplikaci a zdkaz vSech ostatnich aplikaci, véetné ANO
neznamého provozu

FW musi obsahovat integrovany systém ochrany proti zranitelnostem (virtual
patching) a sitovym Utokdm (IPS). Databaze IPS signatur musi byt uloZena p¥imo ANO
ve FW. Aplikace IPS profilu musi byt granuldrni, na Urovni bezpecnostniho

pravidla

FW musi umozZnovat tvorbu uzivatelsky definovanych IPS signatur bez nutnosti ANO
vyuziti externiho néstroje nebo zasahu vyrobce/dodavatele

FW musi obsahovat integrovany systém ochrany proti pfitomnosti vird a

Skodlivého koédu. Databaze AV signatur musi byt uloZzena pfimo ve FW. Aplikace | ANO
AV profilu musi byt granuldrni, na drovni bezpec¢nostniho pravidla

Antivirus musi byt schopen kontrolovat provoz v minimalné téchto aplikacich - ANO
SMTP, POP3, IMAP, HTTP, HTTPS, HTTP/2, FTP a SMB

FW musi umoZiovat tvorbu uzivatelsky definovanych spyware signatur bez ANO
nutnosti vyuZiti externiho néstroje nebo zasahu vyrobce/dodavatele

FW musi podporovat moznost zablokovani utoku vyuZzivajiciho znama C&C ANO
centra i v pripadé, Ze je provoz Sifrovan a neni mozné provadét SSL dekrypci

FW musi v bezpecnostnich pravidlech podporovat pouZiti externich

dynamickych seznam; FW musi poskytovat mozZznost ovéfit na zakladé ANO

certifikatl pravost téchto dynamickych seznamu
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FW musi pro pristup ke kritickym aplikacim, poskytovat moZnost vynutit
vicefaktorové ovéreni prostiednictvim webového portalu, bez ohledu na to,

(odstranénim zévady) do konce pracovniho dne nasledujiciho po nahlaseni
poZadavku dodavateli.

ANO
jestli cilova aplikace podporuje vicefaktorovou autentizaci; tato vlastnost musi
byt konfigurovatelna na Urovni bezpec¢nostniho pravidla
FW musi poskytovat moznost zabranit odeslani doménovych uZivatelskych
prihlasovacich udajl do jinych, neZ povolenych URL kategorii, pro zabranéni ANO
phishingu
FW musi poskytovat funkci k ochrané proti tzv. drive-by downloadtm; zplisob
ochrany musi byt pro uZivatele interaktivni s moznosti volby akceptace rizikaa | ANO
stazeni souboru
FW musi podporovat analyzu DNS dotazu tzv. sinkhole funkci, kterd pri DNS
dotazu na skodlivou doménu vrati podvrzenou IP adresu pro detailnéjsi analyzu | ANO
a zaroven se stanice na plvodni malware stranku nedostane.
FW musi obsahovat lokalni tloZisté logl ANO
FW musi obsahovat néstroj pro analyzu logtl bez nutnosti vyuZiti dalSiho ANO
systému mimo GUI
FW musi podporovat agregované zobrazeni logl na zakladé jednoho
filtrovaciho pravidla, napfic jednotlivymi typy logQ, jako jsou provozni logy, logy | ANO
bezpecnostnich incident( a logy pfistupl na URL
FW musi podporovat preposilani logl na zatizeni tfetich stran ANO
FW musi umoZriovat vybér preposilanych logd na Grovni bezpec¢nostniho ANO
pravidla
Podpora vyrobce
Podpora v rezimu 9x5 na 60 mésicl s odezvou nejpozdéji do 4 hodin (pocitanych
v ramci doby podpory) od nahlaseni poZadavku dodavateli a opravou ANO

2.2 Popis nabizeného plnéni

2.2.1 Popis

Nabizené reSeni je zaloZeno na dvou hardwarovych boxech Palo Alto Networks PA-1410, které jsou
navrzeny pro ochranu centralnich kampus( malych a stfedné velkych spole¢nosti ¢i vétSich pobocek, s
podporou Power over Ethernet (PoE), virtualnich systému (VSYS), a jsou vybaveny vysokorychlostnimi
multigigovymi 1G/2.5G/5G metalickymi porty (mGig) ¢i 1G/10G optickymi porty.

Bezpecnostni produkty vyrobce PaloAlto jsou hodnoceny jako jedny z nejbezpecnéjsich, které jsou

dostupné na trhu. Jedna se o Spic¢ku na trhu.

Uvedené feseni bylo zvoleno i s ohledem na zajiSténi Urovné kybernetické bezpecnosti celého feseni.
Firewally budou konfigurovany tak, aby zabranili ptfipadnym neZdadoucim komunikacim ostatnich

komponent.

2.2.2 Komponentni rozpis

PN Popis Mnozstvi
PAN-PA-1410 Palo Alto Networks PA-1410 2
PAN-PWR-450W-AC PA-3400,PA-1400 450W spare power supply 2
PAN-PA-1410-BND-CORESEC-5YR | PA-1410, Core Security Subscription Bundle (Advanced Threat 2
Prevention, Advanced URL Filtering, Advanced Wildfire, DNS Security
and SD-WAN ), 5 years (60 months) term
PAN-SVC-BKLN-1410-5YR PA-1410, Partner enabled premium support, 5 years (60 months) term. 2
Pfiloha €. 1 Kupni smlouvy: Technicka specifikace plnéni 9/68



PAN-PA-1410-GP-5YR-HA2

years (60 months) term.

PA-1410, GlobalProtect subscription, for one (1) device in an HA pair, 5

2.2.3 Mezinadrodni benchmark

Nabizené firewallové feseni vyrobce Palo Alto je dlouhodobé zalistované napfiklad v benchmarku
spolec¢nosti Gartner s nazvem ,,Network firewalls“ (posledni aktualizace v 09/2022)

2026 ()
darcner 2017
2018
MAGIC QUADRANT O
NETWORK FIREWALLS 2015
2014 () 2019 O
#/» paloalto °®
NETWORKS 2021_(:) 2020
L o 201
2011
Cisco @ 2022
Pao Allo Networks
Albaba Cloud
Jau ® Check Point Software Technologies
uriper
Huawe @ ® @
Micosoft @
L]
Amazon Web Services
Soniciall @
A HC @ @ Baracuda
WatchGuard
Sc-phas' @ Hillstore Networks
@ Sangfor Technologies
Forcepcint @
w
(==
=
(& ]
(*%)
<
i
(=]
—_
=
'_
=
&
<
COMPLETENESS OF VISION = As of September 2022 ©® Gartner, Inc

Gartner

Zaroven je pak zalistované v benchmarku spolecnosti Forrester s ndzvem , Enterprise firewalls“ (posledni

aktualizace v Q4/2022)

Pfiloha €. 1 Kupni smlouvy: Technicka specifikace plnéni
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. The Forrester Wave™: Enterprise Firewalls, Q4 2022
FORRESTER The 10 Providers That Matter Most And How They Stack Up

FIGURE 1
Forrester Wave™: Enterprise Firewalls, Q4 2022

Strong
Challengers Contenders Performers Leaders

Stronger
current
offering

Weaker
current
offering

Weaker strategy = Stronger strategy

Market presence

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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2.2.4 Datovy list

%, paloalto’ |  sTraTa

NETWORKS

PA-1410

PA-1420

PA-1400 Series

Palo Alto Networks PA-1400 Series ML-Powered
Next-Generation Firewalls, comprising the PA-1420
and PA-1410, are designed to provide secure
connectivity for organizations’ branch offices as well as
midsize businesses.

The controlling element of the PA-1400 Series is PAN-
0S, the same software that runs all Palo Alto Networks
NGFWs. PAN-OS natively classifies all traffic, inclusive
of applications, threats, and content, and then ties that
traffic to the user regardless of location or device type.
The application, content, and user—in other words, the
elements that run your business—then serve as the basis
of your security policies, resulting in improved security
posture and reduced incident response time.

Strata by Palo Alto Networks | PA-1400 Series | Datasheet

Pfiloha €. 1 Kupni smlouvy: Technicka specifikace plnéni

Highlights
World's first ML-Powered NGFW

.

.

Eleven-time Leader in the Gartner Magic
Quadrant for Network Firewalls

.

Leader in the Forrester Wave: Enterprise
Firewalls, @4 2022

Delivers predictable performance with
security services

.

.

Simplifies deployment of large numbers
of firewalls with optional Zero Touch
Provisioning (ZTP)

.

Native web proxy supportin NGFW to
simplify and consolidate management of
firewall and proxy functionalities

.

Supports centralized administration with
Panorama network security management

.

Extends visibility and security to all
devices, including unmanaged loT
devices, without the need to deploy
additional sensors

.

Supports high availability with active/
active and active/passive modes

.

Maximizes security investments and
prevents business disruptions with AlOps
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Key Security and Connectivity Features

+ Embeds machine learning (ML) in the core of the firewall to provide inline signatureless attack
prevention for file-based attacks while identifying and immediately stopping never-before -seen
phishing attempts.

+ Leverages cloud-based ML processes to push zero-delay signatures and instructions back to the NGFW.

+ Uses behavioral analysis to detect internet of things (IoT) devices and make policy recommendations;
cloud-delivered and natively integrated service on the NGFW.

+ Automates policy recommendations that save time and reduce the chance of human error.

+ Identifies the applications traversing your network, irrespective of port, protocol, evasive techniques,
or encryption (TLS/SSL).

+ Automatically discovers and controls new applications to keep pace with the Saa$S explosion with
Saas Security subscription.

+ Uses the application, not the port, as the basis for all your safe enablement policy decisions: allow,
deny, schedule, inspect, and apply traffic-shaping.

+ Offers the ability to create custom App-1D tags for proprietary applications or request App-1D
development for new applications from Palo Alto Networks.

» Identifies all payload data within the application (e.g., files and data pattems) to block malicious files
and thwart data exfiltration attemnpts.

+ Creates standard and customized application usage reports, including software-as-a-service (SaaS)
reports, that provide insight into all sanctioned and unsanctioned Saas traffic on your network.

+ Enables safe migration of legacy Layer 4 rule sets to App-ID-based rules with built-in Policy Optimizer,
giving you a rule set that is more secure and easier to manage.

Check out the App-1D tech brief for more information.

+ Enables visibility, security policies, reporting, and forensics based on users and groups—not just
IP addresses.

+ Easily integrates with awide range of repositories to leverage user information: wireless LAN
controllers, VPNs, directory servers, SIEMs, proxies, and more.

+ Allows you to define Dynamic User Groups (DUGs) on the firewall to take time-bound security
actions without waiting for changes to be applied to user directories.

- Applies consistent policies irrespective of users’ locations (office, home, travel, etc.) and devices
(i0S and Android mobile devices; macOS, Windows, and Linux desktops and laptops; Citrix and
Microsoft VDI; and terminal servers).

+ Prevents corporate credentials from leaking to third-party websites and prevents reuse of stolen
credentials by enabling multifactor authentication (MFA) at the network layer for any application
without any application changes.

+ Provides dynamic security actions based on user behavior to restrict suspicious or malicious users.

+ Consistently authenticates and authorizes your users, regardless of location and where user
identity stores live, to move quickly toward a Zero Trust security posture with Cloud Identity
Engine— an entirely new cloud-based architecture for identity-based security.

Check out the Cloud Identity Engine solution brief for more information.

+ Inspects and applies policy to TLS/SSL-encrypted traffic, both inbound and outbound, including for
traffic that uses TLS 1.3 and HTTP/2.

» Offers rich visibility into TLS traffic, such as amount of encrypted traffic, TLS/SSL versions, cipher
suites, and more, without decrypting.

+ Enables control over use of legacy TLS protocols, insecure ciphers, and misconfigured certificates to
mitigate risks.

% paloaltﬂ' Strata by Palo Alto Networks | PA-1400 Series | Datasheet 2
e
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+ Facilitates easy deployment of decryption and lets you use built-in logs to troubleshoot issues, such
as applications with pinned certificates.

+ Lets you enable or disable decryption flexibly based on URL category, source and destination zone,
address, user, user group, device, and port, for privacy and regulatory compliance purposes.

+ Allows you to create a copy of decrypted traffic from the firewall (i.e., decryption mirroring) and send
it to traffic collection tools for forensics, historical purposes, or data loss prevention (DLP).

+ Allows you to intelligently forward all traffic (decrypted TLS, nondecrypted TLS, and non-TLS) to
third-party security tools with Network Packet Broker, optimize your network performance, and
reduce operating expenses.

Refer to this decryption whitepaper to learn where, when, and how to decrypt to prevent threats and

secure your business.

+ Benefits from centralized management, configuration, and visibility for multiple distributed
Palo Alto Networks NGFWs (irrespective of location or scale) through Panorama network security
management, in one unified user interface.

+ Streamlines configuration sharing through Panorama with templates and device groups, and scales
log collection as logging needs increase.

+ Enables users, through the Application Command Center (ACC), to obtain deep visibility and
comprehensive insights into network traffic and threats.

» Delivers continuous best practice recommendations customized to your unique deployment to
strengthen your security posture and get the most out of your security investment.

+ Intelligently predicts firewall health, performance, and capacity problems based on ML powered by
advanced telemetry data.

+ Provides actionable insights to resolve the predicted disruptions.

+ Ability to consolidate firewall and proxy into a single platform while managing capabilities through a
centralized management platform to build policies.

+ Ability to support explicit proxy through PAC files and also transparent proxy.

- Explicit proxy can help with no-default route architectures with on-premises proxy deployments.
Explicit proxy supports authentication with Kerberos and SAML.

+ Transparent proxy setup is simplified without the need for WCCP or authentication.

Today’s sophisticated cyberattacks can spawn 45,000 variants in 30 minutes using multiple threat
vectors and advanced techniques to deliver malicious payloads. Traditional siloed security causes
challenges for organizations by introducing security gaps, increasing overhead for security teams, and
hindering business productivity with inconsistent access and visibility.

Seamlessly integrated with our industry-leading NGFWs, our Cloud-Delivered Security Services use the

network effect of 80,000 customers to instantly coordinate intelligence and protect against all threats

across all vectors. Eliminate coverage gaps across your locations and take advantage of best-in-class
security delivered consistently in a platform to stay safe from even the most advanced and evasive
threats. Services include:

+ Advanced Threat Prevention: Stop known exploits, malware, spyware, and command -and-control
(C2) threats, while utilizing industry-first prevention of zero-day attacks —prevent 60% more
unknown injection attacks and 48% more highly evasive command-and-control traffic than
traditional IPS solutions.

+ Advanced WildFire: Ensure files are safe by automatically preventing known, unknown, and
highly evasive malware 60X faster with the industry’s largest threat intelligence and malware
prevention engine.

+ Advanced URL Filtering: Ensure safe access to the internet and prevent 40% more web-based attacks
with the industry’s first real-time prevention of known and unknown threats, stopping 88% of
malicious URLs at least 48 hours before other vendors.

+ DNS Security: Gain 40% more DNS-attack coverage and disrupt the 80% of attacks that use DNS for
command and control and data theft without requiring any changes to your infrastructure.

% paloaltﬂ' Strata by Palo Alto Networks | PA-1400 Series | Datasheet 3
e
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Enterprise DLP: Minimize risk of a data breach, stop out-of-policy data transfers, and enable compliance
consistently across your enterprise, with 2X greater coverage of any cloud -delivered enterprise DLP.
Saa$ Security: Stay ahead of the SaaS explosion with the industry’s only Next-Generation CASB to
automatically see and secure all apps across all protocols.

ToT Security: Safeguard every “thing” and implement Zero Trust device security 20X faster with the
industry’s smartest security for smart devices.

Performs networking, policy lookup, application and decoding, and signature matching—for all
threats and content in a single pass; significantly reduces the amount of processing overhead
required to perform multiple functions in one security device.

Avoids introducing latency by scanning traffic for all signatures in a single pass using stream-based,
uniform signature matching.

Enables consistent and predictable performance when security subscriptions are enabled (In table 1,
“Threat Prevention throughput” is measured with multiple subscriptions enabled.).

Allows you to easily adopt SD-WAN by simply enabling it on your existing firewalls.
Enables you to safely implement SD-WAN, which is natively integrated with our industry-leading security.
Delivers an exceptional end-user experience by minimizing latency, jitter, and packet loss.

Firewall throughput (HTTP/appmix)* 8.9/6.8 Gbps 9.9/9.5 Gbps
Threat Prevention throughput (HTTP/appmix) 3.3/3.2 Gbps 5.0/4.8 Gbps
[Psec VPN throughput* 4.6 Gbps 6.5 Gbps
Max concurrent sessions® 945,000 1,400,000
New sessions per second! 100,000 140,000
Virtual systems (base/max)* 1/6 1/6

Note: Results were measured on PAN-0S 11.0.

*

Firewall throughput is measured with App-1D and logging enabled, using 64KB HTTP fappmix transactions.

-

Threat Prevention throughput is measured with App- 1D, 1PS, antivirus, antispyware, WildFire, DNS Security, file blocking, and logging
enabled, utilizing 64KB HTTP /appmix transactions.

-+

IPsec VPN throughput is measured with 64KB HTTP transactions and logging enabled.
§ Max concurrent sessions are measured utilizing HT'TP transactions.

New sessions per second is measured with application override, utilizing 1 byte HT'TP transactions.

£

Adding virtual systems over base quantity requires a separately purchased license.

The PA-1400 Series ML-Powered NGFWs support a wide range of networking features that enable you
to more easily integrate our security features into your existing network.

L2, L3, tap, virtual wire (transparent mode)

0SPFv2/v3 with graceful restart, BGP with graceful restart, RIP, static routing
Policy-based forwarding

Point-to-Point Protocol over Ethernet (PPPoE)
Multicast: PIM-SM, PIM-SSM, IGMP v1, v2,and v3

Path quality measurement (jitter, packet loss, latency)
Initial path selection (PBF)
Dynamic path change

% paloaltﬂ' Strata by Palo Alto Networks | PA-1400 Series | Datasheet a
e
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L2, L3, tap, virtual wire (transparent mode)
Features: App-ID, User-1ID, Content-ID, WildFire, and SSL decryption
SLAAC

Key exchange: manual key, IKEv1, and [KEv2 (pre -shared key, certificate-based authentication)
Encryption: 3des, AES (128-bit, 192-bit, 256-bit)

Authentication: MD5, SHA-1, SHA-256, SHA-384, SHA-512

GlobalProtect Large Scale VPN for simplified configuration and management*

Secure access over [Psec and SSL VPN tunnels using GlobalProtect gateway and portals®

802.10 VLAN tags per device/per interface: 4,094/4,094
Aggregate interfaces (802.3ad), LACP

NAT modes (IPv4): static IP, Dynamic IP, Dynamic IP and Port (port address translation)
NATé4,, NPTv6

Additional NAT features: Dynamic [P reservation, tunable Dynamic [P and Port oversubscription

Modes: active/active, active/passive

Failure detection: path monitoring, interface monitoring

Requires Panorama 9.1.3 or higher that is managing PA-1400 Series with PAN-OS 11.0 or higher

* Requires GlobalProtect license.

PA-1/10: 10/100/1000 (8), 1G/2.5G/5G (4)/PoE, 1G SEP (6), 1G/10G SFP/SEP+ (4)
PA-1/20: 10/100/1000 (4), 1G/2.5G/5G (4), 1G/2.5G/5G (4)/PoE, 1G SFP (2), 1G/10G SFP/SEP+ (8)

10/100/1000 out-of-band management port (1)
HSCI 10 gigabit high availability (1)

RJ -45 console port (1)

USB port (1)

Micro USB console port (1)

PA-1410, PA-1420 Total PoE Power Budget: 151W, Maximum load on single port: goW

PA-1/410: 120 GB SSD
PA-1420: 240 GB SSD

AC 450W power supply (1); Optional for purchase 2nd AC 450W power supply (1)

% paloaltﬂ' Strata by Palo Alto Networks | PA-1400 Series | Datasheet 5
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PA-1410: 250 W/290 W
PA-1/20: 260 W/300 W

24 Years

100-240 VAC (5060 Hz)

PA-1410, PA-1420:1U, 19" standard rack (1.70" H x 14.15" Dx 17.15" W)
PA-1410, PA-1420:15.5 lbs

c¢TUVus, CB

FCC Class A, CE Class A, VCCI Class A

See paloaltonetworks.com/company/certifications.html

Operating temperature: 0°C to 40°C at 10,000 feet

Nonoperating temperature: -4°F to 158°F; -20°C to 70°C

Front to back

* Power consumption values include a 150 W PoE load.

I It 9 3000 Tannery Way
patoalto Santa Clara, CA 85054
HETWORKE
Main: +1.408.753.4000

Sales: +1.866.320.4788
Support: +1.866.898.9087

www.paloaltonetworks.com

© 2023 Palo Alto Networks, Inc. Palo Alto Networks and the Palo Alte Networks
logo are registered trademarks of Palo Alto Networks, Inc. Alist of our trademarks
can be found at https:/fwww.paloaltonetworks.com/company/trademarks. html.

All other marks mentioned herein may be trademarks of their respective companies.

strata_ds_pa-1/00-series_071923
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2.2.5 Potvrzeni zastoupeni vyrobce

#/» paloaltor

NETWORKS

Véc: Potvrzeni vyrobce pro ucely realizace
veiejné zakazky

Datum: 15.5.2024

Vystaveno pro: ALTEPRO solutions a.s.,
IC0: 03665496

Nazev zakazky: Obnova ICT infrastruktury

Zadavatel: Integrovana doprava stfedocéeského
kraje, ICO 057 92 291

Ja, nize podepsany Tom Evans, VP, Worldwide
Channel Sales ve spole¢nosti Palo Alto Networks,
jménem tymu Global NextWave Partner Program,
potvrzuji prostfednictvim naseho zastoupeni,
spolec¢nosti Palo Alto Networks (Czech) s.r.o.,
sidlem Biskupsky dvir 2095/8, 110 00 Praha 1 -
Nové Mésto, Ceska republika, pro Gcely
vybérového fizeni pod nazvem: Obnova ICT
infrastruktury zadavatele Integrovana doprava
stfedoceského kraje, Ze:

Spoleénost ALTEPRO solutions a.s. je obchodnim
a servisnim partnerem spoleénosti Palo Alto
Networks, a Ze je opravnéna prodavat a
implementovat nabizené zafizeni.

Nabizené fedeni:

* next generation firewally Palo Alto
Networks PA-1410

* je nové, nerepasovaneé a nepouzité

e je uréené pro ¢esky trh

s hude servisnim stfediskem vyrobce plné
podporovano

Palo Alto Networks (Czech) s.r.o.

Biskupsky dvir 2095/8, 110 00 Praha 1 - Nové Mésto,
Ceska republika

IC: 03866149

https://www.paloaltonetworks.com/

Subject: Manufacturer's confirmation for the
purposes of implementing a public contract

Date: 15 May 2024

Issued for: ALTEPRO solutions a.s.,
ID: 03665496

Public tender: Renewal of ICT infrastructure

Client: Integrated Transport of the Central
Bohemian region, ID 057 92 291

I, the undersigned Tom Evans, VP, Worldwide
Channel Sales at Palo Alto Networks, on behalf of
the Global NextWave Partner Program team,
confirm through our representative, Palo Alto
Networks (Czech) s.r.o., Biskupsky dvir 2095/8,
110 00 Prague 1 - Nové Mésto, Czech Repubilic, for
the purposes of the tender under the title:
Renewal of ICT infrastructure of the contracting
authority Integrated transport of the Central
Bohemian region, that:

The company ALTEPRO solutions a.s. isa
business and service partner of Palo Alto
Networks, and that it is authorized to sell and
implement the equipment offered.

Offered solution:
* nextgeneration Palo Alto Networks PA-
1410 firewalls
* is new, non-refurbished and unused
* isintended for the Czech market
* will be fully supported by the
manufacturer's service center

o7

Tom Evans
VP, Worldwide Channel Sales
Palo Alto Networks

Pfiloha €. 1 Kupni smlouvy: Technicka specifikace plnéni
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3 Paterni datacentrovy prepinac

3.1 Pozadavky zadavatele

MnozZstvi: 2 kusy (1 stack)
. Splniuje Nabizeny parametr,
PoZadavek
ANO/NE dodateéna informace
Obecné parametry
Typ zafizeni: L2/L3 prepinac (L2/L3 switch) ANO
Gartner MQ Wired and
Kvalita nabizeného reseni: Nabizené feseni, resp. jeho vyrobce, byl v poslednich wireless LAN access
trech letech umistén v mezinarodné platném benchmarkovém reportu na trovni
Hlidr trhu". Pfedmétem benchmarkového reportu musi byt oblast switchingu / | ANO
Yy , - , P Forrester wave SDN
pfepinacd datovych siti a benchmark musi obsahovat posouzeni minimainé TOP5
celosvétovych vyrobcd.
Viz nize
HW a SW/Firmware/OS: HW i programové vybaveni (firmware/OS) prepinace ANO
musi byt od jednoho vyrobce
Vyrobce a typ nabizeného reseni
Vyrobce prepinacl ANO Huawei Technologies
Produktové Cislo (typ) nabizeného zatizeni (v ptipadé, Ze je zafizené popsano vice
produktovymi Cisly, uvede ucastnik vybérového fizeni hlavni produktové cislo | ANO S6730-H24X6C
nabizeného zafizeni)
Odkaz na www stranky vyrobce zafizeni, kde je k dispozici detailni technicka ANO Odkaz na stranky vyrobce
specifikace (DataSheet) v ceském nebo anglickém jazyce zde
Zadavatel poZaduje, aby soucasti popisu nize bylo prohlaseni vyrobce, Ci
mistniho zastoupeni vyrobce o tom, Ze:
- Nabizené feseni je nové, nerepasované a nepouzité
- Nabizené feseni je urcené pro cesky trh
- Nabizené reseni bude servisnim stfediskem vyrobce plné ANO Viz nize
podporovano
- A Ze Ucastnik vybérového fizeni je obchodnim a servisnim partnerem
vyrobce, a Ze je opravnény proddvat a implementovat nabizené
zatizeni
Fyzické parametry
Rozsah provoznich teplot 5-35°C ANO
Rozsah provoznich vlihkosti 10-90% ANO
Maximalni velikost 1 RU ANO 1U
Rackové provedeni s fixnimi porty ANO
Prislusenstvi pro montaz do 19" rozvadéce soucasti dodavky zafizeni ANO

Interni redundantni napajeci zdroj (vyménitelné za chodu (hot-plug) - prepinac
musi byt osazen obéma napajecimi zdroji AC 230 V 50 Hz v dobé dodani

ANO

PAC600S12-EB

Interni redundantni ventilatory — vSechny ventildtory v prepina¢i musi byt v

optické singlemodové 10GE/1GE transceivery (LR/LX) a metalické GE
transceivery (RJ45)

ANO
redundantni konfiguraci a musi byt vyménitelné za chodu (hot-plug)
Portace
Minimalné 24x 1/10G Base-X SFP/SFP+ $achta
Port i pod t optické multimodové 10GE/1GE t i SR/SX),
orty musi podporovat optické multimodové / ransceivery (SR/SX) ANO 24x 1G/10G SFP/SFP+

Pfiloha €. 1 Kupni smlouvy: Technicka specifikace plnéni
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Minimalné 6x 40/100G Base-X QSFP+/QSFP28 Sachta pro interni propojeni v

ramci stacku, a rovnéz pro budouci pripojeni agregacni LAN vrstvy v budové B, 6x 40G/100G
pricemz 100G propustnost musi byt v dobé dodani zalicencovdna (pokud se QSFP+/QSFP28
licencuje). ANO

Porty musi podporovat optické multimodové 100GE/40GE transceivery (SR4), RTU licence na 100G je
optické singlemodové 100GE/40GE transceivery (LR4) a specifické stackovaci obsaena
kabely, pokud je feseni vyuziva.

Stackovani ¢i jind technologie umoznujici vytvoreni ,jednoho virtualniho L,
zafizeni” z minimalné az 8 mi prepinaci stejného typu Rychlost jednoho | ANO Stackovan na 100G
stackovaciho portu minimalné 100 Gbit/s portech
Prepinac¢ musi disponovat dedikovanym ethernet RJ45 management portem pro ANO

0O0B (out-of-band management)

Prepina¢ musi disponovat dedikovanym konzolovym portem USB, miniUSB ci ANO

RJ45

Vsechny porty musi byt z predni strany prepinace, a to s ohledem na

problematickou dostupnost k hlavnimu rozvadéci (racku) s instalovanymi | ANO

sitovymi a bezpecnostnimi prvky

Vykon prepinace

Switching performance: vSechny porty neblokované — propustnost musi

oEipo,vidft fullduplex wirespee,d P,r(’)pust‘nc’)sti na véef:h portec.h ovsazen\’/ch ov ANO 1.68 Thps
prepinaci, tedy hodnota odpovidajici dvojnasobku souétu kapacity vsech porta,

tedy pfi nabidce minimalni poZzadované portace se jednd o hodnotu 1,68 Thit/s

Forwarding performance: 490 Mpps (milionl paket( za sekundu) ANO 490 Mpps
Protokoly L2 vrstvy

Prepina¢ musi umoznit minimalné 4000 aktivnich VLAN ANO 4094
Prepina¢ musi umoznit minimalné 350.000 MAC adres ANO 384.000
Pfepina¢ musi umoznit zjistovani informaci o pfimo pfipojenych zafizenich ANO

prostfednictvim protokoll LLDP nebo CDP

Prepinac¢ musi umoznit vyuZiti jumbo frames az 12800 Bytes ANO 12.800
Zabranovani ethernetovych smycéek — pfepina¢ musi podporovat technologie STP, ANO

RSTP, MSTP a PVST ¢i kompatibilni perVLAN STP pro az 500 VLAN soucasné

PFepina¢ musi umoznit vyuZiti agregace linek s vyuZzitim LACP aZz pro minimalné ANO 127

48 skupin

Protokoly L3 vrstvy

Smérovaci protokoly — pfepina¢ musi umoznit vyuziti minimalné RIP, RIPng, OSPF, ANO

OSPFv3, BGP, BGP4+

Virtualizace routovani — pfepina¢ musi umoznit vyuziti minimalné VRRP a VRRPv6 ANO

VLAN L3 rozhrani — pfepina¢ musi umoznit vyuZiti minimalné 1000 VLAN L3

rozhrani ANO 1024
fgi;(:;/gc;:st::\l/l;yvzr;)n:z:jv;gF;rizlaicimusi umoznit vyuziti minimalné 220.000 ANO 256.000
fgi;i:/gc;:jtla:\iléyvzr:n:éP;/:V;C?tF:ELr;:: musi umoznit vyuZiti minimalné 75.000 ANO 80.000
Virtualni smérovaci tabulky — prepina¢ musi podporovat minimdlné 120 VRF ANO

instanci

Multicast

Prepina¢ musi umoznit vyuziti multicastovych smérovacich protokold PIM-SM, ANO

PIM-SSM

Pfepina¢ musi umoznit vyuZiti IGMP ve verzi v2, v3 a IGMP snooping ANO

Kvalita sluzeb (QoS)
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jednotnym ,,commit” potvrzenim

Prepina¢ musi umoznit nasazeni klasifikace provozu na bazi COS a DSCP ANO
Prepina¢ musi umoznit DSCP a COS marking ANO
Prepina¢ musi umoznit v HW minimalné 8 front ANO
Podpora "sitovych fabrik"

Prepina¢ musi podporovat technologii ,sitovych fabrik” zalozenych na VXLAN s

BGP EVPN a to s ohledem na budouci moZnosti nasazeni, pricemz tato | ANO
technologie musi byt v dobé dodani zalicencovana.

Management, bezpecnost a network visibility

Prepina¢ musi umoznit konfigurovani skrze CLI (command line interface) s ANO
vyuzitim standardnich protokolt SSH, TELNET a z lokalni konzole

Prepina¢ musi podporovat technologie SNMP v1, v2c a v3 ANO
Prepinac¢ musi podporovat konfiguraci pomoci protokolu NETCONF ANO
Prepina¢ musi podporovat ,commit“ — hromadnou zménu parametrl s ANO

Ovérovani uzivatel — pfepina¢ musi umoznit ovérovani uzivatel( pomoci 802.1X

(odstranénim zavady) do konce pracovniho dne nasledujiciho po nahlaseni
poZadavku dodavateli.

, ANO
a pomoci MAC adres
Rollback — prepina¢ musi podporovat moznost vraceni konfigurace zpét do
daného bodu, bez nutnosti restartu zafizeni, pouze pomoci konfiguracniho | ANO
prikazu
Prepina¢ musi umoznit vyuZiti ACL (access control list) a to na IPv4, IPv6 ANO
Prepina¢ musi umoznit vyuZiti exportu Netflow Ci IPFIX dat o provozu a to pfimo ANO
v HW prepinace.
Prepina¢ musi umoznit vyuZziti technologie lokalniho zrcadleni provozu az na 4 cile ANO
soucasné
Prepinac¢ musi podporovat export telemetrickych informaci ANO
Podpora vyrobce
Podpora v rezimu 9x5 na 60 mésicd s odezvou nejpozdéji do 4 hodin (pocitanych
v ramci doby podpory) od nahlaseni poZadavku dodavateli a opravou ANO

3.2 Popis nabizeného plnéni

3.2.1 Popis

Nabizené feseni je zaloZzeno na dvou prepinacich S6730-H-V2 vyrobce Huawei.

Jedna se o Spicku na trhu, kdy zafizeni z této produktové rady jsou dlouhodobé otestovana v produkénim
nasazeni rGiznych spole¢nosti a vefejnych zadavateld v Ceské republice. Na uvedenych boxech jsou

postaveny jak prenosové MPLS sité, tak napfiklad i rozlehlé kampusové sité v nemocnicich.

Pro minimalizaci rizik v oblasti kybernetické bezpecnosti jsou nadrfazeny na perimetru sité firewally

amerického vyrobce Palo Alto.

3.2.2 Komponentni rozpis

Part Number | Model | Popis Mnozstvi

CloudEngine S6730-H24X6C-V2(PDUC13_Europe)_Sitel

S6700 Series Ethernet Switches 2
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S6730-H24X6C-V2(24*10GE SFP+ ports, 6*40GE
02354HHV S6730-H24X6C-V2 QSFP28 ports, optional license for upgrade to 6*100GE 2
QSFP28, without power module)
02312FEU-002 | PAC600S12-EB 600W AC Power Module(Back to Front, Power panel side 4
exhaust)
Software
81401367 L-100GEUPG-S67H S§7XX+1 Seﬁe§4OGE to 100GE Electronic RTU 5
License,Per Device
88037BNN L-MLIC-S67H S67XX-H Series Basic SW,Per Device 2
Installation Materials
QSFP28,100G,High Speed Direct-attach
02311KNW QSFP28-100G-CU1M Cables,1m,(QSFP28),CC8P0.254B(S),QSFP28,Used 2
indoor
21240537 MOUTEARBOL 1U Boxlike equipment lengthening back mounting 5
ear,|EC Expandable size(280-450mm)
Technical Support Service
S6730-H24X6C-V2(24*10GE  SFP+ ports, 6*40GE
02354HHV_88134UGQ- | QSFP28 ports, optional license for upgrade to 6*¥*100GE
88134UGQ-45U 4SU_60 QSFPZS,F\)NithOUtppOWEI‘ module)_Co?gare Standard 2
S6730-H24X6C_60Month(s)

3.2.3 Mezindrodni benchmark a nezavisly test report

Nabizené networkingové feseni vyrobce Huawei je dlouhodobé zalistované napfiklad v benchmarku
spolec¢nosti Gartner s nazvem ,,Enterprise Wired and Wireless LAN Infrastructure” (posledni aktualizace

v 03/2024)
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ABILITY TO EXECUTE

Gartner

MAGIC QUADRANT
ENTERPRISE WIRED AND WIRELESS LAN ACCESS

3V

. Juniper
@ HPE (Aruba)
HUAWEI -
O o 2024 .Em . BExtreme Networks
2012 2015 2022 'me
2013 2016@2{}2@
2021

(RUCKLS)

2014 %
Cambium Ne-fwurio 17" @ Arista Networks
ALE@® O .

.Nied Telesis

TP-Lirk

COMPLETENESS OF VISION > As of January 2024 © Gartner, Inc

Gartner

Vyrobce je rovnéz zalistovany v benchmarku spolecnosti Forrester s nazvem ,Open, programable
switches for a businesswide SDN (software defined networking)” (posledni aktualizace v Q3/2020)
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THE FORRESTER WAVE™

Open, Programmable Switches For A Businesswide SDN

Q3 2020
Strong
Challengers Contenders Performers Leaders
Stronger
current
oftering
A
Wealker
current
oftering
Weaker strategy - Stronger strategy
Market presence®
00O

*A gray bubble indicates a nonparticipating vendor.

158976 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.

Zaroven prikladame nezavisly test report spole¢nosti Tolly Enterprises — Tolly test report 04/2023.
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Huawei CloudEngine 56730-H-V2 Series Switches

o v F v o

Executive Summary

Huawei CloudEngine S6730-H-V2 series switches are high-density 10GE/
25GE access switches with 40GE/100GE uplinks. Based on the high-
performance, high-reliability, cloud management and intelligent
operation and maintenance capabilities, these switches use Huawei's
leading hardware and software platform and support local configuration
or cloud management modes. They can be centralized managed by
Huawei iMaster NCE-Campus and are ideal for deployment in enterprise
campuses, carriers, educational institutions, data centers, and
govemments,

Tolly engineers evaluated the performance of Huawei CloudEngine
S6730-H-V2 series switches and verified their features.

The CoudEngine S6730-H-V2 series switches support line-rate port
forwarding for all frame sizes, scalable VLAN and VXLAN, a range of
security features, including secure boot, attack source trace, SYN flood
attack protection, UDP flood attack protection, broadcast storm attack
protection, IP Source Guard and IPv6 RA Guard as well as software
features such asiPCA, free mobility, and host intrusion prevention.

Large enterprise campus

Core Layer
CloudEngine S8700

= @ !
H W & @ L1

HD Video |
D pr'mne Printer  Camera  Laptop E

023 Tolly Enterprises, LLC

The Bottom Line

Huawei CloudEngine $6730-H-V2 Series Switches:

Tolly.com

Core Layer

The S6730-H-V2 high density 25GE aggregation switch
provides 48 25GE/10GE/GE downlink ports to support non-
blocking forwarding of high traffic services and 6 100GE
uplink ports by default. The 56732-H-V2 10GE aggregation
switch provides 24/28/48*10GE/GE downlink ports,
6*100GE uplink ports, and one expansion slot for future on-
demand port expansion

Support redundant power supplies and fans to ensure
uninterrupted business operation. There are four pluggable
fans with intelligent fan speed adjustment to reduce
operation and maintenance costs

Supports rich software features: VXLAN, iPCA, free mobility,
host intrusion prevention, etc. All downlink ports support
MACsec, and uplink can support MACsec through plug-in
caards

Small or midsize enterprise campus

CloudEngine S6730-H-V2 WAc
e 1 r
Access Layer \ e
CloudEngine §5732-H-V2 N\ 25051106 N\
) e
Bl Gl
i =4 @) |
= @ L[
HD Vid 0 i
oflerencs pf:aenoe Printer Camera Laptop | )
Figure 1
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Toly
Test Results

Tolly engineers tested functions and
performance of Huawei CloudEngine
S6730-H-V2 series switches (hereinafter
referred to as the 56730-H-V2 switch). Test
results apply to all Huawei CoudEngine
$6730-H-V2 models:

CloudEngine 56730-H24X6C-V2,
CloudEngine 56730-H24X6C-TV2,
CloudEngine S6730-H48X6C-V2,
CloudEngine 56730-H48X6C-TV2,
CloudEngine 56730-H28X6(Z-V2,
CloudEngine 56730-H28X6(Z-TV2,
CloudEngine 56730-H48X6(ZV2,
CloudEngine 56730-H48X6(Z-TV2,
CloudEngine $6730-H48Y6C-V2,
CloudEngine 56730-H48Y6C-TV2.

For a summary of the test cases, refer to
Table 2 and Table 3 on pages 7 and 8. Test
results are as follows.

Port Capability

Port Performance

Depending upon the model, the 56730-H-
V2 10GE switch supports different numbers
of 10GbE SFP+ optical ports and
25/40/100GbE QSFP28 ports. Bidirectional
line-rate performance was confirmed by
running 64-byte to 1518-byte frames across
a pair of ports for each of the port types.

Huawei CloudEngine S6730-H-V2 Series Switches

Port Latency

Tolly measured port-to-port latency at all
supported port speeds of 10GE/25GE/40GE/
100GbE from 64- to 1518-byte frames. Port
latency ranged from 375 to 622 psec
Results for each port speed and frame size
are found inTable 1.

Port Cache

The port cache capability on the S6730-H-
V2 switch is 14.09MB.

Device Capacity

MACTable Capacity

The S$6730-H-V2 switch supports 384K
(393,216) MAC addresses in its MAC table.
Tolly engineers verified that the switch
forwarded traffic matching all entries in the
MAC table, without frame loss or broadcasts
occurring.

ARP Table Capacity

The S6730-H-V2 switch supports 140,000
entries in its ARP table. Tolly engineers
verified that the switch forwarded traffic
matching all entries in its ARP table, without
any packet loss.

Routing Table/FIB Capacity

The S6730-H-V2 switch supports 256,000
IPv4 routes in both its IPv4 routing table and

Huawei
Technologies Co.,
Ltd.

CloudEngine
$6730-H-V2 Series
Switches

Performance
Evaluation and
Feature Validation

FIBv4 table. Tolly engineers verified that the
switch forwarded traffic matching all
routing entries in the FiBv4 table, without
any packet loss.

The 56730-H-V2 switch supports 80,000
IPv6 routes in both its IPv6 routing table and
FIBv6 table. Tolly engineers verified that the
switch forwarded traffic matching all
routing entries in the FIBv6 table, without
any packet loss.

VLAN Capacity

The S6730-H-V2 switch supports 4,094
VLANS.

ACL Capacity

The S6730-H-V2 switch supports 6,144 ACL
rules. Tolly engineers verified that all ACL

(as reported by Spirent TestCenter)

Huawei CloudEngine S6730-H-V2 Series Switch - Latency (psec)

with port-to-port line-rate traffic.

Source: Tolly, March 2023

Frame Size (Bytes) 64 128 256 512 1024 1280 1518
10GbE 5.81 5.83 5.87 5.89 591 5.91 6.22
25GbE 3.80 3.83 3.87 3.90 391 3.97 4.20
40GbE 383 3.76 3.80 3.88 4.00 4.06 4.34
100GbE 4.09 3.85 375 3.80 381 3.82 3.97

Notes: The CloudEngine CloudEngine S6730-H-V248X6C-V2 model was used as the device under test. Store-and-forward (LILO) latency type is reported

Table 1

© 2023 Tolly Enterprises, LLC

Tolly.com
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Toly.
rules worked propetly to match traffic and
perform configured actions (e.g. deny).

NetStream Capacity

The $6730-H-V2 switch can monitor
statistics of up to 512,000 flows (with
different sources and destinations) using
the NetStream feature.

Routing Protocols

The $6730-H-V2 switch supports IPv4
routing protocols such as RIP, OSPF, I54S and
BGP, as well as the RIPng IPv6 routing
protocal.

Ring Network Protocols

STP/RSTP/MSTP

The S6730-H-V2 switch supports the
Spanning Tree Protocol (STP), Rapid
Spanning Tree Protocol (RSTP), and Multiple
Spanning Tree Protocol (MSTP) for loop
prevention.

ERPS

The 56730-H-V2 switch supports the
Ethernet Ring Protection Switching (ERPS)
protocol, achieving switchover within 50ms
upon fault occurrence.

VXLAN

Virtual Extensible LAN (VXLAN) is a major
overlay network technology. VXLAN is used
to build a Unified Virtual Fabric (UVF), which
allows multiple service networks or tenant
networks (virtual networks - VNs) to be
deployed on the same physical network.
The VNs are isolated from each other,
implementing “"one network for multiple
purposes”. This enables data transmission
for different services or customers, while
reducing network provisioning costs and
improving network resource utilization.

© 2023 Tolly Enterprises, LLC

Huawei CloudEngine S6730-H-V2 Series Switches

Basic VXLAN Functions

The S6730-H-V2 switch supports the
following basic VXLAN functions: virtual
network (VN) creation, VN isolation, and
Layer 2 (same bridge domain and network
segment) and Layer 3 (different bridge
domains and network segments)
connectivity in the same VN.

BGP-EVPN Control Plane

The S6730-H-V2 switch uses BGP-EVPN as
the control plane of the VXLAN overlay
network and supports distributed anycast
gateways.

Automated Configuration

Huawei Agile Controller's Web GUI supports
VXLAN-based fabric creation and
configuration. Once the fabric creation is
submitted, switch configurations are
generated and deployed to S6730-H-V2
switchesinan automated way.

VXLAN Resource Capacity

The S6730-H-V2 switch supports 16,000
IPv4 VXLAN tunnels and 4,095 Bridge
Domains (BDs).

Cloud Management

The S6730-H-V2 switch support both local-
and cloud-managed mode, ensuring
smooth evolution and protecting
customers' investments. In cloud-managed
mode, the 56730-H-V2 switch is configured,
monitored, and inspected on a cloud
management platform, reducing onsite
deployment and operations & maintenance
(0&M) manpower, as well as network OPEX.

Tolly engineers verified that the 56730-H-V2
switch was able to be doud-managed by
Huawei iMaster NCE-Campus using the
NETCONF protocal.

Tolly.com

Telemetry & RMON

The 56730-H-V2 switch supports Telemetry
and RMON technologies, accurately collects
and proactively reports status data, and
works with the Huawei iMaster NCE-
Campuslinsight campus network analyzer to
implement refined monitoring and O&M.

iPCA

Huawei's Packet Conservation Algorithm for
Internet (iPCA) technology implements
accurate packet loss monitoring and fast
fault location on IP networks by coloring
real service packets and monitoring packet
quantities.

iPCA supports device-level, link-level and
network-level packet loss measurement.
Network-level packet loss measurement
can be performed in an end-to-end, hop-
by-hop, or regional manner.

Tolly engineers verified that the S6730-H-V2
switch supported all iPCA functions.

BFD

Bidirectional Forwarding Detection (BFD)
can be used to quickly detect connectivity
failures and trigger rapid traffic failover with
technologies such as routing protocols.

BFD for BGP

The S6730-H-V2 switch supports rapid BGP
route convergence with BFD forwarding
path failure detection.

Security

Certain types of protocol packets including
ARP requests, ICMP, DHCP Discover, etc. are
sent to a switch’s CPU for processing. It's
aitical that the switch provides certain
attack defense features to prevent CPU
overload.

Page 3 of B
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Toly.
CPCAR

CPU Attack Defense was verified on the
$6730-H-V2 switch byTolly engineers.

CPCAR - Control Plane Committed Access
Rate (CPCAR) - limits the rate of protocol
packets sent to the control plane. The switch
can limit the traffic rate based on either the
protocol type or ACL. Tolly engineers
demonstrated support by configuring a
threshold for packets and verifying packets
above the threshold were discarded.

Attack Source Tracing

Three functions of Attack Source Tracing
were verified on the 56730-H-V2 switch by
Tolly engineers.

Whitelist - The switch does not trace the
source of users in the whitelist, ensuring
that valid protocol packets from users in the
whitelist can be sent to the CPU for
processing.

Attack source tracing - Administrators can
set the threshold and sampling ratio for
attack source tracing. When the number of
protocol packets sent from an attack source
in a specified period exceeds the threshold,
the switch traces and logs the attack source
to notify the administrator and perform
attack source punishment.

Attack source punishment - Administrators
can configure attack source punishment to
discard or shut down the interface when an
attack source is traced. Engineers verified
these functions by setting triggering attacks
and confirming that the attack was
detected at the configured level and that
the switch port was disabled once the
attack was detected.

IP Source Guard (IPSG)

IP Source Guard is a security feature that
restricts IP traffic on untrusted Layer 2 ports
by filtering traffic based on the DHCP user-

© 2023 Tolly Enterprises, LLC

Huawei CloudEngine S6730-H-V2 Series Switches

bind table (static or created by DHCP
snooping).

After the IP or MAC address of a host was
manually changed to not match the DHCP
user-bind table, Tolly engineers verified that
the host’s IP traffic was all discarded by the
S6730-H-V2 switch.

Dynamic Arp Inspection (DAI)

The S6730-H-V2 switch supports Dynamic
ARP Inspection. ARP packets have to match
the DHCP user-bind table (static or created
by DHCP snooping) on IP, MAC, VLAN and
interface to be forwarded.

Tolly engineers validated this feature by
sending ARP packets with invalid MAC
address bindings.

MACsec

Media Access Control Security is defined by
IEEE standard 802.1AE and provides security
atlayer 2 in the protocol stack.

The S6730-H-V2 switch supports MACsec to
encrypt traffic frames.

Traffic Attack Protection

The S6730-H-V2 switch provides protection
from a number of flood and broadcast
attacks.

Tolly verified that thresholds could be set to
discard excess, “attack” traffic for the
following scenarios: SYN flood attack, UDP
flood attack, broadcast storm attack, and
anti-traffic attacks.

IPv6 Rogue Advertisement (RA)
Guard

The 56730-H-V2 switch implements IPv6 RA
guard to protect from invalid route
advertisements.

Tolly.com

Secure Boot - Digital Signature

Secure boot is the comerstone of a secure
system and secure storage. It ensures that
the program to be run at each boot stage is
a trusted one that has not been modified.
Huawei uses the secure (PU, eFuse, and
other security measures to ensure the boot
security of the system. Starting from the
hardware trust anchor, Huawei validates
each step in the boot process. The system
cannot bhoot if any boot step fails the
validation process. Tolly engineers verified
that a modified or forged digital signature
image file cannot boot the system. The
S6730-H-V2 switch reported an invalid file
when attempting to boot.

Authentication

802.1X/MAC Authentication

The S6730-H-V2 switch can work as the
authentication policy enforcement point to
implement 802.1X and MAC authentication
for users. The S6730-HV2 switch can
support up to 1,000 concurrent online users.

Free Mobility

The S6730-H-V2 switch supports free
mobility based on user control list (UCL)
groups. With a UCL group, an administrator
can create an ACL rule, "rule 1 deny IP
source UCL-group name Test destination
[File Server's IP address], to dynamically
prevent users in the “Test” UCL group from
accessing the file server. Each user is granted
the same network access permission
regardless of whether the user is a wired or
wireless user, where the user logs in, and
which IP address the user obtains.

Device Management

HWTACACS Authentication

The 5$6730-H-V2 supports HWTACACS
authentication for device management.

Page 4 of B
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Zero Touch Provisioning (ZTP)

The 56730-H-V2 can be used together with
Huawei iMaster NCE-Campus, enabling the
device to be plug-and-play and achieving
ZeroTouch Provisioning (ZTP).

Configuration Rollback

Tolly engineers confired that the switch
configuration can be rolled back to a
specified configuration file.

Open Programmability System
(0PS)

Open Programmability System (OPS) is an
open programmable system based on the
Python language.

Network administrators can program the
0&M functions of a switch through Python
scripts to quickly innovate functions and
implement intelligent O&M.

Tolly engineers verified that the 56730-H-V2
supports OPS. Tolly engineers loaded and
ran a Python script on the $6730-H-V2 to
periodically record device status.

Device Redundancy and
Expansion

Redundant Power and Fan
Modules

Tolly engineers confirmed that the S6730-H-
V2 supports both redundant power
modules and fan modules. Support was
confirmed by verifying zero packet loss
when a power or a fan module was
removed and then re-inserted. The switch
tested had two power modules and four fan
modules.

© 2023 Tolly Enterprises, LLC

Huawei CloudEngine S6730-H-V2 Series Switches

iStack

Tolly engineers confirmed that the 56730-H-
V2 can be configured in a stack along with
another $6730-H-V2 switch.

New Features

SRvé

The S6730-H-V2 switch supports SRvé and
related technologies.

Network Slicing

The S6730-H-V2 switch supports network
slicing. The network slices are isolated from
each other. When the main link was
congested with packet loss in the test, there
was no packet loss occurred for the traffic in
the network slice (traffic in the network slice
did not exceed the slice’s bandwidth.)

Tolly.com

Test Methodology
Capacity

In the capacity test, each item was tested
independently.

Page 5 of B
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Huawei CloudEngine S6730-H-V2 Series Switches

Huawei CloudEngine S6730-H-V2 Series Switches
Tolly Verified Features - Part 1 of 2
Port Capability VXLAN
Port-to-port line-rate forwarding of 64-byte to 1518-b BrleRUN faake:
v mfra;S: fr0r|:"e rz: So;:g: Iln()gG:,QSGEﬁ:)G(:EM UUGEyTe v Victial Netwiark (N olation,
AR Layer 2 and Layer 3 connectivity ina VN
v Port latency v | BGPEVPN control plane and distributed anycast gat
vaigad fiom 375 to 627 jisec control plane and distributed anycast gateways
v 14MB port cache v VXLAN configuration automation using Huawei iMaster
NCE-Campus
Device Capacity v Bridge Domain Capacity: 4,095 BDs
v MAC table: 384K MAC addresses v VXLAN Tunnels: 16,000 IPv4 tunnels
v ARP table: 140,000 entries Cloud Management
M d by cloud t platfc e.g. H i
Routing table: 256,000 IPv4 routes a.nage PRkt manellgemer? s c.>rms g u.?wel
v 0 00OIPR e v iMaster NCE-Campus in public or private cloud) via
' routes NETCONF
o FIB: 256,000 IPv4 forwarding entries - Tel
80,000 IPv6 forwarding entries elemetry
v VLAN: 4,094 VLANs v RMON
v ACL: 6,144 ACL rules iPCA
Huawei Packet Conservation Algorithm for Internet (iPCA)
v NetStream: Monitoring 512,000 traffic flows v Device level, link level and network level packet loss monitoring without
traffic overhead
Routing Protocol BFD
v RIP/OSPF/IS-1S5/BGP v BFD for BGP
v RIPng Security
CPU defend policy - CPCAR
Ring Network Protocols v Device level rate limit for traffic of certain protocols (e.g. ICMP, ARP, etc.) to
protect the CPU
Attack source tracing
v STP/RSTP/MSTP v Interface level feature. Identify the attacker and respond with certain
actions (interface error down, alarm, etc.)
IP Source Guard (IPSG)
ERPS Prevent IP address spoofing attacks (unauthorized hosts access and attack
v by - v the network with forged IP addresses). The device validates IP packets’
sethan Jmsfallovertime source IF, source MAC, VLAN ID and interface with the binding table (static
or DHCP snooping)
Dynamic ARP Inspection (DAI)
v Prevent man-in-the-middle attacks and theft on authorized users’
information. The device validates ARP packets'source IP, source MAC, VLAN
ID and interface with the binding table (static or DHCP snooping)
Source: Tolly, March 2023 Table 2

023 Tolly Enterprises, LLC
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Huawei CloudEngine S6730-H-V2 Series Switches

Toly.
Huawei CloudEngine $6730-H-V2 Series Switches
Tolly Verified Features - Part 2 of 2
Security Device Management
v MACsec v HWTACACS authentication
2 Traffic Attack Protection (SYN flood attack, UDP flood attack, o Pliig-afid-play (ZTP) with Huawel iMaster NCE-Campus

broadcast storm attack, and anti-traffic attack)

v IPv6 Rogue Advertisement (RA) Guard v Configuration Rollback

Secure boot
v CRC check, signature check and other methods to ensure the switch boots v
from a legitimage

Open Programmability System (OPS)
Run Python scripts to customize O&M functions

Authentication (as the Network Access Control - NAC Policy Device Redundancy and Expansion

Enforcement Point)

v 802.1X authentication v RedUndint Fowes And Fn

Modules
MAC authentication v iStack
1,000 concurrent authenticated users New Features
Free Mobility
7 with consistent user access experience regardless of the user location M SRv5
v Network Slicing

Source: Tolly, March 2023 Table 3

Huawei CloudEngine 56730-H-V2 Series Switches

CloudEngine S6730-H24X6C-V2, CloudEngine S6730-H48X6C-V2, CloudEngine S6730-H28X6CZ-V2.
CloudEngine S6730-H24X6C-TV2 CloudEngine S6730-H48X6C-TV2 CloudEngine S6730-H28X6CZ-TV2

- -—
‘TIIEEI IO ST o

CloudEngine S6730-H48X6CZ-V2, CloudEngine S6730-H48Y6C-V2,
CloudEngine S6730-H48X6CZ-TV2 CloudEngine S6730-H48Y6C-TV2

Source: Tolly, March 2023 Figure 2

© 2023 Tolly Enterprises, LLC Tolly.com Page 7 of 8
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Huawei CloudEngine $6730-H-V2 Series Switches

Toly.
About Tolly Test Equipment Summary
The Tolly Group companies have been
delivering world-class ICT services for Vendor Product Web

over 30 years. Tolly is a leading global

provider of third-party validation i ‘

services for vendors of ICT products, . CIoudEng|.ne 5673_&H V248X6(V2 ‘\n ’4"
. Huawei Version Version 1.22.0.1 - .

components and services. HUAWEI

(55732 V600R022C10SPC500) Fitisle hiiswiaicani
ps://e. .

You can reach the company by E-mail
at sales@tolly.com, or by telephone at

+1561.391.5610. i
Spirent TestCenter O S pl r,e nt.
Visit Tolly on the Intemet at: . . X
: https://www spirent.com
http//www.tolly.com
Terms of Usage

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability
based on your needs. The document should never be used as a substitute for advice from a qualified IT or business professional. This
evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled,
laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance may vary
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own
networks.

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers.
Accordingly, this document is provided "as is', and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking,
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness, usefulness
or suitability of any information contained herein. By reviewing this document, you agree that your use of any information contained
herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other consequences resulting
directly or indirectly from any information or material available on it. Tolly is not responsible for, and you agree to hold Tolly and its
related affiliates harmless from any loss, hamm, injury or damage resulting from or arising out of your use of or reliance on any of the
information provided herein.

Tolly makes no claim as to whether any product or company desaibed herein is suitable for investment. You should obtain your
own independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project
related to any information, products or companies described herein. When foreign translations exist, the English document is
considered authoritative, To assure accuracy, only use decuments downloaded directly from Tolly.com. No part of any document may
be reproduced, in whole orin part, without the specific written permission of Tolly. All trademarks used in the document are owned
by their respective owners. You agree not to use any trademark in or as the whole or part of your own trademarks in connection with
any activities, products or services which are not ours, or in a manner which may be confusing, misleading or deceptive or in a
manner that disparages us or our information, projects or developments.

223118 ivcofs63 wt-20230403-Verk
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3.2.4 Datovy list
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HUAWEI

Brochure

Huawei CloudEngine S6730-H-V2 Series
10GE Switches Brochure

Huawei CloudEngine S6730-H-V2 series 10GE switches are next-generation enterprise-class
core and aggregation switches that provide 10GE downlink optical ports and 100GE uplink
optical ports,and provide one extended slot.

Product Overview

Huawei CloudEngine S6730-H-V 2 series switches are next-generation enterprise-class core and aggregation switches that offer
high performance, high reliability, cloud management, and intelligent operations and maintenance (O&M). They are purpose-
built with security, 10T, and cloud in mind. With these traits, Cloud Engine S6730-H-V2 can be widely used in enterprise
campuses, colleges/universities, data centers, and other scenarios.

CloudEngine S6730-H-V2 switches offer 10GE, 40GE, and 100GE port types, flexibly adapting to diversified network bandwidth
requirements. They also support cloud management and implement cloud-managed network services throughout the full
lifecycle from planning, deployment, monitoring, experience visibility, and fault rectification, all the way to network optim ization,
greatly simplifying network management.

CloudEngine S6730-H-V2 support free mobility, enables consistent user experience no matter the user location or IP address,
fully meeting enterprises' demands for mobile offices.

CloudEngine S6730-H-V2 switches support VXLAN to implement network virtualization, achieving multi-purpose networks and
multi-network convergence for greatly improved network capacity and utilization. As such, CloudEngine S6730-H-V2 switches
are an ideal choice for building next-generation loT converged networks in terms of cost, flexibility, and scalability.

Models and Appearance

* 48x 1/10 Gig SFP+, 6 x 40/100 Gig QSFP28

* Dual pluggable power modules, 1+1 power backup

* Forwarding performance: 490 Mpps
® Switching capacity: 2.16Tbps/2.4Thps*

Note: All ports support 40GE by default. You can purchase right-to-use
(RTU) licenses to upgrade the port rate from 40GE to 100GE

CloudEngine S6730-H48X6C-V2
CloudEngine S6730-H48X6C-TV2™

* 24 x 110 Gig SFP+, 6 x 40/100 Gig QSFP28

* Dual pluggable power modules, 1+1 power backup

CloudEngine S6730-H24X6C-V2
CloudEngine S6730-H24X6C-TVZ"™

* Forwarding performance: 490 Mpps
* Switching capacity: 1.68Tbps/2.4Thps*

Note: All ports support 40GE by default. You can purchase right-to-use
(RTU) licenses to upgrade the port rate from 40GE to 100GE

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
Brochure
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| Description

* 48 x 10 Gig SFP+, 6 x 40/100 Gig QSFP28
* One extended slot

® Dual pluggable power modules, 1+1 power backup

CloudEngine S6730-H48X6CZ-V2
CloudEngine S6730-H48X6CZ-TV2" ¥ Eooyrding panaimmnie: SHoNAGRS

® Switching capacity: 2.16Thps/2.4Tbps*
Note: All ports support 40GE by default. You can purchase right-to-use
(RTU) licenses to upgrade the port rate from 40GE to 100GE

* 28x 10 Gig SFP+, 6 x 40/100 Gig QSFP28

* One extended slot

CloudEngine S6730-H28X6C2-V2 Dual pluggable power modules, 1+1 power backup

CloudEngine S6730-H28X6CZ-Tv2 Erpwanding pefomsances 190 Meps

® Switching capacity: 1.76Thps/2.4Thps*

Note: All ports support 40GE by default. You can purchase right-to-use
(RTU) licenses to upgrade the port rate from 40GE to 100GE

*Note: The value before the slash (/) refers to the device's switching capability, while the value after the slash (/) means the
system's switching capability.

*Note: -T 'means Hardware Trust Module(HTM), support hardware root of trust and measurement startup.

Features and Highlights

Enabling Networks to Be More Agile for Services

®  Built-in high-speed and flexible processor chips, with their flexible packet processing and traffic control capabilities,
CloudEngine S6730-H-V2 series switches are close to services, meeting current and future challenges, and helping customers
build scalable networks.

®  CloudEngine S6730-H-V/2 series switches support fully customizing the forwarding mode, forwarding behavior, and search
algorithm of traffic. New services are implemented through microcode programming. Customers do not need to replace new
hardware and new services can be rolled out within six months.

®  CloudEngine S6730-H-\/2 series switches provide open interfaces and user-defined forwarding processes to meet
customized service requirements of enterprises. Enterprises can use multi-layer open interfaces to develop new protocols and
functions independently. They can also hand over their requirements to vendors and jointly develop them to build an enterprise-
dedicated campus network.

Delivering Abundant Services More Agilely

®  With the unified user management function, the CloudEngine S6730-H-V2 authenticates both wired and wireless users,
ensuring a consistent user experience no matter whether they are connected to the network through wired or wireless access
devices. The unified user management function supports various authentication methods, including 802.1x, MAC address, and
Portal authentication, and is capable of managing users based on user groups, domains, and time ranges. These functions
visualize user and service management and boost the transformation from device-centric management to user experience-
centric management.

®  The CloudEngine $6730-H-V2 series provides excellent QoS capabilities and supports queue scheduling and congestion
control algorithms. Additionally, it adopts innovative priority queuing and multi-level scheduling mechanisms to implement fine-
grained scheduling of data flows, meeting service quality requirements of different user terminals and services.

Fine-Grained Network Management and Visualized Fault Diagnosis

®  |n-situ Flow Information Telemetry (IFIT) is an in-band Operations, Administration, and Maintenance (OAM) measurement
technology that uses service packets to measure real performance indicators of an IP network, such as the packet loss rate and
delay. IFIT can significantly improve the timeliness and effectiveness of network O&M, thereby promoting the development of
intelligent O&M.

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
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®  Three IFIT modes are available: application-level quality measurement, tunnel-level quality measurement, and native-1P
IFIT measurement. Currently, CloudEngine S6730-H-V2 series switches support native-IP IFIT measurement only. By providing
in-band measurement capabilities, CloudEngine S6730-H-V2 series switches can monitor indicators such as the delay and
packet loss rate of service flows in real time. CloudEngine S6730-H-V2 series switches also offer visualized O&M capabilities to
centrally manage and control networks and graphically display performance data. Designed with IFIT capabilities featuring high
measurement precision and easy deployment, CloudEngine S6730-H-V2 series switches are ideal for constructing an intelligent
0O&M system and stand out with future-proof scalability.

Flexible Ethernet Networking

®  |n addition to traditional Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP), and Multiple Spanning Tree
Protocol (MSTP), the CloudEngine S6730-H-\/ 2 supports Huawei-developed Smart Ethernet Protection (SEP) technology and
the latest Ethernet Ring Protection Switching (ERPS) standard. SEP is a ring protection protocol sp ecific to the Ethernet link
layer, and applies to various ring network topologies, such as open ring topology, closed ring topology, and cascading ring
topology. This protocal is reliable, easy to maintain, and implements fast service switching within 50 milliseconds. ERPS is
defined in ITU-T G.8032. It implements millisecond-level protection switching based on traditional Ethernet MAC and bridging
functions.

®  The CloudEngine S6730-H-V2 supports Smart Link and Virtual Router Redundancy Protocol (VRRP), which implement
backup of uplinks. One CloudEngine S6730-H-V2 switch can connect to multiple aggregation switches through multiple links,
significantly improving reliability of access devices.

Mature IPv6 Features

®  The CloudEngine S6730-H-V2 series swithes are developed based on the mature, stable VRP and supports |Pv4/IPv6
dual stacks, IPv6 routing protocols (RIPng, OSPFv3, BGP4+, and 1S-1S for IPv6). With these IPv6 features, the CloudEngine
S6730-H-V2 can be deployed on a pure |Pv4 network, a pure IPv6 network, or a shared |Pv4/IPv6 network, helping achieve
IPvé4-to-1Pv6 transition.

Intelligent Stack (iStack)

® The CloudEngine S6730-H-V2 series switches support the iStack function that combines multiple switches into a logical
switch. Member switches in a stack implement redundancy backup to improve device reliability and use inter-device link
aggregation to improve link reliability. iStack provides high network scalability. You can increase a stack’s ports, bandwidth, and
processing capability by simply adding member switches. iStack also simplifies device configuration and management. After a
stack is set up, multiple physical switches can be virtualized into one logical device. You can log in to any member switch in the
stack to manage all the member switches in it.

VXLAN Features

®  VXLAN is used to construct a Unified Virtual Fabric (UVF). As such, multiple service networks or tenant networks can be
deployed on the same physical network, and service and tenant networks are isolated from each other. This capability truly
achieves 'one network for multiple purposes'. The resulting benefits include enabling data transmission of different services or
customers, reducing the network construction costs, and improving network resource utilization.

®  This series switches are VXLAN-capable and allow centralized and distributed VXLAN gateway deployment modes. These
switches also support the BGP EVPN protocol for dynamically establishing VXLAN tunnels and can be configured using
NETCONF/YANG.

Link Layer Security

®  CloudEngine S6730-H28X6CZ-TV2/S6730-H28X6CZ-V2/S6730-H48X6CZ-TV2/S6730-H48X6CZ-V2 models support
MACsec. MACsec protects transmitted Ethernet data frames through identity authentication, data encryption, integrity check,
and anti-replay protection, reducing the risks of information leakage and malicious network attacks. With MACsec, these switch
models are able to address strict information security requirements of customers in industries such as government and finance.

Intelligent O&M

®  This series switches provides telemetry technology to collect device data in real tine and send the data to Huawei campus
network analyzer(iMaster NCE-Campuslinsight). The Campuslinsight analyzes network data based on the intelligent fault
identification algorithm, accurately displays the real-time network status, effectively demarcates and locates faults in a timely
manner, and identifies network problems that affect user experience, accurately guaranteeing user experience.

Huawei CloudEngine S6730-H-\V2 Series 10GE Switches
Brochure

Pfiloha €. 1 Kupni smlouvy: Technicka specifikace plnéni 35/68



Intelligent Upgrade

®  Switches support the intelligent upgrade feature. Specifically, switches obtain the version upgrade path and download the
newest version for upgrade from the Huawei Online Upgrade Platform (HOUP). The entire upgrade process is highly automated
and achieves one-click upgrade. In addition, preloading the version is supported, which greatly shortens the upgrade time and
service interruption time.

®  Theintelligent upgrade feature greatly simplifies device upgrade operations and makes it possible for the customer to
upgrade the version independently. This greatly reduces the customer's maintenance costs. In addition, the upgrade policies on
the HOUP platform standardize the upgrade operations, which greatly reduces the risk of upgrade failures.

Cloud-based Management

®  The Huawei cloud management platform allows users to configure, monitor, and inspect switches on the cloud, reducing
on-site deployment and O&M manpower costs and decreasing network OPEX.

Open Programmability System(OPS)

®  Open Programmability System (OPS) is an open programmable system based on the Python language. IT administrators
can program the O&M functions of a switch through Python scripts to quickly innovate functions and implement intelligent O&M.

Licensing

Licensing

This series switches supports both the traditional feature-based licensing mode and the latest Huawei IDN One Software (N1
mode for short) licensing mode. The N1 mode is ideal for deploying Huawei CloudCampus Solution in the on-premises scenario,
as it greatly enhances the customer experiences in purchasing and upgrading software services with simplicity.

Software Package Features in N1 Mode

N1 Basic N1 Advanced
Software

Package

N1 Foundation
Software
Package

Switch Functions

Software

Basic network functions: V v v
Layer 2 functions, IPv4, IPv6, and others

Note: For details, see the Service Features

Basic network automation based on the iMaster NCE- | x v v
Campus:

* NE management: Device management, topology
management and discovery

® User access authentication

Advanced network automation and intelligent O&M: x x v

VXLAN, Free Mobility, IPCA, Campuslinsight basic
functions

Product Specifications

CloudEngine
S6730-H48X6C-V2

CloudEngine

S6730-H48X6C-
Tv2

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
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CloudEngine

S6730-H24X6C-
\'#

CloudEngine
S6730-H24X6C-
TV2
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S6730-H48X6C2-
V2

CloudEngine
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Tv2

CloudEngine

S6730-H28X6CZ-
V2

CloudEngine
S6730-H28X6C2Z-
TV2
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Fixed ports

. CloudEngine CloudEngine

S6730-H48X6C-V2 | S6730-H24X6C-

CloudEngine v2

S6730-H48X6C- CloudEngine
Tv2 S6730-H24X6C-
TV2

48 x 1/10 Gig SFP+,6 | 24 x 1110 Gig SFP+,

CloudEngine CloudEngine
S6730-H48X6C2- S6730-H28X6C2Z-
v2 V2

CloudEngine CloudEngine
S6730-H48X6C2Z- S6730-H28X6CZ-

Tv2 TV2

48 x 1/10 Gig SFP+,6 | 28 x 1/10 Gig SFP+, 6

x 40/100 Gig QSFP28 | 6 x 40/100 Gig x 40/100 Gig QSFP28 | x 40/100 Gig QSFP28
QSFP28
Extended slot - - One extended slot, support 2 x 100GE, 2 x

40GE and 8 x 25/10GE SFP+ cards in the
future

Dimensions (H x W x D)

43.6 mm x 442.0 mm x 420.0 mm (1.72in. x
17.4in.x 16.5in.)

43.6 mm x 442.0 mm x 420.0 mm (1.72in. x
17.4in. x 16.5 in.)

Chassis weight (including | 9.2 Kg 8.9 Kg 7.48 Kg 7.06 Kg
packaging)
Chassis height(U) 1U U U U

Power supply type

* 600W AC (pluggable)
* 1000 W DC (pluggable)

* 600 WAC (pluggable)
* 1200 WAC (pluggable)}
* 1200 W DC (pluggable)

Rated voltage range

®* AC input (600 WAC ): 100 VACto 240V
AC, 50/60 Hz

¢ DCinput (600WAC ): 240V DG

* DCinput (1000 W DC): -48 VDC to -60 V
DC

* AC input (600 WAC ): 100 VACto 240V
AC, 50/60 Hz

* DC input (600 WAC ): 240 V DG

* DC input (1200 W DC): -48 VDC to -60 V
DC

Maximum voltage range

* AC input (600 WAC ): 90V AC to 290V
AC, 45 Hz to 65 Hz

* High-voltage DC input (600 W AC): 190 V
DCto 290 V DC (meeting 240 V high-
voltage DC certification)

* DCinput (1000 W DC): -38.4 V DC to -
72V DC

* AC input (600 WAC ): 90 V AC to 290V
AC, 45 Hz to 65 Hz

* High-voltage DC input (600 W AC): 190 V
DC to 290V DC (meeting 240 V high-
voltage DC certification)

* DC input (1200 W DC): -38.4 V DC to -72V
DC

Maximum input current

* ACB600W: 8A
* DC1000W: 30A

* AC 600W: 8A
* DC 1200W: 38A

Typical power
consumption (30% of
traffic load, tested
according to ATIS
standard)

165 W 149 W

234 W 203 W

Maximum power
consumption (100%
throughput, full speed of
fans)

201 W 254 W

327w 263 W

Noise

* Under normal temperature (sound power):
65dB (A)

* Under high temperature (sound power):
88dB (A)

®* Under normal temperature (sound
pressure): 52dB (A)

* Under normal temperature (sound power):
53.4dB (A)

* Under high temperature (sound power):
69dB (A)

* Under normal temperature (sound
pressure): 39.72dB (A)

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
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CloudEngine
S6730-H24X6C-
V2

CloudEngine
S6730-H48X6C-V2

CloudEngine
S6730-H48X6C-

CloudEngine
TV2 S6730-H24X6C-
TV2

| <65dB(A)

CloudEngine
S6730-H48X6C2-
v2

CloudEngine
S6730-H48X6C2Z-
TV2

CloudEngine
S6730-H28X6C2Z-
V2

CloudEngine
S6730-H28X6CZ-
TV2

Operating temperature -5°C to +45°C (23°F to 113°F)

Storage temperature -40°C to +70°C (-40°F to +158°F)

Relative humidity 5% to 95%, noncondensing

5% to 95%, noncondensing

Power supply surge * Using AC power modules: +6 kV in * Using AC power modules: +6 kV in
protection differential mode, £6 kV in common mode differential mode, £6 kV in common mode
* Using DC power modules: £2kV in * Using DC power modules: £2kV in
differential mode, +4 kV in common mode differential mode, £4 kV in common mode
Fans 4, Fan modules are pluggable 3, Fan modules are pluggable

Heat dissipation with fan, intelligent fan speed
adjustment

Heat dissipation

Heat dissipation with fan, intelligent fan speed

adjustment

Service Features

Except for special instructions, the following features are supported by CloudEngine S6730-H-V2 with N1 basic sotware.

Category Service Features

User management Unified user management

802.1X authentication

MAC authentication

Traffic- and duration-based accounting

User authorization based on user groups, domains, and time ranges

Automatic MAC address learning and aging

384K MAC entries (MAX)

Static, dynamic, and blackhole MAC address entries

Source MAC address filtering

MAC address learning limiting based on ports and VLANs

VLAN 4K VLANs

Access mode, Trunk mode and Hybrid mode

Default VLAN

Private VLAN

QinQ and enhanced selective QinQ

VLAN Stacking

Dynamic VLAN assignment based on MAC addresses

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
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ARP
DHCP

IP routing

Segment Routing

Multicast

MPLS

VXLAN

QoS

Native-IP IFIT

Huawei CloudEngine S6730-H-V2 Series 10GE Switches

Brochure

| ARP Snooping

DHCPv4 Client, DHCPv4 Relay, DHCPv4 Server, DHCPv4 Snooping
| DHCPv6 Client, DHCPv6 Relay, DHCPv6 Server, DHCPv6 Snooping

IPv4 dynamic routing protocols such as RIP viAN2, OSPF viN2, IS-IS, and BGP
| IPv6 dynamic routing protocols such as RIPng, OSPFV3, ISISv6, and BGP4+

Routing Policy, Policy-Based Routing

VRF

SRv6 BE (L3 EVPN)
BGP EVPN
SRv6 configuration through NETCONF

IGMPv1/v2iv3 and IGMP v1iN2/iv3 Snooping

PIM-DM, PIM-SM, and PIM-SSM

Fast-leave mechanism

Multicast traffic control
Multicast querier
Multicast protocol packet suppression

MPLS-LDP

MPLS-L3VPN

MPLS Qos

Centralized gateway

Distributed gateway

BGP-EVPN

Configures VXLANs through NETCONF

Traffic classification based on Layer 2 headers, Layer 3 protocols, Layer 4 protocols, and

802.1p priority

Actions such as ACL, Committed Access Rate (CAR), re-marking, and scheduling

Queuing algorithms, such as PQ, DRR, WDRR, and PQ+DRR, PQ+WDRR

Congestion avoidance mechanisms such as WRED and tail drop
Traffic shaping
8 queues on each interface

Network Slicing

Marks the real service packets to obtain real-time count of dropped packets and packet loss
ratio

The statistical period can be modified

Two-way frame delay measurement
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Ethernet loop protection STP (IEEE 802.1d), RSTP (IEEE 802.1w), and MSTP (IEEE 802.1s).

VLAN-based Spanning Tree (VBST)

| BPDU protection, root protection, and loop protection

.G.Bﬂ32 Ethernet Ring Protection Switching (ERPS)

: Reliability | M-LAG

Service interface-based stacking

| Maximum number of stacked devices

| Stack bandwidth (Bidirectional)
Link Aggregation Control Protocol (LACP) and E-Trunk

Virtual Router Redundancy Protocol (VRRP) and Bidirectional Forwarding Detection (BFD) for
VRRP

BFD for BGP/IS-IS/IOSPF/static routes
Eth-OAM 802.1ag(CFM)
Smartlink
LLDP, LLDP-MED
System management Console terminal service
Telnet/IPv6 Telnet terminal service
SSHwv1.5
SSH v2.0
SNMP vi1n2chv3
| FTP. TFTP. SFTP
BootROM upgrade and remote in-service upgrade
Hot patch
User operation logs
| Open Programmability System (OPS)
| Streaming Telemetry
Security and management | NAC
RADIUS and HWTACACS authentication for login users
MACsec-256 (IEEE 802.1ae)
| Management by Command Line Interface(CLI)

Command line authority control based on user levels, preventing unauthorized users from
using command configurations

Defense against DoS attacks, Transmission Control Protocol (TCP) SYN Flood attacks, User
Datagram Protocol (UDP) Flood attacks, broadcast storms, and heavy traffic attacks

IPv6 RA Guard
CPU hardware queues to implement hierarchical scheduling and protection for protocol packets

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
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Service Features

" on the control plane

‘ Remote Network Monitoring (RMON)
: Secure boot
' Netstream

Port mirroring

" Dynamic ARP Inspection

IP Source Guard

Networking and Applications

Large-scale Enterprise Campus Network

CloudEngine S6730-H-V2 series switches can be deployed at the aggregation layer of a large-scale enterprise campus network,
creating a highly reliable, scalable, and manageable enterprise campus network.
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Application on a MAN

CloudEngine S6730-H-V2 series switches can be deployed at the access layer of a MAN(Metropolitan Area Network) to build a
high-performance, multi-service, and highly reliable ISP MAN network.
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Data Center

CloudEngine S6730-H-V2 switches can be deployed at the access layer build a virtualized, highly reliable, non-blocking, and

energy conservative data center network.
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Ordering Information

The following table lists ordering information of the CloudEngine S6730-H-V2 series switches.

m Product Description

| CloudEngine S6730- | CloudEngine S6730-H48X6C-V2 bundle (48"10GE SFP+ ports, 6100GE QSFP28 ports, with
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Mot | ProustDescrption

H48X6CZ-\V2 license, 1*expansion slot, without power module}

CloudEngine S6730- CloudEngine S6730-H48X6C-V2 (48*10GE SFP+ ports, 6*"40GE QSFP ports, optional license

H48X6CZ-V2 for upgrade to 6*100GE QSFP28 ports, 1*expansion slot, without power module)

CloudEngine S6730- CloudEngine S6730-H48X6C-TV2 bundle (48*10GE SFP+ ports, 6*100GE QSFP28 ports, with

H48X6CZ-TV2 license, 1*expansion slot, HTM, without power module)

CloudEngine S6730- CloudEngine S6730-H48X6C-TV2 (48*10GE SFP+ ports, 6*40GE QSFP ports, optional license

H48X6CZ-TV2 for upgrade to 6*100GE QSFP28 ports, 1*expansion slot, HTM, without power module)

CloudEngine S6730- CloudEngine S6730-H28X6C-V2 bundle (28*10GE SFP+ ports, 6*100GE QSFP28 ports, with

H28X6CZ-V2 license, 1*expansion slot, without power module)

CloudEngine S6730- CloudEngine S6730-H28X6C-V2 (28*10GE SFP+ ports, 6*40GE QSFP28 ports, optional

H28X6CZ-V2 license for upgrade to 6*100GE QSFP28 ports, 1*expansion slot, without power module)

CloudEngine S6730- CloudEngine S6730-H28X6C-TV2 bundle (28*10GE SFP+ ports, 6*100GE QSFP28 ports, with

H28X6CZ-TV2 license, 1*expansion slot, HTM, without power module)

CloudEngine S6730- CloudEngine S6730-H28X6C-TV2 (28*10GE SFP+ ports, 6*40GE QSFP ports, optional license

H28X6CZ-TV2 for upgrade to 6*100GE QSFP28 ports, 1*expansion slot, HTM, without power module)

CloudEngine S6730- CloudEngine S6730-H48X6C-V2 (48*10GE SFP+ ports, 6*40GE QSFP28 ports, optional

H48X6C-V2 license for upgrade to 6*100GE QSFP28, without power module)

CloudEngine S6730- CloudEngine S6730-H24X6C -V2(24*10GE SFP+ ports, 6*"40GE QSFP28 ports, optional

H24X6C-V2 license for upgrade to 6*100GE QSFP28, without power module)

CloudEngine S6730- CloudEngine S6730-H48X6C-TV2 (48*10GE SFP+ ports, 6*40GE QSFP28 ports, optional

H48X6C-TV2 license for upgrade to 6*100GE QSFP28 HTM,without power module)

CloudEngine S6730- CloudEngine S6730-H24X6C-TV2(24*10GE SFP+ ports, 6*40GE QSFP28 ports, optional

H24X6C-TV2 license for upgrade to 6*100GE QSFP28 HTM,without power module)

PAC600S12-CB 600W AC power module (for S6730-H48X6C-V2/TV2 & S6730-H24X6C-V2/TV2 series models)

PACB00S12-EB 600W AC power module (for S6730-H48X6C-V2/TV2 & S6730-H24X6C-V2/TV2 series models)

PAC600S12-DB 600W AC power module (for S6730-H48X6C-V2/TV2 & S6730-H24X6C-V2/TV2 series models)

PDC1000S12-DB 1000W DC power module (for S6730-H48X6C-V2TV2 & S6730-H24X6C-V2/TV2 series
models)

PACB00S12-PB 600W AC power module (for S6730-H48X6CZ-V2TV2 & S6730-H28X6CZ-V2/TV2 series
models)

PAC1K2512-PB 1200W AC power module (for S6730-H48X6CZ-V2/TV2 & S6730-H28X6CZ-V2TV2 series
models)

PDC1K2S12-CE 1200W DC power module (for S6730-H48X6CZ-V2/TV2 & S6730-H28X6CZ-V2TV2 series
models)

FAN-031A-B Fan Module

Product Description

L-100GEUPG-S67H V SE7XX-H Series, 40GE to 100GE Electronic RTU License,Per Device
| L-MLIC-S67H S67XX-H Series Basic SW,Per Device
| N1-S67H-M-Lic S67XX-H Series Basic SW,Per Device

Huawei CloudEngine S6730-H-V2 Series 10GE Switches
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N1-S67H-M-SnS1Y ‘ SB7XX-H Series Basic SW,SnS,Per Device,1Year
. N1-S67H-F-Lic 7 N1-CloudCampus,Foundation, S67XX-H Series,Per Device
‘-N1-SE7H-F—SnS | N1-CloudCampus,Foundation,S67XX-H Series,SnS,Per Device
| N1-S67H-A-Lic N1-CloudCampus,Advanced,S67XX-H Series,Per Device
: N1-S67H-A-SnS : N1-CloudCampus,Advanced,S67XX-H Series,SnS,Per Device
N1-S67H-FToA-Lic N1-Upgrade-Foundation to Advanced,S67XX-H,Per Device
J N1-S67H-FToA-SnS L N1-Upgrade-Foundation to Advanced,S67XX-H,SnS,Per Device

More Information

For more information about Huawei Campus Switches, visit http://le.huawei.com or contact us in the following ways:

®  Global service hotline: http://e.huawei.com/en/service-hotline
® | ogging in to the Huawei Enterprise technical support website: http://support.huawei.com/enterprise/

®  Sending an email to the customer service mailbox: support_e@huawei. com

Copyright ©® Huawei Technologies Co., Ltd. 2024. All rights reserved.

Mo part of this document may be reproduced or transmitted in any form or by any means without prior written
consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

WHUAWEI and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.

All other trademarks and trade names mentioned in this document are the property of their respective holders.
Notice

The purchased products, services and features are stipulated by the contract made between Huawei and the
customer. All or part of the products, services and features described in this document may not be within the
purchase scope or the usage scope. Unless otherwise specified in the contract, all statements, information, and
recommendations in this document are provided "AS IS" without warranties, guarantees or representations of
any kind, either express orimplied. Address:Huawei Industrial Base Bantian,

Longgang Shenzhen 518129 People's
Republic of China

Huawei Technologies Co., Ltd.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied. Website:e.huawei.com
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3.2.5 Potvrzeni zastoupeni vyrobce

R N i y

Potvrzeni vyrobce pro nabidku ve verejné zakdzce

Verejna zakazka

Verejna zakazka: Obnova ICT infrastruktury

Zadavatel: Integrované doprava stredogeského kraje, 10 057 92 291
Potvrzeni

Zastoupen/ vyrobce pro Ceskou republiku

- Huawei Technologies (Czech) s.ro. I€0: 27367061
- Sidlo: Jihlavskd 1558/21, Michle, 140 00 Praha 4
potvrzuje, Ze
- Nabizené feseni
= Sifové pFepinate S6730-H
= Diskové pole Oceanstor Dorado 3000 V6
- jenové, nerepasované a nepouZité
- jeuréené pro Cesky trh
- bude servisnim stfediskem vyrobce pIné podporovano
- Ucastnik vybérového Fizeni (spoleénost ALTEPRO solutions a.s., IC0: 03665496) je obchodnim a
servisnim partnerem vyrobce, a e je opravnény prodavat a implementovat nabizené zarizeni

Manufacturer's confirmation for bidding in public procurement

Public tender

Public tender: Renewal of ICT infrastructure

Client: Integrated transport of the Central Bohemian region, ID 057 92 291
Confirmation

Representation of the manufacturer for the Czech Republic

- Huawei Technologies (Czech) s.r.o., ID: 27367061
- Registered office: Jihlavské 1558/21, Michle, 140 00 Praha 4
confirms that
- The offered solution
=  Network switches 56730-H
®  Storage Oceanstor Dorado 3000 V6
- is new, unrefurbished and unused
- isintended for the Czech market
- will be fully supported by the manufacturer's service center
- The bidder in the public tender procurement (the company ALTEPRO solutions a.s., ID: 03665496)
is a business and service partner of the manufacturer and that it is authorized to sell and implement
the offered equipment

Huawei Technologies (Czech) s.r.o.

7(]}4[’ « 55 Jo r@ do'j W g'é Jiblavska 1558/21, 140 00 Praha 4

Tel.: +420 255 701 808
HUAWEI 1¢: 27367061, DIC: 227367061 (D
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4 Servery pro virtualizaci
4.1 Pozadavky zadavatele na HW

Mnozstvi: 2 kusy
Spliuje | Nabizeny parametr,
PoZadavek
ANO/NE | dodateénd informace
Obecné parametry
Typ zafizeni: rackovy server ANO
Vyrobce a typ nabizeného reseni
Vyrobce server( ANO LENOVO
el e o ™ || Toscrony
uktovymi Cisly, uvede Ucéastnik vybérového rizeni hlavni produktové ¢i .
procuktovymi Cisly, ¥ P ThinkSystem SR655 V3
nabizeného zafizeni)
Odkaz na www stranky vyrobce zafizeni, kde je k dispozici detailni technicka ANO Odkaz na stranky vyrobce
specifikace (DataSheet) v ceském nebo anglickém jazyce zde
Zadavatel pozaduje, aby soucasti popisu nize bylo prohlaseni vyrobce, ¢i mistniho
zastoupeni vyrobce o tom, Ze:
- Nabizené feseni je nové, nerepasované a nepouZzité
- Nabizené reseni je urené pro Cesky trh ANO Viz nize
- Nabizené reseni bude servisnim stfediskem vyrobce plné podporovano
- A Ze Ucastnik vybérového fizeni je obchodnim a servisnim partnerem
vyrobce, a Ze je opravnény prodavat a implementovat nabizené zarizeni
Fyzické parametry
Rozsah provoznich teplot 5-35°C ANO
Rozsah provoznich vlihkosti 10-90% ANO
Velikost v rozvadéci 2U na vysku /
- maximalné 2 RU na vysku ANO méné jak 750 mm na
- moznost instalace do 800 mm hlubokého racku hloubku
2x Interni redundantni napdjeci zdroj (zdroje vyménitelné za chodu (hot-plug).
 Interni redundantni napdjeci zdroj (zdroje vyménitelné za chodu (hot-plug). 2x 750W 230V Titanium Hot-
Kazdy minimalné o vykonu 500 W s certifikaci alespori ,,80+ Gold“. 2x napdjeci ANO Swap Gen2 Power Supply v
kabel 230V CEE7/7 v délce 1,8-2,0 metru. P PPl
Interni redundantni ventilatory ANO
PFisluSenstvi pro montdz do 19" rozvadéce soucasti dodavky zafizeni. ANO
Management kabelazZe (cable management arm) neni vyZadovan.
Portace
1x Dedikovany 1 Gbps RJ45 port pro HW management ANO
Minimalné 4x 10GE SFP+ port pro pripojeni serveru k LAN ANO 1x 10/25GbE SFP28 4-Port
(osazeno 10G SR multimodovymi transceivery) OCP Ethernet Adapter
Minimalné 2x 16G FC port pro pripojeni serveru k diskovému poli ANO 1x Emulex 16Gb Gen6 FC
(osazeno 16G FC multimodovymi transceivery) Dual-port HBA
Vykon serveru
1x CPU, 16 jader (32 vlaken) se zakladni frekvenci minimalné 2.0 GHz, se ?ZR;ZF;;ET_};?D?ES’
spotfebou maximalné 200 W, a s vykonem dle https://www.cpubenchmark.net/ | ANO 200 W o ’ ’
minim3liné 36.000 bodd CPU benchmark: 43.999
Operaéni pamét minimalné 256 GB DDR5 s pouzitim moduld o velikosti 32 nebo Ax 64GB TruDDRS 4800MHz
64 GB, rozsifitelna minimalné do 512 GB jen pfidanim dalsich pamétovych ANO
o (2Rx4) 10x4 RDIMM-A
moduld
2x SSD, kazdy o velikosti minimalné 480 GB v konfiguraci RAID1 (zrcadleni) pro ANO 2x M.2 ER3 480GB Read

béh virtualizacni platformy

Intensive SATA 6Gb NHS SSD
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Ostatni
Trusted Platform Module 2.0 ANO
Vzdalena sprava HW serveru s plnohodnotnym KVM ANO
Podpora OS Windows Server 2019 a 2022, VMware 7 a 8, Suse Linux a RedHat 7.x | ANO
Podpora vyrobce
Podpora v reZzimu 9x5 na 60 mésicli s odezvou nejpozdéji do 4 hodin (pocitanych
v ramci doby podpory) od nahlaseni pozadavku dodavateli a opravou ANO Essential Service - 5Yr 24x7
(odstranénim zavady) do konce pracovniho dne nasledujiciho po nahlaseni 24Hr CSR + YDYD SR655 V3
poZadavku dodavateli.
4.2 Pozadavky zadavatele na SW
4.2.1 Virtualiza¢ni platforma VMware
Spliuje Nabizeny arametr,
Pozadavek pinuy IZ vy L. P
ANO/NE dodatecna informace
Obecné parametry
Virtualizacni platforma vyrobce VMware v rozsahu:
- okryti dvou serverl specifikovanych  vyse - . , .
pokry . , P v v Predplatné (subscripce) na
licence musi L .
korespondovat s nabizenymi server ANO > let pokryvajici 2 servery 3
% iz i serv
] P . v o y o oL 16 cores (tedy celkem 32
- bud’ se mlze jednat o perpetualni (permanentni) licenci véetné cores)
predplacené podpory vyrobce na 5 let
- nebo se muze jednat o predplatné (subscripci) na obdobi 5 let
Budouci rozsifitelnost:
- S ohledem na pldnované rozsifeni celého fesSeni v nasledujicich
obdobich na minimalné 4-nodové feSeni, musi licence umoznovat
prosté dokoupeni shodnych licenci jako jsou pfedmétem plnéni v této Licenéné rozdifitelné na
verejné zakazce ANO dalsi nody dle poctu CPU
- Je nepfipustnd nabidka pouze ,zdkladnich licenci“ (pro 2-nodovy cores
cluster), kterou nebude mozné prostym dokupem totoZnych licenci
rozsifit aZz na planovany cilovy stav (viz Uvod tohoto dokumentu,
pravdépodobné minimalné 4-nodovy cluster)
Funk¢ni vlastnosti
PoZadavky na funkéni vlastnosti:
- Virtualizacni platforma — hypervizory ESXi (vSphere)
- Management nastroj — centralizovand sprava ESXi hostd, evidence
virtudlnich strojd ,pod jednou stfechou”, sbér statistickych dat a dalSi
¢innosti jako je vSphere HA ¢i vMotion (vCenter)
- Moznost presouvat spusténé virtualni pocitace z jednoho fyzického ANO
serveru na druhy bez dopadu na koncové uZivatele a sluzby (vMotion)
- Zajisténi vysoké dostupnosti pro virtudlni stroje tim, Ze virtudlni stroje
a hostitelé budou sdruzeny do clusteru, kde budou hostitelé
monitorovani a v pripadé selhani jsou virtudini pocitace na hostiteli se
selhanim restartovany na alternativnich hostitelich (vSphere HA).
Podpora vyrobce
Podpora spocivajici v dostupnosti novych softwarovych verzi s moznosti legalniho ANO
upgrade na nejnové;jsi verzi na obdobi 5 let
4.2.2 Operacni systémy Microsoft
Spliuje Nabizeny parametr,
Pozadavek
ANO/NE dodatecna informace
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Microsoft Windows Server 2022 Datacenter pro pokryti dvou server( ANO
specifikovanych vyse

Microsoft Windows Server 2022 Datacenter user CALs 150x uZivatel ANO
Microsoft Windows Server 2022 Datacenter device CALs 10x ANO

4.3 Popis nabizeného plnéni

4.3.1 Popis

Nabizené feseni je v oblasti hardwarové platformy zaloZzeno na hardwarovych serverech vyrobce Lenovo,

coz je jeden z lidrd trhu.

Softwarové feSeni je postaveno presné podle poZadavk( zadavatele na poZadovanych produktech
vyrobcll VMware a Microsoft.

4.3.2 Komponentni rozpis — servery x86 od vyrobce Lenovo

PN Sub-part | Popis Mnoistvi
7D9ECTO1WW Server AMD ThinkSystem SR655 V3 - 3yr Warranty 2
BLKK ThinkSystem V3 2U 24x2.5" Chassis 1
BFYA Operating mode selection for: "Maximum Efficiency Mode" 1
BVGL Data Center Environment 30 Degree Celsius / 86 Degree Fahrenheit 1
BREE ThinkSystem AMD EPYC 9124 16C 200W 3.0GHz Processor 1
BQ27 ThinkSystem SR665 V3/SR655 V3 Standard Heatsink 1
BQ3D ThinkSystem 64GB TruDDR5 4800MHz (2Rx4) 10x4 RDIMM-A 4
5977 Select Storage devices - no configured RAID required 1
BYFF ThinkSystem M.2 RAID B540i-2i SATA/NVMe Adapter 1
BTTX M.2 SATA 1
BYF8 ThinkSystem M.2 ER3 480GB Read Intensive SATA 6Gb NHS SSD 2
BPPW ThinkSystem Broadcom 57504 10/25GbE SFP28 4-Port OCP Ethernet 1
Adapter
ATZV Emulex 16Gb Gen6 FC Dual-port HBA 1
BNDR ThinkSystem Accelink 10G SR SFP+ Ethernet transceiver 4
BLKL ThinkSystem V3 2U x16/x8/x8 PCle Gen4 Riser1 or 2 1
co7v ThinkSystem 750W 230V Titanium Hot-Swap Gen2 Power Supply v4 2
BLL6 ThinkSystem 2U V3 Performance Fan Module 6
B8LA ThinkSystem Toolless Slide Rail Kit v2 1
BQQ2 ThinkSystem 2U V3 EIA Latch Standard 1
BPKR TPM 2.0 1
BQ80O ThinkSystem SR655 V3 MB 1
BRPJ XCC Platinum 1
BQ11 G4 x16/x8/x8 PCle Riser BLKL for Riser 1 Placement 1
BQQ6 ThinkSystem 2U V3 EIA right with FIO 1
BXGY Right EIA with FIO assembly 1
BQ81 ThinkSystem SR655 V3 Main Airduct 1
BC4X MS 2FH Riser Filler 1
BPKD ThinkSystem 2U MS 3FH Riser 1&2 Cage w/Labell 1
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B&MM ThinkSystem 2U MS 3FH Riser Filler
BSR6 ThinkSystem SR635 V3/SR655 V3 RoT Module LV-RoW
7SO0XCTO5WW softwarel XClarity Controller Platin-FOD 2
SBCV Lenovo XClarity XCC2 Platinum Upgrade (FOD)
5PS7B08744 Essential Service - 5Yr 24x7 24Hr CSR + YDYD SR655 V3 2
4.3.3 Komponentni rozpis — software od vyrobce VMware
PN Popis Mnozstvi
VCF-VSP-STD-8 VMware vSphere Standard 8 .... 1 core per 1 year 160
32 cores
5 years
Celkem 32 x 5 = 160 kusu
4.3.4 Komponentni rozpis — software od vyrobce Microsoft
PN Sub-part | Popis Mnozstvi
7S05CTOBWW software6 Windows Server 2022 2
S62L Windows Server 2022 Datacenter (16 core) - MultiLang (not
preinstalled)
7S05CTODWW software2 Windows Server 2022 CALs 1
S5ZR Windows Server 2022 CAL (50 User)
7505CTODWW software3 Windows Server 2022 CALs 1
S5ZN Windows Server 2022 CAL (10 Device)
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4.3.5 Mezinarodni benchmark — servery x86 od vyrobce Lenovo
Lenovo je jednim z leader(i trhu v oblasti serverové infrastruktury — x86 serverd.

Market share of the global server market by vendor from 2017 to 2021

125%
Year to end June 2021
100% = Dell 21%
= HPE 16.6%
o 75% 1EM 5. 8%
E
a = Huawei 4.2%
i
|
= 50w = Lenovo 5.7%
* Oracle 3.3%
2%, = Cisco 2.4%
= Cthers 41%
0%
2017 Year to end Year to 2018 Year to end 2019 Year to end
June 2018 September June 2019 June 2021
2018

® Dell @ HPE IBM @ Huawei @ Lenovo © Oracle @ Cisco @ Others
© Statista 2022 &

4.3.6 Vykon pouzitého CPU v serverech dle CPU benchmark

AMD EPYC 9124 Average CPU Mark
Description:

Class: Server Socket: SP5 DOD/%
Clockspeed: 3.0 GHz Turbo Speed: 3.7 GHz 43999
Cores: 16 Threads: 32 Typical TDP: 200 W

Single Thread Rating: 2765
TDP Up: 240 W Samples: 17*
*Margin for error:

Cache per CPU Package:

L1 Instruction Cache: 16 x 32 KB
L1 Data Cache: 16 x 32 KB

L2 Cache: 16 x 1024 KB

L3 Cache: 64 MB

Other names: AMD EPYC 9124 16-Core Processor
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4.3.7

Datovy list — servery x86 od vyrobce Lenovo

Lenovo ThinkSystem

SR655 V3

Server designed for scalable
performance

Designed for flexibility

Running your IT Infrastructure at optimal performance
and efficiency requires the ability to customize for your
workloads is a high performance 1S 2U rack server
optimized with expansive GPU capacity and the latest
PCle Gen 5 delivering a balance of continuous speed
and agility to any IT infrastructure. The SR655 V3 is
storage-rich and agile with options for SAS/SATA,
NVMe and AnyBay™ drives. Up to 32x 2.5" hot-swap
bays allow for fast adds and changes as your
environment evolves.

Flexible options for PCle Gen4 or Genb5 assist in
meeting your infrastructure |/0 and budget
requirements while providing the bandwidth necessary
for High Performance Computing (HPC) applications.

Powerful and efficient

Tackling today’s modern workloads requires a server
with speed and storage capacity. The 4th Generation
AMD EPYC™ Processors with up to 128 Zen 4 cores in
the SR655 V3 are designed for performance, and they
amplify speed with support for the latest TruDDRS
memory and storage capacity making them ideal for
complex workloads like Al, virtualization and HPC.

WWW.LENOVO.COM

ThinkSystem

The SR655 V3 is powerful and energy efficient. The
dual redundant power supplies have a Titanium rating
and are ErP Lot9 compliant.

End-to-end management and security

Your IT infrastructure is the backbone of your business
and having a server you can rely on is important.
Lenovo’s industry-leading management and security,
coupled with rigorous testing leads to the top rating
for server reliability by ITIC.

The SR655 V3 includes Lenavo XClarity software which
provides easy management from deployment to
decommission along with added security features like
monitoring for unexpected adds or changes.

Lenovo ThinkShield provides a Root of Trust security
provides protection starting at development and
following throughout the life of your server.

Finally, Lenovo's portfolio of services supports the full
lifecycle of your Lenovo IT assets - from planning,
deployment and support to asset recovery.

AMDZ1
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2| Lenovo ThinkSystem SR6E55 V3

Specifications

Form Factor / Depth

2U / 764mm (30 inches)

Processor

Choice of one 4th Generation AMD EPYC™ Processor

Memory 12x TruDDR5 DIMM slots
Maximum 3TB using 256GB 3DS RDIMMs
Drive Bays Up to 20x 3.5" or 40x 2.5" drives; hot-swap drive bay

Combinations of SAS/SATA, NVMe, or AnyBay

GPU Supports

Up to 3x double width GPU
Up to 8x single width GPU

RAID Support

Hardware RAID flash cache; HBAs

Power Supply

Dual redundant PSUs Titanium/Platinum to meet ErP Lot 9 standard

Network Interface

OCP 3.0 mezz adapter, PCle adapters

Slots

Up to 10x total PCle slots (either 10x rear, or 6x rear + 2x front); 1x OCP 3.0 adapter slot, Support
for PCle Gen4/Gen5 and CXL

Ports

Front: 1x USB 3.0, 1x USB 2.0, 1x VGA (optional)
Rear: 1x VGA, 3x USB 3.1G1, 1x Serial port; 1x Ethernet management

Systems Management

ASPEED 2600, XClarity support

0OSes Supported

Microsoft Windows Server, SUSE Linux Enterprise Server, Red Hat Enterprise Linux, VMware
vSphere. Visit ler 2ss.com/osig for more information.

Vop

Limited Warranty

1- and 3-year customer replaceable unit and onsite service, next business day 9x5; optional
service upgrades

About Lenovo

For More Information

Lenovo (HKSE: 992) (ADR: LNVGY) is a US$62 billion
revenue global technology powerhouse, ranked #171 in
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4.3.8 Potvrzeni zastoupeni vyrobce — servery x86 od vyrobce Lenovo

Lenovo.

Lenovo Global Technology B.V.
Jankovcova 1603/47a
Hole$ovice, 170 00 Praha 7
Ceska republika

Potvrzeni vyrobce pro nabidku ve
verejné zakazce

Vefejna zakazka

Verejna zakazka: Obnova ICT infrastruktury }
Zadavatel: Integrovana doprava stfedoeskeho kraje, ICO 057 92 291
Potvrzeni

Zastoupeni vyrobce pro Ceskou republiku

- Lenovo Global Technology Czech Republic s.r.o., ICO: 05498856
- Sidlo: Jankovcova 1603/47a, Holesovice, 170 00 Praha 7
potvrzuje, ze
- Nabizené feseni
*  Rackové servery Lenovo ThinkSystem SR655 V3
- je nové, nerepasované a nepouZité
- jeurcené pro Cesky trh
- bude servisnim stfediskem vyrobce piné podporovano
- Ugastnik vyb&rového Fizeni (spoleénost ALTEPRO solutions a.s., I€0: 03665496) je obchodnim a
servisnim partnerem vyrobce, a Ze je opréavnény prodavat a implementovat nabizené zafizeni

V Praze 14. 5. 2024

o F
Mar_l*an Korienek
Prokurista
Lenovo Global Technology B.V

Lenovo Global Technology Czech Republic s.r.0.. Classic 7, Jankovcova 1603/47a | 170 00 Prague 7 | Czech Republic | 1C: 05498856

5 Diskové pole

5.1 Pozadavky zadavatele
Mnozstvi: 1 kus
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Splnuje

PoZadavek Nabizeny parametr, dodatec¢na informace
ANO/NE Ul

Obecné parametry
PoZadujeme rfeseni s tzv. pIné symetrickymi Active-Active
fadici (tedy se musi jednat minimalné o dvou radicové
Y VI I,( Y ol I vl. , y u.v cov - Nabizené diskové pole OceanStor Dorado
feSeni (dual controller)), kdy pfi vypadku fadice nedochazi k L . ]

, ) . . e 3000 v6 ma pIné symetrickou architekturu
vypadku cest a 10 operaci, které fadic¢ procesuje. Kazdy radi¢ | ANO i Y .

, ) - , L, s rovnocennym pfistupem kontrolerd ke

musi tak mit rovnocenny pfistup k danému LUNu ve stejny Y,
N , i Bov. o Y iye kazdému LUNu
Casovy okamzik. Reseni typu ALUA nebo federace radicl
neni pripustné. Rozsifovani fadi¢l musi byt bezvypadkové.
PoZadavky na typ nabizeného pole: Nabizené pole je:
- musi se jednat o all-flash NVMe datové uloZisté, - all-flash NVMe datové lloziste,
- musi byt v portfoliu vyrobc v kategorii all-flash - jev portfoliu vyrobcd v kategorii
arrays allflash arrays
- musi byt uréené pouze pro SSD/flash média - jeurcené pouze pro SSD/flash média
- musi se jednat o pIné& redundantni enterprise ANO - je plné redundantni enterprise fe3eni
¥eleni bez SPOF bez SPOF
- musi byt klasifikovdno vyrobcem v kategorii - je klasifikovano vyrobcem v kategorii
"enterprise storage" "enterprise storage"
- musi mit vyrobcem deklarovanou dostupnost - mé vyrobcem deklarovanou
minimalné 99.999% dostupnost minimélné 99.999%
Kvalita nabizeného fesSeni: Nabizené reseni, resp. jeho
vyrobc,e, bylvv posle,dnlch trech Ieted} umistén v ’ Gartner MQ Primary storage
mezinarodné platném benchmarkovém reportu na drovni

. " opy v . L ANO
Llidr trhu". Pfedmétem benchmarkového reportu musi byt o
diskova uloZisté a benchmark musi obsahovat posouzeni Viz nize
minimalné TOP5 celosvétovych vyrobcu.

. .y L, ANO Na nabizeném diskovém poli jsou vSechny
Vsechny komponenty pole musi byt hot-plug, zejména . "y
Yy iy " . . komponenty hot-plug (fadice, ventilatory,
radice, ventilatory, zdroje, IO moduly a pevné disky . L,

zdroje, 10 moduly a pevné disky)

Cache minimalné 64 GB RAM cache per kontrolér, jisténa ANO Nabizené diskové pole ma 64GB RAM
baterii a mechanismem pro zalohu na flash médium v cache per kontroller, kaZzdy kontroler ma
ptipadé vypadku napdjeni. cache jisténou baterii
Kazdy radic¢ pole musi obsahovat nouzovy zdroj napdjenive | ANO
formé akumulatoru ¢i kondenzétoru, ktery zajisti bezpecné Nabizené diskové pole ma na kazdém
uloZeni obsahu zapisové paméti na non-volatilni médium v kontroleru cache jisténou baterii. Tato je
ptipadé vypadku napdjeni, poruchy, nebo dojde-li k schopna zajistit bezpecné ulozeni obsahu
fyzickému vyjmuti fadice. Nouzovy zdroj i non-volatilni z4pisové paméti na non-volatilni médium
médium musi byt interni sou¢asti kazdého Fadice. Redeni v pripadé vypadku napajeni, poruchy,
pomoci externi UPS nebo napdjeciho zdroje s integrovanou nebo dojde-li k fyzickému vyjmuti fadice
baterii neni pripustné.
Back-end diskovéh | fipojeni dalsich rozsifujicich | ANO

_ac eln is .ove o,po’e pro prlpOJem" alsic rOvZ.SIrLfJICI’C Nabizené pole ma NVMe backend na
diskovych polic musi byt na technologii NVMe. Pfipojeni

; ! 100GB RDMA
pomoci SAS neni dovoleno.
Podporované protokoly pro blokovy pfistup musi byt FCi ANO Protokoly pro blokovy pfistup jsou FCi
[N iSCSI
Pozadujeme podporu pro 16Gb a 32Gb FC, a pro 1GE, 10GE | ANO Nabizené pole podporuje 16Gb a 32Gb FC,
a 25GE iSCSI 1GE, 10GE,25GE, 40GE iSCSI
Podpora distribuovaného RAID s ochranou proti ANO
Vp ) , . . P e Nabizené pole podporuje RAID 5,6 a TP a

soucasnému vypadku jednoho, dvou i tfech disk( v rdmci . . s o
. i ) . , je mozné je uZivatelsky nastavit. VSechny
jedné RAID skupiny. MoZnost nastaveni typu ochrany . o ,

.. RAID jsou distribuované.
uzivatelem.
Pole musi podporovat interni blokovou virtualizaci nebo ANO Nabizené pole podporuje interni blokovou

obdobnou technologii, ktera umozni distribuci blokl dat
storage poolu pres vSechny disky v poli instalované.

virtualizaci s distribuci blok(l dat storage
poolu pres vsechny disky v poli.
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Podpora distribuovaného hot spare prostoru pro rychlé ANO Stejné jako RAID tak i Hot spare je
zotaveni po vypadku disku distribuovany.
Vyrobce a typ nabizeného reseni
Vyrobce diskového pole ANO Huawei Technologies
Produktové Cislo (typ) nabizeného zafizeni (v pfipadé, Zze je | ANO
zatizené popsano vice produktovymi ¢isly, uvede tGcastnik OceanStor Dorado 3000 v6 D3V6-128G-
vybérového fizeni hlavni produktové ¢islo nabizeného NVMeEU
zafizeni)
Odkaz na www stranky vyrobce zafizeni, kde je k dispozici ANO
detailni technicka specifikace (DataSheet) v ¢eském nebo Odkaz na stranky vyrobce zde
anglickém jazyce
Zadavatel pozaduje, aby soucasti popisu nize bylo ANO
prohlaseni vyrobce, ¢i mistniho zastoupeni vyrobce o tom,
Ze:
- Nabizené feseni je nové, nerepasované a
nepouzité
- Nabizené reseni je uréené pro Cesky trh Viz nize
- Nabizené feseni bude servisnim stfediskem
vyrobce plné podporovéno
- AZe Ucastnik vybérového fizeni je obchodnim a
servisnim partnerem vyrobce, a Ze je opravnény
prodavat a implementovat nabizené zafizeni
Rozsifitelnost systému
Rozsifitelnost kontrolérd minimalné na systém se ¢tyfmi ANO Nabizené pole je rozsifitelné na 8
kontroléry kontrolerd
Pozadovana je mozZnost rozsifitelnosti diskového pole azna | ANO Nabizené pole Ize rozsifit az na 150 NVMe
100 NVMe diskll v rdmci dvou-radi¢ové (dual controller) diskd v ramci dvou-fadic¢ové (dual
konfigurace controller) konfigurace
Pole musi byt rozsifitelné do budoucna minimalné o dalsi 4x | ANO Nabizené pole je rozsifitelné o dalsi dvé 10
10/25GE iSCSI a 4x 16/32G FC na kazdy kontroler pouhym karty tedy o dal$i 4x 10/25GE iSCSI a 4x
pridanim 10 karet. 16/32G FC porty na kazdy kontroler
Rozsifitelnost kapacity minimalné na pétinasobek (pro ANO Nabizené pole je osazeno 8x 7,68TB disky
dualkontroler) pfi pouZziti stejného typu disk(, pticemz musi s Cistou kapacitou 31TiB. Disky je mozné
zUstat splnéna podminka rozsifitelnosti az na 100 diskd rozsifit az na 150 kus(l stejného typu.
Dodavané pole musi umoziovat (v pfipadé rozsifreni o ANO
druhé identické pole v budoucnu) nakonfigurovani
ActiveActive storage clusteru. Tato funkcionalita musi zajistit L, e . ,
e v . L Nabizené pole umozZiiuje nakonfigurovani
transparentni failover pfi vypadku jednoho pole nebo jiné . .
, . , S L Active-Active storage clusteru
chyby, a to pouze na Urovni standardni SAN sité. Failover . . ,
S . . L, (HyperMetro). Licence ovsem neni
musi byt automaticky, bez nutnosti zasahu administratora a Y, , Y
, . v, . soucasti doddavky, ale mize byt
zcela transparentni pro hypervizory pfipojenych serverd. ) ] o,
. . v v s . dokoupena. Failover je automaticky, bez
Konfigurace musi mit moznost umisténi mechanismu ., L,
. L e B nutnosti zasahu administratora a zcela
Quorum nebo Witness ve treti lokalité. Quorum server musi , . Y.,
, - R . transparentni pro hypervizory pfipojenych
byt mozné provozovat ve VM. Explicitné uvadime, Ze tato . . .,
. . . vy , N L serverl. Quorum server je mozné
funkcionalita nemusi byt soucasti nabidky, oviem musi byt s . o,
g . .. , provozovat ve VM. Pocitame, Ze propojeni
mozné ji v budoucnu implementovat pfi dokupu druhého . .
. , T . active-active storage clusteru bude
diskového pole. Propojeni active-active storage clusteru , . .
3 . . . ; provozovano pres 10G LAN infrastrukturu
bude provozovano pres 10G LAN infrastrukturu (viz schéma
v Uvodu; z divodu omezeného poctu dostupnych vidken
mezi serverovnami v budovach A a B).
Fyzické parametry
Rozsah provoznich teplot 5-35°C ANO Rozsah provoznich teplot je 5-35°C
Rozsah provoznich vihkosti 10-90% ANO Rozsah provoznich vihkosti je 10-90%
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Soucasti dodavky musi byt liziny pro instalaci diskového ANO Liziny pro instalaci diskového pole do
pole do racku racku jsou soucasti nabidky
Velikost v rozvadédi ANO
I . V VZV I - Nabizené diskové pole ma velikost 2U a je
- maximalné 4 RU na vysku . )
L i instalovatelné do 800mm racku
- umistitelnost do 800 mm hlubokého racku
Redundance napdjecich zdroja N+1 pro kazdo ANO
! P J, ! Z, ,Ju Vp- ,Z Y Nabizené diskové pole ma redundantni
komponentu. Zdroje musi byt vyménitelné za provozu . .. i
zdroje vyménitelné za provozu (hot-plug).
(hotplug).
Portace
i . L ANO Kazdy kontroler ma samostatny 1GE RJ45
Samostatny management a maintenance port pro kazdy management port s podporou 100/1000
kontrolér, rozhrani 1GE RJ45 s podporou 100/1000 Mbit/s Mb't/f P podp
i
Pole musi podporovat pfimou FC konektivitu k serveriim ANO prima FC konektivitu k serveriim pomoci
pomoci protokolu FC-P2P i pfimou konektivitu pres 10GE protokolu FC-P2P a pfima konektivita pres
iSCSI 10GE iSCSI je podporovana
Minimalné 4x 1GE iSCSI metalicky RJ45 port na kazdém ANO Kazdy kontroler ma 4x 1GE iSCSI metalicky
kontroléru RJ45 port
Minimalné 4x 10GE iSCSI SFP+ port pro budouci replikaci ANO Kazdy kontroler ma 4x 10GE iSCSI SFP+
pres LAN do DR lokality na kazdém kontroléru (osazeno 10G port pro budouci replikaci pres LAN do DR
SR transceivery) lokality
Minimalné 4x 16G FC port pro diskového pole k serverlim ANO
Y, ) portp P . L. Kazdy kontroler ma 4x 16G FC port pro
na kazdém kontroléru (osazeno 16G FC multimodovymi Ve, .
. pripojeni k serveriim
transceivery)
Diskovy subsystém
Podporované typy diskl alespon 3.84TB NVMe, 7.68TB ANO Nabizené pole podporuje NVMe disky
NVMe 3.84TB, 7.68TB, 15.35TB a 30.72TB
Uloziété musi prezentovat &istou formatovanou kapacitu pro | ANO
uloZeni dat ze serverd o velikosti minimalné 30 TiB
(Tebibyte). Tato kapacita musi byt chrdnéna proti vypadku
dvou libovolnych diskl soucasné tzn. minimalné v RAID6.
Zaroveri musi mit UloZisté navic hot spare dle samostatného Nabizené pole ma cistou formatovanou
pozadavku, ktery zabezpeci nahradni kapacitu tak, aby po fyzickou kapacitu 31.55TiB v RAID6
vypadku libovolného fyzického disku pole zajistilo dostupnou serveriim a to bez zapocteni
automaticky rychly ndvrat do plné redundantniho stavu, kdy vlivu deduplikace a komprese.
jsou veskera data opét ochranéna proti vypadku libovolnych
dvou diskl soucasné. Pozadovana Cistd kapacita musi byt
prezentovana v GUI. Deduplikace, komprese ani kompakce
dat se do Cisté formatované kapacity nepocita.
Pozadujeme dodani alespon jednoho hot-spare disku nebo | ANO Hot-Spare kapacita nabizeného pole je
hot-spare kapacity rovnajici se cca 15% celkové Cisté 6.31TiB =21% z pozadované Cisté kapacity
kapacity pole 30 TiB 30TiB
Uéastnik vybérového Fizeni predlo?i v rdmci nabidky vystup | ANO
z kapacitniho nastroje vyrobce pro ndvrh diskovych poli,
ktery bude dokladat konfiguraci nabizeného pole minimalné o
. Viz nize
v oblasti:
- Cisté naformatované kapacity
- dostupné hot-spare kapacity
Nabizené pole je osazeno 8x 7.68TB NVMe
Minimalni pozadovany pocet disk( je 8 ks NVMe SSD. disky pole)
Pole musi byt osazeno pouze Enterprise disky, disky typu ANO Nabizené disky 7.68TN NVMe jsou tfidy
QLC nejsou z hlediska spolehlivosti dovolené. enterprise s technologii eMLC
ANO Nabizené diskové pole podporuje az 8192

Pozadovany pocet LUNG: podpora minimalné 8000 LUNU

LUNG
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Vykonnostni parametry

Vykonnostni charakteristika konkrétné nabidnutého modelu
diskového pole (v konkrétni konfiguraci) musi byt nejméné
150,000 IOPS pfi slozeni zétéze 70% read/30% write 8kB
block 100% random s latenci do 1ms. Musi se jednat o
dlouhodoby udrzitelny vykon dosaZitelny v realném
prostredi zadavatele.

ANO

Nabizena konfigurace ma pfi pozadované
zatézi 70% read / 30% write, 8kB block,
100% random:

- latencido 1ms

- vykon 176 169 IOPS

Toto bude po dodani dodavatelem v rdmci akceptacnich
testll ovéreno pomoci testll realizovanych nastrojem
Vdbench 5.04.07
(https://oracle.com/downloads/serverstorage/vdbench-
downloads.html)

Detaily pro ovéreni vykonnosti akceptacnim testem za
pouZiti nastroje vdbench 5.04.07
(https://oracle.com/downloads/server-
storage/vdbenchdownloads.html), profil zatéze bude
nastaven na: 100% random, velikost bloku 8kB, 70%/30%
read/write, read cache hit 0%, write cache hit 0%, vysledek
testu musi prokazat minimalni poZzadovany vykon s latenci
do 1 ms.

ANO

Vyse deklarovany vykon jsme pfipraveni
zméfit dle uvedenych specifikaci.

Test bude provadén bez zapnutych copy/replikacnich funkci.
Test bude provadén se zapnutou deduplikaci a zapnutou
kompresi na vsech LUNech. Nejméné dva Servery pro test si
doda dodavatel. Konfigurace pro test RAID6. Pouzity
protokol pro pfipojeni serverl bude iSCSI na 10GB portech.
Create 20 LUNs on SSD layer, total capacity 90%,

*WD: Workload Definitions
wd=wd1,sd=sd*, seekpct=random

*RD: Run Definitions
rd=rd1,wd=wd1,iorate=max,elapsed=3000000,
interval=1,pause=5,forrdpct=(70,0),forxfersize=8k,
forthreads=24,rhpct=0,whpct=0

Dodavatel navic pro dolozZeni vykonnosti nabizeného reseni
doda vystup z oficidlniho nastroje vyrobce pro navrh a
simulaci zatéze diskovych poli, aby si zadavatel po testovani
mohl ovéfit, zda bylo dosazeno uvedenych vysledka.

ANO

Vystup ze sizing nastroje na dodavanou
konfiguraci — viz nize

Softwarové funkcionality, véetné ¢asové neomezenych
licenci na celou dodanou kapacitu, které musi byt soucasti
dodavky

Management pole pres GUI a CLI se zabezpecenim pfistupu
k managementu pole pomoci konfigurovatelného omezeni
pristupu pouze z urcitych IP adres nebo segmentt LAN.
Bezpecny pristup na grafické rozhrani diskového pole
pomoci https a na pfikazovou radku pomoci SSH. Webové
rozhrani musi umoznovat kompletni spravu pole z
jakéhokoliv webového prohlizece. Mamagement musi
podporovat RBAC a ptipojeni na AD a LDAP.

ANO

Nabizené diskové pole ma management
pres CLI i GUI a to zabezpeceny pres https
a ssh. Lze omezit pristup pouze z urcitych
IP adres nebo segmentll LAN.
Management podporuje RBAC a pfipojeni
na AD a LDAP.

Thin provisioning s podporou bezvypadkového zvétSovani
LUNU participujicich v storage clusteru

ANO

Thin provisioning s podporou zvétSovani
LUNU je soucasti nabidky. Licence je
neomezena.

Inline deduplikace dat volitelna per LUN

ANO

Inline deduplikace je soucasti nabidky.
Licence je neomezena.
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. ) , ANO Inline komprese je soucasti nabidky.
Inline komprese dat volitelna per LUN . . X
Licence je neomezena.
Snapshoty vcetné nastroje pro ¢asové planovani a ANO Iv:unkcc,e H\{perS,nafr.) Vce“l(? n?strolje pro
o o, . Casové planovani je soucasti nabidky.
automatizaci periodickych snapshot( . . X
Licence je neomezena.
Klon ANO Funkce HyperClone je soucasti nabidky.
v Licence je neomezena.
ANO Funkce SmartMigration pro
Bezvypadkova migrace LUNUG bezvypadkovou migraci LUNG je soucasti
nabidky. Licence je neomezena.
o . $x . . | ANO Funkce HyperReplication umoZnujici
Poptévané pole musi umoznovat synchronni i asynchronni o, , o
L o, " . , synchronni i asynchronni replikaci LUNu
replikaci LUNu a to nativnimi nastroji. Replikace pomoci A " . e .
T . ] . . nativnimi ndstroji pole je soucdsti nabidky.
nastroju tretich stran se z diivodu spolehlivosti nepripousti. Li . .
icence je neomezena.
ANO Funkce SmartQoS s moznosti nastaveni
Sprava QoS s moznosti nastaveni politik a vykonnostnich cill politik a vykonnostnich cilCi dle IOPS a
dle IOPS nebo MB/s, nastaveni fizeni priorit MB/s v€etné nastaveni Fizeni priorit je
soucasti nabidky. Licence je neomezena.
PIna podpora nativnich OS multipath driver( (napf. DMP ANO Nabizené pole bodoruie nativni OS
Linux, MPIO Windows, NMP VMware) nebo specifickych zene po'e podporuje nat
multipath driver( véetné licenci pro neomezeny pocet multipath drivery (DMP pro Linux, MPIO
pc P VP Windows, NMP a HPP pro VMware)
serverd.
RESTful API ANO Nabizené pole podporuje RESTful API
B . L, . . ANO Nabizené pole ma integrovany nastroj pro
Nastroj pro reportovani vykonnosti a kapacity aZz 1 rok L, - .
o reportovani vykonnosti a kapacity az na 1
zpétné oy
rok zpétné
Podpora VMware VAAI ANO Nabizené pole podporuje VMware VAAI
Podpora VMware VASA ANO Nabizené pole podporuje VMware VASA
ANO Nabizené pole ma integrovany monitoring
Alerty vypadku fyzické nebo logické komponenty pole fyzickych/logickych komponent pres SMTP
minimalné pro indikaci HW problému pres SMTP a SNMP a SNMP. Je mozné jej napojit na dohledové
nastroje.
Podpora OS Windows Server 2019 a 2022, VMware 7 a 8, ANO Nabizené pole podporuje vSechny uvedené
Suse Linux a RedHat 7.x OS i virtualizace.
. . .. PV . . . . |ANO Nabizené pole je osazeno SED disky, které
Funkcionalita pro Sifrovani veskerych ulozenych dat, véetné . .. Y ,
, R , vo podporuji Sifrovani. Kli¢e je mozné ukladat
systému pro spravu Sifrovacich klicl L
lokdIné, nebo na KMIP.
, ANO Nabizené pole podporuje standardy SNMP
Pole musi podporovat standardy SNMP v3, SMI-S v1.6
ust podporovat s y v v v3, SMI-S V1.6
. . . ’ .. .| ANO Nabizené pole ma vestavénou funkci DME
Funkcionalita Call-Home pro automatizaci chybovych hlaseni .. L,
L. L, 1Q co? je Call-Home pro automatické
a servisnich zasahl s napojenim na centrum podpory v, e
, hlaseni chyb a servisnich zasah( s
vyrobce " ,
napojenim na centrum podpory vyrobce
Podpora vyrobce
Podpora v reZzimu 9x5 na 60 mésicl s odezvou nejpozdéji do
4 hodin (pocitanych v ramci doby podpory) od nahlaseni Nabizené pole je dodavano véetné
pozadavku dodavateli a opravou (odstranénim zavady) do ANO supportu vyrobce Hi-Care Onsite Standard

konce pracovniho dne nasledujiciho po nahlaseni pozadavku
dodavateli.

5x9 NBD a to na obdobi 60 mésict.
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5.2 Popis nabizeného plnéni

5.2.1 Popis

Nabizené feseni je zaloZzeno na full flash NVMe diskovém poli Oceanstor Dorado 3000 v6 vyrobce Huawei

Technologies.

Jedna se o $picku na trhu, kdy tato diskova pole jsou Siroce rozsifend i v rdmci instalaci v Ceské republice.

Regeni splfiuje jak pozadavky na sluzby SAN i NAS, tak i na konektivitu pfes réizna typy rozhrani (iSCSI,
fiberchannel, NVMe). Defaultné je v nabidce osazeni front end port( na bazi iSCSI 1GE a 10GE (vidy 4x
per kontrolér) a fiberchannel 16G (vidy 4x per kontroler) dle poZadavku zadavatele a dle celkové
koncepce feseni.

Redeni zarover splfiuje poZadavky na budouci rozifitelnost o dalsi diskové pole do active-active
geografického clusteru (tzv. metroclusteru) pouhym dokupem druhého diskového shodného typu a
pofizenim HyperMetro licence.

5.2.2 Komponentni rozpis

Part Number | Model | Popis MnoZzstvi
OceanStor Dorado 3000 V6 6_Sitel
OceanStor Dorado 3000 V6 1
OceanStor Dorado 3000 V6
D3VE OceanStor Dorado 3000 V6(2U,Dual Ctrl, NVME,AC\240V
02355HLH HVDC,128GB Cache,8*1Gb ETH,8*%10Gb ETH(Including Multi- 1
128GNVMeEU
Mode SFP+),25*Palm,SPE62C0225)
DV6-SMARTIO4*
03050GXP 4 ports SmartlO 1/0O module(SFP+,16Gb FC) 2
16FC-ML
02355FPS D3V6-55D- 7.68TB SSD NVMe Palm Encryption Disk Unit(7") 8
NVMe-7.68Te ' ve
Basic  Software Licenses (Including DeviceManager,
88035XDB D3V6-LBS-Basic | SmartThin, SmartMigration, HyperSnap, HyperReplication, 1
HyperClone, SmartQoS, SmartErase, DME 1Q)
D3V6-DDCM- SmartDedupe & SmartCompression Software License General
88036SML N 1
CSUP-RES2 Edition
Technical Support Service
OceanStor Dorado 3000 V6(2U,Dual Ctrl,NVME,AC\240V
HVDC,128GB  Cache,8*1Gb ETH,8*10Gb ETH(Including
88134ULC- 02355HLH_8813 ! ! !
- MultiMode  SFP+),25*Palm,SPE62C0225) Hi-Care Onsite 1
390 4ULC-390_60
Standard
Dorado 3000 V6 Controller Enclosure_60Month(s)
Basic Software Licenses (Including  DeviceManager,
88134UHK- 88035XDB_8813 SmartThin, SmartMigration, HyperSnap, Hyp.erRepllcatlon,
1A6 AUHK-1A6 60 HyperClone, SmartQoS, SmartErase, DME 1Q)_Hi-Care 1
- Application Software Upgrade Support Service OceanStor
Dorado 3000 V6 Basic Software Licenses_60Month(s)
88134ULC- 02355FPS_88134 | 7.68TB SSD NVMe Palm Encryption Disk Unit(7")_Hi-Care 8
331 ULC-331_60 Onsite Standard Dorado 3000 6.4TB-7.68TB SSD_60Month(s)
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5.2.3 Mezinadrodni benchmark

Nabizené storage feseni vyrobce Huawei je dlouhodobé zalistované napftiklad v benchmarku spolec¢nosti
Gartner s nazvem ,,Primary storage” (posledni aktualizace v 07/2023)

Gartner

MAGIC QUADRANT
PRIMARY STORAGE

20150 Infiridat
® \03;119
@ IEIT SYSTEMS @ Hitachi

21}140

i IIlT"1:)2{!'13

zouoo

2010

ABILITY TO EXECUTE

COMPLETENESS OF VISION > As of July 2023 © Gartner, Inc
Gartner
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5.2.4 Vykonnostni charakteristika diskového pole doloZena vystupem z ndstroje vyrobce
Huawei pro ndvrh a simulaci zatéze diskovych poli

Configuration Summary

DRIVERS NUM MODEL RAID WORKLOAD
SSD 8 7.68TB NVMe SSD(7,Encryption Disk) RAIDE BKB R:70%
Capacity Proportion
Usable Capaci 31,55 TiB
6,31 ; ity
16,7%
Hot Spare Capacity 6,31 TiB

31,55 ;
83,3%

® Usable Capacity = Hot Spare Capacity

Performance Summary

DRIVERS NUM MODEL RAID WORKLOAD
SsSD 8 7.68TB NVMe SS5D(7,Encryption Disk) RAID& B8KB R:70%
Performance Indicators
200 000 Third- Multipathi
ird-party Multipathing | 176 160 10PS
Performance
150 000 -+
Latency <1 ms
100 000 -
50000 -
0 -
Third-party Multipathing Performance
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5.2.5 Datovy list

OceanStor Dorado 3000
All-Flash Storage
System

Fast

50% higher performance than the previous
generation

E2E NVMe for 0.05 ms of ultra-low latency
FlashLink® intelligent algorithms

Intelligent

Extensive intelligent software features
(Smart series)

3-layer management:

» 365-day capacity trend prediction

* 60-day performance bottleneck prediction
+ 14-day disk fault prediction

» Immediate solutions for 93% of problems

Simplified
One device integrates multiple functions for
easy management

Systemn configuration success in 3 steps and
resource readiness in 5 minutes

A-A architecture for non-disruptive upgrade
(NDU) management

Huawei OceanStor Dorado 3000 is an entry-level storage system in the
OceansStor Dorado all-flash series. It features an innovative hardware
platform, FlashLink® intelligent algorithms, and end-to-end (E2E)
NVMe architecture, which combine to deliver a 50% higher
performance than the previous generation and a latency as low as 0.05
ms. Intelligent algorithms are built into the storage system to make
storage more intelligent during the application operations.
Furthermore, the active-active (A-A) architecture and simplified
graphical user interface (GUI) design help simplify operations and
maintenance (O&M).

Excelling in scenarios such as virtualization, office automation (OA),
and branches, Huawei OceanStor Dorado 3000 all-flash storage is a
trusted option for small and medium-sized businesses (SMBs) in the
carrier, finance, government, manufacturing, and other fields. The
storage system provides cost-effective services, making it ideal for the
IT applications of SMBs.

Product Features
Fast

Innovative hardware platform:

The hardware platform of Huawei storage enables E2E data
acceleration, improving the system performance by 50% compared to
the previous generation.

4 The intelligent multi-protocol interface module hosts the protocol
parsing previously performed by the general-purpose CPU,
expediting the front-end access performance by 20%.

J The computing platform offers industry-leading performance with
25% higher computing power than the industry average.

J The intelligent accelerator module analyzes and understands 1/O
rules of multiple application models based on machine learning
frameworks to implement intelligent prefetching of memory space.
This improves the read cache hit ratio by 50%.

1 | Unleash the Power of Data
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FlashLink®

Controller

1

Smart S%D;!gnclosure

Server

Switch

32 Gbit/s FC-NVMe
NVMe over 100 Gbit/s RDMA*

NVMe

NVMe AFA

K Trvd OceanStor Dorado 3000 All-Flash
Storage System

e

HUAWEI

v The intelligent SSD hosts the core Flash Translation Layer (FTL) algorithm,
accelerating data access in SSDs and reducing the write latency by half.

4 The intelligent hardware has a built-in Huawei storage fault library that
accelerates component fault location and diagnosis, and shortens the fault
recovery time from 2 hours to just 10 minutes.

Intelligent algorithms:

Most flash vendors lack E2E innate capabilities to ensure full performance from their
SSDs. OceanStor Dorado 3000 runs industry-leading FlashLink® intelligent algorithms
based on self-developed controllers, disk enclosures, and operating systems.

v Many-core balancing algorithm: Taps into the many-core computing
power of a controller to maximize the data processing capability.

v service splitting algorithm: Offloads reconstruction services from the controller
enclosure to the smart SSD enclosure to ease the load pressure of the controller
enclosure for more efficient 1/O processing.

4 Cache acceleration algorithm: Accelerates batch processing with the intelligent
module to bring intelligence to storage systems during application operations.

The data layout between SSDs and controllers is coordinated synchronously.

v Large-block sequential write algorithm: Aggregates multiple discrete data
blocks into a unified big data block for disk flushing, reducing write
amplification and ensuring stable performance.

Vv Independent metadata partitioning algorithm: Effectively controls the
performance compromise caused by garbage collection for stable performance.

4 1/0O priority adjustment algorithm: Ensures that read and write I/Os are always
prioritized, shortening the access latency.

FlashLink® intelligent algorithms give full play to all flash memory and help Huawei
OceanStor Dorado achieve unparalleled performance for a smoother service
experience.

E2E NVMe architecture for full series:

All-flash storage has been widely adopted by enterprises to upgrade existing IT
systems, but always-on service models continue to push IT system performance
boundaries to a new level. Conventional SAS-based all-flash storage cannot break the
bottleneck of 0.5 ms latency. NVMe all-flash storage, on the other hand, is a future-
proof architecture that implements direct communication between the CPU and SSDs,
shortening the transmission path. In addition, the quantity of concurrencies is
increased by 65,536 times, and the protocol interaction is reduced from four times to
two, which doubles the write request processing. Huawei is a pioneer in adopting E2E
NVMe architecture across the entire series. OceanStor Dorado 3000 uses the industry-
leading 32 Gb FC-NVMe/25 Gb RoCE protocols at the front end and adopts Huawei-
developed link-layer protocols to implement failover within seconds and plug-and-
play, thus improving the reliability and O&M. It also uses a 100 Gb RDMA protocol at
the back end for E2E data acceleration. This enables latency as low as 0.05 ms and
10x faster transmission than SAS all-flash storage.

2 | Unleash the Power of Data
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K Trvd OceanStor Dorado 3000 All-Flash Sb
——— Storage System i

HUAWEI

Linear increase of performance and capacity:

Unpredictable business growth requires storage to provide simple linear increases
in performance as more capacity is added, to keep up with ever-changing
business needs. OceanStor Dorado 3000 supports scale-out of 16 controllers, and
I0PS increases linearly as the quantity of controller enclosures increases,
matching the performance needs of future business development.

Intelligent

On and off-cloud synergy:

Huawei OceanStor Dorado 3000 all-flash system combines general-purpose cloud
intelligence with customized edge intelligence over a built-in intelligent hardware
platform, providing incremental training and deep learning for a personalized
customer experience. The DME IQ intelligent O&M and management platform
‘53;} DME IQ collects and analyzes over 190,000 device patterns on the live network in real
- time, extracts general rules, and enhances basic O&M.

/ \ Intelligence throughout service lifecycle:
] Intelligent management covers resource planning, provisioning, system tuning, risk

prediction, and fault location, enables 60-day and 14-day predictions of
performance bottlenecks and disk faults respectively, and provides immediate
solutions for 93% of problems detected.

Extensive intelligent software features:

Thin provisioning and data reduction improve space utilization; intelligent QoS
improves service quality; and intelligent heterogeneous virtualization and data
migration combine to ensure simplified system lifecycle management.

Simplified

Management™:

Huawei OceanStor Dorado 3000 delivers SAN and NAS services and supports
their parallel access. Built-in containers support storage and compute
convergence. The convergence of cross-generation devices allows for joint
resource usage. As such, multiple functions are converged to simplify
management and greatly reduce the TCO.

Configuration:

A brand-new GUI greatly simplifies the configuration process of traditional storage.
This facilitates storage system configuration in just three steps and resource
readiness in just five minutes, without assistance from dedicated personnel. This
meets the key requirements of SMBs for simple and easy-to-use IT systems.

3 | Unleash the Power of Data
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K Trvd OceanStor Dorado 3000 All-Flash Sb
——— Storage System >

HUAWEI

O&M:

The A-A architecture ensures there is no LUN ownership, meaning a LUN does
not belong to any specific controller. In addition, load balancing and NDU are
[ scre | [ wewos | supported. O&M personnel do not need to prepare much on the host side

_ before an upgrade, greatly improving O&M efficiency.
Block Service File Service

Storage Pool

4 Unleash the Power of Data
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K Trvd OceanStor Dorado 3000 All-Flash sb
——— Storage System il

HUAWEI

Technical Specifications

Hardware Specifications

Maximum Number of Controllers 16

System Cache 128 GB-1536 GB

Supported Storage Protocols FC, iSCSl, FC-NVMe, NVMe aover RoCE, NFS, CIFS, NDMP

Front-End Port Types 8/16/32 Gbps FC/FC-NVMe, 10/25/40/100 GbE, 25 Gbps NVMe over RoCE
Back-End Port Types SAS 3.0/100 Gb RDMA

Maximum Number of Hot-Swappable
1/O Modules per Controller Enclosure

Maximum Number of Front-End

Ports per Controller Enclosure 40

Maximum Number of SSDs 1,200

SSDs 1.92 TB/3.84 TB/7.68 TB/15.36/30.72* TB palm-sized NVMe SSD, 960 GB/1.92 TB/3.84 TB/7.68 TB/15.36 TB SAS S5D
Software Specifications

Supported RAID Levels RAID 5, RAID 6, RAID 10* and RAID-TP (tolerates simultaneous failures of 3 SSDs)

Number of LUNs 8,192

SmartDedupe, SmartVirtualization, SmartCompression, SmartMigration, SmartThin, SmartQoS, SmartQuota,
SmartMulti-Tenant, SmartMigration for NAS, SmartMobility*, HyperSnap, HyperReplication, HyperClone,

HyperMetro, HyperCDP, HyperLock, HyperEncryption, CloudVxLAN*
Value-Added Features

Stoxagibianagament snfbare DeviceManager UltraPath DME IQ

Physical Specifications

Controller enclosure: 100V-240V AC+109%, 192V -288V DC, -48V to -60V DC

Power Suppl
PR Disk enclosure: 100V-240V AC+10%, 192V-288V DC, -48V to -60V DC

SAS controller enclosure: 86.1 mm x 447 mm x 520 mm
NVMe controller enclosure: 86.1 mm x 447 mm x 620 mm

Dimensions (Hx W x D)
SAS controller enclosure: 86.1 mm x 447 mm x 520 mm

NVMe controller enclosure: 86.1 mm x 447 mm x 620 mm

SAS controller enclosure: < 30 kg; NVMe controller enclosure: < 32 kg

Welght {Incl. Disk: Units) SAS SSD enclosure: < 20 kg; NVMe smart SSD enclosure: < 35 kg

-60 m to +1800 m altitude: 5°C to 35°C (cabinet) or 40°C (enclosure)

Operating Temperature
ndicid P 1800 m to 3000 m altitude: The max. temperature threshold decreases by 1°C for every altitude increase of 220 m

Operating Humidity 10% to 90% RH

“Contact Huawei <ales staff If you need this specification

5 | Unleash the Power of Data

5.2.6 Potvrzeni zastoupeni vyrobce

Viz vySe potvrzeni vyrobce u paternich datacentrovych prepinacu.
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6 Prislusenstvi

6.1 Pozadavky zadavatele

Zadavatel poZaduje coby soucast dodavky i zajisténi standardniho pfislusenstvi, které umozni realizaci
celku z dodavanych komponent, zejména pak:

- Veskerych napdjecich kabell (CEE 7/7 nebo PDU) v délkach do 2,0 metrd
- Transceiverd o 100GE DAC kabell (i jiného feseni) pro sestackovani DC LAN prepinacl o 16G
FC SWL pro propojeni server( a diskového pole
o 10GE SR (10G-Base-SR) pro propojeni servert, DC LAN switchd a NG firewalld o 1GE RJ45
(1000-Base-T) pro pripojeni legacy zafizeni a OOB management portd IT zafizeni (minimalné
8x do kazdého DC LAN switche)
- Optickych a metalickych patchcordi (vidy v ramci serverovny, do 10 metrt)

Skutecny vycet pfisluSenstvi a konkrétnich typl bude upresnén v ramci projektové dokumentace
zpracovavané dodavatelem v ramci etapy ¢. 1 ,Dodavka ZboZi“. Rizika za urceni spravnych poctl
jednotlivych komponent pfislusenstvi nese dodavatel.

6.2 Popis nabizeného plnéni

Potvrzujeme, ze predmétem plnéni bude veskeré pripojovaci a propojovaci pfislusenstvi, které je
nezbytné pro zapojeni dle v ivodu uvedeného designu celého feseni.

Detail bude potvrzen v ramci implementacnich praci.

7 Souvisejici sluzby
7.1 Pozadavky zadavatele

Po dodavateli se pozaduje, aby v rdmci plnéni zajistil nasledujici:
7.1.1 Etapac.1—Dodavka zbozi

1. Predprojektova pfiprava
a. Tvorba projektové dokumentace v rozsahu definice rozmisténi komponent, schéma
zapojeni v€etné napojeni na soucasné ICT komponenty, adresace celého feSeni, ndvrh
segmentace sité a routingu, ndvrh migrace vcetné definice/naplanovani systémovych
odstavek
b. Zadavatel poskytne nezbytnou soucinnost, zejména konfiguraci sou¢asnych komponent
v feseni, které se budou migrovat, ¢i do kterych se bude zasahovat, a to v€etné predani
soucasnych konfiguraci.
2. Dodavka zbozi do mista pIlnéni véetné aktivace poskytovanych softwarovych licenci a aktivace
sluZzeb podpory u vyrobc(, tak aby bylo mozné v ramci etapy €. 2 feSeni fadné naimplementovat,
a aby bylo mozné vyufZit oficialni podpory vyrobcl pfi implementaci.
3. Fyzickd instalace
a. Dodavka do lokality zadavatele — spolu s dodavkou, nebo dopfedu v ramci projektové
dokumentace, preda dodavatel technickou dokumentaci Hardware a Software, ndvod k
obsluze ve formé odkazu na support portal vyrobce (muizZe byt v anglickém jazyce),
prohlaseni o shodé (mlze byt v anglickém jazyce pokud je vystaveno pro Sirsi
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geografickou oblast — napfiklad pro celou EU (tzv. Declaration of Conformity)), dodaci
listy obsahujici sériova Cisla.

Fyzickd montaZ do rozvadéci/rackl dle projektové dokumentace

Pfipojeni napajeni

Zakabelovani feseni dle projektové dokumentace

Odvoz a ekologicka likvidace obalovych material(

™ o 0 T

7.1.2 Etapa . 2 — Implementace v prostredi zakaznika, Skoleni a podpora migrace

1. Implementace a zakladni konfigurace

a. Oadresovani managementl jednotlivych komponent v feSeni dle projektové
dokumentace

b. Provedeni zakladni konfigurace dle projektové dokumentace

c. Zakladni akceptacni testy (vypadky linek, vypadky napajeni, vykonnost diskového pole)

2. Skoleni

a. Zadavatel poZaduje proskoleni svych technickych pracovnikl ze strany dodavatele.

b. Rozsah skoleni dva pracovni dny s moznosti rozdélit Skoleni na 4 po sobé nenavazujici
puldny dle jednotlivych funkénich komponent (firewally / pfepinace / servery / diskové
pole / virtualizace).

c. Skoleni bude zaji$téno v prostorach zadavatele a budou (mohou byt) vyuzity dodavané
komponenty. Podkladové materidly (Skolici materialy) mohou byt v ¢eském, slovenském
¢i anglickém jazyce (jiny jazyk zadavatel nepfipousti).

d. Skoleni bude provadéno specialisty, ktefi jsou pro uvedené &innosti certifikovani
vyrobcem / vyrobci jednotlivych komponent.

e. Skoleni bude v €eském jazyce. Zadavatel akceptuje koleni ve slovenském jazyce.
Zaroven zadavatel akceptuje Skoleni v anglickém jazyce, avsak v takovém pfipadé
pozZaduje Ucast simultanniho prekladatele na naklady dodavatele.

3. Migrace na nové feseni
a. Migraci provadi primarné zadavatel (externi spravce na strané zadavatele)
b. Dodavatel poskytuje konzultaéni podporu pro migraci
7.1.3 Etapa ¢. 3 — Podpora provozu a rozsifena zaruka

1. Zadavatel poZaduje, aby dodavatel zajistil podporu a rozsifenou zaruku poskytovanou v rezimu
9x5 na obdobi 60 mésici ode dne dodani zboZi. Podpora a rozsifena zaruka bude zaloZena na
podpore vyrobcl jednotlivych technologii, které jsou specifikovany vyse.

2. Dodavatel bude provozovat centralni misto pro hlaseni zavad:

a. telefonni service desk dostupny v rezimu 9x5,
b. emailovy a web-based service desk dostupny v rezimu 24x7.
3. Podpora provozu nezahrnuje predplacené konzultacni ani servisni sluzby
a. Pripadné pozadavky (vyjma feSeni nahlasenych zavad) bude feSeno na bazi objednavky
sluzeb, pricemz jednotkova cena je definovana pfilohou €. 2 Kupni smlouvy s ndzvem
,Ceny”.

7.2 Popis nabizeného plnéni

Potvrzujeme, Ze pfedmétem plnéni budou vySe uvedené Cinnosti véetné navrZené etapizace.
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Cinnosti v rdmci etapy €. 3 budou zajistovany v rdmci standardni technické podpory, ktera je dostupna
registrovanym a autorizovanym uzivatellm, a je poskytovana prostfednictvim nasledujicich
komunikacnich rozhrani:

- Web based helpdesk: [ GGG
- Telefonickd podpora: ]
- E-mailové podpora: ]
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Pfiloha €. 2 Kupni smlouvy: Ceny

Etapa €. 1: Dodavka Zbozi

Polozka

Mnozstvi

Jednotka

Jednotkova cena v

Celkova cena v

K¢ bez DPH K¢ bez DPH
Perimetricky a segmentacni firewall 2 ks 1 074 500,00 2 149 000,00
Patefni datacentrovy prepinac 2 ks 141 700,00 283 400,00
Servery pro virtualizaci - hardware 2 ks 271 600,00 543 200,00
Servery pro virtualizaci - software 1 komplet 698 000,00 698 000,00
Diskové pole 1 ks 924 000,00 924 000,00
Prislusenstvi 1 komplet 54 500,00 54 500,00
Etapa €. 2: Souvisejici sluzby Implementace
Jednotkova cena v Celkova cena v

Polozk Mnozstvi | Jednotk

0l0zKa nozstvl | Jednotia K¢ bez DPH K¢ bez DPH
Souvisejici sluzby (predpoklad cca 20
¢lovékodni, tedy cca 160 1 komplet 320 000,00 320 000,00

¢lovékohodin)

Etapa €. 3: Jednotkova cena konzultacnich a servisnich sluzeb vyuZitelnych béhem obdobi trvani

sluzby podpory a rozsifené zaruky

Jednotkova cena v

Celkova cena v

Polozka Mnozstvi | Jednotka Ké/hodinu K& bez DPH
bez DPH
Hodinova sazba pro podporu provozu
(predpoklad cca 1 ¢lovékohodina .
260 hodin 2 000,00 520 000,00

tydné po celou dobu rozsifené zaruky)

Celkova cena pro hodnoceni nabidek

Celkem v K¢ bez DPH

5492 100,00

DPH 21%

1153 341,00

Celkem v K¢ v¢. DPH

6 645 441,00
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