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STANDARD CONTRACTUAL CLAUSES /STANDARDNI SMLUVNi DOLOZKY

These Standard Contractual Clauses
(hereinafter referred to as "SCC") effective on
the day of the publishing in accordance with the
Act No 340/2015 Coll. on the Register of
Contracts (the Standard Contractual Clauses
Effective Date”), are by and between

Vojenskd nemocnice Brno p.o,
located at Zabrdovicka 3, 615 00 Brno, Czech
Republic, ICO (Company ID): 60555530, DIC
(VAT ID): CZ60555530, represented by plk. gst.
MUDr. Vaclav Masopust, Ph.D., MBA, LL.M, DBA,
Director (the “Institution”),

ICON Clinical Research Limited,
located at South County Business Park,
Leopardstown, Dublin 18, Ireland, VAT ID IE-
8201978R, represented b

(“ICON™), acting as an
independent contractor for Akros Pharma
Inc., located at 302 Carnegie Center, Suite 300,
Princeton, NJ 08540, United States of America

(the “Sponsor”). ICON has agreed to accept
certain obligations and duties of in respect of
the conduct of the clinical trial in Czech
Republic.

Tyto Standardni smluvni dolozky (dale
jen ,SCC“) nabyvajici i¢innost dnem zverejnéni
dle zdkona ¢. 340/2015 Sb. o registru smluv
(dale jen ,datum ucinnosti Standardnich
smluvnich doloZek"), se uzaviraji mezi

Vojenskou nemocnici Brno p.o., se
sidlem Zabrdovicki 3, 615 00 Brno, Ceska
republika , ICO : 60555530, DIC: CZ60555530,
zastoupenou plk. gst. MUDr. Vaclavem
Masopustem, Ph.D., MBA, LL.M, DBA, reditelem
(dale jen ,Zdravotnické zaiizeni“),

spolec¢nosti ICON Clinical Research
Limited, se sidlem South County Business Park,
Leopardstown, Dublin 18, Irsko, DIC EU-
IEB201978R, zastoupenou

(dale jen ,ICON“), jednajici jako
nezavisly dodavatel spole¢nosti Akros Pharma,
Inc., se sidlem 302 Carnegie Center, Suite 300,
Princeton, NJ 08540, Spojené staty americké
(dale jen ,Zadavatel). SpoleCnost ICON se
zavazuje prevzit urcité zavazky a povinnosti
tykajici se provadéni klinického hodnoceni v
Ceské republice.

serves as the principal
investigator (“Investigator”) for the Study.

The Institution and the Investigator may be
collectively referred to as the “Site”.

vystupuje jako
hlavni zkouSejici (dale »Zkousejici“)

odpovidajici za Studii.

jen

Zdravotnické zatizeni a Zkousejici mohou byt
dale spolec¢né oznacovani jen jako ,ReSitelské
centrum®.
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INTRODUCTORY PROVISIONS:

WHEREAS, under the terms of a certain
Clinical Trial Agreement, dated February 26,
2024 (the “Agreement”) by and among the
parties, ICON on behalf of Sponsor, retained the
Institution and Investigator to perform the
research study entitled “A Phase 2a,
Multicenter, Randomized, Double-blind,
Placebo-controlled, Parallel-group Study to
Evaluate the Efficacy, Safety and Tolerability
of JTT-861 Administered for 12 Weeks in
Subjects with Heart Failure with Reduced
Ejection Fraction (POWER-HF)” (the “Study”),
bearing protocol number AT861-G-22-002 as
may be amended from time to time (the
“Protocol”), sponsored by (“Sponsor”), as more
particularly described in the Agreement;

WHEREAS, ICON has been engaged by
Sponsor to arrange, monitor, oversee and
perform, or have performed, the Study pursuant
to the Protocol by Site; and

WHEREAS, the parties hereto have
entered into certain additional agreements with
respect to modification of the Agreement and
which they desire to memorialize in these SCC.

NOW, THEREFORE, in consideration of
the premises and of the following mutual
promises, covenants and conditions hereinafter
set forth, the parties hereto agree as follows:

UVODNI USTANOVENI:

VZHLEDEM KTOMU, ZE podle
podminek  urcité  smlouvy o Klinickém
hodnoceni ze dne 26. Unora 2024 (dale jen
y,Smlouva“) mezi smluvnimi stranami, najala
spolecnost ICON jménem Zadavatele
Zdravotnické zarizeni a ZkouSejiciho
k provedeni vyzkumné studie snazvem "
,Multicentrickd, randomizovana, dvojité
zaslepena, placebem Kkontrolovana studie
faze 2a s paralelnimi skupinami
kvyhodnoceni  uc¢innosti,  bezpecnosti
a snasenlivosti pripravku JTT-861
podavaného po dobu 12 tydni u subjekti se
srde¢nim selhanim a sniZenou ejekéni frakei
(POWER-HF)“ (dale jen ,Studie“) s cislem
protokolu AT861-G-22-002  ve znéni
pozdéjsich dodatkt (dale jen ,Protokol“); jejimz
zadavatelem je (dale jen ,Zadavatel“), jak je
podrobnéji popsano ve smlouvé;

VZHLEDEM K TOMU, ZE spolecnost
ICON byla Zadavatelem najata, aby zajistila,
monitorovala, dohlizela aprovadéla nebo
nechala provadét Studii podle protokolu
v Resgitelském centru; a

VZHLEDEM K TOMU, ZE smluvni strany
téchto SCC uzavieli urcité dodatecné dohody
tykajici se upravy této Smlouvy, které chtéji
zaznamenat v téchto SCC:

NA ZAKLADE TOHOTO s ohledem
nadale uvedené predpoklady a nasledujici
vzajemné prisliby, zadvazky a podminky souhlas{
smluvni strany s nasledujicim:
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STANDARD CONTRACTUAL CLAUSES

SECTION I

Clause 1

Purpose and scope

STANDARDNI SMLUVNI DOLOZKY

ODDILI

Dolozka 1

Uéel a oblast ptisobnosti

The purpose of these standard contractual clausesisto a) Utelem téchto standardnich smluvnich dolozek je
ensure compliance with the requirements of zajistit dodrzovani pozadavkd uvedenych v nafizeni
Regulation (EU) 2016/679 of the European Parliament Evropského parlamentu a Rady (EU) 2016/679 ze dne
and of the Council of 27 April 2016 on the protection of 27.dubna 2016 o ochrané fyzickych osob v souvislosti
natural persons with regard to the processing of se zpracovanim osobnich udaji a o volném pohybu

personal data and on the free movement of such data téchto tidaji (obecné narizeni o ochrané udaji) (1),

(General Data Protection Regulation) ¢ for the transfer pokud jde o predavani osobnich udajt do treti zemé.

of personal data to a third country.

The Parties: b) Strany:

(i) the natural or legal person(s), public authority/ies, i) fyzickd nebo pravnickd osoba ¢i osoby, organ ci
agency/ies or other body/ies (hereinafter organy vefejné moci, agentura ¢i agentury nebo
‘entity/ies’) transferring the personal data, as jiny subjekt Ci jiné subjekty (dale jen ,subjekt” ¢i
listed in Annex LA (hereinafter each ‘data »subjekty”) predavajici osobni udaje, uvedené v
exporter’), and priloze I ¢asti A (dale jen ,vyvozce udaji“), a

(i) the entity/ies in a third country receiving the ii) subjekt ¢i subjekty ve treti zemi, prijimajici primo
personal data from the data exporter, directly or nebo neprimo prostrednictvim jiného subjektu,
indirectly via another entity also Party to these jenz je rovnéz stranou téchto dolozek, osobni udaje
Clauses, as listed in Annex LA (hereinafter each od vyvozce udajli, uvedené v priloze I ¢asti A (dale
‘data importer’) jen ,dovozce udajd“),

have agreed to these standard contractual clauses se dohodly na téchto standardnich smluvnich

(hereinafter: ‘Clauses’). dolozkach (dale jen: ,dolozky*).

These Clauses apply with respect to the transfer of c¢) Tyto dolozky se pouziji s ohledem na predavani

personal data as specified in Annex I.B. osobnich Uidajt podle ptilohy I ¢asti B.

The Appendix to these Clauses containing the Annexes d) Dodatek k témto dolozkdm obsahujici prilohy, na néz

referred to therein forms an integral part of these
Clauses.

se v téchto dolozkach odkazuje, tvori nedilnou soucast
téchto dolozek.

Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union institution or body as
controller, reliance on these Clauses when engaging another processor (sub-processing) not subject to Regulation (EU) 2016/679
also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23
October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (O] L 295, 21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the
contract or other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are
aligned. This will in particular be the case where the controller and processor rely on the standard contractual clauses included in
Decision 2021/915. / Pokud je vyvozcem tdaji zpracovatel, na néjz se vztahuje nafrizeni (EU) 2016/679 a ktery jedna jménem
organu nebo subjektu Unie jako spravce, spoléhani se na tyto dolozky p¥i zapojeni jiného zpracovatele (dil¢i zpracovani),
na kterého se natizeni (EU) 2016/679 nevztahuje, rovnéz zajistuje soulad s ¢l. 29 odst. 4 nafizeni Evropského parlamentu a Rady
(EU) 2018/1725 ze dne 23. ijna 2018 o ochrané fyzickych osob v souvislosti se zpracovanim osobnich Gdaji orgény, institucemi
a jinymi subjekty Unie, a o volném pohybu téchto tidajti a o zruseni natizeni (ES) & 45/2001 a rozhodnuti 1247/2002/ES (Uf. vést.
L 295 ze dne 21. 11. 2018, s. 39), v rozsahu, v némz jsou tyto dolozKky a povinnosti tykajici se ochrany udaji stanovené ve smlouvé
nebo jiném pravnim aktu mezi spravcem a zpracovatelem podle ¢l. 29 odst. 3 natizeni (EU) 2018/1725 sladény. To bude zejména
pripad, kdy se spravce a zpracovatel spoléhaji na standardnif smluvni dolozky obsazZené v rozhodnuti 2021/915.
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Clause 2

Effect and invariability of the Clauses

These Clauses set out appropriate safeguards,
including enforceable data subject rights and effective
legal remedies, pursuant to Article 46(1) and Article
46(2)(c) of Regulation (EU) 2016/679 and, with
respect to data transfers from controllers to processors
and/or processors to processors, standard contractual
clauses pursuant to Article 28(7) of Regulation (EU)
2016/679, provided they are not modified, except to
select the appropriate Module(s) or to add or update
information in the Appendix. This does not prevent the
Parties from including the standard contractual clauses
laid down in these Clauses in a wider contract and/or
to add other clauses or additional safeguards, provided
that they do not contradict, directly or indirectly, these
Clauses or prejudice the fundamental rights or
freedoms of data subjects.

These Clauses are without prejudice to obligations to
which the data exporter is subject by virtue of
Regulation (EU) 2016/679.

Clause 3

Third-party beneficiaries

Data subjects may invoke and enforce these Clauses,
as third-party beneficiaries, against the data exporter
and/or data importer, with the following exceptions:

Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;

(1)
(i)
(iii)
(iv)

v)
(vi)

(vii) Clause 16(e);
(viii) Clause 18 - Module One: Clause 18(a) and (b);

Clause 8 - Module One: Clause 8.5 (e) and Clause
8.9(b);
Clause 9 - Intentionally left blank;

Clause 12 - Module One: Clause 12(a) and (d);

Clause 13;
Clause 15.1(c), (d) and (e);

(b) Paragraph (a) is without prejudice to rights of data

(a)

subjects under Regulation (EU) 2016/679.

Clause 4

Interpretation

Where these Clauses use terms that are defined in
Regulation (EU) 2016/679, those terms shall have the

b)

a)

b)

a)

Dolozka 2

Ut¢inek a neménnost dolozek

Tyto dolozky stanovi vhodné zaruky, vcetné
vymahatelnych prav subjektu Udaji a ucinné pravni
ochrany, podle ¢l. 46 odst. 1 a ¢l. 46 odst. 2 pism. c)
narizeni (EU) 2016/679 a s ohledem na predavani
udaji  od spravcd zpracovatelim a/nebo od
zpracovatelli zpracovatelim, standardni smluvni
dolozky podle ¢l. 28 odst. 7 narizeni (EU) 2016/679,
pokud nebudou zménény, s vyjimkou vybéru
vhodného modulu (vhodnych moduli) nebo za icelem
pridani nebo aktualizace informaci v dodatku. To
smluvnim strandm nebrani v tom, aby zahrnuly
standardni smluvni dolozky stanovené v téchto
dolozkach do Sir$i smlouvy a/nebo pridaly dalsi
dolozky nebo dodatecné zaruky, pokud nebudou piimo
nebo nepifimo v rozporu s témito dolozkami nebo
nebudou dotfena zakladni prava nebo svobody
subjektl udaju.

Témito dolozkami nejsou dotceny povinnosti, které se
vztahuji na vyvozce udaji na zakladé narizeni (EU)
2016/679.

Dolozka 3

Opravnéné tieti strany

Subjekty udajti se mohou jako opravnéné treti strany
ve vztahu k vyvozci a/nebo dovozci idajt dovolavat
téchto doloZek a vymahat je, a to s nasledujicimi
vyjimkami:

i)  dolozka 1, dolozka 2, dolozka 3, dolozka 6,
dolozka 7;

ii)  dolozka 8 - modul 1: doloZka 8.5 pism. e) a
dolozka 8.9 pism. b);

iii) dolozka 9 - zamérné ponechano prazdné;

iv) dolozka 12 - modul 1: dolozka 12 pism. a) a d);

v) dolozka 13;

vi) dolozka 15.1 pism.c), d) ae);

vii) dolozka 16 pism. e);

viii) dolozka 18 - modul 1: dolozka 18 pism. a) a b).

Pismenem a) nejsou dotfena prava subjektt udajt
podle narizeni (EU) 2016/679.

Dolozka 4

Vyklad

Pokud tyto dolozky pouzivaji pojmy, které jsou
vymezeny v narizeni (EU) 2016/679, maji tyto pojmy
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same meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light
of the provisions of Regulation (EU) 2016/679.

(c) These Clauses shall not be interpreted in a way that
conflicts with rights and obligations provided for in
Regulation (EU) 2016/679.

Clause 5

Hierarchy

In the event of a contradiction between these Clauses and
the provisions of related agreements between the Parties,
existing at the time these Clauses are agreed or entered into
thereafter, these Clauses shall prevail.

Clause 6

Description of the transfer(s)

The details of the transfer(s), and in particular the
categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in
Annex [.B.

Clause 7 - Optional

Docking clause

(a) An entity that is not a Party to these Clauses may, with
the agreement of the Parties, accede to these Clauses at
any time, either as a data exporter or as a data
importer, by completing the Appendix and signing
Annex LA.

(b) Once it has completed the Appendix and signed Annex
LA, the acceding entity shall become a Party to these
Clauses and have the rights and obligations of a data
exporter or data importer in accordance with its
designation in Annex LA.

() The acceding entity shall have no rights or obligations
arising under these Clauses from the period prior to
becoming a Party.

stejny vyznam jako v uvedeném natizeni.

b) Tyto dolozky je tfeba Cist a vykladat s ohledem na
ustanoveni natizeni (EU) 2016/679.

c) Tyto doloZky nebudou vykladany zadnym zplisobem,
ktery by byl v rozporu s pravy a povinnostmi
stanovenymi v narizeni (EU) 2016/679.

Dolozka 5

Hierarchie

V pripadé rozporu mezi témito dolozkami a ustanovenimi
souvisejicich dohod mezi stranami, které existovaly v dobé
sjednani téchto doloZek nebo které byly uzavieny aZ po
jejich sjednani, maji tyto dolozky prednost.

Dolozka 6

Popis pfedavani

Podrobnosti tykajici se predavani, zejména Kkategorie
osobnich Uidaju, které jsou pfedavany, a icel nebo ucely, pro
které jsou predavany, jsou uvedeny v ptiloze I ¢asti B.

Dolozka 7 - Volitelnd

Dolozka o pfistoupeni

a) Subjekt, ktery neni stranou téchto dolozek, mize se
souhlasem stran k témto dolozkam kdykoli pristoupit,
bud’ jako vyvozce idaji, nebo jako dovozce udajq, a to
vyplnénim dodatku a podepsanim prilohy I ¢asti A.

b) Poté, co pristupujici subjekt vyplni dodatek a podepise
prilohu I ¢ast A, stane se stranou téchto doloZek a ma
prava a povinnosti vyvozce udajii nebo dovozce udaji
v souladu se svym urcenim v priloze I ¢asti A.

c) Pristupujici subjekt nema zadna prava ani povinnosti
na zakladé téchto doloZek plynouci z obdobi pted tim,
nez se stal stranou.
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SECTION II - OBLIGATIONS OF THE PARTIES

Clause 8

Data protection safeguards

The data exporter warrants that it has used reasonable
efforts to determine that the data importer is able, through

the

implementation of appropriate technical and

organisational measures, to satisfy its obligations under
these Clauses.

MODULE ONE: Transfer controller to controller

8.1

8.2
(a)

Purpose limitation

The data importer shall process the personal data
only for the specific purpose(s) of the transfer, as set
out in Annex L.B. It may only process the personal
data for another purpose:

(i) where it has obtained the data subject’s prior
consent;

(ii) where necessary for the establishment, exercise
or defence of legal claims in the context of
specific administrative, regulatory or judicial
proceedings; or

(iii) where necessary in order to protect the vital
interests of the data subject or of another natural
person.

Transparency

In order to enable data subjects to effectively
exercise their rights pursuant to Clause 10, the
data importer shall inform them, either directly
or through the data exporter:

(i) ofitsidentity and contact details;

(ii) of the categories of personal data
processed;

(iii) of the right to obtain a copy of these
Clauses;

(iv) where it intends to onward transfer the
personal data to any third party/ies, of the
recipient or categories of recipients (as
appropriate with a view to providing
meaningful information), the purpose of
such onward transfer and the ground
therefore pursuant to Clause 8.7.

ODDIL IT - POVINNOSTI STRAN

Dolozka 8

Zaruky ochrany udajt

Vyvozce udajd zarucuje, Ze vynaloZzil primérené usili, aby
mohl stanovit, zda je dovozce udaji schopen - zavedenim
vhodnych technickych a organizacnich opatieni - plnit své
povinnosti podle téchto dolozek.

MODUL 1: Pfedani od spravce spravci

8.1.

8.2

Ucelové omezeni

Dovozce udajli zpracovava osobni tidaje pouze pro
konkrétni ucel nebo ucely predani v souladu s
prilohou I ¢asti B. Osobni tidaje miiZe zpracovavat pro
jiny ucel pouze tehdy, pokud:

i)  ziskal predchozi souhlas subjektu tidajd;

ii) je to nezbytné pro urceni, vykon nebo obhajobu
pravnich narokl v ramci zvlastnich spravnich,
regulacnich nebo soudnich rizeni, nebo

iii) je to nezbytné pro ochranu zivotné dtlezitych
zajmu subjektu udajl nebo jiné fyzické osoby.

Transparentnost

Aby subjekty tdaji mohly u¢inné vykonavat sva
prava podle dolozky 10, dovozce udaji je
informuje pfimo nebo prostiednictvim vyvozce
udaju:

i) o své totoznosti a kontaktnich tidajich;

ii) o kategoriich zpracovavanych osobnich
udaju;

iii) o pravu ziskat kopii téchto doloZek;

iv) pokud ma v amyslu osobni tidaje dale predat
jakékoli tieti strané nebo stranam, o prijemci
nebo kategoriich pfijemct (podle potieby za
ucelem poskytnuti smysluplnych informaci),
o ucelu takového dalSiho predavani a o
dtvodu pro dalsi predavani podle dolozky
8.7.
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(b) Paragraph (a) shall not apply where the data
subject already has the information, including
when such information has already been
provided by the data exporter, or providing the
information proves impossible or would involve
adisproportionate effort for the data importer. In
the latter case, the data importer shall, to the
extent possible, make the information publicly

available.

(c) On request, the Parties shall make a copy of these
Clauses, including the Appendix as completed by
them, available to the data subject free of charge.
To the extent necessary to protect business
secrets or other confidential information,
including personal data, the Parties may redact
part of the text of the Appendix prior to sharing a
copy, but shall provide a meaningful summary
where the data subject would otherwise not be
able to understand its content or exercise his/her
rights. On request, the Parties shall provide the
data subject with the reasons for the redactions,
to the extent possible without revealing the
redacted information.

(d) Paragraphs (a) to (c) are without prejudice to the

obligations of the data exporter under Articles 13

and 14 of Regulation (EU) 2016/679.

8.3  Accuracy and data minimisation

(a) Each Party shall ensure that the personal data is
accurate and, where necessary, kept up to date.
The data importer shall take every reasonable
step to ensure that personal data that is
inaccurate, having regard to the purpose(s) of
processing, is erased or rectified without delay.

If one of the Parties becomes aware that the
personal data it has transferred or received is
inaccurate, or has become outdated, it shall
inform the other Party without undue delay.

(b)

(c) The data importer shall ensure that the personal
data is adequate, relevant and limited to what is
necessary in relation to the purpose(s) of
processing.

8.4  Storage limitation

The data importer shall retain the personal data for no
longer than necessary for the purpose(s) for which it is
processed. It shall put in place appropriate technical or
organisational measures to ensure compliance with this
obligation, including erasure or anonymization ¢ of the data
and all back-ups at the end of the retention period.

b) Pismeno a) se nepouzije, pokud subjekt udaji jiz
tyto informace ma, a to i v pripadé, Ze tyto
informace jiZ poskytl vyvozce idajd, nebo pokud
je poskytnuti téchto informaci nemoZzné nebo by
to pro dovozce Udaji znamenalo nepfiméiené
usili. V.druhém pripadé dovozce udajt informace
v maximalni mozné mire zverejni.

) Strany posKkytnou subjektu udajli na pozadani a
bezplatné Kkopii téchto doloZek, véetné dodatku,
ktery tyto strany vyplnily. V rozsahu nezbytném
k ochrané obchodniho tajemstvi nebo jinych
divérnych informaci, vfetné osobnich tudajg,
mohou strany pred sdilenim kopie upravit ¢ast
znéni dodatku, ale poskytnou smysluplné
shrnuti, pokud by jinak subjekt udaji nebyl
schopen porozumét jeho obsahu nebo uplatnit
sva prava. Strany poskytnou subjektu idaji na
pozadani ddvody uvedenych tprav, a to v co
nejvétsi mozné mire, aniz by byly upravené
informace odhaleny.

d) Pismeny a) az c) nejsou dotéeny povinnosti
vyvozce udaji podle ¢lankd 13 a 14 natizeni (EU)
2016/679.

8.3. Presnost a minimalizace tdajt

a) Kazda strana zajisti, aby osobni tidaje byly presné
a v pripadé potreby aktualizovany. Dovozce
udajt prijme veskera smysluplnd opatfeni, aby
zajistil, Ze osobni Udaje, které jsou nepresné,
budou s ohledem na ucel nebo ucely zpracovani
bezodkladné vymazany nebo opraveny.

b) Pokud se jedna ze stran dozvi, Ze osobni udaje,
které predala nebo prijala, jsou nepiesné nebo
zastaralé, bez zbytecného odkladu o tom
informuje druhou stranu.

) Dovozce Udaji zajisti, aby osobni udaje byly
primérené, relevantni a omezené na to, co je
nezbytné z hlediska tcelu nebo tuceld, pro které
jsou zpracovavany.

8.4. Omezeni uloZeni

Dovozce udaji uchovad osobni udaje pouze po dobu
nezbytnou pro ucel nebo ucely, pro ktery (které) jsou
zpracovavany. Prijme vhodna technickd nebo organizacni
opatieni kzajisténi dodrzovani této povinnosti, vCetné
vymazani nebo anonymizace (2) udaji avSech zaloh
na konci doby uchovavani.

@ This requires rendering the data anonymous in such a way that the individual is no longer identifiable by anyone, in line with recital
26 of Regulation (EU) 2016/679, and that this process is irreversible. / To vyzaduje anonymizaci dajt takovym zptsobem, aby jiz
nikdo nemohl byt nikym identifikovatelny, v souladu s 26. bodem odlvodnéni nafizeni (EU) 2016/679, a aby byl tento proces

nevratny.
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8.5

(a)

(b)

(c)

(d)

(e)

Security of processing

The data importer and, during transmission, also
the data exporter shall implement appropriate
technical and organisational measures to ensure
the security of the personal data, including
protection against a breach of security leading to
accidental or wunlawful destruction, loss,
alteration, unauthorised disclosure or access
(hereinafter ‘personal data breach’). In assessing
the appropriate level of security, they shall take
due account of the state of the art, the costs of
implementation, the nature, scope, context and
purpose(s) of processing and the risks involved
in the processing for the data subject. The Parties
shall in particular consider having recourse to
encryption or pseudonymisation, including
during transmission, where the purpose of
processing can be fulfilled in that manner.

The Parties have agreed on the technical and
organisational measures set out in Annex II. The
data importer shall carry out regular checks to
ensure that these measures continue to provide
an appropriate level of security.

The data importer shall ensure that persons
authorised to process the personal data have
committed themselves to confidentiality or are
under an appropriate statutory obligation of
confidentiality.

In the event of a personal data breach concerning
personal data processed by the data importer
under these Clauses, the data importer shall take
appropriate measures to address the personal
data breach, including measures to mitigate its
possible adverse effects.

In case of a personal data breach that is likely to
result in a risk to the rights and freedoms of
natural persons, the data importer shall without
undue delay notify both the data exporter and the
competent supervisory authority pursuant to
Clause 13.Such notification shall containi) a
description of the nature of the breach
(including, where possible, categories and
approximate number of data subjects and
personal data records concerned), ii) its likely
consequences, iii) the measures taken or
proposed to address the breach, and iv) the
details of a contact point from whom more
information can be obtained. To the extent it is
not possible for the data importer to provide all
the information at the same time, it may do so in
phases without undue further delay.

8.5

a)

b)

d)

e)

Zabezpeceni zpracovani

Dovozce udaji a béhem predavani také vyvozce
udajl prijmou vhodna technickd a organizacni
opatreni k zajisténi zabezpeceni udajli, vCetné
ochrany pted poruSenim zabezpeceni vedoucim
k nahodnému nebo protipravnimu zniceni,
ztraté, zméné nebo neopravnénému poskytnuti
nebo zpfistupnéni uvedenych tdaji (dale jen
,poruSeni zabezpeCeni osobnich udaja“). Pri
posuzovani vhodné urovné zabezpeceni se radné
zohledni aktudlni stav techniky, ndklady na
provedeni, povaha, rozsah, kontext a icel nebo
ucely zpracovani a rizika pro subjekt udajd
spojena se zpracovanim. Strany zejména zvazi
pouziti Sifrovani nebo pseudonymizace, a to i
béhem predavani, pokud lze timto zplisobem
splnit ucel zpracovani.

Strany se dohodly na technickych a
organizac¢nich opatienich stanovenych v ptiloze
II. Dovozce tdaji provadi pravidelné kontroly,
aby zajistil, Ze tato opatfeni stdle poskytuji
odpovidajici roven zabezpeceni.

Dovozce udajl zajisti, aby se osoby opravnéné
zpracovavat osobni Udaje zavazaly k
mlcenlivosti, nebo aby se na né vztahovala
zakonna povinnost mlcenlivosti.

V piipadé poruseni zabezpecéeni osobnich udajt
tykajiciho se osobnich tudaji zpracovavanych
dovozcem udaji podle téchto doloZek prijme
dovozce idaji vhodna opatieni k feSeni poruseni
zabezpeceni osobnich Udajt, vCetné opatieni ke
zmirnéni jeho moZnych nepiiznivych Géinkd.

V piipadé poruseni zabezpeceni osobnich tdajt,
které by mohlo vést k ohroZeni prav a svobod
fyzickych osob, dovozce udaji bez zbytecného
odkladu informuje vyvozce udaji i ptislusny
dozorovy ufad v souladu s dolozkou 13. Toto
ohlaseni obsahujei) popis povahy daného
pripadu porusSeni zabezpeceni osobnich tudajt
(v€etné, pokud je to mozné, Kkategorii a
priblizného poctu dotéenych subjekti udaji a
kategorii a pribliZzného mnozZstvi dotcenych
zaznamu osobnich udajt), ii) jeho
pravdépodobnych dtisledkd, iii) popis opatieni,
ktera byla prijata nebo byla navrzena s cilem
vyresit dané poruseni zabezpeceni, a iv) udaje
kontaktniho mista, kde lze ziskat vice informaci.
Neni-li moZné, aby dovozce udaji vesSkeré
informace poskytl soucCasné, mohou byt
poskytnuty postupné bez dalSiho zbyte¢ného
odkladu.
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8.7

(0

In case of a personal data breach that is likely to
result in a high risk to the rights and freedoms of
natural persons, the data importer shall also
notify without undue delay the data subjects
concerned of the personal data breach and its
nature, if necessary in cooperation with the data
exporter, together with the information referred
to in paragraph (e), points ii) to iv), unless the
data importer has implemented measures to
significantly reduce the risk to the rights or
freedoms of natural persons, or notification
would involve disproportionate efforts. In the
latter case, the data importer shall instead issue
a public communication or take a similar
measure to inform the public of the personal data
breach.

(8)

The data importer shall document all relevant
facts relating to the personal data breach,
including its effects and any remedial action
taken, and keep a record thereof.

8.6 Sensitive data

Where the transfer involves personal data revealing racial
or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, genetic data, or
biometric data for the purpose of uniquely identifying a
natural person, data concerning health or a person’s sex life
or sexual orientation, or data relating to criminal
convictions or offences (hereinafter ‘sensitive data’), the
data importer shall apply specific restrictions and/or
additional safeguards adapted to the specific nature of the
data and the risks involved. This may include restricting the
personnel permitted to access the personal data, additional
security measures (such as pseudonymisation) and/or
additional restrictions with respect to further disclosure.

Onward transfers

The data importer shall not disclose the personal data
to a third party located outside the European Union g
(in the same country as the data importer or in
another third country, hereinafter ‘onward transfer’)
unless the third party is or agrees to be bound by
these Clauses, under the appropriate Module.
Otherwise, an onward transfer by the data importer
may only take place if:

8.7

f) V pripadé poruseni zabezpeceni osobnich udajq,
které pravdépodobné bude predstavovat vysoké
riziko pro prava a svobody fyzickych osob,
dovozce udaji rovnéz bez zbyte¢ného odkladu
podd hlaSeni dotCenym subjektim udaji o
poruSeni zabezpeceni osobnich udaji a jeho
povaze - v pripadé potreby ve spolupraci s
vyvozcem Udaji - a sdéli jim také informace
uvedené v pism. e) bodu ii) az iv), pokud dovozce
udaji nezavedl opatfeni za ucelem znacného
sniZeni rizika pro prava a svobody fyzickych osob
nebo pokud dané hlaSeni nevyZzaduje
neprimérené usili. V posledné uvedeném pripadé
dovozce idaji misto toho vyda vetejné oznameni
nebo zajisti obdobné opatteni, kterym verejnost
o porusSeni zabezpeceni osobnich tdaji
informuje.

Dovozce udaji dokumentuje veskeré relevantni
skutecnosti tykajici se poruseni zabezpeceni
osobnich Udajli, véetné jeho ucinkd a prijatych
napravnych opatieni, a vede si o tom zaznamy.

g)

8.6  Citlivé udaje

Jestlize predavani zahrnuje osobni udaje vypovidajici o
rasovém nebo etnickém ptlivodu, politickych nazorech,
naboZenském vyznani nebo filozofickém presvédceni nebo
clenstvi v odborech, genetické idaje nebo biometrické idaje
za Ucelem jedine¢né identifikace fyzické osoby, Udaje o
zdravotnim stavu ¢i o sexudlnim Zivoté nebo sexudlni
orientaci fyzické osoby nebo Udaje tykajici se rozsudka v
trestnich vécech nebo trestnych ¢ind (déale jen ,citlivé
udaje“), dovozce udaji uplatni zvlastni omezeni a/nebo
dodate¢né zaruky piizplisobené zvlastni povaze udaji a
souvisejicim rizikim. To mizZe zahrnovat omezeni
personalu, ktery ma povolen pfistup k osobnim udajim,
dodate¢na bezpecnostni opatieni (jako je pseudonymizace)
a/nebo dodate¢na omezeni s ohledem na dalsi zpristupnéni.

Dalsi pfedavani

Dovozce tdaji nezpristupni osobni tidaje tieti strané
se sidlem mimo Evropskou unii (3) (ve stejné zemi
jako dovozce udaji nebo vjiné treti zemi, déale jen
»dalsi predavani“), ledaze by tato treti strana byla
podle ptislusného modulu témito dolozkami vazana
nebo by souhlasila stim, Ze jimi bude vazana. K
dalsimu predani dovozcem udajl jinak muze dojit
pouze tehdy, pokud:

3 The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European Union’s internal
market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection legislation, including Regulation (EU)
2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI thereto. Therefore, any disclosure by the
data importer to a third party located in the EEA does not qualify as an onward transfer for the purpose of these Clauses. / Dohoda
o Evropském hospodarském prostoru (Dohoda o EHP) stanovi rozsifeni vnitiniho trhu Evropské unie na tfi staty EHP Island,
Lichtenstejnsko a Norsko. Na pravni piedpisy Unie o ochrané daji, véetné natizeni (EU) 2016/679, se vztahuje Dohoda o EHP a
byla zaclenéna do ptilohy XI této dohody. Jakékoli zptistupnéni ze strany dovozce tidaji tieti strané se sidlem v EHP se proto pro

ucely téchto dolozek nepovazuje za dalsi prenos.
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(i) itis to a country benefitting from an adequacy i)  se provadi do zemé, ktera vyuziva rozhodnuti o
decision pursuant to Article 45 of Regulation odpovidajici ochrané podle ¢lanku 45 natizeni
(EU) 2016/679 that covers the onward transfer; (EU) 2016/679, jenz upravuje dalsi predavani;

(ii) the third party otherwise ensures appropriate ii) tfetf strana jinak zajiStuje vhodné zaruky podle
safeguards pursuant to Articles 46 or 47 of ¢lankd 46 nebo 47 natizeni (EU) 2016/679 s
Regulation (EU) 2016/679 with respect to the ohledem na dot¢ené zpracovani;
processing in question;

(iii) the third party enters into a binding instrument iii) treti strana uzavie s dovozcem udajl zavaznou
with the data importer ensuring the same level dohodu zajistujici stejnou uroven ochrany udajt
of data protection as under these Clauses, and jako podle téchto dolozek a dovozce udaji
the data importer provides a copy of these poskytne kopii téchto zaruk vyvozci udaji;
safeguards to the data exporter;

(iv) itis necessary for the establishment, exercise or iv) je to nezbytné pro urceni, vykon nebo obhajobu
defence of legal claims in the context of specific pravnich narokl v ramci zvlastnich spravnich,
administrative, = regulatory = or  judicial regulacnich nebo soudnich rizen;
proceedings;

(v) it is necessary in order to protect the vital v) je to nezbytné pro ochranu zivotné duilezitych
interests of the data subject or of another natural zajmu subjektu Udaji nebo jiné fyzické osoby,
person; or nebo

(vi) where none of the other conditions apply, the vi) pokud neplati Zadnd z dalSich podminek,

data importer has obtained the explicit consent
of the data subject for an onward transfer in a
specific situation, after having informed him /her
of its purpose(s), the identity of the recipient and
the possible risks of such transfer to him/her
due to the lack of appropriate data protection
safeguards. In this case, the data importer shall
inform the data exporter and, at the request of
the latter, shall transmit to it a copy of the
information provided to the data subject.

Any onward transfer is subject to compliance by the
data importer with all the other safeguards under

dovozce udaji ziskal vyslovny souhlas subjektu
udajl s dal$im predavanim v konkrétni situaci
poté, co jej informoval o jeho GCelu nebo Ucelech,
totozZnosti pijemce a moznych rizicich, ktera pro
néj vyplyvaji z takového predavani vzhledem k
nedostatku vhodnych zaruk ochrany udaji. V
takovém pripadé dovozce udaji informuje
vyvozce Udajli a na Zadost vyvozce ddaji mu
preda kopii informaci poskytnutych subjektu
udaju.

Na jakékoli dalsi predavani se vztahuje podminka, Ze
dovozce udaji dodrzi vSechny ostatni zaruky podle

these Clauses, in particular purpose limitation. téchto doloZek, zejména ticelové omezeni.

8.8  Processing under the authority of the data 8.8  Zpracovani z povéfeni dovozce udaju

importer
The data importer shall ensure that any person acting Dovozce tdaji zajisti, aby jakakoli osoba, ktera jedna
under its authority, including a processor, processes z jeho povéreni, vCetné zpracovatele, zpracovavala
the data only on its instructions. udaje pouze na zakladé jeho pokynf.

8.9  Documentation and compliance 8.9  Dokumentace a plnéni povinnosti

a) Kazda strana musi byt schopna prokazat plnéni
svych povinnosti podle téchto doloZek. Dovozce
udaji zejména vede prislusnou dokumentaci o
¢innostech zpracovani, za jejichZz provadéni
odpovida.

(a) Each Party shall be able to demonstrate
compliance with its obligations under these
Clauses. In particular, the data importer shall
keep appropriate documentation of the
processing activities carried out under its
responsibility.

Page / Strana 10/34



m Confidential / Davérné

Czech Republic / Standard Contractual Clauses
Vojenska nemocnice Brno p.o. /
AT861-G-22-002

(b) The data importer shall make such
documentation available to the competent
supervisory authority on request.

Clause 9

Intentionally left blank

Clause 10

Data subject rights

MODULE ONE: Transfer controller to controller

(@) The data importer, where relevant with the
assistance of the data exporter, shall deal with
any enquiries and requests it receives from a
data subject relating to the processing of his/her
personal data and the exercise of his/her rights
under these Clauses without undue delay and at
the latest within one month of the receipt of the
enquiry or request. @) The data importer shall
take appropriate measures to facilitate such
enquiries, requests and the exercise of data
subject rights. Any information provided to the
data subject shall be in an intelligible and easily
accessible form, using clear and plain language.

b) Dovozce udaji tuto dokumentaci na pozadani
zptistupni prislusnému dozorovému uiadu.

Dolozka 9

Zdmeérné ponechdno prazdné

Dolozka 10

Prava subjektu udaja

MODUL 1: Piedani od spravce spravci

a)

Dovozce udajl, pripadné za pomoci vyvozce udaji,
vyrizuje veskeré dotazy a zadosti, které obdrzi od
subjektu udajt, tykajici se zpracovani jeho osobnich
udajt a vykonu jeho prav podle téchto dolozek, a to bez
zbyte¢ného odkladu a nejpozdéji do jednoho mésice od
obdrzeni dotazu nebo zadosti. («) Dovozce udaji
prijme vhodna opatieni k usnadnéni vyrizovani téchto
dotazt, zadosti a vykonu prav subjektu udaji. Veskeré
informace poskytované subjektu udaji musi byt ve
srozumitelném a snadno pristupném znéni za pouziti
jasnych a jednoduchych jazykovych prostiedka.

(4) That period may be extended by a maximum of two more months, to the extent necessary taking into account the complexity and

number of requests. The data importer shall duly and promptly inform the data subject of any such extension. / Tuto lhtitu lze
prodlouzit nejvyse o dal$i dva mésice, a to v rozsahu nezbytném s ohledem na sloZitost a pocet zadosti. Dovozce udaji o kazdém

takovém prodlouzeni fadné a neprodlené informuje subjekt tdajt.
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(b)

()

(d)

(e)

In particular, upon request by the data subject the data
importer shall, free of charge:

(i) provide confirmation to the data subject as to
whether personal data concerning him/her
is being processed and, where this is the
case, a copy of the data relating to him/her
and the information in Annex I; if personal
data has been or will be onward
transferred, provide information on
recipients or categories of recipients (as
appropriate with a view to providing
meaningful information) to which the
personal data has been or will be onward
transferred, the purpose of such onward
transfers and their ground pursuant to
Clause 8.7; and provide information on the
right to lodge a complaint with a
supervisory authority in accordance with
Clause 12(c)(i);

(ii) rectify inaccurate or incomplete data concerning
the data subject;

(iif) erase personal data concerning the data
subject if such data is being or has been processed
in violation of any of these Clauses ensuring third-
party beneficiary rights, or if the data subject
withdraws the consent on which the processing is
based.

Where the data importer processes the personal data
for direct marketing purposes, it shall cease processing
for such purposes if the data subject objects to it.

The data importer shall not make a decision based
solely on the automated processing of the personal
data transferred (hereinafter ‘automated decision’),
which would produce legal effects concerning the data
subject or similarly significantly affect him/her, unless
with the explicit consent of the data subject or if
authorised to do so under the laws of the country of
destination, provided that such laws lays down
suitable measures to safeguard the data subject’s rights
and legitimate interests. In this case, the data importer
shall, where necessary in cooperation with the data
exporter:

(i) inform the data subject about the envisaged
automated decision, the envisaged consequences
and the logic involved; and

(il)implement suitable safeguards, at least by enabling
the data subject to contest the decision, express
his/her point of view and obtain review by a
human being.

Where requests from a data subject are excessive, in

b)

<)

d)

e)

Na zadost subjektu Udaji dovozce udajii zejména
bezplatné:

i) poskytne subjektu udajli potvrzeni o tom, zda se
zpracovavaji osobni udaje, které se ho tykaji, a v
takovém pripadé mu poskytne kopii udaja, které
se ho tykaji, a informace uvedené v priloze [; pokud
osobni udaje byly nebo budou dale ptedavany,
poskytne informace o piijemcich nebo kategoriich
piijemct (podle potfeby za tclelem poskytnuti
smysluplnych informaci), kterym osobni tudaje
byly nebo budou dile predavany, ucel téchto
dalsich predani a jejich divod v souladu s
dolozkou 8.7; a poskytne informace o pravu podat
stiznost u dozorového uradu v souladu s dolozkou
12 pism. c) bodem i);

ii) opravi nepresné nebo neuplné udaje tykajici se
subjektu udajt;

iii) vymaze osobni udaje tykajici se subjektu udajd,
pokud tyto udaje jsou nebo byly zpracovavany v
rozporu s kteroukoli z téchto dolozek, ktera
zajiStuje prava nalezejici opravnéné treti strané,
nebo pokud subjekt udaji odvold souhlas, na
kterém je zpracovani zaloZeno.

Pokud dovozce udajii zpracovava osobni udaje pro
ucely primého marketingu, prestane je pro tyto ucely
zpracovavat, vznese-li proti tomu subjekt udajt
namitky.

Dovozce 1daji nepfijme rozhodnuti zaloZené
vyhradné na automatizovaném zpracovani
predavanych osobnich udajt (dale jen

,automatizované rozhodnuti“), které by mélo pravni
ucinky tykajici se subjektu idajt nebo by ho obdobné
vyznamneé ovlivnilo, ledaZe by k tomu subjekt udajti dal
vyslovny souhlas, nebo pokud by mu to bylo na zakladé
pravnich predpisi zemé ureni povoleno, za
predpokladu, Ze takové pravni predpisy stanovi
vhodna opatreni na ochranu prav a opravnénych zajma
subjektu udajd. V tomto pripadé dovozce udajd, v
piipadé potieby ve spolupraci s vyvozcem ddaji:

i) informuje subjekt udaji o predpokladaném
automatizovaném rozhodnuti, predpokladanych
dusledcich a pouzitém postupu; a

ii) zavede vhodna ochranna opatieni, prinejmensim
tim, Ze umoZni subjektu udaji napadnout
rozhodnuti, vyjadrit svlj ndzor a dosahnout
prezkumu provadéného clovékem.

Jestlize jsou zadosti subjektu Udaji neprimérené,
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)

(8)

(a)

particular because of their repetitive character, the
data importer may either charge a reasonable fee
taking into account the administrative costs of granting
the request or refuse to act on the request.

The data importer may refuse a data subject’s request
if such refusal is allowed under the laws of the country
of destination and is necessary and proportionate in a
democratic society to protect one of the objectives
listed in Article 23(1) of Regulation (EU) 2016/679.

If the data importer intends to refuse a data subject’s
request, it shall inform the data subject of the reasons
for the refusal and the possibility of lodging a
complaint with the competent supervisory authority
and/or seeking judicial redress.

Clause 11

Redress

The data importer shall inform data subjects in a
transparent and easily accessible format, through
individual notice or on its website, of a contact point
authorised to handle complaints. It shall deal promptly
with any complaints it receives from a data subject.

MODULE ONE: Transfer controller to controller

(b)

()

d)

In case of a dispute between a data subject and one of
the Parties as regards compliance with these Clauses,
that Party shall use its best efforts to resolve the issue
amicably in a timely fashion. The Parties shall keep
each other informed about such disputes and, where
appropriate, cooperate in resolving them.

Where the data subject invokes a third-party
beneficiary right pursuant to Clause 3, the data
importer shall accept the decision of the data subject
to:

(i) lodge a complaint with the supervisory authority in
the Member State of his/her habitual residence or
place of work, or the competent supervisory
authority pursuant to Clause 13;

(i)refer the dispute to the competent courts within
the meaning of Clause 18.

The Parties accept that the data subject may be
represented by a not-for-profit body, organisation or
association under the conditions set out in Article
80(1) of Regulation (EU) 2016/679.

g)

zejména proto, Ze se opakuji, miize dovozce udajti bud’
ulozit priméreny poplatek, v némz budou zohlednény
administrativni ndklady souvisejici s vyhovénim dané
Zadosti, nebo miZe odmitnout zadosti vyhovét.

Dovozce udajii mize zadost subjektu idajii odmitnout,
pokud je takové odmitnuti umozZnéno podle prava
zemé urceni a je vdemokratické spole¢nosti nezbytné
a primérené za ucCelem ochrany jednoho z cili
uvedenych v ¢l. 23 odst. 1 natizeni (EU) 2016/679.

Pokud méa dovozce udaji v imyslu zadost subjektu
udajl odmitnout, informuje subjekt idajti o divodech
odmitnuti a mozZnosti podat stiznost u prislusného
dozorového uradu a/nebo pozadat o soudni ochranu.

Dolozka 11

Naprava

Dovozce udajli transparentné a ve snadno pristupném
formatu informuje subjekty udajt prostrednictvim
individualniho oznameni nebo na svych internetovych
strankach o kontaktnim misté opravnéném vytizovat
stiznosti. Takové misto neprodlené vyridi jakékoli
stiZnosti, které od subjektu idaji ptijme.

MODUL 1: Piedani od spravce spravci

b)

d)

V piipadé sporu mezi subjektem tdaji a jednou ze
smluvnich stran tykajictho se dodrzovani téchto
dolozek vyvine tato strana veskeré usili k tomu, aby
takovou zaleZitost vytesila smirné a vcas. Strany se o
téchto sporech navzajem informuji a v prislusnych
pripadech pfti jejich FeSeni spolupracuji.

Pokud se subjekt tidaji dovolava prava ve prospéch
opravnéné treti strany podle dolozky 3, dovozce idajt
akceptuje rozhodnuti subjektu udajui:

i) podat stiznost u dozorového uradu v clenském
staté svého obvyklého bydlisté nebo mista vykonu
prace nebo u prislusného dozorového uradu podle
dolozky 13;

ii) postoupit spor pfislusnym soudim ve smyslu
doloZzky 18.

Strany jsou srozumény s tim, Ze subjekt tidaji mtize byt
zastoupen neziskovym subjektem, organizaci nebo
sdruZenim za podminek stanovenych v ¢l. 80 odst. 1
narizeni (EU) 2016/679.
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(e) The data importer shall abide by a decision that is
binding under the applicable EU or Member State law.

(f) The data importer agrees that the choice made by the
data subject will not prejudice his/her substantive
and procedural rights to seek remedies in accordance
with applicable laws.

Clause 12

Liability
MODULE ONE: Transfer controller to controller

(a) Each Party shall be liable to the other Party/ies for any
damages it causes the other Party/ies by any breach of
these Clauses.

(b) Each Party shall be liable to the data subject, and the
data subject shall be entitled to receive compensation,
for any material or non-material damages that the
Party causes the data subject by breaching the third-
party beneficiary rights under these Clauses. This is
without prejudice to the liability of the data exporter
under Regulation (EU) 2016/679.

(c) Where more than one Party is responsible for any
damage caused to the data subject as a result of a
breach of these Clauses, all responsible Parties shall be
jointly and severally liable and the data subject is
entitled to bring an action in court against any of these
Parties.

(d) The Parties agree that if one Party is held liable under
paragraph (c), it shall be entitled to claim back from the
other Party/ies that part of the compensation
corresponding to its/their responsibility for the
damage.

(e) The data importer may not invoke the conduct of a
processor or sub-processor to avoid its own liability.

Clause 13

Supervision

MODULE ONE: Transfer controller to controller

(a) [Where the data exporter is established in an EU
Member State:;] The supervisory authority with
responsibility for ensuring compliance by the data
exporter with Regulation (EU) 2016/679 as regards
the data transfer, as indicated in Annex I.C, shall act as
competent supervisory authority.

e)

b)

d)

e)

Dovozce Udaji dodrZuje rozhodnuti zavazné podle
platného prava EU nebo ¢lenského statu.

Dovozce 0dajl souhlasi s tim, Ze vybér provedeny
subjektem Uidaji nebude mit vliv na jeho hmotna a
procesni prava pozZadovat napravu v souladu s
platnymi pravnimi predpisy.

Dolozka 12

Odpovédnost
MODUL 1: Piedani od spravce spravci

Kazda strana je vici druhé strané/ostatnim strandm
odpovédnd za jakoukoli Gjmu, kterou druhé
strané/ostatnim strandm pii poruseni téchto dolozek
zplsobi.

Kazda strana je odpovédnd vici subjektu udaji a
subjekt udaji ma narok na ndhradu jakékoli hmotné
nebo nehmotné Gjmy, kterou strana zpisobi subjektu
udaji porusenim prav naleZejicich opravnéné treti
strané na zakladé téchto doloZek. Tim neni dotfena
odpovédnost vyvozce Uudaji podle natizeni (EU)
2016/679.

Pokud je za Ujmu zpisobenou subjektu udaji v
dtsledku poruseni téchto dolozek odpovédna vice nez
jedna strana, nesou spole¢nou a nerozdilnou
odpovédnost vSechny odpovédné strany a subjekt
udajtl je opravnén proti kterékoli z téchto stran podat
Zalobu u soudu.

Smluvni strany se dohodly, Ze pokud je jedna ze
smluvnich stran odpovédna podle pismene c), je
opravnéna poZadovat od druhé smluvni
strany/ostatnich smluvnich stran zpét ¢ast nahrady
ujmy odpovidajici jeji odpovédnosti za Gjmu.

Dovozce udaji se nemuze dovolavat jednani
zpracovatele nebo dil¢iho zpracovatele, aby se vyhnul
své vlastni odpovédnosti.

Dolozka 13

Dohled

MODUL 1: Pfedani od spravce spravci

[Pokud je vyvozce idajli usazen v ¢lenském staté EU:]
Dozorovy urad uvedeny v priloze I ¢asti C, ktery je
odpovédny za zajiSténi, Ze vyvozce udaji dodrzuje
nafizeni (EU) 2016/679, pokud jde o ptedavani adajd,
jedna jako prislusny dozorovy urad.
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(b) The data importer agrees to submit itself to the

jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at
ensuring compliance with these Clauses. In particular,
the data importer agrees to respond to enquiries,
submit to audits and comply with the measures
adopted by the supervisory authority, including
remedial and compensatory measures. It shall provide
the supervisory authority with written confirmation

that the necessary actions have been taken.

SECTION IIT - LOCAL LAWS AND OBLIGATIONS IN CASE OF

ACCESS BY PUBLIC AUTHORITIES

Clause 14

Local laws and practices affecting compliance with the

Clauses MODULE ONE: Transfer controller to
controller
(a) The Parties warrant that they have no reason to believe

(b)

that the laws and practices in the third country of
destination applicable to the processing of the personal
data by the data importer, including any requirements
to disclose personal data or measures authorising
access by public authorities, prevent the data importer
from fulfilling its obligations under these Clauses. This
is based on the understanding that laws and practices
that respect the essence of the fundamental rights and
freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one
of the objectives listed in Article 23(1) of Regulation
(EU) 2016/679, are not in contradiction with these
Clauses.

The Parties declare that in providing the warranty in
paragraph (a), they have taken due account in
particular of the following elements:

(i) the specific circumstances of the transfer,
including the length of the processing chain, the
number of actors involved and the transmission
channels used; intended onward transfers; the
type of recipient; the purpose of processing; the
categories and format of the transferred personal
data; the economic sector in which the transfer

occurs; the storage location of the data
transferred;
(ii) the laws and practices of the third country of

destination- including those requiring the
disclosure of data to public authorities or
authorising access by such authorities - relevant

b)

Dovozce Gdaji souhlasi s tim, Ze se podiidi pravomoci
prislusného dozorového uradu a bude s nim
spolupracovat v radmci vSech postupi zamérenych na
zajisténi dodrZovani téchto doloZek. Dovozce tudaji
zejména souhlasi s tim, Ze bude reagovat na dotazy,
podrobovat se auditim a dodrZovat opatfeni ptijata
dozorovym  dradem, vCetné ndapravnych a
kompenzacnich opatieni. Dozorovému uiadu poskytne
pisemné potvrzeni, Ze byla ptijata nezbytna opatreni.

ODDIL IIT - MISTNI PRAVNI PREDPISY A POVINNOSTI V PRIPADE

PRISTUPU ORGANU VEREJNE MOCI

Dolozka 14

Mistni pravni pfedpisy a postupy majici dopad na

dodrzovani dolozek MODUL 1: Pfedani od spravce

spravci

b)

Strany zarucuji, Ze nemaji divod se domnivat, Ze
pravni predpisy a postupy ve treti zemi urceni, které se
vztahuji na zpracovani osobnich udaji dovozcem
udajti, vcetné jakychkoli pozadavki na zpiistupnéni
osobnich udaji nebo opatfeni, kterymi se povoluje
piistup organim veiejné moci, brani dovozci idaji p¥i
plnéni svych povinnosti podle téchto dolozek. To je
zalozeno na predpokladu, Ze pravni predpisy a
postupy, které respektuji podstatu zakladnich prav a
svobod a neprekracuji to, co je v demokratické
spolecnosti nezbytné a primérené k zajisténi jednoho z
cild uvedenych v ¢l. 23 odst. 1 natizeni (EU) 2016/679,
nejsou v rozporu s témito dolozkami.

Smluvni strany prohlasuji, Ze pii poskytovani zaruky
uvedené v pismenu a) naleZzité zohlednily zejména
nasledujici prvky:

i) konkrétni okolnosti predani, vcetné délky
zpracovatelského retézce, poCtu zapojenych
subjektd a pouZzitych kandlt pro pienos tdajg,
zamysSlené dal$i predani, druh prijemce, ucely
zpracovani, Kkategorie a format predavanych
osobnich udajd, hospodarské odvétvi, v némz se
predavani uskuteciiuje, misto, kde se predané
udaje uchovavaji;

ii) pravni predpisy a postupy treti zemé urceni -

véetné téch, které vyzaduji zptistupnéni tdajd

organim verejné moci nebo povoluji pristup
téchto orgdnd - relevantni sohledem
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()

in light of the specific circumstances of the na konkrétni okolnosti predani, jakoz
transfer, and the applicable limitations and i pouzitelnd omezeni a zaruky (s);
safeguards (s);

(iii) any  relevant contractual, technical or iii) veSkeré prislusné smluvni, technické nebo
organisational safeguards put in place to organizacni zaruky zavedené za ucelem doplnéni
supplement the safeguards under these Clauses, zaruk podle téchto dolozek, vcetné opatieni
including measures applied during transmission uplatiiovanych béhem predani a zpracovani
and to the processing of the personal data in the osobnich idaji v zemi urceni.

country of destination.

The data importer warrants that, in carrying out the c) Dovozce udaji zarucuje, Ze p¥i provadéni posouzeni
assessment under paragraph (b), it has made its best podle pismene b) vynalozil maximalni usili, aby
efforts to provide the data exporter with relevant poskytl vyvozci Udaji relevantni informace, a
information and agrees that it will continue to souhlasi s tim, Ze bude pfi zajiStovani dodrzovani
cooperate with the data exporter in ensuring téchto dolozek s vyvozcem udaji i nadale
compliance with these Clauses. spolupracovat.

(d) The Parties agree to document the assessment under  d) Strany souhlasi, Ze posouzeni podle pismene b)

paragraph (b) and make it available to the competent zdokumentuji a na pozadani zpristupni prislusnému
supervisory authority on request. dozorovému uradu.

(e) The data importer agrees to notify the data exporter  e) Dovozce Udajl souhlasi s tim, Ze neprodlené uvédomi

()

promptly if, after having agreed to these Clauses and vyvozce udajli, pokud ma po vyjadieni souhlasu s
for the duration of the contract, it has reason to believe témito ustanovenimi a po dobu trvani smlouvy divod
that it is or has become subject to laws or practices not se domnivat, Ze se na néj vztahuji, nebo se zacaly
in line with the requirements under paragraph (a), vztahovat pravni predpisy nebo postupy, které nejsou
including following a change in the laws of the third v souladu s pozadavky podle pismene a), a to i po
country or a measure (such as a disclosure request) zméneé v pravnich predpisech tieti zemé nebo opatieni
indicating an application of such laws in practice thatis (jako je napriklad Zadost o poskytnuti udajl), jez
not in line with the requirements in paragraph (a). svéd¢i o tom, Ze uplatiiovani téchto pravnich predpisi

v praxi neni v souladu s pozadavky uvedenymi v
pismeni a).

As regards the impact of such laws and practices on compliance with these Clauses, different elements may be considered as part
of an overall assessment. Such elements may include relevant and documented practical experience with prior instances of
requests for disclosure from public authorities, or the absence of such requests, covering a sufficiently representative time-frame.
This refers in particular to internal records or other documentation, drawn up on a continuous basis in accordance with due
diligence and certified at senior management level, provided that this information can be lawfully shared with third parties. Where
this practical experience is relied upon to conclude that the data importer will not be prevented from complying with these Clauses,
it needs to be supported by other relevant, objective elements, and it is for the Parties to consider carefully whether these elements
together carry sufficient weight, in terms of their reliability and representativeness, to support this conclusion. In particular, the
Parties have to take into account whether their practical experience is corroborated and not contradicted by publicly available or
otherwise accessible, reliable information on the existence or absence of requests within the same sector and/or the application
of the law in practice, such as case law and reports by independent oversight bodies. / Pokud jde o dopad takovych pravnich
predpisid a postupli na dodrzovani téchto dolozek, za soucast celkového posouzeni lze povazovat riizné prvky. Mezi tyto prvky
mohou patfit relevantni a zdokumentované praktické zkusenosti s predchozimi piipady Zadosti o zptistupnéni od organt veiejné
moci nebo neexistence takovych zadosti, které pokryvaji dostatecné reprezentativni ¢asovy ramec. Tyka se to zejména internich
zaznamu nebo jiné dokumentace vypracovavané pribézné v souladu s nalezitou pé¢i a certifikované na trovni vrcholového vedent
za predpokladu, Ze tyto informace lze v souladu s pravnimi predpisy sdilet se tietimi stranami. Pokud se na zakladé této praktické
zkuSenosti dospéje k zavéru, Zze dovozci udaji nebude branéno v dodrzovani téchto doloZek, je tfeba to podporit dalS$imi
relevantnimi, objektivnimi prvKky a je na smluvnich stranach, aby peclivé zvazily, zda tyto prvky maji spole¢né dostatecnou vahu
na podporu tohoto zavéru, pokud jde o jejich spolehlivost a reprezentativnost. Smluvni strany musi zejména zohlednit, zda jsou
jejich praktické zkuSenosti potvrzeny verejné dostupnymi nebo jinak pristupnymi spolehlivymi informacemi o existenci ¢i
neexistenci zadosti ve stejném odvétvi a/nebo o uplatiiovani prava v praxi, jako je napiiklad judikatura a zpravy nezavislych
organtli dohledu, a nejsou s nimi v rozporu.
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(f) Following a notification pursuant to paragraph (e), or

if the data exporter otherwise has reason to believe
that the data importer can no longer fulfil its
obligations under these Clauses, the data exporter
shall promptly identify appropriate measures (e.g.
technical or organisational measures to ensure
security and confidentiality) to be adopted by the
data exporter and/or data importer to address the
situation . The data exporter shall suspend the data
transfer if it considers that no appropriate safeguards
for such transfer can be ensured, or if instructed by
the competent supervisory authority to do so. In this
case, the data exporter shall be entitled to terminate
the contract, insofar as it concerns the processing of
personal data under these Clauses. If the contract
involves more than two Parties, the data exporter
may exercise this right to termination only with
respect to the relevant Party, unless the Parties have
agreed otherwise. Where the contract is terminated
pursuant to this Clause, Clause 16(d) and (e) shall

apply.

Clause 15

Obligations of the data importer in case of access by
public authorities

MODULE ONE: Transfer controller to controller

f) Po oznameni podle pismene e), nebo pokud ma

vyvozce udajl jinak diivod se domnivat, Ze dovozce
udaji jiz nemize plnit své povinnosti na zakladé
téchto dolozek, vyvozce udaji neprodlené urci
vhodna opatreni (napt. technickd nebo organizacni
opatteni k zajisténi bezpecnosti a divérnosti), ktera
ma prijmout vyvozce Udaji a/nebo dovozce udaji k
feSeni situace. Vyvozce udajii pozastavi piredavani
udajii, pokud se domniva, Ze pro toto predavani
nemohou byt zajiStény zadné vhodné zaruky, nebo
pokud mu da pokyn prislusny dozorovy uiad. Vtomto
piipadé je vyvozce udaji opravnén vypovédét
smlouvu, pokud jde o zpracovani osobnich udajt
podle téchto doloZek. Jestlize smlouva zahrnuje vice
neZz dvé smluvni strany, mlze vyvozce Udaji toto
pravo na vypovézeni uplatnit pouze ve vztahu k
prislusné strané, pokud se strany nedohodly jinak.
Jestlize je smlouva vypovézena podle této dolozky,
pouZije se dolozka 16 pism. d) a e).

Dolozka 15

Povinnost dovozce adaja v pfipadé pfistupu organu

vefejné moci

15.1 Notification

(a) The data importer agrees to notify the data
exporter and, where possible, the data subject
promptly (if necessary with the help of the data
exporter) if it:

(i) receives a legally binding request from a
public  authority, including judicial
authorities, under the laws of the country of
destination for the disclosure of personal
data transferred pursuant to these Clauses;
such notification shall include information
about the personal data requested, the
requesting authority, the legal basis for the
request and the response provided; or

(i) becomes aware of any direct access by public
authorities to personal data transferred
pursuant to these Clauses in accordance with
the laws of the country of destination; such
notification shall include all information
available to the importer.

MODUL 1: Piedani od spravce spravci

15.1 Oznameni

a) Dovozce udaji souhlasi s tim, Ze neprodlené
uvédomi vyvozce Uidaju, a je-li to mozné, subjekt
udaji (v pripadé potieby s pomoci vyvozce
udajt), pokud:

i) na zakladé pravnich predpisi zemé urceni
obdrzi pravné zavaznou Zzadost od organu
vefejné moci, vfetné soudnich organd, o
zpfistupnéni osobnich 1ddaji ptedanych
podle téchto dolozek; takové oznameni
obsahuje informace o pozZadovanych
osobnich udajich, doZadujicim organu,
pravnim zakladu zadosti a poskytnuté
odpovédi, nebo

ii) se dozvi o jakémkoli pfimém piistupu organti
vefejné moci k osobnim idajim preddvanym
podle téchto doloZek v souladu s pravnimi
predpisy zemé urceni; takové oznameni
obsahuje vSechny informace dostupné
dovozci.
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(b) If the data importer is prohibited from notifying

the data exporter and/or the data subject under
the laws of the country of destination, the data
importer agrees to use its best efforts to obtain a
waiver of the prohibition, with a view to
communicating as much information as possible,
as soon as possible. The data importer agrees to
document its best efforts in order to be able to
demonstrate them on request of the data
exporter.

(c) Where permissible under the laws of the country

of destination, the data importer agrees to
provide the data exporter, at regular intervals for
the duration of the contract, with as much
relevant information as possible on the requests
received (in particular, number of requests, type
of data requested, requesting authority/ies,
whether requests have been challenged and the
outcome of such challenges, etc.).

(d) The data importer agrees to preserve the

information pursuant to paragraphs (a) to (c) for
the duration of the contract and make it available
to the competent supervisory authority on
request.

(e) Paragraphs (a) to (c) are without prejudice to the

obligation of the data importer pursuant to
Clause 14(e) and Clause 16 to inform the data
exporter promptly where it is unable to comply
with these Clauses.

15.2 Review of legality and data minimisation

(a) The data importer agrees to review the legality of

the request for disclosure, in particular whether
it remains within the powers granted to the
requesting public authority, and to challenge the
request if, after careful assessment, it concludes
that there are reasonable grounds to consider
that the request is unlawful under the laws of the
country of destination, applicable obligations
under international law and principles of
international comity. The data importer shall,
under the same conditions, pursue possibilities
of appeal. When challenging a request, the data
importer shall seek interim measures with a view
to suspending the effects of the request until the
competent judicial authority has decided on its
merits. It shall not disclose the personal data
requested until required to do so under the
applicable procedural rules. These requirements
are without prejudice to the obligations of the
data importer under Clause 14(e).

15.2

b)

d)

e)

Pokud je podle pravnich predpisti zemé urceni
dovozci udaji zakdzdno informovat vyvozce
udajii a/nebo subjekt udajli, souhlasi dovozce
udaji s tim, Ze za ucelem co nejrychlejsiho
sdéleni co nejvétSiho mnozstvi informaci
vynalozi maximalni usili, aby od tohoto zakazu
bylo upusténo. Dovozce Uidaji souhlasi s tim, Ze
zdokumentuje své maximalni usili, aby je mohl na
Zadost vyvozce udaji prokazat.

Je-li to povoleno pravnimi predpisy zemé urceni,
dovozce idajli souhlasi s tim, Ze bude poskytovat
vyvozci Udaji v pravidelnych intervalech po
dobu trvani smlouvy co nejrelevantnéjsi
informace o prijatych Zzadostech (zejména
informace o poctu zadosti, druhu pozadovanych
udajli, dozadujicim orgdnu nebo organech, zda
byly tyto zadosti napadeny a vysledek takového
napadenti atd.).

Dovozce udaji souhlasi s tim, Ze po dobu trvani
smlouvy bude informace podle pismene a) az c)
uchovavat a na vyzadani je poskytne
prislusnému dozorovému uiadu.

Pismeny a) az c) neni dot¢ena povinnost dovozce
udaji podle dolozky 14 pism. e) a dolozky 16
neprodlené informovat vyvozce Udaji, pokud
neni schopen tyto dolozky dodrzovat.

Pfezkum zikonnosti a minimalizace adajt

a)

Dovozce Udaji souhlasi s tim, Ze piezkouma
zakonnost zadosti o poskytnuti tidajl, zejména
zda neprekrocdila meze pravomoci udélenych
dozadujicimu organu vetejné moci, a Ze zadost
napadne, pokud po peclivém posouzeni dojde k
zavéru, Ze existuji opodstatnéné divody se
domnivat, Ze zZadost je podle pravnich piedpist
zemé urcCeni, platnych zavazki podle
mezinarodniho prava a zasad mezindrodni
zdvorilosti protipravni. Dovozce udaji za
stejnych podminek vyuzivd moznosti odvolani.
Pfi napadeni Zadosti dovozce udaji prijme
predbézna opatreni s cilem pozastavit ucinky
zadosti, dokud prisluSny soudni organ
nerozhodne o jeji opodstatnénosti. Nezpristupni
pozadované osobni udaje, dokud mu takova
povinnost nebude stanovena na zakladé platnych
procesnich pravidel. Témito pozadavky nejsou
dotceny povinnosti dovozce idajli podle dolozky
14 pism. e).
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(b) The data importer agrees to document its legal
assessment and any challenge to the request for
disclosure and, to the extent permissible under
the laws of the country of destination, make the
documentation available to the data exporter. It
shall also make it available to the competent
supervisory authority on request.

(c) The data importer agrees to provide the
minimum amount of information permissible
when responding to a request for disclosure,
based on a reasonable interpretation of the
request.

SECTION IV - FINAL PROVISIONS

Clause 16

Non-compliance with the Clauses and termination

(a)

(b)

The data importer shall promptly inform the data
exporter if it is unable to comply with these Clauses, for
whatever reason.

In the event that the data importer is in breach of these
Clauses or unable to comply with these Clauses, the
data exporter shall suspend the transfer of personal
data to the data importer until compliance is again
ensured or the contract is terminated. This is without
prejudice to Clause 14(f).

The data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of
personal data under these Clauses, where:

(i) the data exporter has suspended the transfer of
personal data to the data importer pursuant to
paragraph (b) and compliance with these Clauses
is not restored within a reasonable time and in any
event within one month of suspension;

(ii) the data importer is in substantial or persistent
breach of these Clauses; or

(iii) the data importer fails to comply with a binding
decision of a competent court or supervisory
authority regarding its obligations under these
Clauses.

In these cases, it shall inform the competent
supervisory authority of such non- compliance. Where
the contract involves more than two Parties, the data
exporter may exercise this right to termination only
with respect to the relevant Party, unless the Parties

a)

b)

b) Dovozce udaji souhlasi s tim, Ze zdokumentuje
své pravni posouzeni i jakékoli napadeni Zadosti
o poskytnuti ddaji a v rozsahu povoleném
pravnimi predpisy zemé urceni zpristupni
dokumentaci vyvozci Udaji. Na pozadani ji
rovnéz zpristupni prisluSnému dozorovému
uradu.

c) Dovozce ddaji souhlasi s poskytnutim
minimalniho piipustného mnozstvi informaci pii
odpovédi na zadost o zpristupnéni, a to na
zakladé priméreného vykladu zadosti.

ODDIL IV - ZAVERECNA USTANOVENI

Dolozka 16

Nedodrzeni dolozZek a vypovézeni

Dovozce udaji neprodlené informuje vyvozce udaji,
pokud neni z jakéhokoli divodu schopen tyto dolozky
dodrzet.

Pokud dovozce tidaji porusi tyto dolozky nebo neni
schopen tyto dolozky dodrzet, vyvozce udaji pozastavi
piedavani osobnich udaji dovozci tdaji, dokud neni
dodrzovani opét zajisténo nebo smlouva vypovézena.
Timto neni dot¢ena dolozka 14 pism. f).

Vyvozce udaji je opravnén vypovédét smlouvu v
rozsahu, v némz se jedna o zpracovani osobnich udaji
podle téchto dolozek, pokud:

i) vyvozce udaji pozastavil predavani osobnich
udajt dovozci udaji podle pism. b) a dodrZovani
téchto doloZek neni v priméfené 1hité a v kazdém
pripadé do jednoho meésice od pozastaveni
obnoveno;

ii) dovozce udaji tyto doloZKy podstatné nebo trvale
porusuje; nebo

iii) dovozce 1udaji nedodrzi zavazné rozhodnuti

prislusného soudu nebo dozorového uradu

tykajiciho se jeho povinnosti podle téchto dolozZek.

V takovych pripadech o nedodrZzeni informuje prislusny
dozorovy urad. Pokud smlouva zahrnuje vice nez dvé
smluvni strany, miize vyvozce udajii toto pravo na
vypoveézeni uplatnit pouze ve vztahu k piislusné strané,
pokud se strany nedohodly jinak.
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have agreed otherwise.

(d) [For Module One: Personal data that has been

(e)

transferred prior to the termination of the contract
pursuant to paragraph (c) shall at the choice of the data
exporter immediately be returned to the data exporter
or deleted in its entirety. The same shall apply to any
copies of the data.] The data importer shall certify the
deletion of the data to the data exporter. Until the data
is deleted or returned, the data importer shall continue
to ensure compliance with these Clauses. In case of
local laws applicable to the data importer that prohibit
the return or deletion of the transferred personal data,
the data importer warrants that it will continue to
ensure compliance with these Clauses and will only
process the data to the extent and for as long as
required under that local law.

Either Party may revoke its agreement to be bound by
these Clauses where (i) the European Commission
adopts a decision pursuant to Article 45(3) of
Regulation (EU) 2016/679 that covers the transfer of
personal data to which these Clauses apply; or (ii)
Regulation (EU) 2016/679 becomes part of the legal
framework of the country to which the personal data is
transferred. This is without prejudice to other
obligations applying to the processing in question
under Regulation (EU) 2016/679.

Clause 17

Governing law

MODULE ONE: Transfer controller to controller

Th

ese Clauses shall be governed by the law of one of the EU

Member States, provided such law allows for third- party
beneficiary rights. The Parties agree that this shall be the
law of the Czech Republic.

Clause 18

Choice of forum and jurisdiction

MODULE ONE: Transfer controller to controller

(a)

(b)

()

(d)

Any dispute arising from these Clauses shall be
resolved by the courts of an EU Member State.

The Parties agree that those shall be the courts of the
Czech Republic.

A data subject may also bring legal proceedings against
the data exporter and/or data importer before the
courts of the Member State in which he/she has
his/her habitual residence.

The Parties agree to submit themselves to the
jurisdiction of such courts.

d)

e)

[V pripadé modulu 1: Osobni udaje, které byly predany
pred vypovézenim smlouvy podle pismene c), musi byt
podle volby vyvozce idajli neprodlené vraceny vyvozci
udajii nebo vymazany v celém rozsahu. To samé se
uplatni ve vztahu k veskerym kopiim tdajii.] Dovozce
udajl potvrdi vyvozci dajd, Ze byly udaje vymazany.
Dokud nejsou tidaje vymazany nebo vraceny, dovozce
udajlii nadale zajiStuje soulad s témito dolozkami. V
piipadé, Ze se na dovozce Uidajd vztahuji mistni pravni
predpisy, které mu zakazuji predané osobni udaje
vratit nebo vymazat, dovozce udajl zarucuje, Ze bude i
nadale zajistovat dodrzovani téchto dolozek a bude
udaje zpracovavat pouze v takovém rozsahu a tak
dlouho, jak to uvedené mistni pravo vyzaduje.

Kterakoli ze stran mtiZe odvolat sviij souhlas s tim, Ze
bude vazana témito dolozkami, pokud i) Evropska
komise ptijme rozhodnuti podle ¢l. 45 odst. 3 nafizeni
(EU) 2016/679 tykajici se predavani osobnich udaju,
na které se tyto dolozky vztahuji, nebo ii) se narizeni
(EU) 2016/679 stane soucasti pravniho ramce zemé,
do které jsou osobni udaje predavany. Tim nejsou
dotleny dal$i povinnosti vztahujici se na dotfené
zpracovani podle natizeni (EU) 2016/679.

Dolozka 17

Rozhodné pravo

MODUL 1: Pfedani od spravce spravci

Tyto dolozky se tidi pravem jednoho z ¢lenskych statt EU,
pokud takové pravo umoznuje uplatiiovat prava nalezejici
opravnéné treti strané. Strany se dohodly, Ze se budou Fidit
pravem Ceské republiky.

Dolozka 18

Volba soudu a pfislusnost

MODUL 1: Piedani od spravce spravci

a)

b)

c)

d)

Veskeré spory vyplyvajici z téchto dolozek budou
reSeny soudy clenského statu EU.

Strany se dohodly, Ze se budou Fidit soudy Ceské
republiky.

Subjekt idaji miiZe rovnéz zahajit soudni fizeni proti
vyvozci udaji a/nebo dovozci Udaji pred soudy
clenského statu, v némz ma subjekt udaji své obvyklé
bydlisteé.

Smluvni strany se dohodly, Ze se prislusnosti téchto
soudti podridi.
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APPENDIX

EXPLANATORY NOTE:

It must be possible to clearly distinguish the
information applicable to each transfer or category of
transfers and, in this regard, to determine the
respective role(s) of the Parties as data exporter(s)
and/or data importer(s). This does not necessarily
require completing and signing separate appendices
for each transfer/category of transfers and/or
contractual relationship, where this transparency can
achieved through one appendix. However, where
necessary to ensure sufficient clarity, separate
appendices should be used.

ANNEX1

A. LIST OF PARTIES
MODULE ONE: Transfer controller to controller

Data exporter(s): [Identity and contact details of the data
exporter(s) and, where applicable, of its/their data protection
officer and/or representative in the European Union]

1. Name: Vojenska nemocnice Brno, p.o.
Address: Zabrdovicka 3,615 00 Brno, Czech Republic

Contact person’s name, position and contact details:

Activities relevant to the data transferred under these
Clauses: Transfer of personal data to data importer as
necessary for data importer to perform clinical research.

Name: plk. g§t. MUDr. Vaclav Masopust, Ph.D., MBA,
LL.M, DBA

Title: Director

Role: controller for Module 1

DODATEK

VYSVETLIVKY:

Musi byt mozné jasné rozlisit informace, které se
vztahuji na kazdé predani nebo kazdou kategorii
preddni, a v tomto ohledu urcit prisluSnou
ulohu/prislusné tlohy stran v  postaveni
vyvozce/vyvozcl udaji a/nebo dovozce/dovozcl
udajli. To nemusi nutné vyzadovat vyplnéni a
podepsani samostatnych dodatkd pro Kkazdé
predani/kategorii predani a/nebo smluvni vztah,
pokud Ize této transparentnosti dosahnout
prostrednictvim jednoho dodatku. Pokud je to vSak
nutné k zajisténi dostatecné srozumitelnosti, mély
by se pouZzit samostatné dodatky.

PRILOHA I

A. SEZNAM SMLUVNICH STRAN

MODUL 1: Pfedani od spravce spravci

Vyvozce (vyvozci) udaji: [TotoZnost a kontaktni idaje
vyvozce/vyvozci udaji a v prislusném pripadé jeho/jejich
povérence pro ochranu osobnich tdajii a/nebo zdstupce v
Evropské unii]

1. Jméno/nazev: Vojenska nemocnice Brno, p.o.
Adresa: Zabrdovicka 3, 615 00 Brno, Ceska republika

Jméno, funkce a kontaktni idaje kontaktni osoby:

Cinnosti relevantni pro predavani tdaji na zakladé
téchto dolozek: Predavani osobnich udaji dovozci
udajli, pokud je to nezbytné pro dovozce udaji k
provadeéni klinického vyzkumu.

Jméno: plk. g§t. MUDr. Vaclav Masopust, Ph.D., MBA,
LL.M, DBA

Funkce: reditel

Uloha: Spravce pro modul 1
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Data importer(s): [/dentity and contact details of the
data importer(s), including any contact person with
responsibility for data protection]

1. Name: Akros Pharma Inc.

Address: 302 Carnegie Center, Suite 300, Princeton, N]J
08540, USA

Contact ierson’s name, position and contact details:

Activities relevant to the data transferred under these
Clauses: To conduct and manage clinical trials, perform
analysis and reporting of the results, ensure safety
monitoring, fulfill regulatory requirements, and any
other activities necessary for the successful conduct and
analysis of the clinical trials and research and
development thereafter of the drugs and compounds
used in the clinical trials.

ICON Clinical Research Limited signs on behalf of
AKROS by virtue of Power of Attorney

Name: [N

Title:

Role: controller

DESCRIPTION OF TRANSFER

MODULE ONE: Transfer controller to controller
Categories of data subjects whose personal data is
transferred

Healthcare professionals

Patients

Patients’ babies (in case of pregnant patient or
pregnant partner of a patient)

Categories of personal data transferred

Dovozce nebo dovozci tdaji: [Totoznost a
kontaktni tdaje dovozce/dovozcii udaji, vcetné
jakékoli kontaktni osoby, kterd je odpovédnd za
ochranu tdajii]

1. Jméno/nazev: Akros Pharma Inc.

Adresa: 302 Carnegie Center, Suite 300, Princeton, N]J
08540, USA

Jméno, funkce a kontaktni idaje kontaktni osoby:

Cinnosti relevantni pro predavani udaji na zakladé
téchto dolozek: Provadéni a fizeni klinickych hodnoceni,
provadéni analyz a podavani zprav o vysledcich,
zajisténi monitorovani bezpecnosti, plnéni regulacnich
pozadavkd a jakékoli dalsi Cinnosti nezbytnych pro
uspésné provadéni a analyzu klinickych hodnoceni a
nasledny vyzkum a vyvoj 1é¢iv a sloucenin pouzivanych
v klinickych hodnocenich.

ICON Clinical Research Limited podepisuje jménem
AKROS na zakladé plné moci

Uloha: Spravce

POPIS PREDANTI
MODUL 1: Pfedani od spravce spravci

Kategorie subjektii tidajii, jejichZ osobni tidaje se
preddvaji

Zdravotnicti pracovnici

Pacienti

Déti pacientt (v pripadé t€hotné pacientky nebo
téhotné partnerky pacienta)

Kategorie preddvanych osobnich tdaji
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For healthcare professionals:

- Name, work contact details (address, telephone
number and email address);

- CV including work experience, qualifications,
registrations and memberships;

- Bankaccount details for payment processing (if the
professional is paid by Sponsor or Icon); and

- Periodic financial disclosure forms if the
professional meets the criteria to complete the US
Food and Drug Administration (FDA) Form 1572
reporting requirements or equivalent local law
requirements.

For patients (including patients’ babies):

- Subject ID number;

- Gender (if authorized by local laws);

- Year of birth/age;

- Laboratory and echocardiography imaging data;
and

- Outcome of the pregnancy, body weight and height
of the patient’s baby.

Sensitive data transferred (if applicable) and applied
restrictions or safeguards that fully take into
consideration the nature of the data and the risks
involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having
followed specialised training), keeping a record of access
to the data, restrictions for onward transfers or
additional security measures.

For patients (including patients’ babies):

- Health data; and

- Racial or ethnic origins (if authorized by local
laws).

The frequency of the transfer (e.g. whether the data is
transferred on a one-off or continuous basis).

The transfer is expected to take place on a continuous
basis, unless agreements or instructions establish
otherwise.

Nature of the processing

The personal data transferred (or otherwise made
available) by the Data Exporter to the Data Importer
may be subject to the following processing activities:
collection, recording, organization, structuring,
storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission,
dissemination or otherwise making available,
alignment or combination, restriction, erasure or
destruction.

Pro zdravotnické pracovniky:

- jméno, pracovni kontaktni idaje (adresa, telefonn{
Cislo a e-mailova adresa);

- zivotopis, ktery bude obsahovat pracovni
zkuSenosti, kvalifikaci, registrace a ¢lenstvi;

- bankovni udaje pro zpracovani plateb (pokud je
odbornik placen zadavatelem nebo spolecnosti
Icon); a

- formulare pro pravidelné zverejiiovani finan¢nich
udaji, pokud odbornik spliiuje kritéria pro
vyplnéni formulafe 1572 amerického Ufadu pro
kontrolu potravin a 1é¢iv (FDA) nebo rovnocenné
pozadavKky mistnich pravnich predpis.

Pro pacienty (véetné déti pacientd):

- identifikacni ¢islo subjektu;

- pohlavi (pokud je povoleno mistnimi pravnimi
piedpisy);

- roknarozeni/veék;

- laboratorni idaje a idaje ze zobrazovaciho
echokardiografického vysSetreni; a

- vysledek téhotenstvi, télesna hmotnost a vyska
ditéte pacienta.

Citlivé tdaje, které se preddvaji (v prislusnych
pripadech), a uplatnénd omezeni nebo zdruky, jeZ plné
zohledrnuji povahu tdajii a souvisejici rizika, napriklad
prisné ucelové omezeni, omezeni pristupu (vcetné
pristupu pouze pro zaméstnance, kteri absolvovali
specializované skoleni), vedeni zdznamu o pristupu k
udajiim, omezeni pro dalsi preddvdni nebo dodateénd
bezpecnostni opatrent.

Pro pacienty (véetné déti pacientt):

- zdravotni udaje; a

- rasovy nebo etnicky ptivod (pokud je povoleno
mistnimi pravnimi ptedpisy).

Cetnost preddvdni (napt. zda jsou udaje preddvdny
Jednordzové nebo priibézné).

Ocekava se, ze predavani bude probihat pribézné,
pokud smlouvy nebo pokyny nestanovi jinak.

Povaha zpracovdni

Osobni tdaje, které vyvozce tidaji predava (nebo jinak
zpristupni) dovozci tdajli, mohou podléhat témto
¢innostem zpracovani: shromazd'ovani,
zaznamenavani, organizace, strukturovani,
uchovavani, prizpiisobovani nebo pozménovani,
vyhledavani, Kkonzultace, pouzivani, zpristupnéni
prenosem, Sifeni nebo jiné zpristupnéni, sefazovani
nebo kombinovani, omezeni, vymaz nebo zniceni.
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Purpose(s) of the data transfer and further processing

- For healthcare professionals: management and
administration of the relationship with the
healthcare professional (including confirming their
qualifications and experience, communicating
about the clinical study, complying with financial
reporting requirements under applicable local laws
in respect of the payments made for the services
provided and conducting training where
applicable);

- For patients: processing of patients data in the
context of the research study for the product JTT-
861 as described in the Informed Consent Form
(ICF), including conducting and overseeing the
study, checking the patient’s suitability to take part
in the study, monitoring the treatment, analyzing
the treatment results and monitoring and reporting
adverse events.

The period for which the personal data will be retained,
or, if that is not possible, the criteria used to determine
that period

The personal data transferred (or otherwise made
available) by the Data Exporter to the Data Importer
will be retained for as long as necessary to perform the
study and this may be up to 25 years once the study has
finished depending on country regulations, as
specifically agreed between the Parties, and in
compliance with applicable legal obligations.

For transfers to (sub-) processors, also specify subject
matter, nature and duration of the processing

Subject matter, nature and duration of the processing
are the same as listed above.

COMPETENT SUPERVISORY AUTHORITY
MODULE ONE: Transfer controller to controller

Identify the competent supervisory authority/ies in
accordance with Clause 13

Uéel nebo ticely pireddni tidajii a dalsi zpracovdni

- Pro zdravotnické pracovniky: Rizeni a sprava
vztahu se zdravotnickym pracovnikem (vcetné
potvrzeni jeho kvalifikace a  zkuSenosti,
komunikace tykajici se klinické studie, dodrzovani
pozadavki na podavani financnich informaci podle
platnych mistnich pravnich ptedpist, pokud jde o
platby provedené za poskytnuté sluzby a pripadné
za provadéni skolent).

- Propacienty: Zpracovani udajii pacientti v kontextu
vyzkumné studie pro pripravek JTT-861, jak je
popsano ve formulari informovaného souhlasu
(FIS), vCetné provadéni studie a dohledu nad studii,
kontroly vhodnosti pacienta k tucasti ve studii,
sledovani 1é¢by, analyzy vysledki 1é¢by a sledovani
a hlaseni nezadoucich ucinka.

Doba, po kterou budou osobni udaje uchovdvdny, nebo
neni-li ji moZné urcit, kritéria pouZitd pro stanoveni této
doby

Osobni udaje, které vyvozce udajii predava (nebo jinak
zpristupni) dovozci udajli, budou uchovany po dobu
nezbytnou k provedeni studie, a to az 25 let po
ukonceni studie v zavislosti na predpisech prislusné
zemé, jak je vyslovné dohodnuto mezi stranami, a v
souladu s platnymi zdkonnymi povinnostmi.

Pokud jde o preddvdni (dil¢im) zpracovateliim, rovnéZ
uved'te predmét, povahu a trvdni zpracovdni

Predmét, povaha a doba zpracovavani jsou stejné jako
ty, jeZ jsou uvedeny vyse.

C. PRISLUSNY DOZOROVY URAD
MODUL 1: Pfedani od spravce spravci

V souladu s doloZkou 13 urcete prislusny dozorovy urad
nebo prislusné dozorové urady.

Office for Personal Data Protection Uiad pro ochranu osobnich tdajt

Utad pro ochranu osobnich tdajt (The office for personal Ufad pro ochranu osobnich tdajt

data protection) Pplk. Sochora 27

Pplk. Sochora 27 170 00 Praha 7

170 00 Praha 7 Ceska republika

Czech Republic

Tel. +420 234 665 111 Tel. +420 234 665 111

ID datové schranky: gkbaaZn ID datové schranky: gkbaaZn

E-mail: posta@uoou.cz .
P E-mail: posta@uoou.cz

Czech Republic Ceska republika
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ANNEX 11

TECHNICAL AND ORGANISATIONAL MEASURES
INCLUDING TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE DATA

MODULE ONE: Transfer controller to controller

EXPLANATORY NOTE:

The technical and organisational measures must be
described in specific (and not generic) terms. See also the
general comment on the first page of the Appendix, in
particular on the need to clearly indicate which measures
apply to each transfer/set of transfers.

For personal data of data subjects in all categories

- Role-Based Access Control (RBAC): Implement
role-based access control within the organization
to restrict access to data, including personal data,
based on the roles and responsibilities of users.
Grant permissions ensuring that users can only
access data they are authorized to see, and
specifically limit access to personal data to those
who require it for legitimate purposes.

- Network Split: There is firewall between internal
LAN and Clinical development LAN, so that general
user doesn’t have access to clinical file server and
other clinical systems.

- User Access Control and Access Control Reviews:
Implement strict user access controls to ensure
that only authorized individuals have access to
sensitive information. Regularly review and
evaluate the effectiveness of these controls to
ensure that access is restricted to authorized
personnel. Consistently review user accounts to
confirm that only appropriate personnel have
access and deactivate accounts that are no longer
needed.

- Regular Data Backups: Perform regular backups of
data, including personal data, and ensure that they
are securely stored in a different location from the
primary data. Keep a copy of the system at an off-
site data center. Schedule the backups to ensure
that data can be restored after an incident. Retain
the backup sets on the file server for 60 days.

- Off-site Backup Storage: Store backup data in a
different location to protect against physical
damage.

- Disaster Recovery and Incident Response Plan:
Develop a comprehensive disaster recovery plan
that includes procedures for restoring personal
data. Develop and maintain an incident response
plan to ensure a quick and effective response to any
data breaches or security incidents. Have a
dedicated incident response team that can act
quickly to restore data availability in case of an
incident.

PRILOHA II

TECHNICKA A ORGANIZACNI OPATRENI VCETNE
TECHNICKYCH A ORGANIZACNICH OPATREN{
K ZAJISTENI BEZPECNOSTI UDAJU

MODUL 1: Piedani od spravce spravci

VYSVETLIVKY:

Technickd a organizacni opatfeni musi byt popsana
konkrétné (nikoli obecné). Viz také obecnou poznamku na
prvni strance dodatku, tykajici se zejména potreby jasné
uvést, ktera opatieni se vztahuji na kazdé jednorazové nebo
souborné predani.

Pro osobni tidaje subjekti tidajd ve vSech kategoriich

- Rizen{ ptistupu na zakladé roli (RBAC): Zavedeni
rizeni pristupu na zakladeé roli v ramci organizace s
cilem omezit pristup k udajlim, véetné osobnich
udajl, na zakladé uloh a povinnosti uZivateld.
Udélit povoleni, ktera zajisti, Ze uzivatelé budou mit
pristup pouze k udajiim, pro které maji opravnéni,
a konkrétné omezit pristup k osobnim tdajlim na
osoby, které je potrebuji pro legitimni ucely.

- Rozdéleni siti: Mezi interni LAN a LAN Kklinického
vyvoje je firewall, takze bézny uZzivatel nema
piistup k serveru Kklinickych soubord a dal$im
Klinickym systémtim.

- Rizen{ piistupu uZivatelti a prezkoumani fizeni
pristupu: Zavedeni prisné kontroly pristupu
uzivatelli, aby bylo =zajisténo, Ze k citlivym
informacim budou mit pristup pouze opravnéné
osoby. Pravidelnd kontrola a vyhodnocovani
ucinnosti téchto kontrol, aby bylo zajiSténo, Ze je
pristup omezen na opravnéné osoby. Soustavna
kontrola uzivatelskych 0ctd, aby bylo potvrzeno, Ze
pristup maji pouze piislusni pracovnici, a
deaktivace Uctt, které jiz nejsou potieba.

- Pravidelné zalohovani dat: Provadéni pravidelného
zalohovani dat, véetné osobnich dat, a zajiSténi, aby
byla bezpecné uloZena na jiném misté nez primarni
data. Uchovavani kopie systému v datovém centru
mimo pracovisté. Planované zalohovani, aby bylo
zajiSténa moznost obnoveni dat po incidentu.
Uchovavani sad zaloh na souborovém serveru po
dobu 60 dnt.

- Zalozni aloZiSté mimo pracovisté: UloZeni
zalohovanych Udaji na jiném misté, aby byly
chranény pred fyzickym poSkozenim.

- Plan obnoveni dat po havarii a odezvy na incidenty:
Vypracovani komplexniho planu obnoveni dat po
havarii, ktery zahrnuje postupy pro obnoveni
osobnich udaji. Vytvoreni a udrzovani planu
odezvy na incidenty, aby byla zajiSténa rychla a
efektivni odezva na jakékoli poruseni zabezpeceni
udaji nebo bezpeénostni incidenty. Ustanoveni
vyhrazeného tymu pro odezvu na incidenty, ktery
je schopen rychle jednat a obnovit dostupnost
udajt v ptipadé incidentu.
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Regular Testing of Recovery Procedures:
Periodically test the recovery procedures to ensure
they are effective in restoring data.

Fault Tolerant Hardware: Employ fault-tolerant
hardware to minimize downtime and maintain
data availability during a physical or technical
incident.

Data Recovery Tools: Invest in data recovery tools
and services that can assist in retrieving lost or
corrupted data.

Penetration Testing: Regularly conduct
penetration testing, at least every 3 to 5 years, to
evaluate the resilience and effectiveness of security
systems and the security of the network by
simulating cyberattacks.

User Activity Monitoring and Logs with LAN
ScopeCAT: Use LAN ScopeCAT to monitor and
record user activity. In addition, maintain logs of
these user activities for reviewing and auditing
purposes.

Power-on Password and Windows User Account
Security:For laptop PCs, require a password when
powering on to ensure unauthorized users cannot
access the system. Additionally, for Windows PCs,
require users to have unique usernames and
passwords that are at least 8 characters long for
identification and authorization purposes.
Passwords must be changed every 90 days, and the
last three passwords cannot be reused.

Virtual Private Networks (VPNs) Security and
Usage: Utilize Virtual Private Networks (VPNs) to
establish secure and encrypted communication
channels over the internet for remote access such
as working from home. Require users to have
unique usernames and passwords that are at least
8 characters long for identification and
authorization purposes when connecting via VPN.
Passwords must be changed every 30 days, and the
last password cannot be reused. We use Fortinet's
FortiGate 100F for our New Jersey location and
FortiGate 100E for our California data center, both
with maintenance contracts for firmware and
hardware replacement. To further ensure security,
PCs must be registered in Fortinet's Endpoint
Management System (EMS), and only registered
PCs are allowed to connect to the VPN. Additionally,
use Secure Sockets Layer (SSL) encryption to
secure data during transmission over the VPN.

BitLocker Encryption at laptop PC: Encrypt whole
internal hard drive on physical laptop by Windows
BitLocker to ensure that it is unreadable without
the appropriate Recovery keys.

Restricted Access Zones: Limit access to areas
where personal data is processed to authorized

Pravidelné testovani postupd obnoveni: Pravidelné
testovani postupid obnoveni, aby bylo zajiSténo, Ze
jsou ucinné pri obnoveni dat.

Hardware odolny vic¢i chybam: Pouzivani
hardwaru odolného proti chybam pro minimalizaci
prostojii a zachovani dostupnosti udaji béhem
fyzického nebo technického incidentu.

Nastroje pro obnoveni dat: Investice do nastroji a
sluzeb pro obnoveni dat, které mohou pomoci pri
ziskani ztracenych nebo poskozenych dat.

Penetracni testy: Pravidelné provadéni
penetracnich testd alesporni jednou za 3 az 5 let pro
vyhodnoceni odolnosti a efektivity bezpec¢nostnich
systéml a zabezpeleni sité pomoci simulace
kybernetickych utokd.

Monitorovani aktivity a prihlasovani uzivatele
pomoci LAN ScopeCAT: Pouziti LAN ScopeCAT k
monitorovani a zaznamenavani aktivity uzivateld.
Dale uchovavani zdznamt o téchto uZzivatelskych
aktivitach pro ucely kontroly a auditu.

Heslo pro zapnuti a zabezpeceni uzZivatelského uctu
systému Windows: U notebookl bude p¥i zapnuti
vyZadovano heslo, aby bylo zajisténo, Ze k systému
nebudou mit pristup neopravnéni uzivatelé. U
pocitaci se systémem Windows bude dale
vyzadovano, aby wuzivatelé méli jedinec¢na
uzivatelska jména a hesla pro ucely identifikace a
opravnéni, kterd budou mit nejméné 8 znakd. Hesla
musi byt ménéna kazdych 90 dni a posledni tfi
hesla nesmi byt pouzita znovu.

Zabezpeceni a pouziti virtudlnich privatnich siti
(VPN): Pro vzdaleny piistup pres internet, jako je
prace zdomova, budou vyuZzivany virtualni privatni
sité (VPN) k vytvoreni bezpec¢nych a Sifrovanych
komunika¢nich kanalG. Bude vyzZadovano, aby
uzivatelé méli pri pripojeni pires VPN jedine¢na
uzivatelska jména a hesla pro ucely identifikace a
opravnéni, kterda budou mit nejméné 8 znakd. Hesla
musi byt ménéna kazdych 30 dni a posledni heslo
nesmi byt pouZzito znovu. Pro nase sidlo v New
Jersey pouzivame Fortinet FortiGate 100F a pro
nase datové centrum v Kalifornii pouzivame
FortiGate 100E, a to se smlouvami o udrzbé pro
firmware i vyménu hardwaru. Pro dal$i zajiSténi
bezpecnosti musi byt osobni pocitace
zaregistrovany v systému spravy koncovych bodi
(EMS) spolecnosti Fortinet a k VPN se mohou
pripojit  pouze registrované pocitate. K
zabezpeceni dat béhem prenosu pres VPN bude
dale pouzivano Sifrovani SSL (Secure Sockets
Layer).

Sifrovani BitLocker na notebooku: Sifrovani celého
interntho pevného disku na notebooku pomoci
nastroje Windows BitLocker, aby bylo zajiSténo, Ze
bude bez prislusnych kli¢d pro obnoveni necitelny.

Z6ny s omezenym pristupem: Omezeni piistupu do
prostor, kde jsou osobni udaje zpracovavany,
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personnel only.

Security Surveillance: Deploy security surveillance
cameras at key locations to monitor and secure the
premises.

Machine Room Physical Security: Ensure physical
security measures such as secure locks and
restricted machine room access to protect data
storage devices.

Visitor Logging and Identification: Maintain a log of
all visitors and ensure they wear identification
badges while on the premises.

Secure Disposal: Ensure the secure disposal of both
physical and digital media containing personal data
when they are no longer needed. Implement strict
procedures where paper documents containing
personal information are shredded before disposal.
Additionally, make sure that electronic storage
devices are securely erased to prevent
unauthorized access to sensitive information.

Mobile Device Management: Implement policies for
the use of company smart phone that access email.
Personal mobile device is not allowed to access any
data.

Integrated Security Monitoring and Response:
Employ specialized log management tools for
collecting, storing, analyzing, and visualizing log
data, enhancing security and compliance.
Implement a Security Operation Center (SOC) to
monitor logs from Firewalls at NJ and CA data
centers. SOC analyzes the logs and detects any
attacks from outside, with Akros IT taking
necessary actions such as registering the source IP
in block lists for future attacks. Additionally, for
behavior monitoring, install CrowdStrike's Falcon
agent on all PCs and servers. The SOC will monitor
alerts and take necessary actions if any alerts are
triggered, ensuring a comprehensive and proactive
approach to security.

"Implementing Security Patches: Regularly apply
security patches to fix vulnerabilities in system
configurations and software. Maintain the record.

Least Privilege Principle in Configuration:
Configure systems so that users and processes have
the minimum levels of access necessary to perform
their tasks.

Configuration Backups: Regularly back up system
configurations to facilitate recovery in case of
system failure or corruption.

Data Protection Governance and Compliance:
Appoint a Data Protection Officer (DPO)
responsible for overseeing data protection strategy
and implementation to ensure compliance with
GDPR requirements. Additionally, conduct Data

pouze na opravnéné pracovniky.

Bezpecnostni dohled: Rozmisténi bezpecnostnich
kamer na klicovych mistech pro monitorovani a
zabezpeceni prostor.

Fyzické zabezpeceni strojovny: Zajisténi fyzickych
bezpecnostnich opatieni pro ochranu zatizeni pro
ukladani dat, jako jsou bezpecné zdmky a omezeny
pristup do strojovny.

Zaznamenavani a identifikace navstévnikl: Vedeni
zaznaml o vSech navs$tévnicich a zajisténi, aby
béhem pobytu v prostorach nosili identifikacni
Stitky.

Bezpecnd likvidace: ZajiSténi bezpecné likvidace
fyzickych i digitalnich médii obsahujicich osobni
udaje, pokud jiZ nejsou potieba. Zavedeni prisnych
postupi pied likvidaci papirovych dokumentd tam,
kde jsou papirové dokumenty skartovavany. Dale
bude zajisténo bezpecné vymazani elektronickych
pamétovych zatizeni, aby bylo zabranéno
neopravnénému pristupu k citlivym informacim.
Sprava mobilnich zafizeni: Zavedeni zasad pro
pouzivani firemniho chytrého telefonu, ktery
umozinuje pristup do e-mailu. Pristup k udajim
pomoci osobniho mobilniho zatizeni neni povolen.

Integrované sledovani zabezpecleni a odezvy:
Pouzivani specializovanych nastroji pro spravu
protokoli pro shromazdovani, uchovavani,
analyzu a zobrazovani dat protokold, zvySovani
zabezpeeni a dodrZovani piedpist. Vytvoreni
bezpecnostniho dohledového centra (SOC) pro
monitorovani protokold z firewalld v datovych
centrech v New Jersey a Kalifornii. SOC analyzuje
protokoly a detekuje jakékoli externi tutoky;
spolecnost Akros IT prijme nezbytna opatieni, jako
je registrace zdrojové IP adresy v seznamech
blokovanych adres, pro budouci utoky. Dale
instalace platformy Falcon spolec¢nosti
CrowdStrike na vSechny pocitace a servery pro
monitorovani chovani. SOC bude monitorovat
vystrahy a prijimat nezbytna opatreni, pokud
budou spustény néjaké vystrahy, coz zajisti
komplexni a proaktivni pristup k zabezpeceni.

Implementace bezpecnostnich oprav: Pravidelné
pouzivani bezpecnostnich oprav k odstranéni
zranitelnych mist v Kkonfiguracich systému a
softwaru. Vedeni zaznamd.

Princip nejmenSich privilegifi v konfiguraci:
Konfigurace systémil tak, aby uzivatelé a procesy
méli minimalni drovné pristupu nezbytné k plnéni
ukold.

Zalohy  konfigurace: Pravidelné zalohovani
konfigurace systému, coZ usnadni obnoveni v
pripadé selhani nebo poSkozeni systému.

Sprava ochrany udaji a dodrzovani predpist:
Jmenovani povéience pro ochranu osobnich tdajt
(DPO) odpovédného za dohled nad strategii a
implementaci ochrany osobnich udaji s cilem
zajistit dodrZzovani pozadavkd GDPR. Dale se bude
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Protection Impact Assessments (DPIAs) to identify
and minimize data protection risks in new projects
or processes as necessary. Have in place a GDPR
policy and enter into Data Protection Agreements
(DPAs) as necessary to ensure that data handling
practices are compliant with data protection laws
and regulations.

Establishing Data Breach Response Protocols:
Create and implement procedures for identifying,
reporting, and managing data breaches.

Data Retention Policy: Establish and enforce a data
retention policy specifying the duration for which
personal data can be stored and the conditions for
its deletion.

For personal data of patients and patients’ babies (in

podle potifeby provadét posouzeni vlivu na
ochranu osobnich udaji (DPIA) s cilem zjistit a
minimalizovat rizika spojena s ochranou osobnich
udajli v novych projektech nebo postupech. Podle
pottfeby budou zavedeny zadsady GDPR a uzavieny
smlouvy o ochrané osobnich tdaji (DPA), aby bylo
zajisténo, Ze postupy naklddani s udaji budou v
souladu se zakony a predpisy o ochrané osobnich
udaju.

Zavedeni protokoli odezvy na poruSeni
zabezpeCeni osobnich udaji: Vytvoreni a
implementace postupt pro identifikaci, hlaseni a
fizeni naru$eni zabezpeceni idaju.

Zasady uchovavani udaji: Zavedeni a prosazovani
zasad uchovavani udaji, které stanovi dobu, po
kterou mohou byt osobni udaje uchovavany, a
podminKky jejich vymazani.

Pro osobni udaje pacientti a déti pacienti (kromé vysSe

addition to the above measures)

Identifiable information such as names, addresses,
social security numbers, or any other directly
identifying details are not collected in our clinical
database. Instead, each subject is assigned with an
unique identifiers (subject ID). These identifiers
allow us to analyze the data while maintaining a
level of anonymity for the subject.

Data Minimisation: Akros Clinical Team ensures
that only the minimum necessary information
required for study result analysis and
interpretation is collected and stored in the clinical
database. This approach reduces the amount of
sensitive data being processed, minimizing the risk
of data breaches and enhancing data protection.

The primary processing of personal data of patients
and patient’ babies is carried out in Rave EDC
(Electronic Data Capture) system provided by
Medidata Solutions Inc.

o Confidentiality: Medidata ensures
confidentiality by implementing robust
measures such as role-based access
controls and user authentication
mechanisms. These measures effectively
restrict access to the clinical database
(Medidata Rave), ensuring that only
authorized individuals can gain entry.

o Integrity: To maintain data integrity,
Medidata implements validation checks
that verify the accuracy and consistency of
the data collected within the clinical
database. Medidata maintains detailed
logs of system activities, including data
modifications. This logging enables the
tracking and monitoring of any
unauthorized changes or tampering,
ensuring data integrity. Medidata
manages and tracks different versions of

uvedenych opati‘eni)

V nasi klinické databazi nejsou shromazdovany
informace, z nichz by bylo mozné zjistit totoznost,
jako jsou jména, adresy, ¢isla socidlniho pojisténi,
ani zadné jiné udaje, z nichZ by bylo mozné zjistit
totoZnost primo. Misto toho je kazdému subjektu
pridélen jedine¢ny identifika¢ni idaj (ID subjektu).
Tyto identifikacni idaje ndm umoziuji analyzovat
data pti zachovani irovné anonymity subjektu.
Minimalizace dat: Klinicky tym spolec¢nosti Akros
zajiStuje, Ze v klinické databazi budou
shromazd'ovany a ukladadny pouze minimalni
informace nezbytné pro analyzu a interpretaci
vysledkl studie. Tento pristup sniZuje mnoZstvi
zpracovavanych citlivych daji, minimalizuje
riziko narusSeni zabezpeCeni udaji a zvysSuje
ochranu udajd.

Primarni zpracovani osobnich tidajt pacientd a déti

pacienti se provadi v systému Rave EDC

(elektronicky systém pro zaznamenadvani udaji)

poskytovaném spole¢nosti Medidata Solutions Inc.

o Dlvérnost informaci: Spolec¢nost
Medidata zajistuje divérnost informaci
zavedenim robustnich opatreni, jako jsou
kontroly pristupu zalozené na rolich a
mechanismy ovérovani uzivateld. Tato
opatfeni uCinné omezuji pristup do
klinické databdze (Medidata Rave) a
zajistuji, ze do databaze mohou vstoupit
pouze opravnéné osoby.

o Integrita: V zajmu zachovani integrity
zavadi spolecnost Medidata validacni
kontroly pro zachovani integrity dat, které
ovéruji presnost a konzistentnost udajd
shromazdénych v Kklinické databazi.
Spole¢nost Medidata vede podrobné
zaznamy o cinnostech systému, vcetné
modifikaci udajt. Vedeni téchto zaznamd
umoznuje sledovani a monitorovani
neopravnénych zmén nebo manipulace,
coz zajistuje integritu Uidajd. Spolec¢nost
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data and system configurations. This
approach helps maintain data integrity
over time by ensuring that changes are
properly documented and controlled.

Availability: Medidata ensures system
availability by deploying redundant
hardware, network infrastructure, and
data centers. These redundancies
safeguard against hardware or software
failures, minimizing disruptions in service.
Additionally, = Medidata  implements
backup and recovery procedures, enabling
the timely restoration of data and services
in the event of a major disruption or
disaster.

Resilience: To enhance resilience,
Medidata performs routine backups of
data and system configurations. These
backups facilitate recovery and minimize
the risk of data loss in case of unforeseen
incidents. Furthermore, Medidata utilizes
real-time monitoring tools and alerts to
proactively identify potential issues or
abnormalities in the system.

Backup and  recovery:  Medidata
implements robust backup mechanisms to
create regular copies of the data stored in
their systems. Medidata performs
traditional backup as well as site-to-site
electronic replication of data to protect
client data in the event of a disaster. There
is a dedicated disaster recovery site
distant from the production data centers.

Disaster recovery planning: Medidata has
comprehensive disaster recovery plans in
place, which outline the steps and
procedures to be followed in the event of a
major incident. The plan covers: alertlists,
team responsibilities, recovery and
notification  procedures, resumption
plans, installation tasks, work area
checklists and preparedness procedures.
Medidata’s support, product and account
management teams would notify all
customers of unscheduled downtime via
email initially, via phone if the situation
escalates.

Redundancy: Medidata deploys redundant
infrastructure and data centers,
distributing data and services across
multiple data centers. This helps ensure
uninterrupted availability and access to
personal data.

Medidata spravuje a sleduje rizné verze
udaji a Kkonfiguraci systému. Tento
pristup pomédhd udrzovat integritu idaji v
pribéhu cCasu tim, Ze zajistuje Fadné
zdokumentovani a kontrolovani zmén.

Dostupnost: Spolecnost Medidata
zajiStuje dostupnost systému nasazenim
duplicitniho hardwaru, sitové

infrastruktury a datovych center. Tato
duplicitni zarizeni jsou pojistkou proti
selhani hardwaru nebo softwaru a
minimalizuji preruseni provozu.
Spole¢nost Medidata dale implementuje
postupy zalohovani a obnovy, které
umoziuji véasné obnoveni tidaji a sluzeb
v piipadé zavazného naruSeni provozu
nebo havarie.

Odolnost: Pro zvySeni odolnosti provadi
spole¢nost Medidata pravidelné
zalohovani udaji a konfiguraci systému.
Tyto zalohy wusnadiiuji obnoveni a
minimalizuji riziko ztraty udaji v pripadé
nepiredvidanych incidentd. Spole¢nost
Medidata dale vyuzivdA monitorovaci
nastroje a vystrahy v realném case pro
proaktivni  identifikaci  potencialnich
problémi nebo abnormalit v systému.

Zalohovani a obnoveni: Spole¢nost
Medidata zavadi robustni mechanismy
zalohovani pro vytvareni pravidelnych
kopif udajd, které ma uloZeny ve svych
systémech. Spole¢nost Medidata provadi
tradiéni  zalohovani i elektronickou
replikaci Gdaji z jednoho pracovisté na
druhé s cilem chranit udaje klientd v
pripadé havarie. Spole¢nost ma vyhrazené
pracovisté pro obnoveni po havarii, které
je vzdalené od produkénich datovych
center.

Planovani obnoveni po havarii: Spole¢nost
Medidata ma zavedeny komplexni plany
na obnoveni po havarii, jez stanovuji
kroky a postupy, které je nutné dodrzovat
v pripadé zavazného incidentu. Tento plan
zahrnuje: seznamy vystrah, povinnosti
tymu, postupy obnoveni a oznamovani,
plany obnoveni ¢innosti, instalacni tkoly,
kontrolni seznamy pro pracovni oblast a
postupy pripravenosti. Tymy podpory a
spravy produktd a uctd spole¢nosti
Medidata by nejdiive upozornily vSechny
zakazniky na neplanovany vypadek e-
mailem, a pokud by situace eskalovala,
upozornily by je telefonicky.

Duplicita: Spolecnost Medidata vyuZziva
duplicitni infrastrukturu a datova centra a
distribuuje tudaje a sluzby pres vice
datovych center. Pomaha to zajistit
nepretrzitou dostupnost a pristup k
osobnim ddajim.
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Testing and  validation: = Medidata
performs regular testing and validation of
their backup and recovery processes to
ensure their effectiveness.

Medidata's  processes include the
following:

. Conduct regular security audits
and assessments to evaluate the
effectiveness of technical and
organizational measures.

= Perform periodic penetration
tests to simulate real-world
attacks and identify potential
weaknesses in the systems. This
helps assess the resilience of the
infrastructure and application
security controls.

= Implement systematic approach
to identify and  address
vulnerabilities in a timely
manner. This includes
infrastructure vulnerability
scans, peer code reviews, static
source code analysis and
dynamic scanning of URLSs.

. Establish a well-defined incident
response program to handle
security incidents effectively.
This plan should outline the steps
to be taken, roles and
responsibilities of the incident
response team, communication
protocols, and strategies for
containment, investigation, and
recovery.

= Implement real-time and
continuous monitoring systems
to detect and respond to security
events promptly.

. Adhere to relevant regulatory
requirements and  industry
standards for data security and
privacy. This includes regularly
reviewing and updating security
measures to align with changing
regulations and standards.

User Access Control: Medidata Rave
enforces the use of unique usernames and
strong passwords for user identification
and authorization. To enhance security,
passwords are rotated every 90 days.
Additionally, Multi-Factor Authentication
(MFA) is adopted, providing an extra layer

Testovani a validace: Spole¢nost Medidata
provadi pravidelné testovani a validaci
svych procest zalohovani a obnoveni, aby
byla zajiSténa jejich tcinnost.

Procesy spoletnosti Medidata zahrnuji:

= provadeéni pravidelnych auditl a
hodnoceni  zabezpeceni pro
vyhodnoceni ucinnosti
technickych a organizacnich
opatreni.

] provadéni pravidelnych

penetracnich testi pro simulaci
utokd v redlném svété a
identifikaci potencialnich slabych
mist v systémech. To pomaha
vyhodnotit odolnost
infrastruktury a kontroly
zabezpeceni aplikaci.

] zavedeni systematického
pristupu k vcasnému zjisténi a
feSeni zranitelnych mist. Tento
postup  zahrnuje  skenovani
zranitelnosti infrastruktury,
vzajemné hodnoceni  kddu,
statickou analyzu zdrojovych
kédli a dynamické skenovani
adres URL.

] vytvoreni dobie definovaného
programu odezvy na incidenty
pro efektivni reSeni
bezpetnostnich incidentl. Tento
plan by mél stanovit kroky, které
je  nutné ucinit, role a
odpovédnosti tymu pro odezvy
na incidenty,  komunikac¢ni
protokoly a  strategie pro
zamezeni Sifeni, prosetreni a
obnovenf.

= zavedeni systémi soustavného
monitorovani v redlném case pro
rychlé detekovani
bezpecnostnich udalosti a reakce
na tyto udalosti.

. dodrZovani prislu$nych
regulac¢nich pozadavki a
oborovych standardi pro
zabezpeceni Udaji a soukromi.
Zahrnuje to pravidelnou kontrolu
a aktualizaci bezpecnostnich
opatieni, aby byly v souladu s
ménicimi se  predpisy a
standardy.

Kontrola uzivatelského ptistupu:

Medidata Rave prosazuje pouZzivani

jedine¢nych uZivatelskych jmen a silnych

hesel pro identifikaci a autorizaci
uzivatell. Pro zvySeni zabezpecleni se
hesla méni kazdych 90 dni. Dale je
zavedeno vicefaktorové ovérovani (MFA),
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of security to wuser authentication.
Moreover, the system automatically logs
users out after a period of inactivity,
protecting against unauthorized access.

Transmission  Security:  All  data
transmission in Medidata, whether
internal or external, is encrypted using
Transport  Layer  Security  (TLS).
Encryption ensures that the data is
protected from unauthorized interception
or tampering.

Data Encryption: Encryption is enabled at
the storage unit level and is affected
through hardware. For the Rave EDC data
stores, the Storage Area Network uses
256-bit Advanced Encryption Standard
(AES) keys, using a proprietary key
management system.

Regular data backup: Medidata also
follows regular data backup processes to
create copies of the stored data. This helps
to safeguard against data loss and ensures
data availability in case of unexpected
incidents. To further enhance data
availability and resilience, Medidata
implements redundant storage systems to
ensure data availability and minimize the
risk of data loss.

All Medidata data and systems are housed
in TIA Level 3+ data centers in order to
provide state-of-the-art protections at the
front door. All data centers are unmarked
with unpublished addresses, cameras
with digital recorders, 24x7 uniformed
guards, biometrics, mandatory photo-id
smart cards, environmental sensors and
more. Medidata's corporate sites are
similar, with tight access control
uniformly  throughout the  entire
environment.

Within Data Center Suite, access is
restricted to authorized personnel by
means of a card reader on the Cage door,
using the internal access card.

Medidata implements a centralized
logging system to collect and store logs
from various sources in one place,
enabling better monitoring and analysis.
Additionally, they utilize specialized log
management tools for collect and analyze
operating systems and application logs for
security events.

Medidata uses centralized configuration

které poskytuje dalsi vrstvu zabezpeceni
ovérovani uzivatele. Systém kromé toho
uzivatele po urcité dobé necinnosti
automaticky odhlasi, ¢imZz zajistuje
ochranu pred neopravnénym pristupem.
Zabezpeceni predavani udaji: VesSkeré
externi i interni preddvani Udajia ve
spolecnosti Medidata je Sifrovano pomoci
protokolu TLS (Transport Layer Security).
Sifrovani zaji$tuje ochranu tdajii pied
neopravnénym zachycenim nebo
manipulaci.

Sifrovani udaji: Sifrovani je povoleno na
urovni ulozisté a je ovliviiovano
hardwarem. Sit SAN (Storage Area
Network) pouZziva pro tloZisté udajt Rave
EDC 256bitové Sifrovaci Kklice AES
(Advanced Encryption Standard), a to
pomoci patentové chranéného systému
spravy Sifrovacich kli¢d.

Pravidelné zalohovani udajli: Spolec¢nost
Medidata také provadi pravidelné
zalohovani udajii, a vytvari tak kopie
uloZenych udaji. Zalohovani napomaha
pii ochrané pred ztratou udaji a zajistuje
jejich dostupnost \% pripadé
neocekdvanych incidentl. Pro dalsi
zlepSeni dostupnosti a odolnosti tUdajd
spolecnost Medidata zavadi duplicitni
ulozné systémy, které zajistuji dostupnost
udajt a minimalizuji riziko jejich ztraty.
VSechny udaje a systémy spolecnosti
Medidata jsou umistény v datovych
centrech Urovné hodnoceni 3+ dle TIA,
ktera poskytuji nejmodernéjsi vstupni
ochranu. VsSechna datova centra jsou
neoznacend a maji nepublikované adresy,
jsou vybavena kamerami s digitalnim
zaznamem, nepretrzité chranéna
uniformovanou  ostrahou,  vyuzivaji
biometrické idaje a povinné ¢ipové karty
s identifikacni fotografii, ¢idla v prostiedi
atd. Pracovisté spolec¢nosti Medidata jsou
podobna, a to s prisnou jednotnou
kontrolou pristupu na celém pracovisti.

V datovém centru je pristup omezen na
opravnény personal pouzivajici interni
pristupovou kartou, ktera je kontrolovana
pomoci ¢tecky karet na dverich.

Spolec¢nost Medidata zavadi
centralizovany systém protokolovani pro
shromazd’ovani a uchovavani protokold z
riznych zdrojli na jednom misté, coz
umoznuje lepsi sledovani a analyzu.
Spole¢nost dale vyuzivd specializované
nastroje pro spravu protokold pro
shromazd’'ovani a analyzu operacnich
systémil a zdznamd z aplikaci pro ucely
bezpecnostnich udalosti.

Spole¢nost Medidata pouZziva nastroje pro
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management tools to maintain consistent
system configurations across systems. In
addition, Medidata follows a regular patch
management process to apply security
patches and updates to their systems and
software. Medidata maintains proper
documentation for all new releases,
including a log of changes. This
documentation helps track  and
communicate the modifications made
during each release, providing
transparency and accountability for any
configuration changes.

o Data Audit Trails: Medidata Rave
maintains comprehensive audit trails that
track and document any changes or
modifications made to the data. This
practice ensures transparency,
traceability, and accountability in data
management processes, allowing for
thorough monitoring and auditing of data
activities.

o Data Validation: In Medidata Rave, Akros
implements programed edit checks to
validate the accuracy and completeness of
entered data. This includes range checks,
format validations, and logical consistency
checks. These validation measures ensure
the integrity and reliability of the collected
data.

RBAC: RBAC is implemented in Medidata Rave.
Specific users are granted role-based access to the
clinical database for a particular study within the
Electronic Data Capture system, as required. User
accounts are set up in the EDC system through
Medidata, which allows users to authenticate with
a single set of credentials and gain access to
multiple related systems. The roles and user list for
the study are maintained by the Akros clinical data
management team.

Once the study is concluded and the database lock
has been confirmed, Akros clinical data
management team revoke EDC access for all non-
Akros users, ensuring that only authorized
individuals retain access to the system.

SOP Review, Training, and User Education: Akros
regularly reviews and updates its Standard
Operating Procedures (SOPs) to align with best
practices and regulatory requirements.
Comprehensive training is provided to all
employees, including data entry personnel,
focusing on data collection standards, protocols,
SOPs, and role-specific data quality standards.
Periodic training sessions ensure employees'
understanding of and adherence to data quality and
security protocols, promoting consistent, accurate,
and compliant processes while fostering
accountability throughout the organization.

centralizovanou spravu konfiguraci k
zachovani konzistentnich konfiguraci
systému ve vSech systémech. Spole¢nost
Medidata dale dodrzuje postup
pravidelnych  bezpecnostnich  oprav,
kterym provadi bezpecnostni opravy a
aktualizace svych systéml a softwaru.
Spolecnost Medidata vede tadnou
dokumentaci pro vSechny nové verze,
vcetné protokolu Zmeén. Tato
dokumentace pomaha sledovat a sdélovat
zmény provedené v kazdé verzi, ¢imz
zajiStuje transparentnost a odpovédnost
za jakékoli zmény konfigurace.

o Datové auditni stopy: Medidata Rave
zachovava komplexni auditni stopy, které
sleduji a dokladaji veSkeré zmény nebo
upravy provedené v udajich. Tato praxe
zajiStuje transparentnost, sledovatelnost
a odpovédnost v procesech spravy udajd,
coz umoziiuje diikladné sledovani a audit
aktivit v udajich.

o Validace udajti: Akros provadi v Medidata
Rave naprogramované kontroly tiprav pro
ovéreni presnosti a uplnosti zadanych
udaji. Zahrnuje to kontroly rozsahu,
validaci formatu a logické kontroly
konzistentnosti. Tato valida¢ni opatieni
zajiStuji  integritu a  spolehlivost
shromazdénych udaju.

RBAC: V Medidata Rave je zavedeno RBAC. Urcitym
uzivatellim je v rdmci systému EDC podle potieby
udélen pristup do klinické databaze pro konkrétni
studii. Uzivatelské ucty jsou v systému EDC
nastaveny prostiednictvim spole¢nosti Medidata,
coZ uzivatelim umoziuje provést ovéreni pomoci
jedné sady prihlasovacich udaji a ziskat ptistup do
nékolika souvisejicich systéml. Seznam roli a
uzivatell pro studii spravuje tym spolecnosti Akros
pro spravu klinickych tdaju.

Po dokonceni studie a potvrzeni uzamceni
databaze zrusi tym spolec¢nosti Akros pro spravu
Kklinickych udajt pristup do EDC vSem uZzivateltim,
kteri nejsou ze spolecnosti Akros, a zajisti tak, Ze do
systému budou mit piistup pouze opravnéné
osoby.

Prezkoumani SOP, Skoleni a edukace uzivatell:
Spolecnost Akros pravidelné prezkoumava a
aktualizuje své standardni provozni postupy (SOP),
aby byly v souladu s nejlepsi praxi a pozadavky
pravnich predpisi. VSem zaméstnanciim, véetné
pracovniki zadavajicich udaje, je poskytovano
komplexni zaSkoleni zamérené na standardy
shromazd'ovani tidajd, protokoly, SOP a standardy
kvality tidaji pro konkrétni role. Pravidelna skoleni
zajist'uji, Ze zaméstnanci porozumi protokolim pro
zajisténi kvality udajl a jejich zabezpeceni a budou
je dodrzovat, a podporuji konzistentni a presné
procesy  spliujici prislusSné poZadavky a
odpovédnost v celé organizaci.
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- Database Standards: Akros adheres to industry-
recognized CDISC standards when building the
clinical database. This approach ensures
consistency and high-quality data collection while
minimizing errors.

- User Acceptance Testing: Prior to system release,
Akros data management team perform thorough
user acceptance testing to ensure that the system
functions as expected. This testing phase verifies
the system's performance, functionality, and
usability to guarantee its effectiveness and
reliability.

- Data Reconciliation: Akros' data management team
conducts data reconciliations to ensure consistency
and accuracy between different data sources or
systems. This process involves comparing and
aligning data from various sources to eliminate
discrepancies and maintain data integrity.

- Data Review and Query Resolution: Study clinical
research associates (CRAs) periodically review and
compare data entered in the clinical database with
source data to ensure accuracy. Akros' data
management team conducts regular data reviews,
identifying discrepancies or missing information
and raising queries to researchers or data
providers for resolution. These measures
contribute to maintaining data integrity,
completeness, and accuracy. The clinical team also
performs data reviews to identify data errors,
inconsistencies, and outliers.

FINAL PROVISION

Counterparts. These SCC may be executed
in two or more counterparts, each of which shall be
deemed an original, but both of which together shall
constitute one and the same instrument. Each of the
contracting parties will receive one signed copy of
these SCCs.

IN WITNESS WHEREQF, the parties hereto,
each by a duly authorized representative,
have executed these SCC as of the SCC
Effective Date.

THE SIGNATURES APPEAR
ON THE FOLLOWING PAGE

- Standardy pro databaze: Spolecnost Akros
dodrzuje pti budovani klinické databaze oborové
uznavané standardy CDISC. Tento pristup zajistuje
konzistentnost, vysoce kvalitni shromazdovani
udajli a minimalizaci chyb.

- Testovani prijeti uzivateli: Pred uvolnénim
systému provadi tym spolec¢nosti Akros pro spravu
udajti dikladné testovani prijeti uzivateli s cilem
zjistit, zda systém funguje podle oc¢ekavani. Tato
faze testovani ovéruje vykonnost, funkcnost a
pouzitelnost systému, aby byla zarucena jeho
ucinnost a spolehlivost.

- Rekonciliace Uidaji: Tym spolecnosti Akros pro
spravu udajl provadi rekonciliace udajti, aby byly
zajiStény konzistentnost a presnost mezi rtiznymi
zdroji idajd nebo systémy. Tento proces zahrnuje
srovnavani a sladéni idaja z riznych zdrojd, aby
byly odstranény nesrovnalosti a byla zachovana
integrita udaju.

- Pirezkoumdani Uidaji a FeSeni dotazl: Pracovnici
klinického vyzkumu (CRA), kteri se podileji na
studii, pravidelné kontroluji a porovnavaji udaje
zadané do Kklinické databaze se zdrojovymi udaji,
aby byla zajiSténa presnost. Tym spolec¢nosti Akros
pro spravu udaji provadi pravidelné Kkontroly
udaji, identifikuje nesrovnalosti nebo chybéjici
informace a vznasi dotazy ¢i pripominky vici
vyzkumnym pracovniklim nebo poskytovatelim
udaji k vyreSeni. Tato opatfeni prispivaji k
zachovani integrity, Uplnosti a presnosti udaju.
Klinicky tym také provadi prezkoumani udaji pro
zjisténi chyb v udajich, nesrovnalosti a odlehlych
hodnot.

ZAVERECNE USTANOVENI

Stejnopisy. Tyto SCC mohou byt
vyhotoveny ve dvou a vice stejnopisech, z nichz je
kazdy povazovan za original avSechny spolecné
predstavuji jednu atutéz listinu. Kazda ze
smluvnich stran obdrZi jeden podepsany stejnopis
téchto SCC.

NA DUKAZ CEHOZ podepsaly smluvni
strany prostfednictvim svych  fadné
opravnénych zastupci tyto SCC ke dni
ucinnosti SCC.

PODPISY JSOU UVEDENY
NA NASLEDUJiCi STRANE
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ICON Clinical Research Limited, on behalf of Akros Pharma Inc. /ICON Clinical
Research Limited, jménem Akros Pharma Inc.

INSTITUTION / ZDRAVOTNICKE ZARIZENI

READ AND ACKNOWLEDGED / CETL JSEM A POROZUMEL
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