version shall prevail

DATA PROCESSING AGREEMENT

v.06.10.2021
Contract No.: UKRUK/423307/2021-102

Ths Data Processng  Agreement (“DPA”) s entered nto as of
(see digital signature) 2022 between:

Turnitin LLC, 2101 Webster Street, Su te 1800, Oak and CA 94612
USA (the “Processor”); and

Univerzita Karlova wth ts reg stered off ce at Ovocny trh 560/5,
11000 Praha - Staré Mésto, Czechia, Identification Number:
00216208 (the “Controller”);

who may be referred to as a “Party” or the “Parties” as the
context so requires.

RECITALS

Whereas:
e Controller needs to have Personal Data processed by
Processor for the purpose of the performance of the
Agreement as defined below and such processing
includes or may include transfers of personal data into
the United States of America;
the general provisions from this DPA apply for all
processing of Personal Data in the performance of the
Agreement, and in the event of a conflict between those
terms, this DPA shall apply;

DEFINITIONS

“AGREEMENT” shall mean either the Processor's Master
Registration Agreement No. UKRUK/423307/2021-101
previously entered into by the Parties or an a ternat ve agreement
entered nto by the Partes n reaton to the provision of
Processor’s services to the Controller;

“GDPR” shall mean the General Data Protection Regulation
(Regu aton (EU) 2016/679 of the European Par ament and of the
Council);

“Personal Data” sha have the mean ng def ned n the GDPR;
“Processing” sha have the mean ng defned n the GDPR.

Any terms not otherwise defined herein, shall have the meaning
specified in the Agreement.

The Part es agree as fo ows:

1. General

1.1 The Processor undertakes to process Personal Data on the
terms and conditions of this DPA on the instructions of the
Contro er. The Processor sha process the Persona Data awfu vy,
with due care and in accordance with the GDPR.

SMLOUVA O ZPRACOVANi UDAJU

v.06.10.2021
Cj.: UKRUK/423307/2021-102

Tato Smlouva o zpracovani Udajti (dale jen ,SZU*) se uzavira
dne (viz elektronicky podpis) 2022 mezi:

spolec¢nosti Turnitin LLC, 2101 Webster Street, Suite 1800,
Oak and CA 94612, USA (da e jen ,,zpracovatel“); a
Univerzitou Karlovou se sid em Ovocny trh 560/5, 11000 Praha
— Staré Mésto, Cesko, IC: 00216208 (da e jen ,,Spravce®); které
mohou byt podle kontextu oznacovany jako ,,strana“ nebo
»strany®.

Uvobni gAsT
Pficemz:

e Spravce musi zajistit zpracovani osobnich udaji
Zpracovatelem pro ucely plnéni Smlouvy, jak je
definovano nize, a takové zpracovani zahrmuje nebo
muze zahrnovat pfedani osobnich udaji do Spojenych
stat americkych;
pro veSkeré zpracovani osobnich udaji v rdmc p néni
Smouvy p ati obecna ustanoveni této SZU a v pFipadé
rozporu mezi témito podminkami bude platit tato SZU;

DEFINICE

»SMLOUVOU“ se rozumi bud Ramcova reg stracni smouva s €. .
UKRUK/423307/2021-101, kterou Strany dfive uzavrely,
nebo alternativni smlouva uzavfena Stranami v souvislosti
s poskytovanim sluzeb Zpracovatele Spravci;

,,GDPR" znamena obecné nafizeni o ochrané osobnich udajl
(nafizeni Evropského parlamentu a Rady (EU) 2016/679);
»Osobni udaje” maji vyznam def novany v GDPR;

»Zpracovani“ ma vyznam def novany v GDPR.

Jakéko pojmy, které zde nejsou def novany jnak, maji vyznam
uvedeny ve Smlouve.

Sm uvni strany se dohod y takto:

1. VSeobecné

1.1 Zpracovatel se zavazuje zpracovavat Osobni Udaje za
podminek této Sm ouvy o ochrané osobnich Gdaju pod e pokynu
Spravce. Zpracovate bude osobni Udaje zpracovavat v sou adu
se zakonem, s na ez tou péci a v sou adu s GDPR.

1.2 Zpracovate provadi Zpracovani pouze v rozsahu nezbytném
pro poskytovani svych sluzeb Spravci, jak je popsano ve
Smiouvé.
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1.2 The Processor shall only effect Processing to the extent
necessary to provde ts serv ces to the Contro er as descrbed n
the Agreement.

1.3 Only employees who need access to Personal Data to
contribute to the operation of the services will have such access
to that Personal Data.

1.4 Subject to instructions received from the Controller, the
Processor sha not retan Persona Data made ava abeto t nthe
context of the Agreement any longer than is necessary (i) for the
performance of the Agreement; or (ii) to comply with any of its
statutory obligations.

1.5 The Processor sha ony process the Persona Data on and n
accordance wth the nstructons of the Contro er. The Processor
will not process the Personal Data for its own benefit, for the
benefit of third parties (other than when the Institution has
selected standard database repository settings), and/or for its
own purposes or advertising purposes or other purposes,
notwithstanding any of its obligations to the contrary under
mandatory law.

1.6 The Processor is obligated to promptly inform the Controller
regarding any changes in the performance of the Agreement
affecting its obligations hereunder, so that the Controller can
monitor its compliance.

2. Use of Third-Party Suppliers

2.1 Only third-parties necessary in the provision of the Services
may process Personal Data for the strictly limited purposes of
providing the services to the Controller. The Controller provides
its general written consent to the use of third-party suppliers in
the provision of the services. In the event that a new third-party
is contemplated to be engaged by Processor, Processor shall
notify the Controller in advance to give them the opportunity to
object to the engagement of that third-party.

2.2 In the event the Processor engages third-party suppliers for
the provision of the services, the Processor warrants it has a
written agreement with the relevant third-party supplier which
shall include the mandatory provisions of Article 28(3) GDPR.
From 25 May 2018, such third-parties may only be engaged by
Turnitin if they are GDPR compliant.

2.3 The Processor ndemn fes the Contro er from and aga nst a
claims by third-parties asserted against the Controller due to a
breach of the ob gat ons under th s DPA regard ng the process ng
of Personal Data that is attributable to the Processor or third-
party suppliers engaged by the Processor.

3. Security

1.3 Pristup k osobnim Udajum budou mit pouze zaméstnanci,
ktefi potfebuji pFistup k osobnim udajim, aby se mohli podilet
na provozu sluzeb.

1.4 Na zakladé pokynu obdrzenych od Spravce nesmi
Zpracovatel uchovavat Osobni udaje, které mu byly
zpfistupnény v souv s ost se Sm ouvou, dé e, neZ je nezbytné ()
pro plnéni Smlouvy nebo (ii) pro splnéni jeho zakonnych
povinnosti.

1.5 Zpracovatel zpracovava osobni Udaje pouze na zakladé
pokynu Spravce a v souladu s nimi. Zpracovatel nebude
zpracovavat osobni Udaje ve sv(j prospéch, ve prospéch tietich
stran (kromé pfipadd, kdy Insttuce zvo a standardni nastaveni
databazového ulozisté) a/nebo pro své vlastni Ucely nebo
reklamni ucely €i jiné ucely, a to bez ohledu na jakékoli své
povinnosti vyplyvajici z obecné zavaznych pravnich predpisu.

1.6 Zpracovatel je povinen neprodlené informovat Spravce o
vSech zménach v plnéni Smlouvy, které maji vliv na jeho
povinnosti vyplyvajici z této Smlouvy, aby Spravce mohl
kontrolovat jejich dodrZovani.

2. Vyuzivani dodavatell tretich stran

2.1 Osobni udaje mohou zpracovavat pouze ffeti strany, které
jsou nezbytné pro poskytovani s uZeb, a to pro pfisné omezené
Ucely poskytovani sluzeb Spravci. Spravce poskytuje obecny
pisemny souhlas s vyuzitim dodavatel(i tfetich stran pfi
poskytovani s uZzeb. V pfipadé, Ze je Zpracovate em zamys eno
zapojeni nové ftfeti strany, Zpracovate o tom pfedem nformuje
Spravce aby mu da moznost vznést nam tku prot zapojeni této
tfeti strany.

2.2 V pfipadé, Ze Zpracovatel vyuziva k poskytovani sluzeb
externich dodavate 0, Zpracovate zarucuje, Ze ma s pfis uSnym
externim dodavatelem uzavienou pisemnou smlouvu, ktera
obsahuje pov nna ustanoveni ¢ . 28 odst. 3 GDPR. Od 25. kvétna
2018 muze spolecnost Turnitin tyto tfeti strany zaméstnavat
pouze v pfipadé, Ze jsou v souladu s GDPR.

2.3 Zpracovate odSkodfuje Spravce za vSechny naroky tretich
stran uplatnénymi vaci Spravci z ddvodu poruseni povinnosti
pod e této SZU tykajicich se zpracovani osobnich udaju, které ze
pficist Zpracovateli nebo dodavatelim tfetich stran
zaméstnavanym Zpracovatelem.

3. Bezpecnost

3.1 Zpracovatel musi mit zavedena vhodna technicka a
organizacni opatfeni podle ¢lanku 32 GDPR, pokud jde o
bezpecnost udajl, véetné vhodnych bezpecnostnich opatfeni
datového centra. Tato nevyGerpavajici opatfeni jsou popséna v
Pfiloze 1.

EU DPA v.06.10.2021+SCC




3.1 Processor shall have in place appropriate technical and
organ satona measures pursuant to Artce 32 GDPR w th regard
to data security, including appropriate data centre security
measures. Such non-exhaust ve measures are descr bed n Annex
I.

3.2 On request, the Processor shall promptly provide to the
Controller written information relating to the security of Personal
Data.

4. Obligation to report data breaches

4.1 In the event of a: () oss of Persona Data, or ( ) breach of the
security measures described in Annex |l resulting in compromise
of Personal Data; the Processor shall notify the Controller
promptly after the incident was first discovered. The Processor
shall take all commercially reasonable measures to prevent or
limit unauthorised and unlawful processing, including awfu
process ng under fore gn aw as ong as t s unawfu under GDPR,
w thout prejud ce to any rght the Contro er m ght have to other
measures.

4.2 Inthe event of a breach, the Processor shall provide to the
Controller all relevant and necessary information relating to the
breach. The Processor warrants that the information provided
will be complete and correct.

4.3 At the Controller’s request, the Processor shall cooperate
appropriately in informing the competent authorities.

5. Audit

5.1 The Processor warrants that it undergoes periodic third-party
penetration testing of its network (at least annually), and utilizes
the resulting reports to make changes to its Services as it deems
necessary.

5.2 The Processor shall submit to and comply with commercially
reasonab e aud ts by Contro er dur ng the Term. If t s estab shed
during such an audit that the Processor has failed to comply with
the prov s ons of the Agreement and the DPA, the Processor sha
take all commercially reasonable measures to remediate such
failure.

6. Data Transfer
6.1 Data Transfers on the Amazon Web Serv ces (AWS) P atform:

6.1.1 The AWS platform stores 100% of submitted content on a
localized data centre in the EU (currently in Frankfurt, Germany).
Randomized and encrypted sections of such submissions are
processed in the USA for comparison purposes. It is not possible
to re-compile submissions in the USA from the data that is
processed in the USA.

3.2 Zpracovatel na pozadani neprodlené poskytne Spravci
pisemné informace tykajici se zabezpeceni osobnich udaju.

4. Povinnost ohla$ovat naru$eni bezpeénosti udajt

4.1 V pfipadé: (i) ztraty osobnich udaji nebo (ii) poruseni
bezpeénostnich opatfeni popsanych v pfioze Il, které ma za
nasledek ohrozeni osobnich udaji; Zpracovatel musi
Spravce informovat neprodlené po prvnim zjisténi incidentu.
Zpracovatel pfijme veSkera obchodné pfiméfena opatfeni, aby
zabranil neopravnénému a protipravnimu zpracovani nebo je
omez , v€etné zakonného zpracovani pod e ¢ ziho prava, pokud
je nezakonné pod e GDPR, an Z je dotCeno pravo Spravce najna
opatreni.

4.2 V pripadé poruseni poskytne Zpracovatel Spravci vesSkeré
relevantni a nezbytné informace tykajici se tohoto poruseni.
Zpracovatel zaruCuje, ze poskytnuté informace budou UpIné a
spravné.

4.3 Na Zadost Spravce bude Zpracovate na ez té spo upracovat
pfi informovani pfislusnych organa.

5. Audit

5.1 Zpracovate zaruCuje, Ze prav de né (nejméné jednou roc¢né)
provadi penetracni testovani své sité tfeti stranou a vysledné
zpravy vyuziva k provadéni zmén ve svych sluzbach, které
povazuje za nezbytné.

5.2 Zpracovatel se béhem doby platnosti podrobi komeréné
pfiméfenym auditim Spravce a vyhovi jim. Pokud se béhem
takového auditu zjisti, Ze Zpracovatel nedodrzel ustanoveni
Smouvy a SZU, pF jme Zpracovate veskera obchodné pi méfena
opatfeni k napravé takového pochybeni.

6. Pfenos udaju
6.1 Pfenosy udajd na p atformé& Amazon Web Serv ces (AWS):

6.1.1 Platforma AWS uklada 100 % odeslaného obsahu v
lokalizovaném datovém centru v EU (v souasné dobé ve
Frankfurtu nad Mohanem, Némecko). Nahodné vybrané a
zaSifrované Casti téchto dokumentu jsou zpracovavany v USA
pro Ucely porovnani. Z udajl, které jsou zpracovavany v USA,
neni mozné znovu sestavit predloZzené dokumenty v USA.

6.2 Pfenosy Udaju na j nych p atformach nez AWS:

6.2.2 S uzby jné nez AWS jsou poskytovany vyhradné z datovych
center v USA, ktera se nachazeji v Sacramentu a Santa C afe v
Kalifornii.

6.3 Bez oh edu na to, zda je s uzba za oZena na p atformé AWS
¢i nikoli, budou osobni Udaje pfenaseny a ukladany pouze v
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6.2 Data Transfers on non-AWS P atforms:

6.2.2 Non-AWS serv ces are prov ded exc us ve y from USA based
data centres located in Sacramento and Santa Clara, California.

6.3 Regard ess of whether a Serv ce s based on the AWS p atform
or not, Personal Data will only be transmitted and stored in
encrypted form, using proprietary and secure encryption
technology on a SOC2 certified infrastructure.

6.4 The Processor warrants that any process ng of Persona Data
in connection with the performance of the Agreement performed
by or for the Processor, including the third-parties engaged by it,
w (when transferred outs de the EEA) take pace ony wthn the
USA. Processorw adhere to the EU Standard Contractua C auses on
data transfer incorporated at Annex II.

7. Investigation Requests

7.1 If the Processor rece ves a request or order from a superv sory
authority, government agency or investigation, prosecution or
natona securty agency to prov de (access to) Persona Data, the
Processor sha mmed atey notfy the Contro er. When hand ng
the request or order, the Processor shall observe all of the
Controller’s lawful instructions (including the instruction to leave
the handling of the request or order in full or in part to the
Controller) and provide appropriate cooperation.

8. Informing Data Subjects

8.1 The Processor shall cooperate appropriately so that the
Controller can comply with its legal obligations in the event that a
Data Subject exercises its rights under GDPR concerning the
processing of Personal Data.

8.2 If a Data Subject, in relation to the execution of its applicable
rights, contacts the Processor directly, the Processor shall not
substantively respond unless expressly instructed otherwise by
the Controller, but shall immediately report this to the Controller,
with a request for further instructions.

8.3 If, in the context of the Agreement, the Processor offers the
Serv ce drecty to end users whose Persona Data are processed,
the Processor is required to inform the end user about the
following in an easily accessible and permanently available
manner:

a. the name and address of the Processor;

b. the purposes for which the Processor processes the
Personal Data;

c. thePersona Data categor es processed by the Processor;

d. the countres to wh ch the Persona Data are transferred,;

e. therghtto access, correct and de ete the Persona Data.

zaSifrované podobé pomoci vlastni a bezpecné Sifrovaci
technologie na infrastruktufe certifikované SOC2.

6.4 Zpracovate zaruCuje, ze jakéko zpracovani osobnich udajl
v souv s ost s pnénim Sm ouvy provadéné Zpracovate em nebo
pro Zpracovatele, v€etné jim najatych tfetich stran, bude (pfi
pfenosu m mo EHP) probihat pouze na Uzemi USA. Zpracovate
bude dodrZovat standardni sm uvni ustanoveni EU o pfedavani
udaju uvedené v priloze Il

7. Zadosti o vySetfovani

7.1 Pokud Zpracovate obdrZi Zadost nebo pfikaz od dozorového
Ufadu, vladniho organu nebo vySetfovaciho organu, statniho
zastupitelstvi nebo narodniho bezpelnostniho dfadu k
poskytnuti (pfistupu k) osobnim udajim, Zpracovatel o tom
neprodlené informuje Spravce. Pfi vyfizovani zadosti nebo
pfikazu je Zpracovatel povinen dodrzovat vSechny zédkonné
pokyny Spravce (vCetné pokynu pfenechat vyfizeni Zadost nebo
pfikazu zce a nebo z&ast Spravc ) a poskytnout mu odpovidajici
spolupraci.

8. Informovani subjektt tdaji

8.1 Zpracovate bude naezté spo upracovat, aby Spravce moh
pnt své zakonné pov nnost v pfipadé, ze Subjekt Udaju up atni
sva prava pod e GDPR tykajici se zpracovani osobnich udajd.

8.2 Pokud se Subjekt udajl v souvislosti s vykonem svych
prisludnych prav obrati pfimo na Zpracovatele, Zpracovatel
nebude vécné reagovat, pokud mu Spravce vys ovné neda jny
pokyn, a e neprod ené o tom nformuje Spravce s Zadosti o da i
pokyny.

8.3 Pokud Zpracovatel v ramci Smlouvy nabizi Sluzbu pfimo
koncovym uz vate im, jej chZ osobni Udaje jsou zpracovavany, je
Zpracovate povnen nformovat koncového uzvatee snadno
dostupnym a trvale pfistupnym zpusobem o nasledujicich
udajich:

a. jméno a adresa Zpracovate e;

b. ey, pro které Zpracovate osobni Udaje zpracovav;

c. kategorie osobnich udajl zpracovavané
Zpracovatelem;

d. zemé, do kterych jsou osobni Udaje pfedavany;

e. pravo na pfistup k osobnim Udajim, jejich opravu a

vymazani.
Zpracovate oznami Spravc, kde jsou tyto nformace zvefejnény.
9. Soulad s ¢l. 28 odst. 3 GDPR

9.1 Pro zpracovani Zpracovate em p ati nas edujici:
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The Processor sha not fy the Contro er where ths nformaton s
published.

9. Article 28(3) GDPR Compliance

9.1 The fo ow ng app es to the process ng by the Processor:

Subject matter of the
process ng:

Processing of submissions (student
or academ ¢ papers, exam nat on
answers or proposed pub shed
texts) and their associated personal
data pursuant to the purpose
descr bed be ow.

Duration of the
process ng:

Until instructed in

wr t ng by the Contro er to de ete
the Persona Data. The Processor
retaining Personal Da a (submission
contentony)a ows ts Servces to
mprove annua y by add ng to the
database of content aga nst wh ch
compar sons are made.

Nature of the
process ng:

Textual comparison services
storage use database compilation
grad ng.

Purpose of the
process ng:

To allow the Processor’s customers
(academic institutions / publishers)
to detect potenta pagarsm n the
academ c/ pub sh ng sectors, and

toa ow the stream n ng of grad ng.

Type of personal data:

Generally names,  submsson
content examination answers

Categories of Data
Subjects:

Students account adminis rators
instructors authors.

Ob gatons of the
Contro er:

The Data Contro er sob ged to
compy wth ts genera ob gatons
under the GDPR, npartcu arto
process the personal data it collects
n accordance wth Artces 5 and 6,
andto compywthArtces 13, 14,
24,30 and 32, and to comp y w th
any act onab e r ghts of the data
subject.

Rights of he
Contro er:

The Controller may exercise i s

r ghts aga nst the Data Processor
under the GDPR in particular under
Artces 28 and 32.

9.2 The Processor conf rms that t:

(a) processes the Persona Data ony on documented nstruct ons
from the Controller, including with regard to transfers of Personal
Data to a third country or an international organisation, unless
required to do so by Union or Member State law to which the
Processor s subject; nsuch a case, the Processor sha nform the
Contro er of that ega requ rement before process ng, un ess that

Predmét zpracovani: | Zpracovéani odevzdanych materaa
(studentskych nebo akadem ckych
dokumentt, odpovédi ke zkousce
nebo navrhovanych pub kovanych
textd) a s nimi souvisejicich osobnich
Gdaja v sou adu s niZze popsanym
uce em.

Doba zpracovani: Dokud Spravce neda pisemny
pokyn k vymazani osobnich udaju
Zpracovatel ktery uchovava osobni
Udaje (pouze obsah zas anych
mater & (), ma moznost kazdorocné
zlepSovat své S uzby tim, Ze

dop fuje databaz obsahu, s nimz
se provadi porovnani.

Druh zpracovani: Sluzby porovnavani textd ukladani
pouzivani, sestavovani databazi,

hodnoceni.

Uéel zpracovani: Umoznit zakaznikim Zpracovatele
(akadem ckym nst tucim /
vydavatelstvim) odhalit potencialni
p ag atorstvi v

akadem ckém/vydavate ském
sektoru a zefekt vn t hodnoceni.

Typ osobnich tdaji: Obecné se jedna o jména obsah

zaslanych materiali odpovédi na

zkousky.
Kategorie subjektl Student, spravc G¢td, nstruktor,
udaja: autor .
Povinnosti Spravce: Spravce osobnich Gdaju je pov nen

p n tsvé obecné pov nnost pod e
GDPR zejména zpracovavat osobni
udaje které shromazduje v souladu
s &lanky 5a 6 a dodrzovat ¢lanky 13
14 24 30 a 32 a dodrzovat veskera
napadnutelna prava subjektu Gdajt

Préava Spravce : Spravce mize uplatiiovat sva prava
vici Zpracovateli osobnich udaji na
zakladé GDPR zejména na zakladé

¢ anka 28 a 32.

9.2 Zpracovate potvrzuje, Ze:

(a) zpracovava osobni udaje pouze na zakladé pisemnych
pokyn( Spravce, a to s oh edem na predavani osobnich udaju
do tfeti zemé nebo mezinarodni organizaci, pokud to po ném
nepozaduje pravo Unie nebo Clenského statu, které se na
Zpracovatele vztahuje; v takovém pfipadé Zpracovatel pred
zpracovanim informuje Spravce o tomto pravnim pozadavku,
pokud vSak toto pravo takové nformovani zakazuje z di ez tych
dlvodu verejného zajmu;

(b) zaj Stuje, Ze se osoby opravnéné zpracovavat osobni udaje
zavaza y k uchovani v tajnost nebo jsou zavazany k uchovani v
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law prohibits such information on important grounds of public
interest;

(b) ensures that persons author sed to process the Persona Data
have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality;

(c)takes a measures requ red pursuant to Art c e 32 GDPR;

(d) respects the cond tons n paragraphs 2 and 4 of Art.28 GDPR
with regard to engaging other processors;

(e) taking into account the nature of the processing, assists the
Controller by utilising appropriate technical and organisational
data protection measures, insofar as this is possible, for the
fulfilment of the Controller's obligation to respond to requests for
exercising the data subject's rights laid down in Chapter Ill of the
GDPR;

(f) assists the Controller in ensuring compliance with the
obligations pursuant to Articles 32 to 36 taking into account the
nature of processing and the information available to the
processor;

(g) at the choice of the Controller, deletes or returns all the
Personal Data to the Controller after the end of the provision of
serv ces re at ng to process ng, and de etes ex stng cop es un ess
Un on or Member State aw requ res storage of the Persona Data;
and

(h) makes available to the Controller all information necessary to
demonstrate compliance with the obligations laid down in Article
28 and allow for and contribute to audits, including inspections,
conducted by the Controller or another auditor mandated by the
Controller.

9.3 Where the Processor engages another processor for carry ng
out specific processing activities on behalf of the Controller, the
same data protection obligations as set out in the contract or
other legal act between the controller and the processor as
referred to n paragraph 3 of Art.28 GDPR sha be mposed on that
other processor by way of a contract, in particular providing
sufficient guarantees to implement appropriate technical and
organ satona measures n such a manner that the process ng w
meet the requirements of the GDPR. Where that other processor
fails to fulfil its data protection obligations, the Processor shall
remain fully liable to the Controller for the performance of that
other processor's obligations.

10. Changes

10.1 If e ther Party makes a matera change to the Persona Data
to be processed or to the processing, the parties shall consult on
amending the arrangements made in this DPA.

tajnost na zak adé pati Eného zakonného zavazku k uchovani v
tajnosti;

(c) € ni veSkera opatfeni pozadovana na zak adé ¢ anku 32 GDPR,;

(d) dodrzuje podminky €l. 28 odst. 2 a 4 GDPR, pokud jde o
zapojeni dalSich Zpracovatel(;

(e) se zoh ednénim povahy zpracovani as stuje Spravc pouztim
vhodnych techn ckych a organ zacnich opatfeni ochrany udaju,
pokud je to mozné, pro splnéni zavazku Spravce reagovat na
pozadavky k vykonavani prav subjektt udaji, vymezenych v
kapitole Il GDPR;

(f) asistuje Spravci pfi zajiStovani plnéni zavazku v souladu s
¢lanky 32 az 36 pfi zohlednéni povahy zpracovani a informaci
dostupnych zpracovateli;

(9) na zakladé rozhodnuti Spravce vymaze nebo vrati vSechny
osobni Udaje Spravci po ukon€eni poskytovani sluzeb
souvisegjicich se zpracovanim a vymaze existujici kopie, pokud
pravo Unie nebo &lenského statu nevyZaduje uchovavani
Osobnich udajl; a

(h) poskytne Spravci k dispozici veskeré informace nezbytné k
prokazani shody se zavazky vymezenym v € anku 28 a umozni
aud ty a pf spéje k jej ch provadéni, véetné kontro provadénych
Spravcem nebo jinym auditorem povéfenym Spravcem.

9.3 Pokud Zpracovate zapoji do provadéni konkrétnich ¢ nnosti
zpracovani jménem Spravce jiného zpracovatele, jsou tomuto
jinému zpracovateli uloZzeny prostfednictvim smlouvy stejné
povinnosti v oblasti ochrany udajl, jaké jsou stanoveny ve
smlouvé nebo jiném pravnim aktu mezi Spravcem a
zpracovatelem, jak je uvedeno v €l. 28 odst. 3 GDPR, zejména
poskytnuti dostate¢nych zaruk pro zavedeni vhodnych
technickych a organizacnich opatfeni tak, aby zpracovani
sp fiova o pozadavky GDPR. Pokud tento jny zpracovate nep ni
své pov nnost v ob ast ochrany udajl, zlstava Zpracovate p né
odpovédny Spravci za plnéni povinnosti tohoto jiného
zpracovatele.

10. Zmény

10.1 Pokud néktera ze stran provede podstatnou zménu
osobnich udajd, které maji byt zpracovavany, nebo jejich
zpracovani, budou strany konzultovat zménu ujednani v této
szu.

10.2 Takové zmény nemohou mit nikdy za nasledek, Ze strany
nebudou moci dodrZovat platné zakony a predpisy tykajici se
osobnich udaju.

11. Doba platnosti a ukonceni
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10.2 Such changes can never have the effect that the Parties
cannot comply with applicable laws and regulations relating to
Personal Data.

11. Term and Termination

11.1 The term of the DPA is equal to the term of the Agreement
or the durat on of process ng, wh chever s onger. The DPA cannot
be terminated separately from the Agreement.

11.2 In the event of written request from the Controller during the
Term or upon termination of the Agreement, the Processor shall
delete and destroy Personal Data and certify such destruction in
writing.

12. Governing Law and Dispute Resolution

12.1 Performance of this DPA shall be governed by the laws of
Czechia.

12.2 Any dispute between the Parties which cannot be amicably
settled without recourse to the courts in connection with the DPA
shall be submitted to the competent court of the Institution, i.e.
the general court of the Institution according to Sec. 84 et seq. of
the Act. No. 99/1963 Coll., Czech Civil Procedure Code, as
amended.

S gned for and on beha f of Processor

Print name: Angela Rhee for Chris Caren, CEO

S gned for and on beha f of Controller

Print name: Mgr. Mart n Manasek, Bursar of Char es Un vers ty

STANDARD CONTRACTUAL CLAUSES

SECTION 1

Clause 1

Purpose and scope

(a) The purpose of these standard contractual
clauses is to ensure compliance with the

requirements of Regulation (EU)

11.1 Doba p atnost SZU se rovna dobé p atnost Sm ouvy nebo
dobé trvani zpracovani, podle toho, ktera doba je delsi. SZU
nelze vypovédét oddélené od Smiouvy.

11.2 V pfipadé pisemné zadosti Spravce béhem doby trvani
Sm ouvy nebo po jejim ukoncéeni je Zpracovate pov nen Osobni
udaje vymazat a zni€it a toto zni€eni pisemné potvrdit.

12. Rozhodné pravo a feseni sportl
12.1 P néni této SZU se Fidi zakony Ceské repub ky.

12.2 Veskeré spory mezi Stranami, které se nepodafi vyresit
smirnou cestou, aniz by bylo nutné obratit se na soud v
souvislosti se SZU, budou predloZeny pfislu§nému soudu
Instituce, tj. obecnému soudu Instituce podle sekce . 84 a nasl.
zakona. C. 99/1963 Sb., obCansky soudni fad, ve znéni
pozdéjsich predpisu.

Podepsano za a jménem Zpracovatele

C te né jméno: Angela Rhee for Chris Caren, CEO

Podepsano za a jménem Spravce

C te né jméno: Mgr. Mart n Mariasek, kvestor Un verz ty Kar ovy

STANDARDNI SMLUVNIi USTANOVENI

SEKCE 1

Ustanoveni 1
Uéel a rozsah

Utelem téchto standardnich smluvnich
ustanoveni je zajistit soulad s pozadavky
nafizeni Evropského parlamentu a Rady
(EU) 2016/679 ze dne 27. dubna 2016 o
ochran¢ fyzickych osob v souvislosti se
zpracovanim osobnich udajl a o volném
pohybu téchto udajii (obecné natizeni o
ochran¢ osobnich udajli) pro pfedavani

(a)
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2016/679 of the European Parliament and
of the Council of 27 April 2016 on the
protection of natural persons with regard
to the processing of personal data and on
the free movement of such data (General
Data Protection Regulation) for the
transfer of personal data to a third country.

(b) The Parties:

(1) the natural or legal person(s), public
authority/ies, agency/ies or other body/ies
(hereinafter “entity/ies”) transferring the
personal data, as listed in Annex L.A.
(hereinafter each “data exporter’), and

(i1) the entity/ies in a third country receiving
the personal data from the data exporter,
directly or indirectly via another entity
also Party to these Clauses, as listed in
Annex LA. (hereinafter each “data

importer’)

have agreed to these standard contractual clauses
(hereinafter: “Clauses™).

(c) These Clauses apply with respect to the
transfer of personal data as specified in

Annex [.B.
(d)

The Appendix to these Clauses containing
the Annexes referred to therein forms an

integral part of these Clauses.

Clause 2

Effect and invariability of the Clauses

These Clauses set out appropriate
safeguards, including enforceable data
subject rights and effective legal
remedies, pursuant to Article 46(1) and
Article 46 (2)(c) of Regulation (EU)
2016/679 and, with respect to data
transfers from controllers to processors
and/or processors to processors, standard
contractual clauses pursuant to Article
28(7) of Regulation (EU) 2016/679,
provided they are not modified, except to
select the appropriate Module(s) or to add
or update information in the Appendix.
This does not prevent the Parties from
including the standard contractual clauses
laid down in these Clauses in a wider

(a)

osobnich udaju do tieti zem¢.
(b)
(1)

Smluvni strany:

fyzickd nebo pravnicka osoba(y),
vefejny organ(y), agentura(y) nebo
jiny(é) subjekt(y) (dale jen ,,subjekt(y)*)
predavajici osobni udaje, jak je uvedeno
v ptiloze [.A. (dale jen ,,vyvozce daji‘)
a

(i1) subjekt(y) ve tfeti zemi, ktery(¢) pfijima
(ptijimaji) osobni udaje od vyvozce
udaji ptimo nebo nepiimo
prostiednictvim jiného subjektu, ktery je
rovnéz  smluvni  stranou  téchto
ustanoventi, jak je uvedeno v piiloze [.A.
(dale jen ,,dovozce udajii)

s témito standardnimi smluvnimi
ustanovenimi (dale jen: ,,Ustanoveni).

souhlasili

() Tato wustanoveni se vztahuji na
predavani osobnich 1daji, jak je
uvedeno v ptiloze 1.B.

Dodatek k  témto  ustanovenim
obsahujici pfilohy, na které se v nich
odkazuje, tvofi nedilnou soucast téchto

ustanoveni.

(d)

Ustanoveni 2

Ucinnost a neménnost dolozek
(a) Tyto dolozky stanovi vhodné zéruky,
véetné¢ vymahatelnych prav subjektu
udajii a ucinnych pravnich prostredka
napravy podle ¢l. 46 odst. 1 a ¢l. 46 odst.
2 pism. c¢) nafizeni (EU) 2016/679, a

pokud jde o predavani tdaji od spravct
ke zpracovatelim a/nebo od
zpracovatelt ke zpracovateliim,

standardni smluvni dolozky podle ¢l. 28
odst. 7 nafizeni (EU) 2016/679, pokud
nebudou zménény, s vyjimkou vybéru
pfislusného  modulu  (pfislusnych
modull) nebo doplnéni ¢i aktualizace
informaci v dodatku. To nebrani
smluvnim strandm zahrnout standardni
smluvni dolozky stanovené v téchto
dolozkach do $irs$i smlouvy a/nebo piidat
dal$i dolozky nebo dodate¢né zaruky,
pokud nejsou v pifimém ¢i nepfimém
rozporu s témito dolozkami nebo se
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(b)

(a)

(ii)

(iii)

(iv)

v)
(vi)
(vii)

(viii)

(b)

(@)

contract and/or to add other clauses or
additional safeguards, provided that they
do not contradict, directly or indirectly,
these Clauses or prejudice the
fundamental rights or freedoms of data
subjects.

These Clauses are without prejudice to
obligations to which the data exporter is
subject by virtue of Regulation (EU)
2016/679.

Clause 3
Third-party beneficiaries
Data subjects may invoke and enforce
these Clauses, as third-party beneficiaries,

against the data exporter and/or data
importer, with the following exceptions:

Clause 1, Clause 2, Clause 3, Clause 6,
Clause 7,

Clause 8 - Module One: Clause 8.5 (e) and
Clause 8.9(b); Module Two: Clause
8.1(b), 8.9(a), (c), (d) and (e); Module
Three: Clause 8.1(a), (¢) and (d) and

Clause 8.9(a), (c), (d), (e), (f) and (g);
Module Four: Clause 8.1 (b) and Clause

8.3(b);

Clause 9 - Module Two: Clause 9(a), (¢),
(d) and (e); Module Three: Clause 9(a),
(c), (d) and (e);

Clause 12 - Module One: Clause 12(a)
and (d); Modules Two and Three: Clause

12(a), (d) and (f);

Clause 13;

Clause 15.1(c), (d) and (e);
Clause 16(e);

Clause 18 - Modules One, Two and
Three: Clause 18(a) and (b); Module
Four: Clause 18.

Paragraph (a) is without prejudice to
rights of data subjects under Regulation
(EU) 2016/679.

Clause 4
Interpretation

Where these Clauses use terms that are

(b)

(a)

(1)

(ii)

(iii)

(iv)

v)
(vi)
(vii)

(viii)

(b)

(a)

nedotykaji zdkladnich prav ¢i svobod
subjektt udaji.

Témito dolozkami nejsou dotceny
povinnosti, které se na vyvozce udaji

vztahuji na zékladé natizeni (EU)
2016/679.

Ustanoveni 3
Tieti strany

Subjekty udaji se mohou dovolavat
téchto ustanoveni a vymahat je jako tieti
strany vaci vyvozci a/nebo dovozci
udaju s nasledujicimi vyjimkami:
Ustanoveni 1, ustanoveni 2, ustanoveni
3, ustanoveni 6, ustanoveni 7;

Ustanoveni 8 — Modul Jedna:
Ustanoveni 8.5 (e) a ustanoveni 8.9(b);
Modul dva: Ustanoveni 8.1(b), 8.9(a),
(c), (d) a (e); Modul tfi: Ustanoveni
8.1(a), (c) a (d) a ustanoveni 8.9(a), (c),
(d), (e), () a (g); Modul Cctyii:
Ustanoveni 8.1 (b) a ustanoveni 8.3(b);
Ustanoveni 9 — Modul dva: Ustanoveni
9(a), (c), (d) a (e); Modul tfi: Ustanoveni
9(a), (¢), (d) a (e);

Ustanoveni 12 - Modul jedna:

Ustanoveni 12 bod (a) a (d); Moduly 2 a
3: Ustanoveni 12(a), (d) a (f);

Ustanoveni 13;
Ustanoveni 15.1(c), (d) a (e);
Ustanoveni 16(e);

Ustanoveni 18 — Moduly jedna, dva a tfi:
Ustanoveni 18(a) a (b); Modul ctyfi:
Ustanoveni 18.

Odstavcem (a) nejsou dotena prava
subjekti udaji podle natizeni (EU)
2016/679.

Ustanoveni 4

Interpretace

Pokud se v téhto ustanovenich
pouzivaji pojmy definované v natizeni
(EU) 2016/679, maji tyto pojmy stejny
vyznam jako v uvedeném natizeni.
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(b)

(c)

defined in Regulation (EU) 2016/679, those
terms shall have the same meaning as in that
Regulation.

These Clauses shall be read and interpreted in
the light of the provisions of Regulation (EU)
2016/679.

These Clauses shall not be interpreted in a
way that conflicts with rights and obligations
provided for in Regulation (EU) 2016/679.

Clause 5

Hierarchy

In the event of a contradiction between these
Clauses and the provisions of related agreements
between the Parties, existing at the time these
Clauses are agreed or entered into thereafter, these
Clauses shall prevail.

Clause 6

Description of the transfer(s)

The details of the transfer(s), and in particular the
categories of personal data that are transferred and
the purpose(s) for which they are transferred, are
specified in Annex LB.

(a)

(b)

Clause 7 - Optional

Docking clause

An entity that is not a Party to these
Clauses may, with the agreement
of the Parties, accede to these
Clauses at any time, either as a data
exporter or as a data importer, by
completing the Appendix and
signing Annex [.A.

Once it has completed the
Appendix and signed Annex LA,
the acceding entity shall become a
Party to these Clauses and have

(b)

(c)

(a)

(b)

Tato ustanoveni je tfeba vykladat s ohledem
na ustanoveni nafizeni (EU) 2016/679.

Tato ustanoveni nelze vykladat v rozporu s

pravy a povinnostmi stanovenymi Vv
natizeni (EU) 2016/679.

Ustanoveni 5

Hierarchie

V ptipadé rozporu mezi témito
ustanovenimi a ustanovenimi
souvisejicich ~ dohod  mezi
stranami, které¢ existovaly v dobé
sjednéni téchto ustanoveni nebo
byly uzavieny pozdé¢ji, maji
prednost tato ustanoveni.

Ustanoveni 6
Popis prevodu(it)

Podrobnosti 0 predavani,
zejména kategorie predavanych
osobnich udajii a ucel(y) jejich
predadvani, jsou uvedeny Vv
ptiloze I.B.

Ustanoveni 7 — Nepovinné

DoloZka o pristoupeni

Subjekt, ktery neni stranoutéchto
ustanoveni, muze se souhlasem
stran k témto ustanovenim
kdykoli pfistoupit, a to bud’ jako
vyvozce udajii, nebo jako
dovozce  udaji,  vyplnénim
dodatku a podpisem piilohy L. A.

Po vyplnéni dodatku a podepsani
ptilohy I.A se pfistupujici subjekt
stava stranou téchto
ustanoveni a ma prava a
povinnosti vyvozce nebo
dovozce udajii v souladu se svym
oznacenim v priloze [.A.
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(c)

(a)

(b)

the rights and obligations of a data
exporter or data importer in
accordance with its designation in
Annex LA.

The acceding entity shall have no

rights or obligations arising under
these Clauses from the period prior
to becoming a Party.

SECTION II - OBLIGATIONS
OF THE PARTIES

Clause 8

Data protection safeguards

The data exporter warrants that it
has used reasonable efforts to
determine that the data importer is
able, through the implementation
of appropriate technical and
organisational measures, to satisfy
its obligations under these Clauses.

8.1 Instructions

The data importer shall process the
personal data only on documented
instructions from the data exporter.
The data exporter may give such
instructions  throughout the
duration of the contract.

The data  importer  shall
immediately inform the data
exporter if it is unable to follow
those instructions.

8.2 Purpose limitation

The data importer shall process the
personal data only for the specific
purpose(s) of the transfer, as set out

(c)

(a)

(b)

Pistupujici  subjekt nemd zadna

prava ani povinnosti vyplyvajici
z téchto ustanoveni z obdobi
pfedtim, nez se stal smluvni
stranou.

ODDIL II - POVINNOSTI
STRAN

Ustanoveni 8

Zaruky ochrany udaju

Vyvozce udaji zarucuje, Zze
vynalozil pfiméfené Usili, aby
zjistil, zda je dovozce udaji
schopen prostiednictvim
zavedeni vhodnych technickych
a organizacnich opatfeni splnit
své povinnosti podle téchto
ustanoveni.

8.1 Pokyny

Dovozce udaju
zpracovava osobni udaje pouze
na zaklad¢ dolozenych pokynil
vyvozce udaji. Vyvozce udaji
muze takové pokyny vydavat po
celou dobu trvani smlouvy.

Dovozce udajt
neprodlené¢ informuje vyvozce
udaju, pokud neni schopen tyto
pokyny dodrZzet.

8.2 Omezeni ucelu

Dovozce Udaji  zpracovava
osobni udaje pouze pro konkrétni
ucel(y) predani, jak je uvedeno v
ptiloze [.B, pokud nedostane dalsi
pokyny od vyvozce udaji.
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8.3

8.4

8.5

in Annex [.B, unless on further
instructions from the data exporter.

Transparency

On request, the data exporter shall
make a copy of these Clauses,
including the Appendix as
completed by the Parties, available
to the data subject free of charge.
To the extent necessary to protect
business  secrets or  other
confidential information, including
the measures described in Annex II
and personal data, the data exporter
may redact part of the text of the
Appendix to these Clauses prior to
sharing a copy, but shall provide a
meaningful summary where the
data subject would otherwise not be
able to understand the its content or
exercise his/her rights. On request,
the Parties shall provide the data
subject with the reasons for the
redactions, to the extent possible
without revealing the redacted
information. This Clause is without
prejudice to the obligations of the
data exporter under Articles 13 and
14 of Regulation (EU) 2016/679.

Accuracy

If the data importer becomes aware
that the personal data it has received
is 1inaccurate, or has become
outdated, it shall inform the data
exporter without undue delay. In
this case, the data importer shall
cooperate with the data exporter to
erase or rectify the data.

Duration  of processing
erasure or return of data

Processing by the data importer
shall only take place for the
duration specified in Annex I.B.
After the end of the provision of the

and

8.3

8.4

8.5

Transparentnost

Vyvozce udaji poskytne
datovému subjektu na jeho zadost
bezplatn¢ kopii téchto dolozek,
véetné¢ dodatku  vyplnéného
stranami. V rozsahu nezbytném
pro ochranu obchodniho
tajemstvi nebo jinych divérnych
informaci,  vetné¢  opatfeni
popsanych v ptiloze II a osobnich
udajli, mize vyvozce udaju pred
sdilenim kopie redigovat Cast
textu dodatku k témto dolozkam,
ale poskytne smysluplné shrnuti,
pokud by jinak subjekt udaji
nebyl schopen porozumét jeho
obsahu nebo uplatnit svéd prava.
Smluvni strany na pozadani
poskytnou  subjektu  udaji
divody pro redigovani, pokud je
to mozné, aniz by dosSlo k

odhaleni redigovanych
informaci. Timto ustanovenim
nejsou  doteny  povinnosti

vyvozce udajii podle ¢lanka 13 a
14 natizeni (EU) 2016/679.

Spravnost

Pokud dovozce udaju zjisti, ze
osobni udaje, které obdrzel, jsou

nepiesné nebo zastaralé,
informuje o tom bez zbyte¢ného
odkladu vyvozce tudaji. V

takovém pfipad¢ spolupracuje
dovozce tdaju s vyvozcem udaji
na vymazani nebo oprave udajl.

Doba zpracovani a vymazani
nebo vraceni udaji

Dovozce udaji zpracovava udaje
pouze po dobu uvedenou v ptiloze
I.LB. Po ukonceni poskytovani
sluzeb  zpracovani  vymaZze
dovozce 1daji podle volby
vyvozce udaji vsSechny osobni
udaje  zpracované  jménem
vyvozce udajii a potvrdi vyvozci
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(a)

processing services, the data
importer shall, at the choice of the
data exporter, delete all personal
data processed on behalf of the data
exporter and certify to the data
exporter that it has done so, or
return to the data exporter all
personal data processed on its
behalf and delete existing copies.
Until the data is deleted or returned,
the data importer shall continue to
ensure compliance with these
Clauses. In case of local laws
applicable to the data importer that
prohibit return or deletion of the
personal data, the data importer
warrants that it will continue to
ensure compliance with these
Clauses and will only process it to
the extent and for as long as
required under that local law. This
is without prejudice to Clause 14, in
particular the requirement for the
data importer under Clause 14(e) to
notify the data exporter throughout
the duration of the contract if it has
reason to believe that it is or has
become subject to laws or practices
not in line with the requirements
under Clause 14(a).

8.6 Security of processing

The data importer and, during
transmission, also the data exporter
shall  implement  appropriate
technical and
organisational measures to ensure
the security of the data, including
protection against a breach of
security leading to accidental or
unlawful destruction, loss,
alteration, unauthorised disclosure
or access to that data (hereinafter
“personal

udajii, ze tak ucinil, nebo vrati
vyvozei udaji vSechny osobni
udaje zpracované jeho jménem a
vymaze existujici kopie. Dokud
nejsou udaje vymazany nebo
vraceny, dovozce udajii nadéle
zajiStuje  dodrzovani  téchto
ustanoveni. V piipadé, Ze mistni
zakony platné pro dovozce tidajh
zakazuji vraceni nebo vymazani
osobnich udaji, dovozce udaji
zarucuje, ze bude i nadale dbat na
dodrzovani téchto ustanoveni a
bude je zpracovavat pouze v
rozsahu a po dobu vyZadovanou
témito mistnimi zdkony. Tim neni
dotceno ustanoveni 14, zejména
pozadavek, aby dovozce udaji
podle ustanoveni 14(e) po celou
dobu trvani smlouvy informoval
vyvozce udaju, pokud ma davod
se domnivat, Ze se na n¢j vztahuji
nebo zacaly vztahovat pravni
predpisy nebo postupy, které
nejsou v souladu s pozadavky
podle ustanoveni 14(a).

8.6 Bezpecnost zpracovani

(a) Dovozce udajii, a piijejich
predavani  také
vyvozce udaji, zavede vhodna
technickd a
organizacni opatfeni k zajisténi
bezpecnosti udaji,
véetn¢ ochrany pred

narusenim bezpecnosti
vedoucim k ndhodnému

nebo nezdkonnému
zniceni, ztraté, zmeng,
neopravnénému zvetejnéni nebo
pfistupu k t€émto udajim (dale
jen
,haruSeni bezpecnosti osobnich
udaji*‘). Pti posuzovani vhodné
urovné¢  zabezpeceni  strany
fadn¢ zohledni
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data breach”). In assessing the
appropriate level of security, the
Parties shall take due account of
the state of the art, the costs of
implementation, the
nature, scope, context and
purpose(s) of processing and the
risks involved in the processing for
the data subjects. The Parties shall
in particular consider having
recourse to encryption or
pseudonymisation, including
during
transmission, where  the
purpose of processing can be
fulfilled in that manner. In  case

of
pseudonymisation, the
additional information for

attributing the personal
data to a specific data subject
shall,  where
possible, remain under the
exclusive control of the data

exporter. In
complying with its
obligations under this
paragraph, the data
importer shall at least
implement the technical and
organisational
measures specified in
Annex II. The data

importer shall carry out regular

checks to ensure that these
measures continue

to provide an appropriate

level of security.

(b) The data importer shall grant access
to the personal data to members of
its personnel only to the extent
strictly ~ necessary  for  the
implementation, management and
monitoring of the contract.

stav  techniky, ndklady na
provedeni, povahu, rozsah,
kontext a ucel(y) zpracovani a
rizika spojena se zpracovanim
pro datové subjekty. Smluvni
strany zvazi zejména pouziti
Sifrovani nebo
pseudonymizace, a to i béhem
pfenosu, pokud Ize timto
zpusobem splnit ucel zpracovani.
V  piipadé  pseudonymizace
zustavaji dodate¢né informace
pro piifazeni osobnich udaji
konkrétnimu datovému subjektu
pokud mozno pod vyhradni
kontrolou vyvozce udaji. Pii
plnéni povinnosti podle tohoto
odstavce zavede dovozce udaji
alespont technicka a organiza¢ni
opatfeni uvedena v pftiloze II.
Dovozce udaju provadi
pravidelné kontroly, aby zajistil,
ze tato opatieni nadéle poskytuji
odpovidajici uroven bezpecnosti.

(b) Dovozce udaji poskytne pfistup
k osobnim udajim svym
zaméstnancim pouze v rozsahu

nezbytné nutném pro

provadeént, spravu a
monitorovani smlouvy. Zajisti,
aby se osoby opravnéné
zpracovavat  osobni udaje

zavézaly k ml¢enlivosti nebo aby
se na n¢ vztahovala pfislusna
zakonna
povinnost ml¢enlivosti.
(c) V ptipadé poruseni zabezpeceni
osobnich udaji, které se tyka
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It shall ensure that persons
authorised to process the personal
data have committed themselves to
confidentiality or are under an
appropriate statutory obligation of
confidentiality.

In the event of a personal data breach

concerning personal data
processed by the data importer
under these Clauses, the data
importer shall take appropriate
measures to address the breach,
including measures to mitigate its
adverse effects. The data importer
shall also notify the data exporter
without undue delay after having
become aware of the breach. Such
notification shall contain the
details of a contact point where
more information can be obtained,
a description of the nature of the
breach (including, where
possible, categories and
approximate number of data
subjects and personal data records
concerned), its likely
consequences and the measures
taken or proposed to address the
breach including, where
appropriate, measures to mitigate
its possible adverse effects. Where,
and in so far as, it is not possible to
provide all information at the same
time, the initial notification shall
contain the information then
available and further information
shall, as it becomes available,

osobnich udaji
zpracovavanych dovozcem
udajii podle téchto dolozek,
pfijme dovozce udaji vhodna
opatfeni k feSeni tohoto
poruseni, véetné opatieni ke
zmirnéni jeho

neptiznivych ucinkd.
Dovozce udajt musi
rovnéz informovat
vyvozce udaji bez
zbyte¢ného odkladu

poté, co se o poruseni
dozvédél. Toto oznameni musi
obsahovat udaje o kontaktnim
misté, kde lze ziskat dalsi
informace, popis povahy
poruSeni (pokud mozno vcetné
kategorii  a
ptiblizného poctu
dotéenych subjekti udaji a
zdznaml osobnich udaji), jeho
pravdépodobné¢  dusledky a
pfijatd nebo navrhovana opatieni
k feSeni tohoto poruSeni,
pfipadné¢ vcetné¢ opatieni ke

zmirnéni jeho moznych
nepiiznivych u¢inkl. Pokud neni
mozné poskytnout
vsechny informace
najednou, musi

pocateCni oznameni obsahovat
informace, které jsou v té dob¢ k
dispozici, a dal$i informace musi

byt poskytnuty bez
zbytecného odkladu, jakmile
budou k dispozici.

(d) Dovozce udaju

spolupracuje s vyvozcem udaju a
je mu napomocen, aby
vyvozce udaji  mohl
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(d) The

8.7

8.8

subsequently be provided
without undue delay.

data importer shall cooperate with
and assist the data exporter to
enable the data exporter to comply
with its obligations under
Regulation (EU)
2016/679, in particular to notify
the competent supervisory
authority and the affected data
subjects, taking into account the
nature of processing and the
information available to the data
importer.

Sensitive data

Where the transfer involves
personal data revealing racial or
ethnic origin, political opinions,
religious or philosophical beliefs,
or trade union membership, genetic
data, or biometric data for the
purpose of uniquely identifying a
natural person, data concerning
health or a person’s sex life or
sexual orientation, or data relating
to criminal convictions and
offences (hereinafter ‘‘sensitive
data”), the data importer shall apply
the specific restrictions and/or
additional safeguards described in
Annex 1.B.

Onward transfers

The data importer shall only
disclose the personal data to a third
party on documented instructions
from the data exporter. In addition,
the data may only be disclosed to a
third party located outside the
European Union! (in the same
country as the data importer or in
another third country, hereinafter

8.7

8.8

splnit své povinnosti podle
natizeni (EU) 2016/679, zejména
informovat pfisluSny dozorovy
urad a dotéené subjekty udaji, a
to s ohledem na povahu
zpracovani a informace, které ma
dovozce Udajt k dispozici.

Citlivé udaje

Pokud ptedani zahrnuje osobni
udaje odhalujici rasovy nebo
etnicky pivod, politické nazory,
nabozenské nebo filozofické
presvédceni nebo Clenstvi v
odborech, genetické udaje nebo
biometrické tudaje za ucelem
jednoznacné identifikace fyzické
osoby, udaje tykajici se zdravi
nebo sexualniho Zivota nebo
sexudlni orientace osoby nebo
udaje tykajici se odsouzeni za
trestny €in a trestnych ¢int (dale
jen citlivé udaje”), pouzije
dovozce udaji zvlastni omezeni
nebo dodate¢né zaruky popsané v
Ptiloze 1.B.

DalSi prevody

Dovozce udaju zptistupni osobni
udaje tieti strané pouze na zakladé
dolozenych pokyni vyvozce
udajiu. Kromé¢ toho mohou byt
udaje zpiistupnény tieti strané
nachazejici se mimo Evropskou
unii! (ve stejné zemi jako dovozce
udajii nebo v jiné tieti zemi, dale
jen ,dalsi pfedani) pouze v
piipadé, Ze tato tieti strana je nebo
souhlasi s tim, ze bude témito
dolozkami vazana, v ramci
ptislusného modulu, nebo pokud:
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(1)

(ii)

(iii)

(iv)

“onward transfer”) if the third party
is or agrees to be bound by these
Clauses, under the appropriate
Module, or if:

the onward transfer is to a country
benefitting from an adequacy
decision pursuant to Article

45 of Regulation (EU) 2016/679
that covers the onward transfer;

the third party
otherwise  ensures appropriate

safeguards pursuant to Articles 46
or 47 Regulation of (EU)

2016/679 with

respect to  the
processing in
question;

the onward transfer is necessary
for the establishment, exercise or
defence of legal claims in the
context of specific
administrative, regulatory or
judicial proceedings; or

the onward transfer is necessary in
order to protect the vital interests

of the data subject or of another
natural person.

Any onward transfer is subject to
compliance by the data importer
with all the other safeguards under
these Clauses, in particular purpose
limitation.

(@)

(i)

(iii)

(iv)

(a)

dalsi pfedani je do zemé
vyuzivajici rozhodnuti 0
pfiméfenosti podle c¢lanku 45
natizeni (EU)  2016/679,

které se vztahuje na dalsi predani;

tteti  strana  jinak  zajisti
vhodné
zaruky podle

¢lanku 46 nebo 47 natizeni (EU)
2016/679, pokud jde o dané
zpracovani;

dalsi predani je
nezbytné pro
stanoveni,  vykon nebo
obhajobu pravnich
narokl v souvislosti se

zvl&$tnimi spravnimi,
regulaénimi nebo soudnimi
fizenimi; nebo

dalsi pfedavani je nezbytné pro
ochranu  zivotné¢  dulezitych
z4ajmi subjektu udaji nebo jiné
fyzické osoby.

Kazdé¢ dalsi predani je podminéno
tim, ze dovozce udaju dodrzi
vSechny ostatni zaruky podle
téchto dolozek, zejména omezeni
ucelu.

8.9 Dokumentace a shoda

Dovozce udaji  nepro- dlené a
odpovidajicim zplisobem vyftidi
dotazy vyvozce Udajl, které se
tykaji zpracovani podle téchto
ustanoveni.
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(a)

(b)

(c)

(d)

(e)

8.9 Documentation and compliance

The data importer shall promptly
and adequately deal with enquiries
from the data exporter that relate to
the processing under these
Clauses.

The Parties shall be able to

demonstrate compliance

with  these Clauses. In

particular, the data

importer shall  keep

appropriate documentation  on
the processing

activities carried out on
behalf of the data exporter.

The data importer shall make
available to the data exporter all
information necessary to
demonstrate compliance with the
obligations set out in these Clauses
and at the data exporter’s request,

allow for and contribute to audits of

the processing activities covered
by these Clauses, at reasonable
intervals or if there are indications
of non- compliance. In deciding on
a review or audit, the data exporter
may take into account relevant
certifications held by the data
importer.

The data exporter may choose to
conduct the audit by itself or
mandate an independent auditor.
Audits may include inspections at
the premises or physical facilities
of the data importer and shall,
where appropriate, be carried out
with reasonable notice.

The Parties shall make the

(b)

(c)

(d)

(e)

Smluvni strany musi byt schopny
prokdzat soulad s témito
ustanovenimi. Dovozce udaji
vede zejména ptislusnou
dokumentaci o c¢inno- stech
zpracovani ~ prova-  dénych
jménem vyvozce udajl.

Dovozce udajii poskytne vyvozci
udaji veskeré informace
nezbytné k prokazani souladu s
povinnostmi stanove- nymi Vv
téchto dolozkach a na zadost
vyvozce Udaji  umozni v
pfiméfenych intervalech nebo v
ptipadé, Ze se objevi  ndznaky
nesouladu, audity ¢inn- osti
zpracovani, na které se vztahuji
tato usta- noveni, a pfispéje k
nim. Pfi rozhodovani o pfezkumu
nebo auditu miize vyvozce udaji
zohlednit prislusna
osvédceni dovozce
udaja.

Vyvozce udaji  se mize
rozhodnout provést audit sam
nebo poverit nezavislého
auditora. Audity mohou
zahrnovat inspekce v prostorach
nebo  fyzickych

zafizenich dovozce 1udaji a v
piipadé potieby se provadéji s
pfiméfenym piedstihem.

Strany poskytnou informace
uvedené v bodech (b) a (c),
véetné¢  vysledkd  ptipadnych
auditl, na pozadani pfisluSnému
dozoro- vému uiadu.
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(a)

(b)

information  referred to in
paragraphs (b) and (c), including
the results of any audits, available
to the competent supervisory
authority on request.

Clause 9

Use of sub-processors

The data importer has the data
exporter’s general authorisation
for the engagement of sub-
processor(s) from an agreed list.
The  data  importer  shall
specifically inform the data
exporter in writing of any intended
changes to that list through the

addition or replacement
of sub- processors at least thirty
(30) days in advance, thereby
giving the data exporter sufficient
time to be able to object to such
changes prior to the engagement of
the sub- processor(s). The data
importer shall provide the data
exporter with the information
necessary to enable the data
exporter to exercise its right to
object.

Where the data importer engages a
sub-processor to carry out specific
processing activities (on behalf of
the data exporter), it shall do so by
way of a written contract that
provides for, in substance, the
same data protection obligations as
those binding the data importer
under  these

Clauses, including in terms of
third-party

Ustanoveni 9

VyuZivani subdodavatelii
zpracovdni osobnich udaji

(a) Dovozce udajic  ma obecné
povoleni vyvozce udaji k
zapojeni subdodavatele
(subdodavateltl) zpracovani
osobnich udaji z dohodnutého
seznamu. Dovozce tidaji
vyslovné pisemné informuje
vyvozce udajii o vSech
zamySlenych zménach v tomto
seznamu prostiednictvim
pfidani nebo nahrazeni dil¢ich
zpracovatelii nejméné tticet (30)
dnt ptedem, ¢imz poskytne
vyvozci udajii dostatecny casovy
prostor k tomu, aby mohl vznést
namitky proti ttmto zménam pied
zapojenim subdodavatele
(subdodavateltl) zpracovani
osobnich udaji z dohodnutého
seznamu. Dovozce tdaji
poskytne vyvozci udaji
informace nezbytnék tomu, aby
vyvozce udajit mohl uplatnit své
pravo vznést namitku.

(b) Pokud dovozce udaji povéii
dil¢iho zpracovatele provadénim
konkrétnich ¢innosti
zpracovani (jménem vyvozce
udajit), ucini tak na zakladé
pisemné smlouvy, ktera stanovi v
podstaté stejné povinnosti v
oblasti ochrany udajt, jaké jsou
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(c)

(d)

(e)

beneficiary  rights for data
subjects.? The Parties agree that,
by complying with this Clause, the
data importer fulfils its obligations
under Clause

8.8. The data importer shall ensure
that the sub- processor complies
with the obligations to which the
data importer is subject pursuant to
these Clauses.

The data importer shall provide, at
the data exporter’s request, a copy
of such a sub- processor agreement
and any subsequent amendments
to the data exporter. To the extent
necessary to protect business
secrets or other confidential
information, including personal
data, the data importer may redact
the text of the agreement prior to
sharing a copy.

The data importer shall remain
fully responsible to the data
exporter for the performance of the
sub- processor’s obligations under
its contract with the data importer.
The data importer shall notify the
data exporter of any failure by the
sub- processor to fulfil its
obligations under that contract.

The data importer shall agree a
third-party beneficiary clause with
the sub-processor whereby - in the
event the data importer has
factually disappeared, ceased to
exist in law or has become
insolvent - the data exporter shall
have the

(c)

(d)

(e)

podle téchto dolozek zavazné pro
dovozce tdaju, a to i pokud jde o
prava subjektii idaja jako tfetich
stran.?  Smluvni strany se
dohodly, Ze dovozce udaji
dodrZzovanim tohoto bodu plni
své povinnosti podle bodu

8.8. Dovozce udaji zajisti,
aby dil¢i Zpracovatel splnil
povinnosti, kter¢é se na ncho
vztahuji podle téchto dolozek.

Dovozce udajii poskytne vyvozci
udajti na jeho zadost kopii takové
dohody o dil¢im zpracovateli a
vSech naslednych zmén. V
rozsahu nezbytném pro ochranu
obchodniho  tajemstvi  nebo
jinych  davérnych informaci,
véetné osobnich udajii, muze
dovozce tdaji text dohody pied
sdilenim kopie upravit.

Dovozce tudaji zlstdva plné
odpovédny viici vyvozcei tdaji za
plnéni povinnosti dil¢iho
zpracovatele podle jeho smlouvy
s dovozcem udaji. Dovozce
udaji ozndmi vyvozci udaji
kazdé neplnéni povinnosti
vyplyvajicich z uvedené smlouvy
dil¢im zpracovatelem.

Dovozce udajii sjedna s dil¢im
zpracovatelem dolozku 0
opravnéné treti stran¢, podle niz
ma vyvozce udaji v ptipadé, ze
dovozce udaju fakticky zanikl,
prestal
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(a)

(b)

(c)

right to terminate the sub-
processor contract and to instruct
the sub-processor to erase or return
the personal data.

Clause 10
Data subject rights

The data importer shall promptly
notify the data exporter of any
request it has received from a data
subject. It shall not respond to that
request itself unless it has been
authorised to do so by the data
exporter.

The data importer shall assist the
data exporter in fulfilling its
obligations to respond to data
subjects’ requests for the exercise
of their rights under Regulation
(EU) 2016/679. In this
regard, the Parties shall set out in
Annex II the appropriate technical
and
organisational measures, taking
into account the nature of the
processing, by  which  the
assistance shall be provided, as
well as the scope and the extent of
the assistance required.
In fulfilling its obligations under
paragraphs (a) and (b), the data
importer shall comply with the
instructions from the data exporter.

Clause 11

Redress
The data importer shall inform data
subjects in a transparent and easily
accessible format, through

(a)

(b)

(c)

(a)

pravné existovat nebo se dostal
do platebni neschopnosti, pravo
vypovedét smlouvu s dil¢im
zpracovatelem a dat dil¢imu
zpracovateli pokyn k vymazani
nebo vraceni osobnich udajt.

Ustanoveni 10

Prava subjektii udaju

Dovozce udajt
neprodlen¢ informuje vyvozce
udajii o kazdé Zzadosti, kterou
obdrzel od subjektu udaji. Na
takovou zadost odpovi az poté,
co jej k tomu vyvozce udaju
zmocni.

Dovozce udaji je napomocen
vyvozci udaji pfi plnéni jeho
povinnosti reagovat na zadosti
subjektti udaji o vykon jejich
prav  podle nafizeni (EU)
2016/679. V tomto ohledu strany
v Piiloze II stanovi vhodna
technicka a organizacni opatieni,
s piihlédnutim k  povaze
zpracovani, kterymi bude pomoc
poskytnuta, jakoZz i rozsah a miru
pozadované pomoci.

Pfi plnéni povinnosti podle
pismen (a) a (b) se dovozce tdaji
fidi pokyny vyvozce udaji.

Ustanoveni 11

Naprava
Dovozce udaji
informuje subjekty udajt
transparentnim a snadno
piistupnym zpusobem
prostiednictvim individudlniho
oznameni
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(b)

(c)

(d)

(@)

(ii)

individual notice or on its website,
of a contact point authorised to
handle complaints. It shall deal
promptly with any complaints it
receives from a data subject.

In case of a dispute between a data
subject and one of the Parties as
regards compliance with these
Clauses, that Party shall use its best
efforts to resolve the issue
amicably in a timely fashion. The
Parties shall keep each other
informed about such disputes and,
where appropriate, cooperate in
resolving them.

Where the data subject invokes a
third-party ~ beneficiary  right
pursuant to Clause 3, the data
importer shall accept the decision
of the data subject to:

lodge a complaint with the

supervisory authority in the

Member State of his/her
habitual

residence or place of work, or

the competent
supervisory authority pursuant to
Clause 13;

refer the dispute to the competent
courts within the meaning of
Clause 18.

The Parties accept that the data
subject may be represented by a
not-for- profit body, organisation
or association under the

(b)

(c)

(d)

(@)

(i)

nebo na svych internetovych
strankdch o kontaktnim misté
opravnéném vyfizovat stiznosti.
Bezodkladné vyfizuje  veskeré
stiznosti, které obdrzi od subjektu
udaju.

V ptipadé sporu mezi subjektem
udajii a jednou ze stran, pokud
jde o dodrzovani téchto dolozek,
vynalozi tato strana vesker¢ usili,
aby problém vcas vyfesila
smirnou cestou. Strany se o
téchto sporech vzéajemné
informuji a ptipadné spolupracuji
pfi jejich feSeni.

Pokud se subjekt udajti dovolava
prava tieti strany jako opravnéné
osoby podle dolozky 3, dovozce
udajti piijme rozhodnuti subjektu
udajti, pokud jde o nasledujici:

poda stiznost u dozorového uradu
v Clenském  staté¢  svého
obvyklého bydlisté nebo mista
vykonu prace nebo u piislusného
dozorového tfadu podle Dolozky
13;

postoupi spor piislusSnym
soudiim ve smyslu dolozky 18.
Strany souhlasi s tim, Ze subjekt
udaji. mlze byt zastoupen
neziskovym subjektem,
organizaci nebo sdruzenim za
podminek stanovenych v ¢l. 80
odst. 1 nafizeni
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(e)

®

(a)

(b)

(c)

conditions set out in Article 80(1)
of Regulation (EU)
2016/679.

The data importer shall abide by a
decision that is binding under the
applicable EU or Member State
law.

The data importer agrees that the
choice made by the data subject
will not prejudice his/her
substantive and procedural rights to
seek remedies in accordance

with applicable laws.

Clause 12
Liability

Each Party shall be liable to the
other Party/ies for any damages it
causes the other Party/ies by any
breach of these Clauses.

The data importer shall be liable to
the data subject, and the data
subject shall be entitled to receive
compensation, for any material or
non-material damages the data
importer or its sub-processor
causes the data subject by
breaching the third-party
beneficiary rights under these
Clauses.

Notwithstanding paragraph (b),
the data exporter shall be liable
to the data subject, and the data

subject shall be
entitled to receive
compensation, for any
material or non-material
damages the data exporter or the
data importer (or its

(e)

®

(a)

(b)

(c)

(EU) 2016/679.
Dovozce  udaji  se  fidi
rozhodnutim, které je zavazné
podle platného prava EU nebo
¢lenského statu.

Dovozce tdaju souhlasi s tim, ze
volbou subjektu 1daji nejsou
dotcena jeho hmotnd a procesni
prava pozadovat napravu v
souladu s platnymi zdkony.

Ustanoveni 12

Odpovédnost

Kazda strana odpovida druhé
stran¢ (strandm) za Skody, které
zpusobi druhé strané (strandm)
porusenim téchto dolozek.

Dovozce udaju odpovida
subjektu udaji a subjekt udaji
ma narok na ndhradu jakékoli
hmotné ¢i nehmotné Skody,
kterou dovozce udajii nebo jeho
dilei zpracovatel zpusobi
subjektu udajii porusenim prav
opravnéné tieti strany podle
téchto dolozek.

Bez ohledu na pismeno

b) je vyvozce tdajii odpoveédny
vici subjektu udaji a subjekt
udaji mé& narok na nédhradu
jakékoli hmotné nebo nehmotné
Skody, kterou vyvozce udaji
nebo dovozce udajii (nebo jeho
diléi  zpracovatel)  zplsobi
subjektu tdajti. Tim neni dot¢ena
odpovédnost  vyvozce
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(d)

(e)

®

sub-processor) causes the data
subject by breaching the third-
party beneficiary rights under these
Clauses. This is without prejudice
to the liability of the data exporter
and, where the data exporter is a
processor acting on behalf of a
controller, to the liability of the
controller under Regulation (EU)
2016/679 or Regulation (EU)
2018/1725, as
applicable.

The Parties agree that if the data
exporter is held liable under
paragraph (c) for damages caused
by the data importer (or its sub-
processor), it shall be entitled to
claim back from the data importer
that part of the compensation
corresponding to the data
importer’s responsibility for the
damage.

Where more than one Party is
responsible for any damage caused
to the data subject as a result of a
breach of these Clauses, all
responsible Parties shall be jointly
and severally liable and the data
subject is entitled to bring an
action in court against any of these
Parties.

The Parties agree that if one
Party is held liable under
paragraph (e), itshall be
entitled to claim back from the
other Party/ies that part of the
compensation corresponding to its
/ their responsibility for  the
damage.

(d)

(e)

®

(2

udajii a pokud je vyvozce udaji
zpracovatelem jednajicim
jménem spravce, ani
odpovédnost  spravce  podle
natfizeni (EU) 2016/679 nebo
natizeni (EU) 2018/1725.

Smluvni strany se dohodly, Ze
pokud je vyvozce udaji podle
pismene c¢) odpovédny za Skody
zpusobené¢  dovozcem  udaji
(nebo jeho dil¢im zpracovatelem),
je opravnén pozadovat od
dovozce udaji zpét tu cast
nahrady, ktera odpovida
odpovédnosti dovozce udaji za
Skody.

Pokud je za jakoukoli skodu

zpisobenou subjektu
udajti v disledku poruseni téchto
dolozek odpovédna vice nez
jedna strana, jsou vSechny
odpovédné strany spolecné a
nerozdilné odpovédné a subjekt
udajii je opravnén podat Zalobu u
soudu proti kterékoli z téchto
stran.

Strany se dohodly, Ze pokud je
jedna strana shledédna
odpovédnou podle pismene e), je
opravnéna pozadovat od druhé
strany/stran zpét tu cast nahrady
Skody, kterda odpovida jeji/jejich
odpovédnosti za Skodu.

Dovozce udaji  se nesmi
odvolavat na jednani dilc¢iho
zpracovatele, aby se vyhnul
vlastni odpovednosti.
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(g) The data importer may not invoke the
conduct of a sub-processor to
avoid its own liability.

Clause 13

Supervision

(a) The supervisory authority with
responsibility for ensuring
compliance by the data exporter
with Regulation (EU) 2016/679 as
regards the data transfer, as
indicated in Annex I.C, shall act as
competent supervisory authority.

(b) The data importer agrees to submit
itself to the jurisdiction of and
cooperate with the competent
supervisory authority in any
procedures aimed at ensuring
compliance with these Clauses. In
particular, the data importer agrees
to respond to enquiries, submit to
audits and comply with the
measures  adopted by the
supervisory authority, including
remedial and  compensatory
measures. It shall provide the
supervisory authority with written
confirmation that the necessary
actions have been taken.

SECTION IIT - LOCAL LAWS AND

OBLIGATIONS IN CASE OF
ACCESS BY PUBLIC
AUTHORITIES

Clause 14

Local laws and practices affecting

Ustanoveni 13

Dohled

(a) Pfislusnym dozorovym uradem
je dozorovy urad odpovédny za
zajisténi souladu vyvozce udajii s
nafizenim (EU) 2016/679, pokud
jde o predavani udaja, jak je
uvedeno v ptiloze 1.C.

(b) Dovozce udajli souhlasi s tim, ze
se podiidi jurisdikci ptislusného
dozorového ufadu a bude s nim
spolupracovat pri vsech
postupech  zaméfenych  na
zajisténi  souladu s témito
dolozkami.  Dovozce  tudaju
zejména souhlasi s tim, ze odpovi
na dotazy, podrobi se auditim a
bude dodrzovat opatfeni pfijata
dozorovym ufadem, vcetné
napravnych a kompenzacnich
opatfeni. Poskytne dozorovému
organu pisemné potvrzeni, Zze
byla piijata nezbytna opatieni.

ODDIL III - MiSTNi ZAKONY A

POVINNOSTLYV PRiPADE

v 7 r [

MOCI

Ustanoveni 14

Mistni zakony a postupy
ovliviiujici dodrZovani doloZek

(a) Strany zarucuji, ze nemaji diivod
se domnivat, ze pravni predpisy a
praxe ve ftfeti zemi  urceni,
které¢ se
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(a)

(b)

)

compliance with the Clauses

The Parties warrant that they have
no reason to believe that the laws
and practices in the third country
of destination applicable to the
processing of the personal data by
the data importer, including  any
requirements to disclose personal
data or measures authorising
access by public authorities,
prevent the data importer from
fulfilling its obligations under
these Clauses. This is based on the
understanding that laws and
practices that respect the essence
of the fundamental rights and
freedoms and do not exceed what
is necessary and proportionate in a
democratic society to safeguard
one of the objectives listed in
Article 23(1) of Regulation (EU)
2016/679, are not in contradiction
with these Clauses.

The Parties declare that in
providing the warranty in
paragraph (a), they have taken due
account in particular of the
following elements:

The specific circumstances of the
transfer, including the length of
the processing chain, the number
of actors involved and the
transmission channels used;

vztahuji na zpracovani
osobnich udaji dovozcem udaju,
véetné pozadavkil na zvetejnéni
osobnich udaji  nebo opatieni
opraviujicich k pfistupu organt
vetejné moci, brani  dovozci
udaju v plnéni jeho povinnosti
podle téchto dolozek.To vychazi
z toho, ze pravni piedpisy a
postupy, které respektu;i
podstatu zakladnich prav a
svobod a  nepiekracuji
toho, co je v demokratické
spole¢nosti nezbytné a
pfiméfené k  zajiSténi jednoho
z cili uvedenych v €l. 23 odst.

1 natizeni (EU) 2016/679, nejsou
v rozporu s témito dolozkami.

ramec

(b) Smluvni strany prohlasuji, ze pfi
poskytovani zaruky v odst. (a)
fadn¢  zohlednily = zejména
nasledujici skute¢nosti:

(i)  konkrétni okolnosti pfenosu,
véetné délky fetézce zpracovani,
poctu zacast- nénych subjektl a
pouzitych ptenosovych kanali;
zamyslené dalsi prenosy; typ
ptijemce; ucel zpracovani;
kategorie a format pfedavanych
osobnich udaji; hospodarské
odvétvi, v némz k
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(ii)

(iii)

intended onward transfers; the type
of recipient; the purpose of
processing; the categories and
format of the transferred personal
data; the economic sector in which
the transfer occurs; the storage
location of the data transferred;
the laws and practices of the third
country of destination — including
those requiring the disclosure of
data to public authorities or
authorising access by such
authorities — relevant in light of
the specific circumstances of the
transfer, and
th
e applicable limitations and
safeguards®;any relevant
contractual, technical or
organisational safeguards put in
place to supplement the safeguards
under these Clauses, including
measures applied during
transmission and to the processing
of the personal data in the country
of destination.
Any relevant contractual, technical

or organisational safeguards
put in

(ii)

(iii)

pfenosu dochézi;
misto uloZeni
predavanych udaj;
pravni piedpisy a postupy tieti
zem¢ uréeni — vcetné
téch, které
vyZzaduji zpfistupnéni udajt
organtim vetejné moci nebo
povoluji piistup téchto
orgénti—relevantni s ohledem
na konkrétni
okolnosti pfedavani a platna
omezeni a
zéaruky?;veskeré relevantni

smluvni, technické nebo
organiza¢ni zaruky zavedené k
doplnéni zaruk

podle téchto
dolozek, véetné
opatfeni uplatiovanych béhem
pfedavani a zpracovani osobnich
udaji v zemi urceni.

Veskera relevantni smluvni,
technicka nebo organizacni
ochranna opatfeni zavedena

za ucelem doplnéni ochrannych

opatfeni podle téchto
dolozek, véetné
opatfeni uplatiiovanych pfi

predavani a

zpracovani osobnich  udaji v
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(c)

(d)

(e)

place to supplement the safeguards
under these Clauses,
including measures applied during
transmission and to the processing
of the personal data in the country
of

destination.

The data importer warrants that, in
carrying out the assessment under
paragraph (b), it has made its best
efforts to provide the data exporter
with relevant information and
agrees that it will continue to
cooperate with the data exporter in
ensuring compliance with these
Clauses.

The Parties agree to document the
assessment under paragraph (b)
and make it available to the
competent supervisory authority
on request.

The data importer agrees to notify
the data exporter promptly if, after
having agreed to these Clauses and
for the duration of the contract, it
has reason to believe that it is or
has become subject to laws or
practices not in line with the
requirements under paragraph (a),
including following a change in the
laws of the third country or a
measure (such as a disclosure
request) indicating an
application of such laws in practice
that is not in line with the
requirements in paragraph

(c)

(d)

(e)

zemi urcéent.

Dovozce udaji zarucuje, ze pii
provadéni  posouzeni  podle
pismene

b) vynalozil  veskeré
usili, aby vyvozci udaja poskytl
pfislusné informace, a souhlasi s
tim, Zze¢ bude 1 nadale
spolupracovat s vyvozcem udaju
pfi zajiStovani souladu s témito
dolozkami.

Strany se dohodly, Ze posouzeni
podle pismene
b) zdokumentuji a na
pozadani jej zpiistupni
pfislusnému dozorovému ufadu.
Dovozce udajt souhlasi s tim, ze
vyvozce  udaji  neprodlené
uvédomi, pokud ma po
odsouhlaseni téchto dolozek a po
dobu trvani smlouvy davod se
domnivat, Ze se na n¢j vztahuji
nebo vztahovaly pravni pfedpisy
nebo postupy, které nejsou v
souladu s pozadavky podle
pismene a), a to i v disledku
zmény pravnich predpist
tieti zemé& nebo opatfeni (napf.
zadosti o poskytnuti informaci),
které naznacuje  uplatiovani
téchto predpisti v praxi, jezneni v
souladu s pozadavky uvedenymi
v pismenu a). domnivat, ze
podléha nebo podléha pravnim
pfedpisim nebo zvyklostem,
které nejsou v souladu s
pozadavky uvedenymi v pismenu

a),

véetné zmeény pravnich
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(a).

(f) Following a notification pursuant to

paragraph (e), or if the data
exporter otherwise has reason to
believe that the data importer can
no longer fulfil its obligations
under these Clauses, the data
exporter shall promptly identify
appropriate measures (e.g.
technical or organisational
measures to ensure security and
confidentiality) to be adopted by
the data exporter and/or data
importer to address the situation if
appropriate in consultation with
the controller. The data exporter
shall suspend the data transfer if it
considers that no appropriate
safeguards for such transfer can be
ensured, or if instructed by the
controller or the competent
supervisory authority to do so. In
this case, the data exporter shall be
entitled to terminate the contract,
insofar as it concerns the
processing of personal data under
these Clauses. If the contract
involves more than two Parties, the
data exporter may exercise this
right to termination only with
respect to the relevant Party, unless
the Parties have agreed otherwise.
Where the contract is terminated
pursuant to this Clause, Clause
16(d) and (e) shall apply.

Clause 15

predpisi tfeti zemé nebo opatieni
(jako je zadost o poskytnuti
informaci), které naznacuje, ze
tyto pravni pfedpisy jsou
uplatiovéany v praxi, jeZ nejsou v
souladu s pozadavky uvedenymi
v pismenu a).

(f) Po oznameni podle pismene e) nebo

pokud méa vyvozce udaji jinak
divod se domnivat, ze dovozce
udaji  jiz nemlze plnit své
povinnosti podle téchto dolozek,
vyvozce udaji neprodlené urci
vhodné opatteni (naptiklad
technicka nebo
organizacni opatieni k zajiSténi
bezpecnosti a diveérnosti), ktera
vyvozce a/nebo dovozce udaju
pfijme za ucelem feSeni situace,
je-1i to vhodné po konzultaci se
spravcem.  Vyvozce  udaji
pozastavi pfenos udajti, pokud se
domnivé, ze pro tento pienos
nelze zajistit vhodné zaruky nebo
pokud k tomu spravce nebo
ptislusny dozorovy ufad vyda
pokyn. V tomto pfipadé je
vyvozce udajli opravnén ukoncit
smlouvu, pokud jde o zpracovani
osobnich udaji podle téchto
dolozek. Pokud se smlouva tyka
vice nez dvou stran, muazZe
vyvozce Udaji uplatnit toto pravo
na ukonceni pouze ve vztahu k
piislusné strané, jestlize se strany
nedohodnou jinak.

Pokud je  smlouva
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(a)

(ii)

Obligations of the data importer
in case of access by public
authorities

15.1 Notification

The data importer agrees to notify
the data exporter and, where
possible, the data subject promptly
(if necessary with the help of the
data exporter) if it:

receives a legally binding
request from a public authority,
including judicial authorities,
under the laws of the country of
destination for the disclosure  of
personal data transferred pursuant
to these Clauses; such
notification shall include
information about the personal
data requested, the requesting
authority, the legal basis for the
request and the response provided;
or

becomes aware of any direct
access by public authorities to
personal data transferred
pursuant to these Clauses in
accordance with the laws of the

country of destination; such
notification shall include all
information available to the
importer.

(a)

(ii)

ukoncena podle tohoto
ustanoveni, pouZzije se ustanoveni
16 pism. d) ae).

Ustanoveni 15

Povinnosti dovozce udajii v
PFipadé pristupu orgdnii
verejné moci

15.1 Oznamovani

Dovozce tdaju souhlasi s tim, ze
vyvozce udajii a pokud mozno
subjekt udaji neprodlené
uvédomi (v pfipadé potieby s
pomoci vyvozce udaji), jestlize:

Obdrzi pravné zdvaznou zadost
od orgdnu verejné moci, vcetné
soudnich organti, o poskytnuti
osobnich udaji pfedanych podle
téchto doloZek podle pravnich
predpisii zemé urcent; toto
oznameni musi obsahovat
informace o pozadovanych
osobnich udajich, doZadujicim
orgéanu, pravnim zakladu zadosti
a poskytnuté odpovédi; nebo

se dozvi o jakémkoli pfimém
pfistupu organti veiejné moci k
osobnim udajim preddvanym
podle téchto dolozek v
souladu s pradvnimi predpisy
zemg
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(b)

(c)

(d)

(e)

If the data importer is prohibited
from notifying the data exporter
and/or the data subject under the
laws of the country of destination,
the data importer agrees to use its
best efforts to obtain a waiver of
the prohibition, with a view to
communicating as much
information as possible, as soon as
possible. The data importer agrees
to document its best efforts in
order to be able to demonstrate
them on request of the data
exporter.

Where permissible under the laws
of the country of destination, the
data importer agrees to provide the
data exporter, at regular intervals
for the duration of the contract,
with as much relevant information
as possible on the requests received
(in particular, number of requests,
type of data requested, requesting
authority/ies, whether requests
have been challenged and the
outcome of such challenges, etc.).

The data importer agrees to
preserve the information pursuant
to paragraphs (a) to (c) for the
duration of the contract and make it
available to the competent
supervisory authority on request.

Paragraphs (a) to (c) are without
prejudice to the obligation of the
data

(b)

(c)

(d)

(e)

urCeni;  pfi¢emz toto
musi zahrnovat veskeré
informace, které ma dovozce k
dispozici.

Pokud je dovozci udaji zakdzano
informovat vyvozce tidaji a/nebo
subjekt udaji podle pravnich
predpisi zemé& urceni, dovozce
udaju souhlasi s tim, Ze vynaloZzi
veskeré usili, aby doséhl upusténi
od zadkazu s cilem sdélit co
nejdiive co nejvice informaci.
Dovozce udajii souhlasi se
zdokumentovanim svého
maximalniho usili, aby je mohl na
zadost vyvozce udajii prokazat.

Je-1i to podle pravnich predpisi
zemé& urceni pfipustné, dovozce
udaju souhlasi s tim, ze vyvozci
udaji. bude v pravidelnych
intervalech po dobu trvani
smlouvy poskytovat co nejvice
relevantnich informaci 0
obdrzenych zadostech (zejména
pocet zadosti, typ pozadovanych
udaju, zadajici organ ¢i organy,
zda byly Zzadosti napadeny a
vysledek téchto namitek atd.).

Dovozce udajt souhlasi s tim, ze
uchova informace podle pismen
a) az c) po dobu trvani smlouvy,
a na pozddani je zpfistupni
ptislusnému dohledovému
organu.

Odstavci a) az c¢) neni dotCena
povinnost
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15.2

(a)

(b)

importer pursuant to Clause 14(e)
and Clause

16 to inform the data exporter
promptly where it is unable to
comply with these Clauses.

Review of legality and data
minimisation

The data importer agrees to review
the legality of the request for
disclosure, in particular whether it
remains within the powers granted
to the requesting public authority,
and to challenge the request if,
after careful assessment, it
concludes that there are reasonable
grounds to consider that the request
is unlawful under the laws of the
country of destination, applicable
obligations under international law
and principles of international
comity. The data importer shall,
under the same conditions, pursue
possibilities of appeal. When
challenging a request, the data
importer shall seek interim
measures with a view to
suspending the effects of the
request until the competentjudicial
authority has decided on its merits.
It shall not disclose the personal
data requested until required to do
so under the applicable procedural
rules. These requirements are
without  prejudice  to  the
obligations of the data importer
under Clause 14(e).

The data importer agrees to
document its legal

15.2

(a)

dovozce udaju podle dolozky 14
pism. e) a dolozky 16 neprodlen¢
informovat  vyvozce  udaju,
pokud neni schopen témto
dolozkdm vyhovét.

Pfezkum zakonnosti a
minimalizace udaja

Dovozce udajt souhlasi s tim, Ze
pfezkouma zékonnost  zadosti o
poskytnuti  informaci, zejména
to, zda zustava v ramci
pravomoci udélenych
dozadujicimu organu vefejné
moci, aze zadost napadne,
pokud po peclivém posouzeni
dojde kzéavéru, ze existuji
priméfené diivody domnivat se,
ze zadost je podle pravnich
predpisii zem¢& urceni, platnych
zavazkl podle mezindrodniho
prava azasad mezinarodni
sou¢innosti nezakonna.
Dovozce tdajt usiluje za
stejnych podminek o moznost
odvoléani. V ptipadé€ napadeni
zéadosti dovozce udajii pozada o
predbézné opatieni S
cilem pozastavit u¢inky zadosti
do doby, nez ptislusny soudni
organ rozhodne o jeji
opodstatnénosti. Pozadované
osobni Udaje nezpfistupni,
dokud o to nebudou
pozadani podle platnych
procesnich pravidel.

Témito pozadavky nejsou dotceny
Povinnosti dovozce udajii podle
bodu 14
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(c)

(a)

(b)

(c)

assessment and any challenge to
the request for disclosure and, to
the extent permissible under the
laws of the country of destination,
make the documentation available
to the data exporter. It shall also
make it available to the competent
supervisory authority on request.

The data importer agrees to provide

the  minimum  amount  of
information permissible when
responding to a request for
disclosure, based on a reasonable
interpretation of the request.

SECTION IV — FINAL
PROVISIONS
Clause 16

Non-compliance with the Clauses
and termination

The data importer shall promptly
inform the data exporter if it is
unable to comply with these
Clauses, for whatever reason.

In the event that the data importer
is in breach of these Clauses or
unable to comply with these
Clauses, the data exporter shall
suspend the transfer of personal
data to the data importer until
compliance is again ensured or the
contract is terminated. This is
without prejudice to Clause 14(f).

The data exporter shall be entitled
to terminate the contract, insofar
as it

(b)

(c)

(a)

(b)

pism. e).

Dovozce udajt souhlasi s tim, ze
zdokumentuje své  pravni
posouzeni a veskeré namitky
proti  zadosti o  poskytnuti
informaci a v rozsahu povoleném
pravnimi piedpisy zemé& urceni
zptistupni dokumentaci vyvozci
udajii. Na pozadani je rovnéz
zptistupni ptislusnému
dozorovému utadu.

Dovozce udajt souhlasi s tim, ze
v odpovédi na Zadost o
zptistupnéni poskytne
minimalni

ptipustné mnozstvi informaci na
zaklad¢ pfiméten¢ho vykladu
zadosti.

ODDIL IV — ZAVER}ECNA
USTANOVENI

Ustanoveni 16

Nedodrzeni doloiek a
ukonceni

Dovozce udajt
neprodlen¢ informuje vyvozce
udajti, pokud neni z jakéhokoli
divodu schopen témto dolozkam
vyhovét.

Jestlize dovozce tdaji porusi tyto
dolozky nebo neni schopen témto
dolozkam  vyhovét, vyvozce
udajli pozastavi pfenos osobnich
udajii dovozci 1udaji, dokud
nebude opét zajistén soulad S
témito
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(1)

(ii)

(iii)

concerns the processing of
personal data under these Clauses,
where:

the data exporter has suspended the
transfer of personal data to the data
importer pursuant to paragraph (b)
and compliance with these Clauses
is not restored within a reasonable
time and in any event within one
month of suspension;

the data importer is in substantial

or persistent breach of these
Clauses; or
the data importer fails

to comply with a binding decision
of a competent court or
supervisory authority regarding
its obligations under these
Clauses.

In these cases, it shall inform the
competent supervisory authority of
such non-compliance. Where the
contract involves more than two
Parties, the data exporter may
exercise this right to termination
only with respect to the relevant
Party, unless the Parties have
agreed otherwise.

(d) Personal data that has been transferred

prior to the termination of the
contract pursuant to paragraph (c)
shall at the choice of the data
exporter immediately be returned
to the data exporter or deleted in
its

(c)

(i)

(iii)

doloZkami nebo dokud nebude

smlouva
ukonCena. Tim neni dotéeno
ustanoveni 14(f).
Vyvozce udajii je opravnén

ukoncit smlouvu, pokud
jde o zpracovani osobnich tdaji
podle téchto dolozek, kde:

vyvozce udaji pozastavil
pfedavani osobnich udajt
dovozci udaji podle pismene (b)
a dodrzovani téchto ustanoveni
neni obnoveno v ptiméiené lhiité
a v kazdém ptipad¢ do jednoho
meésice od pozastaveni;

dovozce udajii podstatné nebo
trvale poruSuje tato ustanoveni,
nebo

dovozce udaji

nesplni zdvazné rozhodnuti
ptislusného soudu nebo organu
dozoru, pokud jde o jeho
povinnosti podle

dolozek.

V téchto piipadech informuje o
takovém nedodrzeni pfislusny
dozorovy ufad. Jestlize se
smlouva tyka vice nez dvou stran,
muze vyvozce udaji uplatnit toto
pravo na ukonceni pouze ve
vztahu k pfislusné strané, jestlize
se strany nedohodnou

téchto
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(e)

entirety. The same shall apply to
any copies of the data. The data
importer shall certify the deletion
of the data to the data exporter.
Until the data is deleted or
returned, the data importer shall
continue to ensure compliance
with these Clauses. In case of local
laws applicable to the data importer
that prohibit the return or deletion
of the transferred personal data, the
data importer warrants that it will
continue to ensure compliance
with these Clauses and will only
process the data to the extent and
for as long as required under that
local law.

Either Party may revoke its
agreement to be bound by these
Clauses where (i) the European
Commission adopts a decision
pursuant to Article 45(3) of
Regulation (EU) 2016/679 that
covers the transfer of personal data
to which these Clauses apply; or (ii)
Regulation (EU) 2016/679
becomes part of the legal
framework of the country to which
the personal data is transferred.
This is without prejudice to other
obligations applying to the
processing in question under
Regulation (EU) 2016/679.

Clause 17
Governing law

These Clauses shall be governed
by the law of the EU Member
State in

(d)

(e)

jinak.
Osobni udaje, které byly predany
pred ukoncenim smlouvy podle
pismene (c), se podle volby
vyvozce udaji okamzité vrati
vyvozci udajii nebo vymazou v
celém rozsahu. Totéz plati pro
vSechny kopie udaji. Dovozce
udajii potvrdi vyvozci tudaji
vymazéani udaji. Dokud nejsou
udaje vymazany nebo vraceny,
dovozce Udaji nadadle  zajistuje
dodrzovani téchto
ustanoveni. V piipadé, Zze mistni
zakony platné pro dovozce udaji
zakazuji vraceni nebo vymazani
pfenesenych osobnich udajl,
dovozce udaju zarucuje, ze bude
i naddle dbat na dodrzovani
téchto

ustanoveni a bude udaje
zpracovavat pouze v rozsahu a po
dobu  vyzadovanou  témito
mistnimi zdkony.

Kterdkoli strana muze odvolat
svij souhlas s tim, Ze bude t€émito
dolozkami vazana,
pokud (i) Evropska komise

pfijme rozhodnuti podle
¢l. 45 odst. 3 nafizeni (EU)
2016/679, které se vztahuje na
pfedavani osobnich udajl, na néz
se tyto dolozky vztahuji, nebo (ii)
se nafizeni (EU) 2016/679 stane
soucasti pravniho ramce zemé, do
niz se osobni udaje predavaji.
Tim nejsou dotCeny  jiné
povinnosti vztahujici se na
dané
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(a)

(b)

(c)

()

which the data exporter is
established. Where such law does
not allow for  third-party
beneficiary rights, they shall be
governed by the law of another EU
Member State that does allow for
third-party beneficiary rights. The
Parties agree that this shall be the
law of Czechia (specify Member
State).

Clause 18

Choice of forum and jurisdiction
Any dispute arising from these
Clauses shall be resolved by the
courts of an EU Member State.

The Parties agree that those shall be
the courts of Czechia (specify
Member State).

A data subject may also bring legal
proceedings against the data
exporter and/or data importer
before the courts of the Member
State in which he/she has his/her
habitual residence.

The Parties agree to submit
themselves to the jurisdiction of
such courts.

APPENDIX ANNEX I

A. LIST OF PARTIES

Data exporter(s):

Name: Univerzita Karlova

Address: Ovocny trh 560/5, 11000 Praha -
Staré Mésto, Czechia

Contact person’s name, position

and contact details: Radka

Rimanova, director of Central

Library of Charles University,

(a)

(b)

(c)

(d)

zpracovani podle
natizeni (EU) 2016/679.
Ustanoveni 17

Rozhodné pravo

Tyto dolozky se fidi pravem
¢lenského statu EU, ve kterém
vyvozce udaji sidli. Pokud
takové pravo neumoziiuje prava
tretich stran jako opravnénych
osob, fidi se pravem jiného
Clenského statu EU, které prava
tietich stran jako opravnénych
osob umoziuje. Smluvni strany
se dohodly, Ze se jedna o pravo
Ceské  republiky  (upresnéte
Clensky stat).

Ustanoveni 18

Volba soudu a piisluSnosti
Veskeréspory — vyplyvajici  z
téchto dolozek budou feSeny
soudy clenského statu EU.

Smluvni strany se dohodly, Ze se
jedna o soudy Ceské republiky
(uvedte clensky stat).

Subjekt udaji mlze rovnéz
zahdjit soudni fizeni proti
vyvozci udaji a/nebo dovozci
udajii u soudu clenského statu, v
némz ma své obvyklé bydliste.
Strany se shoduji, Ze se podiizuji
soudni pravomoci téchto soud.
DODATEK

PRILOHA I

. SEZNAM STRAN

Vyvozce (vyvozcei) udaji:
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institutions
administrators.

Activities relevant to the data transferred

under these Clauses: processing of personal
data in connection with the services provided
by the Processor under the Agreement

Signature and date:
Role: Controller

Data importers (Turnitin group
companies):

Name Address Activities

(Primary

Processor)

Turnitin 2101 Processing

LLC Webster of data in
Street, the USA
Suite (Customer
1900, Support,
Oaklan Engineering
d 94612
CA
USA

Contact person’s name, position and contact
details: _ Data Protection Officer -

6™ Floor, Wellbar Central, 36 Gallowgate,

Newecastle uion Ti/ne. NE1 4TD UK

Signature and date:
Role: Processor

B. DESCRIPTION OF
TRANSFER
e Categories of data subjects
whose personal data is
transferred:
authors, employees of academic

including instructors and

e Categories of personal data
transferred:

Nazev: Univerzita Karlova

Adresa: Ovocny trh 560/5, 11000 Praha -
Staré Mésto, Ceska republika
Jméno, funkce a kontaktni iidaje kontaktni

osoby: Radka Rimanova, feditelka Ustiedni
knihovny UK,

Cinnosti tykajici se idaji pfedavanych
podle téchto dolozek: zpracovani osobnich
udajt v souvislosti se sluzbami
poskytovanymi Zpracovatelem na zakladé
Smlouvy

Podpis a datum:

Role: Spravce

Dovozci dat (spolecnosti skupiny

Turnitin):

Jméno Adresa Cinnosti

(primarni

Zpraco-

vatel)

Tumitin, | 2101 Zpracovani

LLC Webster dat v USA
Street, (Zakaznicka
Suite podpora,
1900, Engineering
Oakland
94612
CAUSA

Jméno. funkce a kontaktni udaje kontaktni
osoby: . povéienec pro ochranu
osobnich udaju — 6 patro, Wellbar Central. 36

Gallowgate, Newcastle upon Tyne, NE1 4TD
UK —

Podpis a datum:
Role: Zpracovatel

B. POPIS PREVODU

e Kategorie subjektt udajd,
jejichz osobni udaje jsou

Names, email addresses, academic ID numbers
(if provided by the data exporter), academic
submission content and associated online
identifiers.

Studenti, autori,

predavany:

zaméstnanci

akademickych

instituci v€etné vyucujicich a administratoru.

e Sensitive data transferred (if
applicable) and  applied

e Kategorie pfedavanych
osobnich udaji:

Jména, e-mailové adresy, akademicka
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restrictions or safeguards that
fully take into consideration
the nature of the data and the
risks involved, such as for
instance strict purpose
limitation, access restrictions
(including access only for staff
having followed specialised
training), keeping a record of
access to the data, restrictions
for onward transfers or
additional security measures:

It is possible that sensitive personal data could be
processed if a student submits work relating to
their own sensitive personal data, but the
likelihood is very remote.

e The frequency of the transfer
(e.g., whether the data is
transferred on a one-off or
continuous  basis):

Dependent on the use of the services by the data
exporter and the frequency of their submissions,
which is their choice. Generally continuous due to
regular submissions during the academic year.

e Nature of the processing:

Collection, storage, retrieval, use (in the context
of text matching functions), service and product
improvement.

e Purpose(s) of the data transfer
and further processing:

The provision of academic integrity and/or
assessment software.

e The period for which the
personal data will be retained,
or, if that is not possible, the
criteria used to determine that
period:

Storage of the content of submissions is indefinite
unless instructed otherwise by the data exporter.
The data controller may at any time during or after
the service period instruct the data importer(s) to

identifikacni Cisla (pokud je vyvozce udaju
poskytl), obsah akademickych podani a
souvisejici online identifikatory.

e Predavané citlivé udaje
(pokud je to relevantni) a
uplatriovanad omezeni nebo
ochranna opatfeni, ktera
plné  zohledriuji  povahu
udaju a souvisejici rizika,
Jjako je napfiklad pfisné
omezeni ucelu, omezeni
pfistupu (vCetné pristupu
pouze pro zaméstnance,
kteri absolvovali
specializované Skoleni),
vedeni zaznamu o pristupu k
udajim, omezeni pro dalsi
pfedavani nebo dodate¢na
bezpecnostni opatfeni:

Je mozné, Ze citlivé osobni udaje mohou byt
zpracovavany, pokud student odevzda praci
tykajici se jeho vlastnich citlivych osobnich
udaju, ale tato pravdépodobnost je velmi mala.

e Cetnost predavani
(napfiklad zda jsou udaje
pfedavany Jjednorazoveé

nebo pribézné):

Zalezi na vyuzivani sluzeb vyvozcem udajld a na
Cetnosti jejich zasilani, coz je jeho volba.
Obecné pribézné z duvodu pravidelného
predkladani béhem akademického roku.

e Povaha zpracovani:

Shromazdovani, ukladani, vyhledavani,
pouzivani (v kontextu funkci porovnavani textd),
ZlepSovani sluzeb a produktd.

e Ucelly) prenosu a daliho
zpracovani udaju:

Poskytovani softwaru pro akademickou integritu
a/nebo hodnoceni.

e Doba, po kterou budou
osobni udaje uchovéavany,
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delete such submissions and data.

e For transfers to (sub-)
processors, also  specify
subject matter, nature and
duration of the processing:

Submission content is processed by sub-
processors for textual comparison purposes.

C. COMPETENT SUPERVISORY
AUTHORITY

Identify the competent supervisory

authority/ies in accordance with Clause 13:

Urad pro ochranu osobnich vidajii (The

Office for Personal Data Protection)

ANNEX II - TECHNICAL AND
ORGANISATIONAL MEASURES

INCLUDING TECHNICAL AND

nebo pokud to neni mozné,
kritéria pouZita pro stanoveni
této doby:

Uchovavani obsahu podani je Casové
neomezené, pokud vyvozce Udajli neda jiny
pokyn. Spravce udaju muze kdykoli béhem doby
poskytovani sluzeb nebo po jejim uplynuti dat
dovozci udaju pokyn, aby tato podani a udaje
vymazal.

e V pfipadé predani (dilcim)
Zpracovatelum uvedte
rovnéZz pfedmeét, povahu a
dobu zpracovani:

Obsah podani je zpracovan dil¢imi zpracovateli
pro ucely textového srovnani.

C.PRISLUSNY DOZOROVY URAD

Urcete ptislusny dozorovy urad (afady) v

ORGANISATIONAL MEASURESTO
ENSURE THE SECURITY OF THE

DATA

1. Measures of pseudonymisation
and encryption of personal data:

e All data is encrypted in flight
using up-to-date HTTPS
encryption. This includes
encryption from the client web
browser to the load balancer /
firewalls, internally between
servers and on the WAN between
data centers;

e Encryption utilises a proprietary,
one-way hash method providing
pseudonymisation. Decryption
keys are isolated from the
encryption system.

e Encryption applies to Personal
Data that is written into databases
that reside in  encrypted
filesystems (AES-256 cipher),
which are backed up
continuously (files replicated in
N+3 redundancy), the back-ups

souladu s bodem 13:

Urad pro ochranu osobnich udajit

PRILOHA II - TECHNICKA A

TECHNICKYCH A

1. Opatieni pseudonymizace a
§ifrovani osobnich udaji:

e Veskeré tudaje jsou béhem
pfepravy zaSifrovany pomoci
aktualniho HTTPS
Sifrovani. Sem patfi Sifrovani
od  klientského  webového
prohlizeCe k nastroji pro
vyrovnavani zatizeni /
firewallim, interné  mezi
servery a v siti WAN mezi
datovymi centry;

e Sifrovani vyuziva patentovanou
jednosmérnou metodu
vyuzivani  algoritmu  hash
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of which are encrypted in a
separate server farm;

e Storage devices are encrypted in
accordance with the US Federal

Information Processing
Standards (FIPS) Publication
140-2.

2. Measures for ensuring ongoing
confidentiality, integrity, availability
and resilience of processing systems
and services:

e AICPA’s SOC2 certification
applies to Turnitin’s
infrastructure. SOC 2 defines
criteria for managing customer
data based on five ‘trust service
principles’: security, availability,
processing integrity,
confidentiality and  privacy.
Periodic third-party penetration
testing is carried out;

¢ AWS Cloud Security applies to

any services hosted on AWS.
AWS supports more security
standards and compliance
certifications than any other
offering, including HIPAA,
FedRAMP, GDPR, FIPS 140-2,
and NIST 800-171, helping
Turnitin ~ satisfy ~ compliance
requirements for its customers
globally;

e SSL network security applies to
all relevant domains used in the
solution. Other features include
intrusion detection systems, file
integrity monitors; security event
monitoring and sophisticated
firewalls;

e Turnitin continuously monitors
the US National Vulnerability
Database and  patches as
necessary.

3. Measures for ensuring the
ability to restore the availability and
access to personal data in a timely
manner in the event of a physical or

zajistujici

pseudonymizaci. Desifrovaci
klice jsou izolované od
Sifrovaciho systému.

o Sifrovani se vztahuje na osobni
udaje, které jsou zapsany Vv
databazich  umisténych v
Sifrovanych souborovych
systémech (Sifra AES-256),
které jsou pribézn¢ zalohovany
(soubory jsou replikovany v
redundanci N+3) a jejichz
zalohy jsou Sifrovany v
samostatné serverové farme;

o Ulozna zatizeni jsou Sifrovana v
souladu s publikaci US Federal
Information Processing
Standards (FIPS) 140-2.

2. Opatieni pro zajiSténi trvalé
divérnosti, integrity, dostupnosti a
odolnosti systémii a sluzeb
Zpracovani:

o Certifikace AICPA SOC?2 plati
pro infrastrukturu spolecnosti
Turnitin. SOC 2 definuje
kritéria pro spravu udaji o
zakaznicich na zaklad€¢ péti
»zasad diveéryhodnych sluzeb*:
bezpecnost, dostupnost,
integrita zpracovani, divérnost
a soukromi. Provadi se
pravidelné penetracni testovani
tfetich stran;

e Na vSechny sluzby hostované
na  AWS se  vztahuje
zabezpeceni AWS Cloud. AWS
podporuje vice bezpecnostnich
standardii a osvédceni o shodé
nez jakakoli jind nabidka,
véetn¢ HIPAA, FedRAMP,
GDPR, FIPS 140-2 a NIST
800-171, coz  spolecnosti
Turnitin pomaha globalné plnit
pozadavky na shodu pro jeji
zakazniky;

e Zabezpeceni sit¢ SSL plati pro
vSechny relevantni domény
pouzivané v feSeni. Mezi dalsi
funkce patfi systémy detekce
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technical incident:

e Databases are backed up
continuously. Submissions are
replicated five times: 4 on active
storage and 1 copy on a back-up
server.

4.  Processes for regularly testing,
assessing and evaluating the
effectiveness of technical and
organisational measures in order to
ensure the security of the processing:

e Periodic third-party penetration
testing;

e Programmatic analysis of
software code for open-source and
proprietary vulnerabilities;

e Policies and processes that
enforce segregation of duties and peer-
reviews to govern production
stability and security;

e Annual or semi-annual incident-
response tabletop drills and disaster
recovery drills;

e Continuous vulnerability
monitoring by multiple third-party tools;

e Host intrusion-detection
systems;

e Security, privacy, and
availability processes audited by
AICPA;

e Periodic internal red-team
eXercises;

e Weekly vulnerability-scans;

e Monthly company-wide
meetings dedicated to
information security processes
and practices;

o Centralized logging SIEM
infrastructure;

e Security response team staffed
and responding at all times with
tiered-response procedures and
programmatic escalation and
alerting infrastructure;

e Cloud security posture

vniknuti, monitory integrity
soubort; monitorovani
bezpecnostnich  udalosti a
sofistikované firewally;

e Spolecnost Turnitin nepfetrzité

monitoruje Narodni databazi
zranitelnosti USA a podle
potieby provadi opravy.

3. Opatieni k zajiSténi
schopnosti véas obnovit dostupnost a
pristup k osobnim udajim v pripadé
fyzické nebo technické udalosti:

e Databaze jsou nepfetrzité
zalohovany. Podani se opakuji
péetkrat: 4 na aktivnim ulozisti
a 1 kopie na zaloznim serveru.

4. Postupy pro pravidelné
testovani, posuzovani a hodnoceni
ucinnosti technickych a
organizac¢nich opatieni za icelem
zajiSténi bezpecnosti zpracovani:

e Pravidelné penetracni testovani
treti strany;

e Programova analyza
softwarového kodu pro zranitelna mista
s otevienym zdrojovym kodem a
proprietarnim kodem,;

e Zasady a postupy, které
prosazuji oddéleni povinnosti, a
vzéajemna hodnoceni, jimiz se fidi
stabilita a bezpecnost vyroby;

e Kazdoroc¢ni nebo pololetni
nacvik reakce na incidenty a nacvik
obnovy po havarii;

o Nepietrzité sledovani
zranitelnosti pomoci vice nastrojii
tfetich stran;

e Hostitelské systémy detekce
vniknuti;

e Postupy pro zajisténi
bezpecnosti, ochrany soukromi a
dostupnosti, které audituje AICPA;

e Pravidelna interni cviceni
cervenych tymt;
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monitoring;

e Continuous risk aggregation and
reporting systems;

e Vendor auditing and supply-
chain monitoring for third-party
processor security.

5. Measures for user
identification and authorisation:

e Employee identity is controlled
by a central team, members of
which prescribe role identity to
an Active Directory system;

eThe employee Active Directory
system acts as the programmatic
source of truth, and federates
various levels of authority to
security providers that govern
systems at varying levels of
diligence dependent on the risk
those systems pose if identity or
credentials were compromised.
These systems employ MFA and
other sophisticated challenge
techniques depending on risk;

o Customer identity is managed by
server single-sign on partners as
well as our own proprietary
identity management
framework.

6. Measures for the protection of
data during transmission:

e All data is encrypted in transit
using the technical measures
described in section 1 herein.

7. Measures for the protection of
data during storage:

o All data is encrypted at rest
using the technical measures
described in section 1 herein;

e Any student submissions stored
on the AWS platform in the EU
will be exclusively stored in the
EU.

8. Measures for ensuring
physical security of locations at which

e Tydenni skenovani
zranitelnosti;

o M¢&sicni podnikové schiizky
vénované procestim a
praktikam v oblasti
bezpecnosti informaci;

o Centralizovana protokolovaci
infrastruktura SIEM;

e Personalné zajistény a neustale
reagujici bezpecnostni tym s
postupy odstupiiované reakce a
programovou eskala¢ni a
vystraznou infrastrukturou;

e Monitorovani stavu
zabezpeceni cloudu;

o Nepietrzité systémy agregace
rizik a podavani zprav;

o Audit dodavateld a
monitorovani dodavatelského fetézce

pro zabezpeceni zpracovatell tretich
stran.

5. Opati‘eni pro identifikaci a
schvalovani uZivatelu:

e [dentita zameéstnance je
kontrolovana centralnim
tymem, jehoz Clenové

predepisuji identitu ~ role
systému Active Directory;

e Systém Active Directory pro
zamestnance  funguje  jako
pravdivy programovy zdroj a
predava ruzné urovné
pravomoci poskytovatelim
zabezpeceni, ktefi spravuji
systtmy s rlznou Urovni
hloubkové kontroly v zavislosti
na riziku, které tyto systémy

predstavuji v pripade
kompromitace identity nebo
povéfeni. Tyto systémy

pouzivaji MFA a dalsi
sofistikované techniky feSeni
vyzev v zavislosti na riziku;

e [dentita zakaznik je
spravovana partnery pro
jednotné ptihlasovani na
serverech i nasim vlastnim
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personal data are processed:

e Access to data centers is limited to
staff and approved contractors who
need access to perform their duties
on Turnitin’s behalf to benefit the
Controller. Turnitin’s private
corporate network provides secure,
encrypted, and redundant
connectivity between Turnitin’s
offices and its data centers;

e Access to devices that contain
Personal Data is restricted to
specific, security-trained
personnel who may only access
these systems in the course of
their employment. Access and
privilege escalation is monitored
and logged for 2 years. Remote
access is only possible using
cryptographic SSH keys,
physical access is restricted to
authorized employees via badge
access - all server racks have
locked cage doors with codes
that are only known to Turnitin
employees.

e Employee device encryption and
central management.

9. Measures for ensuring events
logging:

o Centralized logging
infrastructure consolidates all
relevant events for human and
programmatic consumption and
processing.

10. Measures for ensuring system
configuration, including default
configuration:

¢ Configuration management is
deployed on all traditional host-
based systems to idempotently
define configuration standards.

e System deployment templates are
used for all VM and physical infrastructure.

e Container images are designed and
stored locally for consistent

ramcem pro spravu identit.

6. Opati‘eni na ochranu udaji
béhem pienosu:

e Veskeré udaje se pfi prenosu
zasSifruji pomoci technickych
opatieni popsanych v oddile 1
tohoto dokumentu.

7. Opati‘eni na ochranu udaji
béhem uchovavani:

e Veskeré udaje jsou Sifrovany v
klidovém stavu s vyuzitim
technickych opatfeni popsanych v
oddile 1 tohoto dokumentu.

o Veskeré piispevky studentli
ulozené na platformé AWS v EU
budou ulozeny vyhradné v EU.

8. Opatieni k zaji§téni fyzické
bezpecnosti mist, kde jsou osobni
udaje zpracovavany:

o Piistup k datovym centriim je
omezen na zaméstnance a
schvalené dodavatele, ktefi
potiebuji ptistup k plnéni
svych povinnosti jménem
spole¢nosti Turnitin ve
prospéch spravce tdaji.
Soukroma firemni sit’
spolecnosti Turnitin poskytuje
bezpecné, Sifrované a
redundantni pfipojeni mezi
kancelatfemi spolecnosti
Turnitin a jejimi datovymi
centry;

o Pristup k zafizenim, ktera
obsahuji osobni udaje, je
omezen na konkrétni
pracovniky vyskolené v oblasti
bezpecnosti, ktefi maji ptistup
k témto systémim pouze v
ramci svého
zaméstnani. Pfistup a eskalace
prav jsou monitorovany a
zaznamenavany po dobu 2
let. Vzdaleny pfistup je mozny
pouze pomoci
kryptografickych klicti SSH,
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microservice configuration.

11. Measures for internal IT and
IT security governance and
management:

e Turnitin’s on-call technology
team provides 24/7 coverage by
monitoring and alerting on any
issues or problems with servers,
operating systems, network
devices (switches/routers)
backup systems and server-side
performance. Turnitin will notify
its customers immediately of any
changes to its environment that
could adversely impact security.

e Internal governance assessments
that measure the
likelihood/impact of risk events
that may occur within the
environment;

e Annual training to measure
employees’ security readiness
concerning protection of
information assets, minimization
of phishing attempts, and
regulatory requirements for
sharing personal data. Results
from the training are assessed
and action plans are developed to
address gaps in training;

e Measuring the effectiveness of
IT Disaster Recovery with the
creation of issue categorization
and response timeframes for
events that occur based on level
of risk severity.

12. Measures for
certification/assurance of processes
and products:

e Turnitin is SOC2 certified by a
third-party auditor, AICPA;

e Qualys ™ grades of ‘A’ apply to
all relevant domains;

e Turnitin’s infrastructure is
compliant with the ‘SANS Top
20’ security controls as

fyzicky pfistup je omezen na
opravnéné zaméstnance
prostiednictvim pfistupovych
odznakl — vSechny serverové
skiin€ maji uzamcené dvere
klece s kody, které znaji pouze
zamestnanci spole¢nosti
Turnitin.

e Sifrovani zafizeni zameéstnancu
a centralni sprava.

9. Opatieni pro zajiSténi
protokolovani udalosti:

o Centralizovana infrastruktura
protokolovani konsoliduje
vSechny relevantni udalosti pro
lidskou a programovou
spotfebu a zpracovani.

10. Opatieni pro zajiSténi
konfigurace systému, v¢etné vychozi
konfigurace:

e Sprava konfigurace je nasazena
ve vsech tradi¢nich systémech
zalozenych na hostovani, aby
bylo mozné idempotentné
definovat standardy
konfigurace.

e Pro vSechny virtualni pocitace
a fyzickou infrastrukturu se pouzivaji
Sablony nasazeni systému.

o Obrazy kontejnerd jsou
navrzeny a ulozeny lokalné pro
konzistentni konfiguraci
mikrosluzeb.

11. Opatreni pro interni spravu
a Fizeni IT a bezpecnosti IT:

e Technologicky tym spolecnosti
Turnitin na zavolani zajistuje
nepietrzité monitorovani a
upozornovani na jakékoli
problémy se servery,
operacnimi systémy, sitovymi
zafizenimi
(pfepinace/smérovace),
zalohovacimi systémy a
vykonem na stran¢ serveru.
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published by the Center for
Internet Security Critical
Security Controls for Effective
Cyber Defense.

13. Measures for ensuring data
minimisation:

e Turnitin only processes the data
provided by the Controller,
which is generally the minimum
required to achieve the
processing aims.

14. Measures for ensuring data
quality:

e Turnitin only processes the data
provided by the Controller. Data
rectification is always available
via Customer Support.

15. Measures for ensuring limited
data retention:

e The default retention period is
indefinite due to the nature of the
services; however data will be
deleted upon the instruction of
the Controller.

16. Measures for ensuring
accountability:

e Turnitin has appointed a Data
Protection Officer who can be
contacted at
and has appointed a Chief
Information Security Officer to
assist the Data Protection Officer
with their role and to
continuously monitor Turnitin’s
data security practices;

e Turnitin has implemented
policies on GDPR breach
notifications, data retention and
data subject access requests;

e Turnitin has instigated an
ongoing programme of GDPR
awareness training within its
organisation and receives

Spolec¢nost Turnitin bude své
zakazniky okamzité informovat
o vSech zménach ve svém
prostiedi, které by mohly mit
nepfiznivy dopad na
bezpecnost.

e Interni hodnoceni fizeni, které
m¢éti pravdépodobnost/dopad
rizikovych udalosti, které mohou
v daném prostiedi nastat;

e Kazdoroc¢ni skoleni k méteni
bezpecnostni ptipravenosti
zaméstnanci tykajici se ochrany
informacnich aktiv, minimalizace
pokusti o phishing a regulac¢nich
pozadavki na sdileni osobnich
udaju. Byly posouzeny vysledky
odborné ptipravy a vypracovany
plany akcei k odstranéni
nedostatki ve $koleni;

e M¢éteni ucinnosti obnovy IT po
havarii s vytvofenim ¢asovych
ramcu kategorizace problému a
reakci na udalosti, které nastanou na
zéklade Grovné zavaznosti rizika.

12. Opatreni pro certifikaci/zajiSténi

procest a produkti:

o Spolecnost Turnitin ma
certifikaci SOC2 od auditora tieti
strany, AICPA;

e Hodnoceni,,A“ od Qualys™
plati pro vSechny relevantni
domény;

o Infrastruktura spole¢nosti
Turnitin je v souladu s ,,20
nejlepsimi bezpecnostnimi
kontrolami SANS®, které
zvetejnilo Centrum pro
internetovou bezpecnost
(Center for Internet Security
Critical Security Controls for
Effective Cyber Defense).

13. Opatreni pro zajiSténi

minimalizace udaju:

e Spolecnost Turnitin
zpracovava pouze udaje
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Executive level support for data
protection initiatives.

17. Measures for allowing data
portability and ensuring erasure:

e All data requiring portability is
supplied in commonly used, readable
formats via email;

e Erasure is managed by the
Customer Support and
Engineering teams who have
over 3 years of experience in
GDPR erasure requests/actions;

e Equipment removed for off-site
maintenance is sanitized of any
personal data in accordance with
NIST SP 800-88 Revision 1.
Turnitin sanitizes or destroys
media containing Personal Data
in accordance with NIST SP
800-88 Revision 1 before
disposal or re-use.

18. Sub-Processors

e For details of the technical and
organisational measures that
sub-processors utilize, refer to
Annex III.

19. Additional Safeguards further
to Schrems II applicable to
transfers to the USA

19.1  Turnitin has assessed the impact of
the Foreign Intelligence Surveillance
Act S.702, “FISA 702”; Executive
Order 12333, “E012333”; the
Clarifying Lawful Overseas Use of
Data Act, “CLOUD Act”, and the
“PRISM” and “UPSTREAM”
programs on transfers of Personal
Data to Turnitin in the United States.

19.2  Turnitin is not an electronic
communications service provider of
the type typically targeted pursuant
to FISA 702 and has not received a
request to provide

poskytnuté Spravcem, coz je
obecné minimum potiebné k
dosazeni cilti zpracovani.

14. Opatreni pro zajiSténi
kvality udaju:

e Spolecnost Turnitin
zpracovava pouze udaje
poskytnuté Spravcem. Oprava
udaju je vzdy k dispozici
prostiednictvim zakaznické
podpory.

15. Opatreni k zajisténi
omezeného uchovavani udaji:

e Standardni doba uchovavani je
vzhledem k povaze sluzeb
neomezena; udaje vSak budou
vymazany na pokyn spravce.

16. Opatreni k zajiSténi
odpovédnosti:

e Spolecnost Turnitin jmenovala
povéfence pro ochranu
osobnich udaji, kterého lze
kontaktovat na adrese

aurcila
vedouciho pracovnika pro
bezpecnost informaci, ktery
bude povétenci pro ochranu
osobnich udaji v jeho roli
napomocen a bude pribézné
sledovat postupy spolecnosti
Turnitin v oblasti bezpecnosti
udaji;

e Spolecnost Turnitin zavedla
zasady tykajici se ozndmeni o
poruseni GDPR, uchovavani
udaju a zadosti o piistup k
udajim,;

e Spolecnost Turnitin zavedla ve
své organizaci pribézny
program skoleni o GDPR a
ziskava podporu na Grovni
vedoucich pracovnikil pro
iniciativy v oblasti ochrany
udaji.
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19.4

19.5

information pursuant to FISA 702. If
Turnitin receives a directive pursuant
to FISA 702, it shall resist and, as
permitted by law, inform its data
exporters in accordance with the
Standard Contractual Clauses.

19.3  Asdescribed in Section 1 of
this Annex, Turnitin encrypts data in
transfer. Turnitin cannot be
compelled under EO 12333 to
provide decryption keys.

Turnitin undertakes to adopt
appropriate supplementary measures
to protect the personal data received
under the Standard Contractual
Clauses from the data exporter
("SCC  Personal Data") in
accordance with the requirements of
EU data protection law in addition to
the contractual measures found in the
Standard  Contractual ~ Clauses.
Turnitin’s supplementary measures
include implementing appropriate
technical and organizational
safeguards, such as encryption or
similar technologies described in
this Annex to protect personal data
against any interference that goes
beyond what is necessary in a
democratic society to safeguard
national security, defence and public
security.

In the event that Turnitin receives
any order, demand, warrant or any
other document requesting or
purporting to compel the production
of SCC Personal Data (including, for
example, by oral questions,
interrogatories, requests for
information or documents in legal
proceedings, subpoenas, civil or
criminal investigative demands or
other similar processes) by any
competent authority (“Production
Request”) , Turnitin will promptly
notify the data exporter of such
request to enable the data exporter to
intervene and seek relief from such
disclosure, unless Turnitin 1is

17. Opatreni pro umoZnéni

prenositelnosti udaju a zajiSténi
jejich vymazani:

e Veskeré udaje, které vyzaduji
prenositelnost, jsou poskytovany v
bézné pouzivanych, Citelnych
formatech prostfednictvim e-mailu;

e Vymazani  spravuji = tymy

zékaznické podpory a
technického oddéleni, které
maji vice nez 3 roky zkuSenosti
] pozadavky/akcemi na
vymazani podle GDPR;

e Zafizeni vyjmuté za ucelem
udrzby mimo pracovist¢ je
zbaveno vsech osobnich udaji
v souladu s NIST SP 800-88
Revize 1. Spole¢nost Turnitin
pted likvidaci nebo opétovnym
pouzitim vycisti nebo znici
média obsahujici osobni idaje
v souladu s NIST SP 800-88
Revize 1.

18. Dildi zpracovatelé

e Podrobnosti o technickych a
organizacnich  opatfenich,

ktera pouzivaji dilci
zpracovatel€, jsou uvedeny v
priloze II1.

19. Dalsi ochranna opati‘eni v
navaznosti na Schrems II platna
pro predavani do USA

zakona o dohledu nad

19.1 Spolecnost Turnitin posoudila dopad

za-

hrani¢nim zpravodajstvim S.702,
»FISA 702%; wvyhlasky 12333,
»E012333%; zakona o vyjasnéni

zakonného pouzivani udaju
zahrani¢i, ,,CLOUD Act%,

v
a

»PRISM“ a ,UPSTREAM*
programii na piedavani osobnich

udaji  spoleCnosti  Turnitin
Spojenych statech.

Ve

[ EU DPA v.06.10.2021+SCC




otherwise prohibited from providing
such notice, such as a prohibition
under criminal law to preserve the
confidentiality of a law enforcement
investigation. If Turnitin is so
prohibited:

° It will use its reasonable best
efforts to obtain the right to
waive this prohibition in
order to communicate as
much information as it can
and as soon as possible, and
be able to demonstrate that it
did so.

° In the event that, despite
having used its reasonable
best efforts, Turnitin is not
permitted to notify the data
exporter, it will make
available on an annual basis
general information on the
requests it received to the
data exporter and/or the
competent supervisory
authority of the data exporter.

. It will work with the data
exporter to oppose any such
request for access and to
prevent and limit any
disclosure and to otherwise
preserve the confidentiality
of SCC Personal Data.

In addition, Turnitin will:

° make reasonable efforts to
redirect the third party to
request SCC Personal Data
directly from data exporter;

° take any available and
reasonable lawful actions to
challenge any Production
Request received where the
applicable law provides for
grounds to challenge;

° respond to a data subject’s
reasonable questions (as

19.2  Spolecnost Turnitin neni
poskytovatelem sluzeb
elektronickych komunikaci typu
obvykle cileného podle FISA 702 a
neobdrZzela Z&dost o poskytnuti
informaci podle FISA 702. Pokud
spole¢nost Turnitin obdrzi piikaz
podle FISA 702, bude se branit a v
souladu se zakonem informovat své
vyvozce udaji v souladu se
standardnimi smluvnimi
dolozkami.

19.3 Jak je popsano v casti 1 této
ptilohy, spolecnost Turnitin data
pii pfenosu Sifruje. Spolecnost
Turnitin nelze podle EO 12333
donutit k poskytnuti deSifrovacich
klica.

19.4 SpoleCnost Turnitin se zavazuje
pfijmout  vhodna  dopliikova
opatteni k ochrané osobnich udaju
obdrzenych na zaklade
standardnich smluvnich dolozek od
vyvozce udaji (,,Osobni udaje®) v
souladu s pozadavky prava EU na
ochranu  udaji  nad  ramec
smluvnich opatieni uvedenych ve

standardnich smluvnich
dolozkéach.. Doplitkova opatieni
spoleCnosti  Turnitin — zavedeni

vhodnych technickych a
organizaCnich zaruk, jako je
Sifrovani nebo podobné
technologie popsané v této pfiloze,
na ochranu osobnich udaji proti
jakémukoli zasahu, ktery pfesahuje
ramec toho, co je v demokratické
spole€nosti nezbytné pro
zabezpecleni narodni bezpecnosti,
obrany a vefejné bezpec€nosti.

19.5 'V pftipade, ze spolecnost Turnitin
obdrzi jakykoli ptikaz, zadost,
zatyka¢ nebo  jakykoli  jiny
dokument pozadujici nebo
uvadeéjici, ze je nucena k vytvoreni
osobnich udajii spolecnosti SCC
(vCetn¢ naptiklad ustnich otazek,
vyslecht, Zadosti o informace nebo
dokumenti v soudnim fizeni,
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provide

communicated by the data
exporter) regarding the data
subject’s rights to challenge
the Production Request
(except to the extent
prohibited by laws
applicable to Turnitin;

° document all Production
Requests including Turnitin
personnel involved,

Turnitin’s response(s) and
the legal reasoning for such
response(s);

such documentation of the
Production Requests to data exporter
upon request (except to the extent
prohibited by laws applicable to
Turnitin).19.6 In the event of a
legally binding Production Request,
if all efforts to challenge and limit the
disclosure fail, Turnitin will

e not make any disclosures of
the SCC Personal Data to
any public authority that are
determined to be massive,
disproportionate and
indiscriminate in a manner
that it would go beyond what
is necessary in a democratic
society;and

e only disclose the minimum
SCC Personal Data that is
responsive to the Production
Request.

19.7 Upon request from the data exporter,

Turnitin ~ will provide general
information on the requests from
public authorities it received in the
preceding 12-month period relating
to personal data processed on behalf
of'its clients, including SCC Personal
Data.

ANNEX III — LIST OF SUB-

predvolani, obcanskopravnich
nebo trestnépravnich
vySetfovacich pozadavkii nebo
jinych podobnych procest) od
jakéhokoli  ptislusného organu
(,,zadost o vyrobu®), neprodlen¢
informuje vyvozce tdaji o takové
zadosti, aby vyvozce udaji mohl
zasdhnout a pozadat o tlevu od
takového  zvefejnéni,  pokud
Turnitin neni jinak zakazano
takové  oznameni  poskytnout,
napiiklad zakazem podle trestniho
prava, aby Dbyla zachovana
daveérnost vySetiovani v oblasti
vymahani prava. Pokud ma
spolec¢nost Turnitin takovy zakaz:

° Vynalozi maximalni usili,
aby ziskala pravo tento
zakaz zrusit, aby mohla
sd€lit co nejvice informaci,
a to co nejdiive, a aby byla
schopna prokazat, ze tak
ucinila.

° V ptipadé, ze spolecnost
Turnitin i pfes vynalozeni
pfiméteného usili nemuze
vyvozce udajii informovat,
zptistupni kazdoro¢né
obecné  informace o
zadostech, které obdrzela,
vyvozci  udaji  a/nebo
pfislusnému  dozorovému
organu vyvozce udaju.

° Bude spolupracovat s
vyvozcem udaju, aby se
postavil  proti  takové
zadosti o pfistup a aby
zabranil a omezil jakékoli
zvetejnéni a jinak zachoval
divérnost osobnich udaji
SCC.

Spole¢nost Turnitin navic:
° vynalozi pfiméfené usili,

aby presmérovala tieti
stranu na vyzadani
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PROCESSORS

The controller has authorised the use of the
following sub-processors:

1. Microsoft BING

e Contact:  Microsoft  Privacy,
Microsoft ~ Corporation,  One
Microsoft Way. Redmond,
Washington 98052,  USA.
Telephone:

e Processing  description: The
Microsoft BING functionality is a
web-crawler that compares
submission content against internet-
based resources.

e Technical &  Organisational
Measures:

o Turnitin and Microsoft are party
to a data processing agreement
compliant with Art.28 GDPR
available at: https://aka.ms/DPA:
Turnitin and Microsoft are party
to the Standard Contractual
Clauses incorporated therein;

o Microsoft is SOC1, SOC2
and SOC3 compliant, and is
ISO/IEC 22301, 27001,

27017, 27018, 27701 and
9001 certified;

o Microsoft complies with
applicable data protection laws,
including applicable security
breach notification laws:

o For further information see
https://privacy.microsoft.com/en
-gb/privacystatement

2. SDL Limited (part of the RWS
group)

e Contact: SDL Limited, New Globe
House, Vanwall Business Park,
Vanwall Road,

Maidenhead SL6 4UB, United
Kingdom. Attention: Data Privacy
Officer Tel:

Email

e DProcessing description: Machine

osobnich udaji SCC piimo
od vyvozce udaju;

. podnikne veskeré
dostupné a piimerené
zakonné kroky k zamitnuti
jakékoli obdrzené Zadosti
o poskytnuti tidaji, pokud
piisluSné pravni piedpisy
stanovi ~ divody  pro
zamitnuti;

. odpovi na  piimérené
dotazy subjektu udaji
(sdélené vyvozcem tidaji)
tykajici se prav subjektu
1idajti na zamitnuti Zadosti
o poskytnuti udaja (s
vyjimkou piipadu, kdy je
to  zakazéno  zékony
vztahujicimi se na
spole¢nost Turnitin;

° zdokumentujte  vSechny
Z4dosti o poskytnuti udaji
véetné z¢astmeénych
pracovnikii  spolecnosti
Turnitin, odpovedi
(odpovedi) spole¢nosti
Tumnitin ~ a  pravniho
zdivodnéni této odpovedi
(odpovedi);

poskytne takovou dokumentaci Zadosti o

poskytnuti udaji vyvozci dat na
pozadani (s vyjimkou piipadd, kdy
to zakazuji zékony platné pro
spole¢nost Turnitin).19. 6 V
piipadé pravné zavazné Zadosti o
poskytnuti udaju, pokud veskeré
snahy o zamithuti a omezeni
zpristupnéni  selzou, spolecnost
Turnitin

e nezvefejni zadné osobni
udaje SCC  zadnému
organu veiejné moci, které
by byly oznafeny za
masivni, nepiimerené a
nerozliSujici ~ zpisobem,
ktery by piekracoval
ramec toho, co je Vv
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translation for  multi-lingual
submission comparison (if this
feature is present in the services
provided).

Technical &

Measures:

o Turnitin and SDL are party to a
data  processing agreement
compliant with Art.28 GDPR;
and Turnitin and SDL are party
to the Standard Contractual

Organisational

Clauses;
o SDL is SOC2 and SOC3
compliant, and is ISO/IEC

27001 certified;

o For further information see
https://www.rws.com/legal/sec
urity/

1.

demokratické spolecnosti
nezbytné, a

e zvefejni pouze nezbytné
minimum osobnich udaji

SCC, které odpovidaji
Zadosti o  poskytnuti
udaji.

19.7 Na zadost vyvozce udaji spolecnost

Turnitin poskytne obecné
informace o zadostech organt
vefejné moci, které obdrzela v
predchozich 12 mésicich a které se
tykajiosobnich udajt
zpracovavanych jménem jejich
klientti, vcetnéosobnich udaju
SCC.

PRILOHA III - SEZNAM

SUBDODAVATELU ZPRACOVANI
DAT

Spravce povolil pouzivani téchto
subdodavatelll zpracovani dat:

Microsoft BING

Kontakt:  Microsoft  Privacy,
Microsoft ~ Corporation,  One
Microsoft Way, Redmond,
Washington 98052,  USA.
Telefon:

Popis zpracovani: Funkce
Microsoft BING je webovy
vyhledava¢, ktery porovnava

obsah predlozenych dokumenti s
internetovymi zdroji.

Technicka a organizacni opatieni:
o Spolecnosti Turnitin
Microsoft ~ jsou

a

stranami

Smlouvy o zpracovani udaji v
souladu s ¢l. 28 GDPR, ktera je

k  dispozici na
https://aka.ms/DPA;
spole¢nosti
Microsoft
standardnich

jsou

Turnitin  a
stranami
smluvnich

adrese:

dolozek, které jsou v ni

obsazeny;
o Spolecnost Microsoft
splituje pozadavky SOCI,
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SOC2 a SOC3 a je
drzitelem certifikati
ISO/IEC 22301, 27001,
27017, 27018, 27701 a
9001;

o Spolecnost Microsoft dodrzuje
platné zakony o ochrané
osobnich  udaja, véetné
platnych zakont o oznamovani

naruseni bezpecnosti;

o Dalsi informace naleznete na

adrese

https://privacy.microsoft.com/e

n-gb/privacystatement

SDL Limited (soucast skupiny
RWS)

Kontakt: SDL Limited, New
Globe House, Vanwall Business
Park, Vanwall Road,

Maidenhead SL6 4UB. Velka
Britanie. Poznamka: Poveéifenec

ro ochranu osobnich udaji Tel.:

Popis  zpracovani:  Strojovy

preklad pro vicejazycné
porovnani dokumentt (pokud je
tato funkce soucasti

poskytovanych sluzeb).

Technicka a organiza¢ni opatieni:

o Spolecnosti Turnitin a SDL
jsou stranami smlouvy o
zpracovani udaju, kterd je v
souladu s ¢lankem 28 GDPR,
a spole¢nosti Turnitin a SDL
jsou stranami standardnich
smluvnich dolozek:

o Spole¢nost SDL  spliuje
pozadavky SOC2 a SOC3 a je
drzitelem certifikatu ISO/IEC
27001:

o Dalsi informace naleznete na
adrese
https://www.rws.conylegal/se
curity/
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' The Agreement on the European Economic Area (EEA
Agreement) provides for the extension of the European Union's
internal market to the three EEA States Iceland, Liechtenstein
and Norway. The Union data protection legislation, including
Regulation (EU) 2016/679, is covered by the EEA Agreement
and has been incorporated into Annex XI thereto. Therefore, any
disclosure by the data importer to a third party located in the
EEA does not qualify as an onward transfer for the purpose of
these Clauses.

2 This requirement may be satisfied by the sub-processor
acceding to these Clauses under the appropriate Module, in
accordance with Clause 7.

3 As regards the impact of such laws and practices on
compliance with these Clauses, different elements may be
considered as part of an overall assessment. Such elements
may include relevant and documented practical experience
with prior instances of requests for disclosure from public
authorities, or the absence of such requests, covering a
sufficiently representative time-frame. This refers in particular
to internal records or other documentation, drawn up on a
continuous basis in accordance with due diligence and
certified at senior management level, provided that this
information can be lawfully shared with third parties. Where
this practical experience is relied upon to conclude that the data
importer will not be prevented from complying with these
Clauses, it needs to be supported by other relevant, objective
elements, and it is for the Parties to consider carefully whether
these elements together carry sufficient weight, in terms of
their reliability and representativeness, to support this
conclusion. In particular, the Parties have to take into account
whether their practical experience is corroborated and not
contradicted by publicly available or otherwise accessible,
reliable information on the existence or absence of requests
within the same sector and/or the application of the law in
practice, such as case law and reports by independent oversight
bodies.

" Dohoda o Evropském hospodatském prostoru (Dohoda o EHP)
stanovi rozsifeni vnitfniho trhu Evropské unie na tfi staty EHP —
Island, Lichtenstejnsko a Norsko. Na pravni ptedpisy Unie o
ochran¢ udaju, véetné natizeni (EU) 2016/679, se vztahuje
Dohoda o EHP a byly zaclenény do jeji pfilohy XI. Proto
jakékoli zpiistupnéni udaji dovozcem udaji tieti strané
nachézejici se v EHP neni pro cely téchto dolozek povazovano
za dalsi predani.

2 Tento pozadavek miize byt splnén tim, Ze subdodavatel
zpracovani dat pfistoupi k témto dolozkdm v ramci piislusného
modulu v souladu s dolozkou 7.

3 Pokud jde o dopad t&chto zdkont a postupd na dodrzovani
téchto dolozek, mohou byt v rdmci celkového posouzeni
zvazeny rizné prvky. Takové prvky mohou zahrnovat
relevantni a zdokumentované praktické zkuSenosti s
pfedchozimi pfipady Zzadosti o zpfistupnéni informaci od
organi vefejné moci nebo s absenci takovych zadosti, které
pokryvaji dostatecné reprezentativni ¢asovy ramec. Jedna se
zejména o interni zaznamy nebo jinou dokumentaci,
vypracovavanou prubézné¢ v souladu s nalezitou péci a
potvrzenou na urovni vrcholového vedeni, za predpokladu, ze
tyto informace mohou byt zdkonné sdileny s tfetimi stranami.
Pokud se na zakladé¢ téchto praktickych zkuSenosti dospéje k
zaveéru, ze dovozci udaji nebude branéno v dodrzovani téchto
dolozek, je tfeba je podpofit dalsimi relevantnimi, objektivnimi
prvky a je na stranach, aby pecliveé zvazily, zda maji tyto prvky
spolecné z hlediska své spolehlivosti a reprezentativnosti
dostatecnou vahu na podporu tohoto zavéru. Strany musi vzit v
uvahu zejména to, zda jejich praktické zkusenosti potvrzuji a
nejsou v rozporu s veiejné dostupnymi nebo jinak pfistupnymi
spolehlivymi informacemi o existenci ¢i neexistenci zadosti ve
stejném odvétvi a/nebo o uplatiovani prava v praxi, jako je
soudni moc a zpravy nezavislych dozorovych organd.
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