KONCESNI SMLOUVA
C. j. 304705/2022-VO
(déle jen .Smlouva®)

kterou niZe uvedeného dne, mésice a roku dle
§ 1746 odst. 2 zikona & 8¢/2012 Sbh.,
obfanského zikoniku, § 174 zikona
& 134/2016 Sb., o zaddvani
zakizek, ve znéni pozdéjSich pfedpisi (dale
jen _Zikon") a &. 43 Nafizeni Evropského
parlamentu a Rady (ES) & 810/2009 ze dne
i3. dervence 2009 o kodexu Spoledenstvi o
vizech (dale jen ,Vizovy kodex™) uzaviely tyto
| smluvni strany:

Ceskd republika

Ministerstvo zahraniénich véci

se sidlem: Loretanské namésti 101/5,
118 00 Praha 1, Ceska republika,

I1C: 45769851, DIC: CZ45769851

jehoZ jménem jednd ve vécech smluvnich
JUDr. Martin Smolek

niméstek pro Fizeni sekce prévni

a konzularni

dile jen ,Zadavatel®

a
spoleénost ,VFS - iData®
tvofena spoleniky:

Vedouci spoleénik: VF Worldwide
Holdings Ltd, se sidlem Unit & 3101-A,
JBC 1, Plot No: JLT-PH1-G2A Jumeirah Lake
Towers, Dubaj, Spojené arabské emirity, IC
DMCCg7249

Zastoupen na zikladé plné moci p.
Prabuddha Sen, zdstupce spole¢nosti

a

spoleénikem: iDATA DANISMANLIK
VE HIZMET DIS. TICARET AS, se
sidlem Ergenckon Mah. Cumhuriyet Cad.
Celik Apt. No. 141 D. 5 Sisli, Istanbul,
Turecko, 1€ 388952

CONCESSION CONTRACT
Ref. No.: 304705/2022-VO
(hereinafter referred to as the "Contract™)

made on the day, month and year as set out below
on the basis of Section 1746(2) of Act No 89/2012,
the Civil Code, Section 174 of Act No 134/2016
concerning public procurement as amended
(hereinafter referred to as the "Act”), and Article 43
of Regulation (EC) No 810/2009 of the European
Parliament and of the Council of 13 July 2009
establishing a Community Code on Visas
(hereinafter referred to as the *Visa Code”),
between the following Contracting Parties:

Czech Republic

Ministry of Foreign Affairs,

Registered office: Loretanské namésti 101/5,
118 00 Praha 1, Czech Republic,

Business 1D: 45769851, Tax ID: CZ435769851,

Represented in matters relating to contracts by
JUDr. Martin Smolek,
Deputy Minister for Legal and Consular Affairs,

Hereinafter referred to as the “Contracting
Authority”,

and
association ,VFS - iData*
formed by associates:

Head associate: VF Worldwide Holdings
Ltd, having it registreted address at Unit & 3101-A,
JBC 1, Plot No: JLT-PH1-G2A Jumeirah Lake
Towers, Dubai, UAE, reg. nr. DMCCg7249

Represented, under a power of attorney, by Mr.
Prabuddha Sen, complany representative

and

associate: iDATA DANISMANLIK VE
HIZMET DIS. TICARET AS, having its
registered address at Ergenekon Mah. Cumhurivet
Cad. Celik Apt. No. 141 D. 5 Sisli, Istanbul, Turkey,
reg. nr. 388952




Zastoupen p, Francesco Boari,
dile jen .Koncesiondi”

PREAMBULE

Vzhledem k tomu, Ze

A

Zadavatel, ktery je povinen na zdkladé své
plisobnosti vyplfvajici ze zikona & 326/1999
Sh., o pobytu cizincd na dzemi Ceské
republiky a 0 #zméné nékterych zikond, ve
znéni pozdéjsich predpisd (dile jen Zékon o
pobytu cizincli®) a § 16 odst. 1 pism. 1) zikona
& 150/2017 Sb., ozahraniéni sluibé a o
zméné nékterych zakond (zikon o zahraniéni
slufbé), (dale jen ,Zikon o zahrani&ni
sluZbé") zajistit pfijem Zidosti o kratkodobéd
schengenskd viza na zastupitelskych tifadech,
vyhlisil za uvedenym G&elem koncesni Fizeni
s ndzvem Externi poskytovini slufeb ke
zpracovini Zddosti o krétkodobd viza na
Ukrajiné”, jehoZ ozndémeni bylo uvefejnéno

na profilu zadavalt:,l;
systémovym éislem Noo6/21/Vooo33494
(dile jen ,Koncesn{ fizeni®).

B.

V zaddvacim Fizeni byla Zadavatelem

vybréina
jako nejvhodnéjdi nabidka Koncesiondfe
spoleénost ,,VFS - iData“

E

Koncesiondf je zplsobily zahdjit provoz
vizového centra, poskytovat viechny sluZby
definované touto Smlouvou a spolupracovat
s pfisludnym zastupitelskym Gfadem, to vie
za podminek dile stanovenich touto
Smlouvou na zékladé nabidky Koncesionife
dle poZadavkii Zadavatele;

D.

Zadavatel je pfipraven  poskytnout
Koncesionifi vedkerou nezbytnou soudinnost
k vykonu pFedmétu Smlouvy aumoZnit mu
brat za tento wykon uZitek v podobd
Servisniho poplatku za sluzby;

Repersented by Mr. Francesco Boari,
Hereinafter referred to as the “Concessionaire”,

PREAMBLE

Whereas

A

According to Act No 326/1999 concerning the
residence of foreigners in the territory of the Czech
Republic and amending certain acts as amended
(hereinafter referred to as the “Foreigners
Residence Act™) and Section 16(1)(1) of Act No
150/2017 concerning foreign service and amending
certain acts (Foreign Service Act) (hereinafter
referred to as the “Foreign Service Act™), the
Contracting Authority has the duty to make
provisions at diplomatic missions for the receipt of
applications for short-stay Schengen visas, has
initiated a concession award procedure for the
“Provision of external services for the processing of
short-stay visa applications in Ukraine”, as
announced in a notice on the Contracting
Authority's profile
(hitp://nen.nipez.cz/profil/mzy), system number
No06/21/Vo0033494 (hercinafter referred to as
the "Concession Award Procedure”).

B.
The Contracting Authority has selected the tender
of the Concessionaire, association ,VFS -
iData", as the most appropriate tender in the
Concession Award Procedure;

B

The Concessionaire is able to bring into operation a
visa application centre, to provide all the services
defined in this Contract, and to cooperate with the
competent diplomatic mission, in each case subject
to the terms and conditions laid down by this
Contract on the basis of the Concessionaire's
tender and in accordance with the Contracting
Authority's requirements;

D.
The Contracting Authority is ready to provide the
Concessionaire with all the necessary cooperation
in performing this Contract, and to enable the
Concessionaire to generate profit from service fees:




byle mezi smluvnimi  stranami
dohodnuto nasledujici:
X Definice pojmi:

Pokud z kontextu jednoznaéné nevyplyvi
jinak, majf pojmy uvedené v této smlouvé
svelkym poditednim pismenem vyznam
uvedeny v tomto Eanku Smlouvy,

a.
“Citlivé informace” znamenaji veSkeré
informace tykajici se této Smlouvy nebo
informace s touto Smlouvou souvisejici nebo
zjejiho plnéni vyplfvajici a dile jakékoliv
informace, Gdaje a data tykajici se spoluprice
smluvnich stran podle této Smlouvy, zejména
informace tykajici se jejich vvkondl, plandg,
rozpoftld, odmén, kontaktd, smluv, zavazki
nebo prév, bez ohledu na skuteénost, v jaké
formé avjakém obsahu se tyto informace
nachdzeji, zejména viak informace obsaZené
v podkladech,
programech, analyzdch, korespondenci &
jinych dokumentech v pisemné, elektronické
¢ audiovizudlni formé. Citlivou informaci
jsou dale vSechny skutefnosti obdobného
charakteru, které nejsou zachyceny v hmotné

podobé. Citlivou informacf je rovnéi jakikoli |

jind informace, kterou za citlivou oznadf
Zadavatel. Citlivd informace se povaZuje za
obchodni tajemnstvi;

b.

Biometrické identifikétory” znamenaji
fotografii Zadatele a otisky jeho prstl ve
smyslu €l. 13 Vizového kodexu;

c.
Chstka kompenzace" znamend
pfislusnou  &stku  kompenzace  pfi
predéasném ukonéeni Smlouvy stanovenou
podle pfilohy & 3 Smlouvy;

d.

CNB" znamen4 Ceskd nérodni banka;

e

.i)oplﬂkové sluzby” znamenaji sluiby
poskytované nebo zajisfované

Koncesiondfem v rdmci poskytovini SluZeb | pa

| The Contracting Parties have agreed as

follows:

I. Definitions of terms

Unless a different meaning is evident from the
context, the terms capitalised in this Contract have
the meanings defined in this article of the Contraet:

a.
“Sensitive Information” means any information
concerning or relating to this Contract or resulting
from the performance of this Contract, and any
information and data concerning cooperation
between the Contracting Parties under this
Contract, namely information concerning their
operations, plans, budgets, remuneration, contacts,
contracts, liabilities or rights, irrespective of the
form and content in which the information is
recorded, and especially information contained in
working materials, plans, summaries, programmes,
analyses, correspondence or other documents in
written, electronic or audio-visual formats.
“Sensitive  Information” also means any
information of a similar nature, not recorded in |
material form. “Sensitive Information” also means
any other information classified as sensitive by the
Contracting Authority. “Sensitive Information” is
deemed to constitute trade secret;

b.

“Biometric Identifiers” means the Applicant’s
photograph and fingerprints as deseribed in Article
13 of the Visa Code;

c.
“Amount of Compensation” means the
appropriate amount of compensation for early
termination of the Contract, set in Annex No 3 to
the Contract;

d.
“CNB" means the Czech National Bank;

e,
“Supplemen Services” means services
provided or arranged for by the Concessionaire as
rt of the provision of Services under Annex No 2

L podle pfilohy & 2 Smlouvy, které si_hradi | to this Contract, in cases where the service is paid
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sami Zadatelé;

f.
+GDPR" znamend Nafizeni Evropského
parlamentu a Rady (EU) 2016/679 ze dne 27.
dubna 2016 o ochrané osob
v souvislosti se zpracovinim osobnich ddaj
a 0 volném pohybu téchto Gdajf;

8.

+Handbook” znamené Rozhodnuti Komise
ze dne 19. bfezna 2010, kterym se stanovi
Pfirutka pro zpracovini Zddosti oviza a

proviadéni zmén v udélenych vizech;
h.
+JHandbook 2 znamend Rozhodnuti

Komise ze dne 11. dervna 2010 o Pliruéee pro

organizaci vizovich oddéleni a mistnf
schengenskou spoluprici;

i

+Konzulét® znamend konzulérni Gsek
Zastupitelského GFadu, vjeho? konzuldrnim
obvodu se pFisluiné Vizové centrum nachaz;
mistni pfisluinost jednotlivich Konzulatd
klokalitim, wvnich# je Koncesionifem
povinné zfizovino Vizové centrum, je
specifikovina v pfiloze & 1 této Smlouvy;
pokud je vtéto smlouvé stanoveno prévo
nebo povinnost Konzulitu, rozumi se tim
pravo nebo povinnost stanovend Zadavateli.

j.
NaFizeni o VIS® znameni Nafizeni
Evropského parlamentu a Rady (ES)
& 767/2008 ze dne 9. &ervence 2008
o Vizovém informalnim systému (VIS)
aovyméné adajll o kritkodobych vizech
mezi Elenskymi stéty;

k

»Nafizeni Rady (ES) ¢ 1683/95%
znamena Nafizeni Rady (ES) ¢ 1683/95 ze
dne 29. kvétna 1995, kterym se stanovi
jednotny vzor viz;

L

JJLProjekt  kvality”  znamena
minimélnich standardd poskytovini sluZby,
zpracovany ve formé ,Formuldfe pro podini
nabidky®, ktery je soudisti nabidky podané
Koncesiondfem v Koncesnim Fizeni, ktery je
_soudasné nedilnou pfilohou & 2 této

projekt |

for by the Applicants themselves;

f.

“GDPR” means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April
2016 on the protection of natural persons with
regard to the processing of personal data and on
the free movement of such data;

g
“Handbook” means Commission Decision of 19.
3. 2010 establishing the Handbook for the
processing of visa applications and the modification
of issued visas;

h.
“Handbook 2" means Commission Decision of 11.
6. 2010 establishing the Handbook for the
organisation of visa sections and local Schengen
cooperation;

i
“Consulate” means the consular section of the
Mission responsible for the consular distriet in
which the Visa Application Centre is located: the
territorial competence of individual Consulates
over locations where the Concessionaire is to set up
an essential Visa Application Centre is specified in
Annex No 1 to this Contract; the Consulate’s rights
or obligations set out in this Contract shall be
deemed to be the rights and obligations of the
Contracting Authority;

j.

“VIS Regulation” means Regulation (EC) No
767/2008 of the European Parliament and of the
Council of 9 July 2008 concerning the Visa
Information System (VIS) and the exchange of data
between Member States on short-stay visas;

k.

“Council Regulation (EC) No 1683/95" means
Council Regulation (EC) No 1683/95 of 29 May
1995 laying down a uniform format for visas;

L.
“Quality Project” means a project setting the
minimum standards for the service prepared in the
form of a “Letter of Tender”, submitted as part of
the Concessionaire's tender in the Concession
Award Procedure, and constituting an integral
Annex No 2 to this Contract;
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Smlouvy;

m.
Sazebnik” znamend sazebnik smluvnich
pokut a bodového hodnoceni porudeni
smluynich povinnosti uvedeny v piiloze & 3
této Smlouvy;

n.
Seclhani Koncesionafe” Znamenda
jakékoliv poruSeni povinnosti stanovené
Koncesionafi touto Smlouvou nebo zde
odkazovanymi privnimi normami (pravni
predpisy uvefejnéné ve Shirce zikond Ceské
republiky, mezindrodnf smlouvy, kterymi je
Ceska republika vizina, Smérnice a Nat{zeni
Evropské unie apod.);

0.
«Servisni poplatek” zmamena poplatek ve
smyslu &l 17 Vizového kodexu;

p.
Schengensky hraniéni kodex” znamend
Nafizeni Evropského parlamentu a Rady (ES)
& 562/2006 ze dne 15. bfezna 2006, kterym
se stanovi kodex Spolecenstvi o pravidlech
upravujicich pfeshrani¢éni pohyb osob;

q.
Rozhodnuti Rady ¢&. 2008/633/SVV™
znamend Rozhodnuti rady 2008/633/5VV ze
dne 23. dfervna 2008 o konzultaénim
pfistupu uréenych orgdnd ¢lenskych statd a
Europolu do Vizového informaéniho systému
pro uéely prevence, odhalovini a vySetfovani
teroristickich  trestnych  &nd  ajinfch
zivaZnych trestngeh énd;

r.
Vizové centrum” znamena vizové centrum
zfizené Koncesionifem na zdkladé a dle
podminek této smlouvy; pokud je vtéto
smlouvé stanovena povinnost Vizovému
centru, rozumi se tim povinnost stanoveni
Koncesionafi;

s,

NVizovy informaéni systém”® znamend
informaéni systém vymezeny NaFizenim
Evropského parlamentu a Rady ES
& 767/2008 ze dne 9. &ervence 2008
o Vizovém informaénim systému a o viméné

tidajll o kritkodobych vizech mezi &lenskimi | between Member States on short-stay visas; _

m.
“Schedule of Fines and Penalty Points”
means the schedule of fines and penalty points
incurred for violations of contractual obligations,
constituting Annex No 3 to this Contract;

n.
“Concessionaire’s Failure” means any violation
of the Concessionaire’s obligations under this
Contract or under the laws and regulations referred
to herein (laws and regulations published in the
Official Journal of the Czech Republic “Sbirka
zdkondl Ceské republiky”, international treaties
binding on the Czech Republie, regulations and
directives of the European Union, etc.);

0.
“Service Fee” means the fee referred to in Article
17 of the Visa Code;

p.
“Schengen Borders Code” means Regulation
(EC) No 562/2006 of the European Parliament and |
of the Council of 15 March 2006 establishing a
Community Code on the rules governing the
movement of persons across borders;

q.
“Council Decision 2008/633/JHA" means
Council Decision 2008/633/JHA of 23 June 2008
concerning access for consultation of the Visa
Information System (V1S) by designated authorities
of Member States and by Europol for the purposes
of prevention, detection and investigation of
terrorist offences and of other serious criminal
offences;

r.
“Visa Application Centre” means a Visa
Application Centre set up by the Concessionaire on
the basis of and subject to the terms and conditions
of this Contract; the Visa Application Centre’s
obligations set out in this Contract shall be deemed
to be the obligations of the Concessionaire;

s,
“Visa Information System” means the
information system defined in Regulation (EC) No
767/2008 of the European Parliament and of the
Council of 9 July 2008 concerning the Visa
Information System (VIS) and the exchange of data
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staty,

L.
»Vizovy poplatek® znamena poplatek ve
smyslu &l. 16 Vizového kodexu;

.
JJadivaci  dokumentace”  znamend
veskeré pisemné dokumenty obsahujici
zaddvaci  podminky, sdélované nebo
zpfistupfiované  déastniklim  zaddvaciho
Fizeni pfi zahdjeni zadévaciho Fizeni;

v,

Zakon o zpracovani osobnich ddaji
znamend zékon & 110/2019 Sb., o zpracovini
osobnich tdaji;

w.
Lastupitelsky GFad" zZnamend
Velvyslanectvi  Ceské  republiky  nebo
Generdlnf konzulat Ceské republiky, ktery je
mistné pfislusny pro danou lokalitu vykonu
sluiby Vizového centra; pokud je v této
smlouvé stanoveno privo nebo povinnost
Zastupitelskému Gfadu, rozum{ se tim pravo
nebo povinnost stanovend Zadavateli;

£.

Zadatel" znamené jakikoliv fyzickd osoba,
kterd se dostavi do Vizového centra za Géelem
podéini Zidosti o vizum;

Smluvni strany prohladuji, Ze je jim viznam
viech vyrazil pouZitych v této Smlouve znam.
Jakékoliv pochybnosti & nepfesné viznamy
vyrazi pouZitich vtéto Smlouvé si smluvni
strany vysvétlily pfed jejim podpisem.

I1. Vyklad Smlouvy

Pro vyklad této smlouvy plati nésledujic
interpretaéni pravidla, ledaZe z kontextu

vislovné vyplyvi jinak:

2.1.
Virazy pouZité v jednotném &isle zahrnuji
mnoZné éislo a naopak;

2.2,
Odkaz na tuto Smlouvu v sob& zahrnuje i jeii

)
“Visa Fee” means the fee referred to in Article 16
of the Visa Code;

u.
“Tender Specifications“ means the complete set
of written documentation containing specifications
for the Concession Award  Procedure,
communicated or made available to tendering
operators at the beginning of the Concession Award
Procedure;

w.
“Personal Data Processing Act” means Act No
110/2019 concerning the processing of personal
data;

W,
“Mission” means the Embassy of the Czech
Republic or Consulate General of the Czech
Republic which has territorial competence over the
location where the Visa Application Centre
performs the service; the Mission's rights or
obligations set out in this Contract shall be deemed
to be the rights and obligations of the Contracting
Authority;

z.
“Applicant” means any natural person coming to
the Visa Application Centre to lodge a visa
application;

The Contracting Parties declare that they
understand the meaning of all expressions used in
this Contract. Before signing this Contract, the
Contracting Parties had removed any doubts or lack
of clarity about the meanings of the expressions
used in this Contract.

L. Interpretation of the Contract

Unless the context expressly indicates otherwise,
this Contract shall be interpreted according to the
following rules:

2.1.
Expressions in the singular shall include the plural
and vice versa;

2.2.
References to this Contract shall include any
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pFipadné zmény, pokud byly uéinény
zplisobem, ktery je v souladu s touto
Smlouvou;

2.3.

Odkaz na jakykoliv dokument je odkazem na
dokument v podobé, jakou mé v pFisluiné
dobé, vietné provedenych zmén a dopliikd,
kromé¢ pfpadd, ve kterych jsou zmény &
dopliiky prisluiného dokumentu podminény
souhlasem jedné ze stran této Smlouvy, a
takovy souhlas nebyl udélen;

2.4.
Nadpisy v této smlouvé slouZi

k usnadnéni orientace a nemaji vliv na vyklad
ustanoveni této Smlouvy;

2.5.

Pfilohy této Smlouvy tvoff jeji nedilnou
soulast.
III. Zastupci stran

3.1. Zastupce Zadavatele

3.1.1.
Zastupcem Zadavatele je osoba, ktera je
zmocenénd zastupovat Zadavatele

v souvislosti s realizaci této smlouvy.

3.1.2,
Zastupcem Zadavatele je ndméstek sekee
privii  a  konzuldrni Ministerstva

zahraniénich véci nebo Zadavatelem uréené
osoba, kterou Zadavatel pisemné urdi v
souladu s timto ¢éankem,

3.1.3.
Zastupee Zadavatele je oprévnén zmocnit
i jinou osobu, aby zastupovala Zadavatele ve
stanoveném rozsahu, Pokud tato Smlouva
odkazuje na zistupee Zadavatele, plati tento
odkaz i pro takto zmocnénou osobu.

3.1.4.
Zadavatel je oprévnén kdykoli zménit
zdstupce Zadavatele a tato zména je vidi
Koncesiondfi G¢&innd okam#ikem dorudeni
pisemného ozniment o této zméné.

change hereof, provided that the change is made in
a way consistent with this Contract;

2.3
References to any document shall be references to
its version in force at the given time, incorporating
any previous changes or additions, except for cases
where changes or additions to a given document
are subject to the consent of either Party to this
Contract and such consent has not been given;

2.4.
The headings in this Contract are for reference
only and they shall have no effect on the
interpretation of the provisions of this Contract;

2.5.
The Annexes to this Contract shall constitute an
integral part of this Contract.

1. Representatives of the Parties
3.1. Contracting Authority’s Representative

3.1
The Contracting Authority’s Representative shall be

a person authorised to represent the Contracting
Authority in matters relating to the performance of
this Contract.

3.1.2.
The Contracting Authority's Representative shall be

the Deputy Minister for Legal and Consular Affairs
at the Ministry of Foreign Affairs or another person
designated by the Contracting Authority in writing
in accordance with this article.

3-1.5.
The Contracting Authority’s Representative may
authorise other persons to represent the
Contracting Authority in specified matters.
References in this Contract to the Contracting
Authority's Representative shall include any person
authorised on this basis.

3.1.4.
The Contracting Authority may change the
Contracting Authority’s Representative at any time
and this change shall take effect in relation to the
Concessionaire upon the delivery of a written
notification concerning the change.




3.1.5.
Zadavatel je oprivnén zmocnit i vice
zastupell vsidle Zastupitelského tfadu pro
Géely komunikace a kontroly vikonu koncese
dle této Smlouvy.

3.1.6.

Jednini nebo pokyny zastupce Zadavatele v
rozsahu, v jakém jsou pfedvidiny touto
Smlouvou, se povaZujl za jednini nebo
pokyny Zadavatele a Koncesioni# nebo
zastupee Koncesionife je povinen podle nich
postupovat.

3.2.  Zastupce koncesiondie

3.2.1

Zastupcem Koncesionife je osoba, kterd je
zmocnénd zastupovat Koncesionéfe
v souvislosti s realizaci této Smlouvy.

3.2.2.
Zistupcem Koncesiondfe je osoba uvedend
vzdhlavi této Smlouvy nebo jind osoba,
kterou koncesiondf uréi pisemné v souladu s
timto &lankem.

2.2.5.
Koncesiondf miiZe zménit svého zistupee
pisemnym oznidmenim Zadavateli, pokud
Zadavatel s touto zménou vyslovi souhlas.
Udéleni tohoto souhlasu nesmi Zadavatel
bezdlivodné odepfit nebo zdriovat,

3-2.4.
Koncesiondf miZe povefit komunikaci se

zastupcem Zadavatele dle &l. 3.1.5, Smlouvy i
vice osob.

3.2.5.
Veskerd jednéni nebo pokyny zdstupce
Koncesiondfe se povaiuji za jedndni nebo
pokyny Koncesionife, ledaZe koncesiondf
ptedem upozorni Zadavatele, Ze konkrétni
jednéni nebo pokyn neni jedninim nebo
pokynem Koncesiondfe.

V. Predmét Smlouvy

4.1.
Koncesiondf se touto Smlouvou zavazuje

3.1.5.
The Contracting Authority may authorise more
than one Representative at the Mission for the
purposes of communication and supervision of the
performance of the concession under this Contract.

3.1.6.

Any actions of or instructions from the Contracting
Authority’s Representative, in so far as foreseen in
this Contract, shall be deemed to be the actions of
or instructions from the Contracting Authority, and
the Concessionaire or the Concessionaire's
Representative shall comply with them.

3.2. Concessionaire’s Representative

3.2.1.
The Concessionaire’s Representative shall be a
person authorised to represent the Concessionaire
in matters relating to the performance of this
Contract.

3.2.2.
The Concessionaire's Representative shall be the
person referred to in the recitals to this Contraet or
another person designated by the Concessionaire in
writing in accordance with this article.

3.2.3.
The Concessionaire may change its Representative
by a notice in writing to the Contracting Authority,
provided that the Contracting Authority gives its
consent to the change. The Contracting Authority
shall not unreasonably withhold or delay such
consent.

3.2.4.
The Concessionaire may authorise more than one
person to communicate with the Contracting
Authority’s Representative under 3.1.5. above.

3.2.5.
Any actions of or instructions from the

Concessionaire's Representative shall be deemed to
be the actions of or instructions from the
Concessionaire, unless the Concessionaire notifies
the Contracting Authority in advance that a given
action or instruction is not an action of or
instruction from the Concessionaire.

IV. Object of the Contract

4.'.
The Concessionaire hereby agrees to provide to the
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poskytovat Zadavateli na viastni odpoviédnost

a naklady sluiby spodivajici v plnéni
uvedeném v &l 4.2. a 4.3. Smlouvy,

4.2,
Plnéni poskytované Koncesionidfem sestavi

vsouladu sé&. 43 Vizového kodexu 2z

nasledujicich diléich Ginnosti:

a) shromaZdovini Zadosti o kritkodoba
schengenska viza,

b) pfeddvani Zadosti dle €. 4.2. pism. a)
Smlouvy Zastupitelskému Gfadu,

¢) zpracovini  osobnich  Gdajd  vletné
Biometrickych  identifikdtorl a  jejich
pledévini Zastupitelskému Gfadu,

d) vibér Vizovych poplatkl a jejich
pfedavani Zastupitelskému Gradu,

e) poskytovini informaci o vizovém procesu,

f) vyzveddvini cestovnich dokladi na
Konzulitu a jejich vraceni Zadateltim,

g) poskytovini formuldfl Zidosti o viza,

h) informovéni zadatel) ohledné
podpfirnjch dokladd formou kontrolntho
seznamu,

4.3. Kapacita vizového centra

4.3.1.

Koncesiondf se touto smlouvou zavazuje
zajistit minimalni souhrmnou roéni kapacitu
pro pfijem Z#idosti ve wvSech povinnych
Vizovych centrech ve vidi 189.000 Zidosti.

Koncesiondf nenese odpovédnost za
nenaplnéni kapacity vddsledku niZsiho
zhjmu Zadatelll o podéni Zadosti.

4.3.2.

KoncesiondF se zavazuje navysit minimaln{
souhrnnou rodnf kapacitu pro pHjem Zédosti
ve wviech povinnych Vizovich centrech
uvedenou v bodé 4.3.1., a to aZ na 210.000
#adosti, nejpozdé&ji do 9o dit od pisemného
pokynu Zadavatele.

Contracting Authority, at the Concessionaire's own
responsibility and expense, the services described
in 4.2, and 4.3. below,

4.2,
In accordance with Article 43 of the Visa Code, the
Concessionaire's performance shall consist of the
following activities:

a) Collecting applications for short-stay Schengen
visas;

b) Transferring to the Mission the applications
referred to in 4.2(a) above,

¢) Processing and transferring to the Mission
personal data including Biometric Identifiers,

d) Collecting and transferring to the Mission the
Visa Fee,

¢) Providing information about the visa process,

f) Collecting travel documents from the Consulate
and returning them to Applicants.

g) Providing visa application forms,

h) Informing Applicants of the required supporting
documents, on the basis of a checklist,

4.3. Capacity of the Visa Application Centre

4.3.1.
The Concessionaire hereby guarantees to ensure
that essential Visa Application Centres has the total
capacity to receive at least 189,000 applications
per year. The Concessionaire shall not be held
liable for failure to fully exploit this above capacity
as a result of lower interest of Applicants in lodging
applications,

4.3.2.

The Concessionaire hereby agrees to increase the
minimal total annual capacity of the essential Visa
Application Centres for receiving the applications
reffered to in 4.3.1. above, up to 210,000
applications, no later than 9o days after receiving a
written instruction from the Contracting Authority.




4.3.3.

Koncesiondf se touto smlouvou zavazuje
umoZnit podini Zidosti bez pFedchoziho
objednani vpodtu denni kapacity uvedené
v Projektu kvality.

4.3.4.

V pfipadé sjednéini terminu k podéni Zidosti
ve Vizovém centru pfedem nesmi objednaci
lhiita pfesdhnout 14 dni.

4o

KoncesiondF se  zavazuje  vybudovat
audriovat infrastrukturu  wletné jejtho
pfipadného roziifeni pro potieby této
Smlouvy, na viastni niklady tak, aby byly
sluiby poskytoviny v souladu s touto
Smlouvou.

4-5-

Misty vikonu pfedmétu Smlouvy, tj. misty
povinné zfizovanych Vizovych center, je
téchto sedm mést na Ukrajiné:

Kyjev

Lvov

Uzhorod
Ivano-Frankivsk
Dnipro

Charkov

Odésa

Zmény vySe uvedenych mist vykonu
pfedmétu  Smlouvy jsou mo¥né pouze
s pfedchozim pisemnym souhlasem
Zadavatele.

4.6.

Plnéni bude poskytovino v souladu

s pofadavky Zadavatele uvedenymi v této
Smlouve,

V. Povinnosti koncesiondie
Koncesionaf je povinen vrdmei &nnosti
kaZzdého Vizového centra zajistit zejména tyto
¢innosti:

5.1. Informaéni povinnost

5.1.1.
Poskytuje obeené informace tykajici se vizové
innosti a formuld#h Zidost! o udélenf viz.

4.3.3
The Concessionaire hereby agrees to enable
Applicants to lodge applications without booking
an appointment in advance, in numbers
corresponding to the daily capacity stated in the
Quality Project.

4.3.4.
In case an Applicant books in advance an
appointment to lodge an application at the Visa
Application Centre, the time from booking to
appointment shall not exceed 14 days.

4.4.

The Concessionaire agrees to build and maintain, at
its own expense, infrastructure for the purposes of
this Contract, including any expansion of
infrastructure if required, so as to ensure that the
services are provided in accordance with this
Contract,

4.5.
The places of performance of this Contract, i.e. the
locations of the essential Visa Application Centres
shall be the following seven cities in Ukraine:

Kiev

Lviv

Uzhhorod
Ivano-Frankivsk
Dnipro

Kharkov

Odessa

Any changes of the above places of performance of
this Contract shall be subject to the Contracting
Authority’s prior written consent.

4.6,
The performance shall comply with the Contracting
Authority’s requirements set out in this Contract.

V. Concessionaire’s duties
The Concessionaire shall make provision namely

for the following activities of the Visa Application
Centre:

5.1. Providing information
5.L1,
Provide general information about visa

requirements and visa application forms,
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5.1.2,

Poskytuje informace o vizovém fizeni, tj.
o podmince osobni pfitomnosti pH podani
#adosti, o naleZitostech Zadosti o vizum
(dokladech, které je potfeba k Zadosti
piedlozit, jejich platnosti a jejich potfebnych
ovéfenich, véetn¢ parametrli pfedklidané
fotografie), o celkové v§3i Vizového poplatku
u jednotlivych Zadateld a zplisobu jeho
Ghrady a o lhitich pro vyfizeni Zidosti a o
povinnosti sniméni biometrickych prvkd,

5.1.3.
Poskytuje Zadatelm informace o moZnosti
podat Zidost o nové posouzeni divodd
neudéleni viza v pFipadech, kdy je Zidost
zamitnuta, a to na zékladé informaci

poskytnutich Konzulatem.

5.1.4.
Poskytuje informace o vizové povinnosti
piisludnfkd rdznych stitnich obanstvi (1.
informace o tom, zda pro cestu do Ceské
republiky & do schengenského prostoru
potfebuje nebo nepotfebuje cizinec vizum) a
o konzulirni plsobnosti Vizového centra a
Konzulitu (tj. zda mé b{t Zidost podina u

Zastupitelského Gfadu Ceské republiky nebo |

zastupitelského Gfadu jiného dlenského stitu
schengenského prostoru).

5.1.5.

Konzulit pfed zahdjenim &nnosti Vizového
centra poskytne vymezeni okruhu Zadateld,
kteff budou moci ve Vizovém centru #adosti
podéavat. U Zadateld, ktefi Zidost ve Vizovém
centru podat nemohou, KoncesiondF zafisti
jeiich informovanost o sprvném misté
podéani Zidost.

5.1.6.

Poskytuje veskeré informace prostfednictvim
ktomu Gfelu zfizenych webovich strinek
Vizového centra, telefonicky, prostiednictvim
e-mailu  arovnéZ osobné Zadatelim v
okamZiku, kdy se Zadatel dostavi k podéni
#idosti do centra. Na webovych strinkéch
Vizového centra musi byt umistén formulaf
#Zidosti o vizum, ktery si mohou Zadatelé
vytisknout.

5.1.2,
Provide information about the visa procedure, ie.
the requirement that the Applicant must appear in
person to lodge the application, the necessary
clements of a visa application (supporting
documents to be presented with the application,
their wvalidity and required authentications,
including the parameters of the presented
photograph), the total amount of the Visa Fee
charged from individual Applicants and its
payment methods, the time limits for processing
the applications, and the duty to collect Biometric
Identifiers.

5.1.3.
Inform Applicants that if the application is refused
they may seek a review of the reasons for the
refusal on the basis of information provided by the
Consulate,

5.1.4.
Provide information about the visa requirements
for nationals of different countries (i.e. information
whether the foreign national needs a visa to enter
the Czech Republic or the Schengen Area) and
about the consular competence of the Visa
Application Centre and the Consulate (i.e. whether
the application is to be lodged at the Mission of the
Czech Republic or at the mission of another
Member State of the Schengen Area).

515

Before the Visa Application Centre begins to
operate, the Consulate shall define the category of
Applicants eligible to lodge their applications at the
Visa Application Centre. The Concessionaire shall
ensure that Applicants ineligible to lodge their
applications at the Visa Application Centre are
informed where to lodge their applications.

5.1.6.

Provide complete information through a dedicated
website of the Visa Application Centre, by
telephone, by email, and personally to Applicants
coming to the Visa Application Centre to lodge their
applications. The visa application form shall be
available on the website of the Visa Application
Centre website in a format enabling the Applicant
to print out the form.




B.1.7.
Poskytuje informace Zadatellm ohledné
poZadovanych podpiirnfch dokladli formou
kontrolnitho  seznamu., Konzulit  pied
zahdjenim &innosti Vizového centra poskytne
Koncesiond¥i seznam dokladl, které je
Zadatel povinen k #idosti o vizum dolozit,
pfipadné vymezi okruh osob, ukterych je
moZné udinit vijimku z predloZeni nékterych
dokladdl. Vizové centrum dle tohoto seznamu
informuje Zadatele o dokladech povinngch

k pfedloZent Zidosti, V pfipadé pochybnosti o
predkladanych dokladech nebo
pochybnostech o udéleni vyimky
u konkrétnich Zadateld je Vizové centrum
vidy  povinno  Zidost  konzultovat
s Konzulitem.

5.2.

ShromaZd'ovani zadosti, Gdaja
a biometrickych identifikatora

Koncesiondfem a jejich elektronizace

5.2.1,
Vedkeré likony Koncesiondfe musf{ bft zcela v

souladu s Vizovim kodexem, Zikonem o
pobytu cizincli, Nafizenim o VIS a préavnim
fiadem Ceské republiky a Evropské Unie.

5.2.2.
Koncesionaf je povinen zajistit elektronické
zpracovani Zadosti vletné elektronizace
Gdaji potfebnych pro zpracoviini Zidosti
Konzulitem a véetné odbéru Biometrickich
identifikitorll. Technické vybaven{ k zajisténi
elektronizace Gdajd (véetné étedek otiskd
prstil) a daliimu zpracovini Zidosti o vizum
zajidfuje Koncesiondf na vlastni néklady.
Elektronizace Zidosti musi byt provedena
prostfednictvim ndstroje, jehoZ technicki
specifikace je uvedena v pfiloze & 5 této
Smlouvy.

5.2.3.
Koncesiondf je povinen zajistit elektronicky
sbér osobnich 0dajl z cestovnich dokladd,
které jsou opatfeny strojovd Eitelnymi
informacemi usnadfujicimi automatizované
zpracovini pomoci optického rozpozndvini
znakl. Takow udaje maji podobu dvou
textovych fadkd v spodniho kraje cestovniho
dokladu dle 1SO 7501, respektive standardi
ICAO.

5.1.7.
Inform Applicants about the required supporting
documents on the basis of a checklist. Before the
Visa Application Centre begins to operate, the
Consulate shall provide to the Concessionaire a list
of the supporting documents that Applicants must
present together with their visa applications and, if
appropriate, the Consulate shall also define the
category of persons who may be exempted from the
requirement to present some of the documents, On
the basis of the checklist, the Visa Application
Centre shall inform Applicants about the
documents to be presented with their applications.
When in doubt about documents to be presented or
about an Applicant’s eligibility for the exemption,
the Visa Application Centre shall, in every case,
consult on the application with the Consulate.

5.2.
Collecting applications, data and Biometric
Identifiers; processing applications
electronically

5.2.1.

All operations performed by the Concessionaire
shall be fully consistent with the Visa Code,
Foreigners Residence Act, VIS Regulation, and with
the legislation of the Czech Republic and of the
European Union,

5.2.2.
The Concessionaire shall ensure electronic
processing of applications, including digitisation of
| the data necessary for the processing of
applications at the Consulate, and including the
collection of Biometric Identifiers. Any equipment
necessary for digitisation of data (including
fingerprint scanners) and other processing of visa
applications shall be provided by the
Concessionaire at its own expense. The tool used
for electronic processing of applications shall
conform to the technical specifications contained in
Annex No 5 to this Contract.

5.2.3.
The Concessionaire shall ensure electronic
capturing of personal data from travel documents
containing information in machine readable format
which enables automated processing using optical
character recognition technology. Such data are
arranged into two rows of text at the bottom of the
travel document page in accordance with ISO 7501
and/or ICAQ standards.

|
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5.2.4.

Koncesiondf je povinen za Glelem
elektronického zpracovéni Zidosti bezchybné
zaddvat do informaéniho systému Vizového
centra a pleddvat Konzulitu zejména
néasledujici informace:

“ jméno a pfijmeni Zadatele,
- datum, misto a zem& narozeni
Zadatele,

. stétni pfislusnost Zadatele,

. stitni  pFisluSnost Zadatele
narozeni,

- pﬂhlﬂ\ff !adatele,

o rodinn}" stav iﬂdﬂlﬁ]&,

B druh a d&slo cestovniho
¥adatele,

. platnost cestovniho
Zadatele,

. informace o tom, kdo
doklad Zadatele vydal,

. druh a znak viza,

. soufasné  zaméstnini
(vybérem z menu),

. hlavni Géel cesty Zadatele (vihérem z
menu),

. Clensky stat uréenf a Clensky stat
prvniho vstupu (oba v¥bérem z menu),

. doba pobytu Zadatele (podet dni),

pfi

dokladu
dokladu

cestovni

Zadatele

B datum pfijezdu,

. datum odjezdu,

. misto vstupu na Ozemi
schengenského prostoru,

. Gzemni platnost viza,

. Eislo pozvini (pokud je pfedilidano
Zadatelem),

. adresa bydlifté Zadatele,

- zaméstnavatel 4 adresa
zaméstnavatele Zadatele.

5.2.5.

Koncesionaf odebira u Zadateld Biometrické
identifikitory dle &. 13 Vizového kodexu
mimo odbéru otiskil prsth u Zadatelli, na
které se vztahuje vyjimka dle &. 13 odst. 7
Vizového kodexu,

5.2.6.

5.2.4.
To process an application electronically, the
Concessionaire shall, without making any errors,
enter in the Visa Application Centre information
system and transmit to the Consulate namely the |
following information:

. the Applicant’s first name and surname,
. the Applicant’s date, place and country
of birth,

the Applicant’s nationality,

the Applicant’s nationality at birth,

the Applicant’s sex,

the Applicant’s marital status,

the type and number of the Applicant’s

travel document,

- the expiry date and remaining validity
period of the Applicant's travel
document,

. information about the authority that
issued the Applicant’s travel document,

B the type of visa and code indicating the
type of visa,

. the Applicant’s present employment
status (selected from a menu),

. the main purpose of the Applicant’s

visit (selected from a menu),

the Member State of destination and the

Member State of first entry (both selected

from a menu),

. the length of the Applicant’s stay

(number of days),

the date of arrival,

the date of departure,

the point of entry in the Schengen Area,

the territorial validity of the visa,

the reference number of the official

letter of invitation (if presented by the

Applicant),

the Applicant’s residence address,

B the Applicant’s employer and the
employer’s address.

& & = » »

5.2.5.
The Concessionaire shall capture the Biometric
Identifiers of Applicants as required in Article 13 of
the Visa Code, with the exception of the
fingerprints of the Applicants who are exempted
from this requirement under Article 13(7) of the
Visa Code.

5.2.6.
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Koncesionaf je povinen zajistit bezchybny
odbér Biometrickych identifikitord vyhradné
za pouZitf zaffzeni spliujictho technické
specifikace uvedené vpiiloze & 4 této
Smlouvy.

52.7.

Pfi sbéru Biometrickich identifikitorli je
Koncesiondf povinen dodriovat povinnosti
vyplfvajict z Vizového kodexu a souvisejicich
pfiru¢ek Handbook a Handbook 2. Dile je
povinen jednat jen  prostiednictvim
kvalifikovanych a  Fidné  provéfenych
pracovnikli a pod dohledem Konzulitu.
Biometrické identifikitory museji byt
odebriny zfotografie naskenované nebo
pofizené pfi podini Zidosti, otisky prsti
odebriny na plocho a digitilné zaznamendny.

5.2.8.

Konzuldt je oprivnén sdélit Koncesionafi
pisemny poZadavek na shromaidovini
1jinych, neZ vySe uvedenych informaci &
Gdajli; vtakovém pfipadé je Koncesionif
povinen takové informace zpracovat stejnym
zpiisobem.

5.3. Predavini Zidosti Konzuliatu
Koncesionafem

5.3.1.

Koneesiondf je povinen doruit prijaté
?adosti Konzulatu k dal¥imu zpracovéini ve
lhiitdch stanovenych dile.

5.3.2.
Doruéenim se rozumi preddni origindlu

Zadosti v listinné podobé wvéetné viech
nélefitosti spoleéné s cestovnim dokladem
Zadatele a soucasné piedani datového noside
s elektronizovanou formou Zadosti
prislusnému Konzulatu v zafifrované podobé,
KaZdé Zidost musi b§t presné oznadena tak,
aby bylo moino v jakykoliv okam#ik uréit,
kde se nachézi a v jakém stadiu zpracovini je.

53.3.

Preddvéni a pfebirani Zidosti probihd za
fyzické pfitomnosti a kontroly povdfenych
pracovnikll Vizového centra a povéfenych
zastupel Konzuldtu.

The Concessionaire shall ensure error-free
capturing of Biometric Identifiers using exclusively
equipment that conforms to the technical
specifications contained in Annex No 4 to this
Contract.

5.2.7.
When collecting Biometric Identifiers, the
Concessionaire shall fulfil the obligations arising
from the Visa Code and the related Handbook and
Handbook 2. The Concessionaire shall act only
through qualified and duly screened staff and
under the Consulate's supervision. Biometrie
Identifiers shall be captured from the photographs
that are scanned or taken when the application is
lodged; fingerprints shall be taken flat and
recorded digitally.

5.2.8.

The Consulate shall be entitled to give the
Concessionaire a written instruction to collect other
information or data in addition to those listed
above; in such case, the Concessionaire shall
process the information in the same way.

5.3. Transferring applications from the
Concessionaire to the Consulate

5.3.1.
The Concessionaire shall deliver the received

applications to the Consulate for further processing
within the time limits set out below.

5.3.2.

“Delivering” means transferring to the competent
Consulate the original of the application in paper
format, including complete ing
documentation and the Applicant's travel
document, together with a data storage device
containing the application in electronic format in
encrypted form. Every application shall be
accurately marked so that it can be traced and its
status checked at any moment.

53.3.
Applications shall be handed over and checked in

the physical presence of the authorised staff of the
Visa  Application Centre and  authorised
representatives of the Consulate.
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-3-4-
dosti podané u Vizového centra, které se
nachédzi v misté sidla Konzulatu, museji byt |
Konzulitu dorudeny nejpozdéji néasledujici
pracovni den po dni podani Zidosti do 11:00
mistniho ¢asu.

3.5.
gAdosﬁ podané u Vizového centra, které se
nenachdzi v misté sidla Konzuldtu, museji byt
plisludnému Konzulitu dorudeny nejpozdéji
do konee pracovani doby druhého pracovniho
dne nasledujiccho po podéni Zidosti.
Aktudlni informace o pracovni dobé sdéli
Koncesiondfi pfed zahdjenim poskytovani
sluzby pfisluiny Konzulét pisemné.

5.3.6.

Koncesiondf je oprévnén pHjmout Zadost
Zadatele o vizum nejdFive Sest mésich pFed
zahdjenim plinované névitévy.

5.3.7.
Koncesiondf je povinen pfijimat Zidosti
a doklady od Zadateli a kontrolovat jejich
{iplnost v rozsahu

- formuldfe Zédosti v souladu s &l 11
Vizového kodexu;

cestovniho dokladu v souladu s &l. 12
Vizového kodexu;

fotografie v souladu s normami
stanovenymi v nafizeni (ES) &. 1683/95 nebo
v &l. 48 Nafizeni o VIS, v souladu s normami
stanovenymi v &. 13 Vizového kodexu;

5-3.8.
Mimo povinnosti vie uvedené je
Koncesiondf ddle povinen poskytovat

Zadatelim formou neomezeného déalkového
piistupu (zejména na webovich strinkich
Vizového  centra) relevantni  obecné
informace o:

kritériich, podminkich a postupech
vztahujicich se k Zidostem;

o lhiitich pro posouzeni Zidosti;

o tietich zemich, na jejichZ stitni
pfislusniky nebo zvidftni kategorie
stitnich  p#islufnikl se wvztahuje
pEedchozi konzultace nebo informovénf;
o skutefnosti, e zamitavd rozhodnuti o
#idostech museji byt Zadateldm

-

ozndmena a fe Zadatelé, jejichZ Zidost
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Applications lodged at a Visa Application Centre
located in the same town as the Consulate shall be
delivered to the Consulate no later than on the
working day following the date of lodging the
application, by 11:00 local time.

5.3.5.

Applications lodged at a Visa Application Centre
not located in the same town as the Consulate shall
be delivered to the competent Consulate no later
than on the second working day following the date
of lodging the application, by the end of office
hours, The competent Consulate shall provide to
the Concessionaire written information about the
Consulate's current office hours before the service

begins.

5.3.6.

The Concessionaire shall be authorised to receive
the Applicant's visa application no earlier than six
months before the beginning of the planned visit.

5.3.7-
The Concessionaire shall receive applications and
documents from Applicants and make sure that
they include

. the application form required in Article 11 of
the Visa Code;

- the travel document required in Article 12 of
the Visa Code;

. a photograph conforming to the standards
set in Regulation (EC) No 1683/95 or Article 48 of
the VIS Regulation, in accordance with the
standards set in Article 13 of the Visa Code.

5.3.8.

In addition to the above duties, the Concessionaire
shall provide to Applicants unrestricted remote
access (namely through the Visa Application
Centre's website) to relevant general information

including:

the criteria, conditions and procedures
relating to applications;

the time limits for examining applications;
the third countries whose nationals or
specific categories of nationals are subject o
prior consultation or information;

- that negative decisions on applications must
be notified to the Applicant and that
Applicants whose applications are refused
have a right to appeal; this information shall
include details of the procedure to be




byla zamitnuta, maji pravo na odvolani,
spolu s informacemi o postupu, ktery je
tfeba v pfipadé odvoléni dodriet, véctné
informace o pFisludném odvolacim
orginu a o lhitich pro podini odvoléni
a poplatku za odvolini;

~ o skutefnosti, ¢ pouhé udéleni viza
neopraviiuje automaticky ke vstupu a Ze
jeho drZitelé jsou na vnéj¥ich hranicich
povinni prokézat, Ze splfiuji podminky
stanovené vodstavei 5 Schengenského
hraniéniho kodexu.

5.3.9.

Vizové centrum je dile povinno poskytovat
informace o podpiirnych dokladech, které
mohou byt Konzulitem poZadoviny za
ucelem ovéfeni stanovenych podminek.
Seznam podpilirngch dokladdl v pfipadé jejich
vyfadovani poskytne vpisemné formé
Konzulat.

5.4. Vibér Vizovich a Servisnich
poplatkd.

5.4.1.
Vizové centrum je povinno pH pFijeti kaidé
Fadosti od adatell vybirat Vizovy poplatek.

5.4.2.

Vizovy poplatek je Vizové centrum povinno
vybirat vzékladnf & snifené vi$i urfené
Vizovim kodexem nebo pfislu$nou dohodou
0 usnadnéni viz. Informaci o tom, zda byla
s piisludnou zemi uzaviena dohoda o
usnadnéni viz, sdéli Koncesiondfi v pHpadé

pochybnosti pfed zahdjenim  &innosti
Vizového centra Konzuldt pisemné.
5-4.3.

Zikladni vise vizového poplatku je 80 EUR.

5-4.4.
SniZend vyde vizového poplatku dle Dohody

mezi Evropskym spoledenstvim a Ukrajinou
o usnadnéni udélovdni viz je 35 EUR.

5.4.5.
Vizovy poplatek je vybirdn za pFijeti Zidosti a
je nevratny. V pfipadé pochybnosti o vyisi
vizového poplatku je Vizové centrum povinno
provést konzultaci s Konzulitem. V pipadé
udéleni v§jimky z povinnosti _hradit vizovy

followed in the event of an appeal, including
the competent appellate authority and the
time limits for lodging an appeal and appeal
fee;

that mere possession of a visa does not
confer an automatic right of entry and that
holders of visas are requested to prove that
they fulfil the entry conditions laid down in
paragraph 5 of the Schengen Borders Code
when presenting themselves at the external
border.

5-3.9.

The Visa Application Centre shall also provide
information about any supporting documents the
Consulate may require in order to verify the
fulfilment of the set conditions. The Consulate shall
provide a written list of such supporting
documents, if they are required.

5.4. Charging the Visa Fee and Service Fee

5.4.1.
The Visa Application Centre shall charge the Visa
Fee from Applicants on receiving every application.

5.4.2.
The Visa Application Centre shall charge a basic or

reduced Visa Fee in amounts determined in the
Visa Code or in the applicable visa facilitation
agreement. Before the Visa Application Centre
begins to operate, the Consulate shall, in case of
doubt, inform the Concessionaire in writing
whether a visa facilitation agreement has been
concluded with the country concerned.

54.3.
The basic Visa Fee shall be EUR 8o.

5-4.4.

The reduced Visa Fee according to the Agreement
between the European Community and Ukraine on
the facilitation of the issuance of visas shall be EUR

35.

5-4.5-

The Visa Fee shall be charged on receiving the
application and it shall not be refundable. If in
doubt about the amount of the Visa Fee, the Visa
Application Centre shall consult with the
Consulate. In case an exemption from the Visa Fee
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poplatek nad ramec standardnich pfipadi je
Vizové centrum Konzulitem informovino.

5.4.6.
Ménu a sménny kurz, v nichZ se Vizové

poplatky vybiraji, uréuje pisemnym sdélenim
Konzulit. Koncesiondf je povinen vybirat
Vizové poplatky vméné a kalkulovat je dle
sménného kurzu uréeného Konzulitem.

54.7.

Koncesiondf je povinen vybrané Vizové
poplatky kaidy den pfevést pfimo na (et
Konzulitu vsouladu spFilohou & 1 této
Smlouvy. Cislo vyhrazeného bankovniho Gétu
véetné  pfipadnych  dalSich  platebnich
identifikitorl pro pfevod vybranych
Vizovjich poplatkll sdéli KoncesiondFi pfed
zahdjenim &innosti Konzulit pisemné,

5.4.8.

Vizové centrum je opravnéno pii piijeti kaZdé
Iidosti od Zadatell vybirat spoletné
s Vizovym poplatkem i Servisni poplatek.

5-4.9.
Jednotna vySe Servisniho poplatku za pfijeti
jedné Zidosti je 36,90 EUR.

5.4.10.

Vide Servisntho poplatku dle & 5.4.0
Smlouvy wvybiraného Koncesiondfem je
nepfekroditelnd po celou dobu trvéni této
Smiouvy. Pokud bude Servisni poplatek
vmisté Vizového centra vybirdn v lokdlni
méné, je Koncesiondf po pfepoftu dle
aktudlntho sménného kurzu  oprivnén
Servisni poplatek zaokrouhlit smérem dolli
na nebliZ&f ¢astku zitovatelnou v hotovosti.
To neplati, umoZni-li Vizové centrum
bezhotovostni dhradu Servisniho poplatku; je
viak povinno bez daldtho pfijimat i platby

v hotovosti.

5.4.11.
Vybrané Servisni poplatky tvol piijem
Koncesiondfe dle § 174 odst. 3 pism. a)
Zékona. Tim nejsou dotéeny dafiové a jiné
poplatkové povinnosti Koncesiondfe
vyplyvajici z poskytovini sluzby v pfisludné
zemi.

is granted to an Applicant who does not fall within
the standard category, the Consulate shall inform
the Visa Application Centre accordingly.

5.4.6.

The currency and exchange rate for charging the
Visa Fee shall be determined by the Consulate in a
notification in writing. The Concessionaire shall
charge the Visa Fee in the currency and calculate
them at the exchange rate determined by the
Consulate,

54.7.

The Concessionaire shall remit the collected Visa
Fees directly to the Consulate’s account every day,
according to Annex No 1 to this Contract, Before
the Visa Centre begins to operate, the Consulate
shall inform the Concessionaire in writing about
the number of the dedicated bank account and any
other payment identifiers for the remittance of
collected Visa Fees.

54.8.

Together with the Visa Fee, the Visa Application
Centre shall be entitled to charge from Applicants a
Service Fee for every received application.

5-4.9.
The uniform Service Fee shall be 36,90 EUR per

one application received.

5.4.10.
The amount of the Concessionaire's Service Fee set

in 5.4.9. above shall not be exceeded throughout
the term of this Contract. In case the Service Fee is
charged in local currency at the place where the
Visa  Application  Centre  operates, the
Concessionaire shall be entitled to convert the
Service Fee at the current exchange rate and round
it down to the nearest amount chargeable in cash.
This shall not apply if the Visa Application Centre
enables cashless payment of the Service Fee;
however, the Visa Application Centre shall also
accept cash payments without further conditions.

5.4.11,
The collected Service Fees shall constitute the

Concessionaire's income under Section 174(3)(a) of
the Act. This is without prejudice to the
Concessionaire’s liability for any taxes and other
dues payable in the country concerned in
connection with the service,
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5.4.12.
Rizika spojend svybérem  Servisniho
poplatku nese Koncesionaf v souladu s § 174
odst. 3 pism. b) a § 174 odst. 4 Zikona

KoncesionaF.

5.5.  Organizace sjednavani
osobnich  schiizek u  externiho
poskytovatele sluzeb

5.5.1.

Vpfipadé, Ze Zadavatel svym pisemnym
pokynem stanovi podty nékterych typl
Zidosti, které lze v uréeném ¢asovém obdobi
pfijmout, je tento pokyn pro Koncesiondfe
zdvazny.

5.6.  Prevzeti cestovniho dokladu a
Formuléafe pro oznamovani
a odivodiovani zamitnuti Zédosti
oudéleni viza Koncesionffem na
Konzuléitu a jejich pfedéini Zadateliim

5.6.1.
Po zpracovini Zidosti Konzulit predavi
Vizovému centru cestovnf doklad Zadatele,

5.6.2.

Cestovni doklad obsahuje vyznadené vizum
nebo je spolu scestovnim dokladem
pfedivin  Formuldf pro  oznamovini
a odiivodiovini zamitnuti Zidosti o udé&lenf
viza dle ¢. 32 odst. 2 Vizového kodexu (déle
jen Formulaf®).

5.6.3.

Pfedivini a prebirini cestovnich dokladidl a
Formulafl probiha za fyzické pFitomnosti a
kontroly povéfenych pracovnikd Vizového
centra a povéfenych zastupeld Konzuldtu na
ptidé Konzulétu nebo v misté, které Konzulat
uréi.

5.6.4.

Vizové centrum je povinno zajistit, aby
cestovni doklad a Formulif byl pfedén
Zadateli nebo osobé Zadatelem zmocnéné; v
ptipadé, Ze doklad nepfebird Zadatel osobni,
Vizové centrum je povinno jej pfi podéni
#idosti informovat © nutnosti udéleni
fadného zmocnéni jiné osobé. Vizové
centrum zajisti pfedini cestovniho dokladu a
Formulife oproti podpisu Zadatele nebo

5.4.12.
The Concessionaire shall bear any risks associated
with the charging of Service Fees as required in
Section 174(3)(b) and Section 174(4) of the Act.

5.5. Managing appointments for
appearance in person at the external service

provider

5.5.1.

In case the Contracting Authority issues an
instruction in writing setting out the number of
applications of a given type that can be received
within a given period of time, such instruction shall
be binding for the Concessionaire,

5.6. Collecting from the Consulate and

handing over to Applicants travel
documents and forms for notifying and
motivating visa refusal

5.6.1.

On completing the processing of an application, the
Consulate shall hand over the Applicant's travel
document to the Visa Application Centre.

5.6.2.
The travel document shall contain an affixed visa
sticker or it shall be accompanied by a form

| notifying and motivating visa refusal as required in
- Article 32(2) of the Visa Code (hereinafter referred

to as the “Form”).

5.6.3.

Travel documents and Forms shall be handed over
and checked in the physical presence of authorised
staff of the Visa Application Centre and authorised
representatives of the Consulate, at the Consulate
or at another place as the Consulate may
determine.

5.6.4.

The Visa Application Centre shall ensure that the
travel document and the Form are handed over to
the Applicant or to a person authorised by the
Applicant; in case the Applicant does not intend to
collect the travel document in person, the Visa
Application Centre shall inform the Applicant, on
lodging the application, that the Applicant must
duly authorise another person. The Visa
Application Centre shall ensure that the travel
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osoby Zadatelem zmocnéné véetnd uvedeni
data pfevzeti.

5.7.  Ufedni hodiny

5.7.1.

V pfipadé kaZdého zwvizovich center
uvedenych v4.5 se koncesiondf zavazuje
zajistit Gfedni hodiny pro styk s vefejnosti a
podivini Zidosti vrozsahu minimilné 35
hodin vbéZném pracovnim tydnu, a to tak,
aby dfedni hodiny pro styk svefejnosti a
podévini Zidosti byly stanoveny kazdy
pracovni den v fasovém rozmezi od 8,00 do
18,00 h mistntho &asu. Pofet hodin
v jednotlivich pracovnich dnech se miiZe
liit. Cfedni hodiny podle véty prvni a druhé
se koncesiondf zavazuje zajistit ve vizovém
centru vKyjevé a wve Lvové vrozsahu
minimilné 40 hodin vbéZném pracovnim
tydnu. B&nym pracovnim tydnem se rozumf
doba od pondéli do pitkuy, mimo dny

pracovniho klidu a stitnf svitky.
5.7.2.
Konkrétnf dfedni hodiny jednotlivich

vizovych center dle jednotlivich dndl v tidnu
jsou uvedeny v Projektu kvality
Koncesiondfe, Koncesiondf je opravnén
zménit Gfedni hodiny uvedené v Projektu
kvality pouze spfedchozim pisemnim
souhlasem Zadavatele; Gfedni hodiny viak
nesméji po takové zméné klesnout pod
tydennf rozsah uvedeny v &l. 5.7.1.

5.7.3.

Po dobu stanovenych afednich hodin musi
byt Vizovd centra oteviena pro vefejnost,
umoZfiovat podani Zidosti a uskutedfiovat
vraceni cestovnich dokladd, preddvéni
Formulife, sjedndvini osobnich schiizek a
poskytovini informaci.

5.8.  Zahdjeni dinnosti
Koncesionafem
5.8.1.

Koncesion&f se zavazuje zahdjit é&nnost
Vizovych center vsouladu s podminkami

 5.7.2.

document and Form are handed over to the
Applicant or the person authorised by the Applicant
against a signed receipt showing the date on which
the travel document and Form were collected.

5.7. Office hours

5.7.1.

The Concessionaire agrees to set the office hours in
each Visa Application Centre stated in 4.5 above for
service to the public and for lodging of applications
totalling minimum of 35 hours per a standard
working week, in a way that the office hours for
service to the public and lodging of applications are
set in the time range from 8 a.m. to 6 p.m. local
time on every working day. Number of office hours
may differ in particular working days, The
Concessionaire agrees to set the office hours in
compliance with the first and second sentences
totalling minimum of 40 hours per a standard
working week in Visa Application Centre in Kiev
and Lviv, The expression “standard working week”
means a Monday-to-Friday working week excluding
non-working days and public holidays.

The Visa Application Centre's office hours for each
day of the week shall be as stated in the
Concessionaire’s Quality Project. Any changes of
the office hours stated in the Quality Project shall
be subject to the Contracting Authority's prior
written consent; however, such change shall not
result in a reduction of office hours to less than the
weekly limit set in 5.7.1. above.

573

Throughout the set office hours, the Visa
Application Centres shall be open to the public,
enable the lodging of applications, return
traveldocuments, hand over Forms, arrange
appointments for appearance in person and
provide information.

5.8. Beginning of the Concessionaire’s
operations

5.8.1,
The Concessionaire agrees to put the Visa
Application Centres into operation in accordance
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ujednanymi touto Smlouvou nejpozdé&ji do
tFiceti (30) kalendéfnich dnlt ode dne
podpisu této Smlouvy.

8.2,

sovy zivazek zahdjeni provozu Vizovych
center dle pfedchoziho odstavee je pevny
a nezménitelny, jeho nedodrieni ze strany
Koncesiondfe mb%e bjt divodem pro
odstoupen{ od Smlouvy ze strany Zadavatele.

5.8.3.
Vizovi centra musi byt umisténa v (izemnim
obvodu mést uvedenych v &l. 4.5. Smlouvy.

VI. Zpisob  zajisténi  vykonu
piredmétu Smlouvy
6.1,

Koncesiondf je povinen po celou dobu
vykonu pfedmétu Smlouvy dodriovat Projekt
kvality Koncesiondfe, ktery je nedilnou
soudasti této Smlouvy jako jeji pFiloha ¢. 2.

6.2.

Koncesiondf je povinen dodriet i viechny
ostatni parametry pro poskytovani sluZby
stanovené touto Smlouvou.

6.3.

Koncesiondf musi poskytovat sluZby pouze
v prostorich funkéné zpiisobilych
a umotnujicich dodriovani ich
opatfeni, které nesnifuji distojnost Ceské

republiky, a to vkvalitt uvedené
koncesiondfem v Projektu kvality.
6.4.

Koncesionaf je povinen zajistit, aby se
Zadateli bylo jednino zdvofile. Pracovnici
Koncesionife museji pH vwkonu svich

povinnosti  plné  respektovat  lidskou
diistojnost Zadateld.
6.5.

Pfi vikonu pfedmétu Smlouvy nesméji
pracovnici Koncesiondfe diskriminovat Zadné
osoby na zékladé pohlavi, rasového nebo
etnického plivodu, naboZenského vyznéni &
pfesvédéeni, zdravotntho postifeni, véku

with the terms and conditions agreed in this]
Contract no later than thirty (30) calendar days
after the date of signing this Contract.

5.8.2.

The time limit for putting the Visa Application
Centres into operation, as agreed in the previous
paragraph, shall be obligatory and unalterable; the
Concessionaire's failure to meet the time limit may
constitute a reason for Contracting Authority's
withdrawal from the Contract.

5.8.3.
The Visa Application Centres shall be located
within the territorial limits of the towns stated in
Article 4.5. above.

VI. Organisational arrangements for the
performance of the Contract

6.1.

Throughout the period of performance of the
Contract, the Concessionaire shall comply with the
Concessionaire's Quality Project constituting an
integral Annex No 2 to this Contract.

6.2,

The Concessionaire shall also comply with all other
parameters for the service as laid down in this
Contract.

6.3.

The Concessionaire shall provide the service only in
functionally suitable premises that enable
compliance with security measures and do not
impact negatively on the dignity of the Czech
Republic, and its service shall be of the quality
described by the Concessionaire in the Quality
Project.

6.4.

The Concessionaire shall ensure that Applicants
are received courteously, The Concessionaire's
staff shall, in the performance of their duties, fully
respect for the human dignity of Applicants.

6.5.

While  performing this  Contract, the
Concessionaire’s staff shall not discriminate
against any persons on grounds of sex, racial or
ethnic origin, religion or belief, disability, age or
sexual orientation.
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nebo sexudlni orientace.

6.6,

Sohledem na pledpokladané wytiZeni
jednotlivich Vizovyeh center je Koncesionéf
povinen zajistit dostateény podet pfisluinych
pracovnikll povéfenych vykonem (koli
souvisejicich s pfijfiménim Zidostf takovym
zplisobem, Z¢ bude zajifténa pfim&fend a
jednotnd kvalita sluZeb veFejnosti.

6.7.

Zaméstnanci Koncesiondfe jsou povinni
dodrZovat povinnost mlenlivosti, kterd plati
i po odchodu zaméstnancl ze zamdstnéni
nebo po pozastaveni nebo ukondeni platnosti
této Smlouvy. Pravidla divérnosti musf bt
Koneesionéifem stanovena v rimei smluvnfho
vztahu s kaZdym povéfenym pracovnikem.
Tuto skutefnost je Koncesiondf povinen
k vy¥idini Zadavatele kdykoliv prokézat
pfisluinymi doklady.

6.8.

Koncesionaf je povinen kdykoliv poskytnout
Zadavateli Gdaje o totoZnosti povéfenych
pracovnikd.

6.9.

Koncesiondf je povinen kdykoliv poskytnout
Zadavateli doklady o tom, 2e jeho
zamééstnanci nemaji zaznam v rejstiiku trestl
a maji poZadovanou odbornou zpitsobilost ve
smyslu &. 43 odst. 10 Vizového kodexu.

6.10.
Koncesiondf je  povinen  poskytnout
Zadavateli soudinnost vedoucich

zaméstnancll odpovédnych za dosaZeni
audrzeni odborné zplisobilosti ostatnich
zaméstnancli Koncesiondfe odpovédnych za
vykon  pFedmétu  Smlouvy. Vedouci
zaméstnanci Koncesiondfe budou ze strany
Zadavatele progkoleni na Groveri odpovidajici

znalostem nezbytnym k poskytovéni
odpovidajicich  sluzeb  a dostatefnfch
informaci  Zadatelim. Koncesiondf je
povinen zajistit dosaleni a udrfovani
odborné zplsobilosti  viech ostatnich
zaméstnancil na stejné Grovni,

6.11.

Odbaornou souéinnost k prodkoleni vedoucich

6.6.

On the basis of the anticipated workload at the
Visa Application Centre, the Concessionaire shall
provide a sufficient number of appropriate staff to
perform tasks relating to the receipt of
applications, so as to ensure adequate and uniform
quality of service to the public.

6.7.

The Concessionaire’s staff shall respect the rules of
confidentiality which shall also apply once
members of staff have left their job or after
suspension or termination of this Contract. The
Concessionaire shall include the rules of
confidentiality in its contract with every authorised
staffl member. At the Contracting Authority's
request, the Concessionaire shall, at any time,
present to the Contracting Authority relevant
documents demonstrating this fact.

6.8.

The Concessionaire shall, at any time, provide to
the Contracting Authority the identification of its
authorised staff.

6.9.
The Concessionaire shall, at any time, provide to
the Contracting  Authority documents

demonstrating that the Concessionaire's staff do
not have eriminal records and that they have the
requisite expertise as required in Article 43(10) of
the Visa Code.

6.10.

The Concessionaire shall ensure that the
Contracting Authority has the cooperation of the
Concessionaire’s supervisors whose duty is to
make sure that the other members of the
Concessionaire’s staff responsible for the
performance of the Contract achieve and maintain
the necessary expertise. The Contracting Authority
shall train the Concessionaire’s supervisors to
ensure that they achieve the level of knowledge
necessary for providing appropriate services and
sufficient information to Applicants. The
Concessionaire shall ensure that all other
members of its staff achieve and maintain the
same level of expertise.

6.11,
Concessionaire shall provide the cooperation
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zaméstnancl Koncesionéfe poskytne
Koncesionéf po podpisu Smlouvy, nejpozdéji
viak étrnact (14) dnli pfed uplynutim lhiity
dle &. 58.1. Smlouvy. Koncesiondi je
povinen respektovat terminy k prodkoleni
vedoucich  zamédstnancll  Koncesiondfe
stanovené Zadavatelem.

6.12,

Dojde-li v pribfhu plnéni Smlouvy ke
zménidm  technickfch  specifikaci &
poZadavkiim na dodatedné vybaveni Vizovich
center technikou v této Smlouvé neuvedenou,
je Koncesiondf povinen provést Gpravu nebo
viménu technického vybaveni Vizovich
center v souladu s poZadavky Zadavatele, k
¢emui Zadavatel poskytne pfiméfenou lhitu.

6.13.
Koncesiondf je dile povinen providét dle
poZadavku Zadavatele pravidelnou

aktualizaci informaéniho systému Vizovich
center. VeSkeré zmény vybaveni Vizovich
center dle aktualizovanych technickych
specifikaci poskytnutych Zadavatelem je
Koncesionaf povinen provést bez niroku na
dhradu nékladd, které jsou jiZ plné kryty
pijmem Koncesionafe dle
Smlouvy.

6.14. Vykon kontroly Koncesiondie
Zadavatelem

6.14.1.

Koncesiondf je povinen kaldou pfijatou
zadost evidovat prostfednictvim

informa¢niho systému Vizového centra, kde
budou evidoviny Gdaje o Zadatelich uvedené
v &L 5.2.4. Smlouvy a asové udaje o podani
Zhdosti (hodiny, minuty, sekundy), stavu
vyfizeni a ukonteni zpracovini kaZdé Zadosti.
Zadavatel musi mit neomezeny vzdileny
pfistup do informaéniho systému.

6.14.2.

Koncesiondf je povinen Zadavateli kdykoliv
umoZnit vstupovat do informaénich systémi
provozovanych  vsouvislosti s vikonem
pfedmétu Smlouvy a kontrolovat é&nnost
Koncesionéfe, a to i dalkovym pfistupem.

&, 54.11 |

necessary for the training of supervisors after
signing the Contract, but no later than fourteen
(14) days before the expiry of the time limit set in
5.8.1 above. The Concessionaire shall respect the
timeframes for the training of supervisors as
determined by the Contracting Authority.

6.12.

In case during the performance of the Contract the
technical specifications are revised or the Visa
Application Centre is to be fitted with additional
equipment not mentioned in this Contract, the
Concessionaire shall change or replace the Visa
Application Centre's equipment in accordance with
the Contracting Authority’s requirements and the
Contracting Authority shall allow a reasonable
time for this purpose.

6.13.

The Concessionaire shall also regularly update the
Visa Application Centre's information system
according to the Contracting Authority's
requirements. The Concessionaire shall make all
changes of the Visa Application Centre's
equipment required under any revised technical
specifications the Concessionaire may receive from
the Contracting Authority, without claiming
compensation for the costs which are already fully
covered by the Concessionaire's income under
5.4.11, above,

6.14. Supervision of the Concessionaire by
the Contracting Authority

6.14.1.

The Concessionaire shall register every received
application in the Visa Application Centre's
information system, including the Applicant’s data
as listed in 5.2.4 above, the time of receipt (hour,
minute, second), and the progress and completion
of the processing of every application. The
Contracting Authority shall have unrestricted
remote access to the information system.

6.14.2.

The Concessionaire shall, at any time, enable the
Contracting Authority to access any information
systems operated in connection with the
performance of the Contract and to monitor the
Concessionaire's activities, including by remote
ACCess.
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6.14.3.

Koncesiondf  je  povinen  Zadavateli
zpiistupnit ke kontrole vedkeré doklady
vazici se k poskytovani sluZeb a ovéfovani
jejich souladu se skutednym stavem.

6.14.4.

Koncesiondf je povinen kdykoliv a bez
pfedchoziho ozndmeni umoZnit Zadavateli
piistup do objektu Vizového centra za Géelem

kontroly.
6.14.5.
Zadavatel je oprdvnén  kontrolovat
dodriovinf této Smlouvy i formou
testovacich  Zadateld  (tzv.  .mystery
shopping"). Vitéchto pFipadech je

Koncesiondf povinen do 24 hodin od
dorudeni pisemné vizvy Konzuldtu wvritit
Servisni poplatek a Vizovwy poplatek
v hotovosti Konzulétu,

6.14.6.

Koncesiondf je povinen zajistit Zadavateli
pfistup kdokladiim prokazujicim soulad
¢innosti Vizového centra s pravidly o ochrané
osobnich Gdajii a Citlivich informaci dle této
Smlouvy. Koncesiondf musi umoZnit
Zadavateli provadét kontrolu oznamovacich
povinnosti, externich auditl a pravidelnych
kontrol na misté vsouladu s Projektem
kvality Koncesiondfe,

6.14.7.

Koncesionaf je povinen oznimit Zadavateli
neprodlené jakékoliv naruSeni bezpefnosti
nebo jakékoliv stiZnosti Zadateldl tykajicl se
meuZivini  Gdaji  nebo neopriavnéného
pifistupu a plné  spolupracovat se
Zadavatelem za icelem nalezen{ Fefeni.

6.14.8.

Koncesiondf je povinen dodriovat vefkeré
privni a dafiové povinnosti, které vyplyvaji
zjeho &innosti a jsou reguloviny pravnimi
predpisy, které se na Koncesiondfe vztahuji
Jak vzemi jeho sidla, tak v zemi poskytovinf
sluzby.

6.14.9.
Koncesionéf je povinen neprodlené ozndmit
Zadavateli veSkeré skute¢nosti, které mohou

6.14.3.
The Concessionaire shall enable the Contracting

| Authority to access, inspect and compare with the

actual situation any documents relating to the
services.

6.14.4.

The Concessionaire shall, at any time and without
prior notice, enable the Contracting Authority to
enter the premises of the Visa Application Centre

for the purposes of inspection.

6.14.5.

The Contracting Authority shall also be entitled to
use mystery shopping to monitor compliance with
this Contract. In such cases, the Concessionaire
shall return to the Consulate the Service Fee and
Visa Fee in cash within 24 hours after the delivery
of the Consulate's written request.

6.14.6.

The Concessionaire shall enable the Contracting
Authority to access documents demonstrating that
the Visa Application Centre respects the rules set in
this Contract for the protection of personal data
and Sensitive Information. The Concessionaire
shall enable the Contracting Authority to verify
compliance with reporting obligations, external
audits and regular on-the-spot checks according to
the Concessionaire's Quality Project.

6.14.7.

The Concessionaire shall immediately report to the
Contracting Authority any security breaches or any
complaints from Applicants concerning data
misuse or unauthorised access, and shall fully
cooperate with the Contracting Authority in order
to find a solution,

6.14.8,

The Concessionaire shall fulfil all legal and tax
obligations relating to its activities, as established
by the laws and regulations applicable to the
Concessionaire both in the country of the
Concessionaire’s registered office and in the
country where the service is provided.

6.14.9.
The Concessionaire shall immediately report to the
Contracting Authority any circumstances that may
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mit vliv na povahu nebo podminky realizace
vykonu pfedmétu Smlouvy. Takové ozndment
viak nezbavuje Koncesionife povinnosti

pinit podminky Smlouvy.

6.14.10,

Koncesiondf je povinen udrZovat v platnosti
po celou dobu plnénf Smlouvy pfisluind
opravnéni k poskytovéni sluZeb, které jsou
pfedmétem této Smlouvy.

6.14.11,

Koncesiondf se zavazuje udrZovat v platnosti
po celou dobu pinéni Smlouvy, pojisténi
odpovédnosti za &kodu tfetim oso
zpiisobenou v souvislosti s vikonem sluZby.
6.15. Smluvni pokuty a sankce

6.15.1.

Smluvnf strany sjedndvaji pro pfipad Selhant
Koncesionafe smluvni pokuty a pokutové
body dle Sazebniku smluvnich pokut,
uvedeného v pHloze & 3 této Smilouvy.

6.15.2,

Pokutové body wudélené Koncesionafi
jednostranné eviduje Zadavatel na bodovém
konté Koncesionife, K pisemné Zidosti
Koncesiondfe Zadavatel poskytne pisemnou
informaci o aktudlnf wii bodového konta
Koneesiondfe,

6.15.3.

Smluvni pokutu Gftovanou Zadavatelem
vrozsahu tohoto &linku je Koncesionaf
povinen zaplatit do patnécti (15) dnil ode dne
dorudeni jejtho pisemného uplatnéni.
Pisemné uplatnéni smluvni pokuty musf
obsahovat oznadeni smluvni povinnosti,
kterda byla porudena, popis skutkovych
okolnosti jejiho porudeni (datum, &as, misto a
zplisob  zjifténého  porudeni)  a podet
udélovanych pokutovjch bodil.

6.15.4.

Bodové konto Koncesiondfe v rozsahu &.
6.15.2. Smlouvy sloui{ kidentifikaci miry
porufovini smluvnich povinnosti ze strany
Koncesionéfe. V pifpadech uvedenych vél
10.4. pism. d) Smlouvy miiZe bit prekrofent
stanovené  hranice  pokutovych  bodil
ditvodem k ukondéeni Smlouvy.

affect the nature of or conditions for the
performance of the Contract. However, the fact that
such report has been made shall not relieve the
Concessionaire of the duty to comply with the
terms and conditions of this Contract.

6.14.10.

Throughout the period of performance of the
Contract, the Concessionaire shall maintain the
appropriate licences for the services that constitute
the object of this Contract.

6.14.11.
The Concessionaire agrees to maintain, throughout
the period of performance of the Contract, liability

bém | insurance for damage caused to third parties in

connection with the service.
6.15. Contractual fines and sanctions

6.15.1.
The Contracting Parties have agreed on fines and
penalty points for the Concessionaire’s Failures, as
set out in the Schedule of Fines and Penalty Points
in Annex No 3 to this Contract.

6.15.2,

The score of penalty points awarded to the
Concessionaire shall be kept only by the
Contracting Authority. At the Concessionaire’s
written request, the Contracting Authority shall
inform the Concessionaire in writing about the
Concessionaire’s current score of penalty points.

6.15.3.

The Concessionaire shall pay any contractual fine
imposed by the Contracting Authority under this
article within fifteen (15) days from the date of
delivery of a written notice imposing the
contractual fine. The written notice imposing the
contractual fine shall state the contractual
obligation violated, the circumstances of the
violation (date, time and place, and the way in
which the obligation was violated), and the number
of penalty points awarded.

6.15.4.

The Concessionaire's score of penalty points under
6.15.2. above shall indicate the extent of the
Concessionaire's  violations of its contractual
obligations. In the cases referred to in 10.4.(d)
below, the fact that the score of penalty points
exceeds the set limit may constitute a reason for
termination of the Contract.
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6.15.5.

Smluvni pokuty podle této Smlouvy mohou
byt uplatnény nezivisle na jinjch smluvnich
pokutich, tzn., Z¢ je-li jednim jedndnim &
opomenutim Koncesiondfe poruseno vice
povinnosti vyplyvajicich mu z této Smlouvy,
je Zadavatel opravnén viechny tyto smluvni
pokuty uplatnit.

6.15.6.
Koncesiondf se¢ miife zprostit povinnosti
raplatit smluvni pokutu, pokud prokéle, Ze
Selhéni Koncesionédfe bylo zplisobeno vySsi
moct.

VII. Ochrana osobnich Gdaji

7.1
Podle této Smlouvy Koncesiondf zpracovivi
osobni Gdaje Zadateldl v rozsahu nezbytném
pro splnéni tkolu Zadavatele providéného
pH vykonu vefejné moci podle &. 6 odst. 1
pism. e) GDPR, a ve vztahu ke zvliStnim
kategoriim osobnich Gdaji (fotografie a
otisky prstl) pak vsouladu s &. 9 odst. 2
pism. g) ve spojeni sél. 6 odst. 1 pism. e)
GDPR.

7.2.
Koncesionif je povinen chrinit osobni Gdaje,
které obdr#i v souvislosti s &Einnostf podle této
Smlouvy, a naklidat s nimi plné v souladu
s pFisludngmi prdvnimi pfedpisy, zejména
Zékonem o zpracovani osobnich Gdajl a
GDPR. Tuto povinnost md Koncesionaf i po
ukonéeni plnéni této Smlouvy. Koncesionaf
poskytne Zadavateli potifebnou souinnost
vrimci pfedmétu této Smlouvy pro plnéni
povinnosti vyplyvajicich 2 téchto pfedpisi.

7-3-
Koncesiondf je povinen dodrZfovat zejména
nésledujici povinnosti:

7.3.1.
Po celou dobu trvéinf Smlouvy je KoncesionaF
povinen  zajistit, aby  nedodlo k
neopravnénému étent,

pozménovini nebo vymazavani ombnich
Gdajlt, zejména v pribe¢hu jejich pfedivini
Konzuldtu, a dile zajiSfovat vedkerd

6.15.5.

The contractual fines under this Contract may be
imposed independently of other contractual fines,
i.e. in case the Concessionaire’s single act or
omission violates more than one of the
Concessionaire's obligations arising from this
Contract, the Contracting Authority shall be
entitled to impose all of the contractual fines.

6.15.6.

The Concessionaire may be relieved of the duty to
pay a contractual fine if it demonstrates that the
Concessionaire’s Failure was caused by a force
majeure event.

VII. Protection of personal data

71

On the basis of this Contract, the Concessionaire
processes the personal data of Applicants to the
extent necessary for the performance of a task
carried out by the Contracting Authority in the
exercise of its official authority according to Article
6(1)(e) of the GDPR and, as regards special
categories of personal data (photographs and
fingerprints), according to Article o(2)(g) in
conjunction with Article 6(1)(e) of the GDPR.

?.2-
The Concessionaire shall protect any personal data

received in connection with its activities under this
Contract, and shall handle such data fully in
compliance with the applicable laws and
regulations, namely the Data Protection Act and the
GDPR. This obligation of the Concessionaire shall
survive the end of its performance of this Contract.
Within the scope of this Contract, the
Concessionaire shall provide to the Contracting
Authority the necessary cooperation in fulfilling the
obligations arising from the above laws and
regulations.

2.3
The Concessionaire shall fulfil namely the following
obligations:

7.3.1.
Throughout the term of the Contract, the
Concessionaire shall prevent any unauthorised
reading, copying, alteration or erasure of personal
data, namely during their transmission to the
Consulate, and shall take all technical and
organisational security measures in order to protect
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technicki a organizaéni bezpefnostni
opatfeni za Glelem ochrany osobnich ddajd
proti ndhednému nebo protiprivnimu
znideni nebo néhodné ztraté, pozménéni,
neoprivnénému 2zvefejnéni, pFistupu nebo
pFedanf teti asobé.

7.3.2.
Vymazdvat osobni ddaje nejpozdéji 7
kalendifnich dni po pfijeti Zidosti ve
vizovém centru a zajistit, aby jedinymi
osobnimi Gdaji, které budou Koncesiondfem
uchoviny, byly jméno a kontaktni daje
Zadatele a &slo cestovniho dokladu pro dely
sjednani  schlizky. Tyto ddaje musi
KoncesiondF  vymazat  nejpozdéji 5
kalenddfnich dnll po navrécen{ cestovniho
dokladu Zadateli nebo po pfedéni cestovniho
dokladu dorudovaci spolefnosti. V pFipadé
ukondenf &innosti Koncesionéfe, tento na
zfkladé pokynu Zadavatele osobni ddaje
pFeda Zadavateli nebo je vymaZe.

7-3.3

Zpracovivat osobnf Gdaje Zadatelli vihradné
jménem Zadavatele a pro ufely a podle
pokynil stanovenych Zadavatelem.

7-3.4.

Koncesiondf je povinen vyrozumét vdechny
Zadatele v souladu s &. 37 NaFizeni o VIS a &,
13 GDPR o

a) totoZnosti a kontaktnich
Zadavatele a Koncesionéfe ;

Gdajich

b) kontaktnim ddaji povéfence pro
ochranu osobnich adajil Zadavatele;

¢) udelu zpracovini, pro ktery jsou
osobni Gdaje urfeny, a privnim
zakladu pro zpracovéni;

d) pHjemeich osobnich Gdaji;

¢) moZnosti pfedani osobnich udaji do
tteti zemé nebo mezindrodni
organizace;

f) dobé, po kterou budou osobni Gdaje

personal data against accidental or unlawful
destruction or accidental loss, alteration,
unauthorised disclosure, access or transfer to third
parties.

7.3.2.

Erase the personal data at the latest seven calendar
days after receiving of the application at the visa
application centre, and ensure that the only
personal data retained by the Concessionaire are
the Applicant’'s name, contact details and travel
document number, which may be retained for the
purposes of appointment arrangements, These data
must be erased by the Concessionaire no later than
five calendar days after the return of the travel
document to the Applicant or its handover to the
delivery company. In case the Concessionaire
discontinues its business operations, the
Concessionaire shall, at the direction of the
Contracting Authority, transmit the personal data
to the Contracting Authority or erase them.

7.3.3-

Process the Applicants’ personal data exclusively on
behalf of the Contracting Authority, for the
purposes and according to instructions specified by
the Contracting Authority.

7-3-4

In accordance with Article 37 of the VIS Regulation
and Article 13 of the GDPR, the Concessionaire
shall provide to every Applicant information about

a) the identity and the contact details of the
Contracting Authority and the
Concessionaire;

b) the contact details of the Contracting
Authority's data protection officer;

¢) the purposes of the processing for which the
ﬁsrsoml data are intended and the legal
is for the processing;

d) the recipients of the personal data;

e) the possibility to transfer the personal data
to a third country or international
organisation;

f) the period for which the personal data will
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uloZeny;

g) privu po¥idat o piistup kosobnim
dajiim Zadatele, jejich opravu nebo

vymaz, popfipadé omezeni
zpracoviini, a vznést nimitku proti
zpracoviini;

h) préivu podat stiZnost u dozorového
afadu, kterym je UFad pro ochranu
osobnich adaj -

i) skuteCnosti, zda mé Zadatel povinnost

osobnf fidaje poskytnout a moingch
diisledeich neposkytnuti téchto Gdajil.

7-3.5.

Informace uvedené v&. 7.3.4. Smlouvy je
Koncesionaf povinen sdélit Zadateli pisemné
vokamiiku, kdy obdrZel od Zadatele (daje
potfebné k podini Zidosti o vizum.

7.3.6.

Dostane-li se Koncesionaf v pritbéhu vikonu
predmétu do kontaktu s osobnimi
Gdaji zaméstnancll Zadavatele vsouvislosti
| sjeho Cinnosti, je povinen tyto ddaje
nezneuZit, nezménit ani nijak nepo&kodit.

787.
Pravidla pro ochranu Gdajii uvedend v této

Smlouvé je Koncesiondf povinen dodrfovat
po celou dobu trvini Smlouvy i po jejim
skondeni a déle zajistit, aby stejnd pravidla
byla dodrZovéna i jeho zaméstnanci & jinymi
osobami podilejicimi se na vikonu pfedmétn
Smlouvy a to i po ukon&eni jejich pracovniho
¢i jiného obdobného smluvniho vztahu. Pro
tento tidel Koncesiondf zajisti, aby se v§de
uvedené osoby oprévnéné zpracovivat osobni
tidaje zavézaly ml&enlivosti,

7.3.8.

Koncesiondf vede pisemné ziznamy o viech
kategoriich ¢innosti zpracovini osobnich
udajii providénych pro Zadavatele, které
obsahuji

a) jméno a kontaktni Gdaje Koncesiondfe a
Zadavatele a jeho povéfence pro ochranu
osobnich Gdajh,

b) kategorie zpracovéni provédéného pro

be stored;

the right to request access to and
rectification or erasure of the Applicant's
personal data or restriction of processing,
and to object to processing;

h) the right to lodge a complaint with a
supervisory authority, namely the Office for
Personal Data Protection

(http: //www.uoou.cz);

i) whether the Applicant is obliged to provide
the personal data and the possible
znuqnenms of failure to provide such

ta.

7-3.5.

The Concessionaire shall provide the information
listed in 7.3.4. above to Applicants in writing at the
moment of receiving from the Applicant the data

necessary for lodging a visa application,

7.3.0.

In case during the performance of the Contract the
Concessionaire gets into contact with the personal
data of the Contracting Authority’s employees in
connection with the Contracting Authority's
activity, the Concessionaire shall not misuse, alter
or compromise such data in any way.

7-3-T

Throughout the term of this Contract as well as
after its expiry or termination, the Concessionaire
shall observe the data protection rules laid down in
this Contract, and shall ensure that the same rules
are observed by its staff or other persons involved
in the performance of this Contraet, including after
the end of their employment or a similar
contractual relationship. For this purpose, the
Concessionaire shall ensure that the above persons
authorised to process personal data are bound by a

~disclosure

non-di agreement.

7.3.8.
The Concessionaire shall maintain written records

of all categories of personal data processing
activities carried out by the Concessionaire on
behalf of the Contracting Authority, including
a) the name and contact details of the
Concessionaire and the Contracting Authority and
the Contracting Authority’s data protection officer;
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Zadavatele,
¢) obecny popis technického a organiza¢ntho
zabezpeteni osobnich daji.

7-3:9.
Koncesiona¥ neprodlené ozndmi Zadavateli
porudeni zabezpeden{ osobnich ddaji.

7.3.10.

Koncesionaf poskytne Zadavateli informace
nezbytné pro doloZeni splnéni swich
povinnosti vyplfvajicich ztéto Smlouvy,
zejména pHijeti technickych a organizadnich
opatfeni ke splnéni povinnosti pfi ochrané
osobnich Gdajl, plnéni pokynil Zadavatele a
uzavfeni dohod o ml€enlivosti.

7.3.11.
Piflohou ktéto smlouvé jsou Standartni

smluvni doloZky a jejich piflohy I a II, ke
kterym smluvni strany pfistoupily v souladu
s Proviadécim rozhodnutim komise (EU)
2021/914 2z dne 4.&rvna 2021
o standardnich smluvnich dolozkich pro
pfeddvdni osobnich Gdaji do tfetich zemi
podle nafizeni Evropského parlamentu
a Rady (EU) 2016/679.

VIII. Ochrana Citlivich informaci
8.1

Za citlivé jsou povaZoviny veskeré informace
vzijemné poskytnuté v (stni nebo v pisemné
formé, jakoZ i know-how, kterym se rozumi
veSkeré  poznatky obchodni, wyrobni,
bezpe¢nostni, technické nebo ekonomické
povahy souvisejici s &nnostf smluvnich stran,
které maji skutednou, nebo alespon
potencidlni  hodnotu a které nejsou
v pHisludnych obchodnich kruzich bé&iné
dostupné a maji byt dle viile pHsludné
smluvni strany utajeny.

b) the categories of processing carried out on
behalf of the Contracting Authority;

¢) general description of the technical and
organisational measures taken to ensure the
security of personal data,

7.3.9.

The Concessionaire shall immediately notify the
Contracting Authority about any personal data
security breach.

7.3.10.
The Concessionaire shall provide to the Contracting
Authority information necessary to demonstrate
the fulfilment of the Concessionaire's obligations
under this Contract, including namely information
about the technical and organisational measures
taken to fulfil the Concessionaire's obligations
relating to the protection of the personal data,
compliance with the Contracting Authority's
instructions, and the conclusion of non-disclosure

agreements,

7.3.11.
Standard contractual clauses along with its
Annexes I and II, acceded by the Contracting
Parties according to Commission Implementing
Decision (EU) 2021/914 of 4 June 2021 on standard
contractual clauses for the transfer of personal data
to third countries pursuant to Regulation (EU)
2016/679 of the European Parliament and of the
Council.

VIIIL. Protection of Sensitive Information

8.1

“Sensitive Information” is deemed to include any
information the Contracting Parties may provide to
each other orally or in writing, including any know-
how which is understood to mean any knowledge of
a commercial, production, security, technical or
economic nature relating to the activities of the
Contracting Parties, if such information has a real
or at least potential value, is not generally available
to the business community concerned, and is to be
kept secret according to the wishes of the
Contracting Party concerned.

8.2. 8.2.
Smluvni strany jsou povinny naklidat | The Contracting Parties shall treat as trade secret
s Citlivymi __informacemi __ poskytnutymi | any Sensitive Information provided by the other
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druhou stranou nebo ziskanymi v souvislosti
spinénim Smlouvy jako sobchodnim
tajemstvim, zejména je uchovivat v tajnosti a
udinit veSkerd smluvni, technickd a
bezpefnostni opatfeni zabrafiujici jejich
zneuZiti & prozrazeni.

8.3.

Z4dnd ze smluvnich stran nesmi zpfistupnit
tieti osobé Citlivé informace, které pH plnéni
Smlouvy ziskala od druhé smluvni strany,
s vijimkou zpFistupnéni potfebnych ddaji za
Gfelem plnéni Smlouvy zaméstnanchm
Koncesionéfe, vidy viak v rozsahu
nezbytné nutném pro fidné plnéni Smiouvy
& naplnéni jejiho G&elu.

8.4.
Ochrana Citlivych informaci se nevztahuje na

pfipady, kdy

smluvni strana prokaZe, Ze je tato
informace wvefejné znémé, aniZ by
toto zplsobila sama smluvni strana;

a)

smluvni strana prokile, Z%e¢ méla
informaci kdispozici  jeSté pied
datem jejiho zpFistupnéni druhou
stranou a Ze ji nenabyla v rozporu se
zdkonem;

smluvni strana  obdrif  od
zpHistupfiujici strany pisemny souhlas
zpHstupfiovat danou informaci;

b)

)

d) je-i  zpFistupnéni  vyZadovéno
zékonem nebo zévaznim
rozhodnutim oprévnéného orginu

vefejné moci.

8.5.

Smluvni strany se zavazuji, Ze nebudou
Citlivé informace poskytnuté druhou stranou
v listinné podobé kopirovat jako celek, ani
z¢4asti; tato povinnost se nevztahuje na
pfipady, kdy je to nezbytné kopravé,
generovini nebo modifikovini Citlivych
informaci pro jejich oprévnéné vyuziti ve
smyslu Smlouvy. Smluvni strany opatfi
ka’dou kopii wletné jejtho paméfového
nosie veSkerym oznaenim, které je uvedeno
v dokumentu obsahujicim Citlivé informace
poskytnuté druhou smluvni stranou.

Party or obtained in connection with the
ﬁerformance of the Contract; they shall namely

p such information secret and take all
contractual, technical as well as security
precautions to prevent its misuse or unauthorised
disclosure.

8.3.

Neither Contracting Party shall disclose to third
parties any Sensitive Information obtained from
the other Contracting Party during the performance
of the Contract, except for disclosing to the
Concessionaire’s staff information necessary for the
performance of this Contract which, however, shall
in all cases be disclosed only to the extent strictly
necessary for the proper performance of the
Contract or achievement of its object.

8.4.

The protection of Sensitive Information shall not
apply to cases where
a) the Contracting Party demonstrates that the
information is publicly known through no
fault of this Contracting Party;

the Contracting Party demonstrates that the
information had been available to it already
before the date on which the other Party
disclosed the information, and that it did not
obtain the information unlawfully;

b)

the Contracting Party receives from the
disclosing Party a permission in writing to
disclose the information;

c)

d) disclosure of the information is required by
law or by a binding decision of a competent

public authority.

8.5.

The Contracting Parties agree not to copy, in whole
or in part, any Sensitive Information provided by
the other Party in documentary format; this
obligation shall not apply in cases where copying is
necessary to correct, generate or modify Sensitive
Information for the purposes of its legitimate use
under this Contract. The Contracting Parties shall
apply to each copy, including its data storage
device, all the markings applied to the document
that contains the Sensitive Information provided by
the other Party.
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8.6.

Na Zidost Zadavatele je Koncesionéf povinen
Zadavateli neprodlené vritit nebo bezpeéné
skartovat prokazatelné Citlivé informace
Zadavatele, které jiZ nejsou zapotfebi pro
acely Smlouvy, a to i poté co skondi platnost
Smlouvy & je na zdkladé vipovedi Zadavatele
piedéasné ukondena.

8.7.
Koncesiondf je povinen prokazatelnym
zplisobem poudit své zaméstnance i vSechny

daldi osoby podilejici se na vikonu pfedmétu
Smlouvy o povinnosti chrénit Citlivé
informace.

8.8.
Koncesionéf neni oprévnén bez pfedchoziho
pisemného souhlasu  Zadavatele &nit

jakékoliv vefejné oznémeni, nebo uvidét
reference tykajici se spoluprice Zadavatele
s Koncesiondfem, sv{jimkou takovich
referenci, které Koncesiondf  poufije
vzadivacich Fizenich vyhlifenych jinymi
Zadavateli v élenskych zemich Evropské unie.

8.0.

Pravidla pro ochranu Citlivich informaci
uvedend vtéto Smlouvé je Koncesiondf
povinen dodriovat po celou dobu trvin{
Smlouvy i po jejim skondenf a dile zajistit,
aby stejnd pravidla byla dodrZovéna i jeho
zaméstnanci & jinymi osobami podilejicimi
se na vykonu pfedmétu Smlouvy, a to i po
ukonéeni jejich pracovniho &  jiného
obdobného smluvniho vztahu.

8.10.

Smluvni strany prohlafuji, %e za Citlivé
informace a za obchodni tajemstvi
nepovazujf  skutefnosti  uvedené vtéto
Smlouvé a jejich pFipadnych dodateich,
audéluji souhlas kjejich zpFistupnéni,
zejména ve smyslu Zdkona a déle zdkona
& 106/1999 Sh, o svobodném pHstupu
k informacim, ve znéni pozdéjsich predpisi.

IX. Spoleénd ustanoveni

9.1.

Neni-li vtéto Smlouvé uvedeno jinak,

8.6.
At the Contracting Authority’s request, the
Concessionaire shall promptly return to the
Contracting Authority or securely destroy the
Contracting Authority's demonstrably Sensitive
Information that is no longer necessary for the
purposes of the Contract, and this obligation shall
survive the expiry of the Contract or its termination
by a notice from the Contracting Authority.

8.7.

The Concessionaire shall, in a verifiable way,
instruct its staff and all other persons involved in
the performance of the Contract on their duty to
protect Sensitive Information.

8.8,

Without the Contracting Authority's prior written
consent, the Concessionaire shall not make any
public announcements or provide any references
concerning cooperation with the Contracting
Authority, except for references used by the
Concessionaire in contract award procedures
conducted by other contracting authorities in the
Member States of the European Union.

89.

Throughout the term of this Contract and after its
expiry or termination, the Concessionaire shall
observe the Sensitive Information protection rules
laid down in this Contract, and shall ensure that the
same rules are observed by its staff or other persons
involved in the performance of the Contract,
including after the end of their employment or a
similar contractual relationship.

8.10.

The Contracting Parties declare that they do not
regard the facts stated in this Contract and any
amendments hereto as Sensitive Information or
business secret, and they give their consent to the
disclosure of such information namely for the
purposes of the Act and of Act No 106/1999
concerning free access to information as amended.

IX. Common provisions

9.1
Unless otherwise provided in this Contract, the |
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nepfechidzi na Koncesionafe vlastnické pravo

k Z&dné v movité vyuZivané
Koncesiondfem k fadnému plnéni pfedmétu
této  Smlouvy, pFipadné  poskytnuté
Zadavatelem.

9.2.
Jakakoliv zafizeni uZivani Koncesionéfem za
adelem Fidného plnéni pfedmétu Smlouvy
nileZi vyluén® do majetku Koncesionéfe,

9.3

KoncesiondF odpovidd Zadavateli za $kodu,
kterd  vznikla  Zadavateli poruSenim
povinnosti Koncesiondfe stanovenyich touto
Smlouvou nebo privnimi predpisy Ceské
republiky, véetné pfimo G¥innych prévnich
norem vydanych orgény Evropské unie, a to v
celém rozsahu zplsobené fkody. Jakékoliv
Zadavatelem uplatnénd smluvni sankce dle
této Smiouvy se nedotykd priva Zadavatele
na nihradu zplisobené kody v neomezeném
rozsahu.

9.4.
Zikaz postoupeni

Pokud neni v této Smlouvé vyslovné uvedeno
jinak, nesm{ Koncesionif bez pisemného
souhlasu Zadavatele postoupit #4dné ze svich
priv ani pohledévek podle této Smlouvy na
jinou osobu. Koncesiondf nesmi postoupit
svoje smluvni postaveni (postoupit Smlouvu
jakékoli thet] osobe).

9.5.
V ptipadé, Ze Koncesiondf hodld zménit
jakékali parametry plnéni, na jejichZ zikladé
byla hodnocena jeho nabidka v Koncesnim
fizeni, podléhd takové zména pisemnému
souhlasu Zadavatele. Zadavatel je oprivnén
takovou zménu odsouhlasit za predpokladu,
7¢ yménény parametr dosahuje alespoft

title to any movable property that may be provided
by the Contracting Authority to be used by the
Concessionaire for the proper performance of this
Contract shall not pass to the Concessionaire.

9.2.
Any equipment used by the Concessionaire for the
proper performance of the Contract shall remain
exclusively the Concessionaire’s property.

9.3.

The Concessionaire shall be liable to the
Contracting Authority for any damage incurred by
the Contracting Authority as a result of violations
of the Concessionaire's obligations under this
Contract or under the Czech Republic’s legislation,
including any directly effective legislation adopted
by the bodies of the European Union; this liability
shall apply to the full extent of the damage
incurred. Any contractual penalties imposed by the
Contracting Authority according to this Contract
shall be without prejudice to the Contracting
Authority's right to seek compensation for damage
without any limitations.

9.4.
No assignment

Unless otherwise provided in this Contract, the
Concessionaire shall not assign to a third party any
of its rights and claims under this Contract without
the prior written consent of the Contracting
Authority. The Concessionaire shall not assign its
status as a contracting party (assign the Contract
to any third party).

9.5.

In case the Concessionaire intends to change any
of the performance parameters on the basis of
which the Concessionaire's tender was evaluated
in the Concession Award Procedure, such change
shall be subject to the Contracting Authority's
written consent. The Contracting Authority may
grant its consent to such change provided that the

takové  minimdlni  Grovné,  kterou | changed parameter maintains at least the
KoncesiondF uvedl wve své nabidce do| minimum level stated by the Concessionaire in its
Koncesniho Fizeni. tender in the Concession Award Procedure.

X. Term of the Contract
A Doba trvani Smlouvy

10.1.
10.1, This Contract is concluded for a definite term of
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| Tato Smlouva se uzavird na dobu uréitou, a to
na dobu péti (5) let ode dne nabyti jejf
Géinnosti, s moZnosti prodlouZeni formou
dodatku ke Smlouvé., Pfijem Koncesiondfe
pfi prodlouZeni Smlouvy je kumulativni po
celé trvini Smlouvy.

10.2.
Smlouva zanikd uplynutim doby, na kterou
byla sjedndna, pisemnou dohodou smluvnich
stran, odstoupenim, jednostrannou vypovédi
Zadavatele, nebo pokud pfijem Koncesionéfe
je roven 960,120,000 K& (devét set Sedesét
miliond sto dvacet tisic korun &eskych).
Uvedend &dstka ve vité predchozi milZe bt
veizi méné a vtakovém pFipad¢ je pro
vypodet pouZit kurz Jfeské mény keizim
méndm vyhlaSovany CNB ve smyslu § a5
zikona & 6/1993 Sb., o Ceské nirodni bance,
ve znéni pozdéjiich predpisi.

10.3.
Odstoupeni od Smlouvy ze strany Zadavatele
nab¥vi Gfinnosti dnem doruleni pisemného
oznameni o odstoupeni.

10.4.
Zadavatel je oprivnén od Smlouvy odstoupit
zdivodu podstatného porudeni Smlouvy
Koncesiondfern. Za podstatné poruSenf

Smlouvy se povaZuje:
bezdfivodné pferuseni vikonu slufby
na dobu del3i neZ sedm (7) dni};

nezahdjeni vikonu pfedmétu Smlouvy
ve lhiité stanovené v &l. 5.8.1. Smlouvy;

a)

b)

¢) vykon pfedmétu Smlouvy v rozporu
sjejim Gdelem sjednanym touto
Smlouvou;

opakované nedodrieni podminek
stanovenych v Projektu kvality, v jehoi
diisledku Koncesiondf ziskd v pritbéhu
jednoho kalendifniho roku vykonu
pfedmétu Smlouvy vice neZ patnict

(15) pokutovich bodd;

e) poruseni jakékoliv povinnosti
Koncesionafe specifikované vé&l. VIL

d)

five (5) years from its effective date, and this term |
may be extended by an amendment hereto. In case
the term is extended, the Concessionaire’s income
shall be calculated on a cumulative basis for the
entire duration of the Contract,

10.2.

This Contract shall cease to apply upon the expiry
of the period for which it is concluded, upon
agreement in writing between the Contracting
Parties, wupon the Contracting Authority's
withdrawal, or when the Concessionaire's income
reaches the CZK 960,120.000 (nine hundred
sixty million one hundred twenty thousand CZK).
The amount stated in the previous sentence may be
in foreign currency; in such case, it shall be
converted at the CZK/foreign currency exchange
rate published by the CNB on the basis of Act No
6/1993 concerning the Czech National Bank as
amended.

10.3.
The Contracting Authority's withdrawal from this
Contract shall take effect on the date of delivery of
the written notice of withdrawal,

10.4.
The Contracting Authority shall be entitled to
withdraw from this Contract in the event of a
substantial violation of the Contract by the
Concessionaire. “Substantial violations of the
Contract” shall be deemed to include:

a) Interrupting the service for a period longer
than seven (7) days without a reason:

b) Failing to commence the performance of the
Contract within the time limit set in 5.8.1.
above;

¢) Performing the Contract in a way
inconsistent with the purpose agreed in this
Contract;
d) Repeatedly failing to comply with the
conditions set in the Quality Project, in cases
where the Concessionaire incurs more
than fifteen (15) penalty points in one
calendaryearasa  consequence of such
failures;

e) Violating any of the Concessionaire’s
obligations under Article VII. above;
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Smlouvy;

f) porudeni povinnosti Koncesionéfe
specifikované v &l. 4.5. Smlouvy;

g) porufeni povinnosti Koncesiondfe
specifikované v €l. 6.14.11. Smlouvy.

10.5.
Zadavatel je déle oprivnén odstoupit od
Smlouvy, pokud je mu oznimeno orgdnem
vefejné spravy, ktery postupuje vsouladu
s obecné zévaznymi privnimi pfedpisy, Ze je
povinen provést nové koncesni Fizenf.

10.6.

Zadavatel je oprdvnén odstoupit od Smlouvy
téZ v pfipadé, Ze bylo vinsolvenfnim FHzeni
vydino rozhodnuti o (padku Koncesionife
nebo je viiéi jeho majetku veden vikon
rozhodnuti.

10.7.

Zadavatel je opravnén odstoupit od Smlouvy
téZ, pokud dojde kpodstatnym zménim
vnezbytnych profesnich, technickych &
bez ch pfedpokladech Koncesiondfe
pro plnéni zdvazkd dle této Smlouvy, které
mohou ohrozit nebo znemoZnit vikon slufby
dle této Smlouvy.

10.8.

Zadavatel je opravnén odstoupit od Smlouvy
téZ, pokud dojde k podstatnym zméndm na
strané Koncesiondfe, které by ohrozly
ochranu zakladnich bezpefnostnich zijmd

Ceské republiky & Evropské unie.

10.9.

Zadavatel je opravnén odstoupit od smlouvy
vpHpadé, Ze nékterd zosob vramci
organizaéni struktury koncesionidfe, wéetné
osob  ovlddajicich  Gfastnika v rémci
majetkové struktury, popfipadé

poddodavatela Gfastnika, bude zafazena na
sankénich seznamech Evropské unie nebo
OSN zévaznych pro Ceskou republiku.

f) Violating any of the Concessionaire's
obligations under 4.5. above;

g) Violating any of the Concessionaire's
obligations under 6.14.11 above.

10.5.
The Contracting Authority shall also be entitled to
withdraw from this Contract if a public authority,
acting in accordance with generally applicable laws
and regulations, informs the Contracting Authority
that the Contracting Authority must conduct a new
concession award procedure.

10.6.

The Contracting Authority shall also be entitled to
withdraw from this Contract if a bankruptcy order
is issued against the Concessionaire in insolvency
proceedings or if the Concessionaire's assets are
subject to enforcement proceedings.

10.7.
The Contracting Autherity shall also be entitled to
withdraw from this Contract in the event of
substantial changes of the Concessionaire's
professional qualifications, technical capacity or
security measures necessary for fulfilling the
Concessionaire's obligations under this Contract,
in cases where such changes may endanger or
make impossible the service required in this
Contract.

10.8,

The Contracting Authority shall also be entitled to
withdraw from this Contract in the event of
substantial changes on the part of the
Concessionaire that may endanger the protection
of fundamental security interests of the Czech
Republic or of the European Union.

10.0.
The Contracting Authority shall be entitled to
withdraw from this Contract in case any of the
persons or entities forming part of the
Concessionaire’s organisational structure,
including persons or entities controlling the
Concessionaire within the ownership structure
and, where appropriate, the Concessionaire’s
subcontractors, are listed on any European Union
or United Nations sanctions list binding on the
Czech Republic.
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10.10.

Neni-li jinde v této Smlouvé ujednino jinak,
je Zadavatel oprivnén odstoupit od Smlouvy
pro jeji podstatné porufeni pouze za splnénf
podminky, Ze Koncesiondf pfes pisemné
upozornéni na porudenf Smlouvy toto
porueni  neodstranil, resp. vjejim
porufovéni pokratuje. Pisemné upozornéni
musi obsahovat stanoveni lhiity k provedeni
népravy, kterd nesmi bt krat3i neZ deset (10)
kalendafnich dnd,

10.11. Vypovéd' Smlouvy ze strany
Zadavatele

a) Zadavatel miZe tuto Smlouvu vypovédét
bez uvedeni diivodu nejdfive po uplynuti
Sesti (6) mésici ode dne jeji G&innosti.
Vipovédni lhiita &ini tF (3) mésice a potind
béZet prvnim dnem mésice nasledujictho po
mésici, vnémZ byla dorudena vypovéd
Koncesionéfi.

b) Zadavatel miZe tuto Smlouvu vypovidét
rovndZz pH naplnéni nékterého 2z dlvodd
uvedeného v &, 10. 4. Smlouvy. Vipovédni
lhiita &ini v takovém pfipadé tficet (30) dnll a
podind béZet prvnim dnem nésledujici po dni,
v ném? byla doruéena vypovid’ Koncesionédfi.

10.12.
Ustanoveni souvisejici s fefenim sporil podle
¢é. 11.2. Smlouvy nepozbyvaji G&innosti
piedéasnym ukoncenim Smlouvy dle &l. X.
Smiouvy.

10.13.

Ukony smluvnich  stran  souvisejici
s predéasnym ukonéenim Smlouvy dle tohoto
Elanku Smlouvy vyfaduji pisemnou formu,
museji byt v &eském nebo anglickém jazyce a
museji byt doruéeny druhé smluvni strané
prostfednictvim doporudené podty, kuryrni
sluzbou & datovou postou s certifikovanym
elektronickym podpisem.

XI1. Zavéreénd ustanoveni

1.1
Smluvni strany se zavazuji vyfesit pfednostné
smirem vedkeré a jakékoliv spory &
nesrovnalosti vzniklé z této Smlouvy & v

10.10.

Unless otherwise in this Contract, the
Contracting Authority shall be entitled to withdraw
from this Contract due to a substantial violation |
only in cases where the Concessionaire, despite
being notified of the violation in writing, does not
remedy the violation or continues to act in
violation of the Contract. The written notification
shall include a time limit for remedying the
violation which shall not be shorter than ten (10)
calendar days.

10.11. Termination of the Contract by the
Contracting Authority

(a) The Contracting Authority may terminate this
Contract without stating the reason, no earlier
than upon the expiry of six (6) months from the
effective date of this Contract. The period of notice
shall be three (3) months running from the first
day of the month following the month in which the
notice of termination was delivered to the
Concessionaire.

(b) The Contracting Authority may also terminate
this Contract for any of the reasons stated in 10.4.
above. In such case, the period of notice shall be
thirty (30) days running from the first day
following the date of delivery of the notice of
termination to the Concessionaire.

10.12.
The provisions of 111 below concerning
settlement of disputes shall survive the

termination of this Contract under Article X. of the
Contract.

10.13.

Any acts of the Contracting Parties in connection
with termination of the Contract under this article
of the Contract shall be made in writing in the
Czech or English language, and delivered to the
other Contracting Party by registered mail, courier
service or data mail with a certified electronic
signature,

X1.  Final provisions

11.1,
The Contracting Parties agree to seek, as a matter
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souvislosti s ni (véetné zejména sporll o |
uzavienf této Smlouvy, ojejl platnosti a o
pridvech s ni souvisejicich). Pokud by smluvni
strany v pfiméfené lhiité, kterd viak nebude
deldi nez tficet (30) dndl ode dne, kdy
kterdkoli ze smluvnich stran pisemné
informovala druhou smluvni stranu o vzniku
sporu a poZidala o smirné Fedenf takovéhoto
sporu, jakékoliv spory nevyfeSily smirem,
budou tyto spory skonefnou platnosti
vyfeSeny pfed obeenym soudem Ceské
republiky.

11.2.
Rozhod& Fizeni je vyloudeno.

11.3.
Tato Smlouva se Hdi &eskym privem,
zejména  pak  Oblanskym  zikonfkem

a Zakonem.

11.4.
Jestlife jakykoliv zdvazek vypl{vajici z této
Smlouvy nebo jakékoliv ustanoveni této
Smlouvy (véetné jakéhokoli jeitho odstavee,
Cldnku, véty nebo slova) je nebo se stane
neplatnym, nevymahatelnym  a/nebo
zdanlivym, pak  takovd  neplatnost,
nevymahatelnost a/nebo zdinlivost neovlivni
ostatni ustanoveni této Smlouvy. Smluvni
strany nahradi tento neplatny,
nevymahatelny a/nebo  zdanlivy  zévazek
takovim novym platnym, vymahatelnym
a nikoliv zdanlivym zdvazkem, jehoZ predmét

bude v nejvy38i moiné mife odpovidat
predmétu plvodniho oddéleného zévazku.
UkaZe-li se nékteré zustanoveni této
Smlouvy (veetné jakéhokoli jejtho odstavce,
¢lanku, véty nebo slova) zddnlivim, posoudi
se viiv této vady na ostatni ustanoveni
Smlouvy obdobné podle § 576 Obdanského
zakoniku.

11.5.
Tato Smlouva nabyvé G¢innosti dnem jejiho
podpisu obéma smluvnimi stranami.

11.6.

Tato Smlouva je uzaviena ve dvojjazyéné
verzi v éeském a anglickém jazyce. V pfipadé
rozporu mezi ¢eskou a anglickou jazykovou

verzi je rozhodujici Seska jazykova verze.

of priority, an amicable settlement of all and any
disputes or differences arising from or in
connection with this Contract (including namely
disputes concerning the conclusion of this
Contract, the time for which this Contract is in
force, and the rights associated with this Contract).
In case the Contracting Parties do not reach an |
amicable settlement of any dispute within a
reasonable period which, however, shall not be
longer than thirty (30) days from the date on
which either Contracting Party informed the other
Contracting Party in writing that a dispute had
arisen and requested an amicable settlement of
such dispute, the dispute shall be resolved by a
final decision of an ordinary court in the Czech
Republie.

11.2.
Arbitration is ruled out.

11.3.
This Contract is governed by Czech law, namely by
the Civil Code and the Act.

11.4.
In case any obligation arising from this Contract or

from any of its provisions (including any
paragraph, article, sentence or word hereof) is or
becomes invalid, unenforceable and/or null and
void, such invalidity, unenforceability and/or
nullity shall be without prejudice to the remaining
provisions of this Contract. The Contracting
Parties shall replace such invalid, unenforceable
and/or null and void obligation with a new
obligation that is valid, enforceable, not null and
void, and the object of which corresponds, as far as
possible, to the object of the original severed
obligation. In case any provision of this Contract
(including any paragraph, article, sentence or word
hereof) is found null and void, the effects of such
defect on the remaining provisions of the Contract
shall be determined, mutatis mutandis, according
to Section 576 of the Civil Code.

11.5.
This Contract shall take effect on the date of its

signature by both Contracting Parties.

11.6.

This Contract is done in a bilingual version in the
Czech and English languages. In the event of any
divergence between the Czech and English
versions, the Czech version shall prevail,
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1.7
Tato Smlouva miZe byt ménéna
adopliiovina pouze pisemnymi dodatky

podepsanymi obfma smluvnimi stranami.
Zména této Smlouvy v jiné neZ pisemné
formé je timto vyloufena. Za pisemnou
formu nebude pro tento Gfel povaZovina
vyména e-mailovych & jinych elektronickych
zprav, Neni-li pro zménu této Smlouvy
dodriena forma ujednand  smluvnimi
stranami, lze neplatnost takovéto zmény
namitnout i v pfipadé, bylo-li ji plnéno.

11.8.

Tato Smlouva je wyhotovena v péti (5)
dvojjazyénych origindlech, z nich? Zadavatel
obdrZi tfi (3) vyhotoveni a Koncesionif
obdrZi dvé (2) vyhotoveni. Toto ustanoveni je
platné i na pisemné dodatky.

1L.9.
Smluvn{ strany shodné a vslovné prohlasuij,
Ze doslo k dohodé o celém obsahu Smlouvy a
Ze je jim obsah Smlouvy dobfe zndm v celém
jeho rozsahu s tim, Ze Smlouva je projevem
jejich viiné, pravé a svobodné ville a nebyla
uzaviena v tisni & za ndpadné nevyhodngch
podminek. Na dikaz souhlasu pFipojuji
opravnéni zdstupei smluvnich stran své
vlastnoruéni podpisy, jak nésleduje.

Seznam pfiloh:

1. Kontaktni Gdaje Zadavatele, Koncesionife,
Konzulitu, Vizového centra

2. Projekt kvality — pfedino v elektronické
podobé

3. Sazebnik pokut

4. Technickd specifikace néstroje k odbéru
biometrickych identifikitord

5. Technicka specifikace
k elektronizaci #adosti -
v elektronické podobé

6. Standardni smluvn{ doloZky s pfilohamil a
II 11 podle Provadéciho rozhodnuti komise
(EU) 2021/914 ze dne 4.¢ervna 2021
o standardnich smluvnich doloZkich pro
pfedavini osobnich Gdaji do tfetich zemi
podle nafizeni Evropského parlamentu
a Rady (EU) 2016/679,

nastroje
predino

11.7.
This Contract may be changed and supplemented

only by amendments in writing signed by both
Contracting Parties. Any changes to this Contract
other than those made in writing are hereby ruled
out. For this purpose, exchanges of emails or other
electronic messages shall not be deemed to be
made in writing. In case any change to this
Contract is not made in the form agreed between
the Contracting Parties, the objection of invalidity
of such change can be raised even if the change has
already been implemented.

11.8.

This Contraet is done in five (5) bilingual originals,
of which the Contracting Authority shall receive
three (3) originals and the Concessionaire shall
receive two (2) originals. This provision shall apply
also to any amendments in writing.

11.9.
The Contracting Parties jointly and expressly
declare that they have agreed on, and are aware of,
the entire content of this Contract and that this
Contract expresses their earnest, genuine and free
will and that they do not conclude this Contract in
distress or on manifestly disadvantageous terms.
In witness thereof, the authorised representatives
of the Contracting Parties append their own
signatures hereunder.

List of Annexes:

1. Contact details of the Contracting

Authority,  Concessionaire,  Consulate, Visa
Application Centre

2. Quality Project - document provided in
electronic format

3. Schedule of Fines and Penalty Points

4. Technical requirements for biometric capture
equipment

5. Technical requirements for the tool to be used
for electronic processing of applications -
document provided in electronic format

6. Standard contractual clauses along with its
Annexes I and II on the basis of Commission
Implementing Decision (EU) 2021/914 of 4 June
2021 on standard contractual clauses for the
transfer of personal data to third countries pursuant
to Regulation (EU) 2016/679 of the European
Parliament and of the Council.
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Pifloha & 1 ke koncesni smlouvé &.j. 304705/2022-VO- Kontaktni Gdaje
ANNEX No. 1 to the Concession Contract no. 304705/2022-VO - Contacts
Zadavatel/Contracting Authority

«  Ministerstvo zahraniénich vécf, Loretinské mimésti 101;‘5, 11800, Praha 1, Czech Republic
Kontaktni osoba/Primary Contact: 58

-

Koneesiondf/Concessionaire
e spoleénost JVFS - iData®/ association ,VFS - iData*

o Vedouef spoletnik/Head associate: VF Worldwide Holdings Ltd, Unit no. 3101-A, JBC 1, Plot
No: JLT-PH1-G2A Jumeirah Lake Towers, Dubai, UAE

« Business [D: DMCC g7249 Tax 1D: 100341125100003
« afand

+ spoleinik/associate: iDATA DANISMANLIK VE HIZMET DIS. TICARET AS, Ergenckon Mah.
Cumhuriyet Cad. Celik Apt. No. 141 D. 5 Sisli, Istanbul, Turecko

+ Business ID: 388052 Tax ID: 4700601564

Konzulat/Consulate - Kyjev/Kiev

¢ Embassy of the Czech Republie, Yams—.lawv val 34- -A, 01901 Kiev, Ukraine

s  Kontaktni osoba/Primary Contact:
Consular and Visa Affairs, e-mail

Vizova centra/Visa Centres
¢ Kyjev/Kiev - Business centre, Gulliver”, 8nd floor, square Sportyvna 1A, 01001, Kiev,
Ukraine

* Odésa/Odessa - Kanatnaya 22, 65014, Odessa, Ukraine

« Charkov/Kharkov - Business centre .Radmir Expohall® x, 4nd floor, street Akademika
Paviova 271, 61000, Kharkiv, Ukraine

* Dnipro/Dnipro - Business centre , Atrium®, 2nd floor, Prospekt Karla Marxe 22, 49000,
Dnipro, Ukraine

Konzulit/Consulate - Lvov/Lviv
« Consulate General of the Czech Itepu]nc;lmono cha _::30,"3 79057 Lviv, Ukraine

Vizova centra/Visa Centres
¢ Lvov/Lviv - Lviv Forum, 2nd floor, Pid dubom 7B, 79058, Lviv, Ukraine
¢ Uihorod/Uzhhorod - Kapushanska 92, 88000, Uzhhorod, Ukraine
* Ivano-Frankivsk/Ivano-Frankivsk - Troleybusna 4A, Ivano-Frankivsk, Ukraine



Pifloha ¢&. 2 ke koncesni smlouve &,j.304705/52022-VO — Projekt kvality, pfedino
v elektronické podobé jako souddst podané nabidky v koncesnim Fizenf

ANNEX no. 2 to the Concession Contract no. 304705/2022-VO— Quality Project,
document provided in electronic format as part of the Concessionaire's tender in the

concession award process.



PFiloha & 3 ke koncesni smlouvé &,j.304705/52022-VO ~Sazebnik pokut
ANNEX no. 3 to the Coneession Contract no. 304705/2022-VO - Penalty Schedule

PROVISION OF EXTERNAL SERVICES FOR THE PROCESSING
OF SHORT-STAY VISA APPLICATIONS

Schedule of fines and penalty points incurred for violations of contractual obligations

Article of | P
Concession Number of violations | Contractual fine enalty
Contract points

4.3.1. every violation 3000 EUR 10
4.3.2. every violation 3000 EUR 10
4.3.3. every violation 100 EUR 1
4.3.4. every violation 100 EUR 1
5.1.1. every violation 100 EUR 1
5.1.2. every violation 100 EUR 1
£.1.3. every violation 100 EUR 1
5.1.4. every violation 100 EUR 1
5.1.6, every violation 100 EUR 1
5:1.7. every violation 100 EUR 1
5.2.1. every violation 1000 EUR 5
5.2.2. every violation 1000 EUR 1
5.2.3. every violation 1000 EUR 5
5.2.4. every violation 1000 EUR 5
5.2.5. every violation 1000 EUR 5
5.2.6. every viclation 1000 EUR 5
5.2.7. every violation 1000 EUR 5
5.3-4- every violation 500 EUR 2
5.3.5. every violation 500 EUR 2
5.3.6. every violation 100 EUR 1
5.4.2. every violation 100 EUR 1
5.4.7. every violation 500 EUR 2
5.4.10. every violation 500 EUR 2
5.6.4. every violation 500 EUR 2
5.7.1. every violation 1000 EUR 5
£.7.2 every violation 1000 EUR 5
5.7.3. every violation 1000 EUR 5
5.8.1. every commenced day 3000 EUR 2
6.1, every violation 500 EUR 2
6.3. every violation 1000 EUR 5
6.5. every violation 200 EUR 1
6.6. every violation 1000 EUR 5
6.14.7. every violation 500 EUR 2
VIL every violation 1000 EUR 5
VIIL every violation 500 EUR 2




Prfloha & 4 ke koncesni smlouvé &j.304705/52022-VO ~ Technické specifikace
néstroje k odbéru biometrickych identifikitort

ANNEX no. 4 to the Concession Contract no. 304705/2022-VO— Technical
requirements for biometric capture equipment



General description:

The EVC2 visa information system (supplier: IBM Ceskd republika, spol. s r.0.) uses 4-4-2
biometric scanners accessed via heavy clients on the C, C++, C# and Microsoft NET

Framework (at least 2.0. version) basis. Fingerprint images are processed in EVC2 clients.

The NS-VIS information system (supplier: IBM Ceska republika. spol. s r.0.) uses 4-4-2 and
1-finger biometric scanners accessed via heavy clients on the Microsoft NET Framework

basis (at least 2.0. version), communicating with the application server via web services.
4-4-2 scanners must conform to the following specifications:
o flat and rolled fingerprint capture

o single and dual fingerprint capture (two thumbs or other fingers) and four-fingerprint

capture (1, 2 and 4 fingers)
e automatic capture without operator intervention
e filtering and rejecting residual ghost fingerprint images
e liveness detection (against fingerprint stamps and other fakes using e.g. thin film)
e automatic calibration
s image quality conforming to CS-VIS BMS specifications
o FBI centification for civil ID flat fingerprints
o at least 500 ppi resolution
e platen dimensions at least 80 x 70 mm

o function or technology for hard-to-read fingerprints



guaranteed operating temperature at least 5-45°C and relative humidity at least 10 -

90% (no condensation)

heated platen (no condensation, no halo effect)

background-illuminated platen

indicators to guide the user, quality check feedback (pictograms, LED indicators)
fingerprint capture speed: 10 prints (4-4-2) in 20 seconds

availability of firmware update

guaranteed support for Windows XP a MS Windows 7 (32-bit and 64-bit)



Priloha ¢. 5 ke koncesni smlouvé &.,j.304705/52022-VO — Technicka specifikace
k odbéru biometrickych identifikitord, predino v elektronické podobé

ANNEX no. 5 to the Concession Contract no. 304705/2022-VO- Technical
requirements for the tool to be used for electronic processing of applications,

document provided in electronic format



Piiloha & 6 ke koncesni smlouvé &.j. 304705/2022-VO - Standardni
smluvni dolozky

ANNEX No. 6 to the CFoncessiona Conatract no. 304705/2022-VO -
Standard Contractual Clauses

STANDARD CONTRACTUAL CLAUSES
SECTION |

Clause 1

Purpose and scope

(a)The purpose of these standard contractual clauses is to ensure compliance with the
requircments of Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data (General Data Protection
Regulation) (1) for the transfer of personal data to a third country.

(b)The Parties:

(ithe natural or legal person(s), public authority/ies, agency/ies or other bodyfics
(hereinafter “entity/ies’) transferring the personal data, as listed in Annex LA (hereinafier
each ‘data exporter’), and

(i1)the entity/ies in a third country receiving the personal data from the data exporter,

directly or indirectly via another entity also Party to these Clauses, as listed in Annex
LA (hercinafter each ‘data importer”)

have agreed to these standard contractual clauses (hereinafter: *Clauses’).
(c)These Clauses apply with respect to the transfer of personal data as specified in Annex LB.
(d)The Appendix to these Clauses containing the Annexes referred to therein forms an
integral part of these Clauses.

Clause 2
Effect and invariability of the Clauses

(a)These Clauses set out appropriate safeguards, including enforceable data subject rights and
effective legal remedies, pursuant to Article 46(1) and Article 46(2)(¢) of Regulation (EU)
2016/679 and, with respect to data transfers from controllers to processors and/or
processors to processors, standard contractual clauses pursuant to Article 28(7) of
Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the
Parties from including the standard contractual clauses laid down in these Clauses in a
wider contract and/or to add other clauses or additional safeguards, provided that they do
not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or
freedoms of data subjects.

(b)These Clauses are without prejudice to obligations to which the data exporter is subject by
virtue of Regulation (EU) 2016/679.



Clause 3
Third-party beneficiarics

(a)Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against
the data exporter and/or data importer, with the following exceptions:

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
(i1) Clause 8 — Clause 8.1(b), 8.9(a), (c), (d) and (e);
(i) Clause 9 -~ Clause 9a), (c), (d) and (¢);
(iv) Clause 12 — Clause 12(a), (d) and (f);
(v) Clause 13;
(vi) Clause 15.1(c), (d) and (¢);
(vit) Clause 16(¢);
(viii) Clause 18 — Clause 18(a) and (b)
(b)Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU)
2016/679.

Clause 4
Interpretation
(a)Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms

shall have the same meaning as in that Regulation.
(b)These Clauses shall be read and interpreted in the light of the provisions of Regulation

(EU) 2016/679.

(c)These Clauses shall not be interpreted in a way that conflicts with rights and obligations
provided for in Regulation (EU) 2016/679,

Clause 5

Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements
between the Parties, existing at the time these Clauses are agreed or entered into thereafter,
these Clauses shall prevail.

Clause 6

Description of the transfer(s)

The details of the transfer(s), and in particular the categones of personal data that are
transferred and the purpose(s) for which they are transferred, are specified in Annex LB.

Clause 7
Docking clause

(a)An entity that is not a Party to these Clauses may, with the agreement of the exporter,
accede to these Clauses at any time as an importer by completing the Appendix and signing

2



Annex LA,

(b)Once it has completed the Appendix and signed Annex LA, the acceding entity shall
become a Party to these Clauses and have the rights and obligations of a data importer in
accordance with its designation in Annex LA.

(c)The acceding entity shall have no rights or obligations arising under these Clauses from the
period prior to becoming a Party.

SECTION II - OBLIGATIONS OF THE PARTIES
Clause 8
Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data
importer is able, through the implementation of appropriate technical and organisational
measures, to satisfy its obligations under these Clauses.

8.1 Instructions

(a)The data importer shall process the personal data only on documented instructions from the
data exporter. The data exporter may give such instructions throughout the duration of the
contract.

(b)The data importer shall immediately inform the data exporter if it is unable to follow those
instructions.

8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the
transfer, as set out in Annex 1B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as
completed by the Parties, available to the data subject free of charge. To the extent necessary
to protect business secrets or other confidential information, including the measures described
in Annex Il and personal data, the data exporter may redact part of the text of the Appendix to
these Clauses prior to sharing a copy, but shall provide a meaningful summary where the data
subject would otherwise not be able to understand the its content or exercise his/her rights. On
request, the Parties shall provide the data subject with the reasons for the redactions, to the
extent possible without revealing the redacted information. This Clause is without prejudice to
the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has
become outdated, it shall inform the data exporter without undue delay. In this case, the data
importer shall cooperate with the data exporter to erase or rectify the data,



8.5 Duration of processing and erasure or retum of data

Processing by the data importer shall only take place for the duration specified in Annex 1.B.
Afier the end of the provision of the processing services, the data importer shall, at the choice
of the data exporter, delete all personal data processed on behalf of the data exporter and
certify to the data exporter that it has done so, or return to the data exporter all personal data
processed on its behalf and delete existing copies. Until the data is deleted or returned, the
data importer shall continue to ensure compliance with these Clauses, In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data
importer warrants that it will continue to ensure compliance with these Clauses and will only
process it to the extent and for as long as required under that local law. This is without
prejudice to Clause 14, in particular the requirement for the data importer under Clause 14(¢)
to notify the data exporter throughout the duration of the contract if it has reason to believe
that it is or has become subject to laws or practices not in linc with the requirements under
Clause 14(a).

8.6 Security of processing

(a)The data importer and, during transmission, also the data exporter shall implement
appropriate technical and organisational measures to ensure the security of the data,
including protection against a breach of security leading to accidental or unlawful
destruction, loss, alteration, unauthorised disclosure or access to that data (hercinafier
‘personal data breach’). In assessing the appropriate level of security, the Parties shall take
due account of the state of the art, the costs of implementation, the nature, scope, context
and purpose(s) of processing and the risks involved in the processing for the data subjects.
The Parties shall in particular consider having recourse to encryption or pseudonymisation,
including during transmission, where the purpose of processing can be fulfilled in that
manner. In case of pscudonymisation, the additional information for attnibuting the
personal data to a specific data subject shall, where possible, remain under the exclusive
control of the data exporter. In complying with its obligations under this paragraph, the
data importer shall at least implement the technical and organisational measures specified
in Annex II. The data importer shall carry out regular checks to ensure that these measures
continue to provide an appropriate level of security.

(b)The data importer shall grant access to the personal data to members of its personnel only
to the extent strictly necessary for the implementation, management and monitoring of the
contract. It shall ensure that persons authorised to process the personal data have
committed themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality.

(¢)In the event of a personal data breach concerning personal data processed by the data
importer under these Clauses, the data importer shall take appropriate measures to address
the breach, including measures to mitigate its adverse effects. The data importer shall also
notify the data exporter without undue delay after having become aware of the breach.
Such notification shall contain the details of a contact point where more information can be
obtained, a description of the nature of the breach (including, where possible, categories
and approximate number of data subjects and personal data records concerned), its hikely
consequences and the measures taken or proposed to address the breach including, where
appropriate, measures to mitigate its possible adverse effects. Where, and in so far as, it is
not possible to provide all information at the same time, the initial notification shall contain
the information then available and further information shall, as it becomes available,
subsequently be provided without undue delay.
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(d)The data importer shall cooperate with and assist the data exporter 10 enable the data
exporter to comply with its obligations under Regulation (EU) 2016/679, in particular to
notify the competent supervisory authority and the affected data subjects, taking into
account the nature of processing and the information available to the data importer,

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, genetic data, or biometric data
for the purpose of uniquely identifying a natural person, data concerning health or a person’s
sex life or sexual orientation, or data relating to criminal convictions and offences (hereinafter
‘sensitive data’), the data importer shall apply the specific restrictions and/or additional
safeguards described in Annex 1.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented
instructions from the data exporter. In addition, the data may only be disclosed to a third party
located outside the European Union (4) (in the same country as the data importer or in another
third country, hereinafter ‘onward transfer') if the third party is or agrees to be bound by these
Clauses, under the appropriate Module, or if:

(i)the onward transfer is 10 a country benefitting from an adequacy decision pursuant to
Article 45 of Regulation (EU) 2016/679 that covers the onward transfer:
(ii)the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47
Regulation of (EU) 2016/679 with respect to the processing in question;
(1if)the onward transfer is necessary for the establishment, exercise or defence of legal claims
in the context of specific administrative, regulatory or judicial proceedings; or
(iv)the onward transfer is necessary in order to protect the vital interests of the data subject or
of another natural person.

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses, in particular purpose limitation.

8.9 Documentation and compliance

(a)The data importer shall promptly and adequately deal with enquiries from the data exporter
that relate to the processing under these Clauses.

(b)The Parties shall be able to demonstrate compliance with these Clauses. In particular, the
data importer shall keep appropriate documentation on the processing activities carried out
on behalf of the data exporter.

(¢)The data importer shall make available to the data exporter all information necessary to
demonstrate compliance with the obligations set out in these Clauses and at the data
exporter’s request, allow for and contribute to audits of the processing activities covered by
these Clauses, at reasonable intervals or if there are indications of non-compliance. In
deciding on a review or audit, the data exporter may take into account relevant
certifications held by the data importer.

(d)The data exporter may choose to conduct the audit by itself or mandate an independent
auditor. Audits may include inspections at the premises or physical facilities of the data
importer and shall, where appropniate, be carried out with reasonable notice.
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(¢)The Parties shall make the information referred to in paragraphs (b) and (c), including the
results of any audits, available to the competent supervisory authority on request.

Clause 9

Use of sub-processors

(2)The data importer shall not sub-contract any of its processing activities performed on
behalf of the data exporter under these Clauses to a sub-processor without the data
exporter’s prior specific written authorisation. The data importer shall submit the request
for specific authorisation at least 60 days prior to the engagement of the sub-processor,
together with the information necessary to enable the data exporter to decide on the
authorisation. The list of sub-processors already authorised by the data exporter can be
found in Annex IIL The Parties shall keep Annex 111 up to date.

(b)Where the data importer engages a sub-processor to carry out specific processing activities
(on behalf of the data exporter), it shall do so by way of a written contract that provides
for, in substance, the same data protection obligations as those binding the data importer
under these Clauses, including in terms of third-party beneficiary rights for data
subjects. (8) The Parties agree that, by complying with this Clause, the data importer fulfils
its obligations under Clause 8.8. The data importer shall ensure that the sub-processor
complies with the obligations to which the data importer is subject pursuant to these
Clauscs.

(c)The data importer shall provide, at the data exporter's request, a copy of such a sub-
processor agreement and any subsequent amendments to the data exporter. To the extent
necessary to protect business secrets or other confidential information, including personal
data, the data importer may redact the text of the agreement prior to sharing a copy.

(d)The data importer shall remain fully responsible to the data exporter for the performance of
the sub-processor’s obligations under its contract with the data importer. The data importer
shall notify the data exporter of any failure by the sub-processor to fulfil its obligations
under that contract.

(e)The data importer shall agree a third-party beneficiary clause with the sub-processor
whereby ~ in the event the data importer has factually disappeared, ceased to exist in law or
has become insolvent  the data exporter shall have the right to terminate the sub-processor
contract and to instruct the sub-processor to erase or return the personal data.

Clause 10
Data subject rights

(a)The data importer shall promptly notify the data exporter of any request it has received
from a data subject. It shall not respond to that request itself unless it has been authorised
to do so by the data exporter.

(b)The data importer shall assist the data exporter in fulfilling its obligations to respond to
data subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679. In
this regard, the Parties shall set out in Annex 11 the appropriate technical and organisational
measures, taking into account the nature of the processing, by which the assistance shall be
provided, as well as the scope and the extent of the assistance required.

(c)in fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply
with the instructions from the data exporter.



Clause 11

Redress

(a)The data importer shall inform data subjects in a transparent and easily accessible format,
through individual notice or on its website, of a contact point authorised to handle
complaints. It shall deal promptly with any complaints it receives from a data subject.

(b)In case of a dispute between a data subject and onc of the Parties as regards compliance
with these Clauses, that Party shall use its best efforts to resolve the issue amicably in a
timely fashion. The Parties shall keep cach other informed about such disputes and, where
appropnate, cooperate in resolving them.

(c)Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data
importer shall accept the decision of the data subject to:

()lodge a complaint with the supervisory authority in the Member State of his/her habitual
residence or place of work, or the competent supervisory authority pursuant to Clause
13;

(i1) refer the dispute to the competent courts within the meaning of Clause 18,

(d)The Parties accept that the data subject may be represented by a not-for-profit body,
organisation or association under the conditions set out in Article 80(1) of Regulation (EU)
2016/679.

(¢)The data importer shall abide by a decision that is binding under the applicable EU or
Member State law,

()The data importer agrees that the choice made by the data subject will not prejudice his/her
substantive and procedural rights to seek remedies in accordance with applicable laws.

Clause 12
Liability

(a)Each Party shall be liable to the other Partyfies for any damages it causes the other
Party/ies by any breach of these Clauses,

(b)The data importer shall be liable to the data subject, and the data subject shall be entitled to
receive compensation, for any material or non-material damages the data importer or its
sub-processor causes the data subject by breaching the third-party beneficiary rights under
these Clauses.

(c)Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the
data subject shall be entitled to receive compensation, for any material or non-material
damages the data exporter or the data importer (or its sub-processor) causes the data
subject by breaching the third-party beneficiary rights under these Clauses. This is without
prejudice to the liability of the data exporter and, where the data exporter is a processor
acting on behalf of a controller, to the liability of the controller under Regulation (EU)
2016/679 or Regulation (EU) 2018/1725, as applicable.

(d)The Partics agree that if the data exporter is held liable under paragraph (c) for damages
caused by the data importer (or its sub-processor), it shall be entitled to claim back from
the data importer that part of the compensation corresponding to the data importer's
responsibility for the damage.

(¢)Where more than one Party is responsible for any damage caused to the data subject as a
result of a breach of these Clauses, all responsible Parties shall be jointly and severally
liable and the data subject is entitled to bring an action in court against any of these Parties.
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()The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to
claim back from the other Party/ies that part of the compensation corresponding to its/their
responsibility for the damage.

(8)The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Clause 13
Supervision

(a)The supervisory authority with responsibility for ensuring compliance by the data exporter
with Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex 1.C,
shall act as competent supervisory authority.

(b)The data importer agrees to submit itself to the jurisdiction of and cooperate with the
competent supervisory authority in any procedures aimed at ensuring compliance with
these Clauses. In particular, the data importer agrees to respond to enquiries, submit to
audits and comply with the measures adopted by the supervisory authority, including
remedial and compensatory measures. It shall provide the supervisory authority with
written confirmation that the necessary actions have been taken.

SECTION III - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC
AUTHORITIES

Clause 14
Local laws and practices affecting compliance with the Clauses

(2)The Parties warrant that they have no reason to believe that the laws and practices in the
third country of destination applicable to the processing of the personal data by the data
importer, including any requirements to disclose personal data or measures authorising
access by public authorities, prevent the data importer from fulfilling its obligations under
these Clauses. This is based on the understanding that laws and practices that respect the
essence of the fundamental rights and freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one of the objectives listed in
Article 23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.

(b)The Parties declare that in providing the warranty in paragraph (a), they have taken due
account in particular of the following elements:

(i)the specific circumstances of the transfer, including the length of the processing chain,
the number of actors involved and the transmission channels used; intended onward
transfers; the type of recipient; the purpose of processing; the categories and format of
the transferred personal data; the economic sector in which the transfer occurs; the
storage location of the data transferred;

(ii)the laws and practices of the third country of destination- including those requiring the
disclosure of data to public authorities or authorising access by such authorities —
relevant in light of the specific circumstances of the transfer, and the applicable

limitations and safeguards (12);

(iiijany relevant contractual, technical or organisational safeguards put in place to
supplement the safeguards under these Clauses, including measures applied during



transmission and to the processing of the personal data in the country of destination.

(c)The data importer warrants that, in carrying out the assessment under paragraph (b), it has
made its best efforts to provide the data exporter with relevant information and agrees that
it will continue to cooperate with the data exporter in ensuring compliance with these
Clauses.

(d)The Parties agree to document the assessment under paragraph (b) and make it available to
the competent supervisory suthority on request,

(¢)The data importer agrees to notify the data exporter promptly if, after having agreed to
these Clauses and for the duration of the contract, it has reason to believe that it is or has
become subject to laws or practices not in line with the requirements under paragraph (a),
including following a change in the laws of the third country or a measure (such as a
disclosure request) indicating an application of such laws in practice that is not in line with
the requirements in paragraph (a).

(f)Following a notification pursuant to paragraph (¢), or if the data exporter otherwise has
reason to believe that the data importer can no longer fulfil its obligations under these
Clauses, the data exporter shall promptly identify appropriate measures (e.g. technical or
organisational measures to ensure security and confidentiality) to be adopted by the data
exporter and/or data importer to address the situation. The data exporter shall suspend the
data transfer if it considers that no appropriate safeguards for such transfer can be ensured,
or if instructed by the competent supervisory authority to do so. In this case, the data
exporter shall be entitled to terminate the contract, insofar as it concemns the processing of
personal data under these Clauses. If the contract involves more than two Parties, the data
exporter may exercise this right to termination only with respect to the relevant Party,
unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this
Clause, Clause 16(d) and (c) shall apply.

Clause 15
Obligations of the data importer in case of access by public authorities
15.1 Notification

(a)The data importer agrees to notify the data exporter and, where possible, the data subject
promptly (if necessary with the help of the data exporter) if it:

(i)receives a legally binding request from a public authority, including judicial authorities,
under the laws of the country of destination for the disclosure of personal data
transferred pursuant to these Clauses; such notification shall include information about
the personal data requested, the requesting authority, the legal basis for the request and
the response provided; or

(i)becomes aware of any direct access by public authoritics to personal data transferred

pursuant to these Clauses in accordance with the laws of the country of destination; such
notification shall include all information available to the importer.

(b)If the data importer is prohibited from notifying the data exporter and/or the data subject
under the laws of the country of destination, the data importer agrees to use its best efforts
to obtain a waiver of the prohibition, with a view to communicating as much information
as possible, as soon as possible. The data importer agrees to document its best efforts in
order to be able to demonstrate them on request of the data exporter.

(¢)Where permissible under the laws of the country of destination, the data importer agrees to
provide the data exporter, at regular intervals for the duration of the contract, with as much
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relevant information as possible on the requests received (in particular, number of requests,
type of data requested, requesting authority/ies, whether requests have been challenged and
the outcome of such challenges, etc.).

(d)The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for
the duration of the contract and make it available to the competent supervisory authority on
request,

(e)Paragraphs (2) to (c) are without prejudice to the obligation of the data importer pursuant to
Clause 14(¢) and Clause 16 to inform the data exporter promptly where it is unable to
comply with these Clauses.

15.2 Review of legality and data minimisation

(a)The data importer agrees to review the legality of the request for disclosure, in particular
whether it remains within the powers granted to the requesting public authority, and to
challenge the request if, after careful assessment, it concludes that there are reasonable
grounds to consider that the request is unlawful under the laws of the country of
destination, applicable obligations under intemational law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal.
When challenging a request, the data importer shall seek interim measures with a view 1o
suspending the effects of the request until the competent judicial authority has decided on
its merits. It shall not disclose the personal data requested until required to do so under the
applicable procedural rules. These requirements are without prejudice to the obligations of
the data importer under Clause 14d(e).

(b)The data importer agrees to document its legal assessment and any challenge to the request
for disclosure and, to the extent permissible under the laws of the country of destination,
make the documentation available 10 the data exporter. It shall also make it available to the
competent supervisory authority on request.

(¢)The data importer agrees to provide the minimum amount of information permissible when
responding to a request for disclosure, based on a reasonable interpretation of the request.

SECTION IV - FINAL PROVISIONS

Clause 16
Non-compliance with the Clauses and termination

(a)The data importer shall promptly inform the data exporter if it is unable to comply with
these Clauses, for whatever reason.

(b)In the event that the data importer is in breach of these Clauses or unable to comply with
these Clauses, the data exporter shall suspend the transfer of personal data to the data
importer until compliance is again ensured or the contract is terminated. This is without
prejudice to Clause 14(f).

(¢)The data exporter shall be entitled to terminate the contract, insofar as it concems the
processing of personal data under these Clauses, where:

(i)the data exporter has suspended the transfer of personal data to the data importer

pursuant to paragraph (b) and compliance with these Clauses is not restored within a
reasonable time and in any event within one month of suspension;
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(11) the data importer is in substantial or persistent breach of these Clauses: or
(iii)the data importer fails to comply with a binding decision of a competent court or
supervisory authority regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority of such non-compliance.
Where the contract involves more than two Parties, the data exporter may exercise this
right to termination only with respect to the relevant Party, unless the Partics have agreed
otherwise,

(d)Personal data that has been transferred prior to the termination of the contract pursuant to
paragraph (¢) shall at the choice of the data exporter immediately be returned to the data
exporter or deleted in its entirety. The same shall apply to any copies of the data. The data
importer shall certify the deletion of the data to the data exporter. Until the data is deleted
or returned, the data importer shall continue to ensure compliance with these Clauses. In
case of local laws applicable to the data importer that prohibit the return or deletion of the
transferred personal data, the data importer warrants that it will continue to ensure
compliance with these Clauses and will only process the data to the extent and for as long
as required under that local law.

(¢)Either Party may revoke its agreement to be bound by these Clauses where (i) the European
Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that
covers the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU)
2016/679 becomes part of the legal framework of the country to which the personal data is
transferred. This is without prejudice to other obligations applying to the processing in
question under Regulation (EU) 2016/679.

Clause 17
Governing law

These Clauses shall be governed by the law of one of the EU Member States, provided such
law allows for third-party beneficiary rights. The Parties agree that this shall be the law of the
Czech Republic.

Clause 18
Choice of forum and jurisdiction

(a)Any dispute arising from these Clauses shall be resolved by the courts of an EU Member
State.

(b) The Parties agree that those shall be the courts of the Czech Republic.

(c)A data subject may also bring legal proceedings against the data exporter and/or data
importer before the courts of the Member State in which he/she has his/her habitual

residence.
(d) The Parties agree to submit themselves to the jurisdiction of such courts,

(1) Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on
behalf of a Union institution or body as controller, reliance on these Clauses when engaging
another processor (sub-processing) not subject to Regulation (EU) 2016/679 also ensures
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compliance with Article 29(4) of Regulation (EU) 2018/1725 of the European Parliament and
of the Council of 23 October 2018 on the protection of natural persons with regard to the
processing of personal data by the Union institutions, bodies, offices and agencies and on the
free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision
No 1247/2002/EC (OJ L. 295, 21.11.2018, p. 39), to the extent these Clauses and the data
protection obligations as set out in the contract or other legal act between the controller and
the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are aligned. This will in
particular be the case where the controller and processor rely on the standard contractual
clauses included in Decision 2021/915.

(2) This requires rendering the data anonymous in such a way that the individual is no longer
identifiable by anyone, in line with recital 26 of Regulation (EU) 2016/679, and that this
process is irreversible.

(3) The Agreement on the European Economic Area (EEA Agreement) provides for the
extension of the European Union's internal market to the three EEA States lceland,
Liechtenstein and Norway. The Union data protection legislation, including Regulation (EU)
2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI
thereto. Therefore, any disclosure by the data importer to a third party located in the EEA
does not qualify as an onward transfer for the purpose of these Clauses.

(4) The Agreement on the European Economic Area (EEA Agreement) provides for the
extension of the European Union's internal market to the three EEA States Iceland,
Licchtenstein and Norway. The Union data protection legislation, including Regulation (EU)
2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI
thereto. Therefore, any disclosure by the data importer to a third party located in the EEA
does not qualify as an onward transfer for the purpose of these Clauses.

(5) See Article 28(4) of Regulation (EU) 2016/679 and, where the controller is an EU
institution or body, Article 29(4) of Regulation (EU) 2018/1725.

(6) The Agreement on the European Economic Area (EEA Agrecment) provides for the
extension of the European Union's internal market to the three EEA States Iceland,
Liechtenstein and Norway. The Union data protection legislation, including Regulation (EU)
2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI
thereto. Therefore, any disclosure by the data importer to a third party located in the EEA
does not qualify as an onward transfer for the purposes of these Clauses.

(7) This includes whether the transfer and further processing involves personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, genetic data or biometric data for the purpose of uniquely identifying a natural
person, data conceming health or a person’s sex life or sexual orientation, or data relating to
criminal convictions or offences.

(8) This requirement may be satisfied by the sub-processor acceding to these Clauses under
the appropriate Module, in accordance with Clause 7.

(9) This requirement may be satisfied by the sub-processor acceding to these Clauses under
the appropriate Module, in accordance with Clause 7,
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(10) That period may be extended by a maximum of two more months, to the extent
necessary taking into account the complexity and number of requests. The data importer shall
duly and promptly inform the data subject of any such extension.

(11} The data importer may offer independent dispute resolution through an arbitration body
only if it is established in a country that has ratified the New York Convention on
Enforcement of Arbitration Awards,

(12) As regards the impact of such laws and practices on compliance with these Clauses,
different elements may be considered as part of an overall assessment. Such elements may
include relevant and documented practical experience with prior instances of requests for
disclosure from public authorities, or the absence of such requests, covering a sufficiently
representative time-frame. This refers in particular to internal records or other documentation,
drawn up on a continuous basis in accordance with due diligence and certified at senior
management level, provided that this information can be lawfully shared with third parties.
Where this practical experience is relied upon to conclude that the data importer will not be
prevented from complying with these Clauses, it needs to be supported by other relevant,
objective elements, and it is for the Parties to consider carefully whether these elements
together carry sufficient weight, in terms of their reliability and representativeness, to support
this conclusion. In particular, the Parties have to take into account whether their practical
experience is corroborated and not contradicted by publicly available or otherwise accessible,
reliable information on the existence or absence of requests within the same sector and/or the
application of the law in practice, such as case law and reports by independent oversight
bodies.
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Ministry of Foreign Affairs of the Czech Republic
represented by JUDr. Martin Smolek, Deputy Minister for Legal and Consular AfTairs
(for detailed contacts see Annex I to the Concession Contract)

Data protection officer

Mgr. Alice Marie Svobodovi

Ministry of Foreign Affairs of the Czech Republic

Loretanské ndm. 5, 118 00 Praha | - Hrad¢any
verenec@mazy

Amordmg to Ac:t No 326119‘99 concemmg llu: mmdcnce of forqgrms in the territory of the
Czech Republic and amending certain acts as amended and Section 16(1)(1) of Act No
150/2017 concerning foreign service and amending certain acts (Foreign Service Act) the
exporter has the legal obligntion 1o ensure the applications for short-stay Schengen visas are
received at the diplomnc mlssmns

Signature and date:

‘ _.~,|'s:| u..- i
s %ﬁr Ee a@”ﬁf Fas
Role (contmtlm’procaanr confroller

Data importer:

Head associate: VF Worldwide Holdings Ltd
Associate: IDATA DANISMANLIK VE HIZMET DIS. TICARET AS

represented by Mr. Prabuddha Sen, Head, Account Management — Czech Republic
(for detailed contacts see Annex I to the Concession Contract)

Imporler is obhged o procms visa appllmuons, namely dagmm the data the Consulate needs
to examine and decide on the visa application, and collect Biometric Identifiers.

Signature and date;
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B. DESCRIPTION OF TRANSFER
Categonies of data subjects whose personal data is transferred
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Applicants for authorisations to temporarily stay in the territory of the Czech Republic in the
basis of short-stay visas according to the Regulation (EC) No 8102009 of the European
Parliament and of the Council of 13 July 2009 cstablishing a Community Code on Visas.

Categories of personal data transferred

Personal data in the short-stay visa applications, in travel documents, in supporting documents
and biometric identifiers collected according to Articles 10, 11, 12, 13 and 14 of the

Regulation (EC) No 810/2009 of the European Parliament and of the Council of 13 July 2009
establishing a Community Code on Visas.

the Applicant’s first name and surmame,

the Applicant’s date, place and country of birth,

the Applicant’s nationality,

the Applicant’s nationality at birth,

the Applicant’s sex,

the Applicant’s marital status,

the type and number of the Applicant’s travel document,

the expiry date of the Applicant’s travel document,

information about the authority that issued the Applicant’s travel document,

the type of visa and code indicating the type of visa,

the Applicant’s present employment status (selected from a menu),

the main purpose of the Applicant’s visit (selected from a menu),

the Member State of destination and the Member State of first entry (both selected from a
menu),

the length of the Applicant’s stay (number of days),

the date of arrival,

the date of departure,

the point of entry in the Schengen Area,

the termitonal validity of the visa,

information about the accredited travel agency through which the application is lodged.

Special categories of personal data processed (biometric identifiers - photographs and
fingerprints) and applied restrictions or safeguards that fully take into consideration the nature
of the data and the risks involved, such as for instance strict purpose limitation, access
restrictions (including access only for staff having followed specialised training), keeping
a record of access to the data, restrictions for onward transfers or additional security
measures,

Importer ensures the utmost care is taken in the protection of an applicant’s personal data,
including protection of the biometric identifiers (see also Annex 11, points 9 - 16), further
1. Biometric enrolment of an Applicant happens by using the secure software provided
by the exporter.
2. Complete CCTV coverage is ensured for important areas of the VAC Visa Application
Centre), including in biometrics booths.
3. Importer ensures, that for certain critical areas like biometric booths only authorised
staff have entrance access,
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4. The additional daily monitoring of the biometric enrolment transactions ensures
flagging of any observations to all VACs. Security Managers are also assigned to
monitor the biometric enrolment transactions and to report any deviations or violations
with Monitoring Logs being maintained on a daily basis,

5. Importer's staff is trained in registering applications electronically, scanning
supporting documents as per requirements and capturing biometric identifiers in the
form of 10 fingerprints using finger print scanners and two photos meeting the ICAO
standard.

The frequency of the transfer (¢.g. whether the data is transferred on a one-off or continuous
basis).
The personal data are transferred on the continuous basis.

Nature of the processing

Personal data are processed by automated means and other than by automated means (on
paper).

Purpose(s) of the data transfer and further processing

The processor processes the personal data of short-stay visa Applicants to the extent necessary
for the performance of a task camied out by the controller in the exercise of its official
authonty according to Article 6(1)(e) of the GDPR and, as regards special categories of
personal data (photographs and fingerprints), according to Article 9(2)(g) in conjunction with
Article 6(1)(¢) of the EU Regulation 2016/679.

The period for which the personal data will be retained, or, if that is not possible, the critena
used to determine that period

The importer shall erase the personal data at the latest seven calendar days after receiving of
the visa application at the visa application centre, and ensure that the only personal data
retained shall be the Applicant’s name, contact details and travel document number, which
may be retained for the purposes of appointment arrangements. These data must be erased by
the importer no later than five calendar days after the retumn of the travel document to the
Applicant or its handover to the delivery company. In case the importer discontinues its
business operations, the importer shall, at the direction of the exporter, transmit the personal
data to the exporter or erase them.

COMPETENT SUPERVISORY AUTHORITY

Identify the competent supervisory authority/ies in accordance with Clause 13

The Office for Personal Data Protection
Pplk. Sochora 27

170 00 Praha 7

Czech Republic
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ANNEX 11

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

EXPLANATORY NOTE:

The technical and organisational measures must be described in specific (and not generic)
terms. Description of the technical and organisational measures implemented by the data
importer(s) (including any relevant certifications) to ensure an appropriate level of security,

taking into account the nature, scope, context and purpose of the processing, and the risks for
the rights and freedoms of natural persons.

Information Security Management System

VFS-iData has implemented the ‘Information Security Management System’ (ISMS) and has
been certified against [SO 27001:2013 standards for all Visa Application Centres (VACs) by
a DAKKS accredited Certification body, TUV SUD Germany. The ISMS and controls
described in ISO 27002 include Code of Practice to ensure confidentiality, integrity,
availability (ClA) and privacy of data while it is being handled by VFS-iData during visa
processing services. The ISMS mandates that all applicable statutory, regulatory and
contractual requirements will be identified including the local statutory and regulatory
requirements of the host country where the VACs are located. VFS-iData maintains a
statement of applicability that describes the various controls as mentioned in the 1SO27002
structure. The Information Security Management Systém (ISMS) implementation helps to:

+ Establish management direction and objectives for ISMS within the context of the
organisation’s overal business strategy;

« Establish the ISMS Framework;

* Align the ISMS with existing management system;

+ Establish continual improvement process using PDCA cycle, intemal audits and
management reviews.

Current worldwide operations of VFS-iData are compliant with the Data Protection Directive
95/46/EC. VFS-iData is 1SO 27001 certified in all our operational locations and as of 25 May
2018, the processes and procedures are in accordance with the EU General Data Protection
Regulation (2016/279) (GDPR). The highest security standards adopted have helped in
seamlessly carrying out processing of personal data and prevented imposition of any sanctions
or fines under the GDPR.

VFS-iData system of security measures

The controls, policies and procedures within 1SO27001, cover the following arcas:
» Human Resource Security Policy;

« Asset Management Policy;

* Access Control Policy,

* Password Management Policy;

» Communications and Operations Management;

» Acceptable Use Policy;

* Cryptographic Controls Policy;

« Physical And Environmental Security Policy

« Clear Desk And Clear Screen Policy

« Operations Management Policy
» Change Management Policy

18



* Virus Protection Policy

* Backup And Recovery Policy

* Logging And Monitoring Policy

* Data Retention Policy

» Communication Security Policy

* Network Security Policy

* Systems Acquisition, Development And Maintenance Policy
* Supplier Relationship Management Policy

* Information Security Incident Management Policy

* Helpdesk Management Policy

* Information Security Aspects Of Business Continuity
Management Policy

* Electronic Commerce Management Policy

* Compliance Policy

Managing risks inherent in the operations of the visa application centre

The VFS-iData corporate security program delivered through central and regional teams is
designed to identify key challenges and threats for each location and disseminate appropriate
measures to counter them.

These threats could be;

1/ Physical: such as environmental, competitor malpractices, geopolitical ~ involving
kidnapping, hi-jacking of vehicles carrying passports, civil unrest, armed theft and terrorism;

2/ Virtual: such as vulnerabilitics in our systems, data hacking etc.

3/ Legislative: changes in Legislation (visa waivers, e-visas) or local Privacy Laws (Data
Residency Laws in Ukraine) impacting our working environment.

Prior to start of operations, and annually thereafter, VFS-iData performs a physical security
assessment, an information security assessment and a detailed data protection impact
assessment of the location. Each of these reports form the basis on which VFS-iData
implements the required measures to protect applicants and applicant data during VAC
operations,

Handling applicant’s personal data

VFS-iData recognises that privacy of Applicant’s personal data is at the core of its processing
activities and is committed to protecting and respecting Applicant’s privacy. VFS-iData
maintains a robust data protection and informationsecurity framework that provides
governance over the Applicant’s data.

VFS-iData ensures that it protects the rights of the data subjects. VFS-iData follows a
standard procedure to ensure that the personal data collected by our systems are permanently
deleted afier completion of the application cycle. Only data required for application tracking
and passport retumn, such as the applicant name, passport number and contact details are
retained. This data is permanently purged once the decision from the Embassy has been
returned to the applicant. Data collected by the systems are stored in tha data centres in
Germany for a pre-defined period, listed below:
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* Category A — contact data of the applicant (name and family name, address, phone, email,
passport no and date of application) will be purged 30 days after the last scan in the system,

= Category B — all other alphanumeric data, as mentioned in the application form (such as date

and purpose of travel, employer, inviting party) will be purged 7 days after the application
submission date (Enrolment date).

* Category C ~ biometric data will be purged 7 days after the application submission date
(Enrolment date).

All explicit consents will be taken before collection of information and transfer of data, both
alphanumeric and biometric. All interactions are compliant with the EU General Data
Protection Regulation (GDPR).

Applicants are informed about the way their personal data is handled through:
1) a notice posted on our website

2) verbally at the submission counter

3) verbally at the biometric collection counter.

Privacy framework in accordance with GDPR

VFS-iData maintains a robust data privacy framework that provides govermance over the
privacy and protection of personal information.Privacy Framework addresses the technical
and organisational measures required in the functional arcas that provide for a robust data
privacy landscape. Due to the comprehensive nature of the framework, it ensures ongoing
compliance with the GDPR. The functional arcas of Privacy Framework are:

» Maintain the Governance Structure (Privacy by Design, Data Protection Officer (DPO) &
Data Protection Team, Data Protection Policies, CCTV use procedure, Data Subject Access
Request Procedurc)

* Review and update of the Data Privacy Policies

» Personal Data Retention Management (Data Retention Policy & Schedules, Data
Destruction Policy)

« Maintain a Personal Data and Data Transfer Mechanism Inventory

* Maintain a Training and Awareness Program (Training, Awareness Campaigns,
Newsletters)

= Manage Information Security Risk

» Manage Third-Party Risk

» Maintain Notices (Privacy Notice, Employees' Privacy Notice, Data Privacy Posters,
Website Compliance)

* Respond to Subject Access Requests

* Monitor for new operational practices

« Maintain the Data Privacy Breach Management Program

» Monitor Data Handling Practices

» Audits

VFS-iData constantly tracks new compliance requirements, expectations, and best practices in
order to implement it within the organisation. With the objective of maintaining the highest,
most updated data protection standards VFS-iData implements the following measures:



I) Identification of ongoing privacy compliance requirements ¢.g. law, case law, codes, etc.

2) Maintenance of subscriptions to compliance reporting service/law firm updates to stay
informed on new developments.

3) Recording/reporting on the tracking of new laws, regulations.

4) ldentification constraints in law

5) Documentation of decisions around new requirements, including their implementation or
any rationale behind decisions not to implement changes.

6) Attending workshops and conferences related to data protection.

Policies for managing access to security systems

No data is stored in the VAC and all data collected by during submission is stored in a central
server located in Germany. The datacentre server is protected by the required firewalls and
intrusion detection systems.

Data between the terminals at the VAC and the central server is transmitted via a secure
encrypted network using the latest technologies such as TLS and VPN encryption. The
database in which data is stored is also encrypted using 256-bit encryption. This prevents
unauthorized users from having access to the data and protects the confidentiality of data
while it is handled by VFS-iData,

For accessing the computers in the VACs, cach user is assigned a unique user ID that needs to
be mandatorily authenticated via an active directory infrastructure before a user can access the
system. This ID is mapped to the specific role assigned to the user in the application.
Quarterly user entitlement reviews ensure that only authonzed users have secure access to the
relevant personal data through VFS-iData-developed custom applications.

VFS-iData applications rely on role-based authonization to provide access to data processing
procedures provided within an application. In this approach, users arc partitioned into
application-defined, logical roles. These roles ensure that access is provided only to specific
sections of the application and information processing systems such as network, operating
system, databases and applications. By default, all of our information processing systems
reject any access unless explicitly authorised. Authorisation is provided based on pre-defined
access control rules and rights,

Password management implementations at VFS-1Data require users to use complex passwords
that meet the minimum criteria defined (for ¢xample a min 8-character alpha-numenc
password and mandatory special character) password ageing, locking of accounts after
specific number of incorrect attempts (as an example, 3 attempts), requirement to change
passwords after specific period (as an example, 45 days), hence preventing any unauthorised
access 1o VFS-iData systems.

An access to a USB, DVD read and write, network shares, printing rights are controlled
through policies, which are assessed for risk, approved and implemented. This ensures that no
personal data can be copied or misused. Access to write on @ USB or DVD, when it is
required for data to be sent to the Embassy, is given only after due approvals. Data transferred
on removable drives is encrypted, by default, using 256-bit encryption. This ensures that
confidentiality of data is maintained and unauthorized users cannot access the data.

Firewall restrictions
All VACs have a perimeter firewall deployed with strict rule base configurations. Firewall

rules are configured such that users at VACs have access to only the required applications like
the appointment scheduling application and any Embassy specified applications. All other
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access is denied by default. IP Restrictions are also enabled on the application such that

application is accessible only from the VAC and cannot be accessed from anywhere else,
Firewalls at the data centre have similar policies.

Malware protection measures

To protect applications and the data they process and store, the following measures are
employed:

Local protection on all user machines and servers is enabled using Symantec Endpoint
Protection (SEP) which is part of Symantec Security Suite and comprises of antivirus and
personal firewall. SEP incorporates rule-based firewall (on client machines) as well as an anti-
malware technique that is called "generic exploit blocking®. It also provides lock-down
capabilities to ensure comprehensive end-point security. A centralised console enables a real-
time update of signature files across all computers within VACs and reports infections, if any.
This helps to take corrective action before any major virus outbreak.

The systems are also regularly patched and updated using automated systems. SEP is
integrated with Symantec Advanced Threat Protection (ATP) solution that monitors endpoints
and servers and correlates the data from multiple endpoints to detect data flows and alerts the
administrator, The local SEP client then acts to mitigate the risk. The administrator can also
view this in the central console to verify if any further action is required and then také
necessary action. Symantec ATP enables to identify targeted attacks directed towards VFS-
iData and comes with Dynamic Adversary intelligence help get threat visibility across our IT
environment. This also helps for faster detection and remediation through integration with
existing Symantec End-Point Protection tool that is deployed as a standard on all end-points.
Any intelligence received from external sources can be updated in ATP to ensure ongoing
protection of servers and VAC machines.

Procedure for recording and saving audit information (event logs)

VFS-iData Logging and Monitoring Policy determines that VFS-iData ensures that access to
and activities on all critical information processing systems and facilities are logged and
monitored periodically to wverify the effectiveness of information security controls
implemented on them in order to prevent and/or detect any unauthorized activities or security
loopholes. Listed below are events that will be logged (list is not exhaustive):

* Authonized access to critical information systems

* Access to critical files and directories where user credentials or audit logs are stored

* Unauthorized access attempts

* Access to applicant’s and employee’s Pll information

* All privileged operations, e.g. account creation/deletion/ renaming, privilege assignment,
modification in

privileges, change of account password, use of privileged accounts, system start/ stop, etc.,

» System alerts and failures, including alarms raised by network management and access
control systems

* Malicious traffic

« Activation and de-activation of security components such as anti-virus system

« Use of critical system utilities and applications

« Modification/ deletion of critical files and directories

« Changes to, or attempts to change, system configuration, system security settings, including
logging settings
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Events arc captured using various tools and software such as, built-in event logs on all
computers and servers, Syslog for network devices and transaction logs for applications such
as website and appointmentbooking system (this is configured into the application during
application development). The following details will be included in the audit logs:

* Transaction 1Ds

* User IDs

* Type of access provided

* Dates and times of key activities

* Activities performed

* System output / response (success, failure)

* Terminal identity or location (IP address, MAC address)

Event logs from all sources are captured by ArcSight Enterprise Security Manager. ArcSight
is a cyber securnity product that provides big data security analytics and intelligence software
for security information and event management and log management. The information on
ArcSight is sent to VFS-iData technology and cyber security partners, DXC and BAE
Systems respectively. These partners analyse the events and in case of discrepancies identify
corrective and preventive actions that are implemented without delay.

Logs are protected against unauthorized access and modification. System administrators and
operators are not allowed to delete or overwrite the logs. The clocks of all VFS-iData
information processing, logging and monitoring systems will be synchronized with an agreed
accurate time source to maintain accuracy of logs / events recorded.

Other details and specific measures realized by VFS-iData to ensure the security of the data
are described in Quality Project — Annex 11 of the Contract (provided in electronic format).

IMPORTANT NOTE:

At the moment of contract conclusion, armed aggression of the Russian Federation against
Ukraine persists and the war including all the threats possible continues on the territory of
Ukraine. Therefore, all visa centres are to be closed till the conditions allow their opening.

The contracting partics agree that opening of visa centre(s) in any location(s) in Ukraine will
be preceded by detailed risk analysis prepared by data importer and approved by date
exporter. The clause no. 16 shall be amended accordingly.
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