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textu. Pokud by nastal rozpor ve vykladu, je rozhodujici anglicka verze.

1 Rozsah pouziti, vymezeni zakonnych pozadavka,
tykajicich se platebnich sluzeb a definice

1.1  Rozsah pouziti

Tyto vSeobecné obchodni podminky (déle jen “VOP") se vztahuji na

v§echny produkty a sluzby, dohodnuté mezi Obchodnikem a SIX Payment

Services (Europe) S.A. (déale jen “SPS”) v modulech pro pfijimani karet,

napf. “Prijeti karty na prodejnim misté” nebo “Pfijeti karty pro bezpeéné

elektronické a mailové/telefonni objednéavky” (dale samostatné uvadény

jako “Smluvni modul” nebo souhrnné “Smluvni moduly”).

Tyto VOP tvofi nedilnou soucést uzavienych Smluvnich moduld. Uza-

viené Smluvni moduly tvofi nedilnou soucast “Rédmcové smlouvy o

bezhotovostnich platbach” (dale jen “Ramcovéa smlouva”), uzaviené mezi

Obchodnikem a SPS.

1.2 Vylouéeni zakonnych pozadavku, tykajicich se platebnich sluzeb
Dle ¢lanku 38 a 61 Smérnice EU 2015/2366 z 25. listopadu 2015 (dale
uvadéna jako , Smérnice o platebnich sluzbach”) a narodnich provadeé-
cich zakonu, se smluvni strany dohodly na vylouceni aplikace veskerych
nepovinnych predpist, obsazenych ve Smérnici o platebnich sluzbach a v
narodnich zdkonech o prevodech.

1.3 Definice
Nésledujici definice odpovidaji pouziti odpovidajicich termint v téchto
VOP.

SIX Payment Services (Europe) S.A., 10, rue Gabriel Lippmann, L-5365 Munsbhach, www.six-payment-services.com

9.3 Poplatky za platby tfeti strané

9.4 Poruseni platby

g1 Dané

10 Zpétné uctovani a monitoring podvodu

10.1 Zpétné Gctovani (Chargeback)

10.2 Duavody zpétného uctovani v presencnim obchodovani

10.3 Duvody zpétného vylctovani v distanénim obchodovani

10.4 Monitorovani podvodt

10.5 Dodrzovani limitt

11  Funkéni poruchy a nouzové postupy

11.1  Obecné

11.2  Nouzové postupy pro funkéni poruchy systému/terminalu

11.3  Nouzové postupy pro funkéni poruchy karty

12 Dodateéna ustanoveni pro rezervace hotelt a pronajmu aut

13 Dodatec¢na ustanoveni pro dynamickou konverzi mény
(DCC)

14 Ochrana dat

14.1 Obecné

14.2 Zpracovani a prenos dat

14.3 PCI DSS norma pro bezpecnost dat

15 Odpovédnost

16 Oznameni

17 Modifikace a dodatky do Smluvnich moduld, véetné

poplatku

Verze 11.2019 (EULUX)

18 Vstoupeni v platnost, doba trvani a ukonéeni

18.1  Vstoupeni v platnost

18.2 Doba trvani

18.3 Radné ukondeni

18.4 Mimoradné ukonceni

18.6  Automatické ukonéeni

18.6  Dusledky ukonéeni smlouvy

19 Duvérnost

20 Zavérec¢na ustanoveni

20.1  Pravo vydavat pokyny SPS

20.2 Zprostiredkovatelska ¢innost SPS

20.3 Zékaz postoupeni

20.4 Ucast tretich stran/Postoupeni na spole¢nosti ve skupiné

20.5 Zreknuti se prav

20.6 Klauzule o oddélitelnosti

20.7 Rozhodné pravo a misto jurisdikce

20.8 Postup pfi mimosoudnim feseni sporu

Autorizace V rdmci procesu autorizace vydavatel karty ovéfuje,
zda je karta platna/neni blokovana a zda je Castka trans-
akce ve stanoveném limitu.

Bezkontaktni Provedeni transakci pomoci “komunikace v blizkém

(bezkontaktni poli” (NFC), mezinarodni normy pro prenos dat radiovou

karta, bezkon-
taktni ¢tecka,
bezkontaktni
transakce)

technologii. To vyzaduje termindl s bezkontaktni ¢tec-
kou a kartu s NFC-kompatibilnim ¢ipem, napf. Visa s
funkci “PayWave” nebo Mastercard s funkci “PayPass”.
Data cCipu jsou nacitana podrzenim karty u bezkontaktni
Ctecky.

Debetni karta

Karta, pouzivana k platbé za zbozi a sluzby, pricemz
Castka je okamzité zauc¢tovana na vrub drzitele karty
(napfr. V PAY, Maestro).

Distanéni
transakce

Transakce, kde drzitel karty ani karta nejsou fyzicky pfi-
tomni v misté prodeje. K témto transakcim dochézi pre-
dev§im pres Internet, telefon, fax nebo korespon-
dencné.

Drzitel karty

Zakaznik, ktery nakupuje zbozi a/nebo sluzby, nabizené
Obchodnikem a plati za né bezhotovostné pomoci
karty (transakce).

Elektronické
zpracovani

Realizace a predani transakce s pouzitim hardwaro-
vého nebo virtualniho termindlu a elektronického pre-
dani do systému.
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EMV

(EMV karta,
EMV ¢ip,
EMV terminal)

Specifikace pro karty, které jsou vybaveny procesoro-
vym cCipem a také souvisejicim zafizenim pro cteni
Cipovych karet (napf. POS terminaly, pfistroje na jiz-
denky, bankomaty, systémy pro Cerpaci stanice). EMV
transakce jsou platby, které jsou zpracovany na zékladé
elektronického nacteni dat karty na EMV terminélu z
procesorového Cipu karty.

Infrastruktura

Technické instalace, které nalezi Obchodnikovi a jsou
uréeny pro pfijimani a provadéni kartovych plateb
prostiednictvim elektronického zpracovéani, t.j. hard-
warové nebo virtualni terminaly, vcetné perifernich
zafizeni, jako jsou registra¢ni pokladny nebo telekomu-
nikacni zafizeni, routery, servery, atd.

Kartova
spolecnost

Poskytovatel licence (jako je Visa International,
Mastercard International) na vydavani a pfijimani
karet.

Karty

Obecny termin pro platebni karty, které se pouzivaji k
provadéni bezhotovostnich plateb, t.j. kreditni/debetni
karty.

Komeréni karta

Karta, které je vydéna spole¢nostem, subjektam vetejné
spravy nebo vyhradnim vlastnikim a je omezena k
obchodnimu nebo oficidlnimu pouziti; kde transakce
provedené kartou jsou natizeny na vrub Gctu spolec-
nosti, subjektu sektoru vefejné spravy nebo vyhradniho
vlastnika.

Kreditni karta

Karta, pouzivana k platbé za zbozi a sluzby, pficemz
Castka je nasledné zalctovana na vrub drzitele karty
(napf. Visa, Mastercard, Diners Club/Discover, Union-
Pay, JCB).

mPOS terminal

Mobilni ¢tecka karet, kterd je provozovana pomoci
kompatibilniho koncového zafizeni (napf. smartphone
nebo tablet) a aplikace.

Nabyvatel

Nabyvatel umoziuje svym obchodnikim pfijimat karty
jako prostfedky bezhotovostnich plateb (v rdmci pre-
zenéni ¢i distan¢ni realizace) a zajiStuje zpracovani
takto generovanych transakci. Aby tak mohl ¢init, ma v
drzeni licence od pfislusnych kartovych spolec¢nosti.

(SPS)

Nabyvatel umoziuje svym obchodnikim pfijimat karty
jako prostfedky bezhotovostnich plateb (v ramci pre-
zenéni ¢i distan¢ni realizace) a zajiStuje zpracovani
takto generovanych transakci. Aby tak mohl ¢init, ma v
drzeni licence od prislusnych kartovych spole¢nosti.

Obchodnik

Norma Payment Card Industry Data Security Standard
(PCI DSS) predstavuje PCl normu, kterd se zaméruje na
to, aby bylo zajisténo, Ze spole¢nosti implementuji bez-
pecnostni standardy.

kod kategorie
(MCC)

Kategorizace, specifikovana kartovymi spole¢nostmi,
kterda umoznuje pfifazeni obchodnich aktivit Obchod-
nika nabyvatelem do jedné nebo vice sektorovych
kategorii.

PCI DSS

Norma Payment Card Industry Data Security Standard
(PCI DSS) predstavuje PCl normu, ktera se zaméruje na
to, aby bylo zajisténo, Ze spole¢nosti implementuji bez-
pecnostni standardy.

PCI standardy

Bezpecénostni normy pro kartovy primysl, definované
Radou Payment Card Industry Security Standards
Council (PCI SSC), jejichz aplikace je stanovena karto-

vymi spole¢nostmi. Podrobnéjsi informace Ize najit na
www.pcisecuritystandards.org.

PIN (osobni
identifikacni
¢islo)

Osobni kombinace dislic, kterd ovéruje drzitele karty
jako opravnéného uzivatele karty.

Platforma Alipay

Alipay.com Co Ltd. (dale jako «Alipay») provozuje mezi-
narodni elektronickou platebni platformu. Smlouva o
spolupraci uzavienamezi Alipay a SPS umozZnuje
smluvnimu partnerovi akceptaci bezhotovostnich pla-
teb uzivateli platformy Alipay.

Poskytovatel
platebnich
sluzeb (PSP)

PSP nabizi feSeni plateb, napfiklad aplikaci (virtualni
terminal), kterd umoznuje akceptovani elektronickych
platebnich prostfedkll pro platbu v internetovém
obchodu.
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Prezenéni
transakce

Transakce, kde jsou jak drzitel karty, tak karta fyzicky
pfitomni v misté prodeje.

SEPA: jednotna
evropska
platebni oblast

Standardizovana oblast plateb v Euro, v niz Ize vyrovna-
vat preshrani¢ni platby stejné ucinné jako domaci
platby v jednotlivych zemich.

Spotrebitelska
karta

Karta vydana fyzické osobé, jejiz pouzivani nemuze byt
vztazeno k jejim obchodnim, firemnim nebo profesnim
aktivitdm; pricemz transakce provedené kartou jsou
natézovany pfimo na vrub Uctu fyzické osoby.

Stvrzenka

Systém

Fyzické nebo elektronické potvrzeni realizace trans-
akce, generované termindlem nebo internetovym
obchodem.

Systém elektronickych autorizaci a vyrovnani, provozo-
vany SPS pro zpracovani transakci. Sluzba “myPortal”
dle bodu 4.4 tvofi jeho soucast.

Terminal (hard-
warovy nebo vir-
tudlni terminal)

Hardwarové terminély jsou pevna nebo mobilni zafi-
zeni, pouzivana pro zpracovani transakci. Softwarové
komponenty, které umoznuji pfipojeni hardwarovych

terminall k dal$im perifernim zafizenim (systémy regis-
traénich pokladen, hotelové rezervaéni systémy, sys-
témy cerpacich stanic, atd.), jsou pfifazovany k hard-
warovému terminalu.

Virtuélni termindly jsou aplikace, které umoznuji prove-
deni distan¢ni transakce a jeji zpracovani. Softwarové
terminaly jsou obvykle provozovany a prodavany
poskytovateli platebnich sluzeb (tedy SPS).

Procedura bezhotovostni platby, realizovana Obchodni-
kem prostfednictvim elektronického zpracovani, pfi-
¢emz data transakce jsou néasledné zpracovana systé-
mem SPS.

Transakce

Uvér/kredit PIné ¢i castecné proplaceni transakci na karté, které

byly plvodné zauctovany na vrub.

Verifikac¢ni kéd
karty

Sekvence cislic, vytisténa na kreditni karté (napfr. Visa
[CVV2], Mastercard [CVC2]), ktera se pouziva jako doda-
tecny bezpecnostni prvek pfi distancnich operacich.

Spole¢nost opravnéna kartovym systémem k vydavani
karet drZitelim karet.

Vydavatel karty

Zruseni transakce, zadané Obchodnikem nebo Ghrady
jiz odeslané, a to v dusledku opréavnéné reklamace, tyka-
jici se transakce, a to drzitelem karty nebo vydavatelem
karty. Narok na thradu na strané Obchodnika propada.

Zpétna platba

2 Smluvni strany

2.1 Obchodnik

2.1.1 Identifikace Obchodnika

SPS je povinen identifikovat Obchodnika, jeho pravni zastupce a oprav-
néné majitele a také zaznamendavat obchodni aktivity Obchodnika a
spravné je alokovat do odpovidajici kategorie sektoru (MCC). Za timto uce-
lem poskytne Obchodnik SPS kopie dokument, specifikované v Ramcové
smlouvé a také — pfipad od pfipadu — veskeré dal$i vyzadované dokumenty.
SPS si vyhrazuje pravo, v souladu s legislativou, vztahujici se k boji proti
prani $pinavych penéz, vyzadovat v intervalech, pozadovanych SPS za
adekvatni, aktualizaci dokument(i, poskytnutych pro Gcely identifikace
Obchodnika.

SPS je pro Ucely fizeni rizik opravnéna posoudit obchodni aktivity (pro-
dukty a sluzby) a financ¢ni situaci obchodnika. Obchodnik poskytne SPS
pozadované informace (véetné Gcetni zavérky) do 10 dnt od zadosti SPS.

2.1.2 Pridruzeni prodejnich mist a internetovych obchodu

Prodejni mista a internetové obchody Obchodnika mohou byt pfidruzeny
k Rdmcové smlouvé v okamziku uzavieni smlouvy. Nasledné pridruzeni
prodejnich mist a internetovych obchodu bude odsouhlaseno Smluvnimi
stranami samostatné.

2.1.3 Pridéleni sektoru (kod kategorie obchodnika, MCC)
Obchodnik pracuje v sektorovych kategoriich, specifikovanych ve Smluv-
nich modulech a prodava zbozi a/nebo poskytuje sluzby drzitelam karet,
kdy tyto jsou vyhradné alokovany k uvedenym sektorovym kategoriim.
Samostatny Smluvni modul musi byt uzavien pro kazdou sektorovou
kategorii.

2.1.4 Zmény na strané Obchodnika
Zmeény na strané Obchodnika (napfiklad tykajici se pravni formy, obchodni
¢innosti, adresy, detailt Uc¢tu, pravnich zastupcu, opravnénych vlastnikd,
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prodejnich mist nebo infrastruktury) budou Obchodnikem neprodlené
ozndmeny SPS pisemnou formou. SPS méa pravo fakturovat Obchodni-
kovi naklady, spjaté se zménami.

V pfipadé vyznamné zmény ve vlastnické struktufe a kontrole Obchod-
nika, je tento povinen pisemné informovat SPS alespon jeden mésic pre-
dem. SPS bude opravnén v takovém pripadé pozadovat, aby byla aktuali-
zovana identifikace Obchodnika dle bodu 2.1.1. Pokud by z tohoto
vyplyvalo zvysené riziko, je SPS opravnén ukoncit Smluvni modul, a to s
okamzitou U¢innosti. Za dobu, kdy nebyl SPS pisemné informovan o prav-
nim nastupnictvi, mzZe pfipsat veskeré kompenzace s vyluéujicim
disledkem na predchoziho Obchodnika.

Pokud dojde k vyraznému zhorseni Gvérového ratingu Obchodnika (napfi-
klad k zahéajeni insolven¢niho fizeni), bude Obchodnik informovat SPS.
SPS bude opravnén — dle svého vyhradniho rozhodnuti — okamzité pfri-
jmout vhodnéa opatreni, jako je Uprava podminek kompenzaci, zadrzeni
kompenzaci nebo pozadovani nélezité jistiny. Obchodnik bude nepro-
dlené informovéan o vSech pfijatych opatfenich.

2.2 SIX Payment Services (Europe) S.A.

SIX Payment Services (Europe) S.A. je spole¢nost se sidlem v Lucembur-
sku (“Société Anonyme”), se sidlem na 10, rue Gabriel Lippmann, L-5365
Munsbach (Lucembursky obchodni rejstfik ¢. B144087). Jako licenco-
vana platebni instituce (Cislo licence 06/10) je SPS pod dohledem lucem-
burského dozorového finanéniho uradu (Commission de Surveillance du
Secteur Financier/CSSF, 110, route d'Arlon, L-1150 Lucembursko). SPS je
drzitelem licenci od kartovych spolecnosti, které jsou pro akceptaci karet
nezbytné.

3 Infrastruktura Obchodnik

3.1 Obecné

Obchodnik ponese plnou odpovédnost za ziskani, provozovani a Gdrzbu
infrastruktury, kterd je vhodna pro elektronické provadéni kartovych
transakci a také za pfijeti technickych bezpecnostnich opatieni, aby se
zabrénilo jakémukoli zneuziti infrastruktury; predevsim dodrzovéani PCI
DSS dle bodu 14.3. VySe uvedené bude platit i na zmény infrastruktury v
dusledku Uprav systému na strané SPS v souladu s bodem 4.1, odst. 3.
Pouze terminaly (hardwarové a/nebo virtuéini terminaly), které byly certi-
fikovany v souladu s platnou normou PCl a poZadavky, stanovenymi kar-
tovymi spole¢nostmi, mohou byt pouzivany pro provadéni kartovych
transakci. EMV certifikace je povinnym pozadavkem pro hardwarové ter-
mindly. Déle, certifikované termindly vyzaduji odsouhlaseni jednim nebo
nékolika Nabyvateli, v souladu se specifickymi pozadavky odpovédného
orgadnu v dané zemi.

3.2 Povinnosti Obchodnika

3.2.1 Obecné povinnosti nalezité péce

Obchodnik je povinen zajistit prostfednictvim nalezitych opatfeni, aby
nebyla moznéa zadnd manipulace, predevsim zadné neopravnéné trans-
akce a aby byly terminély chranény proti neopravnénému pfistupu tretich
stran. Obchodnik proskoli sviij persondl z hlediska spravné manipulace a
pouzivani infrastruktury, a to v nalezitych intervalech, pfedevs§im pfi zaha-
jeni provozu. Pouci persondl také o opatfenich, kteréa je tfeba provadét v
rdmci prevence proti zneuziti a podvodu.

3.2.2 Povinnosti, tykajici se hardwarovych terminald

Obchodnik umisti vSechny hardwarové terminaly do mista prodeje tako-
vym zplUsobem, aby mél drzitel karty pfimy pfistup k terminélu (prede-
vS§im k displeji, kldvesnici a ¢tecce karet) a nemohl byt sledovan v pfi-
padé, Ze je vyzadovano zadani PIN.

3.2.3 Povinnosti, tykajici se virtualnich terminald

Obchodnik bude s nélezitou péci chranit infrastrukturu, pouzivanou k pro-
vozovani virtudlnich terminaltd, predevsim pocitace (véetné vSech souvi-
sejicich sitovych komponent) a nosice dat, které obsahuji data z karet
(pfedevsim Cisla karet, data platnosti nebo data o transakcich).

3.2.4 Povinnost informovat/pravo na informace

Na Zadost SPS bude Obchodnik poskytovat pisemné informace o tom,
které termindly jsou aktivné vyuzivany. Dale Obchodnik opravriuje SPS,
aby ziskaval tyto informace pfimo od koncovych vyrobct/poskytovatell
softwaru ¢i dodavatell jakékoli jiné infrastruktury. Obchodnik poskytne v
tomto ohledu pomoc SPS.

Obchodnik bude okamzité pisemné informovat SPS o jakychkoli zmé-
nach, vztahujicich se k hardwarovym terminalidm nebo jeho interneto-
vému obchodu, o veskerych odpojenich, vymeénach nebo zménach umis-
téni/URL.

3.2.5 Smérovani transakci tfetimi stranami

Obchodnik bude opravnén vstupovat do smluv s tfetimi stranami, certifi-
kovanymi PCI DSS (jako jsou poskytovatelé platebnich sluzeb, sitovi ope-
ratori), které predavaji transakce SPS jménem Obchodnika. SPS neod-
mitne uznani, prijeti takovych tretich stran, pokud k tomu nema dobré
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davody. Veskeré naklady, vznikajici ve spojitosti s tfeti stranou a jejim
zapojenim, predevsim za aktivaci, poplatky, zpozdéni a neplnéni, ponese
Obchodnik. SPS bude opravnén fakturovat Obchodnikovi takové néklady
a poplatky nebo je zapocist proti veskerym kreditim, splatnym k hradé
Obchodnikovi.

Obchodnik bude okamzité pisemné informovat SPS o veskerych zmé-
nach ve vztahu k zpracovani transakci prostfednictvim tretich stran nebo
o pfipadech, kdy méni tfeti vyuzivanou stranu. SPS bude opravnén odmit-
nout takové zmény ¢i zménu treti strany ze zavazné priciny.

3.2.6 Akceptace karty prostfednictvim vice nabyvateli

Pfi souc¢asném zajistovani ziskavani sluzeb od vice nez jednoho poskyto-
vatele je tfeba vzdy zajistit, aby byly Udaje o transakci, vztahujici se ke
kazdému Nabyvateli, ukladany samostatné. Pfi spolupréaci s tfeti stranou
nesmi Nabyvatelé zadnym negativnim zptsobem ovliviiovat realizaci a
bezpecnost transakci, které maji byt zpracovany SPS.

3.2.7 Pouzivani log produktd

Obchodnik je povinen jasné prezentovat loga produkt(, ziskana od SPS.
Kromé toho je Obchodnik povinen ziskat pisemny souhlas SPS s doku-
menty, které pfipravil, a to jesté pred jejich vytisténim ¢i jakymkoli publi-
kovanim (napf. na Internetu), pokud tyto dokumenty obsahuji loga SPS
nebo vyslovné uvadéji SPS.

4  Systém vyrovnani a autorizace SPS

41 Obecné

SPS provozuje a podporuje systém z technického, organiza¢niho a admi-
nistrativniho hlediska.

Obchodnik nebude mit pravo na to, aby byl systém neustale k dispozici a
v ¢innosti bez preruseni. SPS neposkytuje vtomto ohledu Zddnou zaruku.
SPS bude opravnén prerusit — dle svého rozumného posouzeni — provoz
systému, pokud bude povaZovat takové preruseni za nezbytné z nezbyt-
nych podstatnych davod, jako jsou napfiklad Gpravy a aktualizace sys-
tému, pferuseni, riziko zneuziti.

SPS si vyhrazuje pravo provadét technické nebo organizacéni zmény ¢i
doplriky do systému. Pokud tyto pfinesou modifikace do infrastruktury,
Obchodnik je bude implementovat v souladu s pokyny od SPS na své
vlastni ndklady. Obchodnik je rovnéz povinen akceptovat Upravy a aktua-
lizace systému, predevSim za Ucelem zvySeni standard( bezpecnosti,
které provadi SPS a dodavatelé systému/infrastruktury nebo vyrobci ter-
minald.

4.2 Autorizace

Pokud neni vyslovné dohodnuto jinak, Obchodnik je povinen ziskat
opravnéni od SPS pro jakoukoli formu akceptace karet prostfednictvim
postupu, specifikovaného SPS. To se nevztahuje na vyjimky, vyslovné
schvélené SPS (napt. pfijimani bezkontaktni karty pomoci offline trans-
akei).

Obchodnik potvrzuje, ze v kontextu autorizacniho postupu si Ize pouze
ovérit, zda karta neni blokovana a zda nebyl prekroc¢en néjaky limit. Udé-
lend autorizace tedy nedava Obchodnikovi jakykoli narok na proplaceni
transakce od SPS.

4.3 Zpracovani transakce a vyrovnani

Transakce, dodané Obchodnikem, jsou zpracovany a vyrovnany systé-
mem. Vysledné naroky na Uhrady jsou zapocteny ve prospéch Obchod-
nika a banka SPS dostane pokyn, aby prevedla splatnou ¢astku do
finan¢ni instituce Obchodnika.

4.4 Webova sluzba “myPortal”

Tyto vSeobecné obchodni podminky plati pro sluzby, které nabizi SIX
Payment Services (Europe) S.A. (déle jen “SPS”) pod ndzvem “myPortal”.
Tyto sluzby zahrnuji elektronické poskytovani zprav o vracené Uhradé,
informaci o transakci a termindlu, stejné jako zprav a funkci samoobsluz-
nosti v souvislosti s pfijimanim bezhotovostnich plateb.

Obchodnik musi pro SPS specifikovat osoby, kterym budou poskytnuta
pfistupové prava k oblasti spravy Platformy myPortal. Personalizované
pfihlasovaci Udaje (déale jen ,Pfihlasovaci Udaje”) poskytnuté ze strany
SPS tyto osoby opravniuji k provadéni zmén nakoupenych sluzeb a konfi-
gurace jménem Obchodnika.

Obchodnik odpovidéa za fadnou ochranu Pfihlasovacich udaju pred pfistu-
pem neopravnénych tretich osob. Kromé toho se pravidelné méni hesla.
Jakakoli osoba, ktera se identifikuje vic¢i SPS jako uzivatel PfihlaSovacich
udaju, se povazuje za osobu, které dal Obchodnik svoleni s pouzivanim
Platformy myPortal. SPS Prihlasovaci Udaje pouze ovéfuje, zadné dalsi
prokazovani platnosti se neprovadi.

Jestlize existuje duvod k podezieni, Ze k Pfihlasovacim udajim ziskaly
pfistup neopravnéné treti osoby, musi Obchodnik neprodlené poZadat
SPS (kontaktni udaje viz www.six-payment-services.com/contact) o
zablokovéni Pfihlasovacich Gdaji. Obchodnik je odpovédny za veskeré

3|8



w&rldlirl.e ‘ flx Payment Services

kroky ucinéné tfetimi osobami pouzivajicimi PfihlaSovaci Udaje jako za
své vlastni jednani.

Obchodnik mé pfistup k datiim uloZzenym na platformé myPortal po dobu
miniméalné Sesti mésicu. SPS v§ak neni odpovédna za pravost a nemén-
nost dat po jejich stazeni, zaznamenani a uloZzeni Obchodnikem.

5 Prijeti karty

5.1 Povinnosti Obchodnika

5.1.1 Obecné povinnosti

Bez ohledu na ¢astku, o kterou se jedna, Obchodnik je povinen pfijimat

v§echny karty dohodnutych zna¢ek a v8echny typy karet (kreditni, debetni

nebo predplacené karty) jako platebni prostiedek za zboZi a/nebo sluzby.

Vyjimkou z této povinnosti jsou komeréni obchodni karty (Commercial

Cards), vydavané v ramci EEA - pokud jsou v zemi vydani karty uplatno-

véna ustanoveni predpisu (EU) 2015/751 — a také karty z kartového plateb-

niho systému treti strany.

Obchodnici, ktefi nepfijimaji v§echny typy karet dohodnutych znacek,

oznami tuto skutecnost drziteli karty, a to jasné, nezpochybnitelné a sou-

¢asné budou drZitele karty také informovat o ostatnich typech karet téze
znacky- to vSe v kazdém pfipadé pred provedenim transakce. Pfi pre-
zencni transakci musi byt tato informace jasné uvedena u vstupu a sou-

Casné také na pokladné. P¥i distan¢ni transakci musi byt tato Informace

zobrazena na webovém obchodé Obchodnika ¢i na jiném elektronickém

¢i mobilnim médiu.
Ve vsech pripadech v kontextu pouziti plati, Ze Obchodnik
— nebude délit transakce mezi nékolik karet nebo do nékolika ¢astek na
téze karté; pokud
— se nejednd u prvni platby o zalohu a u druhé o kone¢nou platbu za
sluzbu nebo zbozi, které jsou dodéany pozdéji,

— se nejednd o splatkovou platbu, které splatnost a jednotlivé ¢astky
jsou pisemné dohodnuty mezi prodejcem a drzitelem karty,

— drzitel karty nezaplati ¢ast celkové Castky kartou a zbyvajici ¢astku
kupni ceny v jiné formé (napf. hotovost nebo Sek).

- nebude znevyhodnovat spotfebitelské karty vydané v EU ve srovnani s
jinymi zplsoby platby, zejména nepozadovat pfiplatek za platbu.

— nebude zatézovat kartu vymeénou za hotovostni platby nebo poskytnuté
uveéry; hotovostni platby (Cash Advance/hotovostni zaloha, Purchase
with Cash Back/nakup s vyplacenim ¢astky) vyzaduji (tam, kde jsou k
dispozici) doplfikovou dohodu;

— bude pfijimat kartu za sluzby, které nemohou byt poskytnuty okamzité,
pokud drzitel karty obdrzi pisemnou informaci (také e-mailem), ze
sluzba bude poskytnuta pozdéji;

— nezmeéni/neopravi zadna data na stvrzence poté, co byla podepsana;
pokud je vyzadovana oprava, je tifeba vydat novou stvrzenku;

— pfijme ocekavana opatieni Obchodnika pro prevenci zneuZiti karty a
neprodlené ozndmi SPS jakékoli podezfeni na zneuziti.

5.1.2 Specialni povinnosti pro akceptaci Alipay

Smluvni partner se v rdmci akceptace Alipay zavazuje poskytnout SPS
nasledujici marketingové udaje:

— ID smluvniho partnera;

— druh podnikani (jidlo, ndkupy, sluzby, jiné);

— jméno, adresa a oteviraci doba kazdého prodejniho mista;

— popis prodejnich mist.

Toto umozni smluvnimu partnerovi propagovat své podnikéni na plat-
formé Alipay a jsou predpokladem pro akceptaci Alipay.

5.2 Vyloucéeni akceptace karty

Obchodnik nesmi pfijmout karty za

— transakce, které zahrnuji zboZi a/nebo sluzby, které nejsou nabizeny
nebo poskytovany Obchodnikem, ale treti stranou (zdkaz sub-ziska-
vani);

— transakce, které neodpovidaji dohodnutym sektorovym kategoriim:
musi byt uzavien dodate¢ny Smluvni modul za Gcelem realizace trans-
akci mimo sektorové kategorie, specifikované ve Smluvnich modulech;
transakce, které jsou nelegdlni nebo nemoralni v jeho zemi, v misté
pfijeti a/nebo dle zakona, platného pro zdkonné transakce s drzitelem
karty nebo které vyZzaduiji oficialni schvaleni, které Obchodnik nem3;

— transakce, pfifaditelné do sektoru zabavy pro dospélé (pornografie,
erotika), tabaku, farmaceutik, her a hracstvi nebo aukci; transakce v
téchto sektorovych kategoriich mohou byt provddény pouze na zakladé
dodate¢né smlouvy;

— transakce, pouzivané k dobiti jinych platebnich prostfedkd (napt. pred-
placené karty, darkové karty nebo elektronické penézenky ¢&i elektro-
nicka reseni); provadéni téchto transakci pozaduje uzavieni dodatec¢né
smlouvy.

5.3 Akceptace karty v prezenénich transakcich

Pfi pfijimani karet na zdkladé elektronického provadéni prostfednictvim
hardwarovych terminalti Obchodnik zajisti, aby mohlo byt ¢teni dat karty
atam, kde je to nezbytné i zadavani autentizace (napf. zadanim PIN koédu),
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provedeno osobné drzitelem karty na termindlu — tohoto se nesmi Uc¢ast-

nit ani Obchodnik ani Z&dna treti strana.

Pokud terminal nevyZaduje autentizaci (napf. zadanim PIN kédu), musi

byt stvrzenka, generovana termindlem, v kazdém pfipadé vlastnoru¢né

podepséna drzitelem karty na zvla$tnim radku, uréeném pro podpis. Pri

pouzivani mPOS terminalu se drzitel karty podepisuje pfimo na obra-

zovku mobilniho koncového zafizeni. Nasledujici plati pro UnionPay

transakce: Kod PIN/kombinace Sesti Cislic je vyzadovan pro kazdou trans-

akci. Kromé toho musi byt kazda stvrzenka podepséna drzitelem karty.

Pro bezkontaktni transakce se platny bezpecénostni standard fidi prostred-

nictvim hardwarového terminalu. Pokud to bezpecnostni parametry, ulo-

Zené na karté a/nebo hardware terminalu umozni, neni podle technickych

regulacnich standardd vydanych Evropskou komisi v rdmci Smérnice o

platebnich sluzbach vyzadovéna autentizace (napf. zadanim PIN kédu).

Jinak bude po drziteli karty vyzadovano, aby se autentizoval napf. zada-

nim PIN kédu.

Pokud je pro akceptaci karty vyZzadovan podpis drzitele karty, smi

Obchodnik pfijmout kartu pouze pokud

— je predlozena v pribéhu platnosti, ktera je na ni vytisténa;

— nejde o rozpoznatelny padélek;

- karta méa vSechny relevantni bezpe¢nostni prvky; a

- byla podepséana drzitelem karty.

Déle plati, Ze pro transakce, které jsou potvrzovany podpisem, musi

Obchodnik zajistit, aby

— drzitel karty vlastnoru¢né podepsal stvrzenku v jeho pfitomnosti;

— podpis na papirové stvrzence nebo obrazovce (pro mPOS termindly)
odpovidal podpisu na zadni strané karty; a

— posledni Ctyfi Cislice z Cisla karty byly shodné s poslednimi ¢tyfmi Cis-
licemi, vyti§ténymi na stvrzence.

V pripadé pochybnosti Obchodnik zkontroluje identitu drzitele karty na

zakladé prukazu totoznosti (kontroluje, zda se shoduje jméno a pfijmeni)

a uvede poznamku, Ze identifikacni Gdaje na priikazu totoznosti a na karté

byly porovnany a ovéreny. Tato (mPOS terminaly) poznamka musi byt

zapsana s odkazem na odpovidajici ID transakce. U nékterych karet Uni-

onPay neni jméno drzitele karty a doba jeji platnosti uvedeno na karté. V

téchto pripadech neni Obchodnik povinen provadét kontroly s ohledem

na dobu platnosti karty a prakaz totoznosti drzitele karty.

Pokud drzitel karty nema moznost autentizace (napf. drzitel karty zapo-

mnél PIN kéd nebo systém nedovoluje Zadné dalsi zadani PIN kédu), karta

nesmi byt pfijata v souladu s ochrannymi postupy, popsanymi v kapito-

lach 1.2 a 11.3.

5.4 Akceptovani karty v distancénich transakcich

5.4.1 Obecné

Pro provadéni distanc¢nich obchodnich transakci musi Obchodnik vzdy
ziskat jméno, pfijmeni a adresu bydlisté drzitele karty a také ¢islo karty a
platnost karty nebo, si nechat potvrdit u predem ulozenych Gdaju, a ovérit
si vérohodnost danych informaci; to plati pfedevsim v pfipadé odlisné
adresy dodani a adresy bydlisté. Obchodnik musi uvést jméno spolec¢-
nosti pouzivané v internetovém obchodé na vSech dokumentech preda-
vanych drziteli karty (napf. objednavka, potvrzeni dodavky a transakce,
faktura).

5.4.2 Bezpecna e-komerce v internetovém obchodé

(3-D bezpecnostni procedura)

Tim, Ze si ovéri drzitele karty v rozsahu takzvanych “bezpeénych” elektro-
nickych obchodnich transakci, mtze Obchodnik snizit riziko nezdkonnych
transakci nasledné rozporovanych drzitelem karty. Podle néarodnich
zékonu pro realizaci Smérnice o platebnich sluzbach se musi Obchodnik
postarat o to, aby se mohl drZitel karty autentizovat. Za timto uc¢elem je do
Obchodnikova e-shopu integrovan virtualni terminal s pfipojkou (dale
oznacovan jako “MPI”). Tento virtualni terminal Ize ziskat od SPS nebo
jiného poskytovatele platebnich sluzeb s certifikaci dle PCI DSS. Terminal
MPI je vyzadovan pro provadéni transakci v souladu s 3-D bezpecnost-
nimi standardy kartovych spolecnosti (napt. “Verified by Visa”, “Master-
card SecureCode” nebo “ProtectBuy”). V prubéhu transakce navaze MPI
kédované spojeni se serverem vydavatele karty a ovéri autentiza¢ni idaje
drzitele karty pro bezpecné internetové transakce, coz umoznuje ovéreni
a nasledné schvaleni transakce vydavatelem karty. Vyjimky v souvislosti
s autentizaci drzitele karty jsou mozné podle technickych regulaénich
standardd vydanych Evropskou komisi: SPS se postard o to, aby mohl
Obchodnik z téchto vyjimek pokud mozno profitovat.

Transakce e-komerce, které jsou uskute¢nény bez MPI (napt. ru¢ni zadani
Udajl karty na virtualnim terminalu) jsou povoleny pouze ve vyjimecnych
pfipadech a jsou spojeny s vys$s$im rizikem zpétného ziucétovani odmeény v
souladu s bodem 10.3.

5.4.3 Distancni transakce, realizované postou, telefonem nebo
faxem (telefonické/postovni objednavky)

Pro pfijimani karet pfi “telefonickych/postovnich objednavkach” je zapo-
tfebi pouzit certifikovany virtualni terminal. Obchodnik musi zni¢it vsechny
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ruéné zaznamenané Udaje z karty (pfedevsim cislo karty, datum platnosti
a verifikac¢ni Cislo karty) poté, co byla transakce provedena.

Postovni a telefonické objednavky bez MPI a 3-D bezpecné procedury.
Proto je riziko zpétného Uctovani Ghrady dle sekce 10.3 vzdy vyssi.

5.5 Realizace kredit

Pokud ma byt transakce pIlné nebo ¢astec¢né refundovana drziteli karty
poté, co byla provedena, Obchodnik vydéa kredit na tutéz kartu. Kredit
muze byt realizovan s ohledem na dfive vyrovnany debet a ¢astka kreditu
nesmi prekrocit pavodni strzenou ¢astku.

Pti elektronické realizaci bude kreditni transakce iniciovana a vyti$téna
stvrzenka. Pro mPOS termindly, nabizené SPS, je Obchodnik schopen
vyZzadat si nasledny Uplny/¢astecny kredit pro transakci pisemnou formou
od Zakaznického servisu SPS.

Poté, co Obchodnik realizoval kredit, je SPS opravnén pozadovat od
Obchodnika splaceni nebo zapocteni transakce dfive vyrovnané nebo
vyplacené.

Pro akceptaci Alipay plati:

Alipay umozniuje technickou realizaci dobropist ve Ihité do 365 dnu. Po
skonceni této Ity jiz neni dobropis mozny. Smluvni partner zajisti, aby
byl uzivatel Alipay informovéan v okamziku transakce o 365-denni Ihité
pro dobropis tim, Ze poskytne pfislusné podminky zdkaznickych sluzeb
nebo vhodnym pisemnym oznamenim.

6  Stvrzenky

6.1 Obecné

V pfipadé nedodrzeni povinnosti dle bodu 6.2 a 6.3 bude vyssi riziko zpét-
ného Gctovani Uhrady dle bodu 10.3.

6.2 Predani drziteli karty

V prezenénich transakcich si originalni kopii stvrzenky, vyti§ténou termi-
nalem, ponechd Obchodnik (“Stvrzenka pro obchodnika”). Obchodnik
preda kopii (“Stvrzenka pro zakaznika”) drziteli karty. Pfi pouzivani mPOS
termindlu je stvrzenka prevedena na drzitele karty prostfednictvim
e-mailu, pokud je to vyZzadovano.

V distanc¢nich transakcich poskytuje Obchodnik drziteli karty pisemné
potvrzeni o transakci.

6.3 Povinnost zachovani bezpecnosti

Obchodnik je povinen ukladat v8echny origindlni papirové stvrzenky a
kopie elektronickych stvrzenek, v§echna data o transakcich a kazdodenni
uzaveérky (v¢éetné dat o jednotlivych transakcich) a také veskera dalsi sou-
visejici data a dokumentaci na bezpe¢ném misté, nejméné 36 mésict od
data transakce.

Elektronickd data musi byt uloZzena v kédovaném forméatu a chranéna
proti neopravnénému pfistupu. V tomto ohledu je Obchodnik povinen
dodrzZovat relevantni pokyny, vydané SPS (dle bodu 14.3).

7 Dodani transakce

7.1  Lhaty dodani

Obchodnik je povinen dodat transakce SPS do 48 hodin po jejich realizaci.
Pro transakce, které prijdou do systému SPS pozdéji, nez je stanoveno ve
vys$e uvedenych ustanovenich, si SPS vyhrazuje pradvo zamitnout Obchod-
nikovi narok na Uhradu ¢i vymahat/zapocist thrady dfive poukazané.

V distan¢nich transakcich (bezpeénéa e-komerce, mailové/telefonické objed-
navky) bude Obchodnik povinen predat transakce v prabéhu 48 hodin, i
pokud nebude schopen odeslat/dodat pfedmétné zbozi okamzité nebo
okamzité poskytnout sluzbu.

Obchodnik nese vyhradni riziko, tykajici se prenosu dat z infrastruktury
Obchodnika do systému, provozovaného SPS, bez ohledu na to, zda jej
provadi sdm Obchodnik nebo treti strana, kterou pro tento ucel najal.

7.2 Ména dodavky
Obchodnik doda transakce v ménach, stanovenych ve Smluvnim modulu.

7.3 Nasledné zadani

Za predpokladu, ze Obchodnik splni termin pfedani, uvedené v bodé 7.1,
bude mozné ruéné znovu zadat ztracené, nesprdvné nebo nelplné
dodané transakce v pripadech, zpisobenych technickou poruchou pre-
nosu dat Ci zpracovani. Nespravné zauctovani (napf. U¢tovana castka je
pfilis vysoka ¢i nizkd) nemohou byt znovu zadany.

Transakce, které jsou predany po vice nez 60 dnech (debetni karty) nebo
180 dnech (kreditni karty) nemohou byt znovu zadany. Totéz plati pro
transakce, jejichz Udaje nejsou zadany do systému SPS.

8 Uhrada

8.1 Narok Obchodnika na uhradu

SPS provede Uhradu Obchodnikovi ve vztahu k dodané transakci — po str-
zeni dohodnutych poplatkd a na zakladé nasledné zpétné vyplaty — v dohod-
nuté frekvenci Uhrad. Detaily vyrovnani jsou uvedeny na potvrzeni o Uhradé.
O statnich svatcich SPS nezpracovava zadné platby. Obchodnik akceptuje
jakékoli prodleni v pfevodech, vyplyvajici z vy$e uvedeného. Specifické
svatky jinych zemi nebo regiondlni svatky mohou vést k dal§im prodlenim.
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8.2 Uéget pro p¥ijimani plateb

Obchodnik bude mit otevieny Gcet u finanéni instituce na jméno spolec¢-
nosti nebo majitele za Ucelem prijimani plateb. Pro nélezité zpracovani je
vyzadovan IBAN a BIC daného uctu.

Obchodnik potvrzuje, Ze pokud budou poskytnuty nespravné nebo neu-
plné Gdaje o Uctu, nemusi byt prevody/vklady na uUcet provedeny nebo
muZe dojit k pfevodu na jiného pfijemce. Veskeré naklady a poplatky za
zjiStovani nebo jiné souvisejici vydaje plné ponese Obchodnik.

SPS bude pfipisovat Uhrady, vyplyvajici ze Smluvnich modull, na
Obchodnika formou souhrnné platby. Pokud Obchodnik poZaduje pre-
vody pro kazdou znacku karty, ponese veskeré dodate¢né naklady, které
v tomto ohledu vzniknou.

8.3 Meéna uhrady

V zéasadé plati, Ze Uhrady jsou Obchodnikovi poukazovany v mistni ménég,
platné v misté platného sidla Obchodnika. Pokud Obchodnik pozaduje
Uhradu v jiné méné, je ména, dodana Obchodnikem konvertovana pfes
EUR na pozadovanou ménu Uhrady. Plati mezinarodni sménné kurzy,
specifikované SPS. Obchodnik bude akceptovat sménné kurzy, apliko-
vané SPS.

8.4 SEPA platebni transakce

V ptipadé, Ze ma Obchodnik v umyslu vyuZivat vyhod platebnich trans-
akci SEPA, zajisti, aby se financni instituce, kterou si zvolil, Gcastnila
SEPA platebnich transakci a méla ucet v Eurech. Pokud nebudou tyto
pozadavky splnény, mohou vznikat vy$si poplatky za zpracovani. Uget,
vyhovujici SEPA kritériim, m(Ze byt pouzivan jak pro pfijimani Ghrad, tak
i pro vybér pfimych Uhrad mezi podniky SEPA.

8.5 Oznameni o thradé a predbézné oznameni

Oznédmeni o Uhradé je poskytovano Obchodnikovi ve formé, dohodnuté
ve Smluvnim modulu. V kazdém prfipadé bude ozndmeni o Uhradé
dostupné ve webové aplikaci “myPortal”.

Obchodnik bude pisemné informovat SPS v prabéhu 30 dnl od poskyt-
nuti v ramci WebService nebo v pfipadé jinych forem dodani po pfrijeti, o
jakychkoli ndmitkach ve vztahu k ozndmeni o Uhradé; jinak bude ozna-
meni o Uhradé, vcéetné vSech informaci které obsahuje, povazovano za
spravné a uplné a za schvalené bez vyhrad.

Pokud jsou reklamace vici Obchodnikovi (napf. v pfipadé zpétnych Ghrad
nebo zaporného zlstatku) vyrovnany prostfednictvim SEPA bezhoto-
vostni Uhrady mezi subjekty, dostdva Obchodnik Zadost o Uhradu na zby-
vajici ¢astky ve formé predbézného ozndmeni. Bezhotovostni vyrovnani
bude provedeno k avizovanému datu splatnosti. Pokud je k datu vyrov-
nani na U¢tu Obchodnika nedostatec¢né hotovost a je zahajena procedura
zpétného zuctovani, dostane se Obchodnik do prodleni od data zpétného
uctovani.

9 Poplatky

9.1 Obecné

VSechny poplatky, které méa platit Obchodnik SPS, jsou stanoveny ve
Smluvnim modulu. Tyto poplatky se stanou splatnymi poté, co bude
poskytnuta sluzba SPS a budou zapoc¢teny v rozsahu Uhrad a uvedeny na
oznadmeni o vyrovnani (bod 8.1).

Pokud je dohodnuto pouziti planu Uhrady poplatkl ve Smluvnim modulu,
verze platné pfi uzavieni Smluvniho modulu (je k dispozici na www.sixpay-
ment-services.com/downloads) tvofi nedilnou souc¢ast Smluvniho modulu.
Néroky Obchodnika vici SPS mohou byt zapocéteny pouze s predchozim
souhlasem SPS. SPS je opravnén kdykoli zapodéist naroky vici Obchodni-
kovi. Takové zapocteni naroka se bude fidit lucemburskym pravem pro
finanéni kolateralni dohody z 5.srpna 2005, ve znéni pozdéjSich dodatku.

9.2 Poplatky , Interchange”
Obchodnik mlze od SPS pozadovat informace, tykajici se ¢astky inter-
change poplatk(, a to pisemné nebo se na né podivat na www.six-pay-
ment-services.com/interchange.

9.3 Poplatky za platby treti strané

Obchodnik ponese poplatky za pfevod nebo poplatky za platby v cizi
méné, uctované financni instituci Obchodnika a tyto mu budou pfimo
Uctovany po prevedeni platby. V pripadé zdkonnych zmén a/nebo zmén
poplatk(, G¢tovanych tfetimi stranami, si SPS vyZzaduje pravo zménit své
postupy Uhrady.

9.4 Poruseni platby

Pokud zapocteni ¢astek, které dluzi Obchodnik, nevede k jejich Uplnému
vyrovnani, SPS predd Obchodnikovi zadost o Uhradu zbyvajici ¢astky.
Termin Uhrady je 10 dnU; po jeho vyprseni se Obchodnik bez dal$iho upo-
zornéni dostane do prodleni.

V pripadé, Zze se Obchodnik dostane do prodleni, SPS bude opravnén
uctovat Obchodnikovi standardni Grok z prodleni v zdkonné sazbé ze zby-
vajici ¢astky plus vSechny néklady na upominky a vymahani dluh.


http://www.sixpayment-services.com/downloads
http://www.sixpayment-services.com/downloads
http://www.six-payment-services.com/interchange
http://www.six-payment-services.com/interchange

w&rldlirl.e ‘ flx Payment Services

9.5 Dané

Poplatky, specifikované ve Smluvnich modulech za produkty a sluzby
SPS jsou — pokud neni specifikovano jinak — uvadény bez nepfimych dani
(napf. DPH), srazkovych dani a dal$ich povinnosti. V§echny dané a povin-
nosti dle legislativy zemé Obchodnika, které jsou nebo mohou byt v
budoucnu splatné ve vztahu k plnéni sluzeb, poskytovanych SPS v roz-
sahu Smluvnich modult, ponese Obchodnik. V kazdém pripadé plati, ze
Obchodnik je povinen dodrzovat ustanoveni, platna v jeho zemi ve vztahu
k nepfimym danim (napf. zpétné Gctovani), srdzkovym danim a dal§im
povinnostem. Obchodnik bude pIné chranit SPS proti veSkerym néro-
kdam, vznesenym proti SPS tfetimi stranami.

10 Zpétné ucétovani a monitoring podvodu

10.1 Zpétné uctovani (Chargeback)

Drzitel karty a vydavatel karty jsou opravnéni vznést stiznost na transakci
za predpokladu spInéni predpoklad(i pro otevieni postupu zpétné thrady
(chargeback), predevsim pfi existenci divodu pro zpétnou vyplatu.
Pokud je oteviena procedura zpétného vyuctovani, Obchodni na Zadost
SPS preda SPS - do 10 dn( a prostiednictvim doporuc¢eného dopisu —
kopie v§ech stvrzenek a dokumentace (dle kapitoly 6), vhodné pro vyvra-
ceni naroku na zpétné vyuctovani. Pokud nelze narok na zpétné vyucto-
vani vyvratit stvrzenkami, dodanymi Obchodnikem, nebo pokud nejsou
pozadované stvrzenky dodany vcas, je SPS opravnén narokovat trans-
akce jiz vyplacené nebo tyto zapoditat formou kreditu obchodnikovi
(,zpétné zuctovani”). To plati i v pfipadech, kdy nedochazi k dodani/
poskytnuti zbozi nebo sluzeb pfimo smluvnim partnerem, nybrz tfeti oso-
bou, napfiklad pokud smluvni partner vystupuje jako zprostfedkovatel
nebo agent téchto tfetich stran.

Pokud obchodnik po otevieni procedury zpétného vyuctovani chce reali-
zovat kredit ve prospéch karty, pouzité v rozporované transakci, bude
informovat Oddéleni zpétného U¢tovani v SPS o tomto svém zdméru. Po
schvdéleni ze strany SPS Obchodnik zrealizuje kredit v souladu s ustanove-
nim, uvedenym v bodé 5.5.

V priibéhu procedury zpétného vyuctovani se Obchodnik zdrzi jakychkoli
pravnich postupt proti drziteli karty.

10.2 Duavody zpétného uétovani v presenénim obchodovani

Ve vztahu k akceptaci karty v prezen¢nim obchodovani bude mit SPS

pravo zpétného Uctovani predevsim tehdy, pokud drzitel karty zpochybni

transakci a Obchodnik nemuze prokéazat, Zze karta byla pfitomna v misté

prodeje v okamziku transakce. To plati pfedevsim tehdy, pokud Obchodnik

— pfi pfijimani EMV karet nacitéd data karty prostfednictvim “non-EMV
terminalu” (bez Cipové ¢tecky EMV); nebo

— necte data karty z EMV ¢€ipu nebo magnetického péasku, ale zadava je
manuélné prostrednictvim klavesnice terminalu (v souladu s postupy,
uvadénymi v kapitolach 11.2 a 11.3.).

Tento seznam dUvodu pro zpétné Uctovani neni Uplny.

10.3 Duavody zpétného vyuaétovani v distanénim obchodovani

Ve vztahu k akceptaci karty v distanénim obchodovani plati pfedevsim

nasledujici dlvody zpétného Uctovani:

— drzitel karty zpochybni objednavku a/nebo pfrijeti zbozi nebo sluzeb;

— drzitel karty odmitne pfijaté zboZi jako vadné nebo jako odlisné od toho,
které specifikoval v objednévce;

— drzitel karty vypovi koupi zbozi a/nebo sluzeb v ramci zdkonné doby pro
odstoupeni od smlouvy;

— drzitel karty uplatiuje naroky vici Obchodnikovi ¢i z jakéhokoli jiného
divodu odmitne splnit naroky, vyplyvajici z transakce;

— transakce byla realizovana bez procedury 3-D Secure.

Tento seznam duvodu pro zpétné vyuctovani neni tplny.

10.4 Monitorovani podvodu

V kontextu monitorovani podvodu je SPS opravnén kdykoli vydat pokyn pro
Obchodnika, zaméfeny na prevenci pripadli podvodu (napf. povinnost drzi-
telll karet poskytnout ID). Tyto pokyny vstupuji v platnost ihned poté, co je
o nich Obchodnik informovan a Obchodnik je povinen je plné dodrzovat.

V pfipadé oddvodnéného podezieni na podvod je SPS opravnén zadrzet
uhrady Obchodnikovi do okamziku vyjasnéni podezieni. Toto i nadale pod-
1éha bodiim 10.2 a 10.3. V pfipadé vysokého poctu pfipadd podvodu si
SPS rovnéz vyhrazuje pravo ukoncit Smluvni moduly s okamzitou platnosti.

10.5 Dodrzovani limita

Kazdy mésic Obchodnik zajisti, aby byly pro dohodnuté znacky karet

dodrzovany néasledujici limity:

— pomeér celkového objemu zpétnych zictovani plus kreditd k hrubému
mési¢nimu obratu neprekroci 2%;

— pomeér poctu zpétnych zuctovani plus kreditd k poctu transakci za
mésic neprekroci 1%.

— pomér celkového objemu transakci zpétnych zucétovani k hrubému
mési¢nimu obratu neprekroci 0,75%;
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— pomér poctu podvodnych transakci k poctu transakci za mésic nepfre-

kroci 3% a méné nez 3 podvodné transakce.
Pokud je kterykoli z téchto limitl prekrocen, je SPS opravnén Uctovat
Obchodnikovi vydaje, specifické pro kazdy pfipad, za kazdé zpétné ucto-
véani/kredit/podvodnou transakci nad tyto limity. Dale je SPS opravnén
predat dale jakoukoli pokutu a/nebo poplatky za zpracovani, ulozené
kartovymi spole¢nostmi, na Obchodnika, zadrzet Uhradu predanych
transakci az na 180 dnl a ukon¢it Smluvni moduly s okamZitou ucinnosti/
platnosti.

11 Funkéni poruchy a nouzové postupy

11.1 Obecné

Mohou nastat nasledujici funkéni poruchy:

— Funkéni porucha systému;

— Funkéni porucha infrastruktury nebo terminélu;

— Funkéni porucha karty (poskozena karta).

V pfipadé funkénich poruch muze Obchodnik pouZit ru¢ni nouzové
postupy dle bodd 11.2 a 11.3. Obchodnik akceptuje, Zze pro transakce,
realizované nouzovymi postupy, nese vyS$Si riziko zpétného uctovani
Uhrady dle bodu 10.3.

Pfi pouziti nouzovych postupl bude Obchodnik v kazdém ptipadé vyza-
dovat od drzitele karty oficialni ID a porovna data z ID (pfijmeni a jméno)
proti udajim na karté. Po provedeni nouzového postupu je Obchodnik
povinen okamzité znicit vdechna manudalné zapsana data karty. Za zad-
nych okolnosti si Obchodnik nesmi nechat nebo ukladat verifika¢ni ¢islo
karty ani Zadna data, nactena a uloZzena z magnetickych pasku karet poté,
co byla transakce schvalena.

Neexistuje Zadny nouzovy postup pro transakce s Visa Electron, V PAY,
Maestro a UnionPay, a ani na transakce dynamické konverze mén
(DCC).

11.2 Nouzové postupy pro funkéni poruchy systému/terminalu
Pokud plné ¢&i caste¢né selze systém ¢i terminadl Obchodnika, bude
Obchodnik autorizovat kazdou transakci se SPS po telefonu, dokud
nebude chod systému obnoven/dokud nebude terminal opét funkéni.
Poté, co byla ¢innost systému obnovena, budou data transakce a také
Cislo opravnéni zadavany ruc¢né Obchodnikem na terminalu, pomoci
funkce “Platba schvélena telefonem”.

V ptipadé funkéni poruchy na mPOS terminéalu neni k dispozici Zzadny nou-
zovy postup.

11.3 Nouzové postupy pro funkéni poruchy karty

Pokud je funkéni porucha vysledkem poskozeni karty, mize Obchodnik
ruéné zadat data karty na terminélu. Obchodnik bude takové transakce
predem autorizovat se SPS po telefonu. Ru¢ni zadavani dat formou zapisu
dat karty na termindlu musi byt provedeno pomoci funkce “Ruéni zadani
dat karty”. Terminalem vyti§ténou stvrzenku musi vlastnoru¢né podepsat
drzitel karty.

12 Dodateéna ustanoveni pro rezervace hotell a
pronajmu aut

Ve vztahu k prijimani kreditnich karet pro rezervace hotelového ubytovani
¢i prondjmu auta bude Obchodnik déle dodrzovat ustanoveni, uvedena na
odpovidajicim listu “Garance hotelové rezervace s kreditni kartou”/“Hote-
lovéa rezervace platbou na misté pomoci kreditni karty (Zalohovy depozit
pro hotel)”/“Rezervace prondjmu auta s kreditni kartou”. Dany datovy list
tvofi nedilnou sou¢ast Smluvniho modulu.

13 Dodatec¢na ustanoveni pro dynamickou konverzi
mény (DCC)
Sluzba dynamické konverze mény (DCC) umoziiuje dynamickou sménu
mény na terminélu. Pfehled dostupnych cizich mén si Ize vyZadat od SPS.
Obchodnik zajisti, aby drzitel karty ve vSech pfipadech nezévisle zvolil, zda si
preje provést transakci v méné karty (DCC transakce) nebo v mistni méné.
Pro DCC transakce bude pro drzitele karty platit sménny kurs zahrani¢ni
mény (mistni ména/ména karty), specifikovany SPS pro akceptované
zahrani¢ni karty. Obchodnik bude akceptovat sménny kurs, specifikovany
SPS.
SPS bude opravnén - dle svého rozumného rozhodnuti — prerusit prova-
déni sluzby DCC nebo jednotlivych zahrani¢nich mén, pokud bude takové
preruseni povazovat za nezbytné z vaznych a podstatnych davodu, jako
jsou napfriklad zavady, riziko zneuziti ¢i mimoradna nestéalost na trzich
zahrani¢nich mén.

14 Ochrana dat

14.1 Obecné

Smluvni strany jsou povinny dodrZovat ustanoveni odpovidajicich plat-
nych zékon( ve vztahu k ochrané dat.

V tomto ohledu je Obchodnik povinen pozadovat, aby jeho personal,
stejné tak jako veskeré jim najaté treti strany, které maiji pfistup k daveér-
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nym ¢i jinak chranénym datam (pfedevs§im udajim o karté), spliovaly
ustanoveni o ochrané dat a také bezpecénostni pozadavky PCI DSS (dle
bodu 14.3).

14.2 Zpracovani a pfrenos dat
Obchodnik vyslovné opraviiuje SPS, a to predtim, nez Smluvni modul
vstoupi v platnost a po celou dobu jeho trvani, aby ziskaval veskeré infor-
mace véetné osobnich Gdaju, které povazuje SPS za dulezité ve vztahu ke
Smluvnimu modulu a pInéni sluzeb zde stanovenych. Dale je SPS oprav-
nén prenaset data ze Smluvnich modult a RAmcové smlouvy v rozsahu,
vyzadovaném pro tfeti strany, jmenované SPS, aby zhodnotil potencialni
rizika nebo zpracovéval transakce. K tomu jsou osobni Udaje predavany
karetnim organizacim pro marketingové uGcely. Obchodnik bere na
védomi, ze data (pfedevsim hlavni data a transakcni data), vztahujici se k
uzavfeni a pInéni Smluvnich moduld, jsou zpracovavéana ve Svycarsku a v
zemich EU. V ramci akceptovani Alipay bere smluvni partner kromé toho
na védomi, Zze kmenové, transakéni a marketingové Udaje jsou zpracova-
vany spoleénosti Alipay také v Cinské lidové republice.
SPS ve své funkci kontrolora zpracovani dat shromazduje a zpracovava
osobni Udaje Obchodnika a/nebo dalSich fyzickych osob, napojenych na
organizaci Obchodnika, aby zajistil nasledujici:
— identifikace Obchodnika a/nebo fyzickych osob, spjatych s organizaci
Obchodnika;
— spravna realizace Smluvnich moduld, a
— dodrzeni zdkonnych zavazk.
SPS prijme odpovidajici technicka opatreni a zavede nélezitou organizaci
tak, aby zajistil ochranu takovych osobnich Udaju a bude je zpracovavat
pro vySe uvedené Ucely a v souladu s platnymi zdkony o ochrané dat,
vcéetné Smérnice o platebnich sluZzbach a narodnich provadécich zakont
a od 25. kvétna 2018 Obecného predpisu o ochrané dat (EU) 2016/679.
Obchodnik s timto souhlasi a poskytuje svuj vyslovny souhlas se zpraco-
vanim dat.
Obchodnich a dle situace i fyzické osoby, napojené na organizaci Obchod-
nika, maji pravo na pristup ke svym osobnim udajam a také pravo dané
Udaje opravovat a mazat a od 25.kvétna 2018 také pravo na prenosnost
osobnich Gdaja v souladu s platnymi zakony.
Obchodnik je povinnen zavést veskera opatfeni a informovat vSechny
fyzické osoby spojené se svou organizaci o zpracovani osobnich dat ve
smyslu vyznamu tohoto oddilu a zajistit souhlas se zpracovanim téchto
osobnich dat ve formé pozadované prislusnym zdkonem.

14.3 PCI DSS norma pro bezpec¢nost dat

Udaje o karté (pfedevéim Gisla karet, data platnosti) budou chranény proti
ztraté a pristupu neopravnénych tretich stran. Ustanoveni kartovych spo-
le¢nosti o bezpecnosti dat, kterd musi byt v tomto ohledu splnéna, jsou
definovéna v normé PCI DSS. V tomto ohledu bude Obchodnik vzdy dodr-
Zovat a kompletné plnit aktudlné platnou verzi “bezpeénostnich norem PCI
DSS pokynt pro shodu”, vydanych SPS, ktera tvofi nedilnou soucast téchto
VOP. Predevsim je Obchodnik povinen provadét certifikaCni opatteni, napf.
sebe-hodnotici dotaznik, a potvrdi SPS dodrzovani PCI DSS ze své strany.
V pfipadé, Ze by byla data karty zcizena nebo pokud by existovalo pode-
zfeni, ze byla data karty zcizena, Obchodnik bude okamzité informovat
SPS. V takovém ptipadé Obchodnik vyslovné opraviiuje SPS, aby zmocnil
spole¢nost, akreditovanou kartovymi spole¢nostmi pro provadéni auditu
k vytvoreni takzvané “PCl Zpravy o auditu”. Ta bude zahrnovat prozkou-
mani okolnosti, za nichZ nastala skoda a ovéreni, zda Obchodnik splnil PCI
DSS. Obchodnik je povinen plné spolupracovat s auditorskou spole¢-
nosti; pfedev§im poskytne auditorské spole¢nosti neomezeny pfistup do
svych prostor a své infrastruktury. Poté, co byla vytvofena Zprava o
auditu PCI Audit Report, Obchodnik na své vlastni naklady dokonale
vyresi vSechny zjisténé bezpecnostni zavady, a to v terminu, ozndmeném
SPS. Pokud Setfeni ukaze, ze nebyly spinény bezpeénostni normy v sou-
ladu s PCI DSS v okamziku, kdy byla data zcizena, néklady na vytvoreni
Zpravy o auditu PCl Audit Report ponese rovnéz Obchodnik.

SPS bude opravnén predat veskeré naroky na $kodu, predlozené karto-
vymi spolec¢nostmi Obchodnikovi a/nebo ukonc¢it Smluvni modul s oka-
mzitou platnosti, pokud Obchodnik nesplriuje PClI DSS nebo pokud
Obchodnik na pozadani nepotvrdi, Ze splriuje PCI DSS. Toto bude stejné
platit i v pfipadé, kdy byla data karty ukradena nebo kdyz existuje pode-
zfeni, Zze byla data ukradena.

15 Odpovédnost

Bez ohledu na doplrikova zdkonna ustanoveni, a pokud neni vyslovné sta-
noveno jinak, Obchodnik bude odpovédny predevsim za $kody, které SPS
utrpi v dasledku toho, Ze vyse uvedeny nebo jakakoli jina jim zjednana
tieti strana, nesplni své povinnosti, a to pfedevsim v technickém, organi-
za¢nim a administrativnim ohledu. SPS je predevs$im opravnén prenést na
Obchodnika jakékoli mozné naroky na Skody, vyplyvajici ze zavinéného
poruseni povinnosti Obchodnika nebo jakékoli jim zjednané treti strany a
stejné tak predat jakoukoli pokutu a/ nebo poplatky za zpracovani, ulo-
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Zzené kartovymi spole€¢nostmi nebo jakékoli dalSi vydaje, vztahujici se k
dané zaleZitosti. Obchodnik bude pIné chranit SPS pred veskerymi
zavazky v tomto ohledu a ponese odpovédnost za takové naroky a ves-
keré souvisejici dodate¢né vydaje, spjaté s pripadem.

Pokud neni vyslovné regulovano jinak, SPS ¢&i jakdkoli jind jim najaté
strana, ponese odpovédnost v pfipadé iUmysIiného chybného chovani ci
hrubé nedbalosti v souladu se zdkonnymi ustanovenimi.

Odpovédnost kazdé smluvni strany za zavinéné poskozeni na Zivoté, téle
nebo zdravi a také zdkonna odpovédnost za produkt zlstavaji nedotceny.

16 Oznameni

Veskerd oznameni budou vydavana v pisemné formé, pokud nebyla jina
forma vyslovné dohodnuta ve Smluvnim modulu. Pisemné forma zahr-
nuje i elektronicky pfenasené zpravy (napf. prostfednictvim e-mailu nebo
prostfednictvim platformy, poskytnuté SPS v rdmci servisu).

17 Modifikace a dodatky do Smluvnich modult, véetné
poplatkt
Modifikace a dodatky do Smluvnich modull, pfedevsim do VOP a dalsich
nedilnych soucasti, musi byt provedeny v pisemné formé (a také v elek-
tronické formé), aby vstoupily v G¢innost.
SPS si vyhrazuje pradvo modifikovat ¢i provadét dodatky do Smluvnich
modulli, pfedev§im do VOP a dalSich nedilnych soucésti, stejné jako i
poplatky, a to kdykoli. Tyto modifikace ¢i dodatky budou ozndmeny
Obchodnikovi pisemné alespon 60 dnt pfed vstupem v platnost, ledaze
jsou tyto zmény, resp. dopliky predepsany ze zdkona a vyZzaduji kratsi
Ihttu. Pokud neni Obchodnik ochoten akceptovat oznamenou modifikaci ¢i
dodatek, bude opravnén ukoncit Smluvni modul, dotéeny modifikaci Ci
dodatkem, a to doporu¢enym dopisem v prabéhu 30 dnl po obdrzeni
ozndmeni o modifikaci nebo dodatku, s G€innosti k okamziku vstupu modi-
fikace ¢i dodatku v platnost. Pokud Obchodnik opomene ukonceni, bude
tato skute¢nost povazovana za akceptaci modifikace nebo dodatku.
Prijeti bezpe¢nostnich opatfeni v souladu s ustanovenim bodu 2.1.4, odst.
3, provadéni zmén v systému v souladu s bodem 4.1, odst. 3 a modifikace
poplatkll v rémci dohodnutého rozsahu plateb, nejsou povazovany za
modifikace ve vyznamu tohoto bodu a nepfedstavuji tedy divod pro ukon-
ceni.

18 Vstoupeni v platnost, doba trvani a ukoncéeni

18.1 Vstoupeni v platnost

V zasadé vstupuje Smluvni modul v platnost poté, co SPS odesle potvr-
zeni o aktivaci Obchodnikovi. Pokud ov§em Smluvni modul explicitné
predpoklada podepsani ze strany SPS, Smluvni modul vstoupi v platnost
poté, co bude podepsédn obéma Smluvnimi stranami.

18.2 Doba trvani
Smluvni modul je uzaviran na dobu neurcitou.

18.3 Radné ukonéeni

Smluvni modul muze byt ukoncen ke konci mésice doporu¢enym dopi-
sem. Pokud je Smluvni modul ukoné¢en Obchodnikem, vypovédni Ih(ita je
jeden mésic. Pokud je ukoné&en ze strany SPS, plati dvoumési¢ni vypo-
védni [hita.

Préavo Obchodnika na ukonceni dle bodu 17 a pravo na okamzité ukonceni
z nélezité priciny Smluvnich stran dle bodu 18.4 zlistava vyhrazeno.
Oznémeni o ukoncéeni jednoho Smluvniho modulu nezpusobi ukoncéeni
ostatnich zbyvajicich smluvnich modull. Pokud uz neexistuji zadné dalsi
smluvni moduly, ukonéeni posledniho/jediného Smluvniho modulu auto-
maticky vede k ukonc¢eni Rdmcové smlouvy.

18.4 Mimoradné ukonéeni

Pokud existuje nalezita pri¢ina, Smluvni strany budou opravnény kdykoli

ukonc¢it Smluvni moduly s okamzitou Uc¢innosti. NélezZita pri¢ina zahrnuje

predevsim nésledujici:

— zavazna &i opakovana poruseni ustanoveni Smluvniho modulu nékte-
rou ze Smluvnich stran;

— opakované stiznosti/vracené platby a/nebo transakce, nahlasené vyda-
vateli karet jako podvodné (dle bodu 10.2);

— jiné nesoulady v uskute¢nénych transakcich;

— vyznamna zména vlastnické struktury a kontroly nad Obchodnikem

— zahéjeni insolvencniho Fizeni vici aktivim Obchodnika.

Mimofadné ukonéeni Smluvniho modulu o akceptaci karet opraviiuje SPS

okamzité zrusit vSechny existujici smluvni moduly, Okamzité ukonceni

v§ech smluvnich modulli vede k automatickému zruseni Ramcové smlouvy.

18.5 Automatické ukonceni

Vsechny existujici Smluvni moduly jsou automaticky ukonceny bez nut-
nosti pisemného ozndmeni, pokud Obchodnik nedodé Zadnou transakci
po dobu 2 let.

Automatické ukonceni Smluvnich modulli o akceptaci karet vede také k
automatickému ukonceni rdmcové smlouvy.
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18.6 Dusledky ukonéeni smlouvy

Zéavazky, vyplyvajici z bod( 6.3 (Zavazek bezpecného ulozeni), 14 (Ochrana
dat), 15 (Odpovédnost), 18.6 (Dusledky ukonceni smlouvy), 19 (Davér-
nost), 20.3 (Zakaz postoupeni) a 20.7 (Rozhodné pravo a misto jurisdikce),
zlistanou v platnosti po ukonc¢eni Smluvniho modulu.

Po ukonéeni Smluvniho modulu odstrani Obchodnik ve$keré reference na
odpovidajici sluzby SPS, viditelné pro zékazniky.

Po ozndmeni o ukonéeni Smluvniho modulu, je SPS opravnén a to s G¢in-
nosti ihned, zadrzet kompenzace pro Obchodnika na dobu 180 dnd po
datu ukonc¢eni Smluvniho modulu, aby zapocetl vSechny nasledné néaroky,
a to predevsim zpétné Ghrady, proti témto odménam.

Pokud je proti obchodnikovi zahajeno trestni ¢i jiné zdkonné fizeni, nebo
pokud proti nému byla vznesena obvinéni, vyhrazuje si SPS pravo zpoz-
dit prevod kompenzaci alespor do okamziku, kdy bylo dané fizeni ukon-
¢eno.

19 Duavérnost

Smluvni strany se vzadjemné zavazuji drzet v tajnosti dohodnuté smluvni
podminky a také veskeré informace, dokumentaci, data a postupy zpra-
covani — oznacené nebo identifikovatelné jako duvérné nebo takové, které
nejsou verejné ani obecné pfistupné — o kterych se dozvi pfi plnéni
Smluvnich modull a také vSechny dohodnuté podminky; sméji je dat k
dispozici tfetim strandm pouze s predchozim pisemnym souhlasem druhé
Smluvni strany. To nebréni zddné ze Smluvnich stran v prozrazeni duvér-
nych informaci, pokud to predstavuje povinné naplnéni zakonnych usta-
noveni.

20 ZAavérecéna ustanoveni

20.1 Pravo vydavat pokyny SPS

Obchodnik je povinen plInit technické, organiza¢ni a administrativni pokyny
a instrukce, vydané SPS a také dodavateli termindlu a infrastruktury.

20.2 Zprostiedkovatelska ¢innost SPS

SPS rovnéz pusobi jako prostfednik pro ostatni vlastniky a poskytovatele
infrastruktury a pfi této ¢innosti uzaviraji své smlouvy pod svym jménem,
na své riziko a na sv(j Gc¢et. Smluvni strany pro sluzby, poskytované timto
zplisobem, jsou jednotlivy poskytovatel sluzeb a Obchodnik.

20.3 Zakaz postoupeni

Obchodnik muZe postoupit kterékoli ze svych prav nebo povinnosti, kte-
rymi disponuje, vici a ve vztahu k SPS, pouze s pfedchozim pisemnym
souhlasem SPS.

20.4 Ugast tfetich stran/Postoupeni na spoleénosti ve skupiné

SPS si vyhrazuje pravo prevést plnéni svych smluvnich zavazkd na treti
strany, a to kdykoli, aniz by musel informovat Obchodnika.

SPS je opravnén postoupit Smluvni modul na jiné spole¢nosti ve Skupiné.
V takovém pfipadé musi byt Obchodnik vhodné informovan.

20.5 Zreknuti se prav

Pokud nejsou jakakoli prava, vyplyvajici ze Smluvnich moduld, zajisténa
ze strany SPS, pak toto zadnym zplisobem nepredstavuje zfeknuti se
téchto prav, pokud SPS nevydal vyslovné pisemné prohlaseni o zieknuti
se v tomto ohledu.

20.6 Klauzule o oddélitelnosti

Pokud bude ustanoveni Smluvnich modull (véetné poplatkd) prohlaseno
za neplatné, zbyvajici ustanoveni timto nebudou dotéena a budou sepsana
takovym zpusobem, jako kdyby byl dany Smluvni modul uzavien bez
neplatného ustanoveni. Totéz se vztahuje na jakakoli smluvni opomenuti.

20.7 Rozhodné pravo a misto jurisdikce

Vsechny pravni vztahy mezi Obchodnikem a SPS, vznikajici z RdAmcové
smlouvy a vSech uzavienych Smluvnich modull, podléhaji lucembur-
skym zakontm, s vyjimkou Konvence SN o obchodu. Vyhradnim mistem
jurisdikce je Lucembursko.

20.8 Postup pfi mimosoudnim feSeni sport

CSSF miuze fesit mimosoudné spory tykajici se prav a povinnosti podle
hlav Il a IV Smérnice o platebnich sluZzbach a narodnich provéadécich
predpist, pokud tato préava a povinnosti nebyla vylou¢ena v souladu s
oddilem 1.2.

Dalsi informace o CSSF a podminky pro uplatnéni naleznete na interneto-
vych strdnkdch CSSF http://www.cssf.lu/.

SIX Payment Services (Europe) S.A., 10, rue Gabriel Lippmann, L-5365 Munsbach, www.six-payment-services.com

VOP pro pfijimani karet



1.2019

116.1305.02/EULUX_EN/1

w&rldurl.e ‘ flx Payment Services

General Business Conditions for Card Acceptance

1 Scope of application, abrogation of the legal provisions
concerning payment services and definitions

Scope of application

Exclusion of the legal provisions concerning payment services

Definitions

WN =

The Contracting Parties

The Merchant

(Identification of the Merchant — Affiliation of points of sale and webshops —
Sector allocation — Changes on the part of the Merchant)

2.2 SIX Payment Services (Europe) S.A.

NN ===
~

3 Infrastructure of the Merchant

3.1 General

3.2 Obligations of the Merchant
(General due diligence obligations — Obligations regarding hardware terminals —
Obligations regarding virtual terminals — Information obligation/Right to
information — Transaction routing through third parties — Card acceptance
through multiple acquirers — Use of product logos)

4 Authorization and settlement system of SPS
4.1 General

4.2 Authorization

4.3 Transaction processing and settlement

4.4 Web service “myPortal”

5 Card acceptance

5.1 Obligations of the Merchant
(General obligations — Special obligations for Alipay acceptance)

5.2 Exclusion of card acceptance

5.8 Card acceptance in presence business

5.4 Card acceptance in distance business
(General — Secure e-commerce in the webshop — Distance business transactions
by post, telephone or fax)

6.5 Execution of credits

6 Receipts

6.1 General

6.2  Transfer to the cardholder
6.3 Safekeeping obligation

7 Transaction delivery
7.1 Delivery deadlines

7.2 Delivery currency

7.3 Subsequent entry

8 Reimbursement

8.1 The Merchant's claim to reimbursement
8.2 Account for receiving reimbursements

8.3 Reimbursement currency

8.4 SEPA payment transactions

8.5 Reimbursement notice and pre-notification

1 Scope of application, abrogation of the legal provi-
sions concerning payment services and definitions
1.1 Scope of application
These General business conditions (hereinafter “GBC") shall apply with
respect to the products and services agreed between the Merchant and
SIX Payment Services (Europe) S.A. (hereinafter “SPS”) in the modules
for card acceptance, e.g. “Card acceptance at the point of sale” or “Card
acceptance for secure e-commerce and mail/phone order” (hereinafter
individually “Contract Module” or collectively “Contract Modules”).
These GBC form an integral part of the Contract Modules concluded. The
Contract Modules concluded form an integral part of the “Framework
agreement for cashless payments” (hereinafter “Framework Agreement”)
concluded between the Merchant and SPS.

1.2 Exclusion of the legal provisions concerning payment services
Pursuant to Art. 38 and Art. 61 of Directive (EU) 2015/2366 of 25 Novem-
ber 2015 (“Payment Services Directive”) and the national transposition
acts, the Contracting Parties agree to exclude the application of all
non-mandatory provisions contained in the Payment Services Directive
and the national transposition acts.

1.3 Definitions
The following definitions correspond to the use of the respective terms in
these GBC.

Acquirer
(SPS)

An acquirer enables its merchants to accept cards as
a means of cashless payment (within presence or dis-
tance business) and ensures the processing of the
transactions thus generated. To do so, it holds the
licenses from the relevant card schemes.

Version 11.2019 (EULUX)

9 Fees

9.1 General

9.2 Interchange fees

9.3 Third-party crediting fees
9.4 Default of payment

95  Taxes

10 Chargebacks and fraud monitoring
10.1 Chargebacks

10.2 Chargeback reasons in presence business
10.3 Chargeback reasons in distance business
10.4 Fraud monitoring

10.5 Compliance with the limits

11 Functional disruptions and fallback procedures

11.1  General

11.2  Fallback procedures for functional disruptions to the system/terminal
11.3 Fallback procedures for functional disruptions to the card

12 Additional provisions for hotel or car rental reservations
13 Additional provisions for Dynamic Currency Conversion (DCC)
14 Data protection

14.1  General
14.2 Data processing and data transfer
14.3 PCI DSS data security standard

15 Liability
16 Notifications
17 Modifications and additions to the Contract Modules, incl. fees

18 Coming into force, duration and termination
18.1 Coming into force

18.2 Duration

18.3  Ordinary termination

18.4 Extraordinary termination

18.5 Automatic termination

18.6 Consequences of contract termination

19 Confidentiality

20

20.1
20.2
20.3
20.4
20.5
20.6
20.7
20.8

Concluding provisions

Right to issue instructions of SPS

Intermediary activities of SPS

Assignment prohibition

Involvement of third parties/assignment to Group companies
Waiver of rights

Severability clause

Applicable law and place of jurisdiction

Procedure for out-of-court settlement of disputes

Alipay platform Alipay.com Co Ltd. (hereinafter known as “Alipay”) oper-
ates an international e-payment platform. The collabora-
tive agreement established between Alipay and SPS
allows the Merchant to the accept cashless payments
made by Alipay users.

Authorization  As part of the authorization process, the card issuer ver-
ifies whether a card is valid/not blocked and whether the

transaction amount is within the set limit.

Card issuer Company authorized by the card scheme for the issuing

of cards to cardholders.

Card scheme Licensor (such as Visa International, Mastercard Inter-
national) for the issuance (issuing) and acceptance

(acquiring) of cards.

Card verifica-  Sequence of digits printed on a credit card (e.g. Visa

tion code [CVV2], Mastercard [CVC2]), which is used as an addi-
tional security feature in distance business.

Cardholder Customer that purchases goods and/or services offered
by the Merchant and pays for them on a cashless basis
using a card (transaction).

Cards Generic term for payment cards that are used to make
cashless payments, i.e. credit/debit cards.

Chargeback Reversal of a transaction delivered by the Merchant or of

a reimbursement already credited as a result of a justified
objection regarding the transaction by the cardholder
or the card issuer. The claim to reimbursement on the
part of the Merchant lapses.

SIX Payment Services (Europe) S.A., 10, rue Gabriel Lippmann, L-5365 Munsbhach, www.six-payment-services.com
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GBC for Card Acceptance

Commercial Card that is issued to companies, public sector entities

Card or sole proprietors and is limited to a commercial or offi-
cial use; whereby the transactions executed with the
card are debited to the account of the company, the pub-
lic sector entity or the sole proprietor.

Consumer Card that is issued to natural persons and its use cannot

Card be attributed to their commercial, corporate or profes-

sional activity; whereby the transactions executed with
the card are debited to the account of the natural person.

Contactless
(contactless
card, contact-
less reader,
contactless
transaction)

Execution of transactions using “near field communi-
cation” (NFC), an international standard for the transmis-
sion of data via radio technology. This requires a terminal
with a contactless reader and a card with an NFC-com-
patible chip, e.g. a Visa with “PayWave” or Mastercard
with “PayPass” functionality. The chip data is read by
holding the card to the contactless reader.

Credit Full or partial refund of a transaction to the card that
was originally debited.

Credit card Card used to pay for goods and services whereby
the cardholder is debited subsequently (e.g. Visa,
Mastercard, Diners Club/Discover, UnionPay, JCB).

Debit card Card used to pay for goods and services whereby the
account of the cardholder is debited immediately (e.g.
V PAY, Maestro).

Distance Transactions where neither the cardholder nor the

business card are physically present at the point of sale. In par-
ticular, these are carried out via the Internet, telephone,
fax or letter.

Electronic Execution and delivery of a transaction making use of a

execution hardware or virtual terminal and the electronic delivery
to the system.

EMV Specification for cards that are equipped with a proces-

(EMV card, sor chip as well as the associated chip card reader device

EMV chip, EMV (e.g. POS terminals, ticket machines, ATMs, fuel pump

terminal) systems). EMV transactions are payments that are pro-
cessed by having the card data read electronically at an
EMV terminal from the processor chip of the card.

Infrastructure  The technical installations attributable to the Merchant
for the acceptance of card payments by means of elec-
tronic execution, i.e. hardware or virtual terminals incl.
peripheral devices such as cash registers and telecom-
munication equipment, routers, servers, etc.

Merchant Grid specified by the card schemes that enables the

Category Code Merchant's business activities to be allocated by the

(MCCQC) acquirer to one or more sector categories.

mPOS terminal Mobile card reader that is operated by means of a com-

patible mobile end device (e.g. smartphone or tablet)

and an app.
Payment A PSP offers payment solutions, e.g. an application
service (virtual terminal) that allows electronic means of pay-
provider (PSP) ment to be accepted in a webshop.
PCI DSS The Payment Card Industry Data Security Standard (PCI

DSS) is a PCl standard which aims to ensure companies
implement security standards.

PCl standards Security standards for the card industry defined by
the Payment Card Industry Security Standards Council
(PClI SSC) whose application is imposed by the
card schemes. More information can be found at

www.pcisecuritystandards.org.

PIN (personal
identification

Personal combination of digits that authenticates the
cardholder as a legitimate user of a card.

number)

Presence Transactions where both the cardholder and the card

business are physically present at the point of sale.

Receipt Physical or electronic confirmation of the execution of a
transaction generated by a terminal or in the webshop.

SEPA: Single  Standardized euro payments area in which cross-border

Euro Payments payment transactions can be settled as efficiently as

Area domestic payment transactions in the individual coun-

tries.

SIX Payment Services (Europe) S.A., 10, rue Gabriel Lippmann, L-5365 Munsbhach, www.six-payment-services.com

System The electronic authorization and settlement system
operated by SPS for processing transactions. The
“myPortal” service pursuant to section 4.4 forms a part
thereof.

Terminal Hardware terminals are stationary or mobile devices

(hardware or used to execute transactions. Software components

virtual terminal) that allow hardware terminals to be connected to other
peripheral devices (cash register systems, hotel reserva-
tion systems, fuel pump systems, etc.) are assigned to
the hardware terminal.
Virtual terminals are applications that allow distance
business transactions to be executed. Software termi-
nals are usually operated and sold by payment service
providers (also SPS).

Transaction Cashless payment procedure carried out by the Merchant
by means of electronic execution, with the transaction
data subsequently being processed by the system of

SPS.

2  The Contracting Parties

21 The Merchant

2.1.1 Identification of the Merchant

SPS is obliged to identify the Merchant, its legal representatives and
beneficial owners as well as to record the business activities of the
Merchant and correctly allocate them to the corresponding sector cate-
gory (MCC). For this purpose, the Merchant shall provide SPS with copies
of the documents specified in the Framework Agreement as well as, on a
case-by-case basis, with any further documents required.

SPS reserves the right, in conformity with the legislation related to the
fight against money laundering and terrorist financing, to request, at
intervals deemed adequate by SPS, the update of the documents submit-
ted for the purpose of identifying the Merchant.

SPS is entitled to, for the purpose of its risk management, assess the
business activities (products and services) and the financial situation of
the Merchant. The Merchant shall provide SPS with the required informa-
tion (including financial statements) within 10 days following SPS’ request.

2.1.2 Affiliation of points of sale and webshops

The Merchant’s points of sale and webshops can be affiliated to the
Framework Agreement at the time the contract is concluded. The subse-
quent affiliation of points of sale and webshops shall be agreed sepa-
rately by the Contracting Parties.

2.1.3 Sector allocation (Merchant Category Code, MCC)

The Merchant operates in the sector categories specified in the Contract
Modules and sells goods and/or provides services to cardholders that are
exclusively allocated to these sector categories. A separate contract
module must be concluded for each sector category.

2.1.4 Changes on the part of the Merchant

Changes on the part of the Merchant (e.g. regarding its legal form, busi-
ness activity, address, account details, legal representatives, beneficial
owners, points of sale or infrastructure) shall be immediately communi-
cated by the Merchant to SPS in writing. SPS is entitled to invoice the
Merchant for the expenses associated with changes.

In the event of a significant change in the ownership structure and control
of the Merchant, the latter is obliged to inform SPS in writing at least one
month in advance. In such an instance, SPS shall be entitled to request
that the Merchant’s identification, pursuant to section 2.1.1, be updated.
Should higher risks arise therefrom, SPS is entitled to terminate the Con-
tract Modules with immediate effect. For as long as SPS is not informed
in writing of a legal succession, it may credit all reimbursements with
discharging effect to the previous Merchant.

If the Merchant's credit rating deteriorates considerably (e.g. the opening
of insolvency proceedings), the Merchant shall inform SPS without delay.
SPS shall be entitled, at its equitable discretion, to immediately take suit-
able measures, such as adjusting reimbursement terms, withholding
reimbursements or demanding appropriate collateral. The Merchant shall
be notified without delay of the measures taken.

2.2 SIX Payment Services (Europe) S.A.

SIX Payment Services (Europe) S.A. is a Luxembourg company (“Société
Anonyme”), with its registered seat at 10, rue Gabriel Lippmann, L-56365
Munsbach (Luxembourg Commercial Register no. B144087). As a licensed
payment institution (license no. 06/10) SPS is under the supervision of
the Luxembourg Financial Supervisory Authority (Commission de Surveil-

2|8
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lance du Secteur Financier/CSSF, 283, route d'Arlon, L-1150 Luxembourg).
SPS holds the licenses from the card schemes that are necessary for
acquiring.

3 Infrastructure of the Merchant

3.1 General

The Merchant shall be completely responsible for obtaining, operating
and maintaining an infrastructure that is suitable for the electronic execu-
tion of card payments as well as for taking the technical security mea-
sures to prevent any misuse of the infrastructure; in particular compliance
with PCI DSS pursuant to section 14.3. This shall also apply to changes to
the infrastructure as a result of system adjustments on the part of SPS in
accordance with section 4.1, para. 3.

Only terminals (hardware and/or virtual terminals) that have been certi-
fied in accordance with the applicable PCl standard and the requirements
set forth by the card schemes may be used for the execution of card
payments. EMV certification is a mandatory requirement for hardware
terminals. Furthermore, certified terminals require approval, by one or
more acquirers, in accordance with the country-specific requirements of
the responsible body.

3.2 Obligations of the Merchant

3.2.1 General due diligence obligations

The Merchant is obliged to ensure through appropriate measures that no
manipulation is possible, in particular no improper transactions, and that
the terminals are protected against access by unauthorized third parties.
The Merchant shall train its personnel in the correct handling and use of
the infrastructure at adequate intervals, in particular upon its entry into
operation. It shall also instruct its personnel about measures to be taken
to prevent misuse and fraud.

3.2.2 Obligations regarding hardware terminals

The Merchant shall place all hardware terminals at the point of sale in
such a way that the cardholder has direct access to the terminal (in par-
ticular the display, keypad and card reader) and cannot be observed in
case a PIN entry is required.

3.2.3 Obligations regarding virtual terminals

The Merchant shall, with the appropriate level of care, protect the infra-
structure used to operate virtual terminals, in particular the computers
(including all related network components) and the data carriers that
contain card data (particularly card numbers, expiry dates or transaction
data).

3.2.4 Information obligation/Right to information

At the request of SPS, the Merchant shall provide information in writing
on which terminals are in productive use. Furthermore, the Merchant
authorizes SPS to obtain this information directly from the terminal man-
ufacturers/software providers or any other infrastructure suppliers. The
Merchant shall provide assistance to SPS in this respect.

The Merchant shall immediately notify SPS in writing of any changes
relating to hardware terminals or its webshop, in particular any shut-
downs, replacements or changes of location/URL.

3.2.5 Transaction routing through third parties

The Merchant shall be entitled to enter into an agreement with PCI
DSS-certified third parties (such as payment service providers, network
operators) which deliver transactions to SPS on behalf of the Merchant.
SPS shall not refuse acknowledgement of such third parties unless for
reasons of good cause. Any costs arising in relation to connecting the
third party, in particular for activation, fees, delays and faults, shall be
borne by the Merchant. SPS shall be entitled to invoice the Merchant for
such costs and fees or to offset these against any reimbursements due
for crediting to the Merchant.

The Merchant shall immediately notify SPS in writing of any changes in
relation to transaction routing via third parties or if it switches the third
party used. SPS shall be entitled to refuse such changes or such a switch
of third party for good cause.

3.2.6 Card acceptance through multiple acquirers

If the Merchant simultaneously procures acquiring services from more
than one provider, it must be ensured at all times that the transaction
data relating to each acquirer is kept separate. Working with third-party
acquirers must in no way negatively impact the execution and security of
the transactions to be processed by SPS.

3.2.7 Use of product logos

The Merchant is obliged to clearly present the product logos received
from SPS. In addition, the Merchant is obliged to obtain written consent
from SPS for documents it has drawn up prior to printing or any publica-
tion (e.g. on the Internet) if these documents contain logos of SPS or
specifically mention SPS.
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4  Authorization and settlement system of SPS

41 General

SPS operates and supports the system in technical, organizational and
administrative respects.

The Merchant shall have no right to the system being available at all times
and operating without disruption. SPS provides no warranty in this
respect. SPS shall be authorized to interrupt, at its equitable discretion,
the operation of the system if it deems such an interruption to be neces-
sary for imperative material reasons, for example system adjustments
and updates, disruptions, risk of misuse.

SPS reserves the right to make technical or organizational changes or
additions to the system. If these entail modifications to the infrastructure,
the Merchant shall implement these in accordance with the instructions
from SPS at its own cost. The Merchant is also obliged to accept the
system adjustments and updates, in particular for the purpose of increas-
ing security standards, carried out by SPS and the system/infrastructure
suppliers or terminal manufacturers.

4.2 Authorization

Unless otherwise expressly agreed, the Merchant is obliged to obtain
authorization from SPS for any form of card acceptance by means of a
procedure specified by SPS. This does not apply to exceptions explicitly
authorized by SPS (e.g. contactless card acceptance by means of offline
transactions).

The Merchant acknowledges that within the context of the authorization
procedure, it can only be verified whether a card is not blocked and no
limit has been exceeded. An authorization granted therefore does not
confer on the Merchant any claim to the reimbursement of the transac-
tion by SPS.

4.3 Transaction processing and settlement

The transactions delivered by the Merchant are processed and settled by
the system. The resulting claims to reimbursement are credited to the
Merchant and the bank of SPS is instructed to remit the amount due to
the Merchant’s financial institution.

4.4 Web service “myPortal”

These general business conditions apply to the services offered by SIX
Payment Services Ltd (hereinafter “SPS”) under the name of “myPortal”.
They comprise the electronic provision of reimbursement notices, trans-
action and terminal information, as well as reports and self-service
functionalities, in connection with the acceptance of cashless means of
payment.

The Merchant must specify vis-a-vis SPS the individuals to be given
access rights to the administration area of the myPortal platform. The per-
sonalized login credentials (hereinafter “login credentials”) provided by
SPS entitle them to make changes to the services purchased and to the
configuration on behalf of the Merchant.

The Merchant is responsible for ensuring that the login credentials are
adequately protected against access by unauthorized third parties.
Furthermore, the passwords shall be changed on a regular basis. Any
party that identifies itself to SPS using the login credentials, shall be con-
sidered as having been authorized by the Merchant to use the myPortal
platform. SPS only verifies the login credentials; no further authentication
is carried out.

If there are grounds to suspect that unauthorized third parties have gained
access to the login credentials, the Merchant must ask SPS (contacts to be
found at www.six-payment-services.com/contact) immediately to block
the login credentials. The Merchant shall be liable for any actions taken by
third parties using the login credentials as it is for its own actions.

The Merchant can access the data stored on the myPortal platform for a
period of at least 6 months. However, SPS assumes no responsibility
regarding the authenticity and immutability of data when downloaded,
recorded or stored by the Merchant.

5 Card acceptance

5.1 Obligations of the Merchant

5.1.1 General obligations

Irrespective of the amount involved, the Merchant is obliged to accept all
cards of the agreed card brands and agreed card types (credit, debit or
prepaid card) as a means of payment for goods and/or services. Com-
mercial Cards issued within the EEA - insofar as the provisions of the
regulation (EU) 2015/751 are applied in the country of card issuance — as
well as cards from a three-party card payment system are exempt from
this rule.

Merchants that do not accept all card types of the agreed card brands
shall communicate this to the cardholder clearly, unmistakably and at the
same time as they inform the cardholder about the acceptance of other
card types of the same card brand — in any case prior to the execution of
the transaction. In presence business, this information is to be displayed
clearly at the entrance as well as at the cashier’s desk. In distance busi-
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ness, this information is to be displayed within the Merchant's webshop

or any other electronic or mobile medium.

In all cases, within the context of the acceptance, the Merchant shall

— not split a transaction across several cards or in several partial amounts

on the same card, unless

— it concerns an initial payment paid in advance and a second payment
as the final payment for a service or good that was rendered or deliv-
ered at a later date;

— it concerns an instalment the term and individual instalment amount
of which has been agreed in writing between the retailer and the card
holder;

— the card holder pays one part of the total amount by card and the
remaining purchase amount in another form (e.g. cash or cheque);
not disadvantage Consumer Cards issued within the EU in comparison
with other means of payment, in particular not request a surcharge for

payment with the card;

— not debit the card in return for cash payments or loans granted; cash

payments (Cash Advance, Purchase with Cash Back) require (where

available) a supplemental agreement;

only accept the card for services that cannot be provided immediately

if the cardholder receives written information (also by e-mail) that the

service will be provided subsequently;

not change/correct any data on a receipt after it has been signed; if a

correction is required, a new receipt must be issued;

take the measures expected of a diligent merchant to prevent the mis-

use of cards and notify any suspicions of misuse to SPS immediately.

5.1.2 Special obligations for Alipay acceptance

For the purposes of Alipay acceptance, the Merchant undertakes to
deliver the following marketing data to SPS:

— Merchant ID;

— Business category (food, shopping, services, other);

— Name, address and opening times of every point of sale;

— Description of points of sale.

These enable the Merchant to promote their business activities on the
Alipay platform and are a requirement for Alipay acceptance.

5.2 Exclusion of card acceptance

The Merchant may not accept the card for

— transactions involving goods and/or services that are not offered or
provided by the Merchant but by a third party (sub-acquiring prohibi-
tion);

— transactions that do not correspond to the agreed sector categories; an
additional contract module must be concluded in order to execute trans-
actions outside the sector categories specified in the Contract Modules;

— transactions that are illegal or immoral in its country, at the place of
receipt and/or according to the law applicable to the legal transaction
with the cardholder or that require an official authorization that the
Merchant does not have;

— transactions attributable to the sectors adult entertainment (pornogra-
phy, eroticism), tobacco, pharmaceuticals, gaming and gambling or
auctions; transactions in these sector categories may only be executed
based on a supplemental agreement;

— transactions used to load other means of payment (e.g. prepaid cards,
gift cards or e-wallet solutions); the execution of these transactions
requires a supplemental agreement.

5.3 Card acceptance in presence business

In electronic execution by means of hardware terminals, the Merchant
shall ensure that the reading of the card data and, where necessary,
authentication (e.g. by entering the PIN) can be carried out on the termi-
nal by the cardholder in person — without this being observed by the Mer-
chant or third parties.

If the terminal does not request authentication (e.g. by entering the PIN),
the receipt generated by the terminal must in every case be signed per-
sonally by the cardholder on the signature line intended for this purpose.
When using an mPOS terminal, the cardholder signs directly on the
screen of the mobile end device. The following applies to UnionPay trans-
actions: A PIN/six-digit combination of numbers is required for each
transaction. In addition, each receipt must be signed by the cardholder.
For contactless transactions, the applicable security standard is man-
aged via the hardware terminal. If the security parameters saved on the
card and/or hardware terminal allow, no authentication will be required
(e.g. by entering the PIN) in accordance with the regulatory technical
standards issued by the European Commission under the Payment Ser-
vices Directive. Otherwise, the cardholder will be prompted to authenti-
cate themselves, for example, by entering their PIN.

If the cardholder’s signature is required for the card to be accepted, the
Merchant may only accept the card if it

— is presented within the period of validity printed on it;
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— is not a recognizable forgery;

— has all the relevant security features; and

— has been signed by the cardholder.

Furthermore, for transactions with signature confirmation, the Merchant

shall ensure that

— the cardholder personally signs the receipt in its presence;

- the signature on the paper receipt/screen (for mPOS terminals) matches
the signature on the reverse of the card; and

— the last four digits of the card number are identical to the last four digits
of the number printed on the receipt.

In case of doubt, the Merchant shall check the identity of the cardholder

against a piece of official ID (check that last and first names match) and

note on the receipt that the data on the ID and on the card have been

compared and verified. For mPOS terminals this note has to be recorded

together with a reference to the corresponding transaction ID. For certain

UnionPay cards, the name of the cardholder and expiry date are not

shown on the card. In these cases, the Merchant has no obligation to

carry out checks with respect to the period of validity of the card and the

proof of identity of the cardholder.

If the cardholder is unable to authenticate themselves (e.g. if the card-

holder has forgotten their PIN or the system does not allow any further

PIN entries), the card may not be accepted in accordance with the fall-

back procedures described in sections 11.2 and 11.3.

5.4 Card acceptance in distance business

5.4.1 General

For the execution of distance business transactions, the Merchant must
always obtain the last name, first name and residential address of the
cardholder as well as the card number and expiry date of the card or have
it confirmed in the case of previously stored information and validate the
plausibility of this information; in particular if the delivery address and
residential address differ. The Merchant must specify the company name
used in the webshop on all information transmitted to the cardholder (e.g.
order, delivery and transaction confirmations, invoice).

5.4.2 Secure e-commerce in the webshop (3-D Secure procedure)
By authenticating the cardholder within the scope of “secure e-com-
merce” transactions, the Merchant can reduce the risk of fraudulent trans-
actions subsequently disputed by the cardholder. Under the national laws
implementing the Payment Services Directive, it is up to the Merchant to
ensure that the cardholder can authenticate themselves. For this purpose,
a virtual terminal with merchant plug-in (hereinafter “MPI”) is integrated
into the Merchant’s webshop. This virtual terminal can be obtained from
SPS or another payment service provider certified in accordance with PCI
DSS. The MPI is required in order to execute transactions in accordance
with the 3-D Secure standards of the card schemes (e.g. “Verified by
Visa”, “Mastercard SecureCode” or “ProtectBuy”). During the transac-
tion, the MPI establishes an encrypted connection with the server of the
card issuer and verifies the cardholder’s authentication credentials for
secure e-commerce transactions, which allows the authentication and
subsequent authorization of the transaction by the card issuer. Exceptions
with respect to the cardholder’s authentication are possible under the reg-
ulatory technical standards issued by the European Commission; SPS
shall ensure that the Merchant can benefit as much as possible from these
exceptions.

E-commerce transactions that take place without MPI (e.g. manual entry
of card data on the virtual terminal) are only permitted in exceptional
cases and are associated with a higher risk of charging back of reim-
bursements in accordance with section 10.

5.4.3 Distance business transactions by post, telephone or fax
(mail/phone order)

The acceptance of cards via “mail/phone order” requires use of a certified
virtual terminal. The Merchant must destroy all manually recorded card
data (in particular card number, expiry date and card verification number)
after the transaction has been executed.

Mail/phone order transactions are executed without MPI and the 3-D Secure
procedure. Therefore, the risk of charging back of reimbursements pur-
suant to section 10 is always higher.

5.5 Execution of credits

If a transaction is to be fully or partially refunded to the cardholder after it
has been executed, the Merchant shall issue a credit to the same card. A
credit may only be made with respect to a debit previously settled and the
amount of the credit may not exceed the amount originally debited.
With electronic execution, a credit transaction shall be initiated and a
credit receipt printed out. For mPOS terminals offered by SPS, the Mer-
chant is able to request a subsequent full/partial credit for a transaction in
writing from the Customer Service of SPS.
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Once the Merchant has executed a credit, SPS is entitled to demand from
the Merchant the repayment or offsetting of the transaction previously
settled or reimbursed.

The following applies for Alipay acceptance:

Alipay allows credits to be handled which are within a period of 365 days.
A credit can no longer be requested after this deadline ends. Using appro-
priate customer service provisions or with a suitable written notice, the
Merchant must ensure that the user is notified of the 365-day deadline at
the time of the transaction.

6 Receipts

6.1 General

Non-compliance with the obligations pursuant to sections 6.2 and 6.3
leads to a higher risk of charging back of reimbursements pursuant to
section 10.

6.2 Transfer to the cardholder

In presence business, the original copy of the receipt printed out by the
terminal is retained by the Merchant (“Merchant Receipt”). The Merchant
hands over a copy (“Customer Receipt”) to the cardholder. When using
an mPOS terminal, the receipt is transmitted to the cardholder via e-mail,
if requested.

In distance business, the Merchant provides the cardholder with written
confirmation of the transaction.

6.3 Safekeeping obligation

The Merchant is obliged to store all original paper receipts and copies of
the electronic receipts, all transaction data and daily closing reports (incl.
individual transaction data) as well as the related order data and docu-
mentation in a secure location for at least 36 months from the date of the
transaction.

Electronic data must be stored in an encrypted form and be protected
against unauthorized access. In this respect, the Merchant is obliged to
comply with the relevant instructions issued by SPS (pursuant to section
14.3).

7 Transaction delivery

7.1 Delivery deadlines

The Merchant is obliged to deliver the transactions to SPS within 48 hours
of their execution.

For transactions that arrive in the system of SPS later than is stipulated in
the aforementioned provision, SPS reserves the right to deny the Mer-
chant the claim to reimbursement or to reclaim/offset reimbursements
previously credited.

In distance business (secure e-commerce, mail/phone order), the Mer-
chant shall be obliged to deliver the transactions within 48 hours even if
it is unable to send/deliver the goods in question immediately or provide
the service immediately.

The Merchant bears the sole risk regarding the data transfer from the
infrastructure of the Merchant to the system operated by SPS, irrespec-
tive of whether this is carried out by the Merchant or a third party it has
involved.

7.2 Delivery currency
The Merchant shall deliver the transactions in the currencies set out in the
Contract Module.

7.3 Subsequent entry

Provided the Merchant meets the delivery deadlines pursuant to section
7.1, itis possible to manually re-enter lost, incorrect or incompletely deliv-
ered transactions in cases attributable to a technical disruption to data
transmission or processing. Incorrect bookings (e.g. amount booked is
too high or too low) cannot be re-entered.

Transactions that are delivered after more than 60 days (debit cards) or
180 days (credit cards) cannot be re-entered. The same applies to trans-
actions whose data is not entered into SPS’ system.

8 Reimbursement

8.1 The Merchant’s claim to reimbursement

SPS shall reimburse the Merchant in respect of the transactions delivered
— after deducting the agreed fees and subject to a subsequent charge-
back — at the agreed reimbursement frequency. The settlement details are
shown on the reimbursement notice.

No payments are processed by SPS on bank holidays. The Merchant
accepts any delays to crediting resulting therefrom. Other country-spe-
cific or regional public holidays may result in additional delays.

8.2 Account for receiving reimbursements

The Merchant shall hold an account at a financial institution in the name
of the company or the owner for the purpose of receiving the reimburse-
ments. For proper processing, the IBAN and BIC of the corresponding
account are required.
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The Merchant acknowledges that if incorrect or insufficient account data
is provided, transfers/direct debit collections may either not be executed
or transfers may be made to another recipient. All costs and fees incurred
for inquiries or any other related expenses shall be fully borne by the
Merchant.

SPS shall credit reimbursements resulting from the Contract Modules to
the Merchant in the form of a collective payment. If the Merchant
requests transfers for each card brand, it shall bear any additional costs
arising in this respect.

8.3 Reimbursement currency

In principle, reimbursements are credited to the Merchant in the local
currency valid at the Merchant's registered seat. If the Merchant requests
crediting in another currency, the currency delivered by the Merchant is
converted via EUR into the requested reimbursement currency. The for-
eign currency conversion rates specified by SPS apply. The Merchant
shall accept the conversion rates applied by SPS.

8.4 SEPA payment transactions

In the event of the Merchant intending to make use of the benefits of
SEPA payment transactions, it shall ensure that the financial institution it
has selected participates in SEPA payment transactions and that it holds
a euro account. If these requirements are not met, higher processing fees
may be incurred. An account corresponding to the SEPA criteria can be
used for both, the receipt of reimbursements as well as the collection of
SEPA business-to-business direct debits.

8.5 Reimbursement notice and pre-notification

The reimbursement notice is provided by SPS in the form agreed in the
Contract Module. In every case, the reimbursement notice shall be made
available in the web service “myPortal”.

The Merchant shall notify SPS in writing, within 30 days of provision
within the web service or, in the case of other agreed forms of delivery, of
receipt, of any objections in relation to the reimbursement notice; other-
wise the reimbursement notice, including all the information contained in
it, is deemed to be correct and complete and to have been approved with-
out reservation.

If claims of SPS vis-a-vis the Merchant (e.g. in case of chargebacks or a
negative balance) are settled by means of a SEPA business-to-business
direct debit collection, the Merchant receives a request for payment for
the outstanding amounts in the form of a pre-notification. The direct
debit will be collected on the due date advised. If, at the time of collec-
tion, the Merchant’'s account has insufficient funds and a chargeback
procedure is initiated, the Merchant shall fall into arrears from the date of
the chargeback.

9 Fees

9.1 General

All fees to be paid by the Merchant to SPS are set out in the Contract
Module. The fees shall fall due upon the service being provided by SPS;
they shall be offset against accrued reimbursements and listed on the
reimbursement notice (section 8.1).

If the application of a schedule of fees is agreed in the Contract Module,
the version valid upon conclusion of the Contract Module (available at
www.six-payment-services.com/downloads) constitutes an integral part
of the Contract Module.

The Merchant'’s claims vis-a-vis SPS may only be offset with prior written
approval of the latter. SPS is entitled at any time to offset its claims vis-a-
vis the Merchant. Such offsetting of claims shall be governed by the Lux-
embourg law on financial collateral arrangements of 5 August 2005, as
amended.

9.2 Interchange fees

The Merchant may request information regarding the amount of inter-
change fees from SPS in writing or access it via www.six-payment-
services.com/interchange.

9.3 Third-party crediting fees

The transfer fees or foreign currency crediting fees charged by the Mer-
chant’s financial institution, in connection with crediting shall be borne
by the Merchant and be directly charged to the latter upon the reimburse-
ment being credited. In the event of statutory changes and/or changes to
fees charged by third parties, SPS reserves the right to change its modal-
ities of reimbursement.

9.4 Default of payment

If the offsetting of the amounts owed by the Merchant does not result in
entire settlement thereof, SPS will submit to the Merchant a request for
payment for the outstanding amount. The term of payment is 10 days;
upon its expiration the Merchant shall fall into arrears without further
notice.

In the event of the Merchant falling into arrears, SPS shall be entitled to
charge default interest at the statutory rate on the outstanding amount
and charge all costs for dunning and debt collection to the Merchant.
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9.5 Taxes

The fees specified in the Contract Modules for products and services of
SPS are, unless otherwise specified, exclusive of indirect taxes (e.g. VAT),
withholding taxes and other duties. All taxes and duties which under the
legislation of the Merchant’s country are due or could in future become
due with respect to the services to be rendered by SPS within the scope
of the Contract Modules shall be borne by the Merchant. In all cases, the
Merchant is obliged to adhere to the provisions applicable in its country
in relation to indirect taxes (e.g. reverse charge), withholding taxes and
any other duties. The Merchant shall fully indemnify SPS against any
claims derived therefrom by third parties against SPS.

10 Chargebacks and fraud monitoring

10.1 Chargebacks

The cardholder and card issuer are entitled to dispute a transaction pro-
vided that the prerequisites for the opening of a chargeback procedure, in
particular the existence of a chargeback reason, are fulfilled.

In the event of a chargeback procedure being opened, the Merchant
shall, following SPS’ request, submit to the latter, within 10 days and by
registered mail, copies of all receipts and documentation (pursuant to
section 6) suitable to refute the chargeback reason. If the chargeback
reason cannot be refuted by means of the receipts submitted by the Mer-
chant or if the receipts requested are not submitted in due time, SPS is
entitled to reclaim transactions already reimbursed or to offset them with
reimbursements to be credited to the Merchant (“chargeback”). This also
applies to cases in which goods and/or services are not directly delivered/
rendered by the Merchant but by third parties, particularly if the Merchant
acts as intermediary or agent of such third parties.

If the Merchant, following the opening of a chargeback procedure,
wishes to execute a credit in favor of the card used in the disputed trans-
action, it shall inform the Chargeback department at SPS about its inten-
tion. Following approval by SPS, the Merchant shall execute the credit in
accordance with the provisions set out in section 5.5.

During the chargeback procedure, the Merchant shall refrain from taking
any legal action against the cardholder.

10.2 Chargeback reasons in presence business

With respect to card acceptance in presence business, SPS shall, in partic-

ular, have a chargeback right if the cardholder disputes the transaction and

the Merchant cannot prove that the card was present at the point of sale at

the time of the transaction. This applies, in particular, if the Merchant

— upon accepting EMV cards, reads the card data via a “non-EMV termi-
nal” (without EMV chip reader); or

— does not read the card data from an EMV chip or magnetic stripe, but
enters it manually via the keypad of the terminal (in accordance with
the fallback procedures pursuant to sections 11.2 and 11.3).

This list of chargeback reasons is not exhaustive.

10.3 Chargeback reasons in distance business

With respect to card acceptance in distance business, in particular, the

following chargeback reasons apply:

—the cardholder disputes the order and/or receipt of goods or services;

— the cardholder rejects the goods received as defective or as not being
those specified in the order;

— the cardholder withdraws from a purchase of goods and/or services
within the statutory withdrawal period;

— the cardholder asserts claims vis-a-vis the Merchant or for any other
reason refuses to fulfill the claim resulting from the transaction;

— the transaction was executed without 3-D Secure procedure.

This list of chargeback reasons is not exhaustive.

10.4 Fraud monitoring

Within the context of fraud monitoring, SPS is entitled at any time to issue
instructions to the Merchant aimed at preventing fraud cases (e.g. obliga-
tion for cardholders to provide ID). These instructions come into force as
soon as the Merchant has been notified thereof and the Merchant is
obliged to fully comply with them.

In the event of reasonable suspicions of fraud, SPS is entitled to withhold
the reimbursements to the Merchant until the suspicions have been clar-
ified. This remains subject to sections 10.2 and 10.3. In the event of an
excessive number of fraud cases, SPS also reserves the right to terminate
the Contract Modules with immediate effect.

10.5 Compliance with the limits

Each month the Merchant shall ensure that for the card brands agreed the

following thresholds are kept:

— ratio of the total volume of chargebacks plus credits/to gross sales per
month shall not exceed 2%;

— ratio of the number of chargebacks plus credits/to the number of trans-
actions per month shall not exceed 1%;

— ratio of the total volume of fraudulent transactions/to gross sales per
month shall not exceed 0,75%;
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- ratio of the number of fraudulent transactions/ to the number of trans-
actions per month shall not exceed 3% and less than 3 fraudulent trans-
actions.

If either of these thresholds is exceeded, SPS is entitled to charge the Mer-

chant case-specific expenses for each chargeback/credit/fraudulent trans-

action in excess of these limits. Furthermore, SPS is entitled to pass on any
penalty and/or processing fees imposed by the card schemes to the Mer-
chant, to defer the reimbursement of the transactions delivered for up to

180 days and to terminate the Contract Modules with immediate effect.

11 Functional disruptions and fallback procedures

11.1 General

The following functional disruptions may occur:

— functional disruption to the system;

— functional disruption to the infrastructure or the terminal;

— functional disruption to the card (damaged card).

In the event of functional disruptions, the Merchant may use the manual
fallback procedures pursuant to sections 11.2 and 11.3. The Merchant
acknowledges that for transactions executed using the fallback proce-
dures, there is a higher risk of charging back of reimbursements pursuant
to section 10.

When applying the fallback procedures, the Merchant shall in each case
request from the cardholder a piece of official ID and match the data on
the ID (last name and first name) against that on the card. After complet-
ing the fallback procedures, the Merchant is obliged to immediately
destroy all manually recorded card data. Under no circumstances may
the Merchant file or store the card verification number or any data read
and saved from the magnetic stripes of cards after the transaction has
been authorized.

There is no fallback procedure for transactions with Visa Electron, V PAY,
Maestro and UnionPay as well as for Dynamic Currency Conversion
(DCC) transactions.

11.2 Fallback procedures for functional disruptions to the system/
terminal

If the system or the terminal of the Merchant fully or partially fails, the
Merchant shall authorize each transaction with SPS by telephone until
system operation is resumed/the terminal is functioning again. Once sys-
tem operation has been resumed, the transaction data as well as the
authorization number obtained shall be entered manually by the Merchant
on the terminal using the “Booking authorized by telephone” function.

In the event of a functional disruption on the mPOS terminal, there is no
fallback procedure available.

11.3 Fallback procedures for functional disruptions to the card

If the functional disruption is a result of damage to the card, the Merchant
may manually enter the card data on the terminal. The Merchant shall
authorize such transactions in advance with SPS by telephone. The manual
entry of data by typing in the card data on the terminal must be executed
using the “Manual card data entry” function. The receipt printed out by
the terminal must be signed personally by the cardholder.

12 Additional provisions for hotel or car rental
reservations

With respect to the acceptance of credit cards for hotel or car rental res-
ervations, the Merchant shall additionally adhere to the provisions on the
respectively applicable data sheet, “Hotel reservation guarantee per
credit card”/"Hotel reservation by means of down payment with a credit
card (Hotel Advance Deposit)”/“Rental car reservation with a credit card”.
The respective data sheet forms an integral component of the Contract
Module.

13 Additional provisions for Dynamic Currency
Conversion (DCC)

The dynamic currency conversion (DCC) service allows dynamic currency

conversion at the terminal. An overview of the foreign currencies avail-

able can be requested from SPS.

The Merchant shall ensure that the cardholder can in all cases inde-

pendently select whether he/she wishes to carry out the transaction in

the card currency (DCC transaction) or in the local currency.

For DCC transactions, the foreign currency conversion rate (local cur-

rency/card currency) specified by SPS for the accepted foreign card shall

apply to the cardholder. The Merchant shall accept the conversion rate

specified by SPS.

SPS shall be authorized, at its equitable discretion, to interrupt the opera-

tion of the DCC service or of individual foreign currencies if it deems such

an interruption to be necessary for imperative material reasons, for exam-

ple disruptions, risk of misuse or extraordinary volatility on the foreign

exchange markets.
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14 Data protection

14.1 General

The Contracting Parties are obliged to comply with the provisions of the
respectively applicable laws in relation to data protection.

In this respect, the Merchant is obliged to require that its personnel as
well as any other third parties involved by it that have access to confiden-
tial or otherwise protected data (in particular card data) comply with the
data protection provisions as well as with the security requirements of
the PCI DSS (pursuant to section 14.3).

14.2 Data processing and data transfer
The Merchant shall expressly authorize SPS, prior to the Contract Module
coming into force and throughout its duration, to obtain all information,
including personal data that SPS deems to be important in relation to the
Contract Module and the fulfillment of the services established therein.
Furthermore, SPS is entitled to transfer data from the Contract Modules
and Framework Agreement within the scope required to third parties
appointed by SPS in order to assess potential risks or execute transac-
tions. Data shall also be forwarded to card schemes for marketing pur-
poses. The Merchant acknowledges that the data (in particular master
data and transaction data) related to the conclusion and fulfillment of the
Contract Modules is processed in Switzerland and in countries of the EU.
As part of Alipay’s acceptance, the contracting partner additionally
acknowledges that Alipay shall also process master data, transaction
data and marketing in the People’s Republic of China.
SPS, in its capacity as the entity responsible for data processing, collects
and processes personal data of the Merchant and/or the natural persons
connected to the Merchant'’s organization in order to ensure the following:
— identification of the Merchant and/or the natural persons connected to
the Merchant’s organization;
— correct execution of the Contract Modules; and
— compliance with legal obligations.
SPS shall take the appropriate technical measures and implement an ade-
quate organization in order to ensure the protection of such personal data
and shall process it as per the above-mentioned purposes and in accor-
dance with the applicable data protection laws, including the Payment Ser-
vices Directive as well as the national transposition laws, and from 25 May
2018, the General Data Protection Regulation (EU) 2016/679. The Merchant
agrees to this and grants its express consent to the data processing.
The Merchant and, as the case may be, the natural persons connected to
the Merchant’s organization, have the right to access their personal data
as well as the right to correct and delete this data and, as from 25 May
2018, the right to the portability of their personal data in accordance with
the applicable laws.
The Merchant is obliged to take all of the necessary measures in order to
inform the natural persons connected to its organization of the process-
ing of their personal data within the meaning of this section and to ensure
that these persons have consented to the data processing in the form
prescribed by the applicable laws.

14.3 PCI DSS data security standard

Card data (in particular card numbers, expiry dates) shall be protected
against loss and unauthorized access by third parties. The card schemes’
data security provisions that must be met to this effect are defined in the
PCI DSS. In this respect, the Merchant shall observe and at all times fully
comply with the currently applicable version of the “PCI DSS compliance
instructions security standards” issued by SPS, which forms an integral
part of these GBC. In particular, the Merchant is obliged to carry out the
certification measures, e.g. self-assessment questionnaire, and confirm
to SPS its compliance with the PCI DSS.

In the event of card data being stolen or if it is suspected that card data has
been stolen, the Merchant shall notify SPS immediately. In such a case,
the Merchant expressly authorizes SPS to mandate an audit company
accredited by the card schemes to produce a “PCl audit report”. This will
involve investigating the circumstances in which the damage arose and
verifying whether the Merchant complied with the PCI DSS. The Mer-
chant is obliged to cooperate fully with the audit company; in particular,
it shall provide the audit company with unrestricted access to its prem-
ises and infrastructure. After the PCI audit report has been produced, the
Merchant shall, at its own expense, completely resolve all the security
defects identified within a period of time notified by SPS. If the investiga-
tion reveals that the security standards in accordance with PCI DSS were
not met at the time the data was stolen, the costs incurred in producing
the PCl audit report shall also be borne by the Merchant.

SPS shall be entitled to pass on any claims for damages put forward by
the card schemes to the Merchant and/or to terminate the Contract Mod-
ule with immediate effect if the Merchant does not comply with the PCI
DSS or if the Merchant does not confirm, upon request, that it is comply-
ing with the PCI DSS. This shall apply equally in the event of card data
being stolen or if it is suspected that card data has been stolen.
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15 Liability

Notwithstanding ancillary statutory provisions and unless explicitly regu-
lated otherwise, the Merchant shall be liable, in particular, for damage
that SPS incurs as a result of the former, or third parties involved by it,
failing to fulfill their obligations, notably in technical, organizational and
administrative respects. In particular, SPS is entitled to pass on to the
Merchant any potential claims for damages resulting from a culpable
breach of duty by the Merchant or by third parties involved by it as well
as any penalty and/or processing fees imposed by the card schemes and
any other case-related expenses. The Merchant shall fully indemnify SPS
in this respect and shall be liable for these claims and any additional
case-related expenses.

Unless explicitly regulated otherwise, SPS or third parties involved by it
shall be liable in case of wilful misconduct or gross negligence in accor-
dance with the statutory provisions.

The liability of the Contracting Parties for culpable harm to life, body or
health as well as the statutory product liability remain intact.

16 Notifications

All notifications shall be issued in writing unless another form has been
explicitly agreed in the Contract Module. Written form also includes elec-
tronically transmitted messages (e.g. via e-mail or via a platform provided
by SPS within the scope of a service).

17 Modifications and additions to the Contract Modules,
incl. fees
To be effective, any modifications or additions to the Contract Modules,
in particular the GBC and other integral parts, must be made in writing
(including in electronic form).
SPS reserves the right at any time to modify or make additions to the
Contract Modules, in particular the GBC and other integral parts as well
as the fees. These modifications or additions shall be communicated in
writing to the Merchant at least 60 days prior to their coming into force,
unless these changes or additions are required by law and stipulate a
shorter time limit. If the Merchant is not willing to accept the announced
modification or addition, it shall be entitled to terminate the Contract
Module affected by the modification or addition by registered mail within
30 days of receipt of the modification or addition notification, with effect
at the time the modification or addition comes into force. If the Merchant
omits the termination, this shall be deemed to represent acceptance of
the modification or addition.
Taking security measures in accordance with section 2.1.4, para. 3, making
changes to the system in accordance with section 4.1, para. 3 as well as
modifying the fees within an agreed charging framework are not deemed
to be modifications within the meaning of this section and therefore do
not represent grounds for termination.

18 Coming into force, duration and termination

18.1 Coming into force

In principle, the Contract Module comes into force once SPS has sent the
activation confirmation to the Merchant. If, however, the Contract Mod-
ule explicitly foresees countersignature by SPS, the Contract Module
shall come into force upon being signed by the Contracting Parties.

18.2 Duration
The Contract Module is concluded for an indefinite duration.

18.3 Ordinary termination

The Contract Module may be terminated as per the end of a month by
registered mail. If the Contract Module is terminated by the Merchant, the
notice period is one month. In the event of termination by SPS, a two-
month notice period shall apply.

The Merchant's right to termination pursuant to section 17 and the right
to immediate termination for good cause of the Contracting Parties, pur-
suant to section 18.4, remain reserved.

Notification of termination of one Contract Module does not cause the
termination of the remaining Contract Modules. If no further Contract
Modules exist, the termination of the last/sole Contract Module automat-
ically results in the dissolution of the Framework Agreement.

18.4 Extraordinary termination

In the event of good cause, the Contracting Parties shall be entitled at any

time to terminate the Contract Modules with immediate effect. In partic-

ular, good cause includes the following:

— serious or repeated breaches of the provisions of the Contract Module
by either Contracting Party;

— repeated complaints/chargebacks and/or transactions being reported
by card issuers as fraudulent (pursuant to section 10);

— other inconsistencies in settled transactions;

— a significant change in the ownership structure and control of the
Merchant;
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— the opening of insolvency proceedings over the assets of the Merchant.
The extraordinary termination of Contract Modules for card acceptance
authorizes SPS to immediately terminate all existing contract modules.
The immediate termination of all existing contract modules causes the
Framework Agreement to be automatically rescinded.

18.5 Automatic termination

The Contract Modules shall automatically terminate, without requirement
of notice, if for a period of 2 years no transaction deliveries by the Mer-
chant have occurred.

The automatic termination of Contract Modules for card acceptance
results in the automatic termination of all existing contract modules as
well as the Framework Agreement.

18.6 Consequences of contract termination

The obligations arising out of sections 6.3 (Safekeeping obligation),
14 (Data protection), 15 (Liability), 18.6 (Consequences of contract termi-
nation), 19 (Confidentiality), 20.3 (Assignment prohibition) and 20.7
(Applicable law and place of jurisdiction) shall remain in place following
termination of a Contract Module.

Following termination of the Contract Module, the Merchant shall remove all
references to the corresponding services of SPS visible to customers.
Upon notice of termination of a Contract Module, SPS is entitled to with-
hold the crediting of reimbursements to the Merchant immediately and
for 180 days beyond the termination date of the Contract Module in order
to offset any subsequent claims, in particular chargebacks, against these
reimbursements.

If criminal or any other legal proceedings are opened against the Mer-
chant or charges have been brought against the Merchant, SPS reserves
the right to delay the crediting of reimbursements at least until the pro-
ceedings have been completed.

19 Confidentiality

The Contracting Parties reciprocally undertake to keep confidential the
agreed commercial conditions as well as all information, documentation,
data and processing techniques — described or identifiable as being con-
fidential and neither publicly nor generally accessible — that they become
aware of in fulfilling the Contract Modules; they may only make these
accessible to third parties with prior written consent from the other Con-
tracting Party. This does not prevent any Contracting Party from disclos-
ing confidential information insofar as it constitutes a performance of
mandatory provisions of law.

20 Concluding provisions

20.1 Right to issue instructions of SPS

The Merchant is obliged to comply with the technical, organizational and
administrative instructions and guidelines issued by SPS as well as the
terminal and infrastructure suppliers.

20.2 Intermediary activities of SPS

SPS also acts as an intermediary for other acquirers and infrastructure
suppliers and in doing so, brokers their contracts in their name, at their
risk and on their account. The contracting parties for services provided in
this manner are the respective service provider and the Merchant.

20.3 Assignment prohibition
The Merchant may only assign any of the rights or duties it has vis-a-vis
SPS with prior written consent from SPS.

20.4 Involvement of third parties/assignment to Group companies
SPS reserves the right to transfer the fulfillment of its contractual obligations
to third parties at any time, without having to inform the Merchant.

SPS is entitled to assign the Contract Module to another Group company.
In such a case, the Merchant is to be suitably notified.

20.5 Waiver of rights

If any rights arising from the Contract Modules are not asserted by SPS,
this in no way represents a waiver of these rights unless SPS has issued
an express written waiver declaration in this regard.

20.6 Severability clause

Should a provision of the Contract Modules (including fees) be declared
invalid, the remaining provisions shall not be affected thereby and are to
be construed in such a way as if the Contract Module concerned was
concluded without the invalid provision. The same applies to any contrac-
tual omissions.

20.7 Applicable law and place of jurisdiction

All legal relationships between the Merchant and SPS arising from the
Framework Agreement and from all Contract Modules concluded are
subject to Luxembourg law, to the exclusion of the UN Sales Convention.
The exclusive place of jurisdiction is Luxembourg.
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20.8 Procedure for out-of-court settlement of disputes

The CSSF may settle disputes relating to the rights and obligations arising
from Titles Ill and IV of the Payment Services Directive and the national
transposition laws out of court, in so far as these rights and obligations
have not been excluded under section 1.2

For more information on the CSSF and the conditions for access, please
refer to the CSSF website http://www.cssf.lu/.
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Informace k ochraneé dat pro zakazniky

Otazka Odpovéd'

Koho se tykaji tyto informace ohledné Tyto informace o ochrané dat (“informace”) sméfuji na zakazniky a partnery (v

ochrany dat? ramcové smlouvé spolecné oznacovani jako “zékaznici”) SIX Payment Services
(“SPS"). Tyto informace se tykaji pfijemc, ktefi jsou zékazniky nékteré nebo
nékterych néasledujicich pravnich subjekti:

— SIX Payment Services Ltd
— SIX Payment Services (Europe) S.A.
— SIX Payment Services (Germany) GmbH

Pravni subjekty jmenované vyse budou oznacovany jednotlivé jako “SPS spolecnost”
nebo spolecné jako “SPS spolecnosti” pokud se urcité prohlaseni nebude tykat
pouze nékterého pravniho subjektu. V takovém pfipadé by byl pravni subjekt
oznacen jménem.

Co je cilem informace? Tato informace ma za Ukol obeznamit zakazniky o tom:

— ktera osobni data (,data”), kterd obchodnik poskytl, jsou zpracovdvana
spolec¢nostmi SPS,

— co je Gcelem a na zékladé ceho sple¢nosti SPS toto provadéji,

— jak a jak dlouho jsou data zpracovavana,

— jaka prava ohledné ochrany dat zékaznici maji vici spolecnostem SPS, a

— oddéleni odpovédném za zpracovani dat uvniti spolecnosti SPS a koho mohou
zékaznici v pfipadé dotazd kontaktovat.

Jaka data jsou zpracovavana Spolecnosti SPS zpracovavaji data, kterd jsou jim pfedana nebo zpfistupnéna

spoleénostmi SPS? zékaznikem za icelem uzavieni ramcové smlouvy o obchodnim vztahu. Toto se
vztahuje na kontaktni osoby, jako jsou jejich jména, emailové adresy ¢i pracovni
telefonni Eisla.

Sdélenim vy$e uvedenych dat spole¢nosti SPS, zakaznik potvrzuje, Ze informoval
fyzické osoby, kterych se to tyké (zaméstnance, agenty, atd.) a jejichZ osobni data
spole¢nosti SPS sdéluje.

Pokud zakaznik pouZziva online sluzby spolecnosti SPS, ochrana osobnich dat SPS
WWW.Six-payment-services.com/privacy-statement ma byt konsultovéna.

Zpracovavaji spolecnosti SPS jina data? V souvislosti s plnénim povinnosti prevence prani $pinavych penéz a financovani
teroristl, SIX Payment Services (Europe) S.A. je povinna dle zakona proti prani
$pinavych penéz shirat a uchovavat specifické osobni dokumenty a informace. Z
tohoto dlvodu, SIX Payment Services (Europe) S.A. musi, kromé jiného, zjistovat a
kontrolovat identitu zakaznikl, vyznamnych majiteli zakaznika ¢i beneficientl
zakaznika, posuzovat zptisob vykonavani a podstatu obchodu, ke kterému se
zakaznik hlasi, shromazdovat a kontrolovat informace, pivod uZitych zdroja, stejné
tak neustale monitorovat obchodni vztah a transakce, které se odvijeji v ramci
uzaviené smlouvy. SIX Payment Services (Europe) S.A. musi uchovavat kopie
dokumentl a obdrzené informace, které jsou pozadovany k plnéni vyse uvedenych
povinnosti, stejné tak jako astfizky od transakci a zdéznamy potiebné k identifikaci
transakei.
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K jakému acelu spoleénosti SPS data Data jsou zpracovavana spolecnostmi SPS vyhradné za (iCelem uzavirani smluv se
zpracovavaji? zékazniky. Specifické pouziti dat je odvislé od smlouvy uzaviené mezi zakaznikem a
spolecnosti SPS. Spolecnosti SPS spole¢nosti data vyZaduji zejména pro:

— obecné udrZovani zakaznického vztahu;

— poskytovani sluzeb, které jsou dle smlouvy povinny poskytovat;

— posilani produkti a informaci, které jsou dle smlouvy povinny poskytovat;

— Gcely uctovani;

— (Gcely thrad;

— Gcely zpracovani ndmitek ¢i stiznosti podanych zakaznikem;

— poskytovani informaci zakaznikovi ohledné zmén a vyvoje produktl a sluzeb;
— odesilani informacnich dopis(;

— hlasového nahravani.

Spolecnosti SPS neprocesuji data za zadnych okolnosti mimo své smluvni vztahy se

zakazniky.
Jaké odlivodnéni ma spole¢nost SPS Spole¢nost SPS data zpracovava v prvni fadé ve svém vlastnim legitimnim zajmu,
ke zpracovavani dat? aby zarucila dodrZovani smluv se zakazniky a pravidel regulator(.
Jsou data predavana také tietim VSechny spolecnosti SPS jsou pfimo €i nepfimo zcela vlastnéné dcefinné spolecnosti
stranam? spoleénosti Worldline. Spoleénosti SPS mohou celé nebo ¢asteéné zpracovani dat a

jinych sluzeb pfedat Worldline nebo jinym dcefinnym spole¢nostem (véetné
spolecnosti SPS) Worldline a externim tfetim stranam ve §vycarsku a zahranici.

Pokud jsou data pfenesena k Worldline, dcefinnym spole¢nostem Worldline nebo
externim tfetim stranam jako soucast outsourcingu, je outsourcujici SPS spole¢nost
povinna obdrZet od pfijemce predem zaruku dodrzovani divérnosti a ochrany
spolecnosti SPS.

Kazda spolecnost SPS si ponechava pravo sdélit data Gradim a/nebo tfetim stranam
ve Svycarsku a v zahraniéi pokud je spoleénost SPS povinna tak uginit dle platnych

zékond.
Prenasi spolecnosti SPS data také do Jako soucdast vykonavani smlouvy se zakazniky, spole¢nosti SPS smi spolupracovat
zemi mimo EU, EEA nebo Svycarsko? se tfetimi stranami (napf. dodavateli), ktefi poskytuji nékteré ze svych sluzeb nebo

vyrabi néktery ze svych vyrobké mimo EU, EEA nebo Svycarsko.

Pokud takova tfeti strana obdrzi pristup k dattim jakou soucast pInéni smlouvy,
prislusna spolecnost SPS a tfeti strana vstoupi do pisemné smlouvy, ktera zajisti
ochranu dat na stejné Urovni, jaké je poZadovana regulativy ochrany dat v EU nebo
Svycarsku.

Na pozadani, smi zakaznici vidét smluvni dohody (Gryvky), které spoleénost SPS
implementovala s tfetimi stranami, které tato zakaznicka data zpracovavaji.

Jak dlouho jsou data zpracovavana nebo  Data jsou standardné uchovavana deset let po skonceni smluvniho vztahu se
uchovavana spoleénostmi SPS? zakaznikem. Vyjimkou jsou data, ktera musi byt dle mistnich zakon(i smazana pred
uplynutim této lhaty.
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Jaka prava fyzickych osob (“subjekti Subjekty dat jsou opravnény k nésledujicim pravim vztahujicim se k Gdajim o
dat”) jsou dotéena zpracovanim jejich dat  subjektu dat:
spoleénostmi SPS jako soucast

obchodniho vztahu se zakazniky? — obdrzet informaci o tom, zda nebo ktera data miizZe spolecnost SPS ukladat a

uchovévat (kategorie dat, adresati nebo kategorie adresat(, doba uchovani, ¢i
kritéria, ktera takovou dobu uréuji);

— obdrzet kopie dat zpracovavanych spolecnostmi SPS;

— pozZadovat opravu dat, pokud tato nejsou spravna;

— poZadovat vymazani dat;

— poZadovat omezeni zpracovani dat;

— obdrZet data ve strukturované, pfistupné a strojové Citelném formatu;

— podat namitku proti zpracovavani dat, zejména pro tcely pfimé reklamy.

Prava specifikovana vySe mohou byt odmitnuta nebo omezena, pokud zajem, prava a
svobody tfetich stran pfevazuji nebo pokud je zpracovavani dat nezbytné k vytvoreni,
vykonu a obrané jakychkoliv pravnich namitek spole¢nosti SPS.

Maiji spoleénosti SPS referenta pro Ano. VeSkeré dotazy ohledné ochrany dat a dotéenych osobnich prav mohou byt
ochranu dat? smeérovany na referenty ochrany dat (DP0Os) v SPS na nasledujicich kontaktnich
adresach:

SIX Payment Services Ltd
Compliance
Hardturmstrasse 201

8021 Zurich

Switzerland

Pro SIX Payment Services Ltd:
dataprotection.switzerland@six-payment-services.com

Pro SIX Payment Services (Europe) S.A.:
dataprotection.europe@six-payment-services.com

Pro SIX Payment Services (Germany) GmbH:
dataprotection.germany@six-payment-services.com
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Kdo je zodpovédny za zpracovani dat v Pro jednotlivé spolecnosti SPS, nasledujici subjekty jsou odpovédné za zodpovézeni
jednotlivych spoleénostech SPS? dotazli vztahujicich se ke zpracovani dat:

SIX Payment Services Ltd

Global Data Protection Support

Hardturmstrasse 201

8021 Zurich

Switzerland
dataprotection.switzerland@six-payment-services.com

SIX Payment Services (Europe) S.A.

Global Data Protection Support

10, rue Gabriel Lippmann

5365 Munsbach

Luxembourg
dataprotection.europe@six-payment-services.com

SIX Payment Services (Germany) GmbH

Global Data Protection Support

Langenhorner Chaussee 92-94

22415 Hamburg

Germany
dataprotection.germany@six-payment-services.com

V pfipadé rozdilu mezi némeckou verzi a prekladem, ma némecké verze prednost.

Kontaktni osobu ve VaSem regionu naleznete na adrese: www.six-payment-services.com/kontakt

SIX Payment Services Ltd  SIX Payment Services (Europe) S.A.  SIX Payment Services (Europe) S.A. SIX Payment Services (Germany) GmbH
Hardturmstrasse 201 10, rue Gabriel Lippmann Rakouské pobocka Langenhorner Chaussee 92-94

8021 Curych 5365 Munsbach Marxergasse 1B 22415 Hamburk

Svycarsko Lucembursko A-1030 Viden Németorszag
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