EVROPSKA UNIE
Evropské strukturalni a investicni fondy

Operacni program Vyzkum, vyvoj a vzdélavani

Univerzita Palackého
v Olomouci

KUPNi SMLOUVA
¢. 286/0VZ/IPV/2021

1. Kupujici: Univerzita Palackého v Olomouci
verejna vysoka skola zfizena zakonem ¢. 111/1998 Sb., o vysokych skolach a o zméné a
doplnéni dalsich zakonti (zakon o vysokych $kolach), ve znéni pozdéjsich predpist

Se sidlem: Krizkovského 511/8, 771 47 Olomouc
[CGs 61989592

DIC: CZ61989592

Rektor: prof. MUDr. Martin Prochazka, Ph.D.

Osoba opravnéna jednat ve

vécech technickych:

Bankovni spojeni:

Cislo Gétu:

(déle jen ,Kupujici®) na strané jedné

a

2. Prodavajici: ALFA NOBEL s.r.o.

Se sidlem: Denisova 277/16, 779 00 Olomouc

ICO: 04092121

DIC: CZ04092121

Statutarni organ: Martin Svoboda, jednatel

Zapsan v obchodnim rejstfiku vedeném Krajskym soudem v Ostrave,
oddil C,
vlozka 62321

Bankovni spojeni:

Cislo uétu:

Osoba opravnéna jednat
ve veécech technickych:

(dale jen ,Prodavajici”) na strané druhé

uzaviraji nize uvedeného dne, mésice a roku podle ust. § 2079 a nasl. zakona ¢. 89/2012
Sb., obCanského zakoniku, ve znéni pozdéjsich predpisu (dale jen ,obCansky zakonik"), tuto
kupni smlouvu (dale jen ,Smlouva“) v ramci projektu ,,Obnova a modernizace IT infrastruktury
UP” reg. ¢. CZ.02.2.67/0.0/0.0/16_016/0002305 v ramci Operacniho programu Vyzkum,
Vyvoj a Vzdélavani.

Kupujici s Prodavajicim uzaviraji tuto Smlouvu v dusledku skuteCnosti, Ze Prodavajici byl
Kupujicim vybran v otevieném zadavacim fizeni dle zakona &. 134/2016 Sb., o zadavani
verejnych zakazek, v ucinném znéni, s ndzvem ,Zabezpeceni webovych informacnich
zdroju pomoci aplikaénich bran“ jako dodavatel této vefejné zakéazky.
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. PFfedmét plnéni

1. Pfedmétem této Smlouvy je dodavka rozsifeni stavajiciho elastického systému pro
dodavani aplikaci (ADS/ADC) podle specifikace, ktera tvori nedilnou soucast této Smlouvy
jako jeji priloha ¢. 1 (dale jen ,Zbozi"). Prodavajici neni opravnén odevzdat Kupujicimu vétsi
mnozstvi Zbozi ve smyslu § 2093 obCanskeho zakoniku. Smluvni strany si ujednaly, ze §
2099 odst. 2 obCanského zakoniku se nepouzije.

2. Prodavajici se zavazuje odevzdat za touto Smlouvou sjednanych podminek Kupujicimu
Zbhozi specifikované v piiloze ¢. 1 této Smlouvy a umoznit mu nabyt vilastnické pravo
k tomuto Zbozi, v€etné provedeni jeho instalace, konfigurace a migrace a provest zaskoleni
uzivatel Kupujiciho kvalifikovanym pracovnikem a poskytovat zarucni servis Zbozi, za
podminek stanovenych dale touto Smlouvou.

3. Kupujici se zavazuje Zbozi prevzit a zaplatit za néj sjednanou kupni cenu zpusobem a
v terminu sjednanymi touto Smlouvou.

4. Soucasti dodani predmétu Smlouvy je i doprava a dodani zakonnych dokladu ke Zbozi.
5. Prodavajici ve smyslu § 2103 ob&anského zakoniku ujistuje, Zze Zbozi je bez vad.

6. Zbozi musi byt pIné funkéni, nové, nerepasované, bez dalSich dodatec¢nych nakladu ze
strany Kupujiciho.

Il.€as a misto dodani

1. Prodavajici se zavazuje dodat a instalovat Zbozi v misté dodani, v€etné dodani v3ech
zakonnych dokladlu ke Zbozi, provedeni vSech zkousek oveéfujicich splnéni technickych
parametrt danych touto Smlouvou, provedeni konfigurace, migrace a zaskoleni uzivatelt
Kupujiciho kvalifikovanym pracovnikem v rozsahu dle ¢l. V. odst. 2 této Smlouvy nejpozdéji
do 60 kalendafnich dnli od nabyti U¢innosti této Smlouvy.

2. Misto dodani:

o Univerzita Palackeho v Olomouci, Centrum vypocetni techniky, Biskupske nameésti 1, 779
00 Olomouc,

o Univerzita Palackého v Olomouci, Tf. Svobody 26, 779 00 Olomouc.

3. Smluvni strany si ujednaly, Ze ustanoveni § 2126 a § 2127 obCanského zakoniku o
svépomocneém prodeji se v pfipadé prodleni Kupujiciho s pfevzetim Zbozi nepouzije.

4. Obalovy material dodavaného Zbozi musi byt vyroben pfi vyuziti lepenkovych krabic
nejmené z 50 % z recyklovaneho materialu; pokud se pro konecne baleni pouzivaji plastove
sacky nebo folie, musi byt vyrobeny alespor z 50 % z recyklovaného materialu nebo musi
byt biologicky rozlozitelné nebo kompostovatelné v souladu s definicemi uvedenymi v normé
EN 13432. NespInéni povinnosti Prodavajiciho dle tohoto ujednani Smlouvy se povazuje za
podstatné poruseni Smlouvy s moznosti odstoupeni Kupujicim od této Smlouvy. Odstoupeni
od této Smlouvy je v takovem pfipadé ucinné doru¢enim pisemného oznameni o odstoupeni
od Smlouvy druhé smluvni strané.
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1. Kupni cena

1. Celkova kupni cena Zbozi ¢ini 2.140.000,00 K¢ bez DPH. Prodavajici je platce DPH.

2. Vkupni cené jsou zahrnuty veSkere naklady spojené sdodanim Zbozi a zisk
Prodavajiciho spojené s dodanim Zbozi (zejména doprava Zbozi na misto dodani, clo,
pojisténi, instalace Zbozi, dodani vSech zakonnych dokladl ke Zbozi, provedeni konfigurace,
migrace a zaskoleni uzivateld Kupujiciho kvalifikovanym pracovnikem, kompletni zajisténi
zarucniho servisu Zbozi).

3. Kupni cena je sjednana jako cena pevna, nejvySe piipustna a maximalni, zahrnuje
veskeré naklady spojené s dodanim Zbozi. Zména kupni ceny je mozna pouze a jen za
predpokladu, Ze dojde po uzavieni teto Smlouvy ke zménam sazeb dané z piidané hodnoty.

4. Prodavajici odpovida za to, Zze sazba dané z pfidane hodnoty v okamziku fakturace je
stanovena v souladu s U€innymi pravnimi predpisy.

Iv. Platebni podminky

1. Platba za dodavku Zbozi probéhne na zékladé radné vystaveného darového dokladu
(faktury), obsahujiciho vSechny nalezitosti, ve |huté splatnosti do 30 kalendarnich dnu ode
dne jejiho prokazatelného doruéeni Kupujicimu. Faktura bude vystavena Prodavajicim
nejdrive _po dodani Zbozi,_ jeho fadné a uplné instalaci, dodani zakonnych dokladu,
provedeni _vSech zkousek ovérujicich splnéni_technickych parametru danych touto
Smlouvou, a provedeni tvodniho zakladniho Skoleni obsluhy v rozsahu dle €l. V. odst. 2 této
Smlouvy, coZ bude potvrzeno pisemnym datovanym protokolem o dodani a instalaci ZboZzi.
Dokladem o fadném splnéni zavazku uvedenych v predchozi vété Prodavajicim je pisemny
datovany pfedavaci protokol opatfeny podpisy opravnénych osob obou smluvnich stran
jednat ve vécech technickych.

2. Prodavajicim vystavena faktura musi obsahovat vSechny nalezitosti dafiového dokladu
vsouladu se zakonem ¢. 235/2004 Sbh., o dani z pfidané hodnoty, ve znéni pozdé&jSich
predpisti a nalezitosti obchodni listiny dle § 435 obcanského zakoniku a soucasné
identifikaci Smlouvy, na jejimz zakladé bylo plnéno. Fakturu Prodavajici podpisem osoby
opravnéne ji vystavit. Na vystavené fakture bude vyznacen nazev a registracni €islo projektu
a Cislo této Smlouvy dle zahlavi Smlouvy.

3. Nebude-li faktura vystavena Prodavajicim obsahovat nékterou povinnou nalezitost nebo
Prodavajici chybné vyacétuje cenu nebo DPH, je Kupujici opravnén pred uplynutim Ihaty
splatnosti vratit fakturu Prodavajicimi k provedeni opravy s vyznacenim ddvodu vraceni.
Prodavajici provede opravu vystavenim nové faktury. Dnem odeslani vadné faktury
Prodavajicimu prestava bézet pavodni |hata splatnosti a nova Ihata splatnosti bézi znovu
ode dne doruceni nové faktury Kupujicim.

4. Smluvni strany se dohodly na tom, Zze zavazek zaplatit kupni cenu je splnén dnem
odepsani pfislusné c¢astky z uctu Kupujiciho ve prospéch uctu Prodavajiciho uvedeného
v zahlavi této Smlouvy.

5. Prodavajici zajisti radné a véasné plnéni financnich zavazku svym poddodavatelim, kdy
za rfadné a vCasneé plnéni se povazuje plné uhrazeni poddodavatelem vystavenych faktur za
plnéni poskytnutad Prodavajicimu k provedeni zavazku vyplyvajicich ze Smlouvy, a to vzdy
nejpozdéji do 15 kalendarnich dni od obdrzeni platby ze strany Kupujiciho za konkrétni
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pinéni (pokud jiz splatnost poddodavatelem vystavené faktury nenastala dfive). Prodavajici
se zavazuje prenést totoZznou povinnost do dalSich urovni dodavatelského fetézce a zavazat
své poddodavatele k pInéni a Sifeni této povinnosti t€z do nizSich urovni dodavatelského
fetézce. Kupujici je opravnén pozadovat predlozeni doklad( o provedenych platbach
poddodavatellm a smlouvy uzaviené mezi Prodavajicim a poddodavateli. Nesplnéni
povinnosti Prodavajiciho dle tohoto ujednani Smlouvy se povazuje za podstatné poruseni
Smlouvy s moznosti odstoupeni Kupujicim od této Smlouvy. Odstoupeni od této Smlouvy je
v takovém pripadé ucinné doru¢enim pisemného oznameni o odstoupeni od Smlouvy druhé
smluvni strané.

V. Instalace ZboZi a zaskoleni obsluhy

1. Vramci instalace Zbozi v misté dodani, je Prodavajici povinen prokazat zejména, nikoliv
vSak vyluéné, plnou funkénost a splnéni vSech parametr( Zbozi v souladu s nabidkou
Prodavajiciho, ktera tvori nedilnou soucast této Smlouvy (priloha €. 1 této Smlouvy).

2. Prodavajici se zavazuje provest zakladni uvodni Skoleni obsluhy dodavaného Zbozi,
které je podminkou pro fadné pfedani a prevzeti Zbozi v rozsahu min. 1 x 2 hodiny pro
min. 1 osobu ze strany Kupujiciho. Odborné kvalifikovani servisni technici, popf.
aplikacni specialisté provedou Skoleni obsluhy, ve kterém bude zahrnuto:

o zapnuti/vypnuti zafizeni,

o monitoring chyb,

o upgrade software,

o pfepnuti dodavaného clusteru ADS na zalozni prvek dodavaného feSeni vcetné
prepnuti na stavajici virtualni edici WAF Kupuijiciho.

3. Veskera Skoleni probéhnou v misté instalace zafizeni, pokud nebude dohodnuto
pisemné jinak osobami opravnénymi jednat ve vécech technickych za smluvni strany.
Veskeré naklady spojené s vy3e uvedenymi Skolenimi (v€. pobytu servisniho technika a
aplikacniho specialisty) hradi Prodavajici.

4. Prodavajici se zavazuje odvést a zlikvidovat veskery odpad, zejm. obaly a zbytky
materiald pouzitych pfi plnéni zavazkd z této Smlouvy, v souladu s pfislusnymi
ustanovenimi zakona ¢. 185/2001 Sb., o odpadech a o zméné nékterych dalSich zakonu,
ve znéni pozdéjSich predpist, a dalSimi pfisluSnymi pravnimi predpisy; doklady o
likvidaci odpadU je Prodavajici povinen na pozadani Kupujicimu predlozit.

VI. Odpovédnost Prodavajiciho za vady a zaruka za jakost

1. Prodavajici poskytuje na Zbozi zaruku za jakost podle § 2113 a nasl. ob&anského
zakoniku v délce 24 mésicu ode dne podpisu prfedavaciho protokolu dle ¢l. V. odst. 1 této
Smlouvy.

2. Nejpozdéji do 4 hodin od okamziku ohlaseni servisniho pozadavku Kupujicim (telefon,
email, helpdesk) Prodavajici v dobé zaruky potvrdi prijeti tohoto servisniho pozadavku
(telefon, email, helpdesk). Prodavajici bude déle v dobé zaruky garantovat reakce na
servisni pozadavek Kupujiciho minimalné NBD (Next Business Day). Jednotlivé vady v
zarucni dobé musi byt pak odstranény nejpozdéji do 10 kalendarnich dnt ode dne zahajeni
odstrarfiovani vad (kdy dnem zahajeni odstrafiovani vad se rozumi reakce na servisni
pozadavek Kupujiciho), nedohodnou-li se osoby opravnéne jednat ve vécech technickych za
smluvni strany pisemné jinak. Jednotné kontaktni misto pro nahlaseni servisnich pozadavku
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a oznamovani vad: te!.: IENEEEE

3. Prodavajici se zavazuje k poskytovani hot-line Prodavajiciho a k provadéni bezplatneho
plného servisu dodaného zbozi, v€etné aktualizaci software, po celou dobu trvani zaruéni
doby. Naklady na provadéni zarucniho plného servisu dodaného zbozi tvofi soucast kupni
ceny dle ¢l. V. odst. 1 této Smlouvy.

VIl. Licenéni ujednani

1. VeSkeré licence budou dodany spolu se Zbozim dle této Smlouvy. Instalace software a
cena licenci je zahrnuta v celkové kupni cené. Prodavajici je povinen zajistit, aby na
Kupujiciho vramci poskytnuti licence pieSla veSkera nezbytna opravnéni Kk uzivani
dodaného software Prodavajiciho i tfetich osob na dobu neuréitou, aby mohl byt naplnén
ucel této Smlouvy. Prodavajici prohlasuje, ze je opravnén poskytnout Kupujicimu licence
k dodanému software podle této Smlouvy a Ze jak poskytnutim licence podle této Smlouvy,
tak vykonem licenénich prav Kupujicim v souladu stouto Smlouvou nebudou porusena
Zadna prava, zejména pak autorska prava tieti osoby. V pfipadé uplatnéni prav k dusevnimu
vlastnictvi tfeti osobou je Prodavajici povinen ihned Kupujiciho o takovém naroku nebo
fizeni informovat.

2. Ukon¢enim této Smlouvy z jakéhokoli divodu, kterymkoli zplsobem a kteroukoli ze
smluvnich stran, vyjma odstoupeni od Smlouvy s Uc¢innosti od poc¢atku, nebude dotcena
zadna Kupujicimu poskytnuta licence, ktera zlstava i nadale Kupujicimu zachovana v plném
rozsahu.

3. V pfipadé, ze Prodavajici porusi nékteré z vySe uvedenych licencnich ujednani ¢i vyjde
najevo, Ze prohlaSeni Prodavajiciho jsou nepravdiva, jedna se o podstatne poruseni
povinnosti dle této Smlouvy. Prodavajici je na zakladé vyzvy Kupujiciho povinen, bez dalSich
nakladd uctovanych Kupujicimu, podle druhu poruseni

- napravit vznikly stav, ktery je vrozporu stémito licenénimi ujednanimi nebo

s pravnimi predpisy;
- zajistit licence v potfebném rozsahu pro naplnéni ucelu této Smiouvy;,
- zajistit jinou napravu tak, aby byl zajistén Gcel této Smiouvy.

Viil. Utvrzeni zavazku

1. Smluvni strany si pro pfipad poruseni smluvené povinnosti ujednavaji smluvni pokuty v
podobé, jak je upravuji nasledujici odstavce Smlouvy. Ani jedna ze smluvnich stran ujednané
smluvni pokuty nepovazuje za nepiimérene s ohledem na hodnotu jednotlivych utvrzovanych
smluvnich povinnosti.

2. Prodavajici se zavazuje uhradit Kupujicimu smluvni pokutu ve vysi 0,2 % z celkové kupni
ceny bez DPH za kazdy i zapocaty den prodleni se smluvné stanovenym terminem dodani
ve smyslu €l. Il. odst. 1 této Smlouvy.

3. Prodavajici se zavazuje uhradit Kupujicimu smluvni pokutu ve vysi 0,2 % z celkoveé kupni
ceny bez DPH za kazdy i zapo€aty den po marném uplynuti Ihaty k nastoupeni k opravé
nebo Ihuty k opravé Zbozi v dobé zaruky v souladu s ¢l. VI. této Smlouvy, a to za kazdy
jednotlivy pripad.
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4. Smluvni strany se dohodly, ze § 2050 obcanského zakoniku se nepouzije, tj. ze se
smluvni pokuty se nezapocitavaji na nahradu pfipadné vzniklé Skody, kterou lze vymahat
samostatné v pIné vysi vedle smluvni pokuty.

5. Splatnost vylcétovanych smluvnich pokut je 30 kalendarnich dnd od data doruceni
pisemného vyuctovani pfislusné smluvni strané a za den zaplaceni bude povazovan den
odepsani c¢astky smluvni pokuty z uctu pfislusné smluvni strany ve prospéch uctu, ktery
bude uveden ve vyuctovani smluvni pokuty.

6. Smluvni pokuty je Kupujici opravnén zapocist ve smyslu ust. § 1982 a nasl. obéanskeho
zakoniku proti i nesplatné pohledavce Prodavajiciho na uhradu kupni ceny dle této Smlouvy.

IX. Zavéreéna ujednani

1. Prodavajici je osobou povinnou spolupUsobit pfi vykonu finanéni kontroly ve smyslu
ustanoveni § 2 pism. e) zakona ¢. 320/2001 Sh., o finan¢ni kontrole ve verejné sprave, ve
znéni pozdéjSich predpistu. Tyto zavazky Prodavajiciho se vztahuji i na jeho smluvni
partnery, podilejici se na plnéni této Smilouvy.

2. Prodavajici se zavazuje zajistit v ramci plnéni této Smlouvy legalni zaméstnavani osob a
zajisti pracovnikim podilejicim se na pIlnéni Smlouvy férové a dustojné pracovni podminky.
Férovymi a dustojnymi pracovnimi podminkami se rozumi takové pracovni podminky, které
spliuji alespoil minimalni standardy stanovené pracovnépravnimi a mzdovymi predpisy.
Prodavajici je povinen zajistit splnéni pozadavk( tohoto ustanoveni Smlouvy i u svych
poddodavateltl. Nesplnéni povinnosti Prodavajiciho dle tohoto ujednani Smlouvy se
povazuje za podstatné poruseni Smlouvy s moznosti odstoupeni Kupujicim od této Smiouvy.
Odstoupeni od této Smlouvy je v takovém pripadé ucinné dorué¢enim pisemného oznameni o
odstoupeni od Smlouvy druhé smluvni strané.

3. Kupuijici si vyhrazuje pravo zverejnit obsah uzaviené Smlouvy.

4. Tato Smlouva se votazkach v ni vyslovné neupravenych fidi obCanskym zakonikem a
pravnim radem Ceskeé republiky.

3. Ujednani této Smlouvy jsou vzajemné oddélitelna. Pokud jakakoli ¢ast zavazku podle této
Smlouvy je nebo se stane neplathou ¢i nevymahatelnou, nebude to mit vliv na platnost a
vymahatelnost ostatnich zavazku podle této Smlouvy a smluvni strany se zavazuji nahradit
takovouto neplatnou nebo nevymahatelnou ¢ast zavazku novou, plathou a vymahatelnou
¢asti zavazku, jejiz predmét bude nejlépe odpovidat predmétu puvodniho zavazku. Pokud by
Smlouva neobsahovala néjaké ujednani, jehoz stanoveni by bylo jinak pro vymezeni prav a
povinnosti odUvodnéné, smluvni strany ucini v§e pro to, aby takové ujednani bylo do
Smlouvy dopInéno.

6. Zménit nebo doplnit tuto Smlouvu mohou smluvni strany pouze formou pisemnych
dodatkl, které budou vzestupné cislovany, vyslovné prohlaSeny za dodatek této Smlouvy
a podepsany opravnénymi osobami smluvnich stran.

7. Kupujici je opravnén v souladu s ust. § 2001 obCanského zakoniku odstoupit od této
Smlouvy v pripadé:

7 1 prodleni Prodavajiciho s dodanim Zbozi del§im nez 10 kalendarnich dnu,

7.2 nedodrzeni technické specifikace Zbozi uvedené v nabidce Prodavajiciho,
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7.3 prodleni Prodavajiciho se zahajenim odstrafiovani vad o vice nez 10 kalendarnich dnu.

Odstoupeni od Smlouvy musi byt uéinéno pisemné a nabyva Ucinnosti dnem doruceni
pisemného oznameni druhé smluvni strané.

8. Prodavajici neni opravnén bez souhlasu Kupujiciho postoupit sva prava a povinnosti
plynouci z této Smlouvy tieti osobé.

9. Ohledné dorucovani zasilek tykajicich se plnéni této Smlouvy odesilanych Prodavajicim s
vyuzitim provozovatele postovnich sluzeb se § 573 ob&anského zakoniku nepouzije.

10. Prodavajici bere na védomi, Ze tato Smlouva véetné vSech jejich pfiloh podléha

povinnému uverejnéni podle zakona ¢. 340/2015 Sb., o zvilastnich podminkach ucinnosti
nékterych smluv, uvefejiiovani téchto smluv a o registru smluv, v U€inném znéni.

11. Tato Smlouva nabyva platnosti dnem jejiho podpisu poslednim ucastnikem této Smlouvy
a ucinnosti dnem uverejnéni této Smlouvy Kupujicim v registru smluv dle zakona ¢. 340/2015
Sb., o zvlastnich podminkach ucinnosti nékterych smluv, uvefejriovani téchto smluv a o
registru smluv, v G€inném znéni.

12. Tato Smlouva je vyhotovena v elektronické podobé.

13. Prodavajici bere na védomi, ze Kupujici je povinen dodrzet pozadavky na publicitu v
ramci programu strukturalnich fonda stanovené v nafizeni Evropského parlamentu a Rady
(EVU) €. 1303/2013 a pravidel pro publicitu v ramci OP VVV, a to ve v3ech relevantnich
dokumentech, tykajicich se daného pfedmétu Smilouvy, ve v3ech dodatcich ke Smlouvé a
dalSich dokumentech vztahujicich se k dané verejné zakazce a v této souvislosti se zavazuje
poskytnout Kupujicimu pfipadné vesSkerou soucinnost, kterou Ize po ném spravedlivé
pozadovat.

14. Prodavajici se zavazuje, ze umozni vSem subjektlm opravnénym k vykonu kontroly
projektu, z jehoz prostredku je plnéni dle této Smlouvy hrazeno, provést kontrolu dokladu
souvisejicich s timto pInénim, a to po dobu danou pravnimi pfedpisy CR K jejich archivaci
(zakon €. 563/1991 Sb., o ucetnictvi, v platném znéni a zakon ¢. 235/2004 Sb., o dani z
pfidaneé hodnoty, v platnem znéni). V3echny vystupy smluvniho vztahu, u kterych tak
specifikuje Kupujici, musi obsahovat prvky publicity a to v rozsahu dle zahlavi této Smlouvy,
nepozaduje-li Kupujici jinak. Logo EU véetné textd, logo Operacni program Vyzkum, vyvoj a
vzdélavani (dale jen ,OP VVWVW*) dle pozadavku Kupujiciho. Kupujici je povinen zajistit a
pfipadné poskytnout materialy obsahujici spravnou podobu jednotlivych log.

15. Prodavajici je povinen uchovat veSkerou dokumentaci souvisejici s plnénim dle této
Smlouvy v souladu s Pravidly minimalné do uplynuti 2 let od pfedlozeni ucetni zavérky OP
VVV podle ¢l. 140 nafizeni Evropskeho parlamentu a Rady (EU) ¢. 1303/2013, tj. nejmené
do 31. 12. 2033, pokud &esky pravni systém nestanovuje |httu delsi. Ridici organ OP VWV,
pfipadné jim povéiené subjekty (pfipadné i dalSi kontrolni organy podle platnych pravnich
pfedpist) budou mit k t¢mto dokumentim na vyzadani pfistup.
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Univerzita Palackého
v Olomouci

16. Nedilnou soucast této Smlouvy tvoii prilohy:

Priloha €. 1 — Nabidka Prodavajiciho ze dne 29. 11. 2021

V Olomouci, dne 06.01.2022 V Olomouci, dne 21.12.2021

Za Kupuijiciho: Za Prodavajiciho:

prof. MUDr. Martin Préchézka, Ph.D. -M'artin Svoboda

rektor Univerzity Palackého v Olomouci jednatel spole¢nosti
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Kalkulace nabidkové ceny

Popis produktu

AWAF addon
_ F5-ADD-BIG-AWF-ISXXX BIG-IP Advanced Web Application Firewall Module for

F5 2 ks =X00
ES 2ks F5-SVC-BIG-STD-L1-3 Level 1-3 Standard Service for BIG-IP (5x10)

APM addon
FS lks F5-ADD-BIG-APMIS6XXB BIG-IP Access Policy Manager Base Module for i5S600
ES lks F5-SVC-BIG-STD-L1-3 Level 1-3 Standard Service for BIG-IP (5x10)

Celkova cena 2.140.000,- K¢ bez DPH

V nabidkové cené jsou zahrnuty zvysené naklady spojené s vyvojem cen vstupnich nakladl. Cena je nejvyse
piipustnd Neni-li uvedeno jinak, tak ceny jsou v K& bez DPH. Nabidka splfiuje vSechny podminky zadavaci
dokumentace. V nabidkové cené jsou zahrnuty veskeré pozadavky, sluzby, prace, Skoleni, implementace,
dokumentace, zaruky, licence, drobny instalaéni material a dalsi, dle zadavaci dokumentace.

V Olomoucidne 29.11. 2021

S dctou a pranim pékneho dne, za spolecnost ALFA NOBEL s.r.0.

Datum: 2021.11.29
10:34:54 +01'00"

ALFA NOBEL s.r.o. Page 8 (of 8)
Denisova 277/16 mohbil IC: 04092121
779 00 Olomouc e-mail DIC: CZ04092121
Ceska republika http:// www.alfanobel.cz
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Virtual Editiens

F5 Gleal Services

Mere Infermatien

Proactive Application Protection

Applicatiens are critical te yeur Business. Witheut the right pretectien, hewever, they can
seceme an attack vecter that may ultimately lead te a data lereach. Censider this alarming
statistic: @rganizatiens have an average of 765 wels applicatiens and these applicatiens
are the initial target of data lBreaches 53% ef the time.!

Pretect yeur erganizatien and its reputatien sy maintaining the cenfislentiality, availaility,
and perfermance ef the applicatiens that are critical te yeur susiness with F5° Wels
Applicatien Firewall (WAF) selutiens.

F5 WAF selutiens are sdepleyed in mere data centers than any enterprise WAF en the
market. The cemprehensive suite of F5 WAF selutiens inclusles managed rulesets fer
Amazen Wels Services (AWS); cleud-leased, self-service, and managed service in the
F5 Silverline® cleus-pased service delivery platferm; applicatien eelivery centreller (ABC)
integratien with F5 BIG-IP® Applicatien Security Manager™ (ASM)?; ane F5 Advancesl
Wels Applicatien Firewal™ (Advances WAF).

Advanced WAF redefines applicatien security te aderess the mest prevalent threats
erganizatiens face tesday:

+ Autemated attacks ane leets that everwhelm existing security selutiens.
* Wels attacks that steal credentials anel gain unautherizes access acress user acceunts.

+ Applicatien layer attacks that evaee static security sased on reputatien ane
manual signatures.

* New attack surfaces and threats due te the rapie adeptien ef APIs.

Advanced WAF is lsuilt en preven F5 technelegy ane gees lseyend reactive security such as
static signatures anel reputatien te preactively detect aned mitigate lsets, secure credentials
and sensitive data, ane defend against applicatien denial-ef-service (DeS).

Advanced WAF delivers flexisle ane cemprehensive pretectiens wherever apps resise

and witheut cempremising perfermance. Advancesd WAF is effered as an appliance,

virtual editien, aned as a managed service—previding autemates WAF services that meet
cemplex deployment and management requirements while pretecting yeur apps with great
precisien. It is the mest effective selutien fer guarding medern applicatiens ane eata frem
existing ane emerging threats while maintaining cempliance with key regulatery maneates.

12018 Applioation Preteotion Repert
2 BIG-I® ASM eentinues te lse offered threugh F5 Geed/Better/Best eensing
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Key benefits

Protect web and mobile applications from malicious bots

F5 secures an erganizatien's mest valued assets, applicatiens, ane sensitive data frem lsets,
autemated attacks, wele scrapers, and expleits. Advanced WAF extends oot pretection te
meleile applicatiens threugh the F&5 Anti-Bet Melsile SBK, previding rapie sepleyment of
melsile et pretection threugh an easy-te-use wels pertal witheut requiring any changes te
the applicatien er melsile sevice. Applicatiens fused with melsile et pretection are supperted
in vender and thire-party applicatien steres.

Safeguard credentials and sensitive data from theft and abuse

Advanced WAF secures credentials ane sensitive data frem theft ane aleuse, preventing
data ereaches and mitigating autemated attacks that leverage previeusly stelen credentials.
F5 BIG-IP BataSafe™ applicatien layer encryptien in Advanced WAF masks sensitive

fields directly within the user's wels lsrewser, rendering slata stelen lsy lsae acters threugh
client-side attacks useless. Using BIG-IP BataSafe, custemers can encrypt data at

the fieldl level transparently, witheut requiring any changes en clients er Wels servers.
Cemprehensive lsrute ferce mitigatien including credential stuffing pretection defenes
against autemated attacks that leverage previeusly stelen credentials.

Defend against sophisticated application denial-of-service (DoS)

Advanced WAF discevers and fingerprints new and unusual traffic patterns witheut human
interventien, distinguishing anel iselating petential malicieus traffic frem legitimate traffic.
This autemated mitigatien capaleility is Based en a centinueus feedisack leep of client
lsehavier and server stress. If anemaleus eehavier is detected, Advanced WAF autematically
suilds a dynamic signature ane lsegins mitigating the attack. The effectiveness ef the
mitigatien is then menitered threugh the centinueus feedieack leep. False pesitives are
reduced while accuracy ane perfermance are impreved threugh centinueus mitigatien
tuning as the attack starts, evelves, eor steps.

Mitigate sophisticated threat campaigns

Threat Campaigns previde targeted signatures te pretect erganizatiens frem pervasive
attacks that are eften ceerdinated loy erganized crime and natien states. Based on F5
Lales research, Threat Campaigns previde critical inteligence te fingererint ane mitigate
sephisticated attacks with nearly real-time updates. Metadata is used te determine lseth
malicieus requests and malicieus intent, ane the high accuracy ef Threat Campaign
signatures immediiately islecks active threats with lew false pesitives aned ne learning cycle.

Protect APIs

As wels applicatiens expand frem cennected te cellalwerative via the extensive use eof
Applicatien Pregramming Interfaces (APIs), Advanced WAF ensures that APl metheds

are enferced on URLs. It alse secures applicatiens against API attacks that cemmenly

ge undetected oy traditienal firewalls. With a unigue defense mechanism that quares
XML, JS®N, and GTW APIs threugh rate limiting, lmehavieral analysis, ane anti-autematien,
Advanced WAF autematically detects applicatien pregram interface threats, enferces strict
pelicy rules fer each use case, and lelecks attacks ane special centent types —clesing the
sack deer en applicatien threats. With F5 Access Manager™, AP pretectien is impreved
threugh cemprehensive authenticatien ane teken enfercement.
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Ensure application security and compliance

Gain cemprehensive security against sephisticated layer 7 attacks, slecking threats that
evade traditienal WAFs and enalling cempliance with key regulatery maneates.

Turn on protection immediately

Simplify security with pre-suilt pelicies, theusanes ef eut-ef-the-lpex signatures, ane a
streamlines appreach te pelicy management that eecreases eperatienal expenses.

Patch vulnerabilities fast

ldentify anel reselve app vulneralsilities in minutes with leading dynamic applicatien security
testing (RAST) integratien ane autematic virtual patching.

Deploy flexibly

Deploy as an appliance, in virtual er cleud envirenments, ane as amanaged service
supmerting multi-tenant services while incerperating external inteligence that secures
against knewn IP threats.

Defend with proven advanced protections

Defend with highly pregrammalele technelegy that elynamically aslapts pelicies, preactively
steps isets and PeS attacks, ane demenstrates 99.89% everall security effectiveness.

Magnify threat knowledge

Easily understand yeur security status with eetailed ferensic analysis, full visimeility inte HT TP
ane WelsSecket traffic, and rich insight inte all events ane user types.

Ensure Comprehensive Threat Protection

The velume and sephisticatien ef attacks makes keeping up-te-date en security threat
tymes and pretectien measures a challenge fer applicatien administraters ane security
teams. With industry-leading capaeilities and superier flexieility, F5 Advanced WAF delivers
aslvanced, cest-effective security fer the latest wels and melsile applicatiens.

Advanced WAF pretects credentials frem theft ane alsuse, and secures any parameter
frem client-side manipulatien ey validating legin parameters and applicatien flew te prevent
ferceful Brewsing and legical flaws. It alse allews erganizatiens te effectively guared against
existing and emerging layer 7 applicatien attacks— preventing cestly data lereaches,
thwarting DeS attacks, ane maintaining cempliance. Asdvanced WAF is the first leading
WAF that supperts the transitien frem AJAX/HT TP te WelsSeckets fer greater efficiencies
and less everhead with lsi-directienal streaming data. Advanced WAF alse prevides visimility
inte WelsSecket traffic—enaleling cempanies te transitien te pretecting chat sessiens anel
streaming infermatien feeds (such as steck tickers) frem data expesure, tampering, and
theft. Users senefit frem an extensive dataease of signatures, dynamic signature updates,
DAST integratien, and the flexilility of F5 iRules® scripting fer custemizatien ane extensiility.

@rganizatiens rely en Asvances WAF te pretect the werle's mest visited wels applicatiens
wherever they reside, with the highest level of security ane witheut cempremising

perfermance. Asdvanced WAF enaleles erganizatiens te detect and mitigate layer 7 threats
including wele scraping, wels injectien, srute ferce, CSRF, JS®N wels threats, DeS-heavy
URLs, anel zere-day attacks— previding early warnings, while mitigating threats per pelicy.
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It autematically defends against multiple, simultaneeus applicatien-layer threats inclueing
stealthy, lew-leandwidth PeS attacks. Advanced WAF alse steps in-erewser sessien
hijacking anel reperts regular ane repeated attacks frem IPs.

Using autematic learning capalilities, dynamic prefiling, unique anemaly setection methedls,
and risk-lsased pelicies, Advanced WAF can impese needed pretections te prevent even

the mest sephisticated attacks frem ever reaching servers. When cemisined with F5 BIG-IP
Lecal Traffic Manager™ (LTM), Advanced WAF filters attacks ane accelerates applicatiens fer
an impreved user experience.

Continuous expert security research

F5's security research team helps ensure centinueus develepment of Advanced WAF
signatures, pelicies, and capailities. Researchers explere ferums ane thire-party reseurces,
investigate attacks, reverse engineer malware, ane analyze vulnerailities te determine
effective detectien and mitigatien metheds that guare against zere-day threats, DeS attacks,
ane ether evasive or evelving threats. Advanced WAF effers enhanced pretectien frem
asdvancements in technelegy, regular signature updates, threat inteligence, and tightening
of existing capaeilities.

Defend with proactive bot protections

An always-en defense is required te successfully identify ane pretect against autemates
PeS attacks, wels scraping, anel lerute ferce attacks lsefere they eccur. F5 delivers preactive
oot defense capabilities that effectively previde centrels te hele prevent these attacks frem
ever taking place. Using aslvanced defense metheds ane reputatien matching te isentify
nen-human users (such as JavaScript and CAPTCHA challenges, geelecatien enfercement,
ane ether technigques), Advanced WAF slews requests te distinguish lsets anel then

dreps these requests lsefere they reach a server. Advanced WAF thereughly inspects

user interactien, analyzes the health ef the server, and discerns transactien anemalies

te help detect peots that may leypass client/applicatien challenges, estaslished rate

limits, and ether standare detectien metheds. It alse autematically mitigates layer 7

attacks that shew an unusual change in request patterns. Unique frem ether selutiens,
Advanced WAF prevides security experts with greater centrel of set defense enfercements,
allewing them te ferce additienal actien (such as high-speed legging on sleck er challenge
actiens, JavaScript challenges, URI everrides, custemized HTML redirects, ane mere)
lsefore mitigatiens are applied. The Advanced WAF lseot sefense capailities previde the
mest effective preventien metheds, allewing yeu te identify suspicieus autemated activity,
categerize pets detected, and mitigate attacks with the highest level of precisien. The F5
Anti-Bet Meleile SBK, in cenjunctien with Advanced WAF, extends F5's cemprehensive oot
pretection te melsile applicatiens witheut any changes te applicatien cede.

Track malicious user attempts

Distinguishing permitted users frem lpael acters whenever a welssite is visited hel@s minimize
security risk ane prevent malicieus activity. With Advanced WAF, applicatien security
teams can empley device identificatien tracking technigues te identify specific endl-
users, applicatien sessiens, and attackers. This unigque capaleility allews IT te easily
distinguish human traffic frem leet traffic, spet repeat visiters, prevent malicieus attempts,
ane help WAFs mere accurately mitigate lsrute ferce, sessien hijacking, wels scraping,
ane DeS attacks.
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Device identificatien tracking enaleles Advanced WAF te isentify the same lerewser,

even when users switch sessiens er seurce IPs. When activated, Advanced WAF captures
and saves unigue device characteristics anel attrisutes determines which clients are
suspicieus, and mitigates threats @ased on predefined settings. Whether an autemated
threat, DeS attack, headless erewser, or human user, Advanced WAF can dlistinguish
setween repeat attackers aned custemer visiters fer every WAF use case.

Block malicious IP addresses

Delivering teday's rich ane cemplex Internet centent te users can expese an erganizatien te
avariety of petentially malicieus attacks frem rapiely changing IP aderesses. Ineeune ane
eutieeund leetnet traffic, such as DeS ane malware activity, can penetrate the erganizatien's
security layers. F5 IP Inteligence Services enhances autemated security decisiens with

IP reputatien inteligence. By identifying IP aderesses and security categeries asseciated
with malicieus activity, IP Inteligence Services can incerperate elynamic lists eof threatening
IP aderesses frem thire parties inte the F5 platferm, adeing centext and autematien te
Advanced WAF elecking decisiens. This ades granularity te Aedvanced WAF rules—allewing
administraters te set an alarm, step traffic, er fully sleck IPs leased upen a specific IP
reputatien categery while allewlisting appreved IP aderesses.

Additienally, Aslvanced WAF alleviates cemputatienal heavy mitigatien ef threats frem knewn
malicieus IP aderesses with a unigque IP shun capaleility (accelerated denylisting). Insteae of
wasting cycles en traffic frem leadly sehaving IPs, Advanced WAF immedliately denylists IPs
that repeatedly fail challenges er underge high sleck raties. This temperarily slecks malicieus
IPs in hardware at the netwerk layer until IP inteligence feeds are up te date.
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Enabling secure encryption

As the increasing semand fer data pretectien erives grewth in encrypted traffic, it is
imeertant te transitien te Perfect Ferware Secrecy (PFS) while guareing against SSL/TLS
attacks that threaten the security of applicatiens ane infermatien in transit. Advanced WAF
pretects against malicieus attempts te everceme SSL/TLS ane cempremise private keys,
user passwerds, and ether sensitive infermatien. It previses full SSL/TLS terminatien,

and decrypts ane re-encrypts terminated traffic— allewing cemplete inspectien and
mitigatien ef cencealed, malicieus threats. When Advanced WAF is cemisined with

BIG-IP LTM, erganizatiens alse gain cemprehensive SSL/TLS BPeS mitigatien ane SSL/
TLS effleas pretection te secure against SSL/TLS attacks inclusing SSL fleesls, P@®BLE,
Hearteleed, and varieus memery-cracking teels.

Identify anomalous behavior

With Adlvanced WAF, IT can easily detect traffic that dees net cenferm te nermal sehavier
ane evades usual velumetric pretectiens—such as an uncemmen increase er slecrease in
latency er the transactiens rate. Asvancesd WAF can identify ane uniquely isleck excessive
failures te authenticate IP aderesses generating a high velume of legin attempts, as well as
ether anemalies in the typical traffic pattern. These include sessiens epened at high rates
or requesting tee much traffic. Behavieral analytics anel machine learning in Aslvances WAF
autematically meniter client anel server traffic fer anemalies in a centinueus feedi®ack leep.

Patch vulnerabilities immediately

Advanced WAF integrates with leading wels applicatien vulneralility scanners te allew

yeu te easily manage assessments, discever vulneralilities, ane apply specific pelicies
frem a single lecatien. These unigue capailities faciitate near-instantaneeus mitigatien

of applicatien assessment results, ensuring pretectien while sevelepers cerrect

vulnerasle cesle—patching in minutes instead of weeks or menths. With Advances

WAF, administraters can impert testing results frem BAST scanners, inclusing scanners
frem WhiteHat, IBM, aned @ualysGuard, and layer a vulneralsility-eriven pelicy (received
frem F5 scanner integratiens) en tep of a current rapie depleyment er SharePeint pelicy.
When cemisined with WhiteHat Sentinel, Advanced WAF alse detects ane reperts recent
welssite changes te the scanner. This ensures scanning ef etherwise everleeked URLs andl
parameters, and the applicatien ef specific pelicies—enalsling erganizatiens te secure their
applicatiens immediately after updating.

Advanced WAF BAST suppert helps [T deliver next-generatien welsite security using
simple, accurate, autemated services, These services pretect assets in a eynamic threat
envirenment with mere cemprehensive assessments, zere false pesitives, and mere
manual ane autemated virtual patches than any ether WAF selutien.

Enforce geolocation-based blocking

Attacks are increasing frem a variety of gleleal seurces. Asdvances WAF enaleles

yeu te lbleck these attacks ieased on geelecation: states, ceuntries, or regiens.
Administraters can easily select allewed or disallewed geelocations fer streng pelicy
enfercement anel attack pretectien. Geelecatien-leased slecking alse pretects against
anemaleus traffic patterns frem specific ceuntries er regiens, ane enaleles traffic threttling
lsased on location. Advanced WAF geelocatien-lsased pretection can lee applied te a
CAPTCHA challenge and te pretect RAM cache and ether reseurces frem BBDeS attacks.
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Inspect SMTP and FTP

Advanced WAF enaleles SMTP ane FTP security checks te pretect against sam,

viral attacks, directery harvesting, and fraue. Using default settings, adiministraters can easily
cenfigure security prefies te inspect FTP aned SMTP traffic fer netwerk vulneraleilities anel
pretecel cempliance. Befault settings can alse se used te trigger alarms er bleck requests
for vielatiens.

SMTP security checks enalele validatien ef inceming mail using several criteria,

while disallewing er allewing cemmen call metheds used te attack mail servers. Addlitienally,
administraters can set rate limits en the numieer of inceming messages, create allewlists ane
denylists, and validate BNS SPF recerds. FTP vielatiens can iee triggered fer anenymeus,
passive, or active requests; specific FTP cemmands; cemmand line length; ane excessive
legin attempts. Administraters can use default SMTP/FTP settings fer easy setup er
custemize prefiles te aderess specific risks ane mere effectively ensure pretecel cempliance.

Streamline Learning, Deployment, and Management

@rganizatiens want te turn en pretectiens immediately witheut extensive security expertise.
F5 Advanced WAF simplifies anel autemates cenfiguratien ane pelicy sepleyment with
pre-suilt security pelicies that previde eut-ef-the-lsex pretection fer cemmen applicatiens
such as Micreseft @utleek Wels Access, Letus Pemine Mail Server, ®@racle E-Business
Financials, ane Micreseft SharePeint. The validated pelicies alse serve as a starting peint fer
mere aslvances pelicy creatien. This alews even nevice users te rapidly sepley pelicies and
immedliately secure applicatiens with little-te-zere cenfiguratien time needed.

Unified learning and dynamic policy building

At the heart of Advanced WAF is the unified learning ane elynamic pelicy suilder engine,
which autemates pelicy creatien and tuning fer increased eperatienal efficiency and
scalaleility. The pelicy builder engine autematically suiles security pelicies areund security
vielatiens, aslvanced statistics, ane heuristics ever time. It alse understanes expectes
leehavier te affect mere accurate traffic filtering.

By examining hundreds er theusands ef requests ane respenses, the pelicy builder engine
pepulates the security pelicy with legitimate elements mere precisely than ether WAFs.
Bynamically generated pelicies are initially put inte staging, then autematically mevesd frem
staging ane enferced as they meet the rule thresheles fer staeilizatien.

The pelicy suilder engine supperts autematic pelicy aslaptatien and learning fellewing

the eccurrence of vielatiens er as new parameters are eleserved. Pelicy maintenance is
simplifiesl oy a GUI with a single-page view of all learning suggestiens. ®ne-click actiens
allew yeu te erewse, search, accept, and ignere petential suggestions fer pelicy adjustments,
hareening pelicies with ease.
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Action: SetMaximum Length o 25
Matched Parameter: g

1 sample request outof1 that thggered the suggestion on 2015-06-17 11:12:43
1 Average Request Vioiation Rating 30~ At(east f different 1P/ 1 different session

BT ssesrch php 3 - | General Datal
D 152168188 51 -}
lllegal p3rameter vatue length «
Anack signature detecied »

Requestes URL HTTP

The enhanced learning GUI offers a single-page view of all learning suggestions.

Centralized management and monitoring

When yeu are depleying multisle Advanced WAF devices, F5 BIG-1@° Centralized
Management centralizes administratien acress yeur entire F5 infrastructure.
Administraters get a censelidated view of all F5 devices, which helps te manage leetter
relatienships lsetween devices, reduce IT everhead, and minimize cenfiguratien errers.

Advanced WAF prevides an epen AP that supperts easy integratien te cleud/aaS virtual
platferms and third-party pelicy management selutiens. Engineers can fully cenfigure

and manage Advanced WAF pelicies frem a pregrammatic interface that supperts all
pelicy management tasks, including legin cenfiguratien, learning, semi-autematic tuning,
utilizatien queries, and health menitering. The Advanced WAF REST AP| expeses the entire
range of Advanced WAF pelicy entities te suppert epen medels of WAF as a Service.

Leverage Rich, Actionable Reporting

F5 Advanced WAF prevides pewerful reperting capailities that allew yeute easily analyze
inceming requests, track trends in vielatiens threugh event cerrelatien, generate security
reperts, evaluate pessiele attacks, and make infermed security decisiens. Fer security
experts or generalists, Advanced WAF prevides clear, discernalele infermatien with
cemprehensive visieility inte attacks and changes in the threat landscape.

The Advanced WAF everview screen displays active security pelicies, security events and
attacks, anemaly statistics, and netwerking and traffic statistics. Infermatien can lee saved
or sent as an email attachment. Menitering capalilities shew hew the applicatien is leeing
accessed and hew it is lsehaving. The unique BEST API supperts easy integratiens with
higher-level SIEM or management services. Advanced WAF alse effers predefined and
custemizalele dashieeards, charts, reperts, and stats—highlighting BDeS andl lerute ferce
attacks, wels scraping and IP enfercement, sessien tracking status, and mere.
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The security overview screen provieles an easy view of what is happening on your system.

In-depth forensic analysis and database security

Fer deeper threat analysis, Advanced WAF integrates with high-speed indexing anel search
selutiens lke Splunk. These selutiens effer deeper visimility inte attack and traffic trendls,
long-term edata ageregation, and identification of unanticipates threats mefere expeosure
eccurs. Advances WAF alse supperts satalmase reperting for a realtime view inte eataiease
activity ane S@L statements generated oy frent-ene users. Ineexing ane search selutiens
cemine with Aevanced WAF te previee richer ferensic infermatien fer increased security
effectiveness when mitigating threats.

Maintain compliance with industry and regulatory mandates

Advanced WAF makes it easy fer erganizatiens te uneerstane ane maintain requlatery
cempliance. Built-in security pretection, legeing ane reperting, ane remete auditing helw
erganizatiens cemply with industry security staneares (including PCl BSS, HIPAA, BASEL ||,
FFIEC, S@X)—cesteffectively ane witheut multiele a@eliances, application changes, or rewrites.
With PCl reperting, Advances WAF lists reguires security measures, determines if compliance
is meing met, anel details necessary steps te weceming cermpliant
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PCI Compliance
e

IPCI Compliance Report [Printable Version|

The PC! Comphiance Report lisls each security measure required to comply with PCI-DSS 2 0. and indicates which measures are relevant, of
nol fe ievant, 10 the AppUCauon Security Manager. FOr secunty measures Mat ale feevant 1o (e ApPICaHON Secuitity Manager, tn e tepon

Description [ndicates whethei this Application Securdty lanager apphance complies with PCI-OSS 2.0 For security measures thal are nolrelevanito the
Application Security 1l anager. the repot explains what action you musl lake lo make this Applic:ation Security ldanager appilance comply wilh
PCI-DSS 2.0.
ASMValidLicense v
SecurityPolicy m\z‘
Executive Summary
# Reguirement Compliance 8tale
1 Inslall and matinlain afirewall configuration to protect cardholder data PUA
2 Donotusevendorsupglied defaulls fer system passwords and other seainly paramelets s
3 Proled stojed cardliolderdata v
4 EnUypt kansmission of cardhoilder data across open putilic netaorie v
5 Use and regulaily update anti-wirus softviare A
6 Develop and mainlain secure systems and applications |
7 Restnet access lo cardhoider data by business neecl-to-ow NIA
8 Assigna unique ID to each person wilh computeraccess v
8 Restiict physical access to cardhelder data NIA
10 Track and moriftarall access 10 neiwork res ources and carciiolder data v
11 Regulally test secury systems and processes NIA
12 l4aintain a policy that addres ses Information secunty A

Maintain cempliance with industry and regulatery mandates.

Meet Complex Deployment Requirements

The explesien of the Internat of Things (IeT) has caused a tremendeus impact en
erganizatiens. The numeer of wefacing applicatiens that must se manaeed and secured
has jumped dramatically. In additien, the increasing fecus teward hyerid applicatien
deployment means that Business apps new reside in multiple settings—eata center,
private cleud, ane pullic cleud. As aresult of these changes, new requirements are
necessary fer securing apes and transitiening WAF services frem the data center te

the cleud.

Hybrid WAF deployment models

F5 Advanced WAF eoffars flexisle eptions that alew administraters te aasily depley firewall
services clese te the applicatien. Administraters can alse transtien hareened security
pelicies frem data center appliances te Advanced WAF Virtual Editien (VE) in virtual and
private cleud envirenments. Advanced WAF effers the same quality of pretectien and
scalalility with an apeliance and seftware adition. Pelicies and iRules can seamlessly
meve petween hardware devices and virtual appliances witheut manual updates.

F5's WAF technelegy supperts applicatien securtty in any envirenment, whether depleyed
on F5 hardware, as a virtual editien, er as a whelly managed cleus-oased service.

F5 Silverline Wels Applicatien Firewall is Built en F5 Advanced WAF put is previeded via

the Silverline cleud-based applicatien services platferm and whelly depleyed, set up,

and managed by the highly specialized experts in the F5 Security @peratiens Center (S@C).
With 24x7x3e5 expert suspert te pretect wee applications and data (and enaele cempliance
with industry security standares), the Silverline Wels Applicatien Firewall service previedes
applicatien pretectien witheut the need for capital investment and securty expertise,
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Running multiple instances of Advanced WAF

Advanced WAF uses F5 ScaleN® with F5 Virtual Clustered Multierecessing™ (vCMP)

te previde the mest cest-effective applicatien security implementatien fer managing large-
scale depleyments—whether yeu are a managed service previder offering WAFs as a service
or simply managing a large numieer of Advanced WAF devices.

With Advanced WAF and vCMP-enaleled systems, administraters can easily censelisate
multiple firewalls ente a single device and alecate Advanced WAF reseurces in a mere
flexilmle and iselated manner fer different custemers, greups, applicatiens, ane services.
vCMP enalsles yeu te run multiple instances of Aslvanced WAF en a single F5 platferm
with high-eensity firewall iselatien threugh a cemisinatien ef hardware and seftware.
Guest firewalls can lee clustered for easier administratien ane maintenance, ane te ensure
censistency threugheut the firewall infrastructure. vVCMP allews yeu te censelidate ane
eetter manage yeur security infrastructure, ensuring efficiencies and meeting service-level
agreements (SLAs) with a dynamic, flexilele WAF service infrastructure.

F5 Security Services

IT managers need a censelidated netwerk and wels applicatien firewall selutien te defend
against multi-layered attacks, such as netwerk ane layer 7 events. F5 Advanced WAF,
tegether with F5 Wels Fraue Pretectien, F5 BIG-IP Advanced Firewall Manager™ (AFM),

and F5 BIG-IP BNS, cevers the threat spectrum—mitigating L3-L7 attacks, previding client-
side fraue pretectien, ane safeguarding the BNS infrastructure. When used with F5 Access
Manager® (AM), Advanced WAF prevides centext-aware, pelicy-eased access with simplifies
authenticatien, autherizatien, ane acceunting (AAA) management fer wels applicatiens. As a
cempenent of F5's cemprehensive security services, Advanced WAF lsenefits frem ether

F5 medules te enalele data center security, extensive applicatien pretectien, ane access
management capailities.

-~ F5 Security Services ~
smm . x= £ '
T 1]

fe ]
o ? = B
BNS

Netwerk Wels Applicatien Access SSL Wels Fraue
Firewall Firewall Centrel Inspectien Security Pretectien

——wmsEE

\ 7

Advanced WAF, together with other BIG-IP modules, consolidates application protection and access
management onto a single high-performing security platform.
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F5 Advanced WAF Features and Specifications

Web Application Firewall

Deployment

Rapid deployment wizard with self-help hints

Yes

Unified learning and policy builder

Yes—with manual and automated policy building

Policy staging

Yes

Route domain support

Yes

VE, appliance, or managed service

Yes—managed services require Silverline License

WAF Security

Application layer encryption
Brute Force mitigation

Credential Stuffing protection

Yes
Yes

Yes

Behavioral denial-of-service (DoS) protection

Yes —protection for all applications

L7 DoS and DDoS detection including: HASH DoS,

Slowloris, floods, Keep-Dead, XML bomb s
Web scraping prevention Yes
OWASP Top 10 prevention Yes
Automated attack defense and bot detection Yes
Advanced protections against threats including:

Web injections, data leakage, session hijacking, Yes

HPP attacks, buffer overflows, shellshock

Mobile bot protection

Geolocation blocking

Yes—with the F5 Anti-Bot Mobile SDK

Yes

IP intelligence reputation services

Yes—with F5 IP Intelligence Services

SSL termination with re-encryption Yes
Security incident and violation correlation Yes
Client-side certification support Yes

Client authentication

LDAP, RADIUS; more methods available with
F5 Access Manager

Database security

Response checking

Violation risk scoring

Yes—with Oracle Database firewall
Yes

Yes

Web service encryption and decryption

Yes—and with signature validation

Device-ID detection and finger printing Yes
Live signature updates Yes
WebSocket traffic filtering Yes

IP shunning (layer 3 denylisting in HW)

Requires F5 BIG-IP AFM license
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Reporting and Analytics

Customizable charts and reports

Yes

Security overview report

Combined network and application attack report

Yes—drill down capabilities to granular details

Yes—with combined F5 BIG-IP AFM and F5
WAF deployment

WAF health monitoring

Yes

Compliance support PCI-DSS, HIPAA, SOX, Basel Il

Central management and reporting with role-based

PCI-DSS, HIPAA, SOX, Basel Il

Yes—requires F5 BIG-IQ Centralized

access control Management
Automatic policy sync between WAF devices Yes

Other

iRules and fast cache integration Yes

SNMP reporting Yes

REST API Yes

ICAP support Yes

DAST integration

Yes—WhiteHat, QualysGuard, and IBM

Fraud protection

SSL acceleration

Yes—requires F5 Fraud Protection Service
license

Yes—core to the BIG-IP platform

BIG-IP Platform and TMOS support

Multi-tenancy

Yes—with F5 vCMP

High availability

Yes—active-passive or active-active

64-bit OS support

Yes

Application acceleration

Yes—requires F5 BIG-IP LTM

TCP optimization Yes

Advanced rate shaping and QoS Yes

F5 IPv6 Gateway™ Yes

IP port filtering Yes

VLAN support Yes

Secure SSL cettificates from access g
Integrateswith BIG-IP AFM and F5 AM for

complete data center security with identity and Yes

access management
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F5 Advanced WAF

F5 Advanced WAF is available as a standalone solution or as an add-on module for BIG-IP
Local Traffic Manager (LTM) on any F5 platform, and on BIG-IP LTM Virtual Edition (VE).

F5 Access Manager (AM) is available as an add-on module to the Advanced WAF standalone
appliance. F5 AM Lite (with 10 free user licenses) is included with any Advanced WAF
standalone purchase. For detailed physical specifications, please refer to the BIG-IP

System Hardware Data Sheet.

BIG-IP Platforms

Only F&'s next-generation, cloud-ready application delivery controller (ADC) platform provides
DevOps-like agility with the scale, security depth, and investment protection needed for both
established and emerging apps. The new F& BIG-IP iSeries appliances deliver quick and
easy programmability, ecosystem-friendly orchestration, and record-breaking, software-
defined hardware performance. As a result, customers can accelerate private clouds

and secure critical data at scale while lowering TCO and future-proofing their application
infrastructures. F5 solutions can be rapidly deployed via integrations with open source
configuration management tools and orchestration systems.

In addition to iSeries, F& offers the VIPRION® modular chassis and blade systems designed
specifically for performance and for true on-demand linear scalability without business
disruption. VIPRION systems leverage F5's ScaleN clustering technology so you can add
blades without reconfiguring or rebooting.

Virtual editions of F& software run on commodity servers and support the range of
hypervisors and performance requirements. These virtual editions provide agility,

mobility, and fast deployment of app services in software-defined data centers and cloud
environments. See the F5 System Hardware, VIPRION, and Virtual Edition data sheets for
more details. For information about specific module support for each platform, see the latest
release notes on AskF5. For the full list of supported hypervisors, refer to the VE Supported
Hypervisors Matrix.

F& platforms can be managed via a single pane of glass with BIG-IQ Centralized Management.

BIG-IP iSeries Appliance VIPRION Chassis BIG-IP Virtual Editions

14



DATASHEET
F& Advanced WAF

Virtual Editions

F5 Advanced WAF Virtual Editien (VE) can help you meet the needs of your virtualizes
envirenment oy scaling te 20 ceres/vCPUs.

VE,

F5 Advanced WAF VE

VMware vSphere Hyperviser 4 8, 41,50, and 51 and vCleud Birecter 1.5
Citrix XenServer 5.6 and 6.0

Micreseft HyperV for Windews Sarver 2008 ®2 and 2012

KVM —Linux Kernel 2.6 22 (RHEL .2/6.2, Cent®S ¢ 2/6 2)

Hypervisors Supported:

Aslvanced WAF VE is also available as an Amazon

Machine Image for use within Amazon Wels Services : amaZOn Partner
webservices | Network

15
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F5 Global Services

F5 Gleleal Services effers werle-class suppert, training, ane censulting te hele yeu get
the mest frem yeur F5 investment. Whether it's previding fast answers te questiens,
training internal teams, er handling entire implementatiens frem design te deploeyment,

F5 Gleleal Services can help ensure yeur applicatiens are always secure, fast, and reliasle.
Fer mere infermatien aleeut F5 Gleleal Services, centact censulting@f5.cem er visit
fb.cem/suppert.

More Information

Te learn mere alseut F5 Advanced WAF, visit f5.cem te find these ane ether reseurces.

Additional Resources

F5 Advanced WAF Overview

Advanced Application Threats Require an Advanced WAF
F5 Labs 2018 Application Protection Report

eBooks

Bots Mean Business

Credential Stuffing | A Security Epidemic
OWASP Top 10 and Beyond

Report
GartnerWeb Application Firewall Magic Quadrant, 2018

F5 Networks, Inc. 401 Elliett AvenueWest, Seattle, WA98119 _ f5.cem

Americas Asia-Pacific Euroie/MiddIe-Eastl’Africa Jaian

©2018 F5 Netwerks, Inc All rights reserved. F5, F5 Netwerks, and the F5 lege are trademarks of F 5 Netwerks, Inc. in the U.S. and in certain ether ceuntries. @ther F 5 trademarks are identified at f5 cem
Any ether preducts, services, er cempany names referenced herein may e trademarks of their respective ewners with ne endersement eor affiliation, express er implizd, claimed oy FS. BS-SEC-640003501 0221
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WHAT'S INSIDE Simple, Secure, and Seamless Access to
2 Bridging Secure Any Application, Anywhere

Applicatien Access

Applications are gateways to your critical and sensitive data. Simple, secure access to

17  BIG-IP APM Features . " P— E
your applications is paramount, but application access today is extremely complex. Apps

19 F5BIG-IP Platferms can be hosted anywhere—in the public cloud, in a private cloud, on-premises, or in a data

) center. Ensuring users have secure, authenticated access anytime, anywhere, to only the

19 F5Suppert Services
applications they are authorized to access is now a significant challenge. There are different
application access methods to deal with these complexities. There are also various sources
for authorized user identity, as well as dealing with applications that require modern or
more traditional authentication and authorization methods, single sign-on (SSO), federation,
and more, in addition to ensuring a secure, simple user access experience to support

and consider.

With digital transformation touching every part of an enterprise today, native cloud and
Software as a Service (SaaS) applications are now the enterprise application standard. Many
organizations, though, find they're unable or unwilling to migrate all their applications to the
cloud. There may be mission-critical classic or custom applications that cannot or should not
support migration to the public cloud or be easily replaced by a SaaS solution. Applications
are being hosted in a variety of locations, with differing and many times disparate
authentication and authorization methods that are unable to communicate with each other or
work seamlessly across existing SSO or federated identity. They may be unable to support
the newest identity methods, like Identity as a Service (IDaaS), and may not be equipped to
support multi-factor authentication (MFA). And this doesn’t even touch on the push toward a

zero trust architecture.

F5¢ BIG-IP® Access Policy Manager® (APM) is a secure, flexible, high-performance access

management proxy solution directing global access to your network, the cloud, applications,

and application programming interfaces (APIs). Through a single management interface, BIG-
‘@Ia—bs IP APM consolidates remote, mobile, network, virtual, web, and APl access. With BIG-IP APM,

| CERTIFIED QR you can create, enforce, and centralize simple, dynamic, intelligent application access policies
FIREWALL-CORPORATE

for all your apps, regardless of where or how they’re hosted.



KEY BENEFITS

Simplify access to all apps
Bridee secure access te en-
premises and cleud apps with a
single le@in via SS@. It even werks
for applications unable te suppert
medern authenticatien such

as Security Assertien Markump
Language (SAML), or @AUth and
Open|D Connect (@IBC).

Zero trust application access
ldentity Aware Prexy (IAP) delivers
e zere trust eperational mede|
foerapplication access based on
identity awareness and granular
centext, securing every app
access request witheut the need
fora VPN,

Secure web access

Centrel access te web-based
applications and web centent
centralizing authenticatien,
autherizatien, and endpeint
inspectienvia wes app prexy.

Centralize and manage access
control

Censelidate management of
remete, mebile, netwerl, virtual,
welp, and AP| gccess ina single
centrel interface with adaptive
jdentity federation, SS®, and MFA
vie dynamically enferced, centext

pased and identity-aware pelicies.

Streamline authentication and
authorization

Adaptive identity federation,
SS@, and MFA empleying SAML,
@A uth aned @IDC fer a seamless
and secure userexperience
acress all apps.

BRIDGING SECURE ACCESS TO ALL APPLICATIONS

Modern authentication ane authorization protocols—inclueing Security Assertion Markup
Language (SAML), and OAuth with OpenlD Connect (OIDC)—reduce user dependency on
passwordls, increase security, ane improve user experience and productivity. However, not all
applications support modern authentication ane authorization protocols. Many applications,
such as classic applications or custom-built applications, suppoit classic authentication ane
authorization methodls, such as Kerberos, header-based, ane more. This further complicates
application access and security. The need to support different, disparate protocols unable
to share user authentication ane authorization information inhibits the use of SSO and

MFA, which negatively affects user experience and application security. It also makes it
difficult to adapt moelern corporate password management ane hygiene policies, andl
increases organizational costs as it becomes necessary to require aned manage multiple

access methods.

BIG-IP APM serves as a bridge between modern anel classic authentication ane authorization
protocols ane methods. For applications unable to support moeern authentication anel
authorization protocols, like SAML aned OAuth with OIDC, but which do support classic
authentication methodls, like Kerberos ane header-based authentication, BIG-IP APM converts
users’ credentials to the appropriate authentication staneare the application supports. BIG-IP
APM ensures that users’ organizations can use SSO to access any application anywhere—
regardless of its location (on-premises, in a data center, in a private cloud, or in the public
cloud as a native cloud or SaaS application), or whether or notit supports moeern or classic
authentication ane authorization. This decreases the number of passwords users have to
create, remember, and use, which helps stem the tide of credential-based attacks. BIG-IP
APM enables compliance with moeern corporate policies, like periodic passwore changes,
that help combat stolen credentials. It also decreases the cost of having to purchase and
maintain separate access solutions for applications that éo not or cannot support modern

authentication methoas.

BIG-IP Access Policy Manager 7]



KEY BENEFITS (CONT.)

Defend your weakest links
Pretect against data less,
malware, and regue device
access with cemprehensive,
centinueus endpeint integrity and
security checks.

Protect APIs

Eneble secure guthenticatien
for REST and S@AP AP|s gne
integrate @penAP or "Swageer”
fleste ensure apprepriate
authenticatien actiens while
savingtime and cest.

Do it all at scale

Suppert all users easily, quickly,
and cest-effectively with ne
perfermance trade-offs for
security, even in the mest
demanding envirenments.

BIG-IP APM supports identity federation ane SSO options by supporting connections initiated
by both SAML identity provieers (lélP) anel service provieers (SP) leveraging SAML 2.0. It
empowers administrators to centrally enable and disable user authorized access to any
identity-enabled applications, regardless of where they're hosted, saving time, anel boosting

administrative proeuctivity.

Supporting the OAuth 2.0 open-standare for authorization enables BIG-IP APM to serve as a
client, as an authorization delegate for SaaS applications, aned to enhance the protection and

authorization of APIs for web services.

INTELLIGENT INTEGRATION WITH IAM AND IDAAS

With support for SSO ane Kerberos ticketing across multiple domains, BIG-IP APM enables
additional types of authentication, such as U.S. Federal Government Common Access Cardls
(CAC) and IDaaS—such as Microsoft Azure Active Directory, Okta, ane others—to access all
applications reqardless of location or suppoit for modern authentication ane authorization.
Forinstance, users can be automatically signeed on to back-end applications anel services that
are part of a Kerberos realm. This provides a seamless authentication flow once a user has
been authenticated through a supported user-authentication mechanism. BIG-IP APM also
supports smart cares with credential providers, so users can connect their devices to their

network before signing in.

FS partners with leading on-premises and cloud-based identity anel access management
(IAM) vendlors, such as Microsoft, Okta, ane Ping ldentity. This integration enables local and
remote user SSO via SAML, OAuth, or FIDO2 (U2F) to applications based on-premises or in

a data center. For organizations that eo not wish to replicate their user credential store in the
cloud with IDaaS or cloud-based IAM offerings, working with its partners, F5 ane BIG- IP APM
work to help these organizations maintain control of on-premises user credentials. This is
accomplished by creating a brislge between the |AM or IDaaS vendor’s offering and the local
authentication services. This bridege, or identity provieder chain, leverages SAML to federate

user identity.

BIG-IP Access Policy Manager 3



SIMPLIFYING SECURE AUTHENTICATION

Through F5’'s extensive partner ecosystem, BIG-IP APM also integrates with most leading
MFA solutions, including those from Duo (Cisco), Okta, Microsoft Azure Active Directory,
and others. By integrating with your existing MFA solution, BIG-IP APM enables adaptive
authentication, allowing various forms of single-, two-, or multi-factor authentication to be
employed based on user identity, context, and application access. If needed, BIG-IP APM

can also provide one-time password (OTP) authentication via email or SMS.

After the user has logged into an application, an additional means of authentication may be
reeuired to ensure secure access to mission-critical or paiticularly sensitive applications and
files. This is commonly referred to as step-up authentication. BIG-IP APM supports step-up
authentication for single- aned multi-factor authentication. Any session variable may be used
to trigeer step-up authentication, and you can use additional authentication capabilities or
select from our partner offerings. In addition, any session variable may be part of access
policy branching (such as URL branchine) per request policy. Step-up authentication

policies may be based on applications, secure portions of applications, sensitive web URIs,

extending sessions, or any session variable.

Many authentication solutions use application coding, separate web server agents, or
specialized proxies that present significant management, cost, and scalability issues. With
AAA control, BIG-IP APM enables you to apply customized access policies across many
applications ane gain centralized visibility of your authorization environment. You can
consolidate your AAA infrastructure, eliminate redundant tiers, and simplify management to

reduce capital and operating expenses.

As organizations focus on reducing user friction ane increasing agility, their need to proviee
seamless access to all applications becomes a priority. BIG-IP APM enables organizations

to reducefrictionfor usersto remote access (SSL VPN). It also reducesfrictionfor web
applications. BIG-IP APM supports SSO across both remote access ane web applications with
a single login for either Apple Macs or Microsoft Windows elevices (via Windows Hello for
Business). Organizations can support the user login via U2F tokens (such as Yubico keys) or
password-less FIDO2 via the F5 Edge Client to reduce user friction ane increase application

access security.

BIG-IP Access Policy Manager 4



ZERO TRUST APPLICATION ACCESS

Many oreanizations—ane maybe yours—are rapidly moving toware a zero trust security

architecture. The pillars of a zero trust architecture are identity ane context.

A zero trust approach to security means adopting a mineset that attackers have alreaey
infiltrated your network and are lurking, waiting for an opportunity or trigger to launch their
attack. It eliminates the idea of a trusted insider within a defined network perimeter, assuming,
at best, a limited secure network perimeter. It means never trusting users, even if they've
already been authenticated, authorized, and granted access to applications ane resources. A
zero trust approach applies least privilege rights to user access, allowing users access rights

only to the applications ane resources they need to complete their tasks, ane no more.

ldentity and context awareness are also what define ldentity Aware Proxy (IAP). IAP enables
secure access to specific applications by leveraging a fine-grained approach to user
authentication anel authorization. IAP enables only per-request application access, which is
very different than the broae network access approach of VPNs that apply session-basecd
access, which is not a zero trust approach. With this approach, a VPN becomes optional to
access applications. IAP enables organizations to create ane enforce granular application
access policies based on contextual attributes, for example, user identity, device integrity,
and user location. IAP relies on application-level access controls, not network-layer rules.
Configured policies reflect user and application intent ane context. |AP reeuires a strong root

of trusted identity to verify users ane to stringently enforce what they're authorized to access.

ldentity Aware Proxy is founeational to both a zero trust architecture anel to F5 BIG-IP APM.
BIG-IP APM and F5 Access Guardl, a browser extension that coordinates with BIG-IP APM,
deliver ldentity Aware Proxy using a zero trust validation model on every application access
request. Providing authenticated anel authorized users secure access to specific applications,
it leverages F5's best-in-class access proxy. BIG-IP APM centralizes user identity anel

authorization. Access is based on the principles of least privilege.

Through IAP, BIG-IP APM examines, terminates, or authorizes application access requests.

Policies within BIG-IP APM can be created to:

-+ Verify user identity

+ Check device type and posture

- Validate user authorization

= Confirm application integrity ane sensitivity

« Confirm time and date accessibility
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= Limit or halt access if the user’s location or eevice posture is deemed incorrect,

inappropriate, or insecure

+ Reequest addlitional forms of authentication—including multi-factor authentication
(MFA)— if the user’s location or the sensitive nature of the applications or its data

warrant it

+ And more

Data from user and entity behavior analytics (UEBA) anel other API-driven risk engines can be
integrated seamlessly via BIG-IP APM's HTTP Connector, adding another level of security and

application access control.

BIG-IP APM checks user device security posture via F5 Access Guare. However, BIG-IP APM
and F5 Access Guare go beyond simply checking device integrity at authentication, delivering
continuous, ongoing eevice posture checks to ensure user devices not only meet but aedhere
to endpoint security policies throughout the application access session. If BIG-IP APM detects
any change in device integrity, it can either limit or stop application access, halting potential

attacks before they can even be launched.

BIG-IP APM enforces access authentication using access control lists (ACLs) ane authorizes
userswith dynamically applied layer 4 and layer 7 ACLs per session. Both L4 ane L7 ACLs

are supported based on the posture of users’ devices as a policy enforcement point (PEP).
Individual anel group access to approved applications ane networks is allowed by BIG-IP APM

using dynamic, per-session L7 (HTTP) ACLs.

A guided configuration workflow allows organizations to host web applications protected

by ldentity Aware Proxy on a webtop, giving users a single catalog of all applications to
which they're authorizedl. It offers a seamless user experience, as users can access all their
applications from a single user interface, regardless of where the application is hosted. It also
simplifies an administrator's workflow, enabling them to easily pick, choose, and modlify the

applications maee accessible to specific user groups.

BIG-IP APM, throush IAP, also simplifies application access for remote or home-based
workers, better enables aned secures application accessibility, ane optionally eliminates the
need for VPNs.

ROBUST ENDPOINT SECURITY

BIG-IP APM inspects ane assesses users’ endpoint devices before authentication and
throughout a user’s application access session with F5 Access Guard. A browser extension
that provides device inteerity data to BIG-IP APM, F5 Access Guare examines device security
posture and determines if the device is part of the corporate domain. Based on the results,
BIG-IP APM will apply eynamic ACLs to deploy context-based security. BIG-IP APM and F5
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Access Guiard include preconfigured, integrated endpoint inspection checks, including
checks for OS type, antivirus software, firewall, file, process, registry value validation ane
comparison (Windows only), as well as device MAC address, CPU ID, and HDD ID. For mobile
devices running iOS or Androie, BIG-IP APM's endpoint inspection checks the mobile device

UDID and jailbroken or rooted status.

RISK-BASED ACCESS USING THIRD-PARTY RISK ENGINES
(HTTP CONNECTOR)

Many oreanizations have deployed third-party user ane entity behavior analytics (UEBA)

or risk engines. The ability to leverage an existing UEBA or risk engine to infuse real-time
analytics and risk data within access control policies can help organizations ensure that
access to networks, clouds, applications, ane even APIs are regulated based on a risk profile.
It's also important to aderess risk-based access to networks, clouds, apps, aned APIs that's

triggered by a variety of relevant variables.

Through HTTP Connector, BIG-IP APM inteerates seamlessly with thire-party UEBA and

risk engines, leveraging their risk assessment via REST APls as part of its policy-based
access controls. This enables risk-based access to networks, clouds, apps, ane APIs, further
enhancing BIG-IP APM’s Zero Trust IAP solution. BIG-IP APM's HTTP Connector leverages
user group, domain, anel network-based triggers to increase the enforceability of risk-based
access. Risk-based access enhances security, providing greater visibility anel analytics to

determine whether to grant or deny access to your networks, cloud, applications, ane APlIs.

INTEGRATING WITH AZURE ACTIVE DIRECTORY
CONDITIONAL ACCESS

F5 BIG-IP APM and Microsoft Azure Active Directory (AD), when deployed together, enable
seamless, secure access to all applications, reqardless of where they're hosted or the type

of authentication—modern or traditional—they use. BIG-IP APM and Microsoft Azure Active
Directory have also extended application access security by integrating Microsoft Azure AD
Condlitional Access and BIG-IP APM. Microsoft Azure AD Condlitional Access is a toolused by
Azure AD to bring signals together in orederto create anel make access decisions and enforce
organizational policies. Policies at their simplest are “if-then” statements: If @ user wants to
access a resource, then they must complete an action. By leveraging Azure AD Condlitional
Access policies in conjunction with BIG-IP APM, organizations can apply the right access

controls when needed during users’ application access sessions to keep their organization
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Figure 1: F5 BIG-IP APM seamlessly
integrates Microsoft Azure Active
Directory's Conditional Access to
deliver an even more granular layer
of access security to better secure
zero trust environments.

and applications secure. Working together, Azure AD Conditional Access serves as the policy
engine delivering real-time evaluation with BIG-IP APM serving as the enforcement point. BIG-IP
APM and Azure AD Conditional Access unite to deliver continuous integrity and validation, and
robustly enforce dynamic access control.
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PROTECTING APIS

APIs are the connective tissue in modern application architectures. Attackers are leveraging
APIs to launch attacks because they're ripe for exploitation: Many organizations expose APIs
to the public and their supply chain partners or they inadvertently leave them unprotected.

While attackers are exploiting APIs to launch attacks, organizations can ensure API security
through strong authentication, especially if it’s adaptable and protected by consistent, flexible
authentication and authorization policies. BIG-IP APM enables secure authentication for
REST or SOAP APIs. It also ensures appropriate authorization actions are taken. BIG-IP APM
supports and imports OpenAPI 3.0 (Swagger) files, saving time and cost when developing
API protection policies, while ensuring accurate API protection policies are in place. Quotas,
allow-lists, and deny-lists can be configured for rate limiting APl requests.
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SECURING CREDENTIALS

User credentials are like the keys to the kingelom: All an attacker needls to @o is steal one
set of user credentials aned they can enjoy unfettered access to your organization’s network,

clouds, and apps.

BIG-IP APM’s credential protection, as partof an optional license of BIG-IP DataSafe™, secures
credentials from theft ane reuse. It protects against Man-in-the-Browser (MitB) attacks with
real-time, adaptable login encryption, ane encrypts user credentials entered into its webtop
login. BIG-IP APM, in conjunction with BIG-IP DataSafe, renders the credentials unreadable
and unusable, even in the unlikely event an attacker successfully steals them. BIG-IP APM

also ensures login security for all applications associated via federation.

BIG-IP APM also supports server authentication via Client Certificate Constrained Delegation
(C3D). By employing C3D, BIG-IP APM addresses certificate-based authentication, limiting the
need for ane use of credentials. With C3D, organizations can implement stronger encryption
protocols andl the latest key exchanges, as well as employ client certificate authentication,
enable end-to-end encryption in reverse proxy environments, leverage Perfect Forwarel

Secrecy (PFS), and validate client certificates using Online Certificate Status Protocol (OCSP).

UNIFYING ACCESS FROM ANY DEVICE

BIG-IP APM is positioned between your applications ane your users, creating a strategic
application access control point. APM protects your public-facing applications by provieing
granular policy for identity- anel context-aware user access, while consolidating your

access infrastructure. It secures remote and mobile accessto applications, networks, and
clouds via SSL VPN or zero trust application access via ldentity Aware Proxy. BIG-IP APM
converges ane consolidates all access—network, cloud, application, and API—within a single
management interface. It also enables and simplifies the creation of easy-to-manage eynamic

access policies.

BIG-IP APM creates a dynamic web-based application portal or webtop. The BIG-IP APM
webtop shows ane enables access only to the applications authorized for and available to a
user based on their identity ane context—regardless of where the applications are hosted—
on-premises, in a data center, in a private cloud, in @ public cloud, or offercd as a service.
This dynamic, user-specific application portal or webtop simplifies application access and

enhancesthe user experience.

F5 BIG-APM enables secure access to applications, networks, ane cloudls via the BIG-IP
Edge Client and F5 Access. The BIG-IP Edge Client is available for Apple macOS, Microsoft
Windows, Linux platforms, and Chromebooks. F5 Access is an optional mobile client for
ensuring secure access from mobile devices suppoiting Apple iOS ane Google Android, and

is available for download from the Apple App Store or Goosgle Play.
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BIG-IP Edge Client and F5 Access integrate with leading mobile device management (MDM)
and enterprise mobility management (EMM) solutions—including VMware Workspace ONE
(AirWatch), Microsoft Intune, and IBM MaaS360—to perform eevice security and integrity
checks and to deliver per-app VPN access without user intervention. Context-aware policies
are assigned baseed on a device's security state as determined by the MDM or EMM solution.
These policies enable, modify, or disable application, network, ane cloue access from the
device. Hardware attributes may be mapped to a user’s role to enable additional access
control decision points. A browser cache cleaner automatically removes any sensitive data at

the end of a user’s session.

BIG-IP APM enables Datagram Transport Layer Security (DTLS) mode, supporting DTLS 2.0
for remote connections that secure and tunnel delay-sensitive applications. It suppoits IPsec
encryption for traffic between branch offices or data centers. Per-app VPN via an application
tunnel through BIG-IP APM enables access to a specific application without the security risk of

opening a full network access tunnel.

The dynamic split tunneling capability in BIG-IP Edge Client provides a simple way for
administrators to eynamically exclude Zoom, Microsoft 365, or Webex traffic in APM network
access tunnels. Real-time, latency-sensitive traffic won't be slowed down by going through

a tunnel and being encrypted, which could affect user experience. This also enables
administrators to easily manage which traffic they want to go through tunnels ane how that
traffic should be handledl.

STREAMLINE VIRTUAL APPLICATION ACCESS

Virtual desktop ane application deployments must scale to meet the needs of thousanes of
users and hundreds of connections per second. BIG-IP APM serves as a gateway for virtual
application environments. It includes native support for Microsoft Remote Desktop Protocol
(RDP), allowing Microsoft RDP to be available on non-Winedows platforms, including macOS,
Linux, Apple iOS, and Google Android. It also enables Microsoft RDP to work with any
Microsoft, Apple, or Google web browser, or RDP app installed. BIG-IP APM also supports
Citrix Virtual Apps ane Desktops, and Citrix StoreFront, consolidating support for Citrix
desktop ane application virtualization infrastructure. It also delivers security proxy access

for VMware Horizon. Administrators can control the delivery aned security components

of enterprise virtualization solutions via BIG-IP APM’s unifice access, security, and policy
management. These scalable, high-performance capabilities simplify user access anel control
in hosted virtual desktop environments. BIG-IP APM delivers simple, broad virtual application

ane eesktop support.
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VISUAL POLICY EDITOR (VPE)

Through its advanced graphical Visual Policy Editor (VPE), BIG-IP APM makes designing and
managing granular access control policies on an individual or group basis fast and simple.
With VPE, you can efficiently create and edit dynamic access policies in just a few clicks. BIG-
IP APM’s VPE can define rules per URL path. By centralizing and simplifying the management
of contextual policies, you can efficiently direct fine-grained user access to applications,

networks, and clouds.
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Figure 2: The BIG-IP APM advanced VPE makes it fast and easy to create, modify, and
manage granular identity- and context-based access policies.

BIG-IP APM lets you design access policies for authentication and authorization, as well as
endpoint security checks, enforcing user compliance with corporate policies and industry
regulations. One access profile may be defined for all connections coming from any device,
or you can create multiple access profiles for different access methods from various devices.

The VPE in BIG-IP APM can be used to create, modify, and manage ACLs quickly and easily.

ACCESS GUIDED CONFIGURATION (AGC)

BIG-IP APM includes an Access Guided Configuration (AGC) capability that simplifies the
deployment and management of application access. The AGC guides administrators through
a step-by-step process of setting up and deploying BIG-IP APM, saving your organization
deployment time and cost. BIG-IP APM’s AGC also empowers administrators to quickly

and simply onboard and operationally manage the integration of classic mission-critical

applications, such as SAP ERP, Oracle PeopleSoft, Oracle E-Business Suite (EBS), and
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Oracle JD Edwards with Microsoft Azure AD. BIG-IP APM’s AGC eliminates numerous steps
previously required to bridge the access gap between applications that support modern
authentication and apps that support classic authentication methods—greatly reducing the

administrative overhead involved in modernizing those applications.
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Figure &: F5 BIG-IP APM's Access Guided Configuration enables quick, simple onboarding
and management of custom applications and classic applications, such as SAP ERP, Oracle
PeopleSoft, Oracle E-Business Suite (EBS), and Oracle JD Edwards with Microsoft Azure AD.
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CENTRALIZE ACCESS POLICY MANAGEMENT

For organizations with multiple deployments of BIG-IP APM, F5 BIG-IQ® Centralized
Management will efficiently manage them. It manages policies for up to 100 BIG-IP APM
instances, enabling you to impoit, compare, edit, and upedate granular access policies
across multiple user devices. With BIG-IQ Centralized Management ane BIG-IP APM, you
can import configurations from a master “source” BIG-IP APM instance, simplifying access
policy dlistribution. You may also edlit device- or location-specific objects directly on BIG-IQ
Centralized Management and propagate them throughout your BIG-IP APM deployment. You

can easily view the differences between current ane proposed access configurations.
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Figure 5: BIG-IQ Centralized Management enables the import, comparison, editing, and
updating of access policies across multiple devices from a single interface.

ENHANCE VISIBILITY AND REPORTING

An in-depth view of logs ane events provides access policy session details. With reports
available through BIG-IQ Centralized Management, BIG-IP APM helps you gain greater
visibility into application access and traffic trends, aggregate data for long-term forensics,
accelerate incident responses, and identify issues and unanticipated problems before users

can experience them.
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BIGIP® APM custemizes reperts with granular data and statistics fer intelligent reperting and

analysis. Examplesinclude detailed session reperts oy
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Figure 6: Custom repoits provide granular datm and skatistics for Intelllgent wnalysis.

BIG-IP APM integrates with B|G-I@ Centralized Management te previde enhanced visiwility

threugh access reperts and legs. It delivers analytical reperts and legs bas=d on devices

and greups, increasing insight inte user access and analysis. It alse helps yeu take quick

actienifrequired,including the terminatien ef specific access sessiens. In additien, it

prevides a CSV axpert of BIG-IP APM repert data, se it's accessiple fer custemized reperts.

BIG-IP Access Pelicy Manager



BIG-1Q Centralized Management's customized dashboare helps to better envision trenels
and relationship contexts. This improves response time should issues arise. This holistic
view of application ane network access enables a better understanding of the effectiveness

of established access policies, makes it easier to locate ane aderess weak points, and

enhance responses to issues ane concerns.
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Figure 7: The BIG-IQ Centralized Management comprehensive dashboard for BIG-IP APM helps
you better view trends and relationship contexts.

The access policy dashboard on the BIG-IP system also provides a fast overview of access
health. You can view the default template of active sessions, network access throughput, new
sessions, and network access connections, or create customized views using the dashboard
windows chooser. By dragging anel eropping the desired statistics onto the windowpane, you

®ain a real-time understanding of access health.

UNPARALLELED FLEXIBILITY, HIGH PERFORMANCE,
AND SCALABILITY

BIG-IP APM delivers flexible application, network, ane cloud access, keeping your users

productive ane enabling your organization to scale quickly ane cost-effectively.

BIG-IP APM can be deployed a variety of ways to aderess your specific access needs. BIG-IP
APM may be:

+ Deployed as an add-on module for BIG-IP LTM to protect public-facing applications
« Delivered as a standalone BIG-IP appliance or as standalone F5 VIPRION® chassis

« Included with a BIG-IP LTM Virtual Edition (VE) to deliver flexible application access in

virtualized environments
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+ Run on high-end Virtual Editions and high-performance Virtual Editions

- Offered on a Turbo SSL platform

In addlition to being licensed for these platforms, BIG-IP APM may also be licensed as part
of the Best bundle in F5's Good-Better-Best offering, as part of F5 Enterprise Licensing
Agreement (ELA) for BIG-IP VEs, ane subscription licensing modlels.

BIG-IP APM supports F5 Viitual Clustered Multiprocessing™ (vVCMP). The vCMP hypervisor
provides the ability to run multiple instances of BIG-IP APM, resulting in multi-tenancy and
effective separation. With vCMP, network administrators can virtualize while achieving a

higher level of redundancy ane control.

BIG-IP APM offers SSL offload at network speecds and supports up to 3,000 logins per
second. For organizations with an ever-growing base of web application users, this solution

scales quickly and cost-effectively.

BIG-IP APM use is based on two types of user sessions: access sessions anel concurrent
connection use (CCU) sessions. Access sessions apply to authentication sessions, IAP,
VDI, and similar situations. CCU is applicable for network access, such as full VPN access,

application tunnels, or web access. The BIG-IP platform ane the VIPRION platform—both of

which support BIG-IP APM—hanédlle exponentially more access sessions than CCU sessions in

use cases such as authentication, SAML, SSO, and forware proxy. If you intend to use BIG-IP

APM for authentication, VDI, and similar scenarios, supported sessions on VIPRION can reach

2 million, and the BIG-IP platform can support up to 1 million.

BIG-IP Access Policy Manager
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BIG-IP APM Features

Whether running as a standalone, a bundled BIG-IP platform module, or on a VIPRION chassis

blade, BIG-IP APM is based on the intelligent, modular F5 TMOS® operating system that

delivers insight, flexibility, anel control to help you better enable application, network, anel

cloud access.

BIG-IP APM FEATURES INCLUDE:

Access Policies

Full prexy

Granular access pelicy enfercement

Creating and managing identity- and centext-
aware pelicies

Pelicy reuting

ldentity and centextased autherizatien
with dynamic L4/L7 ACLs

Risk-mased access leveraging third-party
UEBA and risk engines (HTTP Cennecter)

Cenfigurable timeeuts

DNS cache/prexy suppert

IP gcelecation agent (in VPE)

Visual Pelicy Editer (VPE)

Cempatible with JavaScript Parser ES 6/7

Authentication and Authorization Support

Bridging medern authenticatien and
autherizatien (SAML, OAuth/OIDC) and
classic authenticatien and autherizatien
metheds

Authenticatien metheds: ferm, certificate,
Kerberes SSO, SecurlD, basic, RSA teken,
smart card, N-facter

Suppert fer SAML-based authenticatien using
BIG-IP Edge Client and F5 Accessfer Andreid
and iOS

Step-up authenticatien suppert

Suppertfer SAML-artifact binding

Suppertfer SAML ECP prefile suppert
Suppert fer OAuth 2.0 autherizatien pretecel
Multi-facter authenticatien (MFA) via ene-
time passwerd (OTP) selutien

Supperts Geegle reCAPTCHA v2 fer
authenticatien and centextual authenticatien
AAA server authenticatien and high-
availability

User credential pretection

Integrates with third-party multi-facter
authenticatien (MFA) selutiens, including Due
(Cisce) and Micreseft Azure Active Directery

Identity Aware Proxy / Zero Trust Application Access

0

Suppert fer ldentity Aware Prexy (IAP)

enabling zere trust applicatien access

Enables per-request applicatien access

Identity Federation and SSO

BIG-

SAML 2 Oidentity federation suppert

Simplified identity federation fer applicatiens
with multi-valued attrisutes

Dynamic “webteps,” based en user identity
Micreseft ldentity Platferm 2.0 suppert

SSO suppertfer classic authenticatien
(Kereres, header- based, etc ), credential

IP Access Policy Manager

.

Centinueus endpeintintegrity and
security checks

Integrates with Micreseft Azure Active
Directery Cenditienal Access

caching, OAuth 2.0, SAML 2.0, and
FIDO2 (U2F)

Integrates with third-party SSO selutiens
Credential caching and prexyfer SSO

Integrates with third-party ldentity-as-a-
Service (IDaaS) selutiens, including Micreseft
Azure Active Directery and Okta
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Remote Access
» Enables zere trust applicatien access
+ SSL VPN remete access
« Always cennected access

« Establish an always-en VPN tunnel (with
Windews OS legin and BIG-IP Edge Client
for Windews)

« Site-te-site IPsec encryptien

API Protection
« APl pretectien and autherizatien

+ Supperts and imperts OpenAP| 3.0
(Swagger) files

Simplified Administrative Experience

» Access Guided Cenfiguratien (AGC)

« Simplified guided access suppert fer classic
applicatiens, including SAP ERP, Oracle
PeepleSeft, Oracle E-Business Suite (EBS),
and Oracle JD Edwards

+ External legen page suppert

Scalability

+ Scalesupte2 millien cencurrent access
sessiens

Growing Ecosystem

+ Bread clientplatferm suppert (see F5 BIG-IP
APM Client Cempatiwility Matrices fer each
BIG-IP release)

= Rebustwel brewser suppert (see F5 BIG-IP
APM Client Cempatibility Matrices fer each
release)

+ Suppertfer ldentity-as-a-Service (IDaaS),
including Micreseft Azure Active Directery
and Okta

« BIG IP Edge Client and F5 Access integrate
with VMware Werkspace ONE (AirWatch),

Reporting and Visibility
+ Expert and impert of access pelicies via
BIG-1Q Centralized Management

Virtual Appliance
+« VMware Herizen View 7.13 and Herizen
8.0 suppert

BIG-IP Access Policy Manager

.

Applicatien tunnels

Suppert fer endpeint security and VPN
witheut wels brewser plug-ins

DTLS 2.0 medefer delivering and securing
applicatiens

Suppertfer dynamic split tunneling

Supperts cenfiguratien ef quetas, allew-lists,
and deny-lists ferratelimiting APl requests

Landing URI varialle suppert

IPv6 ready

Style sheets fer custemized logeon page
Health check meniter fer RADIUS acceunting
AES128-GCM encryptien

Micreseft Intune and IBM MaaS360
Seamlessly integrates with third-party MFA,
including Due (Cisce)

OIDC pretecel suppert fer Due (Cisce) MFA

Integrates with leading IAM vender preducts
(Micreseft, Okta, Ping ldentity)

Integrates with Micreseft Azure AD
Cenditienal Access

Windews machine certificate suppert

Windews Credential Manager integratien

Centralized advanced reperting with Splunk
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Additional F5 Support
+ vCMP » Access centrel suppertte BIG-IP LTM

+ FS5iRules® scripting language virtual server

F5S BIG-IP Platforms

Please refer to the BIG-IP System Hardware, VIPRION, and Viitual Edition eata sheets for
more details. For information about specific module support for each platform, see the latest
release notes on AskF5. For the full list of supported hypervisors, refer to the VE Suppoited

Hypervisors Matrix. F5 platforms can be managed via a single pane of glass with BIG-IQ

Centralized Management.

’ \
' i
|
' VE i
S J
BIG-IP iSeries Appliances BIG-IP Viitual Editions VIPRION Chassis

FS Support Services

FS Suppoit Services offers worle-class support, training, ane consulting to help you get the
most from your F5 investment. Whether it's providing fast answers to guestions, training
internal teams, or handling entire implementations from designto deployment, FS Support
Services can help ensure your applications are always secure, fast, and reliable. For more
information about F5 Support Services, contact consulting@f5.com or visit f5.com/services/

support.

To learn more about BIG-IP APM, visit f5.com/apm.

©2021F5, Inc. All rights raserved. F5, and the FS lego aretradamzirks of F5, Inc, intheU.5. and in certain ether ceuntries, Other F5 trademarks are identified at f5.cem

other predu
BCOG21|PS-SEC-592029716

ervices, or cempany Nnames referenced herein may be trademarks eftheir respective ewners with ne endersement er affillation, expressed or implled clamed oy FS,Inc



	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_01
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_02
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_03
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_04
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_05
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_06
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_07
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_08
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_09
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_10
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_11
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_12
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_13
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_14
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_15
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_16
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_17
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_18
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_19
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_20
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_21
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_22
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_23
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_24
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_25
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_26
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_27
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_28
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_29
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_30
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_31
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_32
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_33
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_34
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_35
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_36
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_37
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_38
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_39
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_40
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_41
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_42
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_43
	ALFA NOBEL - Zabezpeceni webovych informacnich zdroju pomoci aplikacnich bran pro RS_Redig_Stránka_44



