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I. PFredmét smlouvy
Predmétem této smlouvy je fadna a vasna realizace dodavky nového hardware (HW), licenci a
podpory pro provozovani stavajiciho monitorovaciho systému Flowmon kupyjiciho veetné jeho
odborné instalace, konfigurace a pfevodu software podle podminek stanovenych touto smlouvou.
Nabidka prodavajiciho, kterou piedloZil v ramci zadavaciho fizeni a zadavaci dokumentace, ktera
byla podkladem pro zpracovani nabidky, byly podkladem pro uzavieni této smlouvy a ddaje
v téchto dokumentech uvedené jsou pro smluvni strany zavazné pfi realizaci dila podle této

smlouvy, tj. zejména obsahuji bliz§i specifikaci dila.

I1. Specifikace véci a cena
Pro ugely této smlouvy se vécmi rozumi monitorovaci systém Flowmon — hardware pro sondu
pro sbér NetFlow/IPFIX dat a virtualni kolektor pro dlouhodobé¢ uklidéni a vyhodnocovani
statistik ziskanych NetFlow/IPFIX dat, pofizované pro potieby Centra vypoletni techniky
Univerzity TomaSe Bati ve Zlingé s parametry specifikovanymi v_pfiloze &. 1 této smlouvy —
Technické specifikaci.
Vsechny véci dodavané prodavajicim musi byt nové, origindlni a nepouzité, bez faktickych a
pravnich vad (zejména prav tietich osob).
Cena véci je sjednana jako nejvySe pfipustnd a kone¢na (vyjma pfipadl, kdy po podpisu této
smlouvy dojde ke zméné sazeb DPH), pficemZ zahrnuje veskeré ndklady prodavajiciho nezbytné
pro spinéni jeho povinnosti z této smlouvy, zejména naklady na dopravu véci a uhradu jakychkoliv
spravnich &i celnich poplatk.

Cena sondy pro sbér NetFlow/IPFIX dat:

Celkem bez DPH: 491 354,00K¢

21% DPH: 103 184,34 K¢

Celkem s DPH: 594 538,34 K& (slovy: pét set devadesat &tyfi tisic pét set tficet osm korun
Ceskych tficet Ctyfi haléfa)

Cena kolektoru pro dlouhodobé ukliadani a vyhodnocovini statistik NetFlow/IPFIX dat:
Celkem bez DPH: 205 304,00 K&

21% DPH: 43 113,84 K¢é

Celkem s DPH: 248 417,84 K& (slovy: dvé sté &tyFicet osm tisic &tyfi sta sedmnact korun
Ceskych osmdesat ¢tyfi haléfh) ‘

Cena podpory pro sondu, kolektor a modul ADS na rok 2022:

Celkem bez DPH: 83 699,00 K&

21% DPH: 17 576,79 K¢

Celkems DPH: 101 275,79 K& (slovy: jedno sto jedna tisic dvé sté sedmdesat pét korun ceskych
sedmdesat devét haléfi)

Cena instalace, konfigurace a pfevodu software:

Celkem bez DPH: 28 600,00 K¢

21% DPH: 6 006,00 K¢

Celkem s DPH: 34 606,00 K& (slovy: ticet &tyfi tisic Sest set $est korun Eeskych)
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Celkova cena za véci dle této smlouvy a dohodnuté sluzby ¢ini 808 957,00 K¢ bez DPH, slovy osm
set osm tisic devét set padesat sedm korun eskych.

II1. Dal3i podminky plnéni, misto a termin plnéni
Ptedmétem této smlouvy je zavazek prodavajiciho dodat kupujicimu véci, véetné odborné
instalace a konfigurace, pFevodu software a konfiguraci ze sou¢asného hardware, uvedeni do
provozu a odzkouSeni, jakoZto i zdvazek kupujiciho mu za dodani véci a provedeni uvedenych
ginnosti zaplatit dohodnutou cenu, to vie za podminek dale uvedenych v této smlouve. Véci budou
dodany tadné zabalené v zalepenych krabicich. O dodéni véci bude stranami pofizen protokol,
ktery podepisi opravnéni zastupci obou smluvnich stran (déle jen ,protokol”). Opravnény zastupce
kupujiciho je_, opravnény zastupce prodavajiciho je _, +420

(@anect.com.

Mistem plnéni (dodani véci) je Univerzita Tomase Bati ve Zlin€, nam. T. G. Masaryka 5555,
760 01 Zlin.
Prodavajici je povinen splnit svlj zavazek dle této smlouvy nejpozdéji do 8 tydnd od ulinnosti
této smlouvy.
Po splnéni celého zavazku prodavajiciho, tedy zejména po odborné instalaci a konfiguraci,
pievodu software a konfiguraci ze sou¢asného hardware, uvedeni do provozu a odzkouseni
dodanych véci, bude mezi smluvnimi stranami podepsan zavére¢ny pfedavaci protokol. Opravnéni
zastupci se uplatni stejni, jako v bodé 1) tohoto ¢lanku.
Po dobu neplnéni povinnosti zaji$téni sou¢innosti ze strany kupujiciho neni prodavajici v prodleni
s pln&nim svych zdvazk, a o tuto dobu se prodluZuje termin uvedeny v bodu 3) tohoto ¢lanku.

IV. Platebni podminky
Kupujici se zavazuje uhradit prodavajicimu cenu véci a s nimi spojenych sluzeb dle ¢l. . této
smlouvy na zikladé datiového dokladu — faktury, vystavené prodavajicim po kompletnim spin€ni
zavazku (viz €. 111. odst. 1) této smlouvy), pfi¢emz pravo fakturovat vznika prodavajicimu dnem
oboustranného podpisu zavére¢ného predavaciho protokolu. Dafiovy doklad bude vystaven
prodavajicim do 14 kalendafnich dnii od podpisu protokolu.
Splatnost faktury je 30 dnii od jejiho doru¢eni kupujicimu. Faktura bude uhrazena bezhotovostnim
pfevodem na ucet prodavajiciho uvedeny na faktufe. Kupujici neposkytuje zalohy.
Faktura musi spliiovat naleZitosti dafového dokladu ve smyslu § 29 zékona ¢&. 235/2004 Sb., o dani
z pfidané hodnoty ve znéni pozdé&jsich pfedpisii, jinak je kupujici opravnén fakturu vratit
prodavajicimu k opravé, a to az do data jeji splatnosti. V takovém pfipadé bézi lhiita splatnosti
faktury nové od pocatku dnem dorugeni opravené faktury kupujicimu.
V ptipadé pochybnosti se ma za to, Ze faktura byla uhrazena dnem odepsani pfislu3né Castky z uctu
kupujiciho ve prospéch uctu prodévajiciho uvedeného na fakture.
Platby budou probihat vyhradné v K¢ a rovnéz veskeré cenové udaje budou v této méne.
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V. Odpovédnost a ziruka
Prodavajici odpovida za vady, které ma véc v dobé jejiho pfedani a dale v ramci poskytnuté zaruky
za vady zjisténé po celou dobu zaruéni lhaty. Prodavajici prohlasuje a zavazuje se, Ze véc bude
dodana jako nova, nepouzita, nerepasovana, Ze na ni nevaznou Zzadné fakticke ani pravni vady (4.
zejména prava tietich osob).
Prodavajici poskytuje kupujicimu zaruku za to, Ze véc bude mit po dobu zaru¢ni lhity vlastnosti
stanovené touto smlouvou, pfislu§nymi pravnimi ptedpisy a normami, pfipadné vlastnosti obvyklé
a ze bude plné pouzitelna ke sjednanému ugelu, popf. k (¢elu obvyklému (dale téZ jen,, zdruka™).
Zarugni doba b&zi potinaje oboustrannym podpisem protokolu a ¢ini 36 mésicii od pfedani véci na
zaklad& podepsaného zavére¢ného predavaciho protokolu.
Kupujici ma moznost hlasit zavady v pracovnich dnech a to v dobé od 8:00 do 17:00 hod. a to na
e-mail servicedesk@anect.com nebo na telefonni linku +420 271 100 999. Komunikace musi
probihat v ¢eském jazyce.
V dobg zaru¢ni Ihiity nebude za opravy uétovan material, komponenty, prace za odstranéni zavad,
cestovni ¢i jiné nahrady.
Délka zaruéni doby se automaticky prodluzuje o podet dni uplynulych od ohlaSeni zdvady az do
jejiho uplného odstranéni.
Zaruka se nevztahuje na poSkozeni véci zplsobené kupujicim neodbornym zisahem nebo
nespravnou obsluhou a dale na §kody zplisobené zdsahem teti osoby a vy3si moci.
Kupujici je opravnén reklamovat vady véci kdykoliv b&éhem zéru¢ni doby, a to bez ohledu na to,
kdy vady zjisti nebo je mél zjistit; § 2112 ob&anského zakoniku se nepouzije. V reklamaci bude
vada popsana véetné toho, jak se projevuje. Prodavajici je povinen reklamovanou vadu odstranit
(nedohodnou-li se strany pisemné jinak) nejbliZsi nasledujici pracovni den a to v rdmci podpory
Gold Support (zahrnujici také vedkeré updaty a upgrady), kterou bude kupuijici udrzovat po dobu
zaruky v platnosti. O odstranéni vady sepisi smluvni strany zapis.
Zaruéni opravy budou poskytovany prodavajicim v mist& instalace zafizeni a za jeji provedeni
nepfisludi prodavajicimu jakakoliv kompenzace souvisejicich nakladi.

10) Smluvni strany se dale dohodly, Ze vady véci, na které se nevztahuje zaruka, je prodavajici povinen
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na zadost kupujiciho odstranit, a to v pfiméfeném terminu a za svych standardnich cenovych
podminek.

V1. Sankce
P¥i prodleni kupujiciho s tthradou kupni ceny véci je kupujici povinen uhradit proddvajicimu uroky
z prodleni ve vy3i dle pfislusného pravniho pfedpisu. '
Pfi prodleni prodavajiciho s dodrzenim terminu dle €l. [II odst. 3) této smlouvy je prodavajici
povinen uhradit kupujicimu smluvni pokutu ve vy3i 5 000,- K¢ za kazdy zapo&aty den prodleni.
PFi prodleni prodavajiciho s dodrzenim terminu dle €l. V odst. 8) této smlouvy je prodavajici
povinen uhradit kupujicimu smiuvni pokutu ve vy3i 5 000,- K& za kazdy zapoCaty den prodleni a
kazdou reklamovanou vadu.
Porusi-li prodavajici svou povinnost informovat kupujiciho, Ze se stal nespolehlivym platcem DPH
nebo oznamit mu sviij tdet, ktery je spravcem dan& zvefejnén zpuisobem umoZiiujicim dalkovy
pistup, je povinen zaplatit kupujicimu smluvni pokutu ve vysi DPH z kupni ceny.
Smluvni pokuty dle této smlouvy jsou splatné do 15 dnii od dorugeni jejich pisemného vyictovani
povinné strané. ’
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Ujednani o smluvnich pokutach nemaji vliv na nahradu $kody, jeji uplatnéni ani vymahani.

VII. Odstoupeni od smlouvy
Kazda ze smluvnich stran ma pravo od smlouvy odstoupit, je-li druha smluvni strana déle nez 14
dnil v prodleni s plnénim svych povinnosti dle této smlouvy.
Kupujici ma pravo od smlouvy odstoupit také tehdy, stane-li se prodéavajici nespolehlivym platcem
DPH nebo bylo-li vydano rozhodnuti, Ze byl zji§té€n upadek nebo hrozici ipadek prodévajiciho.
Moznost odstoupit od smlouvy z diivodl stanovenych zakonem neni dotéena.

VIIL Pojisténi odpovédnosti za $kodu zpisobenou prodavajicim

1) Prodavajici prohladuje, Ze ma uzavfenou pojistnou smlouvu pro piipad zpisobeni §kodé tfeti osobé
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ve vydi 10 000 000,- K¢, u pojistovny Colonnade Insurance S.A..

IX. Zavéreéna ustanoveni
Prodévajici bere na védomi, Ze je osobou povinou spolupfisobit pti vykonu finanéni kontroly dle §
2 pism. e) zdkona ¢. 320/2001 Sb., o finanéni kontrole ve vefejné spravé, v platném znéni.
Prodavajici se zavazuje, Ze umoZni viem subjektim opravnénym k vykonu kontroly, z jejichz
prostfedkd je plnéni dle této smlouvy hrazeno, provést kontrolu dokladli souvisejicich s timto
plnénim, a to po dobu danou pravnimi pfedpisy CR k jejich archivaci (zakon &. 563/1991 Sb., o
Ucetnictvi, v platném znéni a zdkon ¢. 235/2004 Sb., o dani z pfidané hodnoty, v platném znéni).
Prava a povinnosti smluvnich stran vznikajici z této smlouvy a vyslovné neupravené jejim znénim
se fidi pravnimi predpisy Ceské republiky s vylou¢enim ptipadnych koliznich norem, a to zejména
ob¢anskym zdkonikem.
Tuto smlouvu lze ménit ¢i dopliiovat pouze pisemnymi &islovanymi dodatky, které budou za
dodatek smlouvy vyslovné oznaceny a podepsany opravnénymi zastupci obou smluvnich stran.
Smluvni strany se dle § 89 zdkona 99/1963 Sb., ob&ansky soudni tad, ve znéni pozdéjich predpisd,
dohodly, Ze k feSeni pfipadnych sporii mezi smluvnimi stranami plynoucich ze smlouvy je
ptisluinym soudem soud, jehoZ mistni pfisludnost se fidi obecnym soudem kupujiciho.
Je-li nebo stane-li se kterékoli ustanoveni této smlouvy v jakémkoli sméru nezakonnym, neplatnym
¢i nevykonatelnym, zakonnost a vykonatelnost zbyvajicich ustanoveni této smlouvy tim nebude
dotfena ani oslabena. Smluvni strany se zavazuji, Ze jakékoli takové nezakonné, neplatné nebo
nevykonatelné ustanoveni nahradi novym, které bude nezdkonnému, neplatnému ¢i
nevykonatelnému ustanoveni svym vyznamem co nejbliZe.
Tato smlouva je vyhotovena v pisemné formé a kazdd smluvni strana k ni pfipojuje v souladu
s pfisludnymi ustanovenimi zdkona ¢. 297/2016 Sb., o sluzbach vytvarejicich divéru pro
elektronické transakce, svij kvalifikovany elektronicky podpis.
Tato smlouva nabyva platnosti dnem pfilozeni elektronického podpisu posledni smluvni strany
a aéinnosti dnem uvefejnéni v centralnim registru smluv v souladu se zdkonem ¢&. 340/2015 Sb.,
o zvlastnich podminkach ¢innosti nékterych smluv, uvefejiiovani téchto smluv a o registru smluv
(zékon o registru smluv).
Nedilnou soucasti této smlouvy je pFiloha & 1 - podrobna technickd specifikace véci.
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Pfiloha €. 1 - Podrobna technicka specifikace véci
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Flowmon ADS Models List

valid from 27.1.2021

Flowmon Anomaly Detection System (ADS) is a security solution that uses artificial intelligence and machine learning to
detect anomalies hidden in the network traffic. It complements conventional security tools and creates a multi-layered
protection system capable of uncovering threats at every stage of compromise. Traditional signature and rule-based
detection approaches like firewall, IDS/IPS, or antivirus focus on securing perimeter and endpoints. Effective though they
are in detecting initial infection by known malicious code or behavior, they offer no protection beyond perimeter and
endpoint - a vast area where insider threats occur. Exploiting this gap is the most common way of stealing data. Insider
threats can only be uncovered by detecting the slightest anomalies that show indicators of compromise. Flowmon ADS can
integrate with Suricata IDS operated on Flowmon Probes to extend and enrich the scope of detection capabilities and
provide additional context to behavior-based anomalies and incidents. This specification is valid for Flowmon ADS
version 11.2 and newer versions based on a new stream-based detection engine processing the data on the fly.

Flowmon ADS e Stndd | Beslies Bitapiss || Wmet
[ERCIADS: IS | P PCTADSTS] [ERCIADS:C) [ERCIADSF
Flow data NetFlow v5/v9, IPFIX, NetStream, jFlow, cflowd
BATA External information Flowmon Threat Intelligence (re_putation databag.es, indicators of compromise),
CROEEING - : wh.ms, IP tools, weblinks
Behavioral detections machine learning, adaptive baselining, behavior analysis, heuristics
IDS detections built-in integration with Suricata IDS running on Flowmon Probes
EVENTS Reporting and alerting e-mail, PDF/CSV, syslog, SNMP, packet capture trigger, script trigger
SIEM support . Using CEF (over syslog), SNMP trap
(sf:;‘:fs"l‘s;’at"’ processing 100 1.000 5.000 20.000 50.000 | 100.000
N sf:cz::{n';a(“ﬂi';:s) 100 1000 | “ 5.000 20.000 25.000 25.000
Data feeds 1 3 5 20 50 100
Required memory (GB) T4 .8 16 32 64 128
Required CPU cores 1 2 4 8 16 24
VEER Event visualizations - Event analysis tree, Timeline, Details, Evidence, Interactive
TRWERPAGE | 3w party integration IBM QRadar App, LDAP/AD, McAfee ePO

! Flows per second rate corresponds to unidirectional flow data before it is aggregated to bi-direction flow. Detection methad
configuration where there are high numbers of method instances and assigned active data feeds may lead to performance
issues. The performance is declared for standard product configuration (all detection methods enabled, one method
instance per method, proxy correlation disabled) while providing a required amount of memory for Flowmon ADS. By
enabling the proxy correlation the performance can decrease up to 50% of the original value. Proxy correlation is available
only for stream engine, and thus affects only stream data processing performance. Required memory refers to memory
consumed by ADS only. It is recommended that the total memory of the Flowmon appliance is double the one for ADS.
Insufficient memory allocated to Flowmon ADS does have an impact on detail of individual events as in memory rolling
store for flow data does not provide sufficient history. In case of insufficient memory Flowmon ADS will dynamically
decrease the flow store capacity to continue data processing. Required CPU cores refer to CPU cores including
hyperthreading allocated for ADS only. Providing less CPU cores may lead to performance degradation.

Total performance refers to the maximal number of flows per second processed on all active data feeds combined. For
stream processing the limit is applied when the one-hour average value of flows/s exceeds threshold. For BPATTERNS
processing the limit is applied when the 5-minute average value of flows exceeds the threshold. Therefore short flow bursts
and traffic spikes will be processed, even if over the limit.

Behavior patterns (BPATTERNS) performance is the maximal amount of flows per second processed on all active data
feeds assigned to this detection method. The performance is load balanced between data feeds equally, first flows in a 5-
minute batch within the available capacity are processed. The limit is applied to the 5-minute data batches. BPATTERNS

engine is based on batch processing of flow data. o

Flowmon Networks a.s.

X www.flowmon.com
info@flowmon.com
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Data feed is a receiver for flow data from Flowmon Collector. Data feeds provide logical separation of data from different
network segments (e.g., LAN, DMZ) or different organizations (tenants). For a single Data feed, multiple instances of each
detection method can be defined. Internal context and classifiers for each Data feed and method instance are computed
and kept in isolation.

Flowmon Threat Intelligence is a premium cloud-based service included in Gold and Platinum Support. The service offers
reputation data and indicators of compromise such as recent attackers, infected hosts, or botnet command & control
centers. This information is used as a basis for the detection of suspicious network communications via BLACKLIST
method. Flowmon Threat Intelligence also updates Behavior pattems to detect known threats or zero-day attacks using
behavior analysis principles.

Flowmon ADS ISP edition is no longer available and is replaced by the standard models as follows:

Flowmon ADS ISP version Replacement
Flowmon ADS Business

Flowmon ADS ISP 1 & Flowmon ADS ISP 4

Flowmon ADS ISP 10 & Flowmon ADS iSP 40 Flowmon ADS Corporate

Flowmon ADS ISP 100 & Fiowmon ADS ISP 400 Flowmon ADS Enterprise

Flowmon Networks a.s.

) www.flowmon.com
info@flowmon.com
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Flowmon Collector Models List

Vaud from Saptamuer 7. 2020

Flowmon Collector

Flowmon Collector is a stand-alone appliance for collection, long-term storage and analysis of flow data (NetFlow, IPFIX, sFlow, and other standards compatible with NetFlow) from flow enabled daevicas (switches,
routers), Flowmon Probes ar ather flow sources. All Flowmon Collector models are equipped with Fiowmon Manitoring Center (FMC) - a too! for flow collection, viewing and analyzing, automatic reporting and more.

Flowmon Monitoring Center provides complete VISlblmy into network (raﬂ' ic lhrough dashboarﬂs long-term graphs with various perspectives, Top N istics, user-defined profiles, possibility to drill-down to any
communication and more. Flowmon Collector's f y can be d with F
Flowmon Collector is available in the form of a hardware appllance of 1U or 2U rack unil size and as a virtual i for deploy into virtual envi s in VM , Hyper-V, KVM, AWS, Azure or Google Cloud.

vimware

Hardware Appliance

Fl Collector is equipped with two copper 10/100/1000 Mbps Ethemet management ports which can be used for appliance configuration, management and flow data collection. Management ports can be upgraded
to 10 Gbps Ethemet ports by purchasing an upgrade package. The upgrade package can be purchased only for new appli (at the of pu ).

Flowmon Collector is also equipped with a remote control feature for remote monitoring of device conditions. It offers command-line access, a web GUI and a virtual console. All hardware-based models provide a
dedicated network interface for remote control. For details, see the Flowmon - Pre-installation Manual document available at hitps://portal, lowmon.com.

Flowmon Coltector models differ in storage capacity, type of RAID, performance and dimensions of the server (1U/2U).

Virtual Appliance

Flowmon Collector in the form of a virtual appliance (VA) is designed for deployment into virtual and doud environments (VMware, Hyper-V, KVM, AWS, Azure, Google Cloud) and provides the same functionality as a
hardware-based Flowmon Collector. Flowmon Collector models differ in performance and storage capacity.

Flowmon Collector VA supp up to two g ports which can be used for appliance configuration, management and flow data collection.

In addition, a Flowmon Collectar VA supports up to two 1 Gbps Ethemet monitoring ports which provide network traffic monitoring and flow data (NetFlow/IPFIX) production. Flowmon Collector VA enables network
traffic monitoring in a virtual environment without the necassity for other appliances for flow data production.

Distributed Architecture

Distri i {DA) provi high ility and load g for large and ing with high of flow data and a large number of flow sources. Flow data is distributed amang mulliple
units for profiles cornpmahon and other flow data procassing. More unlls can be simply added to increase both performance and storage . Di: Archif Ire provi a central le for g and
configuration of all units in remote geographical locations as well as data aggregation and visualization in one place.

There are 3 types of units in DA: Master, Proxy and Stave units. Master and Proxy units are har based or virtual i . Slave Units are traditional F Ci s (| based or

virtual appliances).
Find out more about Distributed Architecturs.

www.flowmon.com 14
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Hardware Appliances
{FC-R5-1000 Flowmon Collector R5-1000 75 000 40 000 20 000 1TB HW RAIDS 3 x SATA Hot Swap 8 32GB 1|
IFC-R5-2000 Flowmon Collector R5-2000 100 000 40 000 20 000 278 HW RAIDS 3 x SATA Hot Swap 8 32 GB 1U
IFC-R5-3000PRO Flowmon Collector R5-3000 Pro 150 000 80 000 40 000 378 HW RAIDS 4 x SATA Hot Swap 32 64 GB U
IFC-R10-4000PRO Flowmon Collector R10-4000 Pro 250 000 120 000 60 000 478 HW RAID10 4 x SATA Hot Swap 32 64 GB LY
IFC-R5-6000PRO Flowmon Collector R5-6000 Pro 150 000 80 000 40 000 6T HW RAIDS 4 x SATA Hot Swap 32 64 GB iU
IFC-R5-12000PRO Flowmon Collector RS-12000 Pro 200 000 120 000 60 000 1278 HW RAIDS 4 x SATA Hot Swap 64 128 GB U
IFC-R10-16000PRO Flowmon Collector R10-16000 Pro 300 000 160 000 80 000 1678 HW RAID10 4 x SATA Hot Swap 64 128 GB 1U
JFC-R5-24000PRO Flowmon Collector R5-24000 Pro 200 000 120 000 60 000 2478 HW RAIDS 4 x SATA Hot Swap 64 128 GB 1U
{FC-R6-48000PRO Flowmon Collector R6-48000 Pro 250 000 120 000 60 000 48 TB HW RAID6 8 x SATA Hot Swap 72 128 GB pi
IFC-R6-86000PRO Flowmon Collector R6-96000 Pro 250 000 120 000 60 000 96 T8 HW RAIDG 14 x SATA Hot Swap 72 128 GB U
JFC-R6-192000PRO Flowmon Coliector R6-192000 Pro 250 000 120 000 60 000 192 T8 HW RAIDG I 18 x SATA Hot Swap 72 128 GB 2V
IFC-R5-2880SSD Flowmon Collsctor R5-2880 SSD 400 000 200 000 100 000 2.88 TB HW RAIDS | 4 x SATA Hat Swap 72 258 GB U
IFC-R5-11400SSD Flowmon Collsctor R5-11400 SSD 400 000 200 000 100 000 11.4TB HW RAIDS [ 4 x SATA Hot Swap 72 256 GB 1U
IFC-MU | Flowmon Collector — Master Unit = 6TB| HWRAIDS | 4 x SATA Hot Swap | 32 ] 64 GB | 1U
IFC-PU | Flowmon Collsctor — Proxy Unit -1 6TB[ HWRAIDS | 4 x SATA Hat Swap | 32 | 4GB! 1u
! Performance is measured in our test i using 0 data. There are several factors that may affect your specific perf such as btad { and les ar the number of concurrently
executed querias in FMC. While we do our best to represent the data as fairty and ible, your may i diffarent limits.

2The maximum number of flows per second (fps) that a Fl

s

3 This setup represents a good b

ce and user

4 This setup

the best i in

$Number of CPU cores, with Hyper Threading enabled.

natwork

white using optional f

or Fl

while using all features, or running multiple Flowmon modutes.

. In this satup, no optional features are enabled and no other madutes are in use.
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Vatid trom Seglemper 7, 2020

[BSU] I [HEaY
ey coey Pobntpey  RERCD oo [ e ) &Y
Sorp [id1g] [max] (max)
IFC-R5-1000 Flowmon Collector R5-1000 43x43.4x573 12.2 250 W no 94 W 184 W 1039 BTU/h
IFC-R5-2000 Flowmon Collector R5-2000 4.3x43.4x57.3 12.2 250 W no 94 W 184 W 1039 BTU/h
IFC-R5-3000PRO Fiowmon Collector R5-3000 Pro 4.3x43.4x653 17.6 2 x 550 W yes 130 W 303W 2559 BTUWh
IFC-R10-4000PRO Flowmon Collector R10-4000 Pro 4.3 x43.4x658.3 17.6 2x550 W yes 130w 303 W 2559 BTU/h
IFC-R5-6000PRO Fiowmon Collector R5-6000 Pro 43x43.4x69.3 17.6 2x 550 W yes 130 W 303w 2559 BTU/h
IFC-R5-12000PRO Flowmon Collector R5-12000 Pro 4.3 x43.4x69.3 17.6 2x 550 W yes 144 W 35T W 2559 BTU/h
IFC-R10-16000PRO Flowmon Collector R10-16000 Pro 4.3x43.4x69.3 17.6 2x 550 W yes 144 W 57T W 2559 BTU/h
|FC-R5-24000PRO Flowmon Collector RS5-24000 Pro 4.3x43.4x69.3 17.6 2x 550 W yes 144 W 5T W 2559 BTU/h
|FC-R6-48000PRO Flowmon Collector R6-48000 Pro 8.7x43.4x68.2 25.4 2x 1100 W yes 180 W 51 W 4100 BTWh
IFC-R6-96000PRO Flowmon Collector R6-96000 Pro 8.7x43.4x71.6 33.1 2x 1100 W yes 358 W 445 W 4100 BTU/h
IFC-R6-192000PRO Flowmon Collector R6-192000 Pro 8.7x43.4x716 33.1 2x 1100 W yes 403 W 484 W 4100 BTU/h
IFC-R5-2880SSD Flowmon Collector R5-2860 SSD 4.3x43.4x69.3 17.6 2 x 550 W yos 144 W ISTW 2559 BTU/h
IFC-R5-11400SSD F Collector R5-11400 SSD 4.3x43.4x69.3 17.6 2x550wW yes 144 W IBTW 2559 BTU/h
IFC-MU | Flowmon Collector — Master Unit | 4.3%43.4x69.3 | 176 | 2x550W [  yes | 130w | 303 W | 2559 BTU/h
IFC-PU | Flowmen Collector — Proxy Unit 1 4.3x43.4x693 | 17.6 | 2x550W | yes | 130w | 303W | 2559 BTU/h
Continuous Operation:
¢ Temperature: 10°C +35'C
«  Relative Humidity': 10% + 80% at 29°C
Expanded Operation®: '
«  Temperature: 5°C +40°C
«  Relative Humidity': $% + 85% at 29°C
1The specified temperature is the maximum dew point temperature.
2When operating in the exp p range, system may be i Device can wark in this condition for up to 1% of annual operating hours.
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Virtual Appliances

ormance Drago
ada

Vald frorm Septamber 7, 2020

with the vendor/distributor of the virtual environment.

3Some configuration options, such as supported disk size, may be limited by the customer's virtual envi

IFC-500-VA Flowmon Callector 500 Virtual Appliance up to 75 000 0.5 T8 2 CPU cares, 8 GB RAM, 500 IOPS
IFC-1000-VA Fiowmon Collector 1000 Virtual Appliance up to 75 000 1TB 2 CPU cores, 8 GB RAM, 500 IOPS
IFC-2000-VA Flowmmon Callectar 2000 Virtual Appliance up to 75 000 27B 2 CPU cores, 8 GB RAM, 500 IOPS
IFC-3000-VA Flowmon Coliector 3000 Virtual Appliance up to 150 000 378 KVM 3.10.0 and higher 4 CPU cores, 8 GB RAM, 1000 IOPS
IFC-6000-VA Flowmon Coltector 6000 Virtual Appli up to 150 000 6 TB 5.5 and higher | 2012 R2 and higher | QEMU 1.5.3 and higher 4 CPU cares, 8 GB RAM, 1000 IOPS
IFC-12000-VA | Flowmon Collector 12000 Virtual Appliance up to 200 000 1278 libvirt 4.5.0 and higher [ 8 CPU coras, 16 GB RAM, 2000 IOPS
IFC-24000-VA Flowmon Collector 24000 Virtual Appliance up to 200 000 24TB 8 CPU cores, 16 GB RAM, 2000 I0OPS
IFC-48000-VA Flowmon Coltector 48000 Virtual Appliance up to 200 000 48 TB 8 CPU cores, 16 GB RAM, 2000 IOPS
IFC-64000-VA Flowmon Collector 64000 Virtual Appli up to 200 000 64 TB 8 CPU cores, 16 GB RAM, 2000 |0PS
IFC-VA-MU Flowmon Collector VA - Master Unit - 6TB . KVM 3.10.0 and higher 4 CPU cores, 8 GB RAM, 1000 IOPS
- 5.5 and higher | 2012 R2 and higher | QEMU 1.5.3 and higher
IFC-VA-PU Flowmon Collector VA - Proxy Unit - 6TB libvint 4.5.0 and higher 4 CPU cores, 8 GB RAM, 1000 IOPS
' The i d pertt in flows per second (fps).
2p, is in our test d using 0! data. In virtual , the on , overall system load, and environment of deployment. There
are several other factors thal may affect your specific perf such as i and or the number of concurrently executed queries in FMC. While we do our best to represent the data as fairy
and y 8s possi your envi 1t may i differen limits. d per can be i by ing & sufficient amount of d , see | Appti for
reference.

9 of which F Collector model has been . Any such limitati should be
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Gold Support
and Platinum
Support

Flowmon Gold and Platinum Support are comprehensive services to provide
customers with full support for their Flowmon solution. With Gold Support,
you get automated access to updates and upgrades, fast system support,
extended hardware warranty onsite hardware repair. Platinum Support
extends Gold Support with other premium services. Your Flowmon solution
keeps the highest possible performance and you maximize your investment.

ExpertMaintenance

24/7 Phone Support Flowmon ThreatIntelligence




Flowmon Gold Support

Expert maintenance

Our support department is ready to help you with product configuration, system administration
and resolving any problem that appears. The supportincludes access to the web customer centre,
support via phone, email, remote support over SSH and consultation with our network / security
specialists.

Regular updates and upgrades
All software updates and upgrades are available.

GOLD SUPPORT AND PLATINUM SUPPORT

Extended hardware warranty
Up to 5 years.

Flowmon Threat Intelligence for Flowmon ADS

With the Flowmon Gold Support programme you receive the most up-to-date. trustworthy
databases for the precise detection of infected end stations or communication with botnet
command & control centres. With Flowmon Threat Intelligence you also always have the latest
detection methods so you can identify even zero-day threats and other unknown risks.

Flowmon Platinum Support

Platinum Support includes all benefits of Gold Support service and brings other premium services:
24/7 phone support

Keep Your Hard Drive
Service waiving the requirement to return a failed drive under warranty when you receive
a replacement.

Priority Support

Cases opened by customers are processed with high priority.

Mission Critical
4-hour** ansite HW warranty.

* Next-Business-Day hardware support of 100GbE network interface card (valid for IFP-100000PRO-
QSFP28, IFP-200000PRO-QSFP28) is a subject of current availability in the respective region.

= Availability may vary by country. Mission critical 4-hour repair for HW components, does not
include SW configuration. Critical hardware components are stored in distance appropriate for
4-hour delivery. Other may be available next day.

www.flowmon.com
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Flowmon Probe

Flowmon Probe is a high-performance appliance that monitors traffic and g IP flow istics. The flow istics are then exported to storage for further analysis by a Flowmon Catlactor or other
NetFlowfIPFIX compatible application. The Probe provides NetFlow/IPFIX data necessary for network operations, troubleshooting, performance, and security monitoring.

Flowmon Probe is availabla in the form of a hardware appliance of 1U rack unit size and as a virtual appliance for deployment into VMware, Hyper-V, and KVM virtual environments.

vimware AV V)

—
Hardware Appliance
Flowmon Probe in the form of a hardh pli is a high-perf tand-al device for monitoring all types of networks from 10 Mbps to 100 Gbps. Flowmon Probe comes in a atandard or | Pro model with a
different number and type of i g poris. A based Fh Probe provides a built-in flow and F g Center (FMC) - ion for flow % porting, and
The built-in isr icted to receive flow data only from the Probe itself. It is y to use a stand-al Flowmon Couec(or for collecting data !rom other/multiple sources.
Flowmon Probe is equipped with two capper 10/100/1000 Mbps Ethemel management ports (except for IFP-1000-CU with only one management port) which can be used for appliance configuration, management, and
flow data export. On the IFP-200000PRO-QSFP28 model, ports can be upg to 10 Gbps Eihemet by purchasing an upgrade pack The upgrade package can be purchased only for new appliances

{at the moment of purchass).

Flowmon Probe is also eguipped with a remote control feature for remote monitoring ot device conditions. The express version offers command-tine access and a web GUI. The enterprise version additionally offers a
dedicated network interface and a virtual console. For details, see the f - P ion Manual ilable at https://portat. flowmon.com.

Virtual Appliance

Flowmon Probe in the form of a virtual i {(VA)is a itoring appliance designed for deployment into a virtual environment (VMware, Hyper-V, KVM). F Probe VA provides functi y similar
to the t based f Probe i Flowmon Probe VA models differ in the number and speed of supported monitoring ports. In wiih the based appliance, a Flowmon Probe VA does
not include a builtdin , hence it is y to use a dedi d for NetFlow/IPFIX data storage and analysis.

F Probe VA supports up to two ports (except for IFP-1000-VA with only one supported management port) which can be used for appliance configuration, management, and flow data export.

Flowmon IPFIX Extensions

F Probe, a based or virtual i supports F IPFIX i which extend IPFIX i ion al with itoring of network performance statistics (Round-Trip Time, Server
Response Time, delays, jitter, etc.) and application protocols such as HTTP, DNS, DHCP, SMB, E-mail, MSSQL, MySQL, PostgreSQL, VolP SIP s(ausllcs SSUTLS, CoAP, IEC104 and others. For mare information
about Flowmon IPFIX Extensions, see the Flow Standards Sp ion document ilable at hitps://porfal flowmon.com.

Supported L2 and Tunnelmg Protocols
i MAC Probe also supports various L2 protocols and encapsulations such as VLAN, QinQ, MPLS, GRE, OTV, ESP, Avaya SPB, TRILL, and VxLAN. The monitoring interfaces of
IFP-1000-CV, IFP-2000-CU, IFP~4000—CU IFP-4000-SFP, IFP-10000-SFP+, IFP-20000-SF P+, IFP-4D00PRO-CU and IFP-4000PRO-SFP can be used as targets for ERPSAN/GRE or VxLAN monitoring sessions.

www.flowmon.com 14
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Hardware Appliances

o od RAID P RA
IFP-1000-CU Flowmon Probe 1000 1.48 Mpps 1.48 Mpps 1 x 10710071000 Mbps Ethemet 0.5M - | 1 xSATA 8 32GB Express
iFP-2000-CU Flowmon Probe 2000 1.48 Mpps 2.96 Mpps | 2 x 10/100/1000 Mbps Ethemet 0.5M - | 1xSATA 8 32GB Express
IFP-4000-CU Flowmon Probe 4000 1.48 Mpps 3 Mpps | 4 x 10/100/1000 Mbps Ethemet 0.5M - | 1xSATA 8 32GB Express
IFP-4000-SFP Flowmon Probe 4000 SFP 1.48 Mpps 3 Mpps 4 x 1 Gbps Ethemet 0.5M - § 1 xSATA 8 32GB Express
(FP-10000-SF P+ Flowmon Probe 10000 SFP+ 1.5 Mpps 1.5 Mpps 1 x 10 Gbps Ethemst aM - 1 1xSATA 12 64 GB | Enterprise
IF P-20000-5F P+ Flowmaon Probe 20000 SFP+ 1.5 Mpps 3 Mpps 2 x 10 Gbps Ethemet 4M - | 1xSATA 12 64 GB | Enterprise
IFP-40000-SFP+ Flowmon Probe 40000 SFP+ 5 Mpps 20 Mpps 4 x 10 Gbps Ethemet 4M RAID1 | 2 x SATA 48 64 GB | Enterprise
JFP-4000PRO-CU Flowmon Probe 4000 Pro 1.48 Mpps 3 Mpps [ 4 x 10/100/1000 Mbps Ethemet 05M RAID1 | 2 x SATA 8 32 GB | Enterprise,
IFP-4000PRO-SFP Flowmaon Probe 4000 Pro SFP 1.48 Mpps 3 Mpps 4 x 1 Gbps Ethernet 0.5M RAID1 | 2 x SATA 8 32 GB | Enterprise
IFP-20000PRO-SFP+ Flowmaon Probe 20000 Pro SFP+ 14.8 Mpps 29.6 Mpps 2 x 10 Gbps Ethemet a4M RAID1 | 2 x SATA 48 | 128 GB | Entemprise]
iFP-40000PRO-SFP+ Flowmon Probe 40000 Pro SFP+ 14.8 Mpps 59.2 Mpps 4 x 10 Gbps Ethemnel 4M RAID1 | 2 x SATA 48 | 128 GB [ Enterprise
IFP-200000PRO-QSFP28 | Flowmon Prabe 200000 Pro QSFP28 100 Mpps® 7150 Mpps? 2 x 40/100.Gbps Ethemat a2M RAIDY | 2 x SATA 40° | 256 GB | Entarpnse

'CU indicates a coppsr monitoring interface. SFP, SFP+ and QSFP28 interfaces require the use of a transcaiver module chosen from Flowmon jes Price List ing to the ch. istics of the itored
network.

? Perfi in our test d using the smallest supported packet size of 64 bytes. Flowmon Probe is configured without any optional L2/L3N4LT | tysis, tunnel tati
addmonnliy msmlled packages. There are several other factors that may affect your specific perfformance, such as traffic type average packet size, distribution of packet amival times, numhov and type of L2!L3/L4IL7
protocols being analyzed or additionally installed packages. While we do our best to represent the dala as fairty and y as possible, your envil may experi different limits.

3The number of flow entries in flow cache per monitoring port.
“The number of CPU cores, with Hyper-Threading enabled.

sperformance is measured for 1P traffic or IP traffic encapsulated in MPLS (up to 2 layers), VLAN or QinQ. If other ion p are used, per may vary based on the ancapsulation protoco! end
network traffic distribution and mixturs. .

* Model IFP-200000PRO-QSFP26 has Hyper-Threading disabled.

F Probe IFP- RO-QSFP28 can operate in 2x 100G or 2x 40G modes. We d to use i from F A ies Price List:
« 2x 100G mode: 2x 100G-QSFP28-SR4 or 2x 100G-QSFP28-LR4 transcaivers.
« 2x 40G mode: 2x 40G-QSFP-SR4 or 2x 40G-QSFP-LR4 transceivers.

All models of a hardware-based Flowmon Probe are equipped with a built-in p of p ing 50 000 fps (flows per second) and come with 1 TB storage capacity.

www.flowmon.com U1
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Hardware Appliances - Operating Conditions :

Power Consumption

Dimensions cPU neat

{H x W x D) cm

Max

Dissipation

IFP-1000-CU Flowmon Probe 1000 1U, 4.3 x43.4x57.3 12.2 450 W No 68 W 154 W 1725 8TUh
IFP-2000-CU Flowmon Probe 2000 1U, 4.3 x 43.4 X 57.3 12.2 450 W No 68 W 154 W 1725 BTU/h
|FP-4000-CU Flowmon Probe 4000 1U,4.3x43.4x57.3 12.2 450 W No 68 W 154 W 1725 BTUH
IFP-4000-SFP Flowmon Probe 4000 SFP 1U,4.3 x43.4x57.3 12.2 450 W No 68 W 154 W 1725 BTU/H
IFP-10000-SFP+ Flaowmon Probe 10000 SFP+ 1U,4.3x43.4x573 13.8 350 W No 68 W 170 W 1356 BTUM
|FP-20000-SFP+ Flowmon Probs 20000 SFP+ 1U,4.3 x43.4x573 138 350 W No 68 W 170 W 1356 BTU/h
IFP-40000-SFP+ Fl Probe 40000 SFP+ 1U,4.3x43.4 x69.3 17.5 2550 W Yes 153 W 300 W 2559 BTUM
|FP-4000PRO-CU Flowmon Probe 4000 Pro 1U,4.3x43.4x57.3 12.2 450 W No 79W 165 W 1725 BTU/h
|FP-4000PRO-SFP Flowmon Probe 4000 Pro SFP 1U,4.3x43.4x57.3 12.2 450 W No 79W 165 W 1725 BTU/M
|FP-20000PRO-SFP+ Flowmon Probe 20000 Pro SFP+ 1U, 4.3 x43.4 x69.3 17.5 2x 550 W Yes 154 W 305 W 2559 BTU/h
IFP-40000PRO-SFP+ Flowmon Probe 40000 Pro SFP+ 1U,4.3x43.4 x69.3 17.5 2x 550 W Yes 154 W 305 W 2559 BTU/h
IFP-200000PRO- QSFP28 | Flowmon Probe 200000 Pro QSFP28 1U,4.3x43.4x77.3 21.9 2x 750 W Yes 175 W 475 W 2559 BTU/h

Continuous Operation:

e«  Temperature: 10°C + 35°C
»  Relative Humidity*: 10% + 80% at29°C

Expandéd Operation®:

o  Temperature: 5°C + 40°C
«  Relative Humidity*: 5% + 85% at 29°C

! The specifi is the

2When op

dew point temperature.

ing in the exp:

range, system performance may be impacted. Device can wark in this condition for up to 1% of annual operating hours.
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Virtual Appliances

IFP-1000-VA Flowmon Probe 1000 VA Up to 0.3 Mpps | Upto 0.3 Mpps 1 x 1 Gbps Ethemet 0.5M 4 CPU cores, 8 GB RAM, min. 25 GB HDD

IFP-2000-VA Flowmon Probe 2000 VA Upto 0.3 Mpps | Up 10 0.6 Mpps 2 x 1 Gbps Ethemet 0.5M KVM 3.10.0 |4 CPU cores, 8 GB RAM, min. 25 GB HDO
IFP-4000-VA Flowmon Probe 4000 VA Upto 0.3 Mpps | Upto 1.2 Mpps 4 x 1 Gbps Ethemet 05M 55 2012R2 | QEMU 1.5.3 | 6 CPU cores, 8 GB RAM, min. 25 GB HDD
IFP-6000-VA Flowmon Probe 6000 VA Up to 0.3 Mpps | Upto 1.8Mpps | 6 x 1 Gbps Ethemet 05M | andlater | andlater | libvin 450 | 6 CPU cores, 8 GB RAM, min. 25 GB HDD
IFP-10000-VA | Flowmon Probe 10000 VA Up 10 0.7 Mpps | Upt0 0.7 Mpps | 1 x 10 Gbps Ethemet M and tater [“5' a0 cores, 8 GB RAM, min. 25 GB HDD
\FP-20000-VA Flowmon Probe 20000 VA Upto 0.7 Mpps | Upto 1.4 Mpps | 2 x 10 Gbps Ethemet 4 M 8 CPU cores, 8 GB RAM, min. 25 GB HDD
! Performance is in our test envi using the liest supported packet size of 64 bytes. Flowmon Probe is configured without any optional L2/L37L4/LT pi | ysis, tunnel ion or
itionally i ges. In virtual envil the per p on , overall system load, and enviranment of deployment. There are several other factors that may affect your specific

padorman;:a, such a; traffic type, average packet size, distribution of packet arrival times, number and type of L2/L3/L4/L7 protocols being analyzed or additionally installed packages. While we do our best to represent
the data as fairty and y as possil your i may experi different limits,

2 A number of flow entries in flow cache per monitoring port.

3Some configuration options, such as supported disk size, may be limited by the r's virtual i g: of which Fl Probe model has been Any such limitati should be
with the vendor/distributor of the virtual environment.
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Udaje k hodnoticim kritériim (Nabidkova cena
v K¢)

' {FC-12000-VA Flowmon Collector 12000 VA 1 159 270 K&
Flowmon Collector 12000 VA GS 1 ‘
GS-IFC-12000-VA rok 1 46 034 K&
IFP-40000-SFP+- Flowmon Probe 40000 SFP+ 1
V!_!PL J_Bg;llngment . 344 996 K&
Flowmon Probe 40000 SFP+ GS 1 ‘
GS-IFP-40000-SFP+ rok 1 146 358 K&
GS-FPC-ADS-B Flowmon ADS Business GS 1 rok 1 83 699 K¢
. Instalace, konfigurace, pfevod SW 1 28 600 K¢
CELKEM 808 957 K&
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