Smlouva o dodani licence a provozu vyhledavaci sluzby EBSCO

Discovery Service”
mezi
Nazev: Jihogeska univerzita v Ceskych Budgjovicich
Sidlo: BraniSovska 1645/31a, 370 05 Ceské Budéjovice
Zastupuje: prof. PhDr. Bohumil Jirousek, Dr., rektor
Bankovni spojeni: Cs0B Ceské Budéjovice, ¢islo Gétu 104725778/0300
IC: 60076658
DIC: CZ60076658
- dale jen Odbératel -
a
Nazev: EBSCO Information Services s.r.o.
Sidlo: Klimentska 1746/52, 110 00 Praha 1
Zastupuje: Cary Alan Bruce - jednatel
IC: 496 21 823
DIC: C249621823
Zapsana: v obchodnim rejstiiku vedeném méstskym
soudem v Praze, oddil C, viozka 24504
Bankovni spojeni: Deutsche Bank AG Praha,

Cislo uctu: 3119300004/7910,
IBAN: CZ1579100000003119300004

- dale jen Poskytovatel -

Obé smluvni strany spolu nize uvedeného dne mésice a roku uzaviraji tuto smlouvu o dodani licence
a provozu vyhledavaci sluzby EBSCO Discovery Service (dale jen ,,Produkt”), (dale jen ,,Smlouva®“).

€l. 1 Pfedmét smlouvy

1) Prfedmétem této smlouvy je zdvazek Poskytovatele k instalaci a zajisténi pfistupu do
vyhleddvace EBSCO Discovery Service (EDS) v ramci licence pro obdobi 1.1.2021 ~ 31.12.2023
a zdvazek Objednatele uhradit za to Poskytovateli cenu dle ¢l. 3 této Smlouvy, to vie v
souladu s ustanovenimi této Smlouvy.

Instalace EBSCO Discovery Service zahrnuje:

e EDS Index — centraini index metadat
e Integraci katalogu

e Linkovaci nastroj Full Text Finder

e Lokator publikaci Publication Finder
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€l. 2 Lhiita pInéni a forma pfistupu

Poskytovatel se zavazuje poskytovat Produkt Odbérateli formou licence online pfistupu k
serveru Poskytovatele po dobu tf¥i (3) pfedplatitelskych rokd, v obdobi od 1. 1. 2021 do 31. 12.
2023.

Tento pfistup bude umoznén Odbérateli na zdkladé IP adres Odbératele, které Poskytovateli
poskytne Odbératel. Objednatel se zavazuje spolupracovat s Poskytovatelem pfi optimalizaci
nastaveni Produktu.

€l. 3 Cena, fakturovani a platebni podminky
Cena za plnéni dle této Smlouvy je stanovena v americkych dolarech a €ini:

1.1.2021-31.12.2021 USD 7.479,00
1.1.2022 -31.12.2022 USD 7.666,00
1.1.2023-31.12.2023 USD 7.858,00

Ceny jsou uvedeny bez DPH.

Odbératel uhradi cenu na zakladé dafiového dokladu (faktury), vystaveného Poskytovatelem
po podpisu smlouvy obéma smluvnimi stranami a splatného 30 dni ode dne doruceni faktury
do sidla Odbératele. Konecnd cena bude kalkulovana v €eskych korunach podle platného
kurzu banky Poskytovatele (fakturujiciho) v den predchazejici dni vystaveni faktury. K cené
bude pfipoCtena DPH v aktudlni zakonné vysi. Pravo fakturovat za prvni obdobi vznika
Poskytovateli poté, co smlouva vstoupi v Ucinnost. Faktury za nasledujici obdobi budou
vystaveny nejpozdéji do 15. ledna daného predplatitelského roku.

Faktura bude obsahovat ndleZitosti dle zak. 235/2004 Sb., o dani z pfidané hodnoty, v
platném znéni. V ptipadé, Ze faktura nebude obsahovat nékteré z téchto naleZitosti, nebo
bude obsahovat nesprdavné udaje, bude Odbératelem neprodiené vracena Poskytovateli k
opravé. V takovém pripadé lhita splatnosti po¢ina bézet znovu ode dne doruceni opravené Ci
nové vystavené faktury.

Pro pfipad prodleni Odbératele se zaplacenim faktury se sjednava urok z prodleni ve vysi
0,05% ze smluvni ceny Produktu v K¢ dle ¢l. 3 odst. 1 této smlouvy denné za kaidy den
prodleni.

Na platbu, kterou ucini, uvede Odbératel celé Cislo faktury. Platba se provede bankovnim
prevodem na ucet Poskytovatele uvedeny vyse v této smlouvé a soucasné na fakture.

€l. 4 Prava a povinnosti smluvnich stran

Vzhledem k povaze Produktu se prava a povinnosti smluvnich stran ¥idi také ustanovenimi ve
smyslu Licencni smlouvy, kterd tvofi Pfilohu €. 1 a je nedilnou soucasti této Smlouvy.



2) Vpfipadé hlaseni a feSeni chyb, Zadosti o zménu nastaveni Produktu ¢i pfipadné jinych
Zadosti a dotazl Odbératele kontaktuje uvedené delegované kontaktni osoby Poskytovatele
zodpovédné za provoz Produktu Odbératele:

technicky kontakt

Regional Sales Manager — organizacni kontakt

e-mail:
tel:
fax.:
mob.:

Pro dotazy, pfipominky a ndvrhy miize Odbératel béhem celkového provozu Produktu kdykoli
kontaktovat Poskytovatele v pracovni dny pfes sluzbu HelpDesk. Poskytovatel garantuje
odpovéd do 24 hodin.

Kontaktni Gidaje sluzby HelpDesk:

3) V pripadé havarijniho vypadku systému Ci obdobné zavainych situaci mlZe Odbératel
kdykoliv (24/7) kontaktovat Poskytovatele na lince Hotline, kterd garantuje okamiitou
reakci.

Kontaktni (daje linky HotLine: Tel.: +_

€l. 5 Zavére¢na ustanoveni

1) Smluvni strany mohou od Smlouvy lze odstoupit v pfipadé podstatného poruseni smluvnich
zdvazkl druhou stranou, a to dorucenim pisemného odstoupeni od Smlouvy, v némi bude
sdélena skutecnost, v niZ je spatfovdno podstatné poruseni Smlouvy. Za podstatné poruseni
této Smlouvy se povaiuji: prodleni Odbératele se zaplacenim ceny dle ¢l.3 prFesahujici 30
dnd, prodleni Poskytovatele se zpfistupnénim produktli Odbérateli ve sjednané Ihité nebo
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Upadek Poskytovatele dle platného zdkona o insolvencnim fizeni. Dale Ize Smlouvu ukoncit
vzajemnou dohodou smluvnich stran.

Platnost smlouvy mlZe byt ukoncena popf. smlouva zrusena také v dlsledku dalSich pravnich
skutecnosti, s nimiZ zanik tohoto vztahu spojuje ¢eska pravni Gprava nebo pisemna dohoda
smluvnich stran, v¢. této smlouvy a dodatk k ni, a to v pfipadech tam uvedenych.

Tuto smlouvu Ize ménit nebo dopliiovat pouze pisemnou dohodou smluvnich stran, popf.
formou pisemnych vzestupné Cislovanych dodatkd, podepsanych opravnénymi zastupci obou
smluvnich stran. Ukon stran nebo strany, ktery tuto smlouvu rusi nebo ukonéuje jeji
platnost, nebo na zdkladé néhoZ ma tento nasledek nastat, vyZaduje rovnéz pisemnou formu.

Tato Smlouva je vyhotovena a podepsana digitdlné.
Nedilnou soucasti smlouvy jsou pfilohy:
a) Pfiloha €.1 — Licen¢ni smlouva EBSCO

Vztahy mezi smluvnimi stranami se fidi ¢eskym pravnim fadem. Ve vécech smlouvou
vyslovné neupravenych se pravni vztahy z ni vznikajici a vyplyvajici fidi pfislusnymi
ustanovenimi zakona €. 89/2012 Sb., obéansky zakonik, ve znéni pozdéjsich predpisti a
ostatnimi obecné zavaznymi pravnimi predpisy Ceské republiky. Licenéni podminky (pfiloha
€. 1 Smlouvy) se fidi pravnim fadem a pravnimi pfedpisy uvedenymi v nich,

Tato smlouva podléha podle zdkona €. 340/2015 Sb., o registru smluv, v Géinném znéni,

povinnosti uverejnéni v registru smluv zfizeném na zdkladé citovaného zdkona. Smluvni

strany vyslovné souhlasi s uverejnénim této smlouvy. Uvefejnéni této smlouvy v registru
smluv postupem podle citovaného zakona zajisti Odbératel.

Smlouva vstupuje v platnost dnem jejiho podepsani druhou ze smluvnich stran a v Giinnost
uverejnénim v registru smluv dle pfedchoziho odstavce. Uzavira se na dobu urcitou do 31.
12. 2023.

V Ceskych Budéjovicich dne V Praze dne .....coovvverveeennnenn
(viz datum elektronického podpisu) (viz datum elektronického podpisu)

liho&eska univerzita v Ceskych Budéjovicich EBSCO Information Services s.r.0.

prof. PhDr. Bohumil Jirousek, Dr. Cary Alan Bruce
rektor jednatel
(za Odbératele) (za Poskytovatele)



LAST UPDATED: November 19, 2019
EBSCO LICENSE AGREEMENT

By using the services available at this site or by making the services available to Authorized Users, the
Authorized Users and the Licensee agree to comply with the following terms and conditions (the
"Agreement"). For purposes of this Agreement, "EBSCO" is EBSCO Publishing, Inc.; the "Licensee" is the
entity or institution that makes available databases and services offered by EBSCO; the "Sites" are the
Internet websites offered or operated by Licensee from which Authorized Users can obtain access to
EBSCO's Databases and Services; and the "Authorized User(s)" are employees, students, registered
patrons, walk-in patrons, or other persons affiliated with Licensee or otherwise permitted to use
Licensee's facilities and authorized by Licensee to access Databases or Services. "Authorized User(s)"
do not include alumni of the Licensee. "Services" shall mean EBSCOhost, EBSCOhost Integrated
Search, EBSCO Discovery Service, EBSCO eBooks, Flipster and related products to which Licensee has
purchased access or a subscription. "Services" shall also include audiobooks and eBooks to which a
Licensee has purchased access or a subscription and periodicals to which Licensee has purchased a
subscription. "Databases" shall mean the products made available by EBSCO. EBSCO disclaims any
liability for the accuracy, completeness or functionality of any material contained herein, referred to, or
linked to. Publication of the servicing information in this content does not imply approval of the
manufacturers of the products covered. EBSCO assumes no responsibility for errors or omissions nor any
liability for damages from use of the information contained herein. Persons engaging in the procedures
included herein do so entirely at their own risk.

I. LICENSE

A. EBSCO hereby grants to the Licensee a nontransferable and non-exclusive right to use the Databases
and Services made available by EBSCO according to the terms and conditions of this Agreement. The
Databases and Services made available to Authorized Users are the subject of copyright protection, and
the original copyright owner (EBSCO or its licensors) retains the ownership of the Databases and
Services and all portions thereof. EBSCO does not transfer any ownership, and the Licensee and Sites
may not reproduce, distribute, display, modify, transfer or transmit, in any form, or by any means, any
Database or Service or any portion thereof without the prior written consent of EBSCO, except as
specifically authorized in this Agreement.

B. The Licensee is authorized to provide on-site access through the Sites to the Databases and Services
to any Authorized User. The Licensee may not post passwords to the Databases or Services on any
publicly indexed websites. The Licensee and Sites are authorized to provide remote access to the
Databases and Services only to their patrons as long as security procedures are undertaken that will
prevent remote access by institutions, employees at non-subscribing institutions or individuals, that are
not parties to this Agreement who are not expressly and specifically granted access by EBSCO. For the
avoidance of doubt, if Licensee provides remote access to individuals on a broader scale than was
contemplated at the inception of this Agreement then EBSCO may hold the Licensee in breach and
suspend access to the Database(s) or Services. Remote access to the Databases or Services is
permitted to patrons of subscribing institutions accessing from remote locations for personal,
non-commercial use. However, remote access to the Databases or Services from non-subscribing
institutions is not allowed if the purpose of the use is for commercial gain through cost reduction
or avoidance for a non-subscribing institution.

C. Licensee and Authorized Users agree to abide by the Copyright Act of 1976 as well as by any
contractual restrictions, copyright restrictions, or other restrictions provided by publishers and specified in
the Databases or Services. Pursuant to these terms and conditions, the Licensee and Authorized Users
may download or print limited copies of citations, abstracts, full text or portions thereof, provided the
information is used solely in accordance with copyright law. Licensee and Authorized Users may not
publish the information. Licensee and Authorized Users shall not use the Database or Services as a
component of or the basis of any other publication prepared for sale and will neither duplicate nor alter
the Databases or Services or any of the content therein in any manner, nor use same for sale or



distribution. Licensee and Authorized Users may create printouts of materials retrieved through the
Databases or Services online printing, offline printing, facsimile or electronic mail. All reproduction and
distribution of such printouts, and all downloading and electronic storage of materials retrieved through
the Databases or Services shall be for internal or personal use. Downloading all or parts of the Databases
or Services in a systematic or regular manner so as to create a collection of materials comprising all or
part of the Databases or Services is strictly prohibited whether or not such collection is in electronic or
print form. Notwithstanding the above restrictions, this paragraph shall not restrict the use of the materials
under the doctrine of "fair use" as defined under the laws of the United States. Publishers may impose
their own conditions of use applicable only to their content. Such conditions of use shall be displayed on
the computer screen displays associated with such content. The Licensee shall take all reasonable
precautions to limit the usage of the Databases or Services to those specifically authorized by this
Agreement.

D. Authorized Sites may be added or deleted from this Agreement as mutually agreed upon by EBSCO
and Licensee

E. Licensee agrees to comply with the Copyright Act of 1976, and agrees to indemnify EBSCO against
any actions by Licensee that are not consistent with the Copyright Act of 1976.

F. The computer software utilized via EBSCO's Databases and Service(s) is protected by copyright law
and international treaties. Unauthorized reproduction or distribution of this software, or any portion of it, is
not allowed. User shall not reverse engineer, decompile, disassemble, modify, translate, make any
attempt to discover the source code of the software, or create derivative works from the software.

G. The Databases are not intended to replace Licensee's existing subscriptions to content available in the
Databases.

H. Licensee agrees not to include any advertising in the Databases or Services.
II. LIMITED WARRANTY AND LIMITATION OF LIABILITY

A. EBSCO and its licensors disclaim all warranties, express or implied, including, but not limited to,
warranties of merchantability, noninfringement, or fitness for a particular purpose. Neither EBSCO nor its
licensors assume or authorize any other person to assume for EBSCO or its licensors any other liability in
connection with the licensing of the Databases or the Services under this Agreement and/or its use
thereof by the Licensee and Sites or Authorized Users.

B. THE MAXIMUM LIABILITY OF EBSCO AND ITS LICENSORS, IF ANY, UNDER THIS AGREEMENT,
OR ARISING OUT OF ANY CLAIM RELATED TO THE PRODUCTS, FOR DIRECT DAMAGES,
WHETHER IN CONTRACT, TORT OR OTHERWISE SHALL BE LIMITED TO THE TOTAL AMOUNT OF
FEES RECEIVED BY EBSCO FROM LICENSEE HEREUNDER UP TO THE TIME THE CAUSE OF
ACTION GIVING RISE TO SUCH LIABILITY OCCURRED. IN NO EVENT SHALL EBSCO OR ITS
LICENSORS BE LIABLE TO LICENSEE OR ANY AUTHORIZED USER FOR ANY INDIRECT,
INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR SPECIAL DAMAGES RELATED TO THE USE OF
THE DATABASES OR SERVICES OR TO THESE TERMS AND CONDITIONS, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

C. Licensee is responsible for maintaining a valid license to the third party resources configured to be
used via the Services (if applicable). EBSCO disclaims any responsibility or liability for a Licensee
accessing the third party resources without proper authorization.

D. EBSCO is not responsible if the third party resources accessible via the Services fail to operate
properly or if the third party resources accessible via the Services cause issues for the Licensee. While
EBSCO will make best efforts to help troubleshoot problems, Licensee acknowledges that certain aspects
of functionality may be dependent on third party resource providers who may need to be contacted
directly for resolution.



lll. PRICE AND PAYMENT

A. License fees have been agreed upon by EBSCO and the Licensee, and include all retrospective issues
of the Product(s) as well as updates furnished during the term of this Agreement. The Licensee's
obligations of payment shall be to EBSCO or its assignee. Payments are due upon receipt of invoice(s)
and will be deemed delinquent if not received within thirty (30) days. Delinquent invoices are subject to
interest charges of 12% per annum on the unpaid balance (or the maximum rate allowed by law if such
rate is less than 12%). The Licensee will be liable for all costs of collection. Failure or delay in rendering
payments due EBSCO under this Agreement will, at EBSCO's option, constitute material breach of this
Agreement. If changes are made resulting in amendments to the listing of authorized Sites, Databases,
Services and pricing identified in this Agreement, pro rata adjustments of the contracted price will be
calculated by EBSCO and invoiced to the Licensee and/or Sites accordingly as of the date of any such
changes. Payment will be due upon receipt of any additional pro rata invoices and will be deemed
delinquent if not received within thirty (30) days of the invoice dates.

B. Taxes, if any, are not included in the agreed upon price and may be invoiced separately. Any taxes
applicable to the Database(s) under this Agreement, whether or not such taxes are invoiced by EBSCO,
will be the exclusive responsibility of the Licensee and/or Sites.

IV. TERMINATION

A. In the event of a breach of any of its obligations under this Agreement, Licensee shall have the right to
remedy the breach within thirty (30) days upon receipt of written notice from EBSCO. Within the period of
such notice, Licensee shall make every reasonable effort and document said effort to remedy such a
breach and shall institute any reasonable procedures to prevent future occurrences of such breaches. If
the Licensee fails to remedy such a breach within the period of thirty (30) days, EBSCO may (at its
option) terminate this Agreement upon written notice to the Licensee.

B. If EBSCO becomes aware of a material breach of Licensee'’s obligations under this Agreement or a
breach by Licensee or Authorized Users of the rights of EBSCO or its licensors or an infringement on the
rights of EBSCO or its licensors, then EBSCO will notify the Licensee immediately in writing and shall
have the right to temporarily suspend the Licensee's access to the Databases or Services. Licensee shall
be given the opportunity to remedy the breach or infringement within thirty (30) days following receipt of
written notice from EBSCO. Once the breach or infringement has been remedied or the offending activity
halted, EBSCO shall reinstate access to the Databases or Services. If the Licensee does not satisfactorily
remedy the offending activity within thirty (30) days, EBSCO may terminate this Agreement upon written
notice to the Licensee.

C. The provisions set forth in Sections |, Il and V of this Agreement shall survive the term of this
Agreement and shall continue in force into perpetuity.

V. NOTICES OF CLAIMED COPYRIGHT INFRINGEMENT

EBSCO has appointed an agent to receive notifications of claims of copyright infringement regarding
materials available or accessible on, through, or in connection with our services. Any person authorized to
act for a copyright owner may notify us of such claims by contacting the following agent: Kim Stam,
EBSCO Publishing, 10 Estes Street, Ipswich, MA 01938; phone: I fax:

email I '~ contacting this agent, the contacting person must provide all relevant
information, including the elements of notification set forth in 17 U.S.C. 512.

VI. GENERAL

A. Neither EBSCO nor its licensors will be liable or deemed to be in default for any delays or failure in
performance resulting directly or indirectly from any cause or circumstance beyond its reasonable control,
including but not limited to acts of God, war, riot, embargoes, acts of civil or military authority, rain, fire,
flood, accidents, earthquake(s), strikes or labor shortages, transportation facilities shortages or failures of
equipment, or failures of the Internet.



B. This Agreement and the license granted herein may not be assigned by the Licensee to any third party
without written consent of EBSCO.

C. If any term or condition of this Agreement is found by a court of competent jurisdiction or administrative
agency to be invalid or unenforceable, the remaining terms and conditions thereof shall remain in full
force and effect so long as a valid Agreement is in effect.

D. If the Licensee and/or Sites use purchase orders in conjunction with this Agreement, then the Licensee
and/or Sites agree that the following statement is hereby automatically made part of such purchase
orders: "The terms and conditions set forth in the EBSCO License Agreement are made part of this
purchase order and are in lieu of all terms and conditions, express or implied, in this purchase order,
including any renewals hereof."

E. This Agreement and our Privacy Policy represent the entire agreement and understanding of the
parties with respect to the subject matter hereof and supersede any and all prior agreements and
understandings, written and/or oral. There are no representations, warranties, promises, covenants or
undertakings, except as described in this Agreement and our Privacy Policy.

F. EBSCO grants to the Licensee a non-transferable right to utilize any IP addresses provided by EBSCO
to Licensee to be used with the Services. EBSCO does not transfer any ownership of the IP addresses it
provides to Licensee. In the event of termination of the Licensee's license to the Services, the Licensee's
right to utilize such IP addresses will cease.

G. All information that EBSCO collects when Licensee accesses, uses, or provides access to, the
Databases and Services is subject to EBSCO’s Privacy Policy, which is incorporated herein by reference.
By accessing or using the Databases and/or Services, you consent to all actions taken by EBSCO with
respect to your information in compliance with the Privacy Policy.

DATA PROCESSING ADDENDUM

This Data Processing Addendum (the “Addendum”) is by and between EBSCO Publishing, Inc. (“Service
Provider’) and Data Controller (“Customer”). This Addendum is being entered into in connection with
and subject to the terms and conditions contained in the License Agreement between Service Provider
and Customer (the “Agreement”). All capitalized terms used herein that are not otherwise defined shall
have the same meaning as ascribed to such terms in the Agreement.

1. Definitions

a. "Data Protection Legislation” means the General Data Protection Regulation
2016/679, the European Directive 2002/58/EC, and any legislation and/or regulation
implementing or made pursuant to them, or which amends, replaces, re-enacts or
consolidates any of them.

b. "data processor”’, "data controller’, "data subject", "personal data", "processing"
and "appropriate technical and organisational measures" shall be interpreted in
accordance with applicable Data Protection Legislation; and

c. "Services" shall have the meaning set forth in the Agreement (as applicable).

2. Data Protection
a. The provisions of this Section 1 shall apply to the personal data the Service Provider
processes in the course of providing Customer the Services. Service Provider is the
data processor in relation to the personal data that it processes in the course of
providing Services to Customer. Customer is the data controller in relation to the
personal data that it processed by data processor on its behalf in the course of
providing Services to Customer.

b. The subject matter of the data processing is providing the Services and the processing
will be carried out until Service Provider ceases to provide any Services to Customer.
Annex 1 of this Addendum sets out the nature and purpose of the processing, the types



of personal data Service Provider processes and the data subjects whose personal
data is processed.

When the Service Provider processes personal data in the course of providing Services
to you, Service Provider will:

i. process the personal data only in accordance with documented instructions
from Customer (as set forth in this Addendum or the Agreement or as directed
by Customer). If applicable law requires Service Provider to process the
personal data for any other purpose, Service Provider will inform Customer of
this requirement first, unless such law(s) prohibit this;

ii. notify Customer promptly if, in Service Provider's opinion, an instruction for
the processing of personal data given by Customer infringes applicable Data
Protection Legislation;

iii.  assist Customer, taking into account the nature of the processing:

1. by appropriate technical and organizational measures and where
possible, in fulfilling Customer’s obligations to respond to requests
from data subjects exercising their rights;

2. in ensuring compliance with the obligations pursuant to Articles 32 to
36 of the General Data Protection Regulation, taking into account the
information available to Service Provider; and

3. by making available to Customer all information reasonably
requested by Customer for the purpose of demonstrating that
Customer’s obligations relating to the appointment of processors as
set out in Article 28 of the General Data Protection Regulation have
been met.

iv. implement and maintain appropriate technical and organizational measures to
protect the personal data against unauthorized or unlawful processing and
against accidental loss, destruction, damage, theft, alteration or disclosure.
These measures shall be appropriate to the harm which might result from any
unauthorized or unlawful processing, accidental loss, destruction, damage or
theft of personal data and appropriate to the nature of the personal data which
is to be protected;

2 in the event of third-party subprocessing that is subject to Data Protection
Legislation, (A) inform Customer and obtain its prior written consent (execution of
this Addendumshall be deemed as Customer’s prior written consent to such third-
party subprocessing); (B) provide a list of third-party subprocessors upon Customer’s
request; and (C) inform Customer of any intended changes to third-party
subprocessors, thereby giving Customer the opportunity to object to such changes.
Service Provider will not give access to or transfer any personal data to any
third party for such third party's independent use (e.g., not directly related to
providing the Services) without Customer’s prior written consent. If Service
Provider provides personal data to third party subprocessors involved in
providing the Service, Service Provider will include in its agreement with any
such third party subprocessor terms which are at least as favorable to
Customer as those contained herein and as are required by applicable Data
Protection Legislation;

Vi. ensure that Service Provider personnel required to access the personal data
are subject to a binding duty of confidentiality with regard to such personal
data;

vii.  except as set forth in Section 2.c.v. above or in accordance with documented
instructions from Customer (as set forth in this Addendum or the Agreement
or as directed by Customer), ensure that none of Service Provider personnel
publish, disclose or divulge any personal data to any third party;



viii.  upon expiration or earlier termination of the Agreement, upon Customer’s
written request, securely destroy or return to you such personal data, and
destroy existing copies unless applicable laws require storage of such
personal data; and

ix.  at Service Provider's option, allow Customer and Customer’s authorized
representatives to either (i) access and review up-to-date attestations, reports
or extracts thereof from independent bodies (e.g. external auditors, , data
protection auditors) or suitable certifications to ensure compliance with the
terms of this Addendum; or (ii) conduct audits or inspections, upon the parties
mutual agreement, during the term of the Agreement to ensure compliance
with the terms of this Addendum in accordance with this Section c.ix..
Notwithstanding the foregoing, any audit must be conducted during Service
Provider's regular business hours, with reasonable advance notice to Service
Provider and subject to reasonable confidentiality procedures. In addition,
audits shall be limited to once per year.

d. If Service Provider becomes aware of and confirms any accidental, unauthorized or
unlawful destruction, loss, alteration, or disclosure of, or access to Customer's personal
data that Service Provider processes in the course of providing the Services (a
"Security Breach"), Service Provider will notify Customer within forty-eight hours.

e. Alltransfers of personal data from the EEA and Switzerland to the U.S. is covered by
Service Provider’s Privacy Shield certification. Service Provider agrees to (i) maintain
Service Provider’s Privacy Shield certification throughout the term of the Agreement,
provided Privacy Shield certification remains a valid basis under the Data Protection
Legislation for establishing adequate protections in respect of a transfer of personal
data outside of the European Economic Area and/or Switzerland or (ii) execute
Standard Contractual Clauses in respect of the processing of such personal data.
Service Provider will promptly notify Customer if Service Provider ceases to maintain,
or anticipates the revocation or withdrawal, or are otherwise challenged by any
regulatory authority as to the status of Service Provider’s Privacy Shield certification, or
if Service Provider makes a determination that it can no longer meet our obligations
under Privacy Shield.

f. Prior to Service Provider processing personal data to Customer and Customer’s users,
Customer agrees to obtain a legal basis, which may include consent, for the processing
of personal data in connection with the provisioning and use of Services. This Section
(f) shall be in accordance with Article 6 of the GDPR or other applicable Data
Protection Legislation.

3. MISCELLANEOUS

In the event of any conflict or inconsistency between the provisions of the Agreement and this
Addendum, the provisions of this Addendum shall prevail. For avoidance of doubt and to the extent
allowed by applicable law, any and all liability under this Addendum will be governed by the relevant
provisions of the Agreement, including limitations of liability. Save as specifically modified and amended
in this Addendum, all of the terms, provisions and requirements contained in the Agreement shall remain
in full force and effect and govern this Addendum. Except as otherwise expressly provided herein, no
supplement, modification, or amendment of this Addendum will be binding, unless executed in writing by
a duly authorized representative of each party to this Addendum. If any provision of the Addendum is
held illegal or unenforceable in a judicial proceeding, such provision shall be severed and shall be
inoperative, and the remainder of this Addendum shall remain operative and binding on the parties.

ANNEX 1: DETAILS OF PROCESSING OF COMPANY PERSONAL DATA



This Annex 1 includes certain details of the Processing of Company Personal Data as required by Article
28(3) GDPR.

Subject matter and duration of the Processing of Company Personal Data

Subject to Agreement, Service Provider will provide the Services for the duration of the Agreement,
unless otherwise agreed upon in writing.

The nature and purpose of the Processing of Company Personal Data

Service Provider will process all personal data governed by this Addendum as necessary to perform
the Services pursuant to the Agreement, and as may be further instructed by Customer in its use of the
Services.

The types of Company Personal Data to be Processed

Where applicable, as users are voluntarily permitted, but not required, may create a personalized
account. Those accounts may collect the following limited personal data:

1. Name;

2. Email Address;

3. Password (in some cases); and
4. Security questions with answers.

The categories of Data Subjects to whom the Company Personal Data relates
Data subjects include Customer's current end-users.
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Description of the technical and organizational security measures implemented by the Service Provider in
accordance with the Addendum:

See attached Security White Paper.

White Paper: Information Security Practices
Introduction

Information Security (IS) is a priority at EBSCO Information Services (EBSCO). Our mission is to
incorporate security and risk management practices into our policies, procedures, and day-to-day
operations within the organization. This approach enables appropriate diligence to ensure adequate
protection of information assets and systems.

EBSCO's IS practices and strategies provide controls at multiple levels of the data lifecycle, from receipt
to access, transfer, and destruction.

EBSCO is an international corporation producing products and services for customers across multiple
markets. Our approach and tools will accommodate variances in requirements based on market or locale.
We are committed to the confidentiality, integrity and availability of our information assets.

Information Security Policies & Management

EBSCO'’s Information Security Policy stands as the core of our IS program. Policies address security-
related topics across the information asset lifecycle: from general policy roles — outsourcing security
controls, change management, data classification, data retention and disposal, paper and electronic
media, and system configuration requirements — to more specialized policies addressing anti-virus,
encryption, backup, logging, and physical security controls. Our policies are developed in conjunction with



the EBSCO Chief Information Officer (ClO) as well as the Legal, EBSCO Information Security and
Business Continuity Management teams. The EBSCO IS office is responsible for maintaining all of
EBSCO's information security policies, facilitating the development of processes for secure application
development and security assessments, and auditing current practices to ensure compliance with policy.

EBSCO’s Information Security team

The EBSCO IS team holds specific certifications (ISC2, SANS/GIAC) specializing in Information Systems,
Intrusion Analysis / Prevention, Incident Handling, Computer Forensics, in addition to having years of
experience working with industry security best practices.

Is responsible for developing a strategy and approach to achieve objectives consistent with EBSCO's
desired information security posture. EIS InfoSec is also responsible for developing, facilitating and/or
overseeing the information policies, standards, guidelines, strategies and procedures; for conducting risk
assessments; for managing incidents, and for providing internal / external reporting.

Lastly, IS constantly evaluates the effectiveness of ongoing security operational processes and monitors
compliance for internal and external requirements. As such, a core component of our approach to
protecting our information assets is continuous training and awareness of information security policies
and procedures across all levels of personnel at EBSCO. As examples, EBSCO continues to mature its
practices in the following areas:

On-boarding education of EBSCO'’s information security policies and practices
IS training and awareness based on roles and responsibilities, on handing and
securing information assets
Targeted information security discussion and presentations on security-related topics

e IS team access and membership to information security communities and
organizations such as SANS, IAPP, BCI, DRI, etc.

e IS communications to EBSCO’s employee population regarding latest threats,
practices, guidelines, etc.

Information Asset Protection

EBSCO security policies provide a series of threat prevention and infrastructure management
procedures, including the following:

Incident Management

EBSCO has an incident management approach that ensures security issues are handled accordingly.
This involves ensuring incident response procedures are followed in order to contain or eradicate any
threats or issues, taking due diligence in investigating and reporting the incident, taking appropriate steps
to recover from the incident, and, if necessary, taking appropriate steps to escalate issues to senior
management, law enforcement, or other key stakeholders. Events that directly impact customers are
highest priority.

Post-event assessments are conducted to determine the root cause for events, regardless of threat, to
understand if the causes are one-time, or trends, to adjust response or prevent recurrence.

Incident management procedures are exercised based on threat scenarios (e.g., insider threats, phishing,
social engineering, software vulnerabilities) as needed to ensure that processes are efficient and
stakeholders understand protocol.

Monitoring

EBSCO employs monitoring across its environments with multiple tools (a combination of open source
and commercial tools) to identify, track, monitor, and report on pertinent risks, vulnerabilities (e.g., host
availability, application response time, security events, etc.) Monitoring tools are set up to provide alarms
and notices to EBSCO staff, who review and assess system logs to identify malicious activity. Ongoing
analysis across environments helps identify potential threats for escalation to EBSCO IS staff.



Vulnerability Management

The EBSCO IS team scans for security threats using commercial, automated and manual methods. The
team is also responsible for tracking and following up on any potential vulnerabilities that might be
detected. The team has the capability to scan environments (both internal and external) and is updated
on new systems within our environment.

Once EBSCOQO'’s Technology and IS teams have identified a vulnerability, it is prioritized according to
severity and impact and remediated accordingly. The EBSCO IS team tracks risk and vulnerabilities until
remediation.

Malware Prevention, Detection & Remediation

EBSCO uses multiple tools to address malware and phishing risks (e.g., firewalls, anti-virus, backups,
automated and manual scanning, end-user awareness). EBSCO'’s IS team periodically evaluates new
technologies to mitigate malware and Advance Persistent Threats (APTs) to stay as protected as possible
from these risks.

Network Security

EBSCO employs multiple layers of defense to secure information under our control, including protecting
the network perimeter from external attacks — allowing only authorized services and protocols to access
EBSCO's systems and services.

EBSCO'’s network security strategies, among other capabilities, include network segregation (e.g.,
production vs. testing, DMZ, service delivery vs. corporate).

Application Security
EBSCO employs Next Generation and Application Firewall technologies to mitigate the latest threat and
attack vectors such as:

Zero Day exploits

Web application attacks (OWASP Top10)
“Brute Force” and “Low and Slow” attacks
Content scraping/harvesting
Phishing/Spear Phishing

Botnet/SpamBot activity

Known malicious sources/actors

EBSCO leverages these technologies coupled with commercial threat intelligence feeds to create a
comprehensive solution to detect and mitigate targeted application attacks before they have a chance for
success.

Logical System Access

EBSCO has controls and practices to protect the security of customer information and employees.
EBSCO maintains detailed logical access control security. Group access is used to grant employees
access based upon their assigned function and job responsibility.

Each system user is assigned a unique user ID and password, and users are required to enter their
current password prior to creating a new password.

Media Disposal

EBSCO utilizes a combination of internal processes and third-party vendors for media disposal.
Destruction is based on the information asset classification and retention requirements. Certificates of
destruction are collected, as required, from external third parties.

Logging Controls
EBSCO’s policies provide that all event logs must be collected and protected from unauthorized access.



The viewing of logs occurs only as required. The logs are further protected by a file integrity monitoring
system that alerts the IS department of unauthorized access and modification.

Personnel Controls
EBSCO employees are required to conduct themselves in a manner consistent with the company’s
guidelines regarding confidentiality, business ethics, appropriate usage, and professional standards.

EBSCO will verify an individual's education and previous employment, and perform internal and external
reference checks. Where local laws or statutory regulations permit, EBSCO may also conduct criminal,
credit, immigration, and security checks. The extent of background checks is dependent on the desired
position.

Upon acceptance of employment at EBSCO, all employees are required to execute a confidentiality
agreement that documents the receipt of, and compliance with, EBSCO policies.

At EBSCO, all employees are responsible for information security. As part of this responsibility, they are
tasked with communicating security and privacy issues to designated management in Technology, IS,
and/or the CIO.

Physical and Environmental Security

EBSCO has policies, procedures, and infrastructure to handle both the physical security of its data
centers as well as the environment in which the data centers operate. These include:

Physical Security Controls

EBSCO’s data centers employ a variety of physical security measures. The technology and security
mechanisms used in these facilities may vary depending on local conditions such as building location and
regional risks. The standard physical security controls implemented at EBSCO data centers includes the
following:

electronic card access control systems
intrusion detectors and alarms
computer inventory control

interior and exterior cameras

24/7 security guard access

Access to areas where systems, or system components, are installed or stored is segregated from
general office and public areas such as lobbies. The cameras and alarms for each of these areas are
centrally monitored. Activity records and camera footage are kept for later review, as needed.

Access to all data center facilities is restricted to authorized EBSCO employees, approved visitors, and
approved third parties whose job it is to operate the data center. EBSCO maintains a visitor access policy
and procedures on approvals for visitors, third parties, and employees who do not normally have access
to data center facilities. EBSCO audits who has access to its data centers on a regular basis.

EBSCO restricts access to its data centers based on role.
Environmental Controls

e Power and Utilities — EBSCO data centers have redundant electrical power which
includes backup generators as well as multiple utility providers, services, and systems.
Alternate power supplies provide power until diesel engine backup generators engage
and are capable of providing emergency electrical power, at full capacity, as needed,
and the redundancy of our multiple oil providers, geographically diverse, allows for
continuous operation, if needed.

e Climate Control — EBSCO maintains redundant cooling systems to control our data
center environments.



¢ Fire detection, protection and suppression - EBSCO fire protection systems
include fire alarms, automatic fire detection, and fire suppression systems. Should a
fire arise in our data centers, visible and audible alerts are activated and proper
response is initiated, which include automated response as well as the use of physical

fire extinguishers located throughout our data centers.

Scott Macdonald,
Director, Information Security
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LICENCNi SMLOUVA SPOLECNOSTI EBSCO

Pouzivanim sluzeb dostupnych na téchto internetovych strankach nebo poskytovanim sluzeb
Opravnénym uzivateliim se Opravnéni uzivatele a Drzitel licence zavazuji dodrzovat nasledujici podminky
(dale jen ,Smlouva"). Pro Gcely této Smlouvy ,EBSCO“ znamena spoleénost EBSCO Publishing, Inc.;
LDrzitelem licence" je subjekt nebo instituce zpfistupriujici databaze a sluzby nabizené spol. EBSCO;
~Strankami“ jsou internetové stranky nabizené nebo provozované Drzitelem licence, ze kterych mohou
Opravnéni uzivatelé ziskat pfistup k Databazim a Sluzbam spol. EBSCO; a ,,Opravnénym(i) uzivatelem(li)"
jsou zaméstnanci, studenti, registrovani patroni, pfichozi patroni nebo jiné osoby souvisejici s Drzitelem
licence nebo jinak opravnéné pouzivat zafizeni Drzitele licence a Drzitelem licence opravnéné k pfistupu k
Databazim nebo Sluzbam. ,Opravnény(i) uzivatel(é)* nezahrnuji absolventy Drzitele licence. ,Sluzby*
znamenaji EBSCOhost, EBSCOhost Integrated Search, EBSCO Discovery Service, EBSCO eBooks,
Flipster a souvisejici produkty, ke kterym Drzitel licence zakoupil pfistup nebo predplatné. ,Sluzby* také
zahrnuji audioknihy a eBooky, ke kterym Drzitel licence zakoupil pfistup nebo predplatné, a periodika, ke
kterym Drzitel licence zakoupil predplatné. ,Databaze“ znamenaji produkty poskytované spol. EBSCO.
Spol. EBSCO se ziika veskeré odpovédnosti za piesnost, Gplnost nebo funkénost jakéhokoli materialu
uvedeného v této Smlouvé, na ktery se tato Smlouva odkazuje nebo na ktery je propojena. Ze zverejnéni
servisnich informaci v této Smlouvé se neodvozuje schvaleni vyrobct dotyénych produkti. Spol. EBSCO
nepiebirda odpovédnost za chyby nebo opomenuti ani odpovédnost za Skody zplisobené pouzitim
informaci uvedenych v této Smlouvé. Osoby zapojené do zde uvedenych postuptl tak €ini zcela na vlastni
riziko.

I. LICENCE

A. Spol. EBSCO timto Drziteli licence udéluje neprevoditelné a nevyhradni pravo pouzivat Databaze a
Sluzby zpfistupriované spol. EBSCO v souladu s podminkami této Smlouvy. Databaze a Sluzby
zpfistupnéné Opravnénym uzivatelim podléhaji ochrané autorskych prav a plivodni vlastnik autorskych
prav (spol. EBSCO nebo jeji poskytovatelé licenci) si ponechava vlastnictvi Databazi a Sluzeb a vS§ech
jejich ¢asti. Spol. EBSCO nijak nepievadi vlastnictvi a Drzitel licence a Stranky nesmi bez pifedchoziho
pisemného souhlasu spol. EBSCO reprodukovat, distribuovat, zobrazovat, upravovat, prevadét nebo
prenaset, v zadné formé a Zadnym zplsobem, jakoukoli Databazi nebo Sluzbu, nebo jakoukoli jejich ¢ast,
s vyjimkou pfipadi touto Smlouvou vyslovné povolenych.

B. Drzitel licence je opravnén mistné, prostfednictvim Stranek, poskytovat pristup k Databazim a Sluzbam
v8em Opravnénym uzivatelim. Drzitel licence nesmi zvefejiovat hesla k Databazim nebo Sluzbam na
zadnych verejné indexovanych internetovych strankach. Drzitel licence a Stranky jsou opravnéni
poskytovat vzdaleny pfistup k Databazim a Sluzbam pouze svym patrontim, pokud budou zavedeny
bezpecnostni postupy branici vzdalenému pfistupu institucemi, zaméstnanci instituci, které nejsou
abonenty, nebo jednotlivci, ktefi nejsou stranami této Smlouvy, kterym spol. EBSCO vyslovné a konkrétné
neudélila pfistup. Aby se predeslo pochybnostem, uvadi se, Ze pokud Drzitel licence poskytne vzdaleny
piistup jednotliveim v Sir§im méfitku, nez bylo zamysleno pfi uzavirani této Smlouvy, mize to spol.
EBSCO povazovat za poruseni této Smlouvy Drzitelem licence a pozastavit pfistup k Databazi(im) nebo
Sluzbam. Vzdaleny pfistup k Databazim nebo Sluzbam je povolen patronim abonentnich instituci
pristupujicim ze vzdalenych mist pro osobni nekomercni pouziti. Vzdaleny pfistup k Databazim
nebo Sluzbam institucemi, které nejsou abonenty, véak neni povolen, pokud je ticelem pouziti
komercni prospéch pomoci snizeni nakladi nebo vyhnuti se vzniku nakladi neabonentnim
institucim.

C. Drzitel licence a Opravnéni uzivatelé souhlasi s tim, ze budou dodrzovat autorsky zakon z roku 1976,
jakoz i jakakoli smluvni omezeni, omezeni autorskymi pravy nebo jind omezeni stanovena vydavateli a
uvedena v Databazich nebo Sluzbach. V souladu s t&émito podminkami mohou Drzitel licence a Opravnéni
uzivatelé stahovat nebo tisknout omezené kopie citaci, abstraktd, plnych textl nebo jejich ¢asti, za
predpokladu, Ze tyto informace budou pouzity vyhradné v souladu s autorskym zakonem. Drzitel licence a
Opravnéni uzivatelé tyto informace nesmi zverejiovat. Drzitel licence a Opravnéni uzivatelé nebudou
Databaze nebo Sluzby pouzivat jako soucast nebo zaklad jakékoli jiné publikace pfipravené k prodeji a
nebudou Databaze nebo Sluzby, nebo jakykoli jejich obsah, Zadnym zplUsobem duplikovat ¢i ménit, nebo
je pouzivat k prodeji ¢i distribuci. Drzitel licence a Opravnéni uZivatelé mohou vytvaret vytisky materialt
ziskanych z Databazi nebo Sluzeb pomoci online tisku, offline tisku, faxu nebo elektronické posty.
Veskeré reprodukce a distribuce téchto vytiskl a veskeré stahovani a elektronické ukladani materiald
ziskanych prostrednictvim Databazi nebo Sluzeb jsou uréeny pro interni nebo osobni pouziti. Stahovani
vSech nebo ¢asti Databazi nebo Sluzeb systematickym nebo pravidelnym zplsobem za Géelem vytvoreni
sbirek materialti obsahujicich veskeré Databaze nebo Sluzby, nebo jejich ¢ast, je pfisné zakazano, af jiz
jsou tyto sbirky v elektronické nebo tisténé formé. Bez ohledu na vySe uvedena omezeni, tento odstavec
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neomezuje pouziti materialll na zakladé zasady ,Eestného pouziti tak, jak je definovana v zakonech
Spojenych statd. Vydavatelé si mohou stanovit své vlastni podminky pouziti tykajici se pouze jejich
obsahu. Takovéto podminky pouziti budou zobrazeny na obrazovkach poéitacd souvisejicich s timto
obsahem. Drzitel licence je povinen pfijmout veskera pifiméfena opatreni pro zajist&ni omezeni pouzivani
Databazi nebo Sluzeb na pouziti vyslovné povolené touto Smlouvou.

D. Na zakladé vzajemné dohody mezi spol. EBSCO a Drzitelem licence mohou byt k této Smlouvé
pfidavany nebo z ni odstrafiovany autorizované Stranky.

E. Drzitel licence se zavazuje dodrzovat autorsky zakon z roku 1976 a zavazuje se spol. EBSCO
ods$kodnit za jakékoli své jednani, které nebude v souladu s autorskym zakonem z roku 1976.

F. PocitaCovy software pouzivany prostfednictvim Databazi a Sluzby(eb) spol. EBSCO je chranén
autorskym zakonem a mezinarodnimi smlouvami. Neopravnéna reprodukce nebo distribuce tohoto
softwaru, nebo jakékoli jeho €asti, neni povolena. UzZivatel nesmi software zpétné analyzovat,
dekompilovat, rozebirat, upravovat, prekladat, €init jakékoli pokusy o zji§téni jeho zdrojového kédu, nebo z
néj vytvaret odvozena dila.

G. Ugelem Databazi neni nahrazeni stavajiciho predplatného Drzitele licence k obsahu dostupnému v
Databazich.

H. Drzitel licence souhlasi s tim, Ze do Databazi nebo Sluzeb nevlozi Zadnou reklamu.

Il. OMEZENA ZARUKA A OMEZENi ODPOVEDNOSTI

A. Spol. EBSCO a jeji poskytovatelé licenci se zfikaji v§ech zaruk, vyslovnych &i odvozenych, véetng,
avSak bez omezeni, zaruk za obchodovatelnost, neporusovani prav nebo vhodnost pro uréity Géel. Spol.
EBSCO ani jeji poskytovatelé licenci neprebiraji Zadnou jinou odpovédnost v souvislosti s poskytovanim
licenci k Databazi nebo Sluzbam podle této Smlouvy a/nebo s jejich pouzivanim Drzitelem licence a
Strankami nebo Opravnénymi uzivateli, a nepovoluji zadné jiné osobé, aby tuto odpovédnost za spol.
EBSCO nebo jeji poskytovatele licenci pfevzala.

B. MAXIMALNI ODPOVEDNOST SPOL. EBSCO A JEJICH PRIPADNYCH POSKYTOVATELU LICENCI
VYPLYVAJICI Z TETO SMLOUVY NEBO JAKEHOKOLI NAROKU SOUVISEJICIHO S PRODUKTY, ZA
PRIME SKODY, AT JIZ SMLUVNI, Z PORUSENI CI JINE, BUDE OMEZENA CELKOVOU CASTKOU
POPLATKU PRIJATYCH SPOL. EBSCO OD DRZITELE LICENCE PODLE TETO SMLOUVY DO DOBY,
KDY NASTALA PRICINA JEDNANi VEDOUCIHO KE VZNIKU TETO ODPOVEDNOSTI. SPOL. EBSCO
ANI JEJi POSKYTOVATELE LICENCI NEBUDOU DRZITELI LICENCE ANI JAKEMUKOLI
OPRAVNENEMU UZIVATELI ODPOVEDNI ZA NEPRIME, NAHODNE, NASLEDNE SKODY NEBO
SKODY S TRESTNi FUNKCI, €I ZVLASTNi SKODY SOUVISEJICi S UZiVANiIM DATABAZi NEBO
SLUZEB NEBO S TEMITO PODMINKAMI, | POKUD BYLI O MOZNOSTI VZNIKU TECHTO SKOD
INFORMOVANI.

C. Drzitel licence je odpovédny za udrZovani platnosti licence ke zdrojum tretich stran, nakonfigurovanym
pro pouziti prostrednictvim Sluzeb (je-li to relevantni). Spol. EBSCO se zfikéa jakékoli zodpovédnosti nebo
odpovédnosti za pfistup ke zdrojim tretich stran Drzitelem licence bez fadného povoleni.

D. Spol. EBSCO neponese odpovédnost, pokud zdroje tretich stran pfistupné prostrednictvim Sluzeb
prestanou spravné fungovat nebo Drziteli licence zpUsobi problémy. Ackoli spol. EBSCO vyvine
maximalni asili o to, aby byla napomocna pfi feSeni problém, Drzitel licence bere na védomi, ze nékteré
aspekty funkcionality mohou zaviset na poskytovatelich zdrojti - tfetich stranach, které maze byt za
ucelem vyreSeni problému zapotiebi kontaktovat pfimo.

lll. CENA A PLATBA

A. Spol. EBSCO a Drzitel licence se dohodli na licenénich poplatcich, které zahrnuji veskera minula
vydani Produktu(l) a aktualizace poskytované b&hem doby platnosti této Smlouvy. Drzitel licence bude
mit platebni povinnost v(ci spol. EBSCO nebo jejim pravnim nastupcim. Platby jsou splatné po pfijeti
faktury (faktur) a budou povazovany za platby v prodleni, pokud nebudou obdrzeny do fficeti (30) dnt.
Na faktury v prodleni bude pouzita Grokova sazba ve vysi 12% p.a. z neuhrazené €astky (nebo
maximalni zakonem povolena sazba, pokud je nizSi nez 12%). Drzitel licence odpovida za veskeré
inkasni naklady. Nezaplaceni nebo prodleni se zaplacenim plateb splatnych spol. EBSCO podle této
Smlouvy bude, podle uvazeni spol. EBSCO, piedstavovat podstatné poruseni této Smilouvy. Pokud
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dojde ke zmé&nam vedoucim ke zmé&nam seznamu autorizovanych Stranek, Databazi, Sluzeb a cen
uvedenych v této Smlouvé, spol. EBSCO vypocita pomérnou vysi upravy smluvni ceny, ktera bude
Drziteli licence a/nebo Strankam fakturovana ke dni, ke kterému tyto zmény nastanou. Platba bude
splatna po pfijeti pfislusné dodatecné faktury na pomérnou vysi Gpravy ceny a bude povazovana za
platbu v prodleni, pokud nebude zaplacena do tficeti (30) dndl ode dne fakturace.

B. Pripadné dané nejsou zahrnuty do dohodnuté ceny a mohou byt fakturovany zvlast. Veskeré dané
souvisejici s Databazi(emi) podle této Smlouvy, at jiz jsou tyto dané fakturovany spole¢nosti EBSCO ¢i
nikoli, budou vyhradni odpovédnosti Drzitele licence a/nebo Stranek.

IV. UKONCENI

A. V pripadé poruseni kterékoli ze svych povinnosti podle této Smlouvy je Drzitel licence opravnén
zjednat napravu toto poruseni ve Ihité tficeti (30) dnti od obdrZeni pisemného oznameni od spol.
EBSCO. V této Ihate Drzitel licence vyvine veskeré pfimérené Usili a toto Usili o napravu poruseni
zdokumentuje a zavede veskeré pifimérené postupy pro zabranéni budoucimu vyskytu takovychto
poruseni. Pokud Drzitel licence nezjedna napravu takového poruseni ve Ihité tficeti (30) dnh, bude spol.
EBSCO (dle svého uvazeni) opravnéna tuto Smlouvu ukong€it pisemnou vypovédi zaslanou Drziteli
licence.

B. Pokud se spol. EBSCO dozvi o podstatném poruseni povinnosti Drzitele licence podle této Smlouvy
nebo o nedodrzeni i poruseni prav spol. EBSCO nebo jejich poskytovatell licence Drzitelem licence
nebo Opravnénymi uZivateli bude o tom DrZzitele licence okamzité pisemnou formou informovat a bude
opravnéna do€asné pozastavit pfistup Drzitele licence k Databazim nebo Sluzbam. Drziteli licence bude
dana moznost zjednat napravu tohoto nedodrzeni i poruSeni prav ve Ihité tficeti (30) dndi po obdrzeni
pisemného oznameni od spol. EBSCO. Jakmile bude zjednana naprava nedodrZeni ¢i poruseni prav a
bude upusténo od nedovoleného jednani, obnovi spol. EBSCO pfistup k Databazim nebo Sluzbam.
Pokud Drzitel licence ve IhGté tficeti (30) dnli nezjedna uspokojivou napravu nedovoleného jednani, bude
spol. EBSCO opravnéna tuto Smlouvu ukongéit pisemnou vypovédi zaslanou DrZiteli licence.

C. Ustanoveni ¢lanka |, Il a V této Smlouvy pretrvaji v platnosti po ukonéeni této Smlouvy a budou platna
po dobu neurgitou.

V. OZNAMENIi O UDAJNEM PORUSENi AUTORSKYCH PRAV

Spol. EBSCO jmenovala zastupce, kterému maji byt zasilana oznameni o stiznostech na poruseni
autorskych prav v souvislosti s materialy dostupnymi nebo pfistupnymi prostfednictvim nasich sluzeb,
v nich, pres né nebo v souvislosti s nimi. Kterakoli osoba opravnéna jednat za majitele autorskych prav
nam muze tyto stiznosti oznamit kontaktovanim nasledujiciho zastupce: Kim Stam, spol. EBSCO
M Street, Ipswich, MA 01938; telefon: |, = I cmai':
Pfi kontaktovani tohoto zastupce musi kontaktujici osoba poskytnout veskeré
relevantni informace, véetné zakladnich soucasti oznameni uvedenych v 17 U.S.C. 512.

VI. VSEOBECNE

A. Spol. EBSCO ani jeji poskytovatelé licenci nebudou odpovédni ani nebudou povaZovani za neplnici ¢i
v prodleni, v pfipadé jakychkoli prodleni ¢i neplnéni pfimo &i nepfimo zptisobenych jakoukoli pficinou
nebo okolnosti mimo jejich pfiméfenou kontrolu, véetné, av§ak nikoli vyluéné, pfirodnich katastrof, valek,
nepokojl, embarga, aktt civilnich nebo vojenskych organt, destt, pozart, povodni, nehod, zemétreseni,
stavek nebo nedostatku pracovnich sil, nedostatku dopravnich zarizeni nebo selhani vybaveni nebo
nefunk&nosti internetu.

B. Drzitel licence neni opravnén tuto Smlouvu a licenci touto Smlouvou udélenou postoupit tieti strané bez
pisemného souhlasu spol. EBSCO.

C. Pokud bude jakékoli ustanoveni nebo podminka této Smlouvy soudem s pfislu§nou rozhodovaci
pravomoci nebo spravni agenturou shledano neplatnym nebo neprosaditelnym, ziistanou ostatni
podminky této Smlouvy v platnosti a G€innosti po celou dobu platnosti platné Smilouvy.

D. Pokud Drzitel licence a/nebo Stranky v souvislosti s touto Smlouvou pouzivaji objednavky, Drzitel
licence a/nebo Stranky souhlasi s tim, Ze se soucasti takovych objednavek automaticky stane nasledujici
prohlaseni: ,Soucasti této objednavky jsou podminky stanovené v Licenéni smlouvé spol. EBSC, které
nahrazuji vSechny vyslovné €& odvozené smluvni podminky této objednavky, véetné veskerych jejich
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obnoveni.“

E. Tato Smlouva a nase Zasady ochrany osobnich daji predstavuji Uplnou dohodu a ujednani stran
ohledné predmétu této Smlouvy a nahrazuji veskeré pifedchozi pisemné ¢&i Gstni dohody a ujednani.
Kromé toho, co je uvedeno v této Smlouvé a nasich Zasadach ochrany osobnich Gdajd, neexistuji Zadna
jina prohlaseni, zaruky, pfisliby, Gmluvy ani zavazky.

F. Spol. EBSCO udéluje Drziteli licence neprevoditelné pravo pouzivat jakékoli IP adresy poskytované
spol. EBSCO Drziteli licence k pouziti se Sluzbami. Spol. EBSCO nijak neprevadi viastnictvi IP adres
poskytovanych Drziteli licence. V pfipadé ukonéeni licence Drzitele licence ke Sluzbam zanika pravo
Drzitele licence tyto IP adresy pouzivat.

G. Veskeré informace shromazdované spol. EBSCO pifi pfistupovani, vyuzivani nebo poskytovani
pfistupu k Databdzim a Sluzbam Drzitelem licence, podléhaji Zasadam ochrany osobnich daj spol.
EBSCO, které jsou do této Smlouvy odkazem zakomponovany. Pfistupem k Databazim a/nebo Sluzbam,
nebo jejich pouzivanim, vyjadiujete souhlas se vSemi €innostmi spol. EBSCO souvisejicimi s vasimi Gdaji
v souladu se Zasadami ochrany osobnich Gdajt.

DODATEK O ZPRACOVANIi OSOBNICH UDAJU

Tento Dodatek o zpracovani osobnich tdajd (dale jen ,Dodatek") je Gcinny ode dne 25. kvétna 2018
(.Datum ucinnosti Dodatku“) mezi spol. EBSCO Publishing, Inc. (,Poskytovatelem sluzeb*) a
Spravcem osobnich Udajl (,Zakaznikem®). Tento dodatek je uzavien v souvislosti s podminkami
uvedenymi v licen¢éni smlouvé uzaviené mezi Poskytovatelem sluzeb a Zakaznikem (dale jen ,Smlouva®“).
VSechny pojmy zacinajici velkym pismenem pouzivané v tomto dokumentu, které nejsou definovany jinak,
maji vyznam jim pfidéleny ve Smlouvé.

1. Definice

a. ,Pravni pfedpisy o ochrané osobnich udaju“ znamenaji obecné nafizeni o ochrané
osobnich udaji 2016/679 (GDPR) a veskeré pravni predpisy a/nebo nafizeni provadéjici
GDRP nebo uc¢inéné na jeho zakladé, nebo pozmeénujici, nahrazuji, novelizujici nebo
konsolidujici narizeni GDPR.

b. ,zpracovatel osobnich udaju“, ,,spravce osobnich udaju“, ,,subjekt udaja®,
»osobni udaje”, ,,zpracovani“ a ,,vhodna technicka a organizaéni opatfeni“ se
vykladaji v souladu s platnymi pravnimi predpisy o ochrané osobnich daj; a

c. ,Sluzby“ maji vyznam stanoveny ve Smiouvé (podle toho, co je relevantni).

2. Ochrana udaju

a. Ustanovenitohoto ¢lanku 1 se tykaji osobnich Gdajt zpracovavanych Poskytovatelem
sluZeb pfi poskytovani Sluzeb Zakaznikiim. Poskytovatel sluZeb je zpracovatelem
osobnich Udajl v souvislosti s osobnimi tdaji jim zpracovavanymi béhem poskytovani
Sluzeb Zakaznikovi. Zakaznik je spravcem osobnich (dajd v souvislosti s osobnimi
Udaiji zpracovavanymi zpracovatelem osobnich (idajt jeho jménem b&hem
poskytovani Sluzeb Zakaznikovi.

b. Predmétem zpracovani osobnich (idajt je poskytovani SluZzeb a zpracovani bude
provadéno dokud Poskytovatel sluzeb neprestane Zakaznikovi Sluzby poskytovat.
Priloha 1 tohoto Dodatku obsahuje povahu a G¢éel zpracovani, typy
zpracovani osobnich (daji Poskytovatelem sluZzeb a subjekty Gdajd, jejichz osobni
Udaje jsou zpracovavany.

c. Pokud Poskytovatel sluzeb béhem poskytovani SluZzeb zpracovava osobni udaje,
Poskytovatel sluzeb:

i. osobni Udaje zpracovava pouze v souladu se zdokumentovanymi pokyny
Zakaznika (tak, jak jsou stanoveny v tomto Dodatku nebo ve Smlouvé nebo tak, jak
budou Zakaznikem sdéleny). Pokud budeme ze zékona povinni zpracovavat
osobni Gdaje pro jakykoli jiny G€el, bude o tom Poskytovatel sluzeb Zakaznika
predem informovat, pokud to nebude pfisluSnym zakonem zakazano;

ii. bude Zakaznika neprodlené informovat, pokud dle jeho ndzoru pokyn tykajici se
zpracovani osobnich Udajl vydany Zakaznikem bude porusovat platné pravni
pfedpisy o ochrané tdaju;

ii. bude Zakaznikovi nApomocen pfi uvazeni povahy zpracovani:

1. pfisluSsnymi technickymi a organiza¢nimi opatfenimi a, pokud je to mozné,
pfi plnéni povinnosti Zakaznika reagovat na zadosti subjektll Gdajd
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uplatriujicich sva prava;
2. pfi zajitovani plnéni povinnosti podle élankl 32 az 36 Obecného nafizeni
o ochrané Gdaji s pfihlédnutim k informacim, které ma Poskytovatel
sluzeb k dispozici; a
3. zpristupnénim veskerych informaci, které Zakaznik diivodné pozadoval
za Ucelem prokazani, ze byly splnény povinnosti Zakaznika tykajici se
jmenovani zpracovateli stanovené v ¢lanku 28 Obecného nafizeni o
ochrané udaj.
zavede a bude udrZovat v platnosti prislu§na technicka a organiza¢ni opatfeni na
ochranu osobnich (dajl pfed neopravnénym nebo nezakonnym zpracovanim a pied
nahodnou ztratou, zni€enim, poSkozenim, kradezi, zmé&nou nebo zvefejnénim. Tato
opati'eni musi byt pfiméfena skodé, ktera by mohla vzniknout z jakéhokoli
neopravnéného nebo nezakonného zpracovani, nahodné ztraty, zni€eni, poskozeni
nebo kradeze osobnich tidaji a musi odpovidat povaze osobnich udaijt, které maji byt
chranény;
bez prfedchoziho pisemného souhlasu Zakaznika neposkytne pfistup k osobnim
Gdajlim, ani je nepfenese, Zadné treti strané za G&elem jejich nezavislého pouziti touto
tieti stranou (napf. pfimo nesouvisejiciho s poskytovanim Sluzeb). Poskytne-li
Poskytovatel sluZzeb osobni idaje zpracovatelim osobnich tdajd, ktefi jsou treti
stranou zapojenou do poskytovani Sluzby, Poskytovatel sluzeb do nasi dohody
s jakymkoli takovym zpracovatelem, ktery je treti stranou, zacleni takové podminky,
které pro vas budou pfinejmensim stejné pfiznivé jako podminky obsazené v tomto
dokumentu a které jsou vyZzadovany pfislusnymi pravnimi pfedpisy o ochrané udaju;
zajisti, aby pracovnici Poskytovatele sluZeb, ktefi musi mit pfistup k osobnim tdajtim,
byli v souvislosti s t&mito osobnimi Udaji vazani zavaznou povinnosti miéenlivosti;
s vyjimkou pfipadll uvedenych v &asti C.5 vyse nebo v souladu se zdokumentovanymi
pokyny Zakaznika (tak, jak je uvedeno v tomto Dodatku nebo Smlouvé nebo tak, jak
bude nafizeno Zakaznikem), zajisti, aby Zadny z pracovnikl Poskytovatele sluzeb
osobni udaje nezveriejnil, nesdélil & nevyzradil jakékoli tieti strang;
osobni idaje bezpe€né znici nebo vam je vrati a znici jejich existujici kopie, pokud
nebudou pfislu§né zakony vyzadovat jejich archivaci; a
dle svého uvazeni, umozni Zakaznikovi a jeho opravnénym zastupctim bud (i) pfistup
k aktualnim osvédéenim, zpravam, nebo vypistim z nich, nezavislych subjektd (napi.
externich auditordl, interniho auditu, auditorli ochrany udajd) nebo pfislu§nym
certifikattim, a jejich kontrolu pro zajisténi dodrzovani podminek tohoto Dodatku; nebo
(i) provedeni auditdl nebo kontrol na zékiadé vzajemné dohody stran, béhem doby
platnosti Smlouvy, pro zajisténi dodrzovani podminek tohoto Dodatku v souladu s
timto €lankem C.9. Bez ohledu na vySe uvedené musi byt jakykoli audit provadén
b&hem bézné pracovni doby Poskytovatele sluzeb, s pfiméfenym oznamenim pfedem
Poskytovateli sluzeb a musi byt zachovany odpovidajici postupy souvisejici s
ddvérnosti. Kromé toho se provadéni auditli omezuje na Eetnost jednou roéné, pokud
(a) Poskytovatel sluzeb, béhem predchozich dvanacti (12) mésicl, nezaznamenal
Naruseni bezpeé€nosti tak, jak je definovano v tomto Dodatku; nebo (b) audit neodhali
vyznamné neshody.
Pokud se Poskytovatel sluzeb dozvi o jakémkoli nahodném, neopravnéném nebo
protipravnim zni€eni, ztraté, zméné nebo sdéleni nebo zpfistupnéni osobnich daja
Zéakaznika, které jim jsou zpracovavany béhem Poskytovani sluzeb, a tyto budou
potvrzeny (,NarusSeni bezpeénosti“), oznami to Zakaznikovi ve lhité Etyficeti osmi
hodin.
Veskeré zpracovani osobnich tidajd je rovnéz chranéno certifikaci Privacy Shield /stit
soukromi/ Poskytovatele sluzeb. Poskytovatel sluzeb souhlasi s tim, Ze (i) bude udrzovat
svou certifikaci Privacy Shield v platnosti po celou dobu platnosti Smlouvy, za
predpokladu, Ze tato certifikace Privacy Shield zlstane dle pravnich predpisd o ochrané
osobnich dajt platnym zakladem pro zaji§téni piiméfené ochrany v souvislosti s
prenosy osobnich tidajd mimo evropskou hospodarskou oblast, nebo (ii) ohledné
zpracovani téchto osobnich tdajl sjedna standardni smluvni dolozky. Poskytovatel
sluZzeb Zakaznikovi neprodlené oznami, pokud prestane udrzovat, nebo bude oéekavat
zru$eni nebo odebrani, nebo jiné zpochybnéni regulaénim organem, jeho statutu dle
certifikace Privacy Shield, nebo pokud se rozhodne, Ze jiz nadale neni schopen splfiovat
na$e zavazky dle Privacy Shield.
Pred zpracovanim osobnich Gdajt Poskytovatelem sluZzeb pro Zakaznika a jeho
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uzivatele se Zakaznik zavazuje ziskat pravni zaklad, ktery mGze zahrnovat souhlas, pro
zpracovani osobnich dajtl v souvislosti s poskytovanim a pouzivanim Sluzeb. Tento
odstavec (f) je v souladu s ¢lankem 6 GDPR nebo jinymi platnymi pravnimi pfedpisy o
ochrané dajt.

3. RUZNE

V pripadé jakéhokoli rozporu nebo nesrovnalosti mezi ustanovenimi Smlouvy a tohoto Dodatku maji
prednost ustanoveni tohoto Dodatku. Aby se piedeslo pochybnostem a v rozsahu povoleném platnymi
zakony se bude veskera odpovédnost podle tohoto Dodatku fidit pfislusnymi ustanovenimi Smlouvy,
véetn& omezeni odpovédnosti. S vyjimkou zvlastnich Gprav a zmén provedenych v tomto Dodatku,
zlistavaji vSechny podminky, ustanoveni a pozadavky uvedené ve Smlouvé v platnosti a icinnosti a Fidi
se timto Dodatkem. Pokud neni v tomto Dodatku vyslovné stanoveno jinak, nebudou Zadné dodatky,
zmény nebo doplnéni tohoto Dodatku zavazné, pokud nebudou ucinény pisemnou formou a podepsany
fadné opravnénym zastupcem kazdé strany tohoto Dodatku. Pokud bude jakékoli ustanoveni tohoto
Dodatku soudnim rozhodnutim shledano nezakonnym nebo nevynutitelnym, bude takové ustanoveni
oddéleno a bude nel¢inné a zbyvajici ¢ast tohoto Dodatku zlstane pro strany U¢inna a zavazna.

PRILOHA 1: PODROBNOSTI O ZPRACOVANiI OSOBNICH UDAJU SPOLECNOST!

Tato Pfiloha 1 obsahuje nékteré podrobnosti o zpracovani osobnich udaji spole¢nosti tak, jak je
vyzadovano €lankem 28 odstavcem 3 Nafizeni GDPR.

Predmeét a doba zpracovani osobnich udaji spolecnosti

Pokud nebude pisemné dohodnuto jinak, bude Poskytovatel sluzeb poskytovat SluZzby po dobu trvani
Smlouvy.

Povaha a ucel zpracovani osobnich udaji spole¢nosti

Poskytovatel sluzeb bude zpracovavat veSkeré osobni (daje, na néz se vztahuje tento Dodatek, tak, jak to
bude zapotiebi pro poskytovani Sluzeb podie Smlouvy a tak, jak miize byt dale nafizeno Zakaznikem

v ramci jeho vyuzivani Sluzeb.

Typy osobnich udaji spole¢nosti, které budou zpracovavany

Tam, kde je to vhodné, si uzivatelé dobrovolné mohou, avS§ak nejsou povinni, vytvorit personalizovany
Gcet. Tyto ucty mohou shromazdovat nasledujici omezené osobni udaje:

1. jméno;

2. emailova adresa;

3. heslo (v nékterych pfipadech); a
4. bezpecnostni otazky s odpovédmi.

Kategorie subjekti udaju, kterych se osobni tidaje spole¢nosti tykaji
Mezi subjekty udajli patfi stavajici koncovi uzivatelé Zakaznika.
PRILOHA 2: PODROBNOSTI O ZPRACOVANi OSOBNICH UDAJU SPOLECNOSTI

Popis technickych a organiza¢nich bezpec€nostnich opatfeni zavedenych Poskytovatelem sluzeb v
souladu s Dodatkem:

Viz pfilozena Bila kniha o bezpe&nosti.

i Bila kniha: Informace o bezpe¢nostnich postupech
Uvod

Informaéni bezpecnost (IB) je ve spole¢nosti EBSCO Information Services (spol. EBSCO) prioritou. Nasi
misi je zaclenit postupy zajistovani bezpecnosti a fizeni rizik do nasich zasad, postupll a kazdodennich
¢innosti v organizaci. Tento pfistup umozriuje naleZitou péci o zajisténi pfiméFené ochrany informaénich
aktiv a systéma.
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IB postupy a strategie spol. EBSCO zajistuji kontroly na vice arovnich Zivotniho cyklu dat, od jejich pfijmu
po pfistup k nim, jejich pfenos a zni€eni.

Spol. EBSCO je mezinarodni korporaci vyrabéjici produkty a poskytujici sluzby zakaznikiim na mnoha
trzich. N&S pfistup a nastroje zvladnou rozdily v pozadavcich vyplyvajici z trhu nebo mistniho prostiedi.
Jsme oddani zachovavani dlivérnosti, integrity a dostupnosti nasich informaénich aktiv.

Zasady a Fizeni informacni bezpeénosti

Srdcem naseho programu IB jsou nase Zasady informacéni bezpeénosti spol. EBSCO. Tyto Zasady se
tykaji bezpe€nostnich témat v rdmci celého zZivotnim cyklu informaénich aktiv: od obecnych roli Zasad -
outsourcing bezpeénostnich kontrolnich mechanismdl, fizeni zmén, klasifikace dat, uchovavani a likvidace
dat, papirova a elektronickd média a poZzadavky na konfiguraci systému - az po specializovanéjsi zasady
zaméfené na antivirové programy, Sifrovani, zalohovani, protokolovani a fyzické zabezpeceni. Nase
Zasady jsou vyvijeny ve spolupraci s Reditelem pro informace (CIO) spoleénosti EBSCO, jakoz i s tymy
pravniho oddéleni, informacni bezpecnosti a fizeni kontinuity obchodni ¢innosti spol. EBSCO. Za Gdrzbu
v§ech zasad informaéni bezpe¢nosti spol. EBSCO, zajistovani vyvoje procesti pro bezpecny vyvoj aplikaci
a hodnoceni bezpecénosti a provadéni auditl stavajicich postupl za Gcelem zajisténi souladu se Zasadami
je odpovédné oddéleni IB spol. EBSCO.

Tym informacni bezpeénosti spol. EBSCO

IB tym spol. EBSCO je drzitelem specifickych certifikaci (ISC2, SANS/GIAC) se specializaci na informacni
systémy, analyzu a prevenci naruseni, nakladani s incidenty, pocitaéovou kriminalitu a dlouholetymi
zkuSenostmi s osvédEenymi postupy v oblasti zabezpeceni.

Tento tym je odpovédny za vyvoj strategie a pfistupl k dosazeni cilll v souladu s poZzadovanym postojem
spol. EBSCO k zajistovani informaéni bezpecnosti. EIS InfoSec také odpovida za vyvoj, zajistovani
a/nebo dohled nad informaénimi zdsadami, standardy, smérnicemi, strategiemi a postupy; pro provadéni
hodnoceni rizik; pro fizeni incidentl a pro poskytovani internich/externich hlaseni.

V neposledni fadé IB neustale vyhodnocuje Géinnost probihajicich bezpeénostnich provoznich procest a
sleduje dodrzovani internich a externich pozadavku. Zakladnim prvkem naseho pfistupu k ochran& nasich
informacnich aktiv je proto soustavné provadéni skoleni a zajistovani informovanosti o zadsadéach a
postupech v oblasti informaéni bezpec¢nosti na vSech personalnich urovnich spol. EBSCO. Spol. EBSCO
napriklad stéle zdokonaluje své postupy v nasledujicich oblastech:

e Vzdélavani o zasadach a postupech spol. EBSCO v oblasti informaéni
bezpecnosti

¢ Skoleni a informovanost o IB na zakladé roli a odpovédnosti, o pfedavani a
zabezpeceni informaénich aktiv

e Cilena diskuse o informaéni bezpecnosti a prezentace na témata souvisejici
s bezpecénosti

e Pristup tymu IB do komunit a organizaci pro informacéni bezpeénost, jako
jsou SANS, IAPP, BCI, DRI atd., a €lenstvi v nich

e Komunikace IB pracovniklim spol. EBSCO ohledné nejnovéjSich hrozeb,
postupl, pokynt atd.

Ochrana informaénich aktiv

Bezpecnostni zasady spol. EBSCO obsahuji fadu postuptl pro pfedchazeni hrozbam a fizeni
infrastruktury, véetné nasledujicich:

Rizeni incidentu

Spol. EBSCO ma pfistup k fizeni incidentl zajistujici odpovidajici feSeni bezpecnostnich problémd. To
zahrnuje zajisténi dodrzovani postupl pro reakci na incidenty s cilem omezeni ¢ odstranéni jakékoli
hrozby nebo problému, néleZitou péci pfi vySetfovani a hlaseni incidentu, pfijeti vhodnych krokl k zotaveni
se z incidentu a, v pfipadé potieby, pfijeti vhodnych krokl k pfedani problému vy$simu vedeni, organtim
¢innym v trestnim fizeni nebo jinym klicovym zainteresovanym osobam. Udalosti pfimo ovliviiujici
zékazniky maji nejvyssi prioritu.

Po udalosti je pro ur€eni hlavni pfi¢iny udalosti, bez ohledu na hrozbu, provadéno posouzeni, za Géelem
pochopeni, zda byla dana pficina jednordzova, nebo zda se jednalo o trend, a za ucelem Upravy reakce
nebo zabranéni opakovani.
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Pro zjisténi efektivnosti postupl a pochopeni protokolu zi¢astnénymi stranami jsou podle potreby
provadény postupy pro fizeni incidentl - na zakladé scénarll hrozeb (napf. hrozba zevnitF, phishing,
socialni inzenyrstvi, zranitelnost softwaru).

Monitoring

Spol. EBSCO ve svych prostiedich za uéelem identifikace, sledovani, monitoringu a hlaSeni pfislusnych
rizik, zranitelnych mist (napf. dostupnost hostitele, doba odezvy aplikace, bezpeénostni udalosti, atd.)
provadi monitoring za pouziti vice nastroji (kombinace open source a komerénich nastrojli). Monitorovaci
nastroje jsou nastaveny tak, aby pracovnikiim spol. EBSCO kontrolujicim a vyhodnocujicim systémové
protokoly za ucelem identifikace Skodlivé ¢innosti hlasily poplachy a upozornéni. Pribézna analyza napfic¢
prostfedimi napomaha identifikovat potencialni hrozby, které jsou prfedavany pracovnikiim tymu IB spol.
EBSCO.

Rizeni zranitelnych mist

Tym 1B spol. EBSCO pomoci komerénich, automatizovanych a manualnich metod vyhledava
bezpecnostni hrozby. Tento tym je také odpovédny za sledovani a feSeni pfipadné zjist€nych zranitelnych
mist. Tym je schopen skenovat prostiedi (interni i externi) a je informovan o novych systémech v nasem
prostredi.

Jakmile technologicky tym a tym 1B spol. EBSCO identifikuji zranitelné misto, je mu podle zavaznosti a
dopadu stanovena priorita a pak je odpovidajicim zpisobem opraveno. Tym IB spol. EBSCO sleduje rizika
a zranitelna mista az do jejich napravy.

Prevence, detekce a naprava malwaru

Spol. EBSCO pro fesSeni rizik malwaru a phishingu pouziva nékolik nastroji (napf. firewally, antivirové
programy, zalohy, automatické a manualni skenovani, informovani koncovych uzivateld). Tym IB spol.
EBSCO pravidelné vyhodnocuje nové technologie uréené ke snizeni rizika malwaru a Advance
Persistent Threats (APT) /pokrogilych trvalych hrozeb/ tak, aby byla proti témto rizikim zajisténa co
nejvétsi ochrana.

Zabezpeceni sité

Pro zabezpeceni informaci v nasi spravé spol. EBSCO vyuziva vicevrstevnou ochranu, véetné ochrany
perimetru sité pfed vnéj§imi utoky - pfistup k systémim a sluzbam spol. EBSCO umozZiiuje pouze
autorizovanym sluzbam a protokoldim.

Mezi bezpecnostni strategie spol. EBSCO v oblasti zabezpeceni sité patfi mimo jiné segregace sité
(napf. vyroba vs. testovani, DMZ, poskytovani sluZzeb vs. spoleénost).

Bezpecnost aplikaci
Ke zmirnéni nejnovéjSich hrozeb a Gtokd spol. EBSCO vyuziva technologie nové generace a firewally,
jako napfiklad:

vyuziti Zero Day

utoky webovych aplikaci (OWASP Top10)
atoky ,Brute Force” a ,Low and Slow"
Skrabani webu/sklizer obsahu

Phishing / Spear Phishing

aktivita Botnet/SpamBot

znamé skodlivé zdroje/Cinitele

Spol. EBSCO vyuziva tyto technologie ve spojeni s komerénimi zpravodajskymi informacemi o hrozbéach,
za ucelem vytvoreni komplexniho feSeni pro detekci a zmirfovani cilenych aplikaénich aGtokt dfive, nez
budou mit §anci uspét.

Logicky pfistup k systému

Spol. EBSCO ma kontrolni mechanismy a postupy k ochrané bezpe&nosti informaci o zakaznicich a
zameéstnancich. Spol. EBSCO ma detailni zabezpeceni logického pfistupu. K udéleni pfistupu
zaméstnancim na zakladé jim pridélené funkce a odpovédnosti za praci je pouzivan skupinovy pfistup.

Kazdému uzivateli systému je pfidéleno jedineéné identifikaéni Eislo a heslo a uzivatelé musi pred
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vytvoienim nového hesla zadat své aktualni heslo.

Likvidace médii

Spol. EBSCO pro likvidaci médii vyuziva kombinaci internich procest a dodavatelll, ktefi jsou tfetimi
stranami. Zniéeni je provadéno podle klasifikace informaéniho majetku a pozadavk( na uchovavani
informaci. Od externich tfetich stran jsou dle potieby ziskavany osvédéeni o zniceni.

Ovladaci prvky protokolovani

Zasady spol. EBSCO stanovi, Ze vS§echny protokoly udalosti musi byt shromazdovany a chranény pied
neopravné&nym pfistupem. ProhliZeni protokolll probihd pouze podle potieby. Protokoly jsou dale
chranény systémem monitorovani integrity soubort, ktery oddélenf IB upozoriiuje na neautorizovany
pristup a zmény.

Personalni kontrolni mechanismy
Zameéstnanci spol. EBSCO jsou povinni jednat zplisobem, ktery je v souladu s pokyny spolecnosti
tykajicimi se dlvérnosti, obchodni etiky, vhodného pouziti a profesionalnich standardt.

Spol. EBSCO bude ovérovat vzdélani a pfedchozi zaméstnani jednotlivce a provadét interni a externi
referenéni kontroly. Pokud to mistni zakony nebo zakonné regulaéni predpisy umoziuji, mize spol.
EBSCO provadét takeé trestni, Gvérové, imigracni a bezpe¢nostni provéfovani. Rozsah provérovani pozadi
zavisi na pozadované pozici.

Po piijeti pracovniho poméru se spol. EBSCO jsou vSichni zaméstnanci povinni uzavrit dohodu o
zachovani davérnosti, kterou se zadokumentuje pfijeti a dodrzovani zasad spol. EBSCO.

Ve spol. EBSCO jsou za informaéni bezpe€nost odpovédni v§ichni zaméstnanci. V ramci této
odpovédnosti jsou povéieni sdélovanim problému s bezpeénosti a ochranou soukromi uréenému
managementu v oddéleni technologii, IB a/nebo CIO.

Fyzicka a environmentalni bezpe€nost

Spol. EBSCO ma zasady, postupy a infrastrukturu zaijistujici fyzickou bezpeénost jejich datovych center i
prostiedi, ve kterém tato datova centra funguji. Tyto zahrnuji:

Kontrolni mechanismy pro fyzickou bezpe¢nost

Datova centra spol. EBSCO vyuzivaji fadu fyzickych bezpe€nostnich opatreni. Technologie a
bezpec€nostni mechanismy pouzivané v téchto zarizenich se mohou lisit v zavislosti na mistnich
podminkach, jako je umisténi budovy a regionalni rizika. Standardni kontrolni mechanismy pro fyzickou
bezpetnost zavedené v datovych centrech spol. EBSCO zahrnuji nasleduijici:

systémy kontroly pfistupu elektronickymi kartami
detektory vniknuti a alarmy

kontrola vypocetniho inventare

vnitfni a vnéjsi kamery

nepretrzity pristup ostrahy

Pristup do oblasti, ve kterych jsou nainstalovany nebo uloZzeny systémy nebo komponenty systému, je
oddélen od béznych kancelafi a verejnych prostor, jako jsou lobby. Kamery a alarmy pro kaZzdou z téchto
oblasti jsou centralné monitorovany. Zaznamy o ¢innosti a kamerové zaznamy jsou dle potfeby
uchovavany pro pozdéjsi shlédnuti.

Pristup do vS§ech zafizeni datového centra je omezen na opravnéné zaméstnance spol. EBSCO,
schvalené navstévy a schvalené treti strany, jejichZ ukolem je provozovat datové centrum. Spol. EBSCO
predklada zasady pfistupu a postupy navstévam, tfetim stranam a zaméstnanctim, ktefi obvykle nemaji
pristup do zafizeni datovych center, k potvrzeni. Spol. EBSCO kontroluje, kdo ma pravidelny pristup do
jejich datovych center.

Spol. EBSCO omezuje pfistup do svych datovych center podle pozic.
Environmentalni kontrolni mechanismy

o Energie a média - datova centra spol. EBSCO maji zaloZni zdroje elekirické
energie, které zahrnuji zaloZni generatory i vice dodavatelll energie, sluzeb a
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systému. Nahradni zdroje elektrické energie dodavaji energii, dokud nejsou
zapnuty zalozni dieselové generatory a dokud tyto nejsou schopny nouzové
dodavat elektrickou energii na piny vykon, podle potfeby, a zalozni dodavatelé
nebo vice dodavatell paliva, rlizné geograficky rozmisténi, v pfipadé potieby
umoziuji nepretrzity provoz.

Rizeni klimatu - spol. EBSCO maé zaloZni chladici systémy pro Fizeni prostredi
svych datovych center.

Detekce pozaru, pozarni ochrana a potlaceni pozaru - mezi systémy pozarni
ochrany spol. EBSCO patii pozarni poplachové systémy, automaticka detekce
pozaru a systémy pro haseni pozaru. Pokud v nasich datovych centrech dojde k
pozaru, aktivuji se optické a zvukové alarmy a je iniciovan postup radné reakce,
ktery zahrnuje automatickou reakci a pouziti fyzickych hasicich pfistrojt
umist&nych v nasich datovych centrech.





