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evidenčníčíslosmlouvyŘLPČR,s.p.:280l2013lPS/O30lD3ContractNoANSCR.:280/2013/PS/030lD3Contractor&#39;scontractNo:RSCZ/D28/14/052.Preamble2.12.2On26.08.2014thePartiessignedtheServiceContract(ContractNo.ANSCR:280/2013/PS/030),asamendedbytheAmendment1dated04.08.2016andbytheAmendment2dated02.08.2017(hereinafterreferredtoasthe„Contract“).BasedonthefactthattheContractorhasbeenidentifiedasasignificantcontractoraccordingtoSection2(n)oftheRegulationNo.82/2018Sb.,onsecuritymeasures,cybersecurityincidents,reactivemeasures,requirementsforfi|ingintheareaofcybersecurity,anddataremoval(CybersecurityRegulation),thePartiesagreetosignthisAmendment,bywhichrequirementsoftheCybersecurityRegulationshallbeimplementedtotheContract.3.SubjectoftheAmendment3.13.23.33.4WithregardstothecircumstancesmentionedinArticle2.2ofthisAmendment,thePartiesherebyagreethatAnnex1tothisAmendment,containingrequirementsoftheCybersecurityRegulation(i.e.informationaboutsecuritymeasuresforcontractualrelationshipswithsignificantcontractorspursuanttoAnnex7totheCybersecurityRegulation),shallbecomeintegralandinseparablepartoftheContractasanewAnnex3totheContract.InArticle1.2oftheContract,referencetothecontractno.351/2018/IS/086shallbeadded.BasedonthisfacttheArticle1.2oftheContractshallbemodifiedandshallnewlybereadasfollows:“1.2TheServicesupportshallmeanperformingrepairsand/orinterventionsintheRCOMandVoIPVCStechnologyandinformationonupgrades(asfurtherdescribedinArticles1.4.,1.5.and1.6.andannexestotheServiceContract)suppliedundertheContractforWorkNo.279/2013//8/080)andundertheContractforWorkNo.351/2018//8/086.Bothmentionedcontractsforworkarehereinafterreferredtoasthe“ContractforWork”andareknowntoandavailableforbothParties.ThepricementionedinArticle2.7.1oftheContractshallbechangedfrom43.568,00XXXXX44.266,00EUR.BasedonthisfacttheArticle2.7.1oftheContractshallbemodifiedandshallnewlybereadasfollows:“2.7.1ROOMtechnologyoTheSinglefixedpriceforeachrepair(hereinafterthe“SFPRRCOM&#39;Dshallbe:XXXXXXXXXXXXXXXXXXXXXXXXXXXXX-TheGuaranteedaverageannua/numberofrepairsofdefectsnotcausedbytheClient&#39;sorathirdparty&#39;sfau/tguaranteedbytheContractor(hereinaftertheguaranteedaverageannua/numberofrepairs
-

GAANRRCOM)shallbe:XXXXXXXXXXXXXXXXXXXXXXXTheClient&#39;sphonenumberstatedinArticle3.2.3.2oftheContractshallbechangedandshallnewlybereadasfollows:“3.2.3.2TheClientViatelephonetoservicenumber+420XXXXXXXXXbyemailtoserviceemailto:XXXXXXXXXXXXXX
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evidenčníčíslosmlouvyŘLPČR,s.p.:280/2013/PS/030/D3ContractNoANSCR.:280/2013/PS/030/D3Contractor&#39;scontractNo:RSCZ/D28/14/053.5Article3.2.7.4.3oftheContractshallbemodifiedandshallnewlybereadasfollows:“3.2.7.4.3.TheClientisobligedtoprovidetoemployeesdesignatedbytheContractorremoteaccessandVPNconnectiontomaintainedsystemviaCustomerCAD/NIPdatanetworkbasedondefinedaccessprivi/eges.RSASecure/Dtokenwillbeissuedtoeachoftheseemployees.TheprocedureofhowtoupdatealistofauthorizedpersonsisdescribedinArticle4.2oftheAnnex1totheAmendment3oftheContract”.3.6TheArticle10.5and10.6oftheContractshallberemovedwithnoreplacement.ThecurrentArticle10.7oftheContractshallbenewlyrenumberedasArticle10.5oftheContract.3.7NewArticle10.6oftheContractshallbeadded.ThenewArticle10.6.oftheContractshallbereadasfollows:“10.6ContactpersonsforthepurposesofthisContractareasfollows:FortheClient:XXXXXXXXXXXXXXXXXXXXXXXFortheContractor:XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXThecontactpersonsasstatedabovemayinwrittenformviaemailwithelectronicSignature,databoxoralettersentviatheholderofpostallicencenotifytheotherPartyofadditionalcontactpersons,neverthelesssuchnotificationorthechangeofcontactdetailsshallbeannouncedtotheotherPartywithoutanydelay.ContactdetailsofCybersecuritymanagershallbenotifiedtotheotherPartybythecontactpersonsasstatedinthisArticle10.6oftheContract.Thesecontactdetails/personsmaybechangedbythePartiesfromtimetotimeneverthelesseachchangeshallbeannouncedtotheotherPartywithoutanydelay,andsuchcommunicationshallbemadebetweenthecontactpersonsstatedinthisArticle10.6oftheContractintheformoflettersentviatheholderofpostallicence,databoxoremailwithelectronicSignature.&quot;3.8ThecontentofthecurrentAnnex2totheContract(SecureIDTokenProtocol)shallbereplacedbytheproceduredescribedinArticle4.2oftheAnnex1tothisAmendment.4.|SOZ7001certificationoftheContractor4.1lnordertofulfiltherequirementsinArticles3.1
-

3.5and4.1
-
4.3oftheAnnex1tothisAmendment,theContractor(beingtheProvider)willundergotheISO27001InformationSecuritysystemimplementationandwillpassISO27001certificationprocedure.4.2TheadoptedmeasuresandprocedureswillcovertherequirementoftheAnnex1tothisAmendmentandrequirementslistedintheAnnex2tothisAmendment.4.3Thetimescheduletointroduce|8027001informationsecuritysystemintheContractor&#39;s(Provider&#39;s)organisationwillbeasfollows:lmplementation-before30.09.2020Certification
-
before31.12.20204.4Duringtheimplementationandcertificationperiod,therequirementsofthisAnnex1andAnnex2tothisAmendmentwillnotbeenforceablefromtheContractor(Provider).5.Cybersecurityriskanalysesoftheconcernedsystemsandrelatedsystemchanges5.1lnordertoidentifythesecuritygaps(technical)ofthesystemslistedintheArticle1.2oftheAnnex1,basedonthereasonsstatedintheArticles1.6
-

1.8oftheAnnex1tothisContract,theClientisobligedtoconductregularsecurityriskanalyses.TheContractoris
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evidenčníčíslosmlouvyŘLPČR,s.p.:280/2013/PS/030/D3ContractNoANSCR.:280/2013/PS/030/D3Contractor&#39;scontractNo:RSCZ/D28/14/055.25.3obligedtoprovidetheClientwithallavailableinformationandcooperationneededforthat.Basedontheresultsoftheabovementionedriskanalyses,ClientwilltakeappropriateactionstoimprovetheCybersecurityoftheconcernedsystems.Thoseactionsmaybeadeliveryofasystemupdate,upgrade,reconfigurationorextensionprovidedbytheContractor.ThetimeschedulefortheriskanalysesandsystemchangesisanticipatedbytheClienttobeasfollows:Riskanalyses
-
31.12.2020Relatedsystemchanges
-

31.12.20216.FinalProvisions6.16.26.36.46.5A|ltheotherArticlesoftheContractshallnotbechangedbythisAmendment.ThisAmendmenthasbeensignedelectronically,onlyinoneelectroniccopy.ThisAmendmentshallbevaliduponsignaturebythePartiesandshallenterintoforceonthedaywhenitisregisteredintheRegisterofContractsaccordingtoAct.No.340/2015CoII.,ontheRegisterofContracts,asamended.Publication.TheContractoracknowledgesthattheClientisobligedtopublishtheContract,theAmendment1,theAmendment2andthisAmendment3pursuanttotheAct.No.340/2015Coll.,ontheRegisterofContracts,asamended,andActNo.106/1999Coll.,WhenthesaiddocumentsarepublishedintheRegisterofContracts,inparticularthefollowinginformationcontainedinthemshallnotbeprovided:FortheContract:Contractor&#39;sbankdetailsonthefirstpageoftheContract,contactsandemailsinArticle3.1.13.1,3.1.13.2,3.2.3.1and3.2.3.2oftheContract,namesinArticle10.5oftheContract,signaturesontheContract,Annex1totheContractbecausecalculationcontainedinAnnex1totheContractisatradesecretwithinthesenseof§504oftheCivilCode.FortheAmendment1:Contractor&#39;sbankdetailsonthefirstpageoftheAmendment1,emailandphonenumberinArticle1oftheAmendment1,signaturesontheAmendmentN0.1.FortheAmendment2:Contractor&#39;sbankdetailsonthefirstpageoftheAmendment2,emailsandphonenumbersinArticle3oftheAmendment2,signaturesontheAmendmentNo.2.ForthisAmendment3:Contractor&#39;sbankdetailsinArticle1oftheAmendment3,signaturesontheAmendmentNo.3.,nameofcontactpersonsinArticle3.7ofthisAmendment,technicaldetailsinAnnex2tothisAmendment.ThefollowingAnnexformsanintegralpartofthisContract:.Annex1tothisAmendment,whichformsanewAnnex3totheContract
-

„MeasuresintheAreaofInformationandCybersecuritypursuanttoRegulationNo.82/2018Sb.,onsecuritymeasures,cybersecurityincidents,reactivemeasures,requirementsforfilingintheareaofcybersecurity,anddataremoval(CybersecurityRegulation).Annex2tothisAmendment,whichformsanewAnnex4totheContract
-

„SecurityRulesforMajorContractors“
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evidenčníčíslosmlouvyŘLPČR,s.p.:280/2013/PS/030/D3ContractNoANSCR.:280/2013/PS/030/D3Contractor&#39;scontractNo:RSCZ/D28/14/05XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXDirectorGeneralAirNavigationServicesoftheCzechRepublic(ANSCR)XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
X

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXManagingDirectorROHDE&amp;SCHWARZ
-

Praha,s.r.o.
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Annex1totheAmendment3totheServiceContractNo.280/2013/PS/030fortheprovisionofservicesupportforperformanceorrepairsand/orinterventionsintheRCOMandVoIPVCStechnologyandinformationonupgrades(hereinafterreferredtoasthe“Contract”or“ServiceContract”)EnsuringMeasuresintheAreaofInformationandCybersecurity“ContractualensuringofmeasuresintheareaofinformationandcybersecuritywithinthemeaningofSection8(2)oftheRegulationNo.82/2018Coll.onsecuritymeasures,cybersecurityincidents,reactivemeasures,requirementsforfilingintheareaofcybersecurity,anddataremoval(theCybersecurityRegulation),asamended”1.Preamble1.11.21.31.41.51.61.71.8TheProviderunderstandsandacknowledgesthatitisasignificantcontractoraccordingtoSection2(n)oftheCybersecurityRegulationfortheCustomer,whichisAirNavigationServicesoftheCzechRepublic(ANSCR)(hereinafteralsoreferredtoasthe“Client&quot;or“Customer”),whoisanadministratorofinformationandcommunicationsystemsofthecriticalinformationinfrastructure.Thefollowingaretheinformation/communicationsystemstheroleofasignificantcontractorrelatesto:VoIPVCS,RCOM.TheProviderundertakestocomplywiththerequirementsoftheinformationsecuritymanagementsystemspecifiedinthisAnnexandinthesecurityrulesdistributedincompliancewithArticle6hereof.TheProviderwithinsenseofthisAnnexisROHDE&amp;SCHWARZ
-

Praha,s.r.0.,whichisreferredtoastheContractorintheContractandtheCustomerisAirNavigationServicesoftheCzechRepublic(ANSCR),whichisreferredtoastheClientintheContract.TheProvidershallcomplywiththefollowingsecurityrulesinrelationtoallinformation/communicationsystemsspecifiedinArticle1.2ofthisAnnex.Forothersupportedsystems,compliancewithsecurityrulesisreasonablyrequiredinaccordancewithbestinformationsecuritypractice.IfanyoftheprovisionsoftheContractanditsAnnexesconflictwiththeprovisionsofthisAnnexorthesecurityrulesdistributedinaccordancewithArticle6ofthisAnnex,theProvidershallproceedinaccordancewiththelaterprovision.TheClientisawarealsoofhispartofresponsibilitytoachievehigherCybersecuritylevelinthesystemsundertheServiceContractandunderstandsthatfulfillingofthesecurityrulesonlybytheProviderisnotsufficienttoincreasethecomplexCybersecuritylevelofthesystemsnotedintheArtic|e1.2.TheClientisawarethattheVoIPVCSandRCOMsystemdeliveredaccordingtotheContractforWorkANSCR:279/2013/|S/080
-
andbeingundertheServiceContract
-
arenotuptothestate-of-theartlevelresilientagainstallCybersecuritythreatsasthedeliveredsystemspecificationshadbeencreatedbeforetheseCybersecurityrequirementswereenactedandimposedbylaw.TheClientisfullyawareofthesituationasstatedinArticles1.6and1.7andheisreadytoupgradeandextendthesystemsundertheServiceContractuptoconclusionsofregularlyconductedriskanalysis.2.DefinitionsofTerms2.1“Asset”shallmeanasummaryofinformationandservicesthatarenecessaryfortheoperationoftheinformation/communicationsystemreferredtoinArticle1.2hereof.
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2.22.32.42.52.62.7“SecurityIncident&quot;shallmeanviolationoftheinformationsecurityintheinformation/communicationsystemreferredtoinArticle1.2hereof.“SecurityMeasure&quot;shallmeananacttheaimofwhichistoensureinformationsecurityintheinformation/communicationsystemreferredtoinArticle1.2hereof,itsavailabilityandreliabilityinthecyberneticspace.“SecurityPolicy&quot;shallmeanasetofrulesandprinciplesdeterminingthemannerofensuringoftheassetsprotection,inparticularaccordingtoSecurityRulesforMajorContractorsreferredtoinArticle3.4hereof.“SecurityEvent”shallmeananeventthatmayviolatetheinformationsecurityintheinformation/communicationsystemreferredtoinArticle1.2hereof.“Provider&quot;shallmeanasignificantcontractorunderSection2(n)oftheCyberneticSecurityRegulation.“CriticalInformationInfrastructure”shallmeananelementorasystemofelementsthatarenecessaryfortheoperationoftheinformation/communicationsystemreferredtoinArticle1.2hereof.3.InformationSecurity3.13.23.33.43.53.6TheProviderisobligedtoimplementandrealizeSecurityMeasuresasrequiredforensuringofsecurityoftheinformation/00mmunicationsystemsreferredtoinArticle1.2hereofandmaintainappropriatesecuritydocumentationinlinewithCSNISO/IEC27001standard.TheSecurityMeasuresshallbesetincompliancewiththerequirementsoftheActNo.181/2014Coll.,oncyberneticsecurityandonamendmentstorelatedacts(theCybersecurityAct),asamended,therequirementsoftheCybersecurityRegulationandpossiblyalsooftheCSNISO/IEC27001standard.TheCustomershallverifytheimplementationandrealisationoftheSecurityMeasuresincompliancewithArticle15hereoforthroughavalidcertificateofISO/IEC27001,orthroughadifferentestablished,validandinternationallyrecognizedinformationsecuritymanagementsystemattheProvider.TheProvidershalltakemeasuresensuringtheconfidentialityofdatarelatedtotheprovisionofservicesupporttotheinformation/communicationsystemsreferredtoinArticle1.2hereofincompliancewiththerequirementsoftheSecurityRulesforMajorContractorsdistributedaccordingtoArticle6hereof.TheProvidershalltakemeasuresensuringtheintegrityofdatarelatedtotheprovisionofservicesupporttotheinformation/00mmunicationsystemsreferredtoinArticle1.2hereofincompliancewiththerequirementsofthesecurityrulesdistributedaccordingtoArticle6hereof.TheProvidershalltakemeasuresensuringtheavailabilityofdatarelatedtotheprovisionofservicesupporttotheinformation/communicationsystemsreferredtoinArticle1.2hereofincompliancewiththerequirementsofArticle3oftheContract.4.AuthorizationtoUseData,RulesofAccess4.14.2TheProvidershallbeheldIiableforadherencetotherulesofaccessasdefinedinArticle3.2.7.4.2oftheContract,inArticles4.2hereofandtherequirementsofthesecurityrulesdistributedaccordingtoArticle6hereof.TheProvidershallespeciallybeheldIiableforthetimelinessofthelistofworkersauthorizedtoenterthebuildingsandpremisesandaccessthe
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information/communicationsystemsoftheCustomer.|fthelabourrelationofaworker,whohasaccessauthorization,isterminatedorifhe/sheistransferredontoadifferentposition,theProvidershallinformtheCustomerofthatfactwithoutunduedelayviathecontactpersonwhosenameshallbenotifiedaccordingtoArticle10.6oftheContract.Thelistofauthorisedworkersisdistributedbyanelectronicallysignede-mailtoCustomer&#39;sContactPersonwhosenameshallbenotifiedaccordingtoArticle10.6oftheContract.4.3CommunicationinlinewithArticle4.2hereofistobeconductedbyelectronicallysignede-mails.5.CopyrightandLicenceRights5.1TheProvider&#39;sobligationsaredefinedinArticle6.1oftheContract.6.AdherencetoCustomerlsSecurityPolicies6.1TheProvidershallmakesurethatallitsemployeeswhoparticipateinperformanceoftheobligationsasdefinedhereinorintheContracthavebeenprovablyacquaintedwiththeCustomer&#39;sSecurityRulesforMajorContractors(hereinafterthe“SecurityRules&quot;),whichwillbedistributedbyelectronicallysignede-mailsbytheCustomer&#39;sCybersecuritymanagerwhosenameshallbenotifiedaccordingArticle10.6oftheContract.7.CompliancewithGenerallyBindingLegalRegulations7.1TheProviderundertakestoprovideservicesupportaccordingtotheContract,inaduemannerandincompliancewithapplicablestandardsandgenerallybindinglegalregulationsapplyingtothatkindofactivity.TheProvidershallholdtheProviderliableforalldamagearisingoutofabreachofthosestandardsandregulations8.ChangeManagement8.1TheProviderisrequiredtomanageriskassociatedwiththeperformanceoftheContractincludingresidualrisk.IfrequestedbytheCustomer&#39;sCybersecuritymanagerorbypersonsconductingthecontrolactivityasdefinedinArticle15hereof,theProviderisrequiredtodocumenttheriskmanagementmethod.8.2TheProviderunderstandsandacknowledgesthattheCustomerimplementschangesincompliancewithSection11oftheCybersecurityRegulation.8.3Asregardsmajorchanges,theCustomercarriesoutariskanalysisincompliancewiththeCRAMMmethodology,applyingtheRAMSEStool.8.4TheProviderandallSubcontractorsshallprovidetheCustomerwithnecessarycooperationandshallbehelpfulduringchangemanagement,especiallyduringregularriskassessmentandeveryinspectionoftheSecurityMeasuresimplementedandrealizedbypersonsappointedbytheCustomer.8.5TheProviderandallSubcontractorsshallnotprovideforprovisionoftheservicesundertheContracttechnicalorprogrammetoolsofHuaweiTechnologiesCo.,Ltd.orZTECorporationincludingtheirsubsidiaries.9.NotificationRequirements9.1TheProvidershallinformtheCustomerwithoutunduedelayviathecontactpersonswhosenamesshallbenotifiedaccordingtoArticle10.6oftheContract,ifitidentifiesany
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breachoftheinformationsecuritycausedbyacyberincidentandshallprovidetheCustomerwithsufficientinformationallowingtomeetallrequirements,respondtotheincident,investigateitandreportittotheNationalCyberandInformationSecurityAgencyincompliancewiththerequirementsoftheCybersecurityRegulation.TheProviderisobligedtoparticipateinsuchaneffortandtakefinanciallyreasonablestepsrequestedbytheCustomer.9.2TheProvidershallusethecontactoftheCustomer&#39;sCybersecurityTeamwhosenamesshallbenotifiedaccordingtoArticle10.6oftheContractandinformtheCustomeronacontinuousbasisandwithoutunduedelayofallthethreatsandweaknessestheProviderisawareofthatmightimpacttheriskassessmentcarriedoutbytheCustomer.9.3TheProvidershallinformtheCustomer&#39;sCybersecuritymanagerwithoutunduedelayofamajorchangeintheProvider&#39;scontrolstructurepursuanttotheBusinessCorporationsActorofachangeintheownershipofprincipalassetsorofachangeintheauthorizationtohandlethoseassetsusedbytheProviderfortheperformanceoftheContract.9.4MoredetailedconditionsofreportingandclassificationofsecurityincidentsarespecifiedintheSecurityRulesdistributedaccordingtoArticle6hereof.10.ContinuityManagement10.1TheProvidershallensurecontinuityincompliancewiththeinstructionsgivenbytheresponsiblepersonsspecifiedinArticles3.1.13.2and3.2.3.2oftheContract.11.TermsofDataHandover11.1A|loperatingdata,databases,files,logcontent,otherdataandinformationprovidedandprocessedinconnectionwiththesubjectmatteroftheContractarethesolepropertyoftheCustomer.11.2Datashallbetransmittedinsuchaway,thatunauthorizedpersonscannotread,copy,changeordeletethedata.12.Subcontractors12.1lnaccordancewithSection105(4)inconjunctionwithSection3ofActNo.134/2016Coll.,OnPublicProcurement,asamended,theProvidershallinforminwritinginadvanceofitsintentiontouseasubcontractorthattheProviderhasnotnotifiedduringtheprocurementprocedure,includingitsidentificationanddetailsoftheactivitiestobecarriedoutbythesubcontractorandthedatamadeavailable.Identificationofthesubcontractorswhowillbeinvolvedintheperformanceofthepubliccontractaftertheconclusionofthecontract,thesubjectofactivitiestobeperformedbythesubcontractorandthedatamadeavailableshallbecommunicatedbytheProvidertotheClientpriortocommencementofperformancebythesubcontractorconcerned.12.2IftheProvidernegotiateswithasubcontractortocarryoutactivitiesordisclosedatawithinthemeaningofthisAnnextotheContract,theProvidershallenterintoacontractorotherlegalactwiththesubcontractorgivingrisetothesamerightsandobligationsinrelationtoinformationandcybersecurityassetoutinthisAnnex.lnparticular,itisnecessarytoprovidesufficientguaranteesfortheimplementationofappropriatetechnicalandorganizationalmeasuressothattheprocessingcomplieswiththerequirementsoftheRegulationonCyberSecurity.12.3InrelationtoeachSubcontractor,theProvidershall:a)MakereasonableefforttocheckthattheSubcontractorprovidesthelevelofprotectionintheareaoftheinformationandcybersecurityasrequiredbytheContract;
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b)MakesurethatincaseofachainofSubcontractorstheirmutualrightsandobligationsasregardstheinformationandcyberneticsecurityareregulatedthroughawrittencontractincludingtermsandconditionsofferingatleastthesamelevelofprotectionasthosethataredefinedhereinorintheContractandmeetingtherequirementsoftheCybersecurityRegulation;c)ProvidetheCustomeratitsrequestwithselectedpartsofcontracts(orsimilardocuments)concludedwiththeSubcontractors;d)MakesurethateverySubcontractormeetstheobligationsarisingoutofthisAnnexthatapplytoprotectionintheareaoftheinformationandcybersecurityexecutedbytheSubcontractorasiftheSubcontractorwereapartytothisContractinsteadoftheProvider.12.4IncasethattheSecurityRulesformanintegralpartofanagreementwithsubcontractorsorbetweensubcontractors,theProvidershallinformtheClientinadvance.TheClientisentitledtoobjectwithinfiveworkingdaysofthenotificationoftheneedtoprovideSecurityRulestosubcontractorsthattheprovisionofSecurityRulestosubcontractorsisnotnecessaryorthattheprovisionofSecurityRulestoaspecificsubcontractorentailsasecurityrisk.lnthiscase,theProvidermustprovethenecessaryneedtoprovidetheseSecurityRulestoaparticularsubcontractororproposetheuseofanothersubcontractor.IftheClientfindsthisneedjustifiedorfailstoassessthenewsubcontractorasasecurityrisk,theClientwillallowtoprovidethissafetyinformationtothespecificsubcontractor.13.SecurityConditionsuponContractTermination13.1UpontheContracttermination,theProvidershallmakesurethatthetermsandconditionsdeterminedintheSecurityRulesdistributedunderArticle6hereofarecompliedwith.14.DataRemovalRules14.1UpontheContracttermination,theProvidershallmakesurethatthetermsandconditionsdeterminedintheSecurityRulesdistributedunderArticle6hereofarecompliedwith.15.Inspection15.1Ifrequested,theProviderandallsubcontractorsshallprovideaccesstoallpre-agreedinformationrequiredforprovingofcomplianceherewithandcooperateduringauditsandinspectionsconductedbyanyauditorauthorizedbytheCustomer.ThescopeandrangeoftheinformationauditshallbeagreedinadvanceinwrittenformbytheCustomerandtheProvider.15.2TheCustomershallinformtheProviderofsuchaninspectionwellaheadoftimepriortotheinspection.lnaddition,theCustomershallmakereasonableefforttomakesurethattheinspectionwillnotberepeatedmorethanonetimepercalendaryear,wi||nottakelongertimeframethantwoworkingdaysandwi||notcausedamageordisturbthepremises,equipment,staffandactivitiesoftheProviderinanexcessivemanner.TheProviderisnotrequiredtoprovideaccesstoitspremisesduringaninspectioninthefollowingsituations:a)Thepersonconductingtheinspectionfailstopresentanidentitycardandanauthorizationtoconducttheinspection;b)TheinspectionisnotconductedinthecommonworkinghoursunlesstheinspectionneedstobeconductedbeyondthecommonworkinghoursandtheinspectorinformedtheProviderofthatfactinadvance(duringcommonworkinghours).
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15.3TheProviderunderstandsandacknowledgesthattheCustomerperformsregularcontractorassessmentincompliancewiththerequirementsofCSNENISO9001standard.16.ContractualPenaltiesandCompensationforOtherDamage16.1SanctionsprovisionsrelatedtotheCybersecurityarelistedinArticle7oftheContract.IftheProviderviolatestheremedialmeasuresrelatedtoinspectionsaccordingtoArticle15hereinandfurtherspecifiedinthesecurityrulesdistributedaccordingtoArticle6herein,theProvidershallbeduty-boundtopayapenalty1900EUR.16.2Paymentofthecontractualpenaltyiswithoutprejudicetotheentitlementtofulldamages.16.3BreachoftheobligationsdeterminedinthisAnnexorintheSecurityRulesdistributedunderArticle6hereofbytheProvidermayconstituteareasonforunilateralterminationoftheContractbytheCustomer.17.ContactDetailsofPersonsResponsibleforInformationSecurity17.1ContactdetailsofthepersonsresponsibleforinformationsecurityshallbenotifiedaccordingtoArticle10.6.oftheContract. Page6of6



Annex2totheAmendment3totheServiceContractNo.280/2013/PSIO30fortheprovisionofservicesupportforperformanceorrepairsand/orinterventionsintheRCOMandVoIPVCStechnologyandinformationonupgradesSECURITYRULESFORIVIAJORCONTRACTORSv1.0(13.11.2019)ACCORDINGTOCZECHCYBERSECURITYLAW(181/2014COLL.)1.PERSONALSECURITY1.1.Thecontractualpartneranditspotentialsubcontractors(hereinafterreferredtoas“Contractor”)a)b)i)ShallhaveaSecurityAwarenessDevelopmentPlaninplace,theaimofwhichistoensureadequatetrainingandsecurityawarenessdevelopmentandwhichcontainstheform,contentandscopeofthefollowing:i.Instructionsforusers,administrators,personsperformingsecurityfunctionsandcontractorsconcerningtheirobligationsandthesecuritypolicy;ii.Requiredtheoreticalandpracticaltrainingofusers,administratorsandpersonsperformingsecurityfunctions;Shallhaveappointedpersonsresponsibleforrealizationoftheindividualactivitieslistedintheplan;Shallinstruct,incompliancewiththeSecurityAwarenessDevelopmentPlan,users,administratorsandpersonsholdingsecurityrolesontheirobligationsandonthesecuritypolicybymeansofinitialandrecurrenttraining;IncompliancewiththeSecurityAwarenessDevelopmentPlan,ensureforpersonsholdingsecurityrolesregularprofessionaltrainingbasedonthecurrentneedsasregardscybersecurity;Shallensure,incompliancewiththeSecurityAwarenessDevelopmentPlan,regulartrainingandverificationoftheemployees,securityawarenessaccordingtotheirjobresponsibilities;Shallensureinspectionsofcompliancewiththesecuritypolicybyusers,administratorsandpersonsholdingsecurityroles;Shallensurehandoverofresponsibilitiesifthecontractualrelationshipwiththeadministratorsandpersonsholdingsecurityrolesisterminated;ShallevaluatetheefficacyoftheSecurityAwarenessDevelopmentPlan,ofthetraininghavingbeenrealizedaswellasofotheractivitiesrelatedtodevelopmentofthesecurityawareness;Shalldeterminerulesandprocedurestodealwithcasesofbreachesoftheestablishedsecurityrulesbyusers,administratorsandpersonsholdingsecurityroles;Shallkeeprecordsoftrainingcontainingthesubjectmatterofthetrainingandalistofpersonswhoattendedit.1.2.AirNavigationServicesoftheCzechRepublic(hereinafterreferredas“ANSCR”)reservestherighttokeeprecordsofandchecktheContractor&#39;sactivities,keeprecordsofincidentsandunusualactivitiesoftheemployeesandotherpersonsoperatinginfavouroronbehalfoftheContractor(hereinafterreferredtoas“Contractor,sStaff&#39;).Basedonthoserecords,ANSCRshallbeentitledtoevaluatethetrustworthinessandreliabilityoftheContractor&#39;sStaff.Intheeventofanyidentifiedrisk,theANSCRshallinformtheContractorofanon-conformityandbothpartiesshallenterintodealingstosolvethesituation.
 

Page1of7



9.4.TheContractorcontinuouslymonitors(withinitsICTinfrastructure)publishedandknownsecurityvulnerabilitieswhichcaninfluencesmoothandsafeoperationofthesystemscoveredbytheContract.|tmeansforexamplevulnerabilitiesintheoperationsystems,thirdpartysoftware,webcomponentsetc.10.PROTECTIONOFMEDIA10.1.ThestorageofANSCRprotecteddataonportablemediaandtransferofthereofoutsidepremisesofANSCRrequirespriorapprovalofANSCR.10.2.lncaseofANSCRprotecteddatastorageonportablemediatheContractorisrequired,ifmanageable,tostoreorrequirethestorageofsuchdataencryptedandtokeeprecordsofthesemedia.10.3.TheContractorisrequiredtoensureerasureofANSCRprotecteddataimmediatelyafterthepurposefortheirprocessingand/orstoragehasexpiredbythemeansofLST800-88standard.ltshallnotbepossibletorecovertheinformationafterthedatahasbeenerased.TheContractormustkeeparecordofdataerasure.11.SECURITYEVENTS/INCIDENTS11.1.TheContractorisrequiredtoreportanysuspicionofcyberneticsecurityincidents:a)TotherespectiveANSCRTechnicalHallSupervisor;b)Immediatelyafteridentifyingthecyberneticsecurityevent/incident;c)Bye-mail,phoneorinperson;d)Withdescriptioni.ofthedateandtimeofevent/incidentii.event/incidentnature;iii.ofthesourceoftheevent/incident;iv.ofthetarget/victimoftheevent/incident;v.ofthepotentialimpact.12.AUDITOFTHECONTRACTOR(CUSTOMERAUDITRULES)12.1.AUTHORIZATIONTOPERFORMAUDITOFTHECONTRACTORa)ANSCRreservestherighttoperformauditsoftheContractor.b)ANSCRshallinformtheContractorofitsintentionofperformingtheauditatleast5workingdaysbeforehand.Bothpartiesshallagreeupontheauditcontent,necessarycooperationandscheduleandANSCRundertakestoactsoasnottodisturbtheContractor&#39;soperation.c)lncaseofanyseriouscircumstances(e.g.suspicionofriskybehaviouroftheContractor)relatedtotheperformanceofthiscontract,ANSCRreservestherighttoperformanunannouncedauditoftheContractortakingintoconsiderationtheContractor&#39;soperatingcircumstances.d)WhencriticalinformationinfrastructureelementsrelatedtorespectiveimplementingRegulation(EU)layingdowncommonrequirementsforairtrafficmanagement/airnavigationservicesprovidersandotherfunctionsoftheairtrafficmanagementnetworkareauditedandsupervised(byprovisionofANS),theauditor/inspector Page6of7



1.3.ThequalificationoftheContractor&#39;sStaffmustcorrespondtotheworkpositionoccupied(totheworkperformedandthelevelofsecurity).2.PHYSICALSECURITYANDSAFETY2.1.TheContractorasanemployerinperformanceoftherespectivecontractisresponsibleforcomplyingwithSafetyandHealthProtectionandFireProtectionregulationsbyitsemployeesorotherindividualsengagedinworkinitsfavor(hereinaftertogetherreferredtoas“theContractor&#39;semployees”).XXXXXXXXXXXXXXXXXXXXXXXXXXperformedbyXXXXXXXXXXXXXXXXXXXemployees,XXXXXXXXoperationregulationsXXXXXXobeyed.AnydamagesresultingfromviolationoftheseregulationsbytheContractingPartner&#39;semployeesshallbebornebytheContractor.lftheContractorgeneratesdangerousplacesorsituationsonsiteasaresultofitsactivity,theContractorshalltakehisownmeasurestosecuretheimpendingdamageandshallimmediatelyinformANSCRofthisfact.2.2.Whenexecutingthesubjectofperformance,theContractorshallbeobligedtorespectthetermsandconditionsofentryofpersonsandvehiclesinthepremises,buildingsandlandsofANSCRandthesecurityregimedeterminedforthem.ThosetermsandconditionsareespeciallydefinedinANSCRinternalregulationscalledRegimeofEntryofPersonsandVehiclesinthePremisesandBuildingsofRLPCR,s.p.andintheNon-PublicAreaofAirports,RulesandConditionsforExternalEntitiesinthePremisesandBuildingsofRLPCR,s.p.,andintheapplicableoperatingrules.TheContractor&#39;sStaffareacquaintedwiththoserulesbytheOrderingPartylsstaff.lnassociationtotheoperatingneedsandtheriskassessment,entryisrealisedinseveralsecurityregimes:a)UnaccompaniedEntry.ThiskindofentryisdesignedforContractor&#39;semployeeswithOperationalneedtoaccessANSCRfacilitiesonaregularbasis.EntryisgrantedaftercompletingtheApplicationforANSCRpermanentidentificationcardandattendanceofANSCRsecurityawarenesstraining.Duringthesecurityawarenesstraining,thedocumentRulesandconditionsforContractor&#39;semployeesisgiventoeachparticipant.Thisdocumentsummarizesbasicsecurityrulesforgiventypeofaccessrights.Obligatorypreconditionforpermanentidentificationcardissuanceispresentationofanextractfromcriminalrecordregisternotolderthan3months(alternativelyvalidcivilaviationBackgroundcheckorNationalsecurityclearancecertificateofCONFIDENTIALorhigherlevelmaybepresented).Issuanceofthecardischarged.AftertheterminationoftherespectivecontractorterminationofemploymentrelationorotherrelationtoContractorbytherespectiveContractor&#39;semployee,theContractorisobligedtoreturnissuedidentificationcardtodesignatedofficeofANSCR.ANSCRreservestherighttoterminatethevalidityorwithdrawthepermanentidentificationcardforsecurityreasonsatanytime.b)PartialunaccompaniedEntry.ThiskindofentryisdesignedforContractor&#39;semployeeswhenOperationalcircumstancesdonotallowpermanentescortoftheemployeebypermanentidentificationcardholder.EntryisgrantedaftervisitorcardissuanceandafterbeingdemonstrablyawareoftherulesspecifiedinthedocumentRulesandconditionsforContractingPartner&#39;semployees,whichsummarizesbasicsecurityrulesforgiventypeofaccessrights.Theperson,whohasgrantedtheaccessforthevisitorbyhis/herpermanentidentificationcard,isresponsibleforObservationofsecurityconditionsbythevisitor.ANSCRreservestherighttoterminatetherightofpartlyunaccompaniedentryofcertainpersonorgroupofpersonsforsecurityreasonsatanytime.c)AccompaniedentrytoATMrelatedpremises.ThiskindofentryisapplicableatallothercircumstancesatthefacilitiesorpremisesdesignedfortheprovisionofATMservices.Entryisgrantedaftervisitorcardissuance.Theperson,whohasgrantedtheaccessforthevisitorbyhis/herpermanentidentificationcard,is
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responsibleforObservationofsecurityconditionsbythevisitor.ANSCRreservestherighttoterminatetherightofaccompaniedentryofcertainpersonorgroupofpersonsforsecurityreasonsatanytime.d)UnacompaniedentrytootherANSCRnonATMpremises(AirNavigationInstitute,recreationalfacilities,etc).Thiskindofentryisregulatedbythecodeofentryissuedbythebuilding/premisesadministrator.3.SECURITYAWARENESS3.1.AllContractorlsStaffmustbeprovablytrainedandacquaintedwiththeapplicableinternaldocumentsoftheOrderingPartyrelatingtothesubjectofperformanceofthiscontract.TheContractorisresponsiblefortrainingoftheContractor&#39;sStaffandforacquaintingthemwiththerequirementsofthiscontractandtheannexesthereof.4.IDENTIFICATION4.1.AllContractorlsStaffwhoparticipateintheperformanceofthecontractthroughtheContractor&#39;sICTtechnologymusthavetheirownuniqueuseraccountrecordedandmaintainedwithintheirICTinfrastructure,whileeverysuchuseraccountshallbeassociatedwithspecificrolesintheindividualsystems,modulesorapplications.AllContractor&#39;sStaffmusthavevalididentificationandcurrentcontactdetails.4.2.AllContractor&#39;sStaffwhoaccesstheOrderingPartylsinternalICTsystemsshallhavetheiruniqueuseraccountkeptandmaintainedbytheOrderingParty,andspecificrolesassociatedexclusivelywiththeperformanceofthesubjectofthiscontractaretobeassignedtoeverysuchaccountintheindividualsystems,modulesorapplications.5.AUTHENTICATION5.1.TermsforauthenticationwithintheANSCRICTinfrastructure:a)Multi-factorauthenticationisusedforidentificationofsystemmaintenanceworkersandadministrators.b)Password-basedverification
-
whereclearmulti-factoridentificationcannotbeused,itisnecessarytouseauthenticationthroughcryptographickeysguaranteeingasimilarsecuritylevelorapasswordwiththefollowingrules:XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX5.2.AsregardsremoteaccessoftheContractor,theContractorshallsubmitdocumentsforcompletionofanapplicationforremoteaccessaccordingtowhichthefollowingsecurityrulesaresetaftenNards:
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a)ThetechnicaladministratoroftherespectivesystemofANSCRshallcompletetheapplicationonbehalfoftheContractor(basedonsourcedocumentsprovidedbytheContractor&#39;scontactperson);b)Theapplicationcontentmustbefullyinlinewiththesubjectofperformanceofthiscontract;XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
X

5.3.XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXtheContractorguaranteethatallhisXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXwhichtheyhavebeenacquaintedwith.AnydamagesresultingfromviolationoftheserulesbytheContractor&#39;semployees,XXXXXXXXXXXXXXXXXXXXshallbebornebytheContractor.6.AUTHORIZATION6.1.TheContractor&#39;sstaffusingANSCRICTinfrastructurearerequiredtousetheprivilegedauthorizationreasonablyandonlyforaperiodoftimethatisnecessaryforperformanceoftheactivitiesinlinewiththesubjectofthecontract.Usersandadministratorsarenotallowedtouseprivilegedauthorizationaccountsforcommonworkthatisnotrelatedtotheinformationsystemadministration.6.2.ANSCRshallinformtheContractortsStaffoftheANSCRprotectedinformationtheyhaveaccesstoandthemannertheycanhandleit.TheContractorisnotallowedtohandletheOrderingParty&#39;sprotectedinformationinamannerorconductthatarenotexplicitlylistedintheinstructions.7.WORKSTATIONSECURITY7.1.AccesstoANSCRinformationsystemsisrealizedbymeansoftheANSCRequipment(HW,SW)bydefault.7.2.TheContractor&#39;sHW(PC,laptops)canonlyaccessinternalprotectedinformationandICTsystemsifapprovedbytherespectiveANSCRworkplaceandresponsibletechnicaladministrator.7.3.TheContractor&#39;sHWconnectedtoANSCZviaVPNmust:a)Haveafunctionalanti-viruscertifiedbyAV-TEST(av-test.org)orVBtOO(virusbulletin.com);b)Haveafunctionalpersonalfirewall(FSCS);c)Havefunctionalandsetautomaticsystemupdates(WindowsServerUpdateServices);d)Haveanoperationsystemthatiscoveredbytheproducer&#39;sservicesupport(ifthisisnotexplicitlyexcludedbycontractualagreement);e)HaveconditionsensuredintheLinuxenvironmentsimilartothoseforWindowsasdefinedabove
-

AV,FSCS,UPDATE,OS.8.USEOFCRYPTOGRAPHICTOOLS
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8.1.Iftheuseofcryptographictoolsisrequiredwithinthesubjectofperformance,thetechnicalconditionsareasfollows:a)b)C)d)g)SymmetricpasswordencryptionapplyingXXXXXXXXXXXXXXXXXXXXXXXThepasswordmustbesubmittedbyadifferentcommunicationchannel;EncryptionbymeansofdigitalcertificatesissuedbyagenerallyrecognizedCAorbyaCAthatisexplicitlytrustedbybothparties;IfthecertificatevaliditytowardsCRLcannotbeverified,thecertificateshallbeconsideredinvalidandcannotbeusedforencryptionorsigning;EncryptionusingPGPkeysapprovedbybothpartiesorverifiedbyanindependenttrustworthythirdparty;XXXXXXXXXXXXXXXXXXXXorastrongeroneshallbeusedfortheVPNaccesstoXXXXXXXXXXXAHTTPSprotocolwithacypherofXXXXXXXXXXXXXshallbeusedforwebserverspresentingdatafromXXXXXXXXXXbeyondthesystemitself;ANEVcertificateofagenerallyrecognizedcertificationauthorityshallbeusedforwebserverspresentingdatafromXXXXXXXXXXforusersoutofANSCR.9.MONITORING9.1.AccessoftheContractor&#39;sStafftoselectedinternalinformationandtotheinformationandtelecommunicationsystemsisrecorded,monitoredandevaluatedonacontinuousbasis.9.2.Thefollowingsystemeventsarerecordedinlogs:XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX9.3.ForeverylogentryfollowingmetadataareassignedbyANSCR:XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
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establishescorrectivemeasurestofindingsanddatetobeimplemented.TheContractorisobligedtoimplementthecorrectivemeasureswithinthescopeofthestipulatedcorrectivemeasureandtherequireddeadline.e)AuditdocumentsshallbemaintainedbyANSCRInternalIvestigationandAuditDepartment.Recordsofaparticularauditshallalwaysbeprovidedwiththesameidentifier.Theindividualauditrecordsconsistsof:i.Auditplan;ii.Auditnotification;iii.Auditquestionnaire(alistofauditor&#39;squestionsiftheauditorconsidersitappropriate);iv.Auditreport;v.Written,pictureorotherrecordsoftheoperation,proceduresorequipmentrelatedtotheaudit(ifnecessaryfordocumentingofthefindings);vi.Recordoffindings(remedialmeasuresandsubsequentcheck).f)Theauditedparty(theContractor)shallreceiveafinalauditreportincludingpotentialfindings:i.Basedonthefindingslistedinthefinalauditreport,theContractorshallproposeremedialmeasuresanddeadlinesandsubmitalistthereoftoANSCRforapproval;ii.ANSCRshallconfirmthemeasuresproposed.12.2.REMEDIALMEASURESa)Theauditedparty(theContractor)isrequiredtoensureimplementationofthearrangedremedialmeasuresbythedeadlinearranged.b)TheContractorshallsubmitthereportofthemeasuresimplementedtoANSCR.13.TERMINATIONOFTHECONTRACTARRANGEMENTS13.1.lncaseofterminationoftheContract,allContractor&#39;saccesstoANSCRassets(VPN,systems,applications,data)areterminatednotlaterthanatthelastdayofContractvalidity.13.2.IftheassetsofANSCRhavebeenprovidedtotheContractor(authentificationtoken,workstation,laptop,etc.)allitemsmustbereturnednotlaterthanthelastdayofContractvalidity.13.3.IftheANSCRdataassets(data)havebeenprovidedtotheContractor,alldatahastobereturnedanderasedfroma||Contractor&#39;sinformationsystemsandmediabythemeansofNIST800-88standard
.
13.4.lncaseofanon-standardterminationoftheContract,ifnecessary,Contractor&#39;saccessmaybeterminatedbeforethecontractualagreementexpires.END 
Page7of7


