Smlouva €. CTU/2020_008

uzavfena ve smyslu zékona ¢. 89/2012 Sb., obCansky zakonik, ve znéni pozdéjSich predpist (déle jen ,obcansky

zakonik®)
1.
Smluvni strany
ICZ a.s.
se sidlem: Na hiebenech Il 1718/10, 140 00 Praha 4
zastoupena: na zakladé plné moci
ICO: 9145
DIC: CZ699000372

zapsany v obchodnim rejstfiku vedeném Méstskym soudem v Praze, sp. zn. B 4840
(dale jen ,prodavaijici“)

a

Ceska republika — Cesky telekomunikaéni tfad

se sidlem: Sokolovska 219/58, 190 00 Praha 9 — Vysocany
Adresa pro dorucovani: postovni pfihradka 02, 225 02 Praha 025

jehoz jménem jedna: Mgr. Ing. Hana Tovarkova, pfedsedkyné Rady CTU
bank. spojeni: CNB Praha

¢. u.:

ICO: 701 06 975

DIC: CZ70106975 (osoba identifikovana k dani)

(dale jen ,kupuijici®)

uzaviraji na zakladé vysledku zadavaciho fizeni na vefejnou zakazku s nazvem ,Obnova
sitovych prvkt CTU“ smlouvu nasledujiciho znéni:

2.
Ugel a predmét smlouvy

Ugelem této smlouvy je stanoveni obsahovych poZadavkl, postuptl, obchodnich
podminek a dalSich smluvnich ujednani, na jejichz zékladé dojde k realizaci dodavky
a instalaci sitovych prvkd LAN a Wifi (dale jen ,sitové prvky“) s pfenesenim sou¢asného
nastaveni kupujicim vyuzivanych sitovych prvkl, to v3e v navaznosti na vysledky
zadavaciho fizeni v ramci verejné zakazky na dodavky s nazvem ,Obnova sitovych prvki
CTU",

Poptavané feSeni je ureno pro provozovani vyznamnych informacnich systému
a informacnich systému vefejné spravy ve smyslu zakona €. 365/2000 Sb., o informacnich
systémech vefejné spravy a o zméné nékterych dalSich zakon(l, ve znéni pozdéjSich
predpisu. Kupujici tedy spada do pusobnosti zakona ¢&. 181/2014 Sb., o kybernetické
bezpe€nosti a 0 zméné souvisejicich zakonu (zakon o kybernetické bezpecnosti), ve
znéni pozdéjSich predpist (dale jen ,ZKB*) a dodané feSeni nesmi byt tedy v rozporu
s pozadavky Narodniho ufadu pro kybernetickou a informacni bezpecnost (dale jen
,NUKIB*) pro provoz vyznamnych informaénich systému informacnich systému vefejné
spravy. Dodané feSeni musi proto splfiovat vSechny souvisejici pozadavky a nafizeni
a musi umoznovat kupujicimu fadné plnéni povinnosti podle ZKB. V souladu s vyse
uvedenym je povinnosti kupujiciho podle ust. § 5 vyhlasky ¢&. 82/2018 Sb.,
0 bezpec€nostnich opatienich, kybernetickych bezpeénostnich incidentech, reaktivnich
opatfenich, nalezitostech podani v oblasti kybernetické bezpelnosti a likvidaci dat
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(vyhlaska o kybernetické bezpecénosti), ve znéni pozdéjSich predpisl, provadét analyzu
rizik a identifikovana rizika fidit. Soucasné je kupujici povinen zabyvat se vSemi hrozbami,
které prostfednictvim varovani vydava NUKIB, témito hrozbami se dale zabyvat
a zohlednit je v analyze rizik. Kupujici proto provedl, s pfihlédnutim k vydanému ,varovani*
NUKIB, analyzu rizik a v hodnoceni se fidil pokyny uvedenymi v dokumentu NUKIB
.Metodika k varovani ze dne 17. prosince 2018". VeSkera bezpefnostni opatfeni, ktera
bude nutné u dodaného feSeni na zakladé vysledkl analyzy rizik pfijmout, nesmi pro
kupujiciho znamenat zadné dalSi naklady. Uvedenym opatfenim, v pfipadé dodavek
FeSeni vyrobcd, pfed kterymi varoval NUKIB, je dodavka a zajisténi stavu vysoké
dostupnosti feSeni — tj. ke kazdému kusu dodaného hardware od vyrobce Huawei
Technologies Co., Ltd., Sen-&en, Cinska lidova republika, a ZTE Corporation, Sen-&en,
Cinska lidova republika dodavka druhého kusu hardware od jiného vyrobce a jejich pina
spole¢na integrace tak, aby takové fedeni plnilo funkci zajisténi vysoké dostupnosti
a souCasné i vesSkeré kupujicim definované pozadavky v ramci zadavacich podminek
k vefejné zakazce.

Pfedmétem pInéni je na strané jedné zavazek prodavajiciho dodat a instalovat sitové
prvky (nove, nerepasované) s prenesenim souasného nastaveni a dat dosud
vyuzivanych sitovych prvkl v sidle kupujiciho, a to v&etné dodavky nastroje pro spravu
sitové infrastruktury a nastroje pro monitorovani sitové infrastruktury, to vse
s pozadovanymi parametry podle pFilohy €. 1, resp. 2 této smlouvy, poskytnout souvisejici
plnéni podle této smlouvy a prevést na kupujiciho vlastnické pravo k sitovym prvkiim, a na
druhé strané zavazek kupujiciho za fadné a vcas poskytnuté plnéni zaplatit prodavajicimu
sjednanou cenu.

3.
Misto a doba pInéni

Mistem pInéni je sidlo kupujiciho.

Doba plnéni je sjednana do 60 dnG ode dne ucinnosti smlouvy. Ostatni terminy jsou
stanoveny v pfiloze €. 4 smlouvy (Harmonogram feseni).

4.
Cena a platebni podminky

Prodavaijici se zavazuje poskytnout kupujicimu plnéni podle této smlouvy za celkovou
cenu ve vysi 9.460.384 K& bez DPH. Z toho:

a) cena za dodavku HW ¢ini 6.815.727 K¢ bez DPH,
b) cena za licence SW €ini 2.131.157 K¢ bez DPH,
C) cena za instalaci €ini 513.500 K¢ bez DPH.

Cena je stanovena jako pevna a lze ji ménit, pouze pokud dojde ke zméné sazby DPH.
K cené bude pfi jeji fakturaci pfipotena DPH v aktualni vysSi ke dni uskute€néného
zdanitelného pinéni.

Cenu plInéni bude kupujici hradit na zakladé danového dokladu — faktury (dale jen
Jfaktura“) vystavené prodavajicim se splatnosti 30 dni ode dne doruceni kupujicimu na
zakladé oboustranné potvrzeného pfedavaciho protokolu. Faktura vystavena v prosinci
bude pfedana kupujicimu nejpozdéji do desatého dne v uvedeném mésici, nebude-li
dohodnuto jinak. V pfipadé faktury doru¢ené kupujicimu mezi 10. prosincem a 10. lednem
je takova faktura splatna nejdfive nasledujiciho 1. unora. Platebni povinnosti kupujiciho
plynouci z této smlouvy jsou splnény dnem odepsani fakturované ¢astky ve prospéch uctu
prodavajiciho. Uhrada bude provedena bezhotovostnim pfevodem z uétu kupujiciho ve
prospéch uctu prodavaijiciho.



Faktura musi obsahovat nalezitosti danového a ucetniho dokladu podle zakona
€. 563/1991 Sb., o ucetnictvi, ve znéni pozdéjSich pfedpisu, zakona €. 235/2004 Sb.,
o dani z pfidané hodnoty, ve znéni pozdéjSich predpisu, § 435 obCanského zakoniku
a soucasné Cislo této smlouvy.

V pfipadé, Ze faktura nebude obsahovat nalezitosti podle platnych pravnich predpis,
popf. bude obsahovat jiné chyby &i nedostatky, je kupujici opravnén fakturu vratit, pficemz
nova lhata splatnosti poc¢ina bézet dnem doruceni opravené faktury kupujicimu.

5.
Dodaci podminky

Prodavaijici se zavazuje nejméné tfi pracovni dny pfedem pisemné uvédomit kontaktni
osobu kupujiciho o pfedpokladaném terminu dodani sitovych prvku.

Kupujici je povinen pfevzit sitové prvky, které jsou dodany fadné, tj. které zejména
vykazuji vSechny vlastnosti a vyhovuje vséem podminkam uvedenym v této smlouvé Ci
stanovenym kupujicim nebo pravnimi pfedpisy a technickymi normami, a v¢as.

Prodavajici je povinen spoleCné se sitovymi prvky pfedat kupujicimu doklady, jez jsou
nutné k jejich pfevzeti a uzivani podle obCanského zakoniku a predpisu souvisejicich,
a to zejména provozni dokumentaci v ¢eském jazyce, uzivatelské manualy, certifikaty
shody, povoleni k distribuci na tizemi Ceské republiky a dal$i obdobné dokumenty, které
jsou obvykle k takovému druhu pInéni dodavany, véetné potvrzeni vyrobce (anebo jeho
oficialniho zastoupeni pro Uzemi Ceské republiky), Zze veskeré komponenty, které jsou
soucasti predmétu pInéni podle &l. 2 odst. 3 této smlouvy, jsou nové (ij. nepouzité, resp.
nerepasované). V pfipadé absence uvedenych dokumentl nebude kupujicim
povazovano plnéni za fadné a bude divodem pro odmitnuti potvrzeni fadného dodani
sitovych prvk.

Radné dodani (instalaci) sitovych prvk( potvrdi kupujici prodavajicimu formou podpisu
pfedavaciho protokolu povéfenou osobou podle €l. 9 odst. 4 této smlouvy.

6.
Zajisténi zavazku
Je-li kupujici v prodleni s uhrazenim faktury, prodavajici ma pravo uctovat zakonny urok
z prodleni z dluzné ¢astky za kazdy zapo€aty den prodleni.

V pfipadé prodleni prodavajiciho s fadnym plnénim oproti sjednanému harmonogramu
feSeni je prodavajici povinen zaplatit kupujicimu smluvni pokutu ve vysi 5.000 K¢ za kazdy
i zapocCaty den prodleni.

V pFipadé prodleni prodavajiciho s odstranénim ohlasené vady sitového prvku podle &l. 6
této smlouvy je prodavajici povinen zaplatit kupujicimu smluvni pokutu ve vysi 0,05 %
z celkové ceny podle €l. 4 odst. této smlouvy za kazdy i zapoCaty den prodleni.

Kupujici nema pravo uplatnit smluvni pokutu, jestlize prodavajici prokaze, ze kupuijici
neposkytl prodavajicimu spoluptsobeni nutné k tomu, aby prodavajici mohl spinit sv(j
zavazek.

7.
Zaruka a odpovédnost za vady

Na dodané sitové prvky poskytuje prodavajici kupujicimu zaruku za jakost v délce
60 mésicl. Zaruéni doba pocina bézet dnem prevzeti sitovych prvkd kupujicim. Zaruéni
doba se prodlouzi o dobu, po kterou nebude moci kupujici uzivat sitové prvky z divodu
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vad, za néz odpovida prodavajici, a to ode dne oznameni kupujiciho o vadé prodavajicimu
do dne vraceni bezvadné véci kupujicimu podle odstavce 4 tohoto ¢lanku smlouvy.

Poskytnutou zarukou se prodavajici zavazuje, ze po dobu zaruéni Ihity budou sitové
prvky pouzitelné k dohodnutému nebo obvyklému Ucelu. Zaruka se nevztahuje na
opotfebeni v rozsahu odpovidajicimu obvyklému zplsobu uzivani.

Zjisti-li kupujici vadu v dobé trvani zaru¢ni doby stanovené touto smlouvou, oznami
prokazatelné tuto skutecnost neprodlené prodavajicimu. Prodavajici zajisti kupujicimu
pfistup na webovy portal servisni podpory prodavajiciho v rezimu 24x7.

Po ohlaseni vady a zplsobu, jakym se vada projevuje, ma prodavajici za povinnost zahajit
bezplatné co nejrychlejsi odstranéni vady, a tuto odstranit nejpozdéji do 7 pracovnich dn
ode dne oznameni vady. Prodavajici po analyze vady sitového prvku odstrani vadu podle
své volby, a to opravou véci nebo dodanim nové véci. V pfipadé opravy sepide s kontaktni
osobou kupujiciho protokol o prevzeti sitového prvku do opravy. V pfipadé odstranéni
vady dodanim nové véci (v€etné vymény soudastek), dodanim chybéjici véci nebo
opravou véci se prodavajici zavazuje k odstranéni vady uzit pouze takové véci (véetné
soucastek), které byly vyrobeny pfimo vyrobcem puvodniho pInéni (ij. originalni dily) nebo
jejichz pouziti je vyrobcem puvodniho pInéni schvaleno s garanci zachovani vSech
kupujicim pozadovanych parametri daného zafizeni, pfi¢emz takto dodané véci (véetné
soucastek) budou véci nové (tj. nepouzité, resp. nerepasovane). Spinéni podminek podle
tohoto odstavce tohoto ¢&lanku této Smlouvy je Prodavajici povinen prokazat pred
provedenim odstranéni pfislusné zavady (zejména predlozenim potvrzeni vyrobce ¢i jeho
oficialniho zastoupeni pro tizemi Ceské republiky).

Opravnéni k bezplatné zaru¢ni opraveé sitového prvku zanikne v pfipadé, kdy k jeho vadé
dojde prokazatelnym mechanickym poskozenim sitového prvku nebo jeho prokazatelnym
provozovanim v nevhodném prostredi.

8.
Ukonéeni smlouvy

Tato smlouva maze byt ukon€ena splnénim, pisemnou dohodou obou smluvnich stran
nebo odstoupenim od smlouvy.

Kterakoliv ze smluvnich stran mize odstoupit od smlouvy v pfipadé, Ze druha smluvni
strana porusi podstatnym zplsobem své povinnosti vyplyvajici z této smlouvy.

Za podstatné poruseni smluvnich povinnosti kupujicim se bude podle této smlouvy
povazovat prodleni kupujiciho s uhrazenim kupni ceny o vice nez 30 dna.

Za podstatné poruseni smluvnich povinnosti prodavajicim se povazuje:
a) nedodrZeni stanoveného terminu dodani,
b) neodstranéni vady ve sjednané Ihuté.

Stanovi-li opravnéna smluvni strana druhé smluvni strané pro splnéni jejiho zavazku
nahradni (dodate¢nou) Ihitu, vznika ji pravo odstoupit od smlouvy az po marném uplynuti
této Ihlty, to neplati, jestlize druha smluvni strana v pribéhu této Ihaty prohlasi, Ze svij
zavazek nesplni.

Kupujici si vyhrazuje v pfipadé zmény kontroly nad dodavatelem pravo nasledné
reagovat, v€etné moznosti odstoupit od smlouvy.

Odstoupeni od smlouvy musi byt provedeno pisemné a doru¢eno druhé smluvni strané.
Pravni uCinky nastavaji dnem doruceni odstoupeni od smlouvy druhé smluvni strané.



V pfipadé, ze tato smlouva zanikne odstoupenim z viny prodavajiciho podle odstavce 2
tohoto ¢lanku, nema prodavajici narok na nahradu vynalozenych nakladu.

9.
Ostatni ujednani

Prodavajici je povinen informovat kupujiciho o vyznamné zméné ovladani prodavajiciho
(ve smyslu § 71 a nasl. zakona €. 90/2012 Sb., o obchodnich spoleCnostech a druzstvech
(zadkon o obchodnich korporacich), ve znéni pozdéjSich pfedpisut (napf. pfipady, kdy dojde
k vyznamné zméné kontroly nad zhotovitelem, pfiCemz kontrolou se zde rozumi vliv,
ovladani €i fizeni &i ekvivalentni postaveni) nebo zméné vlastnictvi zasadnich aktiv, popf.
zméné opravnéni nakladat s témito aktivy, vyuzivanymi prodavajicim k plnéni dle této
smlouvy.

Kupujici a prodavajici se zavazuji, Ze obchodni, technické, jakoz i netechnické informace,
které maji nebo by mohly mit potencialni hodnotu, a které jim byly svéfeny smluvnim
partnerem, nezpristupni tfetim osobam bez predchoziho pisemného souhlasu druhé
smluvni strany a nepouziji tyto informace ani pro jiné uc¢ely nez pro plnéni svych zavazku
podle podminek této smlouvy. Za diivérnou informaci se poklada vzdy takova informace,
ktera je takto kteroukoliv smluvni stranou kdykoliv oznaena. To vSak neplati v pfipadé,
Ze by se stala tato informace, k niz se vztahuji povinnosti mi¢enlivosti &i povinnosti
zachovat duvérnost informace podle tohoto ustanoveni ¢lanku smlouvy, obecné znamou
Ci dostupnou. To se nevztahuje na vystupy z pinéni podle této smlouvy.

Prodavajici se zavazuje, ze pfi praci s daty kupujiciho bude pIiné respektovat narizeni
zakona €. 110/2019 Sb., o zpracovani osobnich Udajli, a Nafizeni Evropského parlamentu
a Rady (EU) 2016/679 ze dne 27. dubna 2016, o ochrané fyzickych osob v souvislosti se
zpracovanim osobnich udajd a o volném pohybu téchto Udaji a o zruSeni smérnice
95/46/ES.

Jednanim o vécném plnéni smlouvy, postupech praci, U€asti na pracovnich poradach,
konzultacich v prabéhu trvani smlouvy, kontrolou plnéni smlouvy jsou povéreni:

za kupujiciho:

ctu.cz (ve vécech

(ve vécech smluvnich),
ctu.cz (ve vécech smluvnich),

10.
Salvatorské ustanoveni

Obé& smluvni strany prohlasuji, Zze pokud se kterékoliv ustanoveni této smlouvy nebo s ni
souvisejici ujednani ukaze byt neplatnym nebo se neplatnym stane, Ze tato skuteCnost
neovlivni platnost smlouvy jako celku. V takovém pfipadé se obé& smluvni strany zavazuji
nahradit neprodlené neplatné ustanoveni ustanovenim platnym; obdobné se zavazuji
postupovat v pfipadé ostatnich nedostatktl smlouvy &i souvisejicich ujednani.

1.
Zavérecéna ustanoveni

Pravni vztahy touto smlouvou vyslovné neupravené nebo zni vyplyvajici se fidi
pfislusnymi ustanovenimi obcanského zakoniku. Zhotovitel se dale zavazuje, ze bude
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respektovat pozadavky vyplyvajici ze zakona €. 181/2014 Sb., o kybernetické bezpecénosti
a 0 zmeéné souvisejicich zakonl (zakon o kybernetické bezpecnosti), ve znéni pozdéjSich
predpisu, a provadéci vyhlasky ¢&. 82/2018 Sb., o bezpecnostnich opatfenich,
kybernetickych bezpec€nostnich incidentech, reaktivnich opatfenich, nalezitostech podani
v oblasti kybernetické bezpec&nosti a likvidaci dat (vyhlaska o kybernetické bezpecnosti).

Tato smlouva je vyhotovena v listinné podobé ve tfech vyhotovenich, z nichz dvé obdrzi
kupujici a jedno prodavajici. Sou¢asné se smluvni strany dohodly na vytvofeni smlouvy
rovnéz v elektronické podobé, kdy bude pfislusny dokument opatfen elektronickymi
podpisy zastupcu obou smluvnich stran.

Nedilnou soucasti této smlouvy jsou pfilohy:
Pfiloha &. 1 — Technicka specifikace

(pozn.: v listinné podobé smlouvy v ramci technického nosice dat)
Pfiloha €. 2 — Parametry technického vybaveni

(pozn.: v listinné podobé smlouvy v ramci technického nosi¢e dat)
Pfiloha &. 3 — Podrobny polozkovy rozpocet
Pfiloha €. 4 — Harmonogram feseni.

Tato smlouva vznikd dnem podpisu opravnénymi zastupci obou smluvnich stran
a ucinnosti uvefejnénim této smlouvy podle zakona ¢&.340/2015 Sb., o zvlastnich
podminkach ucéinnosti nékterych smluv, uvefejhovani téchto smluv a o registru smluv
(zakon o registru smluv), ve znéni pozdéjSich predpist. Uvefejnéni zajisti kupujici.

Tato smlouva muze byt ménéna pouze formou vzestupné Ccislovanych pisemnych,
oboustranné odsouhlasenych dodatkd.

Obé smluvni strany potvrzuji autenti¢nost této smlouvy svymi podpisy. Prohlasuiji, ze si
smlouvu pfecetly a Ze nebyla ujednana za jednostranné nevyhodnych podminek.

Prodavajici: Kupujici:
18. 6. 2020 23.6. 2020
datum a podpis datum a podpis

Mgr. Ing. Hana Tovarkova
na zakladé plné moci 3 prfedsedkyné Rady
ICZ a.s. Ceského telekomunikacniho ufadu



Ptiloha ¢. 1 smlouvy

TECHNICKA SPECIFIKACE

Ucelem vefejné zakazky je obnova sitovych prvk( LAN a Wifi s pfenesenim souéasného nastaveni
vyuzivanych sitovych prvk( v sidle kupujiciho, véetné dodavky nastroje pro spravu sitové infrastruktury
a nastroje pro monitorovani sitové infrastruktury tak, aby vyhovovaly sou¢asnym i predpokladanym
budoucim poZadavkdm.

Z hlediska fyzické topologie poZzadujeme zapojeni do hvézdy.

Stohy ¢. 3,4,5
Stohy €. 1,2,6,7

25 Gbps 25 Gbps 25Gbps 25Gbps

Stoh €. 9 ,,centralni”

2x 10 Gbps 2x 10 Gbps‘ 2x 1'0 Gbps 2x 10 Gbps

Ill

Stoh ¢. 8 ,pro Servery” Stoh &. 10 ,,pro Firewal

Jednotlivé patrové rozvadéce jsou propojeny s centralnim patrovym rozvadécem nové vybudovanymi
multimodovymi optickymi vlakny kategorie OM4 s koncovymi konektory LC.

V jednotlivych patrovych rozvadécich budou instalovany nové pristupové prepinace, které budou
v pfislusSném patrovém rozvadéci spojeny do jednoho logického celku ,stohu” spravovaného jako
jeden prvek. Rychlost propoje mezi fyzickymi pfepinaci v ramci jednoho logického celku musi byt
minimalné 200 Gbps (nebo vyssi viz podrobna specifikace).



Ptiloha ¢. 1 smlouvy

Kupuijici v soucasné dobé pouziva aktivni prvky WS-C3750E a WS-C3750G propojené pomoci starych
kategorii multimodovych optickych vldken, kterd pro nové zapojeni nebudou vyuzita. Soucasti plnéni
prodavajiciho je vsak pfeneseni konfigurace stavajicich aktivnich prvki do novych aktivnich prvk.

Ze 7 pristupovych stoht (stoh ¢. 1 az 7) budou idealné 4 stohy tvorené ze 2 prepinaci a 3 stohy tvorené
ze 3 prepinacl. Kazdy ze 7 stohl bude propojen minimalné dvéma fyzickymi 25 Gbps propoji ,uplinky”
sdruzenymi do logického propoje protokolem LACP (50 Gbps). Kazdy prepina¢ musi disponovat 48
porty o rychlosti az 1 Gbps. V kazdém ze 7 stoh(l musi byt alespon jeden prepina¢ umoznujici napajeni
dle standardu 802.3af (PoE) a IEEE802.3at, pficemZ minimalni PoE budget musi umozZnit napajeni
minimalné 36 port( dle IEEE802.3at. PfepinaCe neosazené ,,uplinky” musi umoznovat budouci osazeni
bud 2x 25 Gbps, nebo 4x 10 Gbps RJ45, nebo 8x 10 Gbps pro SPF+. Je pozadovano 7 pfepinacl
s vlastnostmi dle specifikace Tab. SE4, 7 pFepinac¢l s vlastnostmi dle specifikace Tab. ST5 a 3

prepinace s vlastnostmi dle specifikace Tab. ST6.

V centrdlnim patrovém rozvadéci bude navic stoh (¢. 9 ,centralni”) tvofen ze 2 prepinacl navzajem
propojenych minimalné dvéma fyzickymi 100 Gbps propoji sdruzenymi do logického propoje 200 GBps
pomoci uplink portl. Kazdy prepinac tohoto stohu musi disponovat alespori 24 porty 1/10/25GE
s volitelnym fyzickym rozhranim typu SFP28 a 4 uplink porty 100GE QSFP28 (z nichZ 2 budou vyuZity).
Jsou pozadovany 2 prepinace s vlastnostmi dle specifikace Tab. SC1.

V patrovém rozvadéci datového centra budou dalsi 2 stohy (stoh ¢. 8 a 10).

Stoh ¢. 8 uréeny pro pripojeni vysoce vykonnych serverl bude tvofen ze 2 prepinacd, z nichZ kazdy
musi disponovat 48 porty (1 Gbps), avSsak minimalné 12 portd z uvedenych 48 RJ45 musi umoZiiovat
rychlost az 10 Gbps. Soucasné musi kazdy z prepinacli stohu ¢. 8 umoznit 8 optickych pfipojeni rychlosti
10 Gbps pomoci SFP+ modulli (pocet dodavanych SFP+ modull k ,o0sazeni” v rdmci této zakazky je
specifikovan podrobnéji ddle). Jsou pozadovany 2 prepinace s vlastnostmi dle specifikace Tab. SS2.

Stoh €. 10 uréeny pro pfipojeni sitovych ,zén“ a ,,uzlG“ Firewallu bude tvoren ze 2 pfepinacd, z nichz
kazdy musi disponovat 48 porty (1 Gbps), avsak minimalné 12 portd z uvedenych 48 RJ45 musi
umoznovat rychlost az 10 Gbps. Soucasné musi kazdy z prepinacl stohu ¢. 10 umoznit 8 optickych
pfipojeni rychlosti 10 Gbps pomoci SFP+ modulll (pocet dodavanych SFP+ modull k ,,0sazeni” v ramci
této zakazky je specifikovan podrobnéji dale) a navic musi podporovat Virtual routing and forwarding
(VRF). Jsou poZzadovany 2 prepinace s vlastnostmi dle specifikace Tab. SF3.

Stoh €. 8 a 10. bude kazdy propojen k centralnimu stohu uplinky tvofenymi ¢tyfmi fyzickymi 10 Gbps
propoji sdruzenymi do logického propoje protokolem LACP (40 Gbps) (2 vyuzité SFP+ moduly z 8
moznych u kazdého prepinace).

Selhani jednotlivého pfistupového prepinace nesmi vést k celkové ztraté konektivity daného stohu, je
mozné jen zmendeni poctu dostupnych portd. Redeni postavend na chassi jsou mozna, avéak chassi
musi byt minimalné dvé v kazdém patfe a sou¢asné musi byt zachovana podminka slouceni obou chassi
do jednoho logického celku.

V ramci kazdého stohu je poZzadovdno redundantni napdjeni.
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V blizké budoucnosti se pocita s nasazenim autentizace pomoci IEEE 802.1x. Pro toto nasazeni musi
prepinace umoZnit autentizaci zafizeni protokolem EaPol v(ci suplikantu a Radius protokolem vUci
autentizacnimu serveru. Je nezbytné, aby prepina¢ umoznil autentizaci hostl (guest access) pomoci
Centrdini Webové Autentizace na autentizacnim serveru. Soucasné s tim musi umozZnit autentizovat
zvlast telefon a zvlast PC za telefonem pfi zachovani moznosti prioritizovat hlasovy provoz QoS —
obvykle se hlasovy provoz posila tagovany dle IEEE 802.1Q a provoz z PC jako netagovany.

Pro uvedené prepinace je pozadovano pfrislusenstvi dle Tab. SP7.

Daéle je poZzadovano dodani a nakonfigurovani novych prvkl a technologii pro:

e Wireless, pozadovano 10 ks WiFi access point dle Tab. WAS a pro jejich podporu a fizeni 2 ks
Wireless Controller (primarni a redundantni) dle Tab. WC9 vcéetné pripadného Rack Mount
kitu pro oba Controllery

*  kompletni systém spravy sitové infrastruktury zajistujici monitoring, spravu a fizeni dratové a
bezdratové sitové infrastruktury, poskytujici nastroje pro troubleshooting ptipojeni koncovych
klientd a umoznujici monitorovat a vizualizovat aplikaéni provoz v siti na Urovni sité, sitovych
zafizeni, jejich rozhrani a pfipojenych klientll dle specifikace Tab. SW10 s licenci na 5 let pro
vSechny prvky a technologie doddvané v ramci této zakazky

* monitorovani sité dle specifikace Tab. MS11 sprimarnim zamérenim na identifikaci
bezpecnostnich incidentld zejména v Sifrovaném provozu na Internetovém vstupu. Pouziva
NetFlow zaznamy shromazdéné z exportu od vsech pfipojenych zafizenich v siti. Postupné tak
vytvari obraz do hloubky kazdého rozhovoru a pritoku dat vyskytujici se v siti. Systém
shromazduje informace Netflow, IPFIX, sFlow, stejné jako ekvivalenty tretich stran (jFlow a
podobné). Korelace téchto informaci spole¢né umoznuje nahlédnout na zdrojovou a cilovou
adresu, zdrojovy a cilovy port, rozhrani, IP TOS, IP protokol, Next Hop IP, TCP znacky, informace
o Sifrovaném provozu v siti. stejné jako na informace L7 aplikaci pomoci Flowsensor-U,

véetné zaskoleni az 3 administrator( kupujiciho.

Potiebné licence pokryvajici specifikovanou funkcionalitu v tabulkach této ptilohy jsou poZzadovany
na dobu 5 let.

Dodany HW bude namontovan a zprovoznén prodavajicim ve spolupraci se zaméstnanci kupujiciho po
dohodé na terminu montaZe s ohledem na pracovni dobu kupujiciho tak, aby prace zplsobujici
vypadky provozu sité probéhly mimo béznou pracovni dobu kupujiciho (7:00-17:00).

Soucasti veskerého nabizeného plnéni budou i vSsechny potifebné licence (HW, SW), které budou jiz
zahrnuty v nabidkové cené.

Veskery dodany HW i SW musi byt novy, nepouzity a ur¢eny vyrobcem pro ¢esky trh a kupujiciho.
Prodavajici je povinen na vyzadani kupujiciho predloZit potvrzeni zastoupeni vyrobce o urceni
dodavaného HW (seznamu sériovych cisel dodavanych zafizeni) a SW (seznam licencnich klica) pro
Cesky trh a kupujiciho.
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Tab. SC1 — pozadovany 2 ks prepinacl s vlastnostmi:

PoZadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Typ prepinace L2/L3 pFepinat ANO
Minimalni poéet neblokovanych port 1/10/25GE s volitelnym 24 ANO,
fyzickym rozhranim typu SFP28 24
Uplink porty 4x100GE QSFP28 ANO,
4x100GE
QSFP28
Interni redundantni napajeci zdroj ANO ANO
Min. velikost sdileného systémového bufferu 36MB ANO
Velikost MAC address tabulky 80000 ANO
Min. pocet IPv4 routes 100000 ANO
Min. pocet IPv6 routes 100000 ANO
Min. pocet konfigurovatelnych security ACL 27000 ANO
Flexibilni alokace SRAM a TCAM zdroja ANO ANO
IEEE 802.3ad (Link Aggregation - LAG) ANO ANO
IEEE 802.3ad pfes vice prepinacl ve stohu nebo vice Sasis ANO ANO
ISSU ANO ANO
Minimalni pocet aktivnich VLAN 4000 ANO
IEEE 802.1w - Rapid Spanning Tree Protocol ANO ANO
Podpora instance spanning-tree protokolu per VLAN ANO ANO
Podpora jumbo ramcl (min. 9216 bytes) ANO ANO
Detekce protilehlého zatizeni (napf. CDP nebo LLDP) ANO ANO
Protokol MVRP nebo VTP pro definici a spravu VLAN siti ANO ANO
OSPFv2, OSPFv3 ANO ANO
ISIS ANO ANO
BGPv4 ANO ANO
Graceful Insertion and Removal ANO ANO
IP Multicast ( PIM SSM, PIM SM) ANO ANO
Virtualizace smérovacich tabulek - napf. Virtual Routing and ANO ANO
Forwarding (VRF)
Min. pocet oddélenych (nezavislych) smérovacich tabulek 10 ANO
MPLS VPN ANO ANO
MPLS VPN - 6VPE ANO ANO
First Hop Redundancy Protokol (napt. VRRP, HSRP) pro IPv4 i IPv6 ANO ANO
Reverse path check (uRPF) ANO ANO
Minimalni poc¢et HW QoS front 8 ANO
QoS - Strict Priority Queue ANO ANO
QoS classification — ACL, DSCP, CoS based ANO ANO
QoS marking - DSCP, CoS ANO ANO
QoS Policing ANO ANO
QoS-Hierarchical QoS ANO, min. 2 Urovné ANO




Ptiloha ¢. 1 smlouvy

Automatické nastaveni QoS parametrd (AutoQoS nebo ANO ANO
ekvivalentni)

IPv6 First Hop Security (RA guard, DHCPv6 guard, IPv6 source ANO ANO
guard)

Port ACL, VLAN ACL ANO ANO
Paketové filtry (ACL) jsou stale aplikovany a filtruji i v ptipadé, ze ANO ANO
jsou na nich provadény zmény

Ochrana proti nahrani modifikovaného software do zafizeni ANO ANO
prostfednictvim image signing a funkce secure boot, ktera ovétuje

autenti¢nost a integritu jak bootloaderu, tak i samotného

operacniho systému zatizeni prostfednictvim internich HW

prostfedkd - tzv. trusted moduld

HW trusted modul vyuzivan pro bezpecné uloZeni hesel a ANO ANO
Sifrovacich klict

Podpora SUDI (IEEE 802.1AR) autentizace ANO ANO
IPv6 Port ACL, VLAN ACL ANO ANO
IEEE 802.1AE na vSech portech ANO ANO
IEEE 802.1ae (AES-GCM-256) na vsech portech ANO ANO
Source-Group Tag Exchange Protocol nebo ekvivalentni ANO ANO
IGMPv2/v3 snooping ANO ANO
MLD snooping ANO ANO
Multicast DNS (mDNS) gateway ANO ANO
Application Visibility - Monitorovani aplikacnich tokd (vsech ANO ANO
paketl) prostfednictvim technologie NetFlow nebo ekvivalentni

Application Visibility - MoZnost definice klicovych atributl a ANO ANO
parametri monitorovanych tok( véetné parametru:

zdrojova/cilovd MAC adresa, zdrojova/cilova IP adresa,

zdrojova/cilova VLAN, TCP flags, hodnota TTL, ICMP kéd, IGMP

type

Export monitorovanych dat ve formatu NetFlow v9 nebo IPFIX ANO ANO
SSHv2 ANO ANO
CLI rozhrani ANO ANO
Vzdalena identifikace zafizeni pomoci "Blue Beacon" mechanismu ANO ANO
Model-driven programovatelnost prostfednictvim RESTCONF, ANO ANO
NETCONF/YANG

Python scripting ANO ANO
Linux shell ANO ANO
Interpretace uzivatelskych skriptd a jejich aktivace asynchronni ANO ANO
udalosti v systému zafizeni

Application hosting ANO ANO
Aplikace softwarovych zaplat, nikoli povySovani celého firmware ANO ANO
Streaming telemetrie prostfednictvim NETCONF/XML ANO ANO
SNMPv2/v3 ANO ANO
Inventarizovatelnost komponent integrovanou RFID identifikaci ANO ANO
TACACS+ nebo RADIUS klient pro AAA (autentizace, autorizace, ANO ANO
accounting)

Vzdaleny port mirroring (ERSPAN) ANO ANO
NTPv3 server ANO ANO
Podpora 8x5xNBD 5 let ANO




Ptiloha ¢. 1 smlouvy

Tab. SS2 — pozadovany 2 ks prepinacll s vlastnostmi:

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Typ prepinace L2/L3 prepinac ANO,
L2/L3
prepinac
Format prepinace Stohovatelny ANO,
Stohovatelny
Pocet dedikovanych stohovacich portt 2 ANO,
2
Minimalni pocet zafizeni ve stohu 8 ANO
Minimalni kapacita sbérnice stohu 400 Gb/s ANO
Sdileni vykonu napajecich zdroju napfi¢ celym stohem ANO ANO
Stateful Switch Over v ramci stohu ANO ANO
Non-stop Forwarding ANO, i povysenim ANO
firmware povysenim
licence
Moznost instalovat interni redundantni napajeci zdroj ANO ANO
Interni redundantni napajeci zdroj pozadovan ANO ANO
Datovy stohovaci kabel poZadovan ANO, min. 0,5m ANO
Napajeci stohovaci kabel pozadovan ANO, min. 0,3 m ANO
Pocet porti 10/100/1000 Base-TX 0 ANO
Pocet porti 10/100/1000 Base-TX s PoE napajenim 0 ANO
Pocet portli 1/2.5/5/10 Gbase-T s PoE napajenim 12 ANO
Pocet portli 1/2.5 Gbase-T s PoE napajenim 36 ANO
Minimalni PoE budget 1500W ANO
Uplink porty 8x10GE SFP+ ANO
Min. velikost sdileného systémového bufferu 32 MB ANO
Velikost MAC address tabulky 30000 ANO
Min. pocet IPv4 routes 600 ANO
Min. pocet IPv6 routes 300 ANO
Min. pocet konfigurovatelnych security ACL 5000 ANO
IEEE 802.3ad (Link Aggregation) ANO ANO
IEEE 802.3ad pres vice prepinacl ve stohu nebo vice $asis ANO ANO
Minimalné 8 linek jako soucast Link Aggregation Group trunku ANO ANO
Minimalni pocet konfigurovatelnych Link Aggregation Group 128 ANO
trunkd
IEEE 802.1Q ANO ANO
Minimalni pocet aktivnich VLAN 1000 ANO
IEEE 802.1x ANO ANO
Konfigurovatelnd kombinace poradi postupného ovérovani ANO ANO
zafizeni na portu (IEEE 802.1x, MAC adresou, Web autentizaci)
Integrace IEEE 802.1x s IP telefonnim prostfedim (802.1x Multi- ANO ANO
domain authentication)
Moznost provozu 802.1x v tzv. audit médu bez omezovani ANO ANO
pfistupu koncovych uZivateld
RADIUS CoA ANO ANO
Podpora instance spanning-tree protokolu per VLAN ANO ANO
IEEE 802.1w - Rapid Spanning Tree Protocol ANO ANO
Protokol MVRP nebo VTP pro definici a spravu VLAN siti ANO ANO
Podpora jumbo ramcl (min. 9198 bytes) ANO ANO
Detekce protilehlého zatizeni (napf. CDP nebo LLDP) ANO ANO
Smérovani protokold IPv4 a IPv6 v hardware ANO ANO
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OSPFv2 ANO ANO
OSPFv3 ANO ANO
ISIS ANO, i povysenim ANO
firmware povysenim
licence
BGPv4 ANO, i povysenim ANO
firmware povysenim
licence
Graceful Insertion and Removal ANO, i povysenim ANO
firmware povyseni
licence
IP Multicast ( PIM SSM, PIM SM) ANO, i povysenim ANO
firmware povysenim
licence
Virtualizace smérovacich tabulek - napf. Virtual Routing and ANO, i povysenim ANO
Forwarding (VRF) firmware povysenim
licence
MPLS VPN ANO, i povysenim ANO
firmware povysenim
licence
MPLS VPN - 6VPE ANO, i povysenim ANO
firmware povysenim
licence
First Hop Redundancy Protokol (napf. VRRP, HSRP) ANO, i povysenim ANO
firmware povysenim
licence
Reverse path check (uRPF) pro IPv4 i IPv6 ANO, i povysenim ANO
firmware povysenim
licence
IGMPv2, IGMPv3 ANO ANO
IGMP snooping ANO ANO
MLD snooping ANO ANO
DHCP relay ANO, i povysenim ANO
firmware
Minimalni pocet HW QoS front 8 ANO
QoS classification — ACL, DSCP, CoS based ANO ANO
QoS marking - DSCP, CoS ANO ANO
QoS - Strict Priority Queue ANO ANO
Automatické nastaveni QoS parametr( (AutoQoS nebo ANO ANO
ekvivalentni)
QoS Policing ANO ANO
QoS-Per Flow policing ANO ANO
QoS-Hierarchical QoS ANO, min. 2 Urovné ANO
First Hop Redundancy Protokol pro IPv6 (HSRP nebo VRRP) ANO ANO
IPv6 services (Telnet, SSH, Syslog, DHCP) ANO ANO
IPv6 QoS ANO ANO
IPv6 First Hop Security (RA guard, DHCPv6 snooping, IPv6 source ANO ANO
guard)
IPv6 Port ACL, VLAN ACL ANO ANO
Moznost definovat povolené MAC adresy na portu ANO ANO
PACL, VACL ANO ANO
Paketové filtry (ACL) jsou stale aplikovany a filtruji i v ptipadé, ze ANO, i povysenim ANO,
jsou na nich provadény zmény firmware povysenim
licence
IEEE 802.1ae na uplink portech ANO ANO
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IEEE 802.1ae (AES-GCM-256) na uplink portech ANO, i povysenim ANO,
firmware povysenim
licence
Bezpecnostni funkce umoznujici ochranu proti podvrzeni zdrojové ANO ANO
MAC a IP adresy
Bezpecnostni funkce umoznujici ochranu proti pripojeni ANO ANO
neautorizovaného DHCP serveru
Bezpecnostni funkce umoznujici inspekci provozu protokolu ARP ANO ANO
Ochrana proti nahrani modifikovaného software do zafizeni ANO ANO
prostiednictvim image signing a funkce secure boot, ktera
ovéruje autenti¢nost a integritu jak bootloaderu, tak i samotného
operacniho systému zatizeni prostfednictvim internich HW
prostredkd - tzv. trusted modull
HW trusted modul vyuZivan pro bezpecné ulozeni hesel a ANO ANO
Sifrovacich klict
Podpora SUDI (IEEE 802.1AR) autentizace ANO ANO
IEEE 802.3af ANO ANO
IEEE 802.3at ANO ANO
Schopnost poskytovat PoE napajeni pfipojenym zfizenim i béhem ANO ANO
restartu prepinace
IEEE 802.3az ANO ANO
Automaticka aplikace specifické konfigurace pro dané zafizeni po ANO ANO
detekci jeho pfipojeni na portu
Multicast DNS (mDNS) gateway ANO, i povysenim ANO,
firmware povysenim
licence
Inteligentni POE management - zajisténi napajeni pripojeného ANO ANO
zafizeni podle konkrétnich poZadavkd daného typu zafizeni
Application Visibility - Pokrocila detekce a klasifikace jednotlivych ANO, i povysenim ANO,
prendasenych aplikaci (DPI na 7. vrstvé OSI modelu dle aplikacnich firmware povysenim
signatur) licence
Application Visibility - Monitorovani aplikacnich tokd (vsech ANO ANO
paket(l) prostfednictvim technologie NetFlow nebo ekvivalentni
Application Visibility - MoZnost definice kliCovych atributt a ANO ANO
parametri monitorovanych tok( véetné parametri:
zdrojova/cilova MAC adresa, zdrojova/cilova IP adresa,
zdrojova/cilova VLAN, TCP flags, hodnota TTL, ICMP kéd, IGMP
type
Application Visibility — Schopnost detekce bezpecnostnich hrozeb ANO, i povysenim ANO,
v Sifrovaném provozu, napt. v HTTPS firmware povysenim
licence
Export monitorovanych dat ve formatu NetFlow v9 nebo IPFIX ANO ANO
SSHv2 ANO ANO
CLl rozhrani ANO ANO
Vzdalena identifikace zafizeni pomoci "Blue Beacon" mechanismu ANO ANO
Model-driven programovatelnost prostfednictvim RESTCONF, ANO ANO
NETCONF/YANG
Python scripting ANO ANO
Linux shell ANO ANO
Interpretace uzivatelskych skriptt a jejich aktivace asynchronni ANO ANO
udalosti v systému zafizeni
Application hosting ANO, i povysenim ANO,
firmware povysenim

licence
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Aplikace softwarovych zaplat, nikoli povySovani celého firmware ANO, i povysenim ANO,
firmware povysenim
licence
Streaming telemetrie prostfednictvim NETCONF/XML ANO ANO
SNMPv2/v3 ANO ANO
Podpora network boot (iPXE) pres IPv4 i IPv6 ANO ANO
Inventarizovatelnost komponent integrovanou RFID identifikaci ANO ANO
TACACS+ nebo RADIUS klient pro AAA (autentizace, autorizace, ANO ANO
accounting)
Vzdaleny port mirroring (ERSPAN) ANO, i povysenim ANO
firmware
NTPv3 server ANO ANO
Podpora 8x5xNBD 5 let ANO

5 let
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Tab. SF3 — pozadovany 2 ks prepinacli s vlastnostmi:

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Typ prepinace L2/L3 prepinac ANO
Format prepinace Stohovatelny ANO
Pocet dedikovanych stohovacich portd 2 ANO
Minimalni pocet zafizeni ve stohu 8 ANO
Minimalni kapacita sbérnice stohu 400 Gb/s ANO
Sdileni vykonu napajecich zdroju napfi¢ celym stohem ANO ANO
Stateful Switch Over v rdmci stohu ANO ANO
Non-stop Forwarding ANO ANO
Moznost instalovat interni redundantni napajeci zdroj ANO ANO
Interni redundantni napajeci zdroj pozadovan ANO ANO
Datovy stohovaci kabel pozadovan ANO, min. 0,5m ANO
Napajeci stohovaci kabel pozadovan ANO, min. 0,3 m ANO
Pocet port(i 10/100/1000 Base-TX 0 0
Pocet porti 10/100/1000 Base-TX s PoE napajenim 0 0
Pocet portli 1/2.5/5/10 Gbase-T s PoE napajenim 12 12
Pocet portli 1/2.5 Gbase-T s PoE napajenim 36 36
Minimalni PoE budget 1500W ANO
Uplink porty 8x10GE SFP+ 8x10GE SFP+
Min. velikost sdileného systémového bufferu 32 MB ANO
Velikost MAC address tabulky 30000 ANO
Min. pocet IPv4 routes 32000 ANO
Min. pocet IPv6 routes 16000 ANO
Min. pocet konfigurovatelnych security ACL 5000 ANO
IEEE 802.3ad (Link Aggregation) ANO ANO
IEEE 802.3ad pres vice prepinacl ve stohu nebo vice Sasis ANO ANO
Minimadlné 8 linek jako soucast Link Aggregation Group trunku ANO ANO
Minimalni pocet konfigurovatelnych Link Aggregation Group 128 ANO
trunka
IEEE 802.1Q ANO ANO
Minimalni pocet aktivnich VLAN 1000 ANO
IEEE 802.1x ANO ANO
Konfigurovatelna kombinace poradi postupného ovérovani ANO ANO
zafizeni na portu (IEEE 802.1x, MAC adresou, Web autentizaci)
Integrace IEEE 802.1x s IP telefonnim prostfedim (802.1x Multi- ANO ANO
domain authentication)
Moznost provozu 802.1x v tzv. audit médu bez omezovani ANO ANO
pfistupu koncovych uzivatel(
RADIUS CoA ANO ANO
Podpora instance spanning-tree protokolu per VLAN ANO ANO
IEEE 802.1w - Rapid Spanning Tree Protocol ANO ANO
Protokol MVRP nebo VTP pro definici a spravu VLAN siti ANO ANO
Podpora jumbo ramcl (min. 9198 bytes) ANO ANO
Detekce protilehlého zatizeni (napf. CDP nebo LLDP) ANO ANO
Smérovani protokold IPv4 a IPv6 v hardware ANO ANO
OSPFv2 ANO ANO
OSPFv3 ANO ANO
ISIS ANO ANO
BGPv4 ANO ANO
Graceful Insertion and Removal ANO ANO
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IP Multicast (PIM SSM, PIM SM) ANO ANO
Virtualizace smérovacich tabulek - napf. Virtual Routing and ANO ANO
Forwarding (VRF)

MPLS VPN ANO ANO
MPLS VPN - 6VPE ANO ANO
First Hop Redundancy Protokol (napf. VRRP, HSRP) ANO ANO
Reverse path check (uRPF) pro IPv4 i IPv6 ANO ANO
IGMPv2, IGMPv3 ANO ANO
IGMP snooping ANO ANO
MLD snooping ANO ANO
DHCP relay ANO ANO
Minimalni pocet HW QoS front 8 ANO
QoS classification — ACL, DSCP, CoS based ANO ANO
QoS marking - DSCP, CoS ANO ANO
QoS - Strict Priority Queue ANO ANO
Automatické nastaveni QoS parametr( (AutoQoS nebo ANO ANO
ekvivalentni)

QoS Policing ANO ANO
QoS-Per Flow policing ANO ANO
QoS-Hierarchical QoS ANO, min. 2 Urovné ANO
First Hop Redundancy Protokol pro IPv6 (HSRP nebo VRRP) ANO ANO
IPv6 services (Telnet, SSH, Syslog, DHCP) ANO ANO
IPv6 QoS ANO ANO
IPv6 First Hop Security (RA guard, DHCPv6 snooping, IPv6 source ANO ANO
guard)

IPv6 Port ACL, VLAN ACL ANO ANO
Moznost definovat povolené MAC adresy na portu ANO ANO
PACL, VACL ANO ANO
Paketové filtry (ACL) jsou stale aplikovany a filtruji i v ptipadé, ze ANO ANO
jsou na nich provadény zmény

IEEE 802.1ae na uplink portech ANO ANO
IEEE 802.1ae (AES-GCM-256) na uplink portech ANO ANO
Bezpecnostni funkce umoznujici ochranu proti podvrzeni zdrojové ANO ANO
MAC a IP adresy

Bezpecnostni funkce umoznujici ochranu proti pfipojeni ANO ANO
neautorizovaného DHCP serveru

Bezpecnostni funkce umoznujici inspekci provozu protokolu ARP ANO ANO
Ochrana proti nahrani modifikovaného software do zafizeni ANO ANO
prostiednictvim image signing a funkce secure boot, kterd ovéruje

autenti¢nost a integritu jak bootloaderu, tak i samotného

operacniho systému zatizeni prostfednictvim internich HW

prostredkd - tzv. trusted modull

HW trusted modul vyuZivan pro bezpecné ulozeni hesel a ANO ANO
Sifrovacich kli¢t

Podpora SUDI (IEEE 802.1AR) autentizace ANO ANO
IEEE 802.3af ANO ANO
IEEE 802.3at ANO ANO
Schopnost poskytovat PoE napajeni pfipojenym zfizenim i béhem ANO ANO
restartu prepinace

IEEE 802.3az ANO ANO
Automaticka aplikace specifické konfigurace pro dané zafizeni po ANO ANO
detekci jeho pfipojeni na portu

Multicast DNS (mDNS) gateway ANO ANO
Inteligentni POE management - zajiSténi napajeni pripojeného ANO ANO

zafizeni podle konkrétnich pozadavk( daného typu zafizeni
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Application Visibility - Pokrocila detekce a klasifikace jednotlivych ANO ANO
prendasenych aplikaci (DPI na 7. vrstvé OSI modelu dle aplika¢nich

signatur)

Application Visibility - Monitorovani aplikacnich tokd (vsech ANO ANO
paketl) prostfednictvim technologie NetFlow nebo ekvivalentni

Application Visibility - MoZnost definice klicovych atributl a ANO ANO
parametri monitorovanych tok( véetné parametri:

zdrojova/cilovd MAC adresa, zdrojova/cilova IP adresa,

zdrojova/cilova VLAN, TCP flags, hodnota TTL, ICMP kéd, IGMP

type

Application Visibility — Schopnost detekce bezpecnostnich hrozeb ANO ANO
v Sifrovaném provozu, napt. v HTTPS

Export monitorovanych dat ve formatu NetFlow v9 nebo IPFIX ANO ANO
SSHv2 ANO ANO
CLI rozhrani ANO ANO
Vzddlena identifikace zafizeni pomoci "Blue Beacon" mechanismu ANO ANO
Model-driven programovatelnost prostfednictvim RESTCONF, ANO ANO
NETCONF/YANG

Python scripting ANO ANO
Linux shell ANO ANO
Interpretace uZzivatelskych skriptt a jejich aktivace asynchronni ANO ANO
udalosti v systému zafizeni

Application hosting ANO ANO
Aplikace softwarovych zaplat, nikoli povySovani celého firmware ANO ANO
Streaming telemetrie prostfednictvim NETCONF/XML ANO ANO
SNMPv2/v3 ANO ANO
Podpora network boot (iPXE) pres IPv4 i IPv6 ANO ANO
Inventarizovatelnost komponent integrovanou RFID identifikaci ANO ANO
TACACS+ nebo RADIUS klient pro AAA (autentizace, autorizace, ANO ANO
accounting)

Vzdaleny port mirroring (ERSPAN) ANO ANO
NTPv3 server ANO ANO
Podpora 8x5xNBD 5 let ANO

Slet
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Tab. SE4 — poZzadovano 7 ks prepinacl s vlastnostmi:

PoZadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Typ prepinace L2/L3 prepinac ANO
Format prepinace Stohovatelny ANO
Pocet dedikovanych stohovacich portd 2 ANO
Minimalni pocet zafizeni ve stohu 8 ANO
Minimalni kapacita sbérnice stohu 400 Gb/s ANO
Sdileni vykonu napajecich zdroju napfi¢ celym stohem ANO ANO
Stateful Switch Over v rdmci stohu ANO ANO
Non-stop Forwarding ANO, i povysenim ANO
firmware
Moznost instalovat interni redundantni napajeci zdroj ANO ANO
Interni redundantni napajeci zdroj pozadovan ANO ANO
Datovy stohovaci kabel poZzadovan ANO, min. 0,5 m ANO
Napajeci stohovaci kabel pozadovan ANO, min. 0,3 m ANO
Pocet portli 10/100/1000 Base-TX 0 0
Pocet portli 10/100/1000 Base-TX s PoE napajenim 48 48
Pocet portli 1/2.5/5/10 Gbase-T s PoE napajenim 0 0
Pocet portli 1/2.5 Gbase-T s PoE napajenim 0 0
Minimalni PoE budget 1100W ANO
Uplink porty 2x25GE SFP28 ANO
Min. velikost sdileného systémového bufferu 16MB ANO
Velikost MAC address tabulky 30000 ANO
Min. pocet IPv4 routes 600 ANO
Min. pocet IPv6 routes 300 ANO
Min. pocet konfigurovatelnych security ACL 5000 ANO
IEEE 802.3ad (Link Aggregation) ANO ANO
IEEE 802.3ad pres vice prepinacl ve stohu nebo vice Sasis ANO ANO
Minimadlné 8 linek jako soucast Link Aggregation Group trunku ANO ANO
Minimalni pocet konfigurovatelnych Link Aggregation Group 128 ANO
trunka
IEEE 802.1Q ANO ANO
Minimalni pocet aktivnich VLAN 1000 ANO
IEEE 802.1x ANO ANO
Konfigurovatelna kombinace poradi postupného ovérovani ANO ANO
zafizeni na portu (IEEE 802.1x, MAC adresou, Web autentizaci)
Integrace IEEE 802.1x s IP telefonnim prostfedim (802.1x Multi- ANO ANO
domain authentication)
Moznost provozu 802.1x v tzv. audit médu bez omezovani ANO ANO
pfistupu koncovych uzivatel(
RADIUS CoA ANO ANO
Podpora instance spanning-tree protokolu per VLAN ANO ANO
IEEE 802.1w - Rapid Spanning Tree Protocol ANO ANO
Protokol MVRP nebo VTP pro definici a spravu VLAN siti ANO ANO
Podpora jumbo ramcl (min. 9198 bytes) ANO ANO
Detekce protilehlého zatizeni (napf. CDP nebo LLDP) ANO ANO
Smérovani protokold IPv4 a IPv6 v hardware ANO ANO
OSPFv2 ANO ANO
OSPFv3 ANO ANO
ISIS ANO, i povysenim Ano,
firmware povySenim

licence
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BGPv4 ANO, i povysenim Ano,
firmware povySenim
licence
Graceful Insertion and Removal ANO, i povysenim Ano,
firmware povySenim
licence
IP Multicast ( PIM SSM, PIM SM) ANO, i povysenim Ano,
firmware povysenim
licence
Virtualizace smérovacich tabulek - napf. Virtual Routing and ANO, i povysenim Ano,
Forwarding (VRF) firmware povySenim
licence
MPLS VPN ANO, i povysenim Ano,
firmware povysenim
licence
MPLS VPN - 6VPE ANO, i povysenim Ano,
firmware povysenim
licence
First Hop Redundancy Protokol (napf. VRRP, HSRP) ANO, i povySenim ANO
firmware
Reverse path check (uRPF) pro IPv4 i IPv6 ANOQ, i povysSenim Ano,
firmware povySenim
licence
IGMPv2, IGMPv3 ANO ANO
IGMP snooping ANO ANO
MLD snooping ANO ANO
DHCP relay ANO, i povysenim ANO
firmware
Minimalni pocet HW QoS front 8 ANO
QoS classification — ACL, DSCP, CoS based ANO ANO
QoS marking - DSCP, CoS ANO ANO
QoS - Strict Priority Queue ANO ANO
Automatické nastaveni QoS parametrd (AutoQoS nebo ANO ANO
ekvivalentni)
QoS Policing ANO ANO
QoS-Per Flow policing ANO ANO
QoS-Hierarchical QoS ANO, min. 2 Urovné ANO
First Hop Redundancy Protokol pro IPv6 (HSRP nebo VRRP) ANO ANO
IPv6 services (Telnet, SSH, Syslog, DHCP) ANO ANO
IPv6 QoS ANO ANO
IPv6 First Hop Security (RA guard, DHCPv6 snooping, IPv6 source ANO ANO
guard)
IPv6 Port ACL, VLAN ACL ANO ANO
Moznost definovat povolené MAC adresy na portu ANO ANO
PACL, VACL ANO ANO
Paketové filtry (ACL) jsou stale aplikovany a filtruji i v pfipadé, ze ANO, i povysenim Ano,
jsou na nich provadény zmény firmware povySenim
licence
IEEE 802.1ae na uplink portech ANO ANO
IEEE 802.1ae (AES-GCM-256) na uplink portech ANOQ, i povySenim Ano,
firmware povysenim
licence
Bezpecnostni funkce umoziujici ochranu proti podvrzeni ANO ANO
zdrojové MAC a IP adresy
Bezpecnostni funkce umoznujici ochranu proti pripojeni ANO ANO

neautorizovaného DHCP serveru
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Bezpecnostni funkce umoznujici inspekci provozu protokolu ARP ANO ANO
Ochrana proti nahrani modifikovaného software do zafizeni ANO ANO
prostfednictvim image signing a funkce secure boot, kterd
ovéruje autenti¢nost a integritu jak bootloaderu, tak i
samotného operacniho systému zafizeni prostrednictvim
internich HW prostredk - tzv. trusted modulli
HW trusted modul vyuzivan pro bezpecné uloZeni hesel a ANO ANO
Sifrovacich klict
Podpora SUDI (IEEE 802.1AR) autentizace ANO ANO
IEEE 802.3af ANO ANO
IEEE 802.3at ANO ANO
Schopnost poskytovat PoE napdjeni pfipojenym zfizenim i ANO ANO
béhem restartu pfepinace
IEEE 802.3az ANO ANO
Automaticka aplikace specifické konfigurace pro dané zafizeni ANO ANO
po detekci jeho ptipojeni na portu
Multicast DNS (mDNS) gateway ANO, i povysenim Ano,
firmware povysenim
licence
Inteligentni POE management - zajisténi napajeni pripojeného ANO ANO
zafizeni podle konkrétnich pozadavkl daného typu zafizeni
Application Visibility - Pokrocila detekce a klasifikace ANO, i povysenim Ano,
jednotlivych prenasenych aplikaci (DPI na 7. vrstvé OSI modelu firmware povySenim
dle aplikacnich signatur) licence
Application Visibility - Monitorovani aplikacnich tokd (vsech ANO ANO
paketl) prostfednictvim technologie NetFlow nebo ekvivalentni
Application Visibility - MoZnost definice klicovych atributl a ANO ANO
parametri monitorovanych tok( véetné parametri:
zdrojova/cilova MAC adresa, zdrojova/cilova IP adresa,
zdrojova/cilova VLAN, TCP flags, hodnota TTL, ICMP kéd, IGMP
type
Application Visibility — Schopnost detekce bezpecnostnich ANO, i povysenim Ano,
hrozeb v Sifrovaném provozu, napt. v HTTPS firmware povySenim
licence
Export monitorovanych dat ve formatu NetFlow v9 nebo IPFIX ANO ANO
SSHv2 ANO ANO
CLI rozhrani ANO ANO
Vzddlena identifikace zafrizeni pomoci "Blue Beacon" ANO ANO
mechanismu
Model-driven programovatelnost prostfednictvim RESTCONF, ANO ANO
NETCONF/YANG
Python scripting ANO ANO
Linux shell ANO ANO
Interpretace uzivatelskych skriptd a jejich aktivace asynchronni ANO ANO
udalosti v systému zafizeni
Application hosting ANO, i povysenim Ano,
firmware povySenim
licence
Aplikace softwarovych zaplat, nikoli povySovani celého firmware ANO, i povysenim Ano,
firmware povysenim
licence
Streaming telemetrie prostfednictvim NETCONF/XML ANO
SNMPv2/v3 ANO ANO
Podpora network boot (iPXE) pres IPv4 i IPv6 ANO ANO
Inventarizovatelnost komponent integrovanou RFID identifikaci ANO ANO
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TACACS+ nebo RADIUS klient pro AAA (autentizace, autorizace, ANO ANO
accounting)
Vzdaleny port mirroring (ERSPAN) ANOQ, i povySenim Ano,
firmware povySenim
licence
NTPv3 server ANO ANO
Podpora 8x5xNBD 5 let ANO,

5 let
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Tab. ST5 — pozadovano 7 ks prepinacl s vlastnostmi:

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Typ prepinace L2/L3 prepinac ANO
Format prepinace Stohovatelny ANO
Pocet dedikovanych stohovacich portd 2 ANO
Minimalni pocet zafizeni ve stohu 8 ANO
Minimalni kapacita sbérnice stohu 400 Gb/s ANO
Sdileni vykonu napajecich zdroju napfi¢ celym stohem ANO ANO
Stateful Switch Over v rdmci stohu ANO ANO
Non-stop Forwarding ANO, i povysenim ANO,
firmware povysenim
licence
Moznost instalovat interni redundantni napajeci zdroj ANO ANO
Interni redundantni napajeci zdroj pozadovan ANO ANO,
v ramci
stohu
Datovy stohovaci kabel pozadovan ANO, min. 0,5 m ANO
Napajeci stohovaci kabel poZzadovan ANO, min. 0,3 m ANO
Pocet portli 10/100/1000 Base-TX 48 48
Pocet portli 10/100/1000 Base-TX s PoE napajenim 0 0
Pocet portli 1/2.5/5/10 Gbase-T s PoE napajenim 0 0
Pocet portli 1/2.5 Gbase-T s PoE napajenim 0 0
Minimalni PoE budget ow ow —
prepinac
bez PoE
Uplink porty 2x25GE SFP28 ANO,
2x25GE
SFP28
Min. velikost sdileného systémového bufferu 16MB ANO
Velikost MAC address tabulky 30000 ANO
Min. pocet IPv4 routes 600 ANO
Min. pocet IPv6 routes 300 ANO
Min. pocet konfigurovatelnych security ACL 5000 ANO
IEEE 802.3ad (Link Aggregation) ANO ANO
IEEE 802.3ad pres vice prepinacl ve stohu nebo vice Sasis ANO ANO
Minimadlné 8 linek jako soucast Link Aggregation Group trunku ANO ANO
Minimalni pocet konfigurovatelnych Link Aggregation Group 128 ANO
trunka
IEEE 802.1Q ANO ANO
Minimalni pocet aktivnich VLAN 1000 ANO
IEEE 802.1x ANO ANO
Konfigurovatelna kombinace poradi postupného ovérovani ANO ANO
zarizeni na portu (IEEE 802.1x, MAC adresou, Web autentizaci)
Integrace IEEE 802.1x s IP telefonnim prostfedim (802.1x Multi- ANO ANO
domain authentication)
Moznost provozu 802.1x v tzv. audit médu bez omezovani ANO ANO
pfistupu koncovych uzivatel(
RADIUS CoA ANO ANO
Podpora instance spanning-tree protokolu per VLAN ANO ANO
IEEE 802.1w - Rapid Spanning Tree Protocol ANO ANO
Protokol MVRP nebo VTP pro definici a spravu VLAN siti ANO ANO
Podpora jumbo ramcl (min. 9198 bytes) ANO ANO
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Detekce protilehlého zatizeni (napf. CDP nebo LLDP) ANO ANO
Smérovani protokold IPv4 a IPv6 v hardware ANO ANO
OSPFv2 ANO ANO
OSPFv3 ANO ANO
ISIS ANO, i povysenim ANO,
firmware povysenim
licence
BGPv4 ANO, i povysenim ANO,
firmware povysenim
licence
Graceful Insertion and Removal ANO, i povysenim ANO,
firmware povysenim
licence
IP Multicast (PIM SSM, PIM SM) ANO, i povysenim ANO,
firmware povysenim
licence
Virtualizace smérovacich tabulek - napf. Virtual Routing and ANO, i povysenim ANO,
Forwarding (VRF) firmware povysenim
licence
MPLS VPN ANO, i povysenim ANO,
firmware povysenim
licence
MPLS VPN - 6VPE ANO, i povysenim ANO,
firmware povysenim
licence
First Hop Redundancy Protokol (napf. VRRP, HSRP) ANO, i povysenim ANO,
firmware povysenim
licence
Reverse path check (uRPF) pro IPv4 i IPv6 ANO, i povysenim ANO,
firmware povysenim
licence
IGMPv2, IGMPv3 ANO ANO
IGMP snooping ANO ANO
MLD snooping ANO ANO
DHCP relay ANO, i povysenim ANO,
firmware povysenim
licence
Minimalni pocet HW QoS front 8 ANO
QoS classification — ACL, DSCP, CoS based ANO ANO
QoS marking - DSCP, CoS ANO ANO
QoS - Strict Priority Queue ANO ANO
Automatické nastaveni QoS parametr( (AutoQoS nebo ANO ANO
ekvivalentni)
QoS Policing ANO ANO
QoS-Per Flow policing ANO ANO
QoS-Hierarchical QoS ANO, min. 2 Urovné ANO
First Hop Redundancy Protokol pro IPv6 (HSRP nebo VRRP) ANO ANO
IPv6 services (Telnet, SSH, Syslog, DHCP) ANO ANO
IPv6 QoS ANO ANO
IPv6 First Hop Security (RA guard, DHCPv6 snooping, IPv6 source ANO ANO
guard)
IPv6 Port ACL, VLAN ACL ANO ANO
Moznost definovat povolené MAC adresy na portu ANO ANO
PACL, VACL ANO ANO
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Paketové filtry (ACL) jsou stale aplikovany a filtruji i v pfipadé, ze ANO, i povysenim ANO,

jsou na nich provadény zmény firmware povysenim
licence

IEEE 802.1ae na uplink portech ANO ANO

IEEE 802.1ae (AES-GCM-256) na uplink portech ANO, i povysenim ANO,

firmware povysenim

licence

Bezpecnostni funkce umoziujici ochranu proti podvrzeni zdrojové ANO ANO

MAC a IP adresy

Bezpecnostni funkce umoznujici ochranu proti pripojeni ANO ANO

neautorizovaného DHCP serveru

Bezpecnostni funkce umoznujici inspekci provozu protokolu ARP ANO ANO

Ochrana proti nahrani modifikovaného software do zafizeni ANO ANO

prostfednictvim image signing a funkce secure boot, ktera ovéfuje

autenti¢nost a integritu jak bootloaderu, tak i samotného

operacniho systému zafizeni prostrednictvim internich HW

prostfedkd - tzv. trusted moduld

HW trusted modul vyuzivan pro bezpecné uloZeni hesel a ANO ANO

Sifrovacich klich

Podpora SUDI (IEEE 802.1AR) autentizace ANO ANO

IEEE 802.3af NE ANO

IEEE 802.3at NE ANO

Schopnost poskytovat PoE napdjeni pfipojenym ztizenim i béhem ANO ANO

restartu prepinace

IEEE 802.3az ANO ANO

Automaticka aplikace specifické konfigurace pro dané zafizeni po ANO ANO

detekci jeho pfipojeni na portu

Multicast DNS (mDNS) gateway ANO, i povysenim ANO,

firmware povysenim

licence

Inteligentni POE management - zajisténi napajeni pripojeného ANO ANO

zafizeni podle konkrétnich pozadavk( daného typu zafizeni

Application Visibility - Pokrocila detekce a klasifikace jednotlivych ANO, i povysenim ANO,

prendasenych aplikaci (DPI na 7. vrstvé OSI modelu dle aplika¢nich firmware povysenim

signatur) licence

Application Visibility - Monitorovani aplikacnich tokd (vsech ANO ANO

paketl) prostfednictvim technologie NetFlow nebo ekvivalentni

Application Visibility - MoZnost definice klicovych atributl a ANO ANO

parametri monitorovanych tok( véetné parametri:

zdrojova/cilova MAC adresa, zdrojova/cilova IP adresa,

zdrojova/cilova VLAN, TCP flags, hodnota TTL, ICMP kéd, IGMP

type

Application Visibility — Schopnost detekce bezpecnostnich hrozeb ANO, i povysenim ANO,

v Sifrovaném provozu, napt. v HTTPS firmware povysenim
licence

Export monitorovanych dat ve formatu NetFlow v9 nebo IPFIX ANO ANO

SSHv2 ANO ANO

CLI rozhrani ANO ANO

Vzddlena identifikace zafizeni pomoci "Blue Beacon" mechanismu ANO ANO

Model-driven programovatelnost prostfednictvim RESTCONF, ANO ANO

NETCONF/YANG

Python scripting ANO ANO

Linux shell ANO ANO

Interpretace uzivatelskych skriptd a jejich aktivace asynchronni ANO ANO

udalosti v systému zafizeni
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Application hosting ANO, i povysenim ANO,
firmware povysenim
licence
Aplikace softwarovych zaplat, nikoli povySovani celého firmware ANO, i povysenim ANO,
firmware povysenim
licence
Streaming telemetrie prostfednictvim NETCONF/XML ANO ANO
SNMPv2/v3 ANO ANO
Podpora network boot (iPXE) pres IPv4 i IPv6 ANO ANO
Inventarizovatelnost komponent integrovanou RFID identifikaci ANO ANO
TACACS+ nebo RADIUS klient pro AAA (autentizace, autorizace, ANO ANO
accounting)
Vzdaleny port mirroring (ERSPAN) ANO, i povysenim ANO,
firmware povysenim
licence
NTPv3 server ANO ANO
Podpora 8x5xNBD 5 let ANO,

5 let
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Tab. ST6 — pozadovany 3 ks prepinacu s vlastnostmi:

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Typ prepinace L2/L3 prepinac ANO,
L2/L3
prepinac
Format prepinace Stohovatelny ANO,
Stohovatelny
Pocet dedikovanych stohovacich portt 2 ANO
Minimalni pocet zafizeni ve stohu 8 ANO
Minimalni kapacita sbérnice stohu 400 Gb/s ANO
Sdileni vykonu napajecich zdroja napfi¢ celym stohem ANO ANO
Stateful Switch Over v rdmci stohu ANO ANO
Non-stop Forwarding ANO, i povysenim ANO,
firmware povysenim
licence
Moznost instalovat interni redundantni napajeci zdroj ANO ANO
Interni redundantni napajeci zdroj pozadovan ANO ANO
Datovy stohovaci kabel pozadovan ANO, min.1m ANO
Napajeci stohovaci kabel poZzadovan ANO, min.1m ANO
Pocet portli 10/100/1000 Base-TX 48 48
Pocet porti 10/100/1000 Base-TX s PoE napajenim 0 0
Pocet portli 1/2.5/5/10 Gbase-T s PoE napajenim 0 0
Pocet portli 1/2.5 Gbase-T s PoE napajenim 0 0
Minimalni PoE budget ow ANO,
prepinac bez
PoE
Uplink porty NE (neosazeno) ANO,
bez Uplink
Min. velikost sdileného systémového bufferu 16MB ANO
Velikost MAC address tabulky 30000 ANO
Min. pocet IPv4 routes 600 ANO
Min. pocet IPv6 routes 300 ANO
Min. pocet konfigurovatelnych security ACL 5000 ANO
IEEE 802.3ad (Link Aggregation) ANO ANO
IEEE 802.3ad pres vice prepinacl ve stohu nebo vice Sasis ANO ANO
Minimadlné 8 linek jako soucast Link Aggregation Group trunku ANO ANO
Minimalni pocet konfigurovatelnych Link Aggregation Group 128 ANO
trunka
IEEE 802.1Q ANO ANO
Minimalni pocet aktivnich VLAN 1000 ANO
IEEE 802.1x ANO ANO
Konfigurovatelna kombinace poradi postupného ovérovani ANO ANO
zarizeni na portu (IEEE 802.1x, MAC adresou, Web autentizaci)
Integrace IEEE 802.1x s IP telefonnim prostfedim (802.1x Multi- ANO ANO
domain authentication)
Moznost provozu 802.1x v tzv. audit médu bez omezovani ANO ANO
pfistupu koncovych uzivatel(
RADIUS CoA ANO ANO
Podpora instance spanning-tree protokolu per VLAN ANO ANO
IEEE 802.1w - Rapid Spanning Tree Protocol ANO ANO
Protokol MVRP nebo VTP pro definici a spravu VLAN siti ANO ANO
Podpora jumbo ramcl (min. 9198 bytes) ANO ANO




Ptiloha ¢. 1 smlouvy

Detekce protilehlého zatizeni (napf. CDP nebo LLDP) ANO ANO
Smérovani protokold IPv4 a IPv6 v hardware ANO ANO
OSPFv2 ANO ANO
OSPFv3 ANO ANO
ISIS ANO, i povysenim ANO,
firmware povysenim
licence
BGPv4 ANO, i povysenim ANO,
firmware povysenim
licence
Graceful Insertion and Removal ANO, i povysenim ANO,
firmware povysenim
licence
IP Multicast (PIM SSM, PIM SM) ANO, i povysenim ANO,
firmware povysenim
licence
Virtualizace smérovacich tabulek - napf. Virtual Routing and ANO, i povysenim ANO,
Forwarding (VRF) firmware povysenim
licence
MPLS VPN ANO, i povysenim ANO,
firmware povysenim
licence
MPLS VPN - 6VPE ANO, i povysenim ANO,
firmware povysenim
licence
First Hop Redundancy Protokol (napf. VRRP, HSRP) ANO, i povysenim ANO,
firmware povysenim
licence
Reverse path check (uRPF) pro IPv4 i IPv6 ANO, i povysenim ANO,
firmware povysenim
licence
IGMPv2, IGMPv3 ANO ANO
IGMP snooping ANO ANO
MLD snooping ANO ANO
DHCP relay ANO, i povysenim ANO
firmware
Minimalni pocet HW QoS front 8 ANO
QoS classification — ACL, DSCP, CoS based ANO ANO
QoS marking - DSCP, CoS ANO ANO
QoS - Strict Priority Queue ANO ANO
Automatické nastaveni QoS parametr( (AutoQoS nebo ANO ANO
ekvivalentni)
QoS Policing ANO ANO
QoS-Per Flow policing ANO ANO
QoS-Hierarchical QoS ANO, min. 2 Urovné ANO
First Hop Redundancy Protokol pro IPv6 (HSRP nebo VRRP) ANO ANO
IPv6 services (Telnet, SSH, Syslog, DHCP) ANO ANO
IPv6 QoS ANO ANO
IPv6 First Hop Security (RA guard, DHCPv6 snooping, IPv6 source ANO ANO
guard)
IPv6 Port ACL, VLAN ACL ANO ANO
Moznost definovat povolené MAC adresy na portu ANO ANO
PACL, VACL ANO ANO
Paketové filtry (ACL) jsou stale aplikovany a filtruji i v ptipadé, ze ANO, i povysenim ANO
jsou na nich provadény zmény firmware




Ptiloha ¢. 1 smlouvy

IEEE 802.1ae na uplink portech ANO ANO
IEEE 802.1ae (AES-GCM-256) na uplink portech ANO, i povysenim ANO
firmware
Bezpecnostni funkce umoznujici ochranu proti podvrzeni zdrojové ANO ANO
MAC a IP adresy
Bezpecnostni funkce umoznujici ochranu proti pripojeni ANO ANO
neautorizovaného DHCP serveru
Bezpecnostni funkce umoznujici inspekci provozu protokolu ARP ANO ANO
Ochrana proti nahrani modifikovaného software do zafizeni ANO ANO
prostiednictvim image signing a funkce secure boot, ktera
ovéruje autenti¢nost a integritu jak bootloaderu, tak i samotného
operacniho systému zatizeni prostfednictvim internich HW
prostredkd - tzv. trusted modull
HW trusted modul vyuZivan pro bezpecné ulozeni hesel a ANO ANO
Sifrovacich klict
Podpora SUDI (IEEE 802.1AR) autentizace ANO ANO
IEEE 802.3af NE ANO,
prepinac bez
PoE
IEEE 802.3at NE ANO,
prepinac bez
PoE
Schopnost poskytovat PoE napdjeni pfipojenym ztizenim i béhem ANO ANO
restartu prepinace
IEEE 802.3az ANO ANO
Automaticka aplikace specifické konfigurace pro dané zafizeni po ANO ANO
detekci jeho pfipojeni na portu
Multicast DNS (mDNS) gateway ANO, i povysenim ANO,
firmware povysenim
licence
Inteligentni POE management - zajiSténi napajeni ptipojeného ANO ANO
zafizeni podle konkrétnich pozadavk( daného typu zafizeni
Application Visibility - Pokrocila detekce a klasifikace jednotlivych ANO, i povysenim ANO,
prendasenych aplikaci (DPI na 7. vrstvé OSI modelu dle aplika¢nich firmware povysenim
signatur) licence
Application Visibility - Monitorovani aplikaénich tokt (vSech ANO ANO
paketl) prostfednictvim technologie NetFlow nebo ekvivalentni
Application Visibility - MoZnost definice klicovych atributl a ANO ANO
parametri monitorovanych tok( véetné parametri:
zdrojova/cilovd MAC adresa, zdrojova/cilova IP adresa,
zdrojova/cilova VLAN, TCP flags, hodnota TTL, ICMP kéd, IGMP
type
Application Visibility — Schopnost detekce bezpecnostnich hrozeb ANO, i povysenim ANO,
v Sifrovaném provozu, napf. v HTTPS firmware povysenim
licence
Export monitorovanych dat ve formatu NetFlow v9 nebo IPFIX ANO ANO
SSHv2 ANO ANO
CLI rozhrani ANO ANO
Vzddlena identifikace zafizeni pomoci "Blue Beacon" mechanismu ANO ANO
Model-driven programovatelnost prostfednictvim RESTCONF, ANO ANO
NETCONF/YANG
Python scripting ANO ANO
Linux shell ANO ANO
Interpretace uzivatelskych skriptd a jejich aktivace asynchronni ANO ANO

udalosti v systému zafizeni
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Application hosting ANO, i povysenim ANO,
firmware povysenim
licence
Aplikace softwarovych zaplat, nikoli povySovani celého firmware ANO, i povysenim ANO,
firmware povysenim
licence
Streaming telemetrie prostfednictvim NETCONF/XML ANO ANO
SNMPv2/v3 ANO ANO
Podpora network boot (iPXE) pres IPv4 i IPv6 ANO ANO
Inventarizovatelnost komponent integrovanou RFID identifikaci ANO ANO
TACACS+ nebo RADIUS klient pro AAA (autentizace, autorizace, ANO ANO
accounting)
Vzdaleny port mirroring (ERSPAN) ANO, i povysenim ANO,
firmware povysenim
licence
NTPv3 server ANO ANO
Podpora 8x5xNBD 5 let ANO
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Tab. SP7 — pfislusenstvi pro prepinace:

Nazev Pocet ks Spliuje
100 GBASE-CR4 pasivni metalicky kabel, 2m 2 ANO
2ks
10 GBASE-CU SFP+ kabel 1m (pro Keepalive link) 1 ANO
1ks
Dvourychlostni 10/25 GBASE-SR SFP modul s dosahem 25Gbit/s do 28 ANO
vzddlenosti min. 400m po vicevidovém vlakné 28 ks
10 GBASE-SR SFP modul 26 ANO
26ks
8x10GE SFP+ sitovy modul (nahradni pro prepinace dle Tab. SS2, SF3) 1 ANO

1ks
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Tab. WAS8 — pozadovano 10 ks WiFi access point s vlastnostmi:

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Access Point uréeny pro instalaci na strop/podhled ANO ANO
Typ antén Integrované pro obé ANO,
pasma intergovana
Dvé radia pracujici v rezimu 2,4 a 5 GHz pro standardni prostredi ANO ANO

nebo dualni 5 GHz pro HD nasazeni, moznost statické i
dynamické volby rezimu

Samostatné radio pro monitorovani 2,4 a 5 GHz RF spektra - ANO ANO
detailni spektralni analyza, detekce Utok( na bezdratovou sit,
lokalizace klient(

Podpora standard( 802.11a/b/g/n/ac a Wi-Fi6 (802.11ax) ANO ANO
Podpora minimalné 4x4 MIMO, MU-MIMO, UL/DL OFDMA, TWT, ANO ANO
BSS Coloring a az 160 MHz kanal pro 802.11ax

Minimalni pocet inzerovanych SSID (BSSID) per radio 8 ANO
Podpora mechanismu pro optimalizaci faze vysilaného ANO ANO

bezdratového signalu smérem k 802.11 n/ac/ax klientdm (Tx
Beam Forming)

Podpora mechanismu pro prepojeni klientd z 2,4GHz do 5GHz ANO ANO
pasma

Access Pointy obsahuji X.509 certifikat s lokdlni platnosti pro ANO ANO
nasazeni PKI

Podpora autentizace Access Pointu do LAN sité pomoci 802.1x, ANO ANO
AP obsahuji 802.1x suplikant

Podpora detekce a monitorovani problém( WLAN odchytavanim ANO ANO

provozu na AP a jeho zasilanim do Ethernetového analyzatoru
(napf. Wireshark)

Podpora pfimého pristupu na prikazovou radku AP pres serial ANO ANO
konzoli a ptes IPv4 pomoci Telnet a SSH

Hardwarova podpora spektralni analyzy s podporou 160 MHz ANO ANO
kanall (detekce zdroje rusivého signalu - interference)

Podpora rozpoznani zdroje rusivého signalu podle signatur ANO ANO
Access Point obsahuje radio podporujici BLE 5.0, ZigBee, Thread ANO ANO
a USB 2.0 port

1 x 100/1000/2500 Mbit/s RJ45 ethernet rozhrani kompatibilni s ANO ANO
802.3bz

MozZnost 802.3af/at PoE napdjeni AP z pfepinace nebo injectoru ANO ANO

- pInd funkce AP pfti pouziti 802.3at, v pfipadé 802.3af AP bézi
minimalné v rezimu 1x1 MIMO pro obé radiova pasma bez
snizeného vysilaciho vykonu

AP uzaviené konstrukce bez vétracich otvoru a ventilatoru ANO ANO
Soucasti AP je plechovy lchyt pro instalaci na strop nebo sténu ANO ANO
AP je fyzicky zabezpecitelné/zamknutelné k okolnim pevnym ANO ANO
Castem.

Davéryhodny HW/SW - AP pouziva bezpedény zavadéc OS, ANO ANO

ovérovani podpisu OS, kontrolu autenti¢nosti HW a mechanizmy
pro ochranu SW a HW proti Gtokdm

Soucasti dodavky kazdého AP jsou licence pro kontroler ANO ANO
bezdratové sité a poptavany WLAN management. VSechny
licence musi mit platnost minimalné 5 let.

PIna podpora AP na poptavaném kontroleru ANO ANO

Podpora 8x5xNBD 5 let ANO,
5 let
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Tab. WC9 — poZadovany 2 ks WiFi kontrolérl (primarni a redundantni) s vlastnostmi:

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
ANO,
Pozadovany format zafizeni Fyzické
Fyzické zatizeni zfizeni
Minimalni pocéet Ethernet portd per kontroler. 2x 1/10G SFP/SFP+ ANO
Aktivni 7m Twinax kabely pro vSechny porty soucasti dodavky 4x 1/2,5 mGig
Minimalni propustnost pro data Gb/s 5Gb/s ANO
Licence dle poctu nové pofizovanych AP, moZnost upgradu az ANO ANO
na minimalné 250 registrovanych AP
Minimalni pocet soucasné pfipojenych klientd 5000 ANO
Redundance na Urovni kontroler( a jejich port(, vypadek ANO ANO

aktivniho kontroleru v redundantnim paru nema zadny dopad
na provoz jiz pripojenych klientd (tj. bez potfeby reautentizace)

Lokalni sit - moZnost tunelovani uZivatelskych dat z AP aZ na ANO ANO
kontroler, moznost Sifrovani téchto uzivatelskych dat bez
vyrazného vlivu na propustnost

Mesh sit - podpora mesh siti, sou¢asné pfipojeni normalnich a ANO ANO
mesh AP k jednomu kontroleru

Vzdalené lokality - moZnost lokalniho bridgovani uzivatelskych ANO ANO
dat per SSID pfimo na pfislusném AP

Sifrovana Fidici komunikace AP-kontroler ANO ANO
Soucasna funkcnost AP pro prenos dat, analyzu spektra a ANO ANO

detekci bezpeénostnich incident(

Bezpecnost a Guest Access

Podpora 802.11i, respektive jeho implementace WPA2 vietné ANO ANO
enterprise variant autentizace/sifrovani

Podpora WPA3 — WPA3 Enterprise, WPA3 SAE, WPA3 OWE ANO ANO
PSK autentizace v¢. moznosti riznych PSK kli¢d pro razné ANO ANO
klienty v ramci jednoho SSID

Podpora standardu ,,802.11w" pro ochranu fidicich rdmct na ANO ANO
AP a klientovi

Podpora standardu ,,802.11u” pro vybér SSID a autentizaci ANO ANO
klienta

Integrované reseni navstévnického pristupu s moznosti webové ANO ANO

autentizace (v€etné nativnich IPv6 klient(), bezpeéné oddéleni
od zaméstnaneckého provozu, funkéni i v mddu lokalniho
bridgovani uzivatelskych dat pfimo na AP

Podpora feSeni navstévnického pristupu pro klienty bezdratové ANO ANO
i dratové sité

MozZnost omezit pocet klientd per SSID ANO ANO
Lokalni profilovani zatizeni — per uzivatel a per zafizeni ANO ANO
Integrovany IDS systém pro detekci cizich AP (Rogue AP) a ANO ANO
klient v AdHoc reZimu, mozZnost vynuceného odpojeni klient(

od cizich AP

Podpora Flexible NetFlow a exportu zdznam (dle RFC 3954) o ANO ANO

datovych tocich uZivatell (v¢. zdrojové a cilové IP adresy, portd,
WLAN ID, poctu paketl a objemu prenesenych dat) smérem
k externimu kolektoru

Rychly roaming

Podpora standardu ,,802.11r“ pro rychly roaming klientl mezi ANO ANO
AP, moznost selektivniho vyuziti 802.11r na sdileném SSID
pouze pro zafizeni, které tento standard podporuji
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Podpora standardu ,802.11k“ pro optimalizaci roamingu ANO ANO
Podpora standardu ,,802.11v” pro optimalizaci pfipojeni klienta ANO ANO
QoS a fizeni provozu v bezdratové siti

Podpora 802.11e/WMM ANO ANO
Diferenciace Urovni QoS pro rlizné sluzby a skupiny uZivatelt ANO ANO

(zaméstnance a navstévniky), moznost obousmérného omezeni
propustnosti per klient.

Mechanismy fizeni pfistupu (Call Admission Control) pro hasovy ANO ANO
i video provoz. Konfigurovatelné parametry max. zatéze a Sirky

pasma.

Podpora Video-streamingu se spolehlivym multicastem ANO ANO
Optimalizace multicast provozu v bezdratové siti (IGMP ANO ANO
snooping)

Aplikacni inspekce prenaseného provozu (DPI na 7. vrstvé ANO ANO

ISO/0SI na zékladé aplikacnich signatur) umozriujici rozpoznani
jednotlivych aplikaci, grafické zobrazeni statistik a moznost
fizeni QoS per rozpoznana aplikace

Sprava frekvencniho pasma, konfiguracni profily

Automatizovana centralni sprava frekvencniho pasma ANO ANO

Monitoring radiového spektra v¢. 20/40/80/160 MHz kanald, ANO ANO
moznost okamZzité automatické centralizované fizené reakce
(zména kanalu nebo jeho sitky, zména vysilaciho vykonu),
grafické vyobrazeni informaci o kvalité signdlu

Automatické zvyseni vysilaciho vykonu okolnich AP pti vypadku ANO ANO
AP (,self healing”)

MozZnost detekce rusivych signall (interference) a identifikace ANO ANO
zdrojl interference na zakladé signatur

Mesh sit — automaticky vybér vhodného kanalu pro backhaul, ANO ANO

automatické sestaveni optimalniho mesh stromu, monitorovani
vsech kandll na pozadi s rychlou konvergenci v pfipadé
vypadku primarniho nadfazeného AP

Troubleshooting radiového signalu a automatické reseni ANO ANO
problému rusivého signalu, generovani alarmu na zakladé
prekroceni prahovych hodnot kvality signdlu

Moznost definovat rtizné konfiguracni profily a ty nasledné ANO ANO
pfiradit vybranym AP (napf. dle umisténi AP, bezpecnostnich
pravidel atd.).

MozZnost vytvofit rizné radiové profily (nastaveni kanald, ANO ANO
rychlosti) a ty nasledné pfiradit vybranym AP.

Podpora IPv6

Podpora IPv6 — management kontroleru (v¢. Syslog, radius) ANO ANO
Podpora IPv6 — komunikace AP-kontroler ANO ANO
Podpora IPv6 — Guest Access i pro nativni klienty v¢. webové ANO ANO
autentizace pro IPv6 klienty

Podpora IPv6 — IPv6 multicast, MLD snooping ANO ANO
Podpora IPv6 — bezpecnost (RA Guard, IPv6 Source Guard, ANO ANO
DHCPv6 Server Guard, ACL)

Podpora IPv6 — ND cache na kontroleru, optimalizace prenosu ANO ANO

ND zprav, rate-limiting pro RA

Dohled a sprava kontroleru, zabezpeéeni HW/SW

Centralni administrace spravc( s granularitou pfistupovych prav ANO ANO
Podpora spravy pres serial CLI nebo pres IP pomoci SSH/telnet a ANO ANO
https web GUI, SNMP

RJ45 konzolovy port a/nebo USB konzolovy port, dedikovany ANO ANO

ethernetovy RJ45 management port
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Podpora API rozhrani pro plnou konfiguraci kontroleru pomoci
NETCONF, RESTCONF za pouziti YANG data model(l. Podpora
exportu provoznich dat z kontroleru.

ANO

ANO

Davéryhodny HW/SW — kontroler pouZiva bezpeény zavadéc
0S, ovérovani podpisu SW komponent, kontrolu autenti¢nosti
HW a mechanizmy pro ochranu SW a HW proti Gtokim

ANO

ANO

Podpora 8x5xNBD

5let

ANO,
Slet
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Tab. SW10 - poZadovan systém spravy sitové infrastruktury s vlastnostmi:

PoZadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti
Provedeni, parametry
Dostupné v provedeni pfipraveného virtualniho stroje do Ano ANO, virtualni
virtualizovaného prostredi
CPU 4 vCPU ANO, dle
zvoleného
vzoru
Pamét 12 GB ANO, dle
zvoleného
vzoru
Diskova kapacita 300 GB ANO, dle
zvoleného
vzoru
Diskova propustnost (I/0 Speed) 200 MBps ANOQ, dle
zvoleného
vzoru, zavisi
na zdrojich
zadavatele
Podpora VMWare ESXi 6.5, 6.7 ANO
Podpora Windows 2016 server & Hyper-V 2016 server 2016 ANO
Podporovanych zafizeni celkem 500 ANO
Podporovanych AP fizenych fidicim systémem bezdratové sité 300 ANO
Podporovanych autonomné fizenych AP 300 ANO
Podporovanych sitovych zafizeni - aktivnich prvkd (pfepinace, 300 ANO
smérovace)
Podporovanych sitovych rozhrani 12000 ANO
Podporovanych systém pro vicedrovinovou vizibilitu a analyzu 5 ANO
sitového provozu
Podporovanych fidicich systém( bezdratové sité (kontrolér) 5 ANO
Podporovanych aplikacnich platforem bezdratové sité 1 ANO
Podporovanych bezdratové pfipojenych klientt 4000 ANO
Podporovanych bezdratovych klientd roamujicich nebo 1000 ANO
ménicich asociaci k AP (5 minut)
Podporovanych dratem ptipojenych klient( 6000 ANO
Udalosti zpracovanych za jednu sekundu celkem 100 ANO
Syslog zprav zpracovanych za jednu sekundu 70 ANO
SNMP trapll zpracovanych za jednu sekundu 20 ANO
Systémovych udalosti zpracovanych za jednu sekundu 10 ANO
Zpracovanych tok( Netflow - Netflow flow za sekundu 3000 ANO
Monitorovanych sitovych rozhrani (polling) 2400 ANO
Licence
Licence pro spravu jednoho AP fizeného fidicim systémem 10 ANO
bezdratové sité 10
Licence pro spravu vsech vyse poZadovanych pfepinac Ano ANO
Platforma
Bezpecny pristup prostfednictvim webového grafického Ano ANO
uZivatelského rozhrani
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Podpora autorizace a autentizace pfistupu do systému vici Ano ANO
TACACS+

Podpora autorizace a autentizace pristupu do systému vici Ano ANO
RADIUS

Podpora fizeni pristupu ke GUI pomoci identity (SSO - Single Ano ANO
Sign On)

Podpora raznych Grovni opravnéni pro pristup do systému Ano ANO
(RBAC)

Podpora multiuzZivatelského prostfedi GUI s moznosti vyuzit jak Ano ANO

preddefinované skupiny, tak s moznosti definovat vlastni
pristupova opravnéni k funkcim GUI pro alespon dvé
uzivatelské skupiny

Podpora pfistupu ke GUI z mobilnich zafizeni, napt. tablet( Ano ANO
Podpora logovani aktivity uZivatell a logovani systémovych Ano ANO
udalosti

Podpora zdlohovani systému a obnovy ze zalohy Ano ANO
Moznost redundance pro zajisténi vysoké dostupnosti, Ano ANO
automatickd synchronizace

Nastavitelnost doby ukladani historickych a agregovanych dat Ano ANO
Omezovani pristupu uZivatelim pouze ke skupiné zafizeni, Ano ANO
napf. na zakladé lokality, typl zafizeni apod.

Monitoring provoznich parametr( aplikaci Ano ANO
Zpracovani informaci o provozu v siti (NetFlow) véetné Ano ANO
deduplikace dat z vice zdrojd

Zobrazovani informace o chovani aplikaci v siti (statistiky, Ano ANO

identifikace pfipadnych problému na sitové nebo aplikaéni
urovni, zhorseni uzivatelské zkusenosti uZivatel()

Podpora protokolu IPv4 Ano ANO
Podpora protokolu IPv6 Ano ANO
Podpora protokolu SSH Ano ANO
Podpora protokold SNMPv1, SNMPv2, SNMPv2c a SNMPv3 Ano ANO
Podpora zpracovani SYSLOG zprav Ano ANO
Podpora zpracovani SNMP zprav Ano ANO
Uprava zpracovani udalosti a alarm( véetné napf. potlaceni Ano ANO
vybranych alarm

Kategorizace alarm( a udalosti Ano ANO
Zasilani upozornéni na vybrané udalosti emailem Ano ANO
Podpora MIB tretich stran Ano ANO
Monitoring parametrl definovanych v MIB tretich stran Ano ANO
Definovatelnost vlastni uddlosti na zakladé SNMP nebo SYSLOG Ano ANO
zprav

Export zprdv a udalosti Ano ANO
Generovani zprdv pro nadfazeny management systém Ano ANO
Posilani alarmu a udalosti network management aplikacim Ano ANO
tretich stran, které podporuji FCAPS

Podpora API pro programaticky pristup k funkcionalité aplikace Ano ANO
spravy

Schopnost management systému nalézt automaticky zatizeni v Ano ANO

siti s vyuZitim vice rliznych metod pracujicich s informacemi z
druhé a treti vrstvy
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Schopnost management systému filtrovat nalezena zafizeni — Ano ANO
vyloucit resp zahrnout definované adresni rozsahy

Schopnost management systému pfipravit konfiguraéni a jiné Ano ANO
zmény formou uUlohy véetné schvalovacich mechanizm(

Podpora pro vyhledavani informaci o sitovych zafizeni, Ano ANO

pripojenych koncovych zatizeni, uzivatelich, konfigurovanych
parametrech, alarmech, udalostech apod. napfi¢ celym
management systémem.

Sprava bezdratové sité

Pozadavky na skalovani - systém musi byt schopen kromé Ano ANO
bezdratové sité spravovat a monitorovat také LAN / WAN sit
pouhym pridanim pfislusnych licenci

Kompletni sprava zivotniho cyklu bezdratové sité (planovani, Ano ANO
nasazeni, monitoring, troubleshooting, reporting)

Inventarizace HW zafizeni bezdratové sité Ano ANO
Inventarizace firmware bezdratové sité Ano ANO
Generovani reportd bezpecnostnich problém( infrastruktury Ano ANO
Generovani reportu inventory bezdratové sité Ano ANO
Centralni konfigurace bezdratovych siti v€etné bezpecnostnich Ano ANO
politik, QoS profill

Konfigurace pomoci $ablon pro zefektivnéni konfiguracénich Ano ANO
uloh

Inventarizace, verzovani, archivace a sprava konfiguraci Ano ANO
bezdratové sité

Predpfipravené Sablony dle doporuceni vyrobce - "best Ano ANO
practice"

Tvorba vlastnich konfiguraéni $ablony (sekvence pfikaz() Ano ANO
Celkové konfiguracni Sablony sestavovany z dilCich Sablon Ano ANO

konfiguraci jednotlivych funkci nebo uzivatelsky definovanych
konfiguraci jednotlivych funkci

Podpora pro o automatizovanou konfiguraci nové Ano ANO
pfipojovanych zafizeni

Ndstroje pro planovani bezdratové sité, rozsifeni stavajici a pro Ano ANO
nové lokality

Ndstroje pro pldnovani, nasazeni, monitorovani a optimalizaci Ano ANO
hlasovych sluzeb do bezdratové sité

Technologicky dashboard pro zobrazovani vysledk(l méreni Ano ANO
kvality signalu bezdratové sité

Zobrazovani soucasnych i historickych hodnot a trendu kvality Ano ANO
signdlu bezdratové sité

Zobrazovani alarm( tykajicich se kvality signalu Ano ANO
Hierarchické mapy zobrazujici umisténi AP, Sifeni signalu a Ano ANO

aktualni pozice wifi klientl (notebookd, PDA, WiFi telefont,
WiFi RFID tagl apod.)

Nastroje pro detekci a FeSeni problémd v bezdratové siti (grafy Ano ANO
obsazenosti kanall, grafy odpovidajici provozu klientd atd.)
Komplexni zobrazeni veskerych relevantnich udajl pro Ano ANO

jednotlivé zafizeni a jednotlivého uzivatele v souhrnném
pohledu (kontextové) pro rychlejsi troubleshootnig

Zobrazeni informaci o uZivateli, koncovém ¢i sitovém zafizeni v Ano ANO
kontextu informaci souvisejicich s jeho okolim a provoznimi
parametry




Ptiloha ¢. 1 smlouvy

Podpora pro troubleshooting problém{ souvisejici s pokrytim Ano ANO
RF signalem

Nastroj pro troubleshooting klientl s funkci identifikace zdroja Ano ANO
interference, které ovliviiuji klienty

Integrovany nastroj pro sbér diagnostickych dat o kontrolerech Ano ANO
a AP v bezdratové siti

Detailni monitoring WLAN sité Ano ANO
Monitoring pfipojeni koncovych zafizeni napfi¢ pevnou i Ano ANO
bezdratovou siti

Monitoring sitovych rozhrani Ano ANO
Monitoring specifickych (definovanych) skupin sitovych Ano ANO
rozhrani (uplink, WAN rozhrani apod.)

Monitorovani vyskytu koncovych zafizeni a uZivatel( v siti Ano ANO
Monitoring a vyhodnocovani prenosovych parametrd z Ano ANO
NetFlow

Monitoring funkcnosti (véetné odezev) prenasenych aplikaci Ano ANO
Monitoring parametrd zdravi prvkl bezdratové sité a jejich Ano ANO
prehledné zobrazeni

MozZnost nastavit prahové hodnoty pro monitoring parametr( Ano ANO
zdravi access point0

Monitoring IPv6 ptipojeni koncovych zatizeni napfi¢ pevnou i Ano ANO
bezdratovou siti

Integrace mesh technologii — stav mesh linek, test prostupnosti Ano ANO
linek

Centralizovany sbér wifi udalosti v€éetné bezpeénostnich a Ano ANO
preposilani do nadfazeného dohledu

Pokrocilé vyhledavani zdrojl interference v bezdratové siti Ano ANO
Podpora lokalizace faleSného access pointu Ano ANO
Podpora pro detekci faleSného access pointu, generovani Ano ANO
souvisejicich alarmQ, reporting

Automatické dohledani portu pevné sité s pripojenym Ano ANO
faleSnym access pointem

Podpora trasovani lokalizace bezdratového klienta Ano ANO
Moznost identifikovany problém eskalovat prostredky Ano ANO
management systému na podporu vyrobce

Integrace s dalsi aplikaci pro zjistovani identity, typu, Ano ANO

parametr(, stavu a stavu software koncovych klient(i pevné i
bezdratové sité; pro monitoring bezpecnostnich politik
koncovych klient(

Integrace s dalsi aplikaci pro praci s polohou koncovych zafizeni Ano ANO
Integrace se znalostni bazi vyrobce pro usnadnéni feseni Ano ANO
problém( a spravy

Jednoduché GUI rozhrani pro vytvareni docasnych Ano ANO

uzivatelskych ucta

Sprava aktivnich prvki

Pozadavky na skalovani - systém musi byt schopen kromé LAN Ano ANO
/ WAN sité spravovat a monitorovat také bezdratovou sit
pouhym pfidanim pfislusnych licenci

Kompletni sprava Zivotniho cyklu LAN / WAN sité (planovani, Ano ANO
nasazeni, monitoring, troubleshooting, reporting)

Inventarizace HW sitovych prvkd Ano ANO
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Inventarizace, nasazeni a sprava firmware aktivnich prvk( Ano ANO
Analyza vhodnosti firmware aktivnich prvk( pro nasazeni Ano ANO
Generovani reportt inventory aktivnich prvkd Ano ANO
Konfigurace pomoci $ablon pro zefektivnéni konfiguracénich Ano ANO
uloh

Inventarizace, verzovani, archivace a sprava konfiguraci Ano ANO
LAN/WAN sité

Predpfripravené Sablony dle doporuceni vyrobce - "best Ano ANO
practice"

Tvorba vlastnich konfiguraénich Sablon (sekvence prikazt) Ano ANO
Celkové konfiguraéni Sablony sestavovany z dil¢ich Sablon Ano ANO

konfiguraci jednotlivych funkci nebo uzivatelsky definovanych
konfiguraci jednotlivych funkci

Podpora pro o automatizovanou konfiguraci nové Ano ANO
pfipojovanych zafizeni

Zobrazovani alarm( a udalosti z LAN / WAN sité Ano ANO
Topologicka mapa Ano ANO
Nastroje pro detekci a feSeni problému v LAN / WAN siti Ano ANO
Komplexni zobrazeni veskerych relevantnich udajl pro Ano ANO

jednotlivé zafizeni a jednotlivého uzivatele v souhrnném
pohledu (kontextové) pro rychlejsi troubleshootnig

Zobrazeni informaci o uZivateli, koncovém ¢i sitovém zafizeni v Ano ANO
kontextu informaci souvisejicich s jeho okolim a provoznimi

parametry

Detailni monitoring LAN / WAN sité Ano ANO
Monitoring pfipojeni koncovych zafizeni napfi¢ pevnou i Ano ANO
bezdrdtovou siti

Monitorovani vyskytu koncovych zafizeni a uZivatel( v siti Ano ANO
Monitoring a vyhodnocovani pfenosovych parametrd z Ano ANO
NetFlow

Monitoring funkcnosti (véetné odezev) prenasenych aplikaci Ano ANO
Monitoring parametri zdravi aktivnich prvkl a jejich prehledné Ano ANO
zobrazeni

MozZnost nastavit prahové hodnoty pro monitoring parametrd Ano ANO
zdravi aktivnich prvka

Monitoring IPv6 ptipojeni koncovych zatizeni napfi¢ pevnou i Ano ANO
bezdratovou siti

Automatické dohledani portu pevné sité s pfipojenym Ano ANO
faleSnym access pointem

Moznost identifikovany problém eskalovat prostfedky Ano ANO
management systému na podporu vyrobce

Integrace s dalsi aplikaci pro zjistovani identity, typu, Ano ANO

parametr(, stavu a stavu software koncovych klientl pevné i
bezdratové sité; pro monitoring bezpecnostnich politik
koncovych klientd
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Tab. MS11 — poZadovan nastroj pro monitorovani sité s vlastnostmi:

v prostredi sité organizace se znalosti vyuzivaného Sifrovaciho
algoritmu/metody

Pozadovana funkcionalita/vlastnost Zpusob splnéni Spliuje
pozadované
funkcionality/vlastnosti

Management

Min. pocet spravovanych applianci pro sbér a analyzu dat 5 ANO

distribuovanych v siti

Format zarizeni virtualni (nebo fyzicky) ANO
virtudini

Podpora VMWare ESXi 6.5, 6.7 ANO

Kolektor

Hranice (HW limit zafizeni) zpracovanych toka za vtefinu (FPS, 30 000 ANO

Flows per second)

Minimalni licencovani (pocatec¢ni v ramci dodavky) 1000 ANO

zpracovanych tok( za vtetinu (FPS, Flows per second)

Minimalni podet sitovych zafizeni exportujicich do jedné 1000 ANO

appliance pro sbér dat

Format zarizeni virtualni (nebo fyzicky) ANO,
virtudini

Podpora VMWare ESXi 6.5, 6.7 ANO

Funkéni ¢ast

Zastresujici sprava applianci pro sbér a analyzu dat, pfipadné Ano ANO

dalsich komponent systému, distribuovanych v siti

MozZnost sbéru dat/integrace s dalSimi bezpecnostnimi prvky Ano ANO

a systémy (firewall, web proxy, IDS/IPS, systémy Fizeni

pfistupu do sitég, ...)

Sbér dat a jejich prezentace z velkého mnozstvi rozdilnych Ano ANO

sitovych segmentl soucasné (z distribuovanych applianci)

Vizibilita napfi¢ pevnym i virtualnim prostfedim Ano ANO

Detekce a prioritizace bezpecénostnich hrozeb Ano ANO

Detekce poruseni pozadovanych politik Ano ANO

Dostatecné pokrocilé detekéni techniky a detailni vhled do Ano ANO

komunikaéni infrastruktury, aby byl vyuZitelny pro detekci a

obranu proti "Advanced Persistent Threats", malwaru, virQ,

sitovych ¢erva, cilenych utokd, detekci DDoS utokd

RGzné skupiny oznameni (alarma) Ano ANO

Prehledové zobrazeni viech oznameni (alarmd) na hlavni Ano ANO

monitorovaci obrazovce

Seskupovani a graficka reprezentace vztahU a tokd mezi Ano ANO

logickymi skupinami (definovanymi uZivatelem) komunikaéni

infrastruktury

Rozsitujici funkcionalita centralniho managmentu se instaluje Ano ANO

pomoci individudlnich aplikaci do zakladni platformy, bez

omezeni provozu sluzby

Historicky zaznam vsech sitovych spojeni pro pozdéjsi audit a Ano ANO

forenzni analyzu

Analyza Sifrovaného provozu umoziujici kryptograficky audit Ano ANO
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Pomoci sitové analyzy a strojového uceni umoziiuje v Ano ANO
Sifrovaném provozu, v redlném case identifikovat potencidlni
hrozby bez nutnosti desifrovani

Vyuziva globdlni znalost hrozeb k identifikaci, detekci a Ano ANO
korelaci Skodlivého softwaru v Sifrovaném provozu v mistnim
prostiedi a zaroven poskytuje divérnost mezi koncovymi

uzivateli a udrzuje integritu komunikace, protoze nedochazi k

desifrovani.

Centralni sprava umoznuje definici sitového prostfedi dané Ano ANO
organizace na grafické palete pomoci drag and drop diagrami

Napojeni na centrdlni databazi hrozeb poskytovanou Ano ANO
vyrobcem, ktera je neustale aktualizovana

Centralni managment umoznuje spravu vsech komponent Ano ANO
feSeni z jednoho mista ve web GUI rozhrani

Integrace se systémem fizeni pfistupu do sité pro provadéni Ano ANO
automatizovanych napravnych akci

Integrace se SIEM systémy Ano ANO
Funkcionality dostupné i pomoci REST API Ano ANO
Implementace rozhrani pro sdileni informaci s jinymi Ano ANO
bezpecnostnimi systémy - pxGrid nebo draft-ietf-mile-xmpp-

grid-02

PFistup administratorG/uzivatel( k systému podle Ano ANO
uzivatelskych roli/pfistupovych prav

Sbér dat o datovych tocich pfimo ze sitovych zafizeni, senzor( Ano ANO

uréenych pro export sitovych tok(, nebo také pfimo z
koncovych bodu

Baselining bézného provozu Ano ANO
Detekce anomalii oproti béznému provozu i na L7 Ano ANO
Detekce anomalii na zakladé tokd v siti Ano ANO
Deduplikace zaznam o toku, pokud byl tentyz tok sebran z Ano ANO

vice zafizeni v siti

Spojeni vSech zaznamu o toku, pokud se tykaji té samé Ano ANO
transakce mezi koncovymi zatizenimi, v€etné zatizeni z
verejného Internetu

Historicky zaznam vsech sitovych spojeni pro pozdé;jsi audit a Ano ANO
forenzni analyzu

Schopnost obohatit zaznam tokd o URL nebo uZivatelskou Ano ANO
aplikaci

Korelace datovych tokl s globalni znalosti hrozeb v cloudu pro Ano ANO
identifikaci modernich a zero day hrozeb

Detekce Uniku dat z organizace (Data Hoarding, Data Ano ANO
Exfiltration)

Detekce Sifeni Malware Ano ANO
Detekce Botnetl Ano ANO
Detekce DDoS Ano ANO
Detekce scanu sité Ano ANO
Sbér dat o sitovém provozu a jejich export v typizovaném Ano ANO
formatu zpracovatelném applianci pro sbér a analyzu dat

Statistiky tok( z drovné paket( Ano ANO

Obohaceni zaznamu tokl o informace aplikacni vrstvy (L7) Ano ANO
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uréenych pro analyzu Sifrované komunikace

Poukazani na netypické vyuzivani sité a generovani Ano ANO
prislusného alarmu, véetné rozsitujicich kontextovych

informaci anomalie

Senzor pro export sitovych tokl musi byt kompatibilni s Ano ANO
VXLAN

Senzor pro export sitovych tokl umozniuje zalohovani Ano ANO
konfigurace chranéné heslem

S vyuZzitim Netflow 9 umozniuje export datovych tok( Ano ANO
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The Cisco” Catalyst” 9120 Series Access Points are the next generation of enterprise access points.
They are resilient, secure, and intelligent.

We are more dependent on our wireless networks than ever before. Additional devices connect to the network every year
and the Cisco Catalyst 9120 Series Access Points will provide a seamless experience anywhere for everyone. Going
beyond the Wi-Fi 6 (802.11ax) standard, the Catalyst 9120 provides integrated security, resiliency and operational
flexibility as well as increased network intelligence.

Extending Cisco’s intent-based network and perfect for networks of all sizes, the Catalyst 9120 scales to the growing
demands of loT while fully supporting the latest innovations and new technologies. Not only that, but the Catalyst 9120 s
the leaders in performance, security and analytics.

The Catalyst 9120 Series Access Points, paired with Cisco DNA, are enterprise-class products that will address your
current and future needs. These access points are the first step in updating your network and are able to take better
advantage of all of the features and benefits that Wi-Fi 6 provides.

Key features:
o Wi-Fi 6 certifiable

e Fourradios: 5 GHz (4x4) Flexible radio with 2.4 or 5 GHz (4x4), Unified RF Engine, ZIgbeee, and other
multiprotocol 802.15.4 devices

e loT ready (BLE, Zigbee, and other multiprotocol 802.15.4 devices)

o OFDMA and MU-MIMO

o Multigigabit support

e Internal, external antenna and also external antenna for professional installations
e Available with optional embedded wireless controller

** = Future Support
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The Cisco Catalyst 9120 Series Access Points support both orthogonal frequency-division multiple access (OFDMA) and
multiuser multiple-input, multiple-output (MU-MIMO), delivering more predictable performance for advanced
applications and loT. Additionally, with up to 2.5 Gbps with NBASE-T and IEEE 802.3bz Ethernet compatibility, the Cisco
Catalyst 9120 Series can seamlessly offload network traffic without any bottlenecks. With Cisco’s Multigigabit
technology, you can use your existing Category 5e or 6 cabling to achieve speeds up to 2.5 Gbps, allowing for higher
throughputs with minimum cost. And with different antenna choices, you're able to decide which option works best for
you.

Table 1. Features and benefits

Wi-Fi 6 (802.11ax) The IEEE 802.11ax emerging standard, also known as High-Efficiency-Wireless (HEW) or Wi-Fi
6, builds on 802.11ac. It delivers a better experience in typical environments with more
predictable performance for advanced applications such as 4K or 8K video, high-density, high-
definition collaboration apps, all-wireless offices, and loT. Wi-Fi 6 is designed to use both the
2.4-Ghz and 5-GHz bands, unlike the 802.11ac standard.

Cisco RF ASIC Cisco RF ASICis a fully integrated Software Defined Radio (SDR) that can perform advanced
RF spectrum analysis and delivers features like CleanAir, Wireless Intrusion Prevention System
(WIPS), Fast Locate*, DFS detection. (* - Future)

Uplink/downlink OFDMA OFDMA-based scheduling splits the bandwidth into smaller chunks called Resource Units
(RUs), which can be allocated to individual clients in both the downlink and uplink directions to
reduce overhead and latency.

MU-MIMO technology Supporting four spatial streams, MU-MIMO enables access points to split spatial streams
between client devices, to maximize throughput.

BSS coloring Spatial reuse (also known as Basic Service Set [BSS] coloring) allows the access points and
their clients to differentiate between BSSs, thus permitting more simultaneous transmissions.

Target wake time A new power savings mode called Target Wake Time (TWT) allows the client to stay asleep
and to wake up only at prescheduled (target) times to exchange data with the access point.
This offers significant energy savings for battery-operated devices, up to 3x to 4x compared to
802.11n and 802.11ac.

Intelligent Capture Intelligent Capture probes the network and provides Cisco DNA Center with deep analysis.
The software can track over 240 anomalies and instantaneously review all packets on demand,
emulating the onsite network administrator. Intelligent Capture allows for more informed
decisions on your wireless networks.

Flexible Radio Assignment Allows the access points to intelligently determine the operating mode of serving radios based
on the RF environment. The access points can operate in the following modes:

e 2.4-GHz and 5-GHz mode: One radio will serve clients in 2.4-GHz mode, while the other serves clients
in 5-GHz mode.

e Dual 5-GHz mode: Both radios inside the access point operate on the 5-GHz band, maximizing the
benefits of Wi-Fi 6 and increasing client device capacity.

Dual 5-GHz radio support Enables both radios to operate in 5-GHz client serving mode, allowing an industry-leading 5.2
Gbps (2 x 2.6 Gbps) over-the-air speeds while increasing client capacity.
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Smart antenna connector An intelligent second physical antenna connector is included on Catalyst 9120 Access Points
with an external antenna. This connector provides advanced network design flexibility for
high-density and large open-area environments such as auditoriums, convention centers,
libraries, cafeterias, and arenas/stadiums, allowing two sets of antennas to be connected and
active on a single access point.

Cisco Embedded Wireless Controller The Catalyst 9120 Wi-Fi 6 access points is available with a built-in controller. The Cisco
Embedded Wireless Controller on Catalyst 9100 Access Points provides an easy-to-deploy and
manage option that does not require a physical appliance. The control resides on the access
point so there is no added footprint or complexity. And, because it uses Catalyst 9800 code,
it's easy to migrate your network as your needs grow.

Multigigabit Ethernet support Provides uplink speeds of 2.5 Gbps, in addition to 100 Mbps and 1 Gbps. All speeds are
supported on Category 5e cabling for an industry first, as well as 10GBASE-T (IEEE 802.3bz)
cabling.

Bluetooth g Integrated Bluetooth Low Energy (BLE) 5 radio to enable loT use cases such as location

tracking and wayfinding.

Container support for applications Enables edge computing capabilities for loT applications on the host access point.

Apple Features Apple and Cisco have partnered to create an optimal mobile experience for iOS devices on
corporate networks based on Cisco technologies. Using new features in iOS 10, in
combination with the latest software and hardware from Cisco, businesses can now more
effectively use their network infrastructure to deliver an enhanced user experience across all
business applications.

At the center of the collaboration is a unique handshake between the Cisco WLAN and Apple
devices. This handshake enables the Cisco WLAN to provide an optimal Wi-Fi roaming
experience to Apple devices. Additionally, the Cisco WLAN trusts Apple devices and gives
priority treatment for business-critical applications specified by the Apple device. This feature
is also known as Fast Lane.

Note: Features available in a future releases — Target Wake Time, BSS Coloring, Uplink/downlink OFDMA, Cisco
Intelligent Capture

Resilient - steady performance in demanding environments

Networks infrastructure that upgrade to Wi-Fi 6 enabled devices will get up to four times the capacity boost needed to
support the additional devices connected to the network as well as the data that they generate. Wi-Fi 6 will offer multi-
gigabit performance which will feature a seamless connectivity with higher throughput compared to the 802.11ac
standard. This means you'll see your network performance run smoother. With support for BSS coloring, the new
standard eases high device dense deployments by allowing simultaneous transmissions, ultimately increasing network
capacity, customer interactions, and value-add services. BSS coloring allows the limited channels in the 2.4 GHz to have
better spectral re-use benefiting loT and 2.4 GHz clients.

Wi-Fi 6, with better coordination of transit time to and from devices, will also bring about a reduction in latency and a
greater reliability allowing for hundreds of devices per access point. This allows for loT devices to be reliably deployed at
scale. And an overall improved user experience will be seen as well, as Wi-Fi 6 will improve device battery life of devices
such as smartphones, tablets and IoT when compared to prior standards. For more details about Wi-Fi 6 please check
Cisco’s Technical Whitepaper on Wi-Fi 6.
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Secure infrastructure

Trustworthy systems built with Cisco Trust Anchor Technologies provide a highly secure foundation for Cisco products.
With the Catalyst 9100 Series, these technologies enable hardware and software authenticity assurance for supply chain
trust and strong mitigation against man-in-the-middle attacks that compromise software and firmware. Trust Anchor
capabilities include:

o Image signing: Cryptographically signed images provide assurance that the firmware, BIOS, and other software
are authentic and unmodified. As the system boots, the system’s software signatures are checked for integrity.

e Secure Boot: Cisco Secure Boot technology anchors the boot sequence chain of trust to immutable hardware,
mitigating threats against a system’s foundational state and the software that is to be loaded, regardless of a
user’s privilege level. It provides layered protection against the persistence of illicitly modified firmware.

o Cisco Trust Anchor module: A tamper-resistant, strong cryptographic, single-chip solution provides hardware
authenticity assurance to uniquely identify the product so that its origin can be confirmed to Cisco. This provides
assurance that the product is genuine.

Aesthetically redesigned for next generation enterprise

The Catalyst 9100 series access points are built from the ground-up, with new aerodynamic look and smooth finish,
integrating RF excellence and next generation technologies to provide the best-in-class wireless experience without
compromise. While packing several high-performance features, the hardware is redesigned to deliver higher efficiencies
in a more compact form-factor to make visually appealing Wi-Fi deployments commonplace.

Cisco DNA Support

Pairing the Cisco Catalyst 9120 Series Access Points with the Cisco Digital Network Architecture (Cisco DNA) allows for a
total network transformation. Cisco DNA allows you to truly understand your network with real-time analytics, quickly
detect and contain security threats, and easily provide networkwide consistency through automation and virtualization.

Cisco DNA with Software-Defined Access (SD-Access) is the network fabric that powers business. It is an open and
extensible, software-driven architecture that accelerates and simplifies your enterprise network operations. The
programmable architecture frees your IT staff from time-consuming, repetitive network configuration tasks so they can
focus instead on innovation that positively transforms your business. By decoupling network functions from the
hardware, you can build and manage your entire wired and wireless network from a single user interface. SD-Access
enables policy-based automation from edge to cloud with foundational capabilities. These include:

o Simplified device deployment

e Unified management of wired and wireless networks

e Network virtualization and segmentation

e Group-based policies

o Context-based analytics
The Cisco Catalyst 9120 Series Access Points support Software-Defined Access, Cisco’s leading enterprise architecture.
Working together, the Cisco Catalyst 9120 Series and Cisco DNA offer such features as:

o Cisco DNA Spaces

o Cisco Identity Services Engine
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o Cisco DNA Analytics and Assurance

The result? Your network stays relevant, becomes digital ready, and is the lifeblood of your organization.

Product specifications

Part numbers

Software

Supported wireless
LAN controllers

Cisco Catalyst 9120l Access Point: Indoor environments, with internal antennas
e C9120AXI-x: Cisco Catalyst 9120 Series

Cisco Catalyst 9120E Access Point: Indoor, challenging environments, with external antennas
e C9120AXE-x: Cisco Catalyst 9120 Series

Cisco Catalyst 9120P Access Point: Indoor, professional installations
e C9120AXP-x: Cisco Catalyst 9120 Series

Cisco Catalyst 9120l Access Point: Indoor environments, with internal antennas, with embedded wireless
controller

e C9120AXI-EWC-x: Cisco Catalyst 9120 Series

Cisco Catalyst 9120E Access Point: Indoor, challenging environments, with external antennas, with embedded
wireless controller

e C9120AXE-EWC-x: Cisco Catalyst 9120 Series

Cisco Catalyst 9120P Access Point: Indoor, professional installations, with embedded wireless controller
e C9120AXP-EWC-x: Cisco Catalyst 9120 Series

Regulatory domains: (x = regulatory domain)

Customers are responsible for verifying approval for use in their individual countries. To verify approval and to
identify the regulatory domain that corresponds to a particular country, visit
https://www.cisco.com/go/aironet/compliance.

Not all regulatory domains have been approved. As they are approved, the part numbers will be available on the
Global Price List.

Cisco Wireless LAN Services

e AS-WLAN-CNSLT: Cisco Wireless LAN Network Planning and Design Service

o AS-WLAN-CNSLT: Cisco Wireless LAN 802.11n Migration Service
e AS-WLAN-CNSLT: Cisco Wireless LAN Performance and Security Assessment Service

e Cisco Unified Wireless Network Software Release 8.9.x or later

o Cisco 10S° XE Software Release 16.11 with AP Device Pack, or later

e Cisco Catalyst 9800 Series Wireless Controllers

e Cisco 3500, 5520, and 8540 Series Wireless Controllers and Cisco Virtual Wireless Controller
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802.11n version 2.0
(and related)
capabilities

802.11ac

802.11ax

Integrated antenna

External antenna
(sold separately)

Smart Antenna
Connector

Interfaces

o 4x4 MIMO with four spatial streams

e Maximal Ratio Combining (MRC)

e 802.11n and 802.11a/g beamforming

e 20- and 40-MHz channels

e PHY data rates up to 890 Mbps (40 MHz with 5 GHz and 20 MHz with 2.4 GHz)

o Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
e 802.11 Dynamic Frequency Selection (DFS)

Cyclic Shift Diversity (CSD) support

o ;x4 downlink MU-MIMO with four spatial streams

e MRC

e 802.11ac beamforming

® 20-, 40-, 80-, and 160-MHz channels

o PHY data rates up to 3.47 Gbps (160 MHz with 5 GHz)

e Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
e 802.11 DFS

e CSD support

o ;x4 downlink MU-MIMO with four spatial streams

e Uplink/downlink OFDMA

o TWT

e BSS coloring

e MRC

e 802.11ax beamforming

® 20-, 40-, 80-, and 160-MHz channels

e PHY data rates up to 5.38 Gbps (160 MHz with 5 GHz and 20 MHz with 2.4 GHz)
o Packet aggregation: A-MPDU (transmit and receive), A-MSDU (transmit and receive)
e 802.11 DFS

e CSD support

Flexible radio (either on 2.4GHz or on 5GHz)

e 2.4 GHz, peak gain 4 dBi, internal antenna, omnidirectional in azimuth

e 5 GHz, peak gain 5 dBi, internal antenna, omnidirectional in azimuth

Dedicated 5GHz radio

e 5 GHz, peak gain 4 dBi, internal antenna, omnidirectional in azimuth

e Cisco Catalyst 9120E Access Points are certified for use with antenna gains up to 6 dBi (2.4 GHz and 5 GHz)

e Cisco Catalyst 9120P Access Points) are certified for use with antenna gains up to 13 dBi (2.4 GHz and 5 GHz) with the AIR-
ANT2513-P4M-N=antenna

e Cisco offers the industry's broadest selection of antennas, delivering optimal coverage for a variety of deployment scenarios

e Supports Self-ldentifiable Antennas (SIA) on one RP-TNC port

o Available on the 9120E and on the 9120P only
e Compact multi RF connector with DART interface

e Requires the AIR-CAB002-DART-R= 2 ft smart antenna connector when used with antennas with RP-TNC connector

Required when running the flexible radio as either a second 5-GHz serving radio or a Wireless Security Monitoring radio

® 1X 100, 1000, 2500 Multigigabit Ethernet (RJ-45) — IEEE 802.3bz

Management console port (RJ-45)
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Indicators

Dimensions
(W xLxH)

Weight

Input power
requirements

Power draw

Environmental

e USB 2.0 @ 3.75W (enabled via future software)

e Status LED indicates boot loader status, association status, operating status, boot loader warnings, and boot loader errors

e Access point (without mounting brackets): Cg120l: 8.5 x 8.5 x 1.7 (21.6 X 21.6 X 4.3 cm), C9120E and Cg120P: 8.5 x 8.05% 2.0

(21.6 x21.6 x5.2.cm)”

Cisco Catalyst 9120l
e 2.871bs (1.3kg)

Cisco Catalyst 9120E/P
e 3lbs (1.36 kg)

e 802.3at Power over Ethernet Plus (PoE+), 802.3bt Cisco Universal PoE (Cisco UPOE+, Cisco UPOE®)
e Cisco power injector, AIR-PWRINJ6=

e 802.3af PoE

e Cisco power injector, AIR-PWRINJ5= (Note: This injector supports only 802.3af)

Catalyst 9120AXI

PoE Power 2.4-GHz 5-GHz radio Link speed UsSB
Consumption radio
802.3at (PoE+) 4X4 4X4 2.5G Y

Catalyst 9120AXE [ 9120AXP

PoE Power 2.4-GHz 5-GHz radio Link speed usB
Consumption radio
802.3at (PoE+) 4XL L4X4 2.5G Y

Catalyst 9220AXI [ 9120AXE / 9120AXP

PoE Power 2.4-GHz 5-GHz radio Link speed USB
Consumption radio

802.3af  PoE 1x1 1X1 1G N
802.3af  PoE 2X2 N 1G N
802.3af  PoE N 2Xx2 1G N

Cisco Catalyst 9g120AXI
e Nonoperating (storage) temperature: -22° to 158°F (-30° to 70°C)
o Nonoperating (storage) altitude test: 25°C, 15,000 ft.
e Operating temperature: 32° to 122°F (0° to 50°C)
e Operating humidity: 20% to 90% (noncondensing)

e Operating altitude test: 40°C, 9843 ft.

LLDP

25.5W

LLDP

25.5W

LLDP

13.4W
13.4W

13.4W

Note: When the ambient operating temperature exceeds 40°C, the access point will shift from 4x4 to 2x2 on both
the 2.4-GHz and 5-GHz radios, uplink Ethernet will downgrade to 1 Gigabit Ethernet; however, the USB interface will

remain enabled

Cisco Catalyst 9120AXE and 9120AXP
e Nonoperating (storage) temperature: -22° to 158°F (-30° to 70°C)
o Nonoperating (storage) altitude test: 25°C, 15,000 ft.
e Operating temperature: -4° to 122°F (-20° to 50°C)

e Operating humidity: 20% to 90% (noncondensing)

© 2019 Cisco and/or its affiliates. All rights reserved.
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e Operating altitude test: 40°C, 9843 ft.

System memory e 2048 MB DRAM

e 1024 MB flash

Warranty Limited lifetime hardware warranty

Available transmit ~ 2-4 GHz
power settings e 23.dBm (200 mMW)

e 20 dBm (100 mW)

17 dBm (50 mW)

14 dBm (25 mW)

11dBm (22.5 mW)
8 dBm (6.25 mW)

(
5dBm (3.23 mW)
2 dBm (1.56 mW)

-1dBm (0.79mW)
e -4dBm(0.39mW)

Frequency bandand A (A regulatory domain):

20-MHz operating ® 2.412 t0 2.462 GHz; 11 channels
channels
e 5.180 to 5.320 GHz; 8 channels

e 5.500 to 5.700 GHz; 8 channels
(excludes 5.600 to 5.640 GHz)

e 5.745 10 5.825 GHz; 5 channels
B (B regulatory domain):

e 2.412t0 2.462 GHz; 11 channels

e 5.180 to 5.320 GHz; 8 channels

e 5.500 to 5.700 GHz; 11 channels

e 5.745 t0 5.865 GHz; 7 channels
C (C regulatory domain):

e 2.412 t0 2.472 GHz; 13 channels

e 5.745 t0 5.825 GHz; 5 channels
D (D regulatory domain):

e 2.412t0 2.462 GHz; 11 channels

e 5.180 to 5.320 GHz; 8 channels

e 5.500 to 5.700 GHz; 11 channels

e 5.745 10 5.865 GHz; 7 channels
E (E regulatory domain):

e 2.412 t0 2.4835; 13 channels

e 5.150 t0 5.350 GHz; 8 channels

e 5.470t0 5.725 GHz; 8 channels
F (F regulatory domain):

e 2.412 t0 2.472 GHz; 13 channels

e 5.745t0 5.805 GHz; 4 channels
G (G regulatory domain):

® 2.412 t0 2.472 GHz; 13 channels

© 2019 Cisco and/or its affiliates. All rights reserved.

5 GHz
e 26 dBm (400 mW)
e 23dBm (200 MW)

20 dBm (1200 mW)

17 dBm (50 mW)

14 dBm (25 mW)

11.dBm (12.5 mW)
8 dBm (6.25 mW)

5dBm (3.23 mW)
2 dBm (1.56 mW)

e -1dBm (0.79mW)

I (I regulatory domain):
e 2.412 t0 2.472 GHz; 13 channels
e 5.180 to 5.320 GHz; 8 channels
K (K regulatory domain):
e 2.412 t0 2.472 GHz; 13 channels
e 5.180 to 5.320 GHz; 8 channels
e 5.500 to 5.620 GHz; 7 channels
e 5.745 to 5.805 GHz; 4 channels
N (N regulatory domain):
e 2.412t0 2.462 GHz; 11 channels
e 5.180 to 5.320 GHz; 8 channels
e 5.745t0 5.825 GHz; 5 channels
Q (Q regulatory domain):
e 2.412 t0 2.472 GHz; 13 channels
e 5.180 to 5.320 GHz; 8 channels
e 5.500 to 5.700 GHz; 11 channels
R (R regulatory domain):
e 2.412 t0 2.472 GHz; 13 channels
e 5.180 to 5.320 GHz; 8 channels

e 5.660 to 5.850 GHz; 11 channels
(excludes 5.480 to 5.640 GHz)

S (S regulatory domain):
e 2.412 t0 2.472 GHz; 13 channels
e 5.180 to 5.320 GHz; 8 channels
e 5.500 to 5.700 GHz; 11 channels

e 5.745t0 5.825 GHz; 5 channels

T (T regulatory domain):

e 2.412t0 2.462 GHz; 11 channels
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e 5.745t0 5.865 GHz; 7 channels

H (H regulatory domain):

e 2.412 t0 2.472 GHz; 13 channels

e 5.180 to 5.320 GHz; 8 channels

e 5.745t0 5.825 GHz; 5 channels

e 5.180 to 5.320 GHz; 8 channels

e 5.500 to 5.700 GHz; 12 channels

e 5.745t0 5.850 GHz; 7 channels
Z (Z regulatory domain):

e 2.412t0 2.462 GHz; 11 channels

e 5.180 to 5.320 GHz; 8 channels

e 5.500 to 5.700 GHz; 8 channels
(excludes 5.600 to 5.640 GHz)

e 5.745t0 5.825 GHz; 5 channels

Note: Customers are responsible for verifying approval for use in their individual countries. To verify approval and to identify the requlatory

domain that corresponds to a particular country, visit https://www.cisco.com/go/aironet/compliance

Maximum number 2.4 GHz
of nonoverlapping o 802.11bfg:

channels

o

20 MHz: 3

e 802.11n:

o

20 MHz: 3

e 802.11ax:

o

Note: This varies by regulatory domain. Refer to the product documentation for specific details for each regulatory domain.

20MHz:3

Compliance o Safety:

standards ° |EC 60950-1
° EN 60950-1
° UL 60950-1

o

o

o

o

CAN/CSA-C22.2 No. 60950-1
AS/NZS 60950-1
UL 2043

Class Ill equipment

e Emissions:

o

o

o

o

o

o

o

o

o

o

o

o

o

o

CISPR 32 (rev. 2015)

EN 55032 (rev. 2012/AC:2013)

EN 55032 (rev. 2015)

EN 55035 2010

EN61000-3-2 (rev. 2014)
EN61000-3-3 (rev. 2013)
KN61000-3-2

KN61000-3-3

AS/NZS CISPR 32 Class B (rev. 2015)
47 CFR FCC Part 15B

ICES-003 (rev. 2016 Issue 6, Class B)

VCCI-CISPR 32:2016
VCCI (V3)
CNS (rev. 13438)

© 2019 Cisco and/or its affiliates. All rights reserved.

5 GHz
e 802.11a:
° 20 MHz: 26 FCC, 16 EU
e 802.11n:
o 20 MHz: 26 FCC, 16 EU
° 40 MHz:12 FCC, 7EU
e 802.11ac/ax:
o 20 MHz: 26 FCC, 16 EU
° 40MHz:12 FCC, 7EU

o 80 MHz: 5 FCC, 3EU
° 160 MHz 2 FCC, 1 EU
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o KN-32
° KN-35
° KN 301 489-17
° TCVN 7189 (rev. 2009)
o Immunity:
o CISPR 24 (rev. 2010)
o EN 55024 [ EN 55035 (rev. 2010)
e Emissions and immunity:
o EN 301 489-1(v2.1.1 2017-02)
o EN 301 489-17 (v3.1.1 2017-02)
° QCVN (28:2014)
o KN 489-1
o KN 489-17
o EN 60601 (1-1:2015)
e Radio:

o EN 300328 (v2.1.1)

o

EN 301 893 (v2.1.1)
AS/NZS 4268 (rev. 2017)

o

o

47 CFR FCC Part 15C, 15.247, 15.407
RSP-100

RSS-GEN

RSS-247

China regulations SRRC

o

o

o

o

o

LPooo2 (rev 2018.1.10)
Japan Std. 333, Std. 66, and Std. 71
RF safety:

o

o

EN 50385 (rev. Aug 2002)
ARPANSA
AS/NZS 2772 (rev. 2016)

o

o

o

EN 62209-1 (rev. 2016)

o

EN 62209-2 (rev. 2010)

o

47 CFR Part 1.1310 and 2.1091

o

RSS-102
e |EEE standards:
° |[EEE 802.3
o |EEE 802.3ab
o |EEE 802.3af/at
o |EEE 802.11 a/b/g/n/ac/ax
o |EEE 802.11h, 802.11d
e Security:
o 802.11i, Wi-Fi Protected Access 2 (WPA2), WPA
° 802.1X
° Advanced Encryption Standard (AES)
e Extensible Authentication Protocol (EAP) types:
o EAP-Transport Layer Security (TLS)
o EAP-Tunneled TLS (TTLS) or Microsoft Challenge Handshake Authentication Protocol Version 2 (MSCHAPv2)
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o Protected EAP (PEAP) vo or EAP-MSCHAPv2
> EAP-Flexible Authentication via Secure Tunneling (EAP-FAST)

o PEAP vi or EAP-Generic Token Card (GTC)
o EAP-Subscriber Identity Module (SIM)

Data rates
supported

802.11b: 1, 2, 5.5, and 11 Mbps

802.113/q: 6, 9, 12, 18, 24, 36, 48, and 54 Mbps

802.11n data rates on 2.4 GHz (only 20 MHz and MCS o to MCS 31): and 5 GHz

MCS Index*

10
11
12
13
14
15
16
17
18
19
20

21

GI* =800 ns

20-MHz rate
(Mbps)

6.5
13
19.5
26
39

52

65
13
26
39
52
78
104
117
130
19.5
39
58.5
78
117

156

Gl =800 ns

40-MHz rate (Mbps)

13.5
27
40.5
54
81
108
121.5
135
27
54
81
108
162
216
243
270
40.5
81
121.5
162
243

324

Gl = 400 ns

20-MHz rate (Mbps)

7.2
4.4
21.7
28.9
433
57.8
65
72.2
14.4
28.9
433
57.8
86.7
115.6
130
4.4
21.7
434
65
86.7
130

173-3

Gl = 400 ns

40-MHz rate (Mbps)

15
30
45
60
90
120
135
150
30
60
90
120
180
240
270
300
45
90
135
180
270

360

*MCS Index: The Modulation and Coding Scheme (MCS) index determines the number of spatial streams, the modulation, the coding rate, and data rate

values.

* Gl: A Guard Interval (Gl) between symbols helps receivers overcome the effects of multipath delay spreads.
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22 175.5 364.5 195 405
23 195 405 216.7 450
24 26 54 28.9 60

25 52 108 57.8 120
26 78 162 86.7 180
27 104 216 115.6 240
28 156 324 173.3 360
29 208 432 231.1 480
30 234 486 260 540
31 260 540 288.9 600

802.11ac data rates (5 GHz):

o 1 6.5 13.5 7.2 15 32.5 65

29.3 58.5

1 1 13 27 58.5 117 14.4 30 65 130
2 1 19.5 40.5 87.8 175.5 217 45 97.5 195
3 1 26 54 117 234 28.9 60 130 260
4 1 39 81 175.5 351 433 90 195 390
5 1 52 108 234 468 57.8 120 260 520
6 1 58.5 121.5 263.3 526.5 65 135 292.5 585
7 1 65 135 292.5 585 72.2 150 325 650
8 1 78 162 351 702 86.7 180 390 780
9 1 - 180 390 780 - 200 433.3 866.7
o 2 13 27 58.5 117 14.4 30 65 130
1 2 26 54 117 234 28.9 60 130 260
2 2 39 81 175.5 351 433 90 195 390
3 2 52 108 234 468 57.8 120 260 520
4 2 78 162 351 702 86.7 180 390 780
5 2 104 216 468 936 115.6 240 520 1040
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6 2 117 243 526.5 1053 130 270 585 1170

7 2 130 270 585 1170 144.4 300 650 1300
8 2 156 324 702 1404 173.3 360 780 1560
9 2 - 360 780 1560 - 400 866.7 1733.4
o 3 19.5 40.5 87.8 175.5 217 45 97.5 195

1 3 39 81 175.5 351 43.3 90 195 390

2 3 58.5 121.5 263.3 526.5 65 135 292.5 585

3 3 78 162 351 702 86.7 180 390 780

4 3 117 243 526.5 1053 130 270 585 1170

5 3 156 324 702 1404 173.3 360 780 1560
6 3 175.5 364.5  789.9 1579.5 195 405 877.5 1755

7 3 195 405 877.5 1755 216.7 450 975 1950
8 3 234 486 1053 2106 260 540 1170 2340
9 3 260 540 1170 2340 288.9 600 1300 2600.1

o 4 26 54 117 234 28.8 60 130 260

1 4 52 108 234 468 57.8 120 260 520

2 4 78 162 351 702 86.6 180 390 780

3 4 104 216 468 936 115.6 240 520 1040

4 4 156 324 702 1404 173.4 360 780 1560

5 4 208 432 936 1872 231.2 480 1040 2080

6 4 234 486 1053 2106 260 540 1170 2340

7 4 260 540 1170 2340 288.8 600 1300 2600

8 4 312 648 1404 2808 346.6 720 1560 3120

9 4 - 720 1560 3120 - 800 1733 3466.8

802.11ax data rates (20 MHz on both 2.4- and 5-GHz bands and 40, 80, and 160 MHz only on 5-GHz band):
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20-MHz 40-MHz 80-MHz  160-MHz 20-MHz 40-MHz 80-MHz 160-MHz

rate rate rate rate rate (Mbps) rate rate rate

(Mbps)  (Mbps) (Mbps)  (Mbps) (Mbps) (Mbps)  (Mbps)
o 1 4.3 8 17 34 43 9 18 36
1 1 16 33 68 136 17 34 72 144
2 1 24 49 102 204 26 52 108 216
3 1 33 65 136 272 34 69 144 282
4 1 49 98 204 408 52 103 216 432
5 1 65 130 272 544 69 138 288 576
6 1 73 146 306 613 77 155 324 649
7 1 81 163 340 681 86 172 360 721
8 1 98 195 408 817 103 207 432 865
9 1 108 217 453 907 115 229 480 961
10 1 122 244 510 1021 129 258 540 1081
11 1 135 271 567 1134 143 287 600 1201
o 2 8.6 16 34 68 8.6 18 36 72
1 2 32 66 136 272 34 68 144 288
2 2 48 98 204 408 52 104 216 432
3 2 66 130 272 544 68 138 288 564
4 2 98 196 408 816 104 206 432 864
5 2 130 260 544 1088 138 276 576 1152
6 2 146 292 612 1226 154 310 648 1298
7 2 162 326 680 1362 172 344 720 1442
8 2 196 390 816 1634 206 414 864 1730
9 2 216 434 906 1814 230 458 960 1922
10 2 244 488 1020 2042 258 516 1080 2162
11 2 270 542 1134 2268 286 574 1200 2402
o 3 12.9 24 51 102 12.9 27 54 108
1 3 48 99 204 408 51 102 216 432
2 3 72 147 306 612 78 156 324 648
3 3 99 195 408 816 102 207 432 846
4 3 147 294 612 1224 156 309 648 1296
5 3 195 390 816 1632 207 414 864 1728
6 3 219 438 918 1839 231 465 972 1947
7 3 243 489 1020 2043 258 516 1080 2163
8 3 294 585 1224 2451 309 621 1296 2595
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324
366

405

14.4
21.6
29.7
441
58.5

72.9
88.2

109.8
121.5
77
28.8

59-4

651
732
813

1084

29.7
44.1
58.5
88.2
117.0
131.4
146.7
175.5
195.3
219.6
243.9
14.4
59-4
88.2

117.0

1359
1530

1701

1088
1224
1360
1632
1812
2040

2268

15.3

91.8

122.4
183.6
244.8
275.4
306.0
367.2
407.7
459.0
510.3
30.6

122.4
183.6

244.8

2721 345 687 1440 2883
3063 387 774 1620 3243
3402 429 861 1800 3603
136 17.2 36 72 144

544 68 136 288 576

816 104 208 432 864

1088 136 276 576 1128
1632 208 412 864 1728
2176 276 552 1152 2304
2452 308 620 1296 2596
2724 344 688 1440 2884
3268 412 828 1728 3460
3628 460 916 1920 3844
4084 516 1032 2160 4324
4536 572 1148 2400 4804

30.6

122.4
183.6
244.8
367.2
489.6
551.7
612.9
735-3
816.3
918.9
1020.6
61.2
244.8
367.2
489.6
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4 2 88.2 176.4 367.2 734-4
5 2 117.0 234.0 489.6 979.2
6 2 131.4 262.8 550.8 1103.4
7 2 145.8 293.4 612.0 1225.8
8 2 176.4 351.0 734.4 1470.6
9 2 194.4 390.6 815.4 1632.6
10 2 219.6 439.2 918.0 1837.8
11 2 243.0 487.8 1020.6 2041.2
o 3 11.6 21.6 45.9 91.8

1 3 43.2 89.1 183.6 367.2
2 3 64.8 132.3 275.4 550.8
3 3 891 175.5 367.2 734-4
4 3 132.3 264.6 550.8 1101.6
5 3 175.5 351.0 7344 1468.8
6 3 197.1 394.2 826.2 1655.1
7 3 218.7 440.1 918.0 1838.7
8 3 264.6 526.5 1101.6 2205.9
9 3 291.6 585.9 1223.1 2448.9
10 3 329.4 658.8 1377.0 2756.7
11 3 364.5 731.7 1530.9 3061.8
o 4 15.5 28.8 61.2 122.4
1 4 57.6 118.8 244.8 489.6
2 4 86.4 176.4 367.2 7344
3 4 118.8 234.0 489.6 979.2
4 4 176.4 352.8 7344 1468.8
5 4 234.0 468.0  979.2 1958.4
6 4 262.8 525.6 1101.6 2206.8
7 4 291.6 586.8 1224.0 2451.6
8 4 352.8 702.0 1468.8 2941.2
9 4 388.8 781.2 1630.8 3265.2
10 4 439.2 878.4 1836.0 3675.6
11 4 486.0 975.6 2041.2 4082.4

© 2019 Cisco and/or its affiliates. All rights reserved. Page 18 of 32



Item Specification

1 Mbps 1 - - 23 -98 - -

11 Mbps 1 - o 23 -90 = B

6 Mbps 1 23 -96 23 -95 23 -96
24 Mbps 1 23 -86 23 -86 23 -86
54 Mbps B 23 77 23 77 23 77
MCSo 1 23 -96 23 -96 23 -96
MCSy4 A 23 -85 23 -85 23 -85
Mcs7 B 23 78 23 77 23 78
mcss8 2 23 -93 23 -93 23 “94
MCS12 2 23 -81 23 -82 23 -82
MCSa1s5 2 23 74 23 74 23 -75
MCS16 3 23 -92 23 -92 23 -92
MCS20 3 23 -80 23 -80 23 -81
MCS23 3 23 73 23 73 23 73
MCS24 4 23 -91 23 -91 23 -91
MCS28 & 23 74 23 74 23 74
MCS31 4 23 -72 23 -71 23 -72
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MCSo 1 23 -95 . - 23 -95
MCS4 1 23 -83 - - 23 -83
MCS7 1 23 -75 - ) 23 75
MCS8 2 23 -90 - - 23 -91
MCSa2 2 23 -79 - - 23 -80
MCS1s5 2 23 -72 - - 23 -72
MCS16 3 23 -89 - - 23 -90
MCS20 3 23 -78 - - 23 -78
MCS23 3 23 -70 - - 23 -71
MCS24 4 23 -88 - - 23 -88
MCS30 4 23 -71 - - 23 -71
MCS31 4 23 -69 - - 23 -69
maewrt

MCSo 1 23 -96 - - 23 -96
MCS4 e 23 -85 - - 23 -85
MCS7 1 23 -77 . B 23 77
MCS8 B 23 73 . . 23 T4
MCSg 1 - - - - - -

MCSo 2 23 -94 . - 23 -94
MCSs4 2 23 -81 - - 23 -82
MCS7 2 23 -75 . B 23 -75
McCs8 2 23 71 - - 23 -71
MCSg 2 - - - - - -

MCSo 3 23 -92 - - 23 -92
MCSy 3 23 -80 - - 23 -80
MCS7 3 23 74 - N 23 73
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MCS8 3 23 -70 - - 23 -70
MCSg 3 - - - - - -

MCSo 4 23 -91 - - 23 -91
MCS4 4 23 79 : : 23 79
MCS7 4 23 -72 - - 23 -72
MCS8 4 23 -68 - - 23 -68
MCS9 4 - - - - - -

802.11ac VHT40

MCSo 1 23 -95 - . 23 -95
MCS4 1 23 -82 - - 23 -82
Mcsy * 23 75 : : 23 75
MCS8 3 23 -71 - - 23 -71
MCSgq 1 22 -70 - - 22 -68
MCSo 2 23 -91 - - 23 -91
MCS4 2 23 -79 - ) 23 79
MCS7 2 23 -72 - - 23 -72
MCS8 2 23 -68 - - 23 -69
MCSg 2 22 -66 - - 22 -68
MCSo 3 23 -90 - - 23 -90
MCS4 3 23 -78 - - 23 -78
MCS7 3 23 -70 - - 23 -70
MCS8 3 23 -67 - - 23 -67
MCSg 3 22 -65 - - 22 -65
MCSo 4 23 -88 - - 23 -88
MCSy 4 23 -77 . ) 23 77
MCS7 4 23 -69 - - 23 -69
MCS8 4 23 -65 - - 23 -66
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MCSgq 4 22 -63 - - 22 -64
e
MCSo 1 23 -91 - - 23 -91
MCSy 1 23 -79 - B 23 79
MCS7 1 23 -72 - - 23 -72
MCS8 1 23 -68 - - 23 -68
MCSg 1 22 -66 - - 22 -66
MCSo 2 23 -88 - - 23 -88
MCS4 2 23 -76 - - 23 -76
MCS7 2 23 -68 - - 23 -69
MCS8 2 23 -65 - - 23 -65
MCSg 2 22 -63 - - 22 -64
MCSo 3 23 -86 - - 23 -86
MCSy 3 23 74 . . 23 Th
MCS7 3 23 -67 - N 23 -67
MCS8 3 23 -64 - - 23 -64
MCSg 3 22 -62 - - 22 -62
MCSo 4 23 -85 - - 23 -85
MCS4 4 23 -73 - . 23 73
MCS7 4 23 -66 - - 23 -66
MCs8 4 23 -62 - - 23 -62
MCSg 4 22 -60 - - 22 -61
e
MCSo 1 23 -85 23 -85
MCS4 1 23 -73 23 -73
MCS7 1 23 -66 23 -66
MCS8 4 23 -62 23 -62
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MCSgq 1 22 -60 22 -60
MCSo 2 23 -82 23 -82
MCSy 2 23 -70 23 -70
MCS7 2 23 -63 23 -63
McCs8 2 23 -59 23 59
MCSg 2 22 -57 22 -57
MCSo 3 23 -80 23 -80
MCSg 3 23 -69 23 -69
MCS7 3 23 -62 23 -62
Mmcss8 3 23 -58 23 -58
MCSg 3 - -

MCSo 4 75 78 23 -78
MCSg 4 23 -67 23 -67
MCS7 4 23 -59 23 -60
MCS8 4 23 -56 23 -56
MCSg 4 22 -54 22 -54

802.11ax HE20

MCSo E 23 -95 23 94 23 -95
MCSy 2 23 -83 23 -82 23 -82
MCS7 1 23 -76 21 -76 23 -76
MCS8 1 23 -72 21 -71 23 -72
MCSgq 1 22 -70 21 -70 22 -71
MCSao0 a 20 -67 19 -66 20 -66
MCSaa1 1 20 -64 19 -63 20 -64
MCSo 2 23 -92 23 -91 23 -92
MCS4 2 23 -80 23 -80 23 -80
McCs7 2 23 74 21 73 23 74

© 2019 Cisco and/or its affiliates. All rights reserved. Page 23 0f 32



MCS8 2 23 -69 21 -69 23 -70
MCSg 2 22 -68 21 -68 22 -68
MCSao0 2 20 -64 19 -63 20 -65
MCSa1 2 0 -61 19 -61 20 -61
MCSo 3 23 -90 23 -89 23 -90
MCS4 3 23 -79 23 -78 23 -79
MCS7 3 23 -72 21 -71 23 -72
MCS8 3 23 -68 21 -67 23 -68
MCSgq 3 22 -67 21 -66 22 -67
MCSz10 3 0 -63 19 -62 20 -63
MCS11 3 20 -60 19 -59 50 -60
MCSo 4 23 -88 23 -87 23 -88
MCSy 4 23 -77 23 -77 23 77
MCS7 4 23 -70 21 -70 23 -70
MCS8 4 23 -66 21 -66 2 -67
MCSg 4 22 -64 21 -65 22 -65
MCS10 4 20 -62 19 -61 20 -62
MCSa11 4 5@ -59 19 -58 20 -59

802.11ax HE40

MCSo 1 23 -92 - . 23 -93
MCS4 1 23 -80 - - 23 -80
Mcs7 B 23 74 . . 23 T4
MCS8 a 23 -70 - - 23 -69
MCSgq 1 22 -68 - - 22 -68
MCSao0 a 20 -65 - - 20 -65
MCSa11 1 20 -61 - - 20 -61
MCSo 2 23 -89 - - 23 -89
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MCSy 2 23 77 . . 23 -78
MCS7 2 23 -70 - - 23 -71
MCS8 2 23 -66 - - 23 -67
MCSg 2 22 -65 - - 22 -65
MCS10 2 20 -62 - - 20 -62
MCSia 2 20 -59 - ) 20 59
MCSo 3 23 -87 - - 23 -87
MCS4 3 23 -76 - - 23 -76
MCS7 3 23 -69 - - 23 -69
MCS8 3 23 -65 - - 23 -65
MCSg 3 22 -63 - - 22 -63
MCS10 3 20 -60 - - 20 -60
MCS11 3 20 -57 - . 20 -57
MCSo 4 23 -85 - - 23 -85
MCSg b 23 74 . . 23 Th
MCS7 4 23 -67 . . 23 -67
MCS8 4 23 -63 - - 23 -64
MCSg 4 22 -61 - - 22 -62
MCS10 4 20 -58 - - 20 -58
MCS11 4 20 -55 - . 20 -55

802.11ax HE8o

MCSo 1 23 -88 - - 23 -89
MCSg4 a 23 -78 - - 23 -78
MCS7 1 23 -70 - - 23 -71
MCS8 1 23 -67 . . 23 -67
MCSg 1 22 -65 - - 22 -65
MCSz10 a 20 -61 - - 20 -61
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MCSa1 1 20 -59 - - 20 -59
MCSo 2 23 -86 - - 23 -86
MCSy 2 23 -74 . ) 23 75
MCS7 2 23 -67 - - 23 -67
McCs8 2 23 -64 - - 23 -63
MCSg 2 22 -61 - - 22 -62
MCS10 2 20 -58 - - 20 -58
MCSaa 2 20 -55 - ) 20 -55
MCSo 3 23 -84 - - 23 -84
MCS4 3 23 A - ) 23 73
MCS7 3 23 -66 - - 23 -66
Mcs8 3 23 -62 - - 23 -62
MCSgq 3 22 -60 - - 22 -60
MCSa1o0 8 20 -57 - - 20 -56
MCSaa1 3 20 -54 - - 20 -54
MCSo 4 23 -82 - - 23 -82
MCSy 4 23 -71 - - 23 -71
MCS7 4 23 -64 - - 23 -64
MCS8 4 23 -60 - - 23 -60
MCSg 4 25 -58 - - 22 -58
MCSz10 4 20 -55 - ) 20 -55
MCS11 4 20 -52 - - 20 -52

802.11ax HE160

MCSo 1 23 -86 - - 23 -86
MCS4 1 23 -75 - ) 23 -75
MCS7 1 23 -67 - - 23 -68
MCS8 i 23 -64 - - 23 -64
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MCSgq 1 22 -62 - - 22 -62
MCS10 a 20 -58 - - 20 -58
MCS11 1 20 -56 - - 20 -56
MCSo 2 23 -83 - - 23 -83
MCS4 2 23 -71 - - 23 -72
MCS7 2 23 -64 - - 23 -64
MCS8 2 23 -60 - - 23 -61
MCSg 2 22 -58 - ) 22 -59
MCS10 2 20 -54 - ) 20 -55
MCS11 2 20 -52 - . 20 -53
MCSo 3 23 -81 - - 23 -81
MCS4 3 23 -70 - - 23 -70
MCS7 3 23 -62 - - 23 -62
MCS8 3 23 -59 - - 23 -59
MCSg 3 22 -58 - ) 22 -57
MCSz10 3 20 -53 - - 20 -53
MCS11 3 20 -51 - - 20 -51
MCSo 4 23 -79 . . 23 -79
MCSy 4 23 -68 - - 23 -68
MCS7 4 23 -61 - - 23 -61
MCS8 4 23 -59 - . 23 -57
MCSg 4 22 -55 - - 22 -56
MCSao0 4 20 -51 - - 20 -52
MCSa1 & 20 -49 - - 20 -49
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Cisco Catalyst 9120i - 2.4 GHz Antenna Patterns

Cisco C9120AXI Antenna Patterns
Cisco C9120AXI Antenna Patterns
2.4 GHz - Azimuth - Dual Band Antenna Elements 24GHz- .

2.4 GHz Azimuth 2.4 GHz Elevation

Cisco Catalyst 9120i - 5 GHz Antenna Patterns

Cisco C9120AXI Antenna Patterns Cisco C9120AXI Antenna Patterns
5 GHz - Azimuth - Dual Band Antenna Elements § GHz - Elevation - Dual Band Antenna Elements.

5 GHz Azimuth 5 GHz Elevation
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Cisco Catalyst 9120i - 5 GHz Antenna Patterns

Single Band - Single Radiating Element (SRE) antennas

Cisco C9120AXI Antenna Patterns
5 GHz - Azimuth - Single Band Antenna Eloments Cisco C9120AXI Antenna Patterns
5 GHx - Elovation - Single Band Antenna Elements

5 GHzmAzimuth 5 GHz Elevation

Cisco Catalyst 9120i - RF ASIC Antenna

Cisco C9120AXI Antenna Patterns Cisco C9120AXI Antenna Patterns
Azimuth - Dual Band AUX Antenna Elovation - Dual Band AUX Antenna

Azimuth Elevation
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Cisco Catalyst 9120i - BLE Antenna Patterns

Cisco C9120AXI Antenna Patterns Cisco C9120AXI Antenna Patterns
2.4 GHz - Azimuth - Bluetooth Antenna 2.4 GHz - Elevation - Bluetooth Antenna

Azil:1uth Elevation

Figure 1.
Antenna radiation patterns

Packaging

The Cisco Catalyst 9100 Series requires mandatory Smart Licensing. This provides ease of use for Cisco DNA license
management, consumption, and tracking. The Cisco Catalyst 9100 Series uses packaging that includes vastly simplified
base network packages (Network Essentials and Network Advantage) and term-based software packages (Cisco DNA
Essentials, Cisco DNA Advantage) as add-ons. The Cisco DNA packages, in addition to on-box capabilities, also unlock
additional functionality in Cisco DNA Center, enabling controller-based software-defined automation and assurance in
your network.

The Cisco Catalyst 9100 Series can support 3 types of Cisco DNA license: Cisco DNA Essentials, Cisco DNA Advantage and
Cisco DNA Premier. The Cisco DNA licenses provide Cisco innovations on the AP. The Cisco DNA license also includes the
Network Essentials and Network Advantage licensing options which cover wireless fundamentals such as 802.1x
authentication, QoS, PnP etc, telemetry and visibility, SSO, as well as security controls. These Network essentials and
Network advantage components are perpetual and is valid till the life of the AP. Cisco DNA subscription licenses have to
be purchased for a 3-, 5-, or 7-year subscription term. However, upon expiry of Cisco DNA license, Cisco DNA features will
expire, whereas network essentials and network advantage features will remain.

Note that it is not required to deploy Cisco DNA Center just to use one of the above packages. Refer to
https://www.cisco.com/c/dam/en/us/products/collateral/software/one-wireless-subscription/q-and-a-c67-739601.pdf for

additional details about the Essentials and Advantage packages.

For information about feature support please refer to the Cisco Catalyst 9100 Series Release Notes.
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Managing Licenses with Smart Accounts

Creating Smart Accounts by using the Cisco Smart Software Manager (CSSM) enables you to order devices and licensing
packages and also manage your software licenses from a centralized website. You can set up the Smart Account to
receive daily email alerts and to be notified of expiring add-on licenses that you want to renew. A Smart Account is
mandatory for Catalyst 9100 access points. For more information on Smart Account refer to
https://www.cisco.com/go/smartaccounts.

Warranty information

The Cisco Catalyst 9120 Series Access Points come with a limited lifetime warranty that provides full warranty coverage
of the hardware for as long as the original end user continues to own or use the product. The warranty includes 10-day
advance hardware replacement and ensures that software media are defect-free for go days. For more details, visit
https://www.cisco.com/go/warranty.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions, operations, and
extended operations or supply chain is provided in the “Environment Sustainability” section of Cisco’s Corporate Social

Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic

Information on product material content laws and regulations Materials
Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current legal
developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to date. This
information is subject to change without notice.

Cisco Services

With Cisco Services, you can achieve infrastructure excellence faster with less risk. From initial WLAN readiness
assessment to implementation, full solution support and in-depth training, our services for the Cisco Catalyst 9120 Access
Points provide expert guidance to help you successfully plan, deploy, manage, and support your new access points. With
unmatched networking expertise, best practices, and innovative tools, Cisco Services can help you reduce overall
upgrade, refresh, and migration costs as you introduce new hardware, software, and protocols into the network. With a
comprehensive lifecycle of services, Cisco experts will help you minimize disruption and improve operational efficiency to
extract maximum value from your Cisco DNA ready infrastructure.
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Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business transformation

and help you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate
growth. In more than 100 countries, our flexible payment solutions can help you acquire hardware, software, services and
complementary third-party equipment in easy, predictable payments. Learn more.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https://www.cisco.com/go/offices.
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,

go to this URL: https://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Printed in USA C78-742115-03 10/19
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Built for Security, 10T, and Cloud

The Cisco® Catalyst® 9500 Series switches are the next generation of enterprise-class core and
aggregation layer switches, supporting full programmability and serviceability. Based on an x86 CPU, the
Cisco Catalyst 9500 Series is Cisco’s lead purpose-built fixed core and aggregation enterprise switching
platform, built for security, l0T, and cloud. The switches come with a 4-core x86, 2.4-GHz CPU, 16-GB
DDR4 memory, and 16-GB internal storage.

The Cisco Catalyst 9500 Series is the industry’s first purpose-built 25, 40 and 100 Gigabit Ethernet line of
switches targeted for the enterprise campus. These switches deliver unmatched table scale
(MAC/route/ACL) and buffering for enterprise applications. The Cisco Catalyst 9500 Series includes
nonblocking 40 and 100 Gigabit Ethernet Quad Small Form-Factor Pluggable (QSFP+, QSFP28) and 1, 10
and 25 Gigabit Ethernet Small Form-Factor Pluggable Plus (SFP/SFP+/SFP28) switches with granular port
densities that fit diverse campus needs. The switches support advanced routing and infrastructure services
(such as Multiprotocol Label Switching [MPLS] Layer 2 and Layer 3 VPNs, Multicast VPN [MVPN], and
Network Address Translation [NAT]); Cisco Software-Defined Access capabilities (such as a host tracking
database, cross-domain connectivity, and VPN Routing and Forwarding [VRF]-aware Locator/ID Separation
Protocol [LISP]); and network system virtualization with Cisco StackWise® virtual technology that are critical
for their placement in the campus core. The Cisco Catalyst 9500 Series also supports foundational high-
availability capabilities such as patching, Graceful Insertion and Removal (GIR), Cisco Nonstop Forwarding
with Stateful Switchover (NSF/SSO), redundant platinum-rated power supplies, and fans.

The foundation of Software-Defined Access

Advanced persistent security threats. The exponential growth of Internet of Things (IoT) devices. Mobility
everywhere. Cloud adoption. All of these require a network fabric that integrates advanced hardware and
software innovations to automate, secure, and simplify customer networks. The goal of this network fabric
is to enable customer revenue growth by accelerating the rollout of business services.

The Cisco Digital Network Architecture (Cisco DNA) with Software-Defined Access (SD-Access) is the
network fabric that powers business. It is an open and extensible, software-driven architecture that
accelerates and simplifies your enterprise network operations. The programmable architecture frees your
IT staff from time-consuming, repetitive network configuration tasks so they can focus instead on
innovation that positively transforms your business. SD-Access enables policy-based automation from
edge to cloud with foundational capabilities. These include:

o Simplified device deployment

« Unified management of wired and wireless networks
o Network virtualization and segmentation

e Group-based policies

o Context-based analytics

The Cisco Catalyst 9500 Series switches form the foundational building block for Software-Defined
Access-Cisco’s leading enterprise architecture.
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Product overview
Product highlights

« Cisco Unified Access™ Data Plane (UADP) Application-Specific Integrated Circuit (ASIC) ready for
next-generation technologies with its programmable pipeline, microengine capabilities, and
template-based, configurable allocation of Layer 2 and Layer 3 forwarding, Access Control Lists
(ACLs), and Quality-of-Service (QoS) entries

e Intel® 2.4-GHz x86 CPU with up to 120 GB of USB 3.0 or up to 960 GB of SATA SSD storage for
container-based application hosting

o Up to 6.4-Tbps switching capacity with up to 2 Bpps of forwarding performance

e Up to 32 nonblocking 100 Gigabit Ethernet QSFP28 ports

o Up to 32 nonblocking 40 Gigabit Ethernet QSFP+ ports

o Up to 48 nonblocking 25 Gigabit Ethernet SFP28 ports

e Up to 48 nonblocking 10 Gigabit Ethernet SFP+ ports

e Platinum-rated AC/DC power supplies

o Up to 512,000 Flexible NetFlow (FNF) entries in hardware

e Up to 36 MB of unified buffer per ASIC

« Up to 212,000 routing entries (IPv4/IPv6) for high-end campus core and aggregation deployments
e IPv6 support in hardware, providing wire-rate forwarding for IPv6 networks

« |IEEE 802.1ba AV Bridging (AVB) built in to provide a better AV experience through improved time
synchronization and QoS

« Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization with sub-
microsecond accuracy, making it suitable for distribution and synchronization of time and frequency
over the network

e Dual-stack support for IPv4/IPv6 and dynamic hardware forwarding table allocations, for ease of
IPv4-to-1Pv6 migration

o Support for both static and dynamic NAT and Port Address Translation (PAT)
« Scalable routing (IPv4, IPv6, and multicast) tables and Layer 2 tables

« Cisco I0S® XE Software, a modern operating system for the enterprise with support for model-
driven programmability, on-box Python scripting, streaming telemetry, container-based application
hosting, and patching for critical bug fixes. The OS also has built-in defenses to protect against
runtime attacks

« Cisco StackWise® Virtual technology, a network system virtualization technology that increases
operational efficiency and boosts nonstop communications and scaled system bandwidth

o Highest wireless scale for Wi-Fi 6 and 802.11ac Wave 2 access points supported on a single switch

o SD-Access: With the Cisco Catalyst 9500 Series, you can be part of the future of networking with
features that include:
o Policy-based automation from edge to cloud

o Segmentation and micro-segmentation made easy, with predictable performance and scalability
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o Automation and network assurance through the Cisco DNA Center Appliance
o Faster launch of new business services and significantly improved issue resolution time

o SD-Access Embedded Wireless: The Cisco Catalyst 9800 embedded wireless controller software
package can be installed on Cisco Catalyst 9500 Series Switches to enable wireless controller
functionality for distributed branches and small campuses. Once installed, the embedded wireless
controller running on a Cisco Catalyst 9500 Series Switch can support up to 200 APs and 4000 clients.
A maximum of two wireless controllers can be enabled per site on two different Cisco Catalyst 9500
Series Switches, which will increase the scale up to 400 APs and 8000 wireless clients per site.

o The Cisco Catalyst 9800 embedded wireless controller software package will enable wireless
functionality only for SD-Access deployments, with two supported topologies:

o It can be enabled on Cisco Catalyst 9500 Series Switches functioning as a co-located border and
control plane.

> It can be enabled on Cisco Catalyst 9500 Series Switches functioning as fabric in a box.

« Cisco Plug and Play (PnP) enabled: A simple, secure, unified, and integrated offering to ease new
branch or campus device rollouts or updates to an existing network

e Advanced security:
> Encrypted Traffic Analytics (ETA): You benefit from the power of machine learning to identify and take
actions toward threats or anomalies in your network, including malware detection in encrypted traffic
and distributed anomaly detection. Additionally, ETA is able to detect vulnerable implementations in
encrypted traffic

o Support for AES-256 with the powerful MACsec 256-bit encryption algorithm available on all models

> Trustworthy solutions: Secure Unique Device Identification (SUDI) support for Plug and Play, enabling
tamper-proof device identity capability, which secures zero-touch provisioning by allowing your device
to show a certificate to the server to be able to get onto your network

Platform details

Switch models and configurations
All switches ship with the 650W/950W/1600W AC power supply as default

Figures 1 through 8 show the Cisco Catalyst 9500 Series Switches

Figure 1.
C9500-32C: Cisco Catalyst 9500 Series high-performance switch with 32x 100 Gigabit Ethernet
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Figure 2.
C9500-32QC: Cisco Catalyst 9500 Series high-performance switch with 32x 40 or 16x100 Gigabit Ethernet
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Figure 3.
C9500-48Y4C: Cisco Catalyst 9500 Series high-performance switch with 48x 1/10/25G Gigabit Ethernet + 4x
40/100G Uplink

Figure 4.

C9500-24Y4C: Cisco Catalyst 9500 Series high-performance switch with 24x 1/10/25G Gigabit Ethernet + 4x
40/100G Uplink
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Figure 5.
C9500-24Q: Cisco Catalyst 9500 Series switch with 24x 40G Gigabit Ethernet
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Figure 6.
C9500-12Q: Cisco Catalyst 9500 Series switch with 12x 40G Gigabit Ethernet

Figure 7.
C9500-40X: Cisco Catalyst 9500 Series switch with 40x 1/10G Gigabit Ethernet

Figure 8.
C9500-16X: Cisco Catalyst 9500 Series switch with 16x 1/10G Gigabit Ethernet
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Table 1 shows the Cisco Catalyst 9500 Series configurations

Table 1.  Cisco Catalyst 9500 Series configurations and port density

Description 1G port |10G 25G port | 40G 100G 10G port 25G port
density | port density port Port density density with
density density |density |with breakout
breakout cable
cable
C9500-32C Cisco Catalyst 9500 - - - 32(64) 32(64) 96 96
Series high-
performance 32-port
100 Gigabit Ethernet
switch with QSFP28
C9500-32QC  Cisco Catalyst 9500 - - - 32(64) 16(32) - -
Series high-
performance 32-port
40 Gigabit Ethernet

switch with QSFP+

C9500-48Y4C Cisco Catalyst 9500 48 (96) 48(96) 48 (96) 4 (8) 4 (8) - -
Series high-
performance 48-port
1/10/25G Gigabit
Ethernet switch with
SFP28

C9500-24Y4C Cisco Catalyst 9500 24 (48) 24 (48) 24 (48) 4 (8) 4 (8) - -
Series high-
performance 24-port
1/10/25G Gigabit
Ethernet switch with
SFP28

C9500-24Q  Cisco Catalyst 9500 24 (48) - 96 -
Series 24-port 40
Gigabit Ethernet

switch with QSFP+

C9500-12Q  Cisco Catalyst 9500 - - = 12 (24) - 48 -
Series 12-port 40
Gigabit Ethernet
switch with QSFP+

C9500-40X Cisco Catalyst 9500 48 (96) 48 (96) - 2 (4) - 8 -
Series 40-port 1/10
Gigabit Ethernet
Switch with
SFP/SFP+

C9500-16X  Cisco Catalyst 9500 24 (48) 24 (48) - 2(4) - 8 -
Series 16-port 1/10
Gigabit Ethernet
switch with SFP/SFP+

All numbers in the above table are for the standalone switch, except where indicated in parentheses () for StackWise Virtual:
“with uplink module.
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Network modules

The Cisco Catalyst 9500 Series Switches support optional network modules for uplink ports on some of the
configurations.

The default switch configuration does not include the network module. When you purchase the switch, you
can choose from the network modules described in Tables 2 and 3.

Table 2. Network module numbers and descriptions

C9500-NM-8X Cisco Catalyst 9500 Series Network Module 8-port 1/10 Gigabit Ethernet with SFP/SFP+

C9500-NM-2Q Cisco Catalyst 9500 Series Network Module 2-port 40 Gigabit Ethernet with QSFP+

Table 3. Network module matrix

C9500-32C No No
C9500-32QC No No
C9500-48Y4C No No
C9500-24Y4C No No
C9500-24Q No No
C9500-12Q No No
C9500-40X Yes Yes
C9500-16X Yes Yes

Figure 9.
Cisco Catalyst 9500 Series network module 8-port 1/10 Gigabit Ethernet with SFP/SFP+

Figure 10.
Cisco Catalyst 9500 Series network module 2-port 40 Gigabit Ethernet with QSFP+
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Accessories

The Cisco Catalyst 9500 Series Switches support optional accessories.

The default switch configuration does not include the accessories - these need to be selected during
configuration.

Table 4.  Accessories and descriptions

C9500-ACCKITH-191= Accessory Kit for Cisco Catalyst 9500 Series - High-End - 19" rack mount
C9500-ACCKITH-231= Accessory Kit for Cisco Catalyst 9500 Series - High-End - 23" rack mount
C9500-4PTH-KIT= Extension rails and brackets for four-point mounting for Cisco Catalyst 9500 Series - High-End
C9500-ACC-KIT-191= Accessory Kit for Cisco Catalyst 9500 Series - 19" rack mount

C9500-ACC-KIT-23l= Accessory Kit for Cisco Catalyst 9500 Series - 23" rack mount

C9500-4PT-KIT= Extension rails and brackets for four-point mounting for Cisco Catalyst 9500 Series
SSD-120G Cisco pluggable USB3.0 SSD storage - 120 GB

C9K-F1-SSD-240G Cisco pluggable SSD storage - 240 GB

C9K-F1-SSD-480G Cisco pluggable SSD storage - 480 GB

C9K-F1-SSD-960G Cisco pluggable SSD storage - 960 GB

Table 5.  Accessory matrix

C9500-32C Yes Yes Yes Yes No No No No Yes Yes Yes
C9500-32QC Yes Yes Yes Yes No No No No Yes Yes Yes
C9500-48Y4C Yes Yes Yes Yes No No No No Yes Yes Yes
C9500-24Y4C Yes Yes Yes Yes No No No No Yes Yes Yes
C9500-24Q No No No No Yes Yes Yes Yes No No No
C9500-12Q No No No No Yes Yes Yes Yes No No No
C9500-40X No No No No Yes Yes Yes Yes No No No
C9500-16X No No No No Yes Yes Yes Yes No No No
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Figure 11 shows the 240-GB SSD storage.

Figure 11.
240-GB SSD storage

Power supplies and fan tray

The Cisco Catalyst 9500 Series Switches support dual 1+1 redundant power supplies. The switches ship
with one power supply by default. The second power supply can be purchased at the time the switch is
ordered or at a later time. If only one power supply is installed, it should always be in power supply bay #1.

The switches also ship with up to five field-replaceable variable-speed fans. These have front-to-back
airflow and can operate with up to one individual fan failure. The fan trays support fan-tray Online Insertion
and Removal (OIR) and can support a maximum fan speed of up to 24,000 rpm.

Table 6 shows the maximum fans and fan trays for each configuration.

Table 6. Fan and fan tray matrix

m FAN-T4-R (Max # of fans) C9K-T1-FANTRAY (Max # of fans)

C9500-32C Yes (5) No
C9500-32QC No Yes (4)
C9500-48Y4C No Yes (4)
C9500-24Y4C No Yes (4)
C9500-24Q Yes (5) No
C9500-12Q Yes (5) No
C9500-40X Yes (5) No
C9500-16X Yes (5) No

Figures 12 through 14 show the power supplies available for the Cisco Catalyst 9500 Series

Figure 12.
950W AC power supply
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Figure 13.

650W AC power supply

Figure 14.

1600W AC power supply

Tables 7 and 8 provides more details on the Cisco Catalyst 9500 Series power supplies

Table 7.

Power supply

feature

Power max
rating

Input-voltage
range and
frequency

Power supply
efficiency

Input current

Output ratings

Output holdup
time

950W

AC 90 to 264
VAC, 47 to 63
Hz

94%

AC 10A at
115VAC, 5 A
at 230VAC

12V at 79A,
12V at 3A

AC = 10 ms at
maximum load

Power supply specifications

PWR-C4-
950WDC-R

950W
-36Vdc~ -

72Vdc

91% at 48Vin,
50% load

22.6A @ 48Vin,
950W

950W

Tms
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C9K-PWR-

650WAC-R

650W

AC 90VAC to
264VAC, 47 to
63 Hz

94% (Typ)

AC 6.8A Max at
115VAC, 3.4 A
Max at 230VAC
(when full
loading)

12Vmain at
54A, 12Vsb at
3A

AC =20
ms minimum for
system

C9K-PWR- C9K-PWR-

930WDC-R 1600WAC-R

930W 1600W

DC -40VDCto AC 90VAC to

-72VDC 140VAC and
180VAC to
264VAC 47 to
63 Hz

92% (Typ) 94% (Typ)

DC 23A max at AC 10.5A Max

-48VDC (when at 115VAC

full loading) (1050W), 7.8 A
Max at 230VAC
(1600W)

12Vmain at 12Vmain at

54A, 12Vsb at  133A, 12Vsb at

3A 3A

AC =8 AC =20

ms minimum for ms minimum for

system system

C9K-PWR-
1600WDC-R

1600W

DC -40VDC to
-72VDC

92% (Typ)

DC 40A max at
-48VDC (when
full loading)

12Vmain at
133A, 12Vsb at
3A

AC =5 ms
minimum for
system
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Power supply PWR-C4- PWR-C4- C9K-PWR- C9K-PWR- C9K-PWR- C9K-PWR-
feature 950WAC-R 950WDC-R 650WAC-R 930WDC-R 1600WAC-R 1600WDC-R

Power-supply AC IEC 60320 AC IEC 60320 Molex Minifit AC IEC 60320  Amphenol

input receptacles C16 C14 44540-1001 Cc16 C10-638976-
000

Power cord AC 15A DC 40A AC 10A DC 40A AC 15A DC 70A

rating

Table 8. BTU Details for 9500 Power Supplies

Total output BTU C9K-PWR- C9K-PWR- C9K-PWR- | C9K-PWR- |PWR-C4- PWR-C4-
(Note: 1000 BTU/hr = 293W) - |1600WAC-R | 1600WDC-R [650WAC-R |930WDC-R |950WAC-R |950WDC-R

Model

C9500-32C 1064 1087 N/A N/A N/A N/A
C9500-32QC N/A N/A 532 544 N/A N/A
C9500-48Y4C N/A N/A 544 544 N/A N/A
C9500-24Y4C N/A N/A 426 435 N/A N/A
C9500-24Q N/A N/A N/A N/A 2900 2976
C9500-12Q N/A N/A N/A N/A 1536 1562
C9500-40X with 10G NM N/A N/A N/A N/A 1467 1451
C9500-40X with 40G NM N/A N/A N/A N/A 1365 1376
C9500-16X with 10G NM N/A N/A N/A N/A 941 967
C9500-16X with 40G NM N/A N/A N/A N/A 904 930

Table 9 shows the power supplies supported in the Cisco Catalyst 9500 Series Switches

Table 9. Power supply matrix

C9K-PWR- C9K-PWR- |C9K-PWR- C9K-PWR- |PWR-C4- PWR-C4-
1600WAC-R | 1600WDC-R |650WAC-R [930WDC-R |950WAC-R |950WDC-R
Yes Yes No No No No

C9500-32C

C9500-32QC No No Yes Yes No No
C9500-48Y4C No No Yes Yes No No
C9500-24Y4C No No Yes Yes No No
C9500-24Q No No No No Yes Yes
C9500-12Q No No No No Yes Yes
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C9K-PWR- |C9K-PWR- |C9K-PWR- |C9K-PWR- |PWR-C4- PWR-C4-
1600WAC-R |1600WDC-R |650WAC-R |930WDC-R |950WAC-R |950WDC-R

C9500-40X Yes Yes

C9500-16X No No No No Yes Yes

Switch performance
Table 10 shows performance specifications for the Cisco Catalyst 9500 Series Switches

Table 10. Performance specifications

Performance numbers for [€C9500- C9500- C9500- C9500- C9500- C9500- C9500-
all switch models 24Q 12Q 40X 16X 32C 32QC 48Y4C

ASIC UADP 2.0 UADP 3.0
Up to Upto 960 Upto960 Upto480 Upto6.4 Upto3.2 Upto3.2 Upto
Switching capacity 1920 Gbps Gbps Gbps Tbps™ Tbps™ Tbps™ 2.0Tbps™
Gbps
Up to Upto 720 Upto720 Upto360 Upto?2 Upto 1 Upto1 Upto 1
Forwarding rate 1440 Mpps Mpps Mpps Bpps Bpps Bpps Bpps
Mpps
Total number of MAC Up to 64,000 Up to 82,000
addresses
Total number of IPv4 Up to 64,000 indirect” Up to 212,000 indirect + direct”
routes (Address Up to 80,000 host’ Up to 90,000 host/ARP"

Resolution Protocol [ARP]
plus learned routes)

Total number of IPv6 Up to 32,000 indirect” Up to 212,000 indirect + direct’
routes Up to 40,000 host” Up to 90,000 host”
Total number of IPv4 Up to 32,000 Up to 32,000°
Multicast routes

Total number of IPv6 Up to 16,000 Up to 32,000
Multicast routes

QoS ACL scale Up to 18000 Up to 16000°
Security ACL scale Up to 18000 Up to 27000°

FNF entries Up to 512,000 Up to 98,000°
DRAM 16 GB 16 GB

Flash 16 GB 16 GB

VLAN IDs 4094 4094
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Performance numbers for [C9500- C9500- C9500- C9500- C9500- C9500- C9500- C9500-
all switch models 24Q 12Q r:11).4 16X 32C 32QC 48Y4C 24Y4C

Total Switched Virtual 1000 1000
Interfaces (SVIs)
Jumbo frame 9198 bytes 9216 bytes

“Varies based on selected flexible ASIC template.
" Line rate for 187byte packet size and above.

By host routes, it means any /32 routes, including those are learned indirectly (such as over OSPF or other
routing protocols).

This does not mean that it can install 80,000 directly connected clients (/32) for attached VLANs/SVIs. In
other words, directly connected routes in engineering term means, any /32 prefix (that includes clients
attached to switch's own VLAN/SVI and those /32 prefixes learned over any routing protocols as well).

An indirectly connected route is a route with a prefix other than /32.

Important note

UADP 2.0 based C9500-12Q, C9500-24Q, C9500-40X, and C9500-16X support 32,000 adjacency in
hardware. So essentially, they can support up to ~32,000 directly attached clients (including all adjacency)
in their own VLAN/SVI.

UADP 3.0 based C9500-32C, 32QC, 24Y4C, and 48Y4C support 80,000 adjacency for SVI, with SDM
template of distribution and 90,000 direct routes for all supported templates when a Layer 3 routed port is
used.

Flexible ASIC templates

Flexible ASIC templates enable universal deployments by leveraging the UADP’s ability to create resources
to optimize table sizes for different places in the network. Based on how the switch is used in the network,
an appropriate flexible ASIC template may be selected to configure the switch for specific features.

The following flexible ASIC templates are supported on the Cisco Catalyst 9500 Series.
o Distribution: Maximizes system resources for MAC and security
o Core: Maximizes system resources for unicast and multicast routing
o SDA: Maximizes system resources to support fabric deployment

o NAT: Maximizes system resources for Layer 3 and NAT to support collapsed core WAN
deployments
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Table 11 describes the ASIC templates
Table 11. ASIC template descriptions

Template numbers for models |Distribution
C9500-32C, C9500-32QC, template
C9500-24Y4C, C9500-48Y4C

Core template

NAT template

SDA template

IPv4/IPv6(LPM/Host) 114,000
Multicast route(IPv4/IPv6) 16,000
IGMP/MLD snooping 2,000
MAC address 82,000
SGT label 32,000
NetFlow/ASIC 98,000
Security ACL 27,000
QoS ACL 16,000
PBR/NAT 3,000
Tunnel/MACsec 3000
LISP 1000
SPAN 1000
STP Instances 1000

Control Plane Policing (CoPP) 1000

NetFlow ACL 1000 ingress,
1000 egress

212,000
32,000
2,000
32,000
32,000
64,000
27,000
16,000"
3,000
3000
1000
1000
1000
1000

1000 ingress,
1000 egress

"ACL allocation is configurable between ingress, egress, IPv4, non IPv4

Template numbers for models |Distribution
C9500-12Q, C9500-24Q, template

C9500-40X, C9500-16X

Core template

212,000
32,000
2,000
32,000
32,000
64,000
20,000°
8,000
15,500
2000
1000
1000
1000
1000

1000 ingress,
1000 egress

SDA template

212,000
32,000
2,000
32,000
32,000
64,000
27,000
16,000"
2000
3000
2000
1000
1000
1000

1000 ingress,
1000 egress

NAT template

IPv4/IPv6 LPM 64,000 / 32,000
IPv4/IPv6 host 48,000 / 24,000
IPv4/ IPv6 Multicast route 16,000 / 8,000
IGMP/MLD snooping 16,000

MAC address 64,000

SGT label 8000
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64,000 / 32,000
32,000 / 16,000
32,000 / 16,000
16,000
16,000

8000

64,000 / 32,000
80,000 / 40,000
16,000 / 8,000
16,000

16,000

8000

64,000 / 32,000
48,000 / 24,000
32,000/ 16,000
16,000
16,000

8000

Page 15 of 39



Template numbers for models |Distribution Core template SDA template NAT template
C9500-12Q, C9500-24Q, template

C9500-40X, C9500-16X

NetFlow/ASIC 128,000 128,000 128,000 128,000

Security ACL 18,000 18,000 18,000 18,000

QoS ACL 18,000 18,000 18,000 3000

PBR/NAT 2000 2000 2000 16,000

Tunnel/MACsec 1000 1000 1000 1000

LISP 1000 1000 1000 1000

SPAN 1000 1000 1000 1000

STP instances 256 256 256 256

CoPP 1000 1000 1000 1000

NetFlow ACL 1000 ingress, 1000 ingress, 1000 ingress, 1000 ingress,
2000 egress 2000 egress 2000 egress 2000 egress

Cisco SD-Access architecture

Enterprises are in search of ways to transform their operations to add digital capabilities that enhance
service delivery and asset management. Cisco SD-Access provides this transformational shift in building
and managing networks. It provides faster, easier, and improved business efficiency with investment
protection for enhanced business outcomes. By decoupling network functions from hardware, SD-Access
helps ensure policy compliance, allows you to launch new business services faster, and improves issue
resolution times significantly. At the same time, it is open and extensible and can significantly reduce your
operational expenses.

Cisco SD-Access enables policy-based automation from edge to cloud with foundational capabilities.
These include simplified device deployment, unified management of wired and wireless networks, network
virtualization and segmentation, group-based policies, and context-based analytics. With these
fundamental features in place, key use cases can now be orchestrated. These use cases include user
mobility, secure segmentation, user onboarding and policies, loT integration, guest access, context-based
troubleshooting, and data center and cloud integration.

Cisco StackWise Virtual

StackWise Virtual is an advanced stacking technology that supports both core and distribution deployments
through multiple topologies. It provides higher scale for system virtualization at the network layer. The
Cisco Catalyst 9500 Series with Network Advantage License supports StackWise Virtual with a 2-node
topology.

StackWise Virtual in the distribution layer of the network interacts with the access and core layer switches
as if it were a single logical switch. An access/core switch connects to both switches of the StackWise
Virtual switch using one logical port channel called a Multichassis EtherChannel (MEC). The MEC enables
the StackWise Virtual switches to provide redundancy and load balancing on the port channel.
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This capability enables a loop-free Layer 2 network topology, since the StackWise Virtual switches are
treated as one logical switch for both access and core switches. The StackWise Virtual switch also
simplifies the Layer 3 network topology by presenting itself as one logical switch, thus reducing the
number of routing peers in the network.

Platform benefits
Cisco 10S XE

The Cisco Catalyst 9500 Series opens a completely new paradigm in network configuration, operation, and
monitoring through network automation. Cisco’s automation solution is open, standards-based, and
extensible across the entire lifecycle of a network device. The various mechanisms that bring about
network automation are outlined below, based on a device lifecycle.

o Automated device provisioning: This is the ability to automate the process of upgrading software
images and installing configuration files on Cisco Catalyst switches when they are being deployed in
the network for the first time. Cisco provides both turnkey solutions such as Plug and Play and off-
the-shelf tools such as Zero-Touch Provisioning (ZTP) and Preboot Execution Environment (PXE)
that enable an effortless and automated deployment.

o API-driven configuration: Modern network switches such the Cisco Catalyst 9500 Series support a
wide range of automation features and provide robust open APIs over Network Configuration
Protocol (NETCONF) and RESTCONF using YANG data models for external tools, both off-the-shelf
and custom built, to automatically provision network resources.

o Granular visibility: Model-driven telemetry provides a mechanism to stream data from a switch to a
destination. The data to be streamed is driven through subscription to a data set in a YANG model.
The subscribed data set is streamed out to the destination at configured intervals. Additionally,
Cisco I0S XE enables the push model, which provides near-real-time monitoring of the network,
leading to quick detection and rectification of failures.

« Seamless software upgrades and patching: To enhance OS resilience, Cisco I0S XE supports
patching, which provides fixes for critical bugs and security vulnerabilities between regular
maintenance releases. This support allows customers to add patches without having to wait for the
next maintenance release.

Security

« Encrypted Traffic Analytics (ETA)": ETA is a unique capability for identifying malware in encrypted
traffic coming from the access layer. Since more and more traffic is becoming encrypted, the
visibility this feature provides related to threat detection is critical for keeping your network secure
at different layers.

« Advanced Encryption Standard (AES)-256 MACsec encryption: AES is the IEEE 802.1AE standard
for authenticating and encrypting packets between switches and endpoints. The Cisco Catalyst
9500 Series Switches support 256-bit and 128-bit AES on all ports at all speeds, providing the
most secure link encryption (switch to switch).

o Trustworthy solutions: Cisco Trust Anchor Technologies provide a highly secure foundation for
Cisco products. In the Cisco Catalyst 9500 Series, these trustworthy solutions enable hardware and
software authenticity assurance for supply chain trust and strong mitigation against man-in-the-
middle attacks on software and firmware.
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« Image signing: Cryptographically signed images provide assurance that the firmware, BIOS, and
other software are authentic and unmodified. As the system boots, the system's software signatures
are checked for integrity.

« Object group ACLs (ipv4 and ipv6): Object groups for ACLs allow the classification of users,
devices, or protocols into groups and apply those groups to ACLs to create access control policies
for those groups. This feature allows the use of object groups instead of individual IP addresses,
protocols, and ports, which are used in conventional ACLs.

e Secure Boot: Cisco Secure Boot technology anchors the boot sequence chain of trust to immutable
hardware, mitigating threats against a system's foundational state and the software that is to be
loaded, regardless of a user's privilege level. It provides layered protection against the persistence
of illicitly modified firmware.

o Cisco Trust Anchor module: A tamper-resistant, strong cryptographic, single-chip solution
provides hardware authenticity assurance to uniquely identify the product so that its origin can be
confirmed to Cisco, providing assurance that the product is genuine.

Resiliency and high availability

« Cisco StackWise Virtual: StackWise Virtual is an advanced stacking technology that supports both
core and distribution deployments. It provides higher scale for system virtualization at the network
layer. The Cisco Catalyst 9500 Series with Network Advantage License supports StackWise Virtual
with a 2-node topology.

» Software Maintenance Upgrades (SMUs): The SMU is a package that can be installed on a system
to provide a patch fix or security resolution to a released image. SMUs allow you to address the
network issue quickly while reducing the time and scope of the testing required. The Cisco I0S XE
platform internally validates the SMU compatibility and does not allow you to install noncompatible
SMUs. All SMUs are integrated into the subsequent Cisco IOS XE Software maintenance releases.

« Graceful Insertion and Removal (GIR): GIR isolates a switch from the network in order to perform
debugging or an upgrade operation. By using the switch maintenance mode, GIR can systematically
eject a Cisco Catalyst 9500 Series Switch from the network with zero or minimal disruption to the
network service. When a switch is in maintenance mode, it is isolated from the active forwarding
paths in the network. Maintenance tasks, such as real-time debugging, hardware replacement, or
software upgrade/downgrade, can be performed without affecting the production traffic. When
maintenance tasks are completed, the GIR function places the switch back into the network
without impact.

o Flexlink+: Flexlink+ allows the setting up of active and backup interfaces or port channels, which
can provide Layer 2 failover redundancy without the use of Spanning Tree Protocol (STP). Flexlink+
is currently supported on the C9500-12Q, C9500-24Q, C9500-40X, and C9500-16X models.

« MKA High Availability: MKA sessions are now SSO-aware. In the event of failure of the active

switch, the standby switch takes over the existing MKA sessions in a minimally disruptive
switchover.
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Flexible NetFlow

Flexible NetFlow (FNF): Cisco I0S°® Software FNF is the next generation in flow visibility technology,
allowing optimization of the network infrastructure, reducing operation costs, and improving
capacity planning and security incident detection with increased flexibility and scalability. The Cisco
Catalyst 9500 Series is capable of up to 512,000 flow entries.

Application visibility and control

Next-Generation Network Based Application Recognition (NBAR2): NBAR2 enables advanced
application classification techniques, accuracy with up to 1400 predefined and well-known
application signatures and up to 150 encrypted applications on the Cisco Catalyst 9000 Series.
Some of the most popular applications included are Skype, Office 365, Microsoft Lync, Cisco
WebEx®, and Facebook. Many others are already predefined and easy to configure. NBAR2 provides
the network administrator with an important tool to identify, control, and monitor end-user
application usage while helping ensure a quality user experience and securing the network from
malicious attacks. It uses FNF to report application performance and activities within the network
to any supported NetFlow collector, such as Cisco Prime®, Cisco Stealthwatch®, or any compliant
third-party tool. NBAR2 is currently supported on the C9500-12Q, C9500-24Q, C9500-40X, and
C9500-16X models.

Audio video bridging

Audio Video Bridging (AVB): With Cisco I0S XE Software Release 16.8, selected models of the
Cisco Catalyst 9500 Series now support the IEEE 802.1 AVB standard. This standard enables highly
reliable delivery of low-latency, time-synchronized AV streaming services through Layer 2 Ethernet
networks. The standard also makes it easier to integrate new services and for AV equipment from
different vendors to interoperate. Whether the AV endpoint connections are analog or are inflexible
digital one to one, the network transport enables many-to-many transparent plug-and-play
connections for multiple AV endpoints. AVB is currently supported on the C9500-12Q, C9500-24Q,
C9500-40X, and C9500-16X models.

Benefits

Improves quality of experience by lowering jitter and latency for time-synchronized delivery of high-
quality AV.

Provides scalability of applications across networked deployments, including expansive and
complex AV infrastructure.

Lowers Total Cost of Ownership (TCO) with reduced cabling (lowers CapEx) and no license fees
(lowers OpEX).

“ AVB is supported on the C9500-12Q, C9500-24Q, C9500-40X, and C9500-16X models. For more details about AVB, refer

to https://www.cisco.com/go/avb.
Superior QoS
QoS technologies are a set of tools and techniques for managing network resources and are considered
the key enabling technologies for the transparent convergence of voice, video, and data networks. QoS on
the Cisco Catalyst 9500 Series consists of classification and marking, policing and markdown, scheduling,
shaping, and queuing functions. A modular QoS command-line framework provides consistent platform-
independent and flexible configuration behavior. The 9500 Series also supports 2-level hierarchical or
nested policies.
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Subinterfaces

Layer 3 interfaces forward IPv4 and IPv6 packets to another device using static or dynamic routing
protocols. You can use Layer 3 interfaces for IP routing and inter-VLAN routing of Layer 2 traffic.
Subinterfaces can also be created on Layer 3 port channels.

MPLS is supported on Layer 3 subinterfaces.

BGP EVPN with VXLAN
Virtual Extensible LAN (VXLAN) Border Gateway Protocol (BGP) Ethernet VPN (EVPN)

VXLAN is a network overlay that allows layer 2 segments to be stretched across an IP core. All the benefits
of layer 3 topologies are thereby available with VXLAN. The overlay protocol is VXLAN and BGP uses EVPN
as the address family for communicating end host MAC and IP addresses.

Service discovery

« Multicast DNS (mDNS) gateway: This service discovery gateway capability facilitates the sharing of
services advertised using the Apple mDNS (Bonjour) protocol (such as printers, Apple TVs and file
services across the network). Additionally, the administrator can create policies defining which
services can be seen and accessed by the users in the network. This capability facilitates a Bring-
Your-Own-Device (BYOD) rollout.

Smart operation

o Bluetooth ready: The Cisco Catalyst 9500 Series has hardware support to connect a Bluetooth
dongle to your switch, enabling you to use this wireless interface as a management port. This port
functions as an IP management interface and can be used for configuration and troubleshooting
using the WebUI or the Command-Line Interface (CLI), and to transfer images and configurations.

« WebUI: WebUIl is an embedded GUI-based device-management tool that provides the ability to
provision the device, to simplify device deployment and manageability and to enhance the user
experience. WebUl comes with the default image. There is no need to enable anything or install any
license on the device. You can use WebUI to build a day-1 configuration and from then on monitor
and troubleshoot the device without having to know how to use the CLI.

e RFID tags: The Cisco Catalyst 9500 Series switches have an embedded RFID tag that facilitates
easy asset and inventory management using commercial RFID readers.

o Blue beacon: The Cisco Catalyst 9500 Series Switches support a blue beacon LED for easy
identification of the switch being accessed.

High-performance IP routing

o |IP routing protocols provide the fundamental infrastructure for the delivery of advanced IP services
across the Cisco Catalyst 9500 Series. Whether based on Internet Engineering Task Force (IETF)
standards or Cisco innovations, these protocols enable Cisco to offer the broadest portfolio of IP
routing technologies. All share industry-leading scalability, availability, manageability, fast
convergence, and high-performance capabilities.

« |P unicast routing protocols (including static; Routing Information Protocol version 1 [RIPv1], version
2 [RIPv2], and next generation [RIPng]; and Open Shortest Path First [OSPF] routed access) are
supported for small network routing applications with the Network Essentials stack.
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« Advanced IP unicast routing protocols (such as OSPF, Enhanced Interior Gateway Routing Protocol
[EIGRP], Border Gateway Protocol Version 4 [BGPv4], and Intermediate System-to-Intermediate
System Version 4 [IS-ISv4]) are supported for load balancing and for constructing scalable LANs.
IPv6 routing (using OSPFv3 and EIGRPv6) is supported in hardware for maximum performance.

« Protocol-Independent Multicast (PIM) for IP multicast routing is supported, including PIM Sparse
Mode (PIM SM), bidirectional PIM, and Source-Specific Multicast (SSM).

o |IPv6 addressing is supported on interfaces with appropriate show commands for monitoring and
troubleshooting.

e Seamless MPLS integrates multiple networks into a single MPLS domain. This removes the need for
service-specific configurations in network transport nodes.
Software requirements

e The Cisco Catalyst 9500 Series Switches run on Cisco IOS XE Software version 16.5.1a or later.
This software release includes all the features listed earlier in the Platform Benefits section. Table 12
lists the minimum software requirements for the switch models.

Table 12. Minimum software requirements

m Description Minimum software requirement

C9500-32C Cisco Catalyst 9500 Series 32-port 40/100 Gigabit Ethernet with Cisco I0S XE Software
QSFP+/QSFP28 Release 16.8.1a

C9500-32QC Cisco Catalyst 9500 Series 32-port 40 Gigabit Ethernet with Cisco I0S XE Software
QSFP+ / 16-port 100 Gigabit Ethernet with QSFP28 Release 16.8.1a

C9500-48Y4C Cisco Catalyst 9500 Series high-performance 48-port 1/10/25G Cisco |I0S XE Software
Gigabit Ethernet switch with SFP/SFP+/SFP28 Release 16.8.1a

C9500-24Y4C Cisco Catalyst 9500 Series high-performance 24-port 1/10/25G Cisco I0S XE Software
Gigabit Ethernet switch with SFP/SFP+/SFP28 Release 16.8.1a

C9500-24Q Cisco Catalyst 9500 Series 24-port 40 Gigabit Ethernet with Open Cisco I0S XE Software
QSFP+ Release 16.5.1a

C9500-12Q Cisco Catalyst 9500 Series 12-port 40 Gigabit Ethernet with Open Cisco 10S XE Software
QSFP+ Release 16.6.1

C9500-40X Cisco Catalyst 9500 Series 40-port 1/10 Gigabit Ethernet with Open Cisco I0S-XE Software
SFP/SFP+ Release 16.6.1

C9500-16X Cisco Catalyst 9500 Series 16-port 1/10 Gigabit Ethernet with Open Cisco I0S-XE Software
SFP/SFP+ Release 16.8.1

Licensing

Packaging

The Cisco Catalyst 9000 family introduced new packaging that includes vastly simplified base network
packages (Network Essentials and Network Advantage) and term-based software packages (Cisco DNA
Premier, Cisco DNA Advantage and Cisco DNA Essentials). The Cisco DNA packages, in addition to on-
box capabilities, also unlock additional functionality in Cisco DNA Center, enabling controller-based
software-defined automation in your network.
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For information about feature support on specific models, please refer to the Cisco Feature Navigator
(https://cfn.cloudapps.cisco.com/ITDIT/CEN/jsp/index.jsp) and the Cisco Catalyst 9500 Series Release
Notes.

License consumption is further simplified to following two combinations:

Essentials: This consists of Perpetual Network Essentials and a term-based (3-, 5-, or 7-year) Cisco DNA
Essentials package.

Advantage: This consists of Perpetual Network Advantage and a term-based (3-, 5-, or 7-year) Cisco
DNA Advantage package.

Note that it is not required to deploy Cisco DNA Center just to use one of the above packages Refer to

c67- 739601 pdf for additional details about the Essentials and Advantage packages.

Table 13. Network Essentials and Advantage package features

Network Network
Essentials Advantage

Switch fundamentals

Layer 2, Routed Access (RIP, EIGRP Stub, OSPF - Up to 1000 routes),PBR, PIM Stub
Multicast (up to 1000 routes)), PVLAN, VRRP, PBR, CDP, QoS, FHS, 802.1x, Macsec-128,
CoPP, SXP, IP SLA Responder, SSO

Advanced switch capabilities and scale X v
BGP, EIGRP, HSRP, IS-IS, BSR, MSDP, PIM SM, PIM SSM, PIM-BIDIR", IP SLA, OSPF

Network segmentation X v
VRF, VXLAN, LISP, SGT, MPLS, mVPN

Automation v v
NETCONF, RESTCONF, gRPC, YANG, PnP Agent, ZTP/Open PnP, GuestShell (On-Box

Python)

Telemetry and visibility v/ v
Model-driven telemetry, sampled NetFlow, SPAN, RSPAN

High availability and resiliency X v
NSF, GIR,” ISSU, StackWise Virtual

loT integration X v
AVB,” PTP, Constrained Application Protocol (CoAP)"

Security X v
MACsec-256
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Table 14. Cisco DNA Essentials and Advantage package features

Cisco DNA Cisco DNA Cisco DNA

Essentials Advantage Premier

Switch features

Optimized network deployments X v v
Cisco DNA Service for Bonjour

Advanced telemetry and visibility 4 v v
Full Flexible NetFlow, EEM

Optimized telemetry a visibility X v v
ERSPAN, AVC (NBAR2), App Hosting (in Containers/VMs), Wireshark

Advanced security X v 4
Encrypted Traffic Analytics (ETA)"

Cisco DNA Center features

Day 0 network bring-up automation v v v

Cisco Network Plug-n-Play application, network settings, device
credentials, LAN Automation, Host onboarding

Element management 4 v v

Discovery, inventory, topology, software image, licensing, and configuration
management

Element management X v v
Patch Management
Basic Assurance 4 v/ v

Health Dashboards - Network, Client, Application; Switch and Wired Client
Health Monitoring

SD-Access X v v
Policy-based Automation and Assurance for Wired and Wireless

SD-Access Embedded Wireless X v v

Cisco Catalyst 9800 wireless software package to enable wireless
controller functionality™

Network assurance and analytics X v v

Global Insights, Trends, Compliance, Custom Reports; Switch 360, Wired
Client 360; Fabric and Non-Fabric Insights; App Health, App 360, App
Performance (Loss, Latency, Jitter)

“Feature will be available in future software releases

“Note: A purchase of Cisco DNA Advantage or Cisco DNA Premier per access point is required in order to enable the wireless
controller functionality on Cisco Catalyst switches.
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Specifications

Dimensions, physical specifications, weight, and mean time between failures (MTBF)

Table 15 lists the dimensions, physical specifications, weight, and MTBF for the Cisco Catalyst 9500 Series
Switches

Table 15. Dimensions, physical specifications, weight, and MTBF

SKU C9500-32C C9500- C9500- C9500- C9500- C9500- C9500- C9500-
32QC 48YC 24YC 12Q 24Q 40X 16X

Dimensions 1.73x17.5 1.73x17.5x 18.0in 1.73x 17.5x 21.52in

(HxW x D) x21.21in

Rack Units (RU) 1RU

Chassis with 2 power 25.64 Ib 21.85ILb  21.96 b 20.99 Ib 25.751b (11.68 kg) 23.61b

supplies and built-In  (11.63 kg) (9.91 kg) (9.96 kg) (9.52 kg) (10.7 kg)

fan

Input voltage 90 to 264 VAC’ 90 to 264 VAC’

Operating 32° to 104°F (0° to 40°C) 32° to 104°F (0° to 40°C)

temperature

Storage temperature -4° to 149°F (‘200 to 65° C) -4° to 149°F (_200 to 65° C)

Relative humidity Ambient (noncondensing) operating: 5% to 90%

operating and Ambient (noncondensing) nonoperating and storage: 5% to 95%

nonoperating
noncondensing

NEBS criteria levels ~ NEBS:
o Normal operating temperature range: 5C to 40C (up to 1829 meters (6000 ft)

e Short term operating temperature range: -5C to 55C

e Normal Relative Humidity range: 5% to 85%

e Short term Relative Humidity range: 5% to 93%

e Operating Altitude: up to 1829 m (6000 ft) at 55C

e ETSI 300-019 Requirements are covered under GR-63-CORE with some deviations.

o SR-3580 NEBS level 3 (GR-63-CORE, to current issue, GR-1089-CORE, to current issue

Altitude Operation up to 13,000 feet at 40°C Operation up to 6000 feet at 55°C and 13,000
feet at 45°C

MTBF (hours) 212,820 307,200 316,960 336,780 276,430 230,770 277,310 315,790
“ Minimum input voltage is 90VAC, and maximum input voltage is 264VAC.

Optics/transceivers modules
The link below has the matrix of supported optics/transceivers for the Cisco Catalyst 9500 Series.

For the latest Cisco Optics/transceivers modules compatibility information, refer to
https://tmgmatrix.cisco.com
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Management and standards support

Table 16 shows management and standards support for the Cisco Catalyst 9500 Series

Table 16. Management and standards support

Cisco Catalyst 9500 Cisco Catalyst 9500 High Performance

Management

BRIDGE-MIB
CISCO-BRIDGE-EXT-MIB
CISCO-BULK-FILE-MIB
CISCO-CABLE-DIAG-MIB

CISCO-CALLHOME-MIB
CISCO-CEF-MIB
CISCO-CIRCUIT-INTERFACE-MIB
CISCO-DEVICE-LOCATION-MIB
CISCO-DHCP-SNOOPING-MIB
ENTITY-VENDORTYPE-OID-MIB
CISCO-EIGRP-MIB
CISCO-EMBEDDED-EVENT-MGR-MIB
CISCO-ENTITY-FRU-CONTROL-MIB
CISCO-ENTITY-SENSOR-MIB
CISCO-RTTMON-ICMP-MIB
CISCO-802-TAP-MIB
CISCO-ACCESS-ENVMON-MIB
CISCO-DATA-COLLECTION-MIB
CISCO-DYNAMIC-ARP-INSPECTION-MIB
CISCO-ENERGYWISE-MIB
CISCO-ENHANCED-IMAGE-MIB
CISCO-ENHANCED-MEMPOOL-MIB
CISCO-ENTITY-ASSET-MIB
CISCO-ENTITY-DIAG-MIB
CISCO-ENTITY-EXT-MIB
CISCO-ENTITY-PERFORMANCE-MIB
CISCO-ENTITY-QFP-MIB

CISCO-ENVMON-MIB
CISCO-ETHER-CFM-MIB
ENTITY-MIB
CISCO-ERR-DISABLE-MIB
CISCO-CONFIG-COPY-MIB
CISCO-FLOW-MONITOR-MIB
CISCO-FTP-CLIENT-MIB
CISCO-HSRP-EXT-MIB
CISCO-HSRP-MIB
CISCO-IETF-BFD-MIB
CISCO-IETF-PPVPN-MPLS-VPN-MIB
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BGP4-MIB

BRIDGE-MIB
CISCO-ACCESS-ENVMON-MIB
CISCO-AUTH-FRAMEWORK-MIB

CISCO-BGP4-MIB
CISCO-BRIDGE-EXT-MIB
CISCO-BULK-FILE-MIB
CISCO-CABLE-DIAG-MIB
CISCO-CALLHOME-MIB
CISCO-CDP-MIB

CISCO-CEF-MIB
CISCO-CLASS-BASED-QOS-MIB
CISCO-CONFIG-COPY-MIB
CISCO-CONFIG-MAN-MIB
CISCO-CONTEXT-MAPPING-MIB
CISCO-DATA-COLLECTION-MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-EIGRP-MIB
CISCO-EMBEDDED-EVENT-MGR-MIB
CISCO-ENHANCED-IMAGE-MIB
CISCO-ENHANCED-MEMPOOL-MIB
CISCO-ENTITY-ASSET-MIB
CISCO-ENTITY-EXT-MIB
CISCO-ENTITY-FRU-CONTROL-MIB
CISCO-ENTITY-SENSOR-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-ENVMON-MIB
CISCO-ERR-DISABLE-MIB
CISCO-FLASH-MIB
CISCO-FTP-CLIENT-MIB
CISCO-HSRP-EXT-MIB
CISCO-HSRP-MIB
CISCO-IETF-BFD-MIB
CISCO-IETF-DHCP-SERVER-EXT-MIB
CISCO-IETF-DHCP-SERVER-MIB
CISCO-IETF-ISIS-MIB
CISCO-IETF-PPVPN-MPLS-VPN-MIB
CISCO-IF-EXTENSION-MIB
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CISCO-IETF-PW-MPLS-MIB
CISCO-IF-EXTENSION-MIB
CISCO-IGMP-FILTER-MIB
CISCO-IMAGE-LICENSE-MGMT-MIB
CISCO-IP-TAP-MIB
CISCO-CONFIG-MAN-MIB
CISCO-IP-CBR-METRICS-MIB
CISCO-IP-STAT-MIB
CISCO-IP-URPF-MIB
CISCO-L2L3-INTERFACE-CONFIG-MIB
CISCO-LAG-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-LOCAL-AUTH-USER-MIB
CISCO-MEDIA-METRICS-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-MAC-NOTIFICATION-MIB
CISCO-MDI-METRICS-MIB
CISCO-FLASH-MIB
CISCO-OSPF-MIB
CISCO-MEMORY-POOL-MIB
CISCO-MPLS-LSR-EXT-STD-MIB
CISCO-NBAR-PROTOCOL-DISCOVERY-MIB
CISCO-NHRP-EXT-MIB
CISCO-NTP-MIB

CISCO-PAGP-MIB
CISCO-PORT-SECURITY-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-POWER-ETHERNET-EXT-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PROCESS-MIB
CISCO-PRODUCTS-MIB
CISCO-RF-MIB
CISCO-RTP-METRICS-MIB
CISCO-STP-EXTENSIONS-MIB
CISCO-SYSLOG-MIB
CISCO-TCP-MIB
CISCO-UDLDP-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
HC-RMON-MIB

IF-MIB

CISCO-HC-RMON-MIB
IEEE8021-LAG-MIB
LLDP-EXT-MED-MIB
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CISCO-IGMP-FILTER-MIB
CISCO-IMAGE-LICENSE-MGMT-MIB
CISCO-IMAGE-MIB
CISCO-IP-CBR-METRICS-MIB
CISCO-IP-STAT-MIB
CISCO-IP-URPF-MIB
CISCO-IPMROUTE-MIB
CISCO-IPSLA-AUTOMEASURE-MIB
CISCO-IPSLA-ECHO-MIB
CISCO-IPSLA-JITTER-MIB
CISCO-L2-CONTROL-MIB
CISCO-L2L3-INTERFACE-CONFIG-MIB
CISCO-LAG-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-LISP-EXT-MIB
CISCO-LOCAL-AUTH-USER-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-MAC-NOTIFICATION-MIB
CISCO-MEMORY-POOL-MIB
CISCO-MPLS-LSR-EXT-STD-MIB
CISCO-NHRP-EXT-MIB
CISCO-NTP-MIB

CISCO-OSPF-MIB
CISCO-OSPF-TRAP-MIB
CISCO-PAE-MIB
CISCO-PAGP-MIB

CISCO-PIM-MIB

CISCO-PING-MIB

CISCO-PKI-MIB
CISCO-PORT-SECURITY-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PROCESS-MIB
CISCO-PRODUCTS-MIB
CISCO-RESILIENT-ETHERNET-PROTOCOL-MIB
CISCO-RTTMON-ICMP-MIB
CISCO-RTTMON-IP-EXT-MIB
CISCO-RTTMON-MIB
CISCO-RTTMON-RTP-MIB
CISCO-SNMP-TARGET-EXT-MIB
CISCO-STP-EXTENSIONS-MIB
CISCO-SYSLOG-MIB
CISCO-TCP-METRICS-MIB
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IP-FORWARD-MIB
IP-MIB

HC-ALARM-MIB

RFC1213-MIB

LLDP-MIB

MAU-MIB

MPLS-L3VPN-STD-MIB
MPLS-LSR-STD-MIB
MPLS-VPN-MIB
OLD-CISCO-CHASSIS-MIB
OLD-CISCO-CPU-MIB
OLD-CISCO-INTERFACES-MIB
OLD-CISCO-IP-MIB
OLD-CISCO-SYS-MIB
OLD-CISCO-TCP-MIB
OLD-CISCO-TS-MIB
OLD-CISCO-MEMORY-MIB
CISCO-POWER-ETHERNET-MIB
CISCO-RMON2-MIB
CISCO-RMON-MIB

SNMPv2-MIB

UDP-MIB

CISCO-IMAGE-MIB
CISCO-STACKWISE-MIB
SMON-MIB

SONET-MIB

TCP-MIB
CISCO-IPSEC-FLOW-MONITOR-MIB
CISCO-IPSEC-MIB
CISCO-IPSEC-PROVISIONING-MIB
CISCO-IPSLA-AUTOMEASURE-MIB
CISCO-IPSLA-ECHO-MIB
CISCO-IPSLA-JITTER-MIB
CISCO-L2-CONTROL-MIB
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CISCO-TCP-MIB
CISCO-TRUSTSEC-INTERFACE-MIB
CISCO-TRUSTSEC-MIB
CISCO-TRUSTSEC-POLICY-MIB
CISCO-TRUSTSEC-SERVER-MIB
CISCO-TRUSTSEC-SXP-MIB
CISCO-UDLDP-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
CISCO-VRF-MIB
CISCO-VTP-MIB

ENTITY-MIB
ENTITY-STATE-MIB
EtherLike-MIB

HC-ALARM-MIB
HC-RMON-MIB
IEEE8021-PAE-MIB
IEEE8023-LAG-MIB

IF-MIB

IGMP-STD-MIB
IP-FORWARD-MIB

IP-MIB

IPMROUTE-STD-MIB

LISP-MIB

LLDP-EXT-MED-MIB

LLDP-MIB

MAU-MIB
MPLS-L3VPN-STD-MIB
MPLS-LDP-GENERIC-STD-MIB
MPLS-LDP-MIB
MPLS-LSR-STD-MIB
MPLS-VPN-MIB

MSDP-MIB

NHRP-MIB
NOTIFICATION-LOG-MIB
NTPv4-MIB
OLD-CISCO-CHASSIS-MIB
OLD-CISCO-CPU-MIB
OLD-CISCO-INTERFACES-MIB
OLD-CISCO-IP-MIB
OLD-CISCO-MEMORY-MIB
OLD-CISCO-SYS-MIB
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Standards

OLD-CISCO-SYSTEM-MIB
OLD-CISCO-TCP-MIB
OLD-CISCO-TS-MIB
OSPF-MIB
OSPF-TRAP-MIB
OSPFV3-MIB

PIM-MIB

RFC1213-MIB

RMON-MIB

RMON2-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-PROXY-MIB

SNMP-TARGET-MIB
SNMP-USM-MIB
SNMP-VIEW-BASED-ACM-MIB
SNMPv2-MIB

TCP-MIB

UDP-MIB
CISCO-802-TAP-MIB
CISCO-TAP2-MIB
CISCO-IP-TAP-MIB

IEEE 802.1s

IEEE 802.1w

IEEE 802.1x

IEEE 802.3ae for 10G SKU

IEEE 802.3ae, |IEEE 802.3ba on the 40G SKU

IEEE 802.1x-Rev

IEEE 802.3ad

IEEE 802.3x full duplex on 10BASE-T, T00BASE-TX, and 1000BASE-T ports

IEEE 802.1D Spanning Tree Protocol

IEEE 802.1p Class-of-service (CoS) prioritization
IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification

IEEE 802.3u T00BASE-TX specification

IEEE 802.3ab T000BASE-T specification

IEEE 802.3z 1T000BASE-X specification

RMON | and Il standards

SNMPv1, SNMPv2c, and SNMPv3
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Safety and compliance

Table 17 lists the safety and compliance information for the Cisco Catalyst 9500 Series

Table 17. Safety and compliance information

Safety certifications

EMI and EMC
compliance

C9500-12Q, C9500-24Q, C9500-40X, C9500-16X
e UL 60950-1
e CAN/CSA-C22.2 No. 60950-1
e EN 60950-1
e IEC 60950-1
e AS/NZS 60950-1
e GB4943
C9500-32C, C9500-32QC, C9500-24Y4C, C9500-48Y4C
e |[EC 60950-1 plus Am1, Am2 Am9, Am10, Am11, Am12 and all deviations and differences
e AS/NZS 60950.1.2011
e CAN/CSA-C22.2 No. 60950-1-07
e GB 4943-95
e EN 60950-1; 2006 plus Am1, Am 2, Am9, Am10, Am11, Am12 and all deviations and differences
e NOM-019-SCFI-1998
e UL 60950-1, Second Edition

47 CFR Part 15 Class A
CNS13438: 2006 Class A

EN 300 386 V1.6.1
EN61000-3-2: 2014
EN61000-3-3: 2013

ICES-003 Issue 6: 2016 Class A
KN 32: 2015 Class A

TCVN 7189: 2009 Class A

EN 55032:2012/ AC:2013 Class A
EN 55032:2015 Class A

CISPR 32 Edition 2 Class A
V-2/2015.04 Class A
V-3/2015.04 Class A

CISPR24: 2010 + A1: 2015

EN 300 386 V1.6.1

EN55024: 2010 + A1: 2015
KN35: 2015

TCVN 7317: 2003
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Warranty

Cisco Enhanced Limited Lifetime Hardware Warranty

The Cisco Catalyst 9500 Series Switches come with an Enhanced Limited Lifetime Warranty (E-LLW) that
includes Next-Business-Day (NBD) delivery of replacement hardware where available and 90 days of 8x5
Cisco Technical Assistance Center (TAC) support. Your formal warranty statement, including the warranty
applicable to Cisco software, appears in the information packet that accompanies your Cisco product. We
encourage you to carefully review the warranty statement shipped with your specific product before use.
Cisco reserves the right to refund the purchase price as its exclusive warranty remedy. For further

information about warranty terms, visit https://www.cisco.com/go/warranty.
Table 18 provides information about the E-LLW

Table 18. E-LLW details

Devices covered Applies to Cisco Catalyst 9500 Series Switches.
Warranty duration As long as the original customer owns the product.

End-of-life policy In the event of discontinuance of product manufacture, Cisco warranty support is limited to 5 years
from the announcement of discontinuance.

Hardware Cisco or its service center will use commercially reasonable efforts to ship a replacement for NBD

replacement delivery, where available. Otherwise, a replacement will be shipped within 10 working days after
receipt of the Return Materials Authorization (RMA) request. Actual delivery times might vary
depending on customer location.

Effective date Hardware warranty commences from the date of shipment to customer (and in case of resale by a
Cisco reseller, not more than 90 days after original shipment by Cisco).

TAC support Cisco will provide during business hours, 8 hours per day, 5 days per week, basic configuration,
diagnosis, and troubleshooting of device-level problems for up to a 90-day period from the date of
shipment of the originally purchased Cisco Catalyst 9500 Series product. This support does not
include solution or network-level support beyond the specific device under consideration.

Cisco.com access Warranty allows guest access only to Cisco.com.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section
of Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic

Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance
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Cisco makes the packaging data available for informational purposes only. It may not reflect the most
current legal developments, and Cisco does not represent, warrant, or guarantee that it is complete,
accurate, or up to date. This information is subject to change without notice.

Cisco and partner services

Cisco and partner services offer various personalized services to enable loT, cloud and secure networks.
You can purchase advanced services designed to meet your business needs and help you maintain high-
quality network performance while controlling operational costs. Please refer to Table 19 for more
information on Cisco’s Technical Services available for the Cisco Catalyst 9500 Series Switches.

Table 19. Technical Services

Cisco Technical Services

Cisco Smart Net Total Care® Service
e Around-the-clock, global access to the Cisco TAC
e Unrestricted access to the extensive Cisco.com knowledge base and tools
e NBD, 8x5x4, 24x7x4, and 24x7x2 advance hardware replacement and onsite parts replacement and installation available
« Ongoing operating system software updates within the licensed feature set’

e Proactive diagnostics and real-time alerts on Smart Call Home-enabled devices

Cisco Smart Foundation Service
e NBD advance hardware replacement as available
o Access during business hours to Small and Medium-sized Business (SMB) TAC (access levels vary by region)
e Access to Cisco.com SMB knowledge base
e Online technical resources through Smart Foundation portal

e Operating system software bug fixes and patches

Cisco SP Base Service
e Around-the-clock, global access to the Cisco TAC
e Registered access to Cisco.com
o NBD, 8x5x4, 24x7x4, and 24x7x2 advance hardware replacement; return to factory option available?

« Ongoing operating system software updates’

Cisco Focused Technical Support Services
e Three levels of premium, high-touch services are available:
o Cisco High-Touch Operations Management Service
o Cisco High-Touch Technical Support Service
o Cisco High-Touch Engineering Service
¢ Valid Cisco Smart Net Total Care or SP Base contracts are required on all network equipment

' Cisco operating system updates include the following: maintenance releases, minor updates, and major updates within the licensed
feature set.

2 Advance hardware replacement is available in various service-level combinations. For example, 8x5xNBD indicates that shipment
will be initiated during the standard 8-hour business day, 5 days a week (the generally accepted business days within the relevant
region), with NBD delivery. Where NBD is not available, same-day shipping is provided. Restrictions apply. For details, review the

appropriate service descriptions.

Learn more about available services.
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Software policy for Cisco Catalyst 9500 Series Switches
Cisco DNA Software for Access Switching is available for the Cisco Catalyst 9500.

Cisco DNA Software for Access Switching offers comprehensive solutions for the enterprise campus and
branch offices. Cisco DNA for Access Switching introduces a simpler and more economical way to deploy
access, aggregation, and core switches across enterprise campus and branch locations.

The Cisco DNA Subscription for Switching offer delivers an unbound network on an open and extensible
architecture to help you navigate the digital journey. This subscription offer simplifies the buying process
and includes lower initiation costs and flexible terms. It includes: Cisco DNA Premier with full Cisco Digital
Network Architecture (Cisco DNA) capabilities and Cisco Software-Defined Access (SD-Access).

For ordering information for Cisco DNA Software for the Cisco Catalyst 9500 Series, go to

https://www.cisco.com/c/en/us/products/software/one-access/switching-part-numbers.html.
Software policy for network stack components

Customers with the Network Essential Stack and Network Advantage Stack software feature sets will be
provided with maintenance updates and bug fixes. These are designed to maintain compliance of the
software with published specifications, release notes, and industry standards as long as the original end
user continues to own or use the product or for up to one year from the end-of-sale date for the product,
whichever occurs earlier.

Cisco Embedded Support for Cisco DNA term components

Cisco Embedded Support delivers the right support for Cisco software products and suites. It will keep
your business applications performing as expected and protect your investment. Cisco Embedded Support
for the Cisco DNA Essentials and Cisco DNA Advantage term components is included as part of the switch
value. Embedded Support provides access to TAC support, major software updates, maintenance and
minor software releases, and the Cisco Software Support site, for increased productivity with anytime
access.

Table 20. Cisco DNA Term Support on the 9500 Series

C9500-DNA-A-3Y/5Y/7Y or C9500-DNA- | C9500-DNA-L-A-3Y/5Y/7Y or C9500-DNA-L-E-
E-3Y/5Y/7Y 3Y/S5Y[7Y

C9500-32C Yes No
C9500-32QC Yes No
C9500-48Y4C Yes No
C9500-24Y4C No Yes
C9500-24Q Yes No
C9500-12Q No Yes
C9500-40X Yes No
C9500-16X No Yes
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Ordering information

To place an order, visit the Cisco Ordering home page at:
https://www.cisco.com/en/US/ordering/or13/or8/order customer help how to order listing.html.

Table 21 lists ordering information for the Cisco Catalyst 9500 Series

Table 21. Ordering information

C9500-32C-E
C9500-32C-A
C9500-32QC-E
C9500-32QC-A
C9500-48Y4C-E
C9500-48Y4C-A
C9500-24Y4C-E
C9500-24Y4C-A
C9500-24Q-E
C9500-24Q-A
C9500-12Q-E
C9500-12Q-A
C9500-40X-E
C9500-40X-A
C9500-16X-E
C9500-16X-A
C9500-NM-2Q
C9500-NM-8X
C9500-NM-2Q=
C9500-NM-8X=
C9500-48X-A
C9500-48X-E

C9500-24X-A
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Cisco Catalyst 9500 Series high performance 32-port 100G switch, NW Ess. License
Cisco Catalyst 9500 Series high performance 32-port 100G switch, NW Adv. License
Cisco Catalyst 9500 Series high performance 32-port 40G switch, NW Ess. License
Cisco Catalyst 9500 Series high performance 32-port 40G switch, NW Adv. License
Cisco Catalyst 9500 Series high performance 48-port 25G switch, NW Ess. License
Cisco Catalyst 9500 Series high performance 48-port 25G switch, NW Adv. License
Cisco Catalyst 9500 Series high performance 24-port 1/10/25G switch, NW Ess. License
Cisco Catalyst 9500 Series high performance 24-port 1/10/25G switch, NW Adv. License
Cisco Catalyst 9500 24-port 40G switch, NW Ess. License

Cisco Catalyst 9500 24-port 40G switch, NW Adv. License

Cisco Catalyst 9500 12-port 40G switch, NW Ess. License

Cisco Catalyst 9500 12-port 40G switch, NW Adv. License

Cisco Catalyst 9500 40-port 10G switch, NW Ess. License

Cisco Catalyst 9500 40-port 10G switch, NW Adv. License

Cisco Catalyst 9500 16-port 10G switch, NW Ess. License

Cisco Catalyst 9500 16-port 10G switch, NW Adv. License

Cisco Catalyst 9500 2 x 40GE Network Module

Cisco Catalyst 9500 8 x 10GE Network Module

Cisco Catalyst 9500 2 x 40GE Network Module Spare

Cisco Catalyst 9500 8 x 10GE Network Module Spare

Cisco Catalyst 9500 40-port 10G switch, 8 x TOGE Network Module, NW Adv. License
Cisco Catalyst 9500 40-port 10G switch, 8 x T0GE Network Module, NW Ess. License

Cisco Catalyst 9500 16-port 10G switch, 8 x TOGE Network Module, NW Adv. License
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Product number Product description

C9500-24X-E Cisco Catalyst 9500 16-port 10G switch, 8 x T0GE Network Module, NW Ess. License
C9500-16X-2Q-A Cisco Catalyst 9500 16-port 10G switch, 2 x 40GE Network Module, NW Adv. License
C9500-16X-2Q-E Cisco Catalyst 9500 16-port 10G switch, 2 x 40GE Network Module, NW Ess. License
C9500-40X-2Q-A Cisco Catalyst 9500 40-port 10G switch, 2 x 40GE Network Module, NW Adv. License
C9500-40X-2Q-E Cisco Catalyst 9500 40-port 10G switch, 2 x 40GE Network Module, NW Ess. License
Cisco DNA License Upgrade from Essentials to Advantage

Upgrade

C9500-LIC= Electronic SW License for C9500 Switches

Cisco DNA Term Licenses

C9500-DNA-P* C9500 C1 Advantage Term, High-port density: Includes Term Licenses for Cisco DNA
Advantage, 25 ISE Base & 25 ISE Plus Endpoints, 25 Stealthwatch Flows (including Virtual Flow
Collector & Management Console). Requires separate purchase of ISE appliance/ISE VM and
Cisco DNA Center appliance

C9500-DNA-P-3Y C9500 C1 Advantage, High-port density, 3Y Term - DNA, 25 ISE PLS and ISE BASE, 25
SWATCH

C9500-DNA-P-5Y C9500 Cisco DNA Premier, High-port density, 5Y Term - DNA, 25 ISE PLS and ISE BASE, 25
SWATCH

C9500-DNA-P-7Y C9500 Cisco DNA Premier, High-port density, 7Y Term - DNA, 25 ISE PLS and ISE BASE, 25
SWATCH

C9500-DNA-L-P* C9500 Cisco DNA Premier Term, Low-port density: Includes Term Licenses for Cisco DNA

Advantage, 25 ISE Base & 25 ISE Plus Endpoints, 25 Stealthwatch Flows (including Virtual Flow
Collector & Management Console). Requires separate purchase of ISE appliance/ISE VM and
Cisco DNA Center appliance

C9500-DNA-L-P-3Y C9500 Cisco DNA Premier, Low-port density, 3Y Term - DNA, 25 ISE PLS and ISE BASE, 25

SWATCH

C9500-DNA-L-P-5Y C9500 Cisco DNA Premier, Low-port density, 5Y Term - DNA, 25 ISE PLS and ISE BASE, 25
SWATCH

C9500-DNA-L-P-7Y C9500 Cisco DNA Premier, Low-port density, 7Y Term - DNA, 25 ISE PLS and ISE BASE, 25
SWATCH

C9500-DNA-P-L* C9500 Cisco DNA Premier Add-On Term: Includes Term Licenses for 25 ISE Base & 25 ISE

Plus Endpoints, 25 Stealthwatch Flows (including Virtual Flow Collector & Management
Console). Requires separate purchase of ISE appliance/ISE VM and Cisco DNA Center

appliance
C9500-DNA-P-AA C9500 Cisco DNA Premier Add-On 3Y Term - 25 ISE PLS and ISE BASE, 25 SWATCH
C9500-DNA-P-AA C9500 Cisco DNA Premier Add-On 5Y Term - 25 ISE PLS and ISE BASE, 25 SWATCH
C9500-DNA-P-AA C9500 Cisco DNA Premier Add-On 7Y Term - 25 ISE PLS and ISE BASE, 25 SWATCH
C9500-DNA-E-3Y Catalyst 9500 NW & Cisco DNA Essentials. license (3Y) for 24Q, 40X, 32C, 32QC, 48Y4C SKU

© 2019 Cisco and/or its affiliates. All rights reserved. Page 34 of 39



Product number Product description

C9500-DNA-E-5Y Catalyst 9500 NW & Cisco DNA Essentials. license (5Y) for 24Q, 40X, 32C, 32QC, 48Y4C SKU
C9500-DNA-E-7Y Catalyst 9500 NW & Cisco DNA Essentials. license (7Y) for 24Q, 40X, 32C, 32QC, 48Y4C SKU
C9500-DNA-A-3Y Catalyst 9500 NW & Cisco DNA Advantage license (3Y) for 24Q, 40X, 32C, 32QC, 48Y4C SKU
C9500-DNA-A-5Y Catalyst 9500 NW & Cisco DNA Advantage license (5Y) for 24Q, 40X, 32C, 32QC, 48Y4C SKU
C9500-DNA-A-7Y Catalyst 9500 NW & Cisco DNA Advantage license (7Y)

C9500-DNA-L-E-3Y Catalyst 9500 NW & Cisco DNA Essentials. low port density license (3Y) for 12Q, 16X, 24Y4C
SKU

C9500-DNA-L-E-5Y Catalyst 9500 NW & Cisco DNA Essentials. low port density license (5Y) for 12Q, 16X, 24Y4C
SKU

C9500-DNA-L-E-7Y Catalyst 9500 NW & Cisco DNA Essentials. low port density license (7Y) for 12Q, 16X, 24Y4C
SKU

C9500-DNA-L-A-3Y Catalyst 9500 NW & Cisco DNA Advantage low port density license (3Y) for 12Q, 16X, 24Y4C
SKU

C9500-DNA-L-A-5Y Catalyst 9500 NW & Cisco DNA Advantage low port density license (5Y) for 12Q, 16X, 24Y4C
SKU

C9500-DNA-L-A-7Y Catalyst 9500 NW & Cisco DNA Advantage low port density license (7Y) for 12Q, 16X, 24Y4C
SKU

Power supplies, cables, and fan for the Cisco Catalyst 9500 Series
C9K-PWR-1600WAC-R  1600W AC Power Supply
C9K-PWR-650WAC-R  650W AC Power Supply
C9K-PWR-1600WDC-R 1600W DC Power Supply
C9K-PWR-930WDC-R  930W DC Power Supply
C9K-PWR-1600WACR/2 1600W AC Power Supply, Redundant
C9K-PWR-650WAC-R/2 650W AC Power Supply, Redundant
C9K-PWR-1600WDCR/2 1600W DC Power Supply, Redundant
C9K-PWR-930WDC-R/2 930W DC Power Supply, Redundant
C9K-PWR-C4-BLANK Catalyst 9500 power supply blank cover
C9K-PWR-C5-BLANK Catalyst 9500 power supply blank cover
C9K-T1-FANTRAY Catalyst 9500 fan tray

FAN-T4-R Catalyst 9500 Type 4 front to back cooling Fan
PWR-C4-950WAC-R 950W AC Config 4 Power Supply front to back cooling

PWR-C4-950WAC-R/2 950W AC Config 4 Power Supply front to back cooling, Redundant
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Product number Product description

PWR-C4-BLANK Catalyst 9500 power supply blank cover

CAB-C15-CBN-JP Japan Cabinet Jumper Power Cord, 250 VAC 12A, C14-C15
CAB-TA-250V-JP Japan 250V AC Type A Power Cable

CAB-TA-AP Australia AC Type A Power Cable

CAB-TA-AR Argentina AC Type A Power Cable

CAB-TA-DN Denmark AC Type A Power Cable

CAB-TA-EU Europe AC Type A Power Cable

CAB-TA-IN India AC Type A Power Cable

CAB-TA-IS Israel AC Type A Power Cable

CAB-TA-IT Italy AC Type A Power Cable

CAB-TA-SW Switzerland AC Type A Power Cable

CAB-TA-UK United Kingdom AC Type A Power Cable

CAB-TA-NA North America AC Type A Power Cable

CAB-C15-CBN Cabinet Jumper Power Cord, 250 VAC 13A, C14-C15 Connectors
CAB-TA-JP Japan AC Type A Power Cable

Spare accessory and rack mount kits for the Cisco Catalyst 9500 Series

C9500-ACCKITH-191=  Accessory Kit for Cisco Catalyst 9500 Series - High-End - 19" rack mount

C9500-ACCKITH-231=  Accessory Kit for Cisco Catalyst 9500 Series - High-End - 23" rack mount

C9500-4PTH-KIT= Extension rails and brackets for four-point mounting for Cisco Catalyst 9500 Series - High-End
C9500-ACC-KIT-19I= Accessory Kit for Cisco Catalyst 9500 Series - 19" rack mount

C9500-ACC-KIT-23I= Accessory Kit for Cisco Catalyst 9500 Series - 23" rack mount

C9500-4PT-KIT= Extension rails and brackets for four-point mounting for Cisco Catalyst 9500 Series

" Cisco DNA Premier midcycle refresh SKUs can be found under C1-CAT-ADD-T.

For ordering information for Cisco DNA Software for the Cisco Catalyst 9500 Series Switches, go to

https://www.cisco.com/c/en/us/products/software/one-access/switching-part-numbers.html.
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Optics support

The Cisco Catalyst 9500 Series supports a wide range of optics. Because the list of supported optics is
updated on a regular basis, please consult the tables available here for the latest compatibility |nformat|on

pgort tables Ilst html.

Cisco Capital
Flexible payment solutions to help you achieve your objectives

Cisco Capital® makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership,
conserve capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can
help you acquire hardware, software, services and complementary third-party equipment in easy,
predictable payments. Learn more.
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Built for security, loT, mobility, and cloud

The Cisco” Catalyst® 9300 Series switches are Cisco’s lead stackable enterprise switching platform built for security, 1oT,
mobility, and cloud. They are the next generation of the industry’s most widely deployed switching platform. Catalyst
9300 Series switches form the foundational building block for Software-Defined Access (SD-Access), Cisco’s lead
enterprise architecture. At up to 480 Gbps, they are the industry’s highest-density stacking bandwidth solution with the
most flexible uplink architecture. The Catalyst 9300 Series is the first optimized platform for high-density Wi-Fi 6 and
802.11ac Wavez. It sets new maximums for network scale. These switches are also ready for the future, with an x86 CPU
architecture and more memory, enabling them to host containers and run third-party applications and scripts natively
within the switch.

The Catalyst g300 Series is designed for Cisco StackWise” technology, providing flexible deployment with support for
nonstop forwarding with Stateful Switchover (NSF/SSO), for the most resilient architecture in a stackable (sub-50-ms)
solution. The highly resilient and efficient power architecture features Cisco StackPower’, which delivers high-density
Cisco Universal Power over Ethernet (Cisco UPOE®) and Power over Ethernet Plus (PoE+) ports. The switches are based
on the Cisco Unified Access Data Plane 2.0 (UADP) 2.0 architecture which not only protects your investment but also
allows a larger scale and higher throughput. A modern operating system, Cisco 10S° XE with programmability offers
advanced security capabilities and Internet of Things (IoT) convergence.

The Foundation of Software-Defined access

Advanced persistent security threats. The exponential growth of Internet of Things (IoT) devices. Mobility everywhere.
Cloud adoption. All of these require a network fabric that integrates advanced hardware and software innovations to
automate, secure, and simplify customer networks. The goal of this network fabric is to enable customer revenue growth
by accelerating the rollout of business services.

The Cisco Digital Network Architecture (Cisco DNA) with Software-Defined Access (SD-Access) is the network fabric that
powers business. It is an open and extensible, software-driven architecture that accelerates and simplifies your enterprise
network operations. The programmable architecture frees your IT staff from time-consuming, repetitive network
configuration tasks so they can focus instead on innovation that positively transforms your business. SD-Access enables
policy-based automation from edge to cloud with foundational capabilities. These include:

o Simplified device deployment

e Unified management of wired and wireless networks
o Network virtualization and segmentation

o Group-based policies

o Context-based analytics
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Cisco DNA software

Cisco DNA Software offers a valuable and flexible way to buy software for the access, WAN, and data center domains. At
each stage in the product lifecycle, Cisco DNA Software helps make buying, managing, and upgrading your network and
infrastructure software easier. Cisco DNA Software provides:

o Flexible licensing models to smoothly distribute customers’ software spending over time

e Investment protection for software purchases through software services—enabled license portability

e Access to updates, upgrades, and new technology from Cisco through Cisco® Software Support Services (SWSS)
e Lower cost of entry with the new Cisco DNA Subscription for Switching model

Cisco DNA lets you manage your entire switching structure as a single, converged component. With one management
system and one policy for wired and wireless networks, it offers an efficient way to provide more secure access.

Product overview: Features
Product highlights

o Highest wireless scale for Wi-Fi 6 and 802.11ac Wave 2 access points supported on a single switch with select
models

o Cisco UADP 2.0 Application-Specific Integrated Circuit (ASIC) with programmable pipeline and microengine
capabilities, along with template-based, configurable allocation of Layer 2 and Layer 3 forwarding, Access Control
Lists (ACLs), and Quality of Service (QoS) entries

e x86 CPU complex with 8-GB memory, and 16 GB of flash and external USB 3.0 SSD pluggable storage slot
(delivering 120GB of storage with an option SSD drive) to host containers

e USB2.0slot to load system images and set configurations
e Upto 480 Gbps of local stackable switching bandwidth
o Deeper buffer and higher scale model options for rich multi-media content delivery applications

o Flexible and dense uplink offerings with 1G, Multigigabit, 10G, 25G, and 40G in the form of fixed or modular
uplinks

o Easy transition from 10G to 25G with dual-rate optics
o Flexible downlink options with 1G Copper and Fiber as well as Multigigabit links
e Leading PoE capabilities with up to 384 ports of PoE per stack, 60W Cisco UPOE, and PoE+

e Intelligent Power Management with Cisco StackPower technology, providing power stacking among members for
power redundancy

o Line-rate, hardware-based Flexible NetFlow (FNF), delivering flow collection of up to 64,000 flows
e IPv6 support in hardware, providing wire-rate forwarding for IPv6 networks

o Dual-stack support for IPv4/IPv6 and dynamic hardware forwarding table allocations, for ease of IPv4-to-IPv6
migration

o |EEE 802.1ba AV Bridging (AVB) built in to provide a better audio and video experience through improved time
synchronization and QoS

© 2019 Cisco and/or its affiliates. All rights reserved. Page 4 of 48



Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization with sub-microsecond
accuracy making it suitable for distribution and synchronization of time and frequency over network

Cisco I0S XE, a modern operating system for the enterprise with support for model-driven programmability
including NETCONF, RESTCONF, YANG, on-box Python scripting, streaming telemetry, container-based
application hosting, and patching for critical bug fixes. The OS also has built-in defenses to protect against
runtime attacks

SD-Access: Cisco Catalyst 9300 Series switches form the foundational building block for SD-Access, Cisco’s lead
enterprise architecture:

° Policy-based automation from edge to cloud

o Simplified segmentation and micro-segmentation, with predictable performance and scalability
o Automation through Cisco DNA Center

° Policy handled through the Cisco Identity Services Engine (ISE)

o Network assurance provided through the Cisco DNA Center

o Faster launch of new business services and significantly improved issue resolution time

SD-Access Embedded Wireless: The Cisco Catalyst 9800 embedded Wireless Controller Software package can be
installed on Cisco Catalyst 9300 Series switches to enable wireless controller functionality for distributed branches
and small campuses. Once installed, the Catalyst 980oo embedded Wireless Controller running on a Catalyst 9300
Series switch can support up to 200 APs and 4000 Clients. A maximum two wireless controllers can be enabled per
site on two different Catalyst 9300 Series switches which will increase to scale up to 200 APs and 4000 Wireless
Clients. The Catalyst 98oo embedded Wireless Controller Software package will enable wireless functionality only
for SD-Access deployments with two supported topologies:

> The Catalyst 9800 embedded Wireless Controller Software package can be enabled on Catalyst 9300 Series switches
functioning as Co-Located Border and Control Plane

o C9800 Wireless Software Package can be enabled on Catalyst 9300 Series switches functioning as Fabric in a Box

Plug and Play (PnP) enabled: A simple, secure, unified, and integrated offering to ease new branch or campus
device rollouts or updates to an existing network

Advanced security

° Encrypted Traffic Analytics (ETA): You benefit from the power of machine learning to identify and take actions
toward threats or anomalies in your network, including malware detection in encrypted traffic (without decryption)
and distributed anomaly detection

o Support for AES-256 with the powerful MACsec 256-bit encryption algorithm available on all models

o Trustworthy solutions: Hardware anchored Secure Boot and Secure Unique Device Identification (SUDI) support for
Plug and Play, to verify the identity of the hardware and software
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Platform details
Switch models and configurations

Modular Stacking Cisco
StackPower

Catalyst g8oo | SD-Access Support
Embedded

Uplinks Bandwidth
Support WLC

Modular uplink v v/ v/ 480 Gbps v Yes (200 APs)  Yes (256 Virtual
models Networks)
(Cg9300 SKUs)

Fixed uplink Models v 4 X 320 Gbps X Yes (50 APs) Yes (64 Virtual
(Cg9300L SKUs) Networks)

The Cisco Catalyst 9300 Series is made up of eleven modular uplink switch models and ten fixed uplink switch models.

Figure 1.
Cisco Catalyst 9300 Series switches

Table 1 lists port scale and power details for the Cisco Catalyst 9300 Series models.
Table 1. Cisco Catalyst 9300 Series switch configurations
Total 10/100/1000,

Uplink Configuration Default AC power | Available PoE power

Multigigabit copper or supply
SFP Fiber

Modular uplink models

C9300-24T 24 Data Modular Uplinks 350W AC N/A
C9300-48T 48 Data Modular Uplinks 350W AC N/A
C9300-24P 24 POE+ Modular Uplinks 715W AC 44,5W
C9300-48P 48 POE+ Modular Uplinks 715W AC 437W
C9300-24U 24 Cisco UPOE Modular Uplinks 11200W AC 830W
C9300-48U 48 Cisco UPOE Modular Uplinks 1100W AC 822W
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Total 10/100/1000, Uplink Configuration Default AC power | Available PoE power

Multigigabit copper or supply
SFP Fiber
C9300-24UX 24 Multigigabit Cisco Modular Uplinks 1100W AC 560W
UPOE (100M, 1G, 2.5G, 5G,
or 10 Gbps)
C9300-48UXM 36x 100 Mbps,1G, 2.5G + Modular Uplinks 1100W AC 490W

12x Multigigabit (100M,
1G, 2.5G, 5G, or 10 Gbps)

C9300-48UN 48x 5 Gbps UPOE ports Modular Uplinks 1100W AC 645W
(200M, 1G, 2.5G, 5G)
C9300-24UB 24 Cisco UPOE Modular Uplinks 1100W AC 830W
C9300-24UXB 24 Multigigabit Cisco Modular Uplinks 1100W AC 560W
UPOE (100M, 1G, 2.5G, 5G,
or 10 Gbps)
C9300-48UB 48 Cisco UPOE Modular Uplinks 1100W AC 822W
C9300-245 24x1G SFP Modular Uplinks 715W AC N/A
C9300-48S 48x 1G SFP Modular Uplinks 715W AC N/A

Fixed uplink models

Cg300L-24T-4G 24 Data 4x 1G fixed uplinks 350W N/A
Cg300L-24T-4X 24 Data 4x 10G fixed uplinks 350W N/A
C9300L-48T-4G 48 Data 4x 1G fixed uplinks 350W N/A
C9300L-48T-4X 48 Data 4x 10G fixed uplinks 350W N/A
Cg300L-24P-4G 24 PoE+ 4x1G fixed uplinks 715W" 505W
Cg300L-24P-4X 24 PoE+ 4x10G fixed uplinks 715W" 505W
Cg9300L-48P-4G 48 PoE+ 4x 1G fixed uplinks 725W" 505W
C9300L-48P-4X 48 PoE+ 4x 10G fixed uplinks 725W° 505W

" Upgrade option for 1100W PSU is available

Cisco Catalyst 9300 Series switches (Cg300 SKUs) support optional network modules for uplink ports (Figure 2). These
field-replaceable network modules with 25G and 40G speeds in the Cisco Catalyst 9300 Series enable greater architectural
flexibility and infrastructure investment protection by allowing a nondisruptive migration from 10G to 25G and beyond.
The default switch configuration does not include the network module. When you purchase the switch, you can choose
from the network modules described in Table 2.
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Figure 2.
Cisco Catalyst 9300 Series Network Modules

Table 2. Network module numbers and descriptions
C9300-NM-4G Catalyst 9300 Series 4x 1G Network Module
C9300-NM-4M Catalyst 9300 Series 4x Multigigabit Network Module
C9300-NM-8X Catalyst 9300 Series 8x 10G Network Module
C9300-NM-2Q Catalyst 9300 Series 2x 40G Network Module
C9300-NM-2Y Catalyst 9300 Series 2x 25G Network Module

Please note: Existing Catalyst 3850 network modules are also supported in Cisco Catalyst 9300 Series switches.

For additional details, please read our FAQs: https://www.cisco.com/c/dam/en/us/products/collateral/switches/catalyst-

9300-series-switches/nb-09-cat-gk-fag-cte-en.pdf.

Power supplies

Cisco Catalyst 9300 Series switches support dual redundant power supplies. The switches ship with one power supply by
default, and the second power supply can be purchased when the switch is ordered or at a later time. If only one power
supply is installed, it should always be in power supply bay #1. The switches also ship with three field-replaceable fans.

Figure 3.
Cisco Catalyst 9300 Series Dual Redundant power supplies
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Table 3 lists the different power supplies available in these switches and available PoE power.
Table 3. Power supply models

With 11200W
Secondary PS

Available PoE With 350W With 725W

Secondary PS

Default power supply

power Secondary PS

C9300-24T PWR-C1-350WAC ™™ n/a n/a n/a n/a
C9300-48T PWR-C1-350 WAC™ n/a n/a n/a n/a
C9300-24P PWR—C1—715WAC*H 445W 720W* 720W* 720W*
C9300-48P PWR-C1-715WAC*H 437W 787W 1152W 1440W*
C9300-24U PWR-C1-1200WAC 830W 1180W 1440W* 1440W*
C9300-48U PWR-C1-11200WAC 822W 1172W 1537W 1800W""
Cg9300-24UX PWR-C1-11200WAC-P 560W 910W 1275W 1440W"
C9300-48UXM PWR-C1-1100WAC-P 490W 840W 1205W 1590W
C9300-48UN PWR-C1-1100WAC-P 645W 995W 1360W 1745W
C9300-24UB PWR-C1-1200WAC 830W 1180W 1440W* 1440W*
C9300-24UXB PWR-C1-11200WAC-P 560W 910W 1275W 1440W"
C9300-48UB PWR-C1-11200WAC 822W 1172W 1537W 1800W "
C9300-245 PWR-C1-725WAC-P n/a n/a n/a n/a
C9300-48S PWR-C1-725 WAC-P n/a n/a n/a n/a
C9300L-24T-4G PWR-C1-350WAC-P n/a n/a n/a n/a
C9300L-24T-4X PWR-C1-350WAC-P n/a n/a n/a n/a
Cg9300L-48T-4G PWR-C1-350WAC-P n/a n/a n/a n/a
C9300L-48T-4X PWR-C1-350WAC-P n/a n/a n/a n/a
C9300L-24P-4G PWR-C1-725WAC-P 505W 720W" 720W" 720W"
C9300L-24P-4X PWR-C1-725 WAC-P 505W 720W* 720W* 720W*
Cg300L-48P-4G PWR-C1-715WAC-P*H 5o5W 855W 1220W 1440W*
Cg300L-48P-4X PWR-C1-715WAC-P*** so5W 855W 1220W 1440W*

" Limited by port number and port rating (e.g. 24 POE+ 30W ports = 720W)

™ Limited by design

" Upgrade options for 715W and 11200W PSU are available
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Stacking
Cisco Catalyst 9300 Series switch models are designed for stacking switches as a single virtual switch, enabling customers
to have a single management plane and control plane for up to 448 access ports.

Figure 4.
Cisco Catalyst 9300 Series modular uplink models stack (C9300 SKUs) and fixed uplink models stack (Cg300L SKUs)

Table 4 lists the supported stacking options.

Table 4. Supported stacking options

Stacking support | Stacking Optional Stacking Number of Supported stack members
bandwidth hardware members
support
Modular uplink models StackWise " -480 480 Gbps StackWise Cable 8 Other Cg300 SKUs with same
(C9300 SKUs) license level
Fixed uplink models StackWise-320 320 Gbps C9300L-STACK-KIT 8 Other Cg300L SKUs with same
(C9300L SKUs) license level

Mixed stacking between Cg300 and Cg300L SKUs are not supported. You cannot stack fixed uplink models (Cg300L
SKUs) with modular uplink models (C9300 SKUs) or other Catalyst switches, e.g. Cisco Catalyst 3850 and 3650 Series. Any
combination of Cg300 models can form a stack. Separately, any combination of Cg300L models can form a stack.

The StackWise cables that are available to configure stacking with Catalyst 9300 Series modular uplink models (Cg300
SKUs) come in lengths of 0.5m, 1m and 3m.

The optional StackWise-320 kit for Catalyst 9300 Series fixed uplink models (Cg300L SKUs) consists of two stack adapters
and a stacking cable. The default stacking cable is 0.5 m, but options of 1m and 3m are also available. Table 5 lists the

stacking accessories.

Table 5. Stacking accessories

e i
STACK-T1-50CM Data stack 50 cm (cable option with Cg300 SKUs)
STACK-T1-1M Data stack 1m (cable option with Cg300 SKUs)
STACK-T1-3M Data stack 3m (cable option with Cg300 SKUs)

C9300L-STACK-KIT Stack kit for C9300L SKUs only: Two data stack adapters and one data stack cable

© 2019 Cisco and/or its affiliates. All rights reserved. Page 10 of 48



_

STACK-T3-50CM Data stack socm cable (default cable with Cg300L Stack Kit)
STACK-T3-1M Data stack 1m cable (cable option with Cg300L Stack Kit)
STACK T3-3M Data stack 3m cable (cable option with Cg300L Stack Kit)

Figure 5.
Cisco Catalyst 9300 Series switch stack units

Fan

Cisco Catalyst 9300 Series switches also come with three field-replaceable fans and support (N+1) redundancy. Table 6

lists the fan module part number.

Table 6. Fan modules

e RS
FAN-T2= Fan module

Performance and scalability

Performance and scalability metrics for the Cisco Catalyst 9300 Series are provided in Table 7.

Table 7. Performance specifications
Description Performance — Cg300 modular Performance — Cg300 higher scale, | Performance: Cg300L fixed uplink
uplink SKUs modular uplink SKUs SKUs
Total number of MAC 32,000 64,000 32,000
addresses
Total number of IPvg 32,000 (24,000 direct routes and 64,000 32,000 (24,000 direct routes and
routes (ARP plus 8000 indirect routes) 8000 indirect routes)

learned routes)

IPV6 routing entries 16,000 32,000 16,000
Multicast routing scale 8,000 16,000 8,000
QoS scale entries 5,120 18,000 5,120
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Description

ACL scale entries

Packet buffer per SKU

Performance — C9300 modular
uplink SKUs

5,120

16 MB buffer for 24- or 48-port
Gigabit Ethernet models

32 MB buffer for 24 and 48-port
Multigigabit

Performance — C9300 higher scale,
modular uplink SKUs

18,000

32 MB buffer for 24- and 48-port
Gigabit Ethernet models

64 MB buffer for 24-port
Multigigabit model (24UXB)

Performance: Cg3o0L fixed uplink
SKUs

5,120

16 MB buffer for 24 and 48 port
Gigabit Ethernet models

ENF entries 64,000 flow on 24- and 48-port 128,000 flow on 24- and 48-port 64,000 flow on 24- and 48-port
Gigabit Ethernet models Gigabit Ethernet models Gigabit Ethernet models
128,000 flows on 24-port 256,000 flows on 24-port
Multigigabit Multigigabit

DRAM 8 GB 16 MB 8 GB

Flash 16 GB 16 GB 16 GB

VLAN IDs 4094 4094 4094

Total Switched Virtual 1000 4094 1000

Interfaces (SVIs)

Jumbo frames 9198 bytes 9198 bytes 9198 bytes

Total routed ports per 448 448 416

Catalyst 9300 Series
stack

Table 8. Bandwidth specifications

SKU

Switching capacity

Switching capacity with | Forwarding rate Forwarding rate

stacking with stacking
C9300-24T 208 Gbps 688 Gbps 154.76 Mpps 511.90 Mpps
C9300-48T 256 Gbps 736 Gbps 190.47 Mpps 547.62 Mpps
C9300-24P 208 Gbps 688 Gbps 154.76 Mpps 511.90 Mpps
C9300-48P 256 Gbps 736 Gbps 190.47 Mpps 547.62 Mpps
Cg300-24U 208 Gbps 688 Gbps 154.76 Mpps 511.90 Mpps
C9300-48U 256 Gbps 736 Gbps 190.48 Mpps 547.62 Mpps
C€9300-24UX 640 Gbps 1120 Gbps 476.19 Mpps 833.33 Mpps
C9300-48UXM 580 Gbps 1060 Gbps 431.54 Mpps 788.69 Mpps
C9300-48UN 640 Gbps 1120 Gbps 476.19 Mpps 833.33 Mpps
C9300-24UB 208 Gbps 688 Gbps 154.76 Mpps 511.90 Mpps
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Switching capacity Switching capacity with | Forwarding rate Forwarding rate

stacking with stacking
C9300-48UB 256 Gbps 736 Gbps 190.48 Mpps 547.62 Mpps
C9300-24UXB 640 Gbps 1120 Gbps 476.19 Mpps 833.33 Mpps
C9300-245 208 Gbps 688 Gbps 154.76 Mpps 511.90 Mpps
C9300-48S 256 Gbps 736 Gbps 190.47 Mpps 547.62 Mpps
C9300L-24T-4G 56 Gbps 376 Gbps 41.66 Mpps 279.76 Mpps
C9300L-24T-4X 128 Gbps 448 Gbps 95.23 Mpps 333-33 Mpps
C9300L-48T-4G 104 Gbps 424 Gbps 77-38 Mpps 315.48 Mpps
C9300L-48T-4X 176 Gbps 496 Gbps 130.95 Mpps 369.05 Mpps
C9300L-24P-4G 56 Gbps 376 Gbps 41.66 Mpps 279.76 Mpps
C9300L-24P-4X 128 Gbps 448 Gbps 95.23 Mpps 33333 Mpps
C9300L-48P-4G 104 Gbps 424 Gbps 77-38 Mpps 315.48 Mpps
C9300L-48P-4X 176 Gbps 496 Gbps 130.95 Mpps 369.05 Mpps

All models are at wire-speed nonblocking performance for both IPv4 and IPv6. The forwarding rates in the table above are
measured with 64 byte IPvy4 packet sizes.

SD-Access architecture

What if you could give time back to IT? Provide network access in minutes for any user or device to any application —
without compromise? SD-Access is the industry’s first policy-based automation from network edge to cloud. Your
foundation for your digital network, Cisco SD-Access. Built on the principles of the Cisco DNA, SD-Access provides end-
to-end segmentation to keep user, device and application traffic separate without a redesign of the network. It automates
user access policy so organizations can make sure the right policies are set for any user or device with any application
across the network. This is accomplished with a single network fabric across LAN and WLAN which creates a consistent
user experience anywhere without compromising on security.

There are many challenges today in managing the network to drive business outcomes. These limitations are due to
manual configuration and fragmented tool offerings. SD-Access provides:

e Atransformational management solution that reduces operational expenses and enhances business agility
e Consistent management of wired and wireless network provisioning and policy

e Automated network segmentation and group-based policy

o Contextual insights for fast issue resolution and capacity planning

e Open and programmable interfaces for integration with third-party solutions

For an overview of key use-cases SD-Access addresses, refer to SD-Access Solution Overview.
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Platform benefits

Cisco 10S XE opens a completely new paradigm in network configuration, operation, and monitoring through network
automation. Cisco’s automation solution is open, standards-based, and extensible across the entire lifecycle of a network
device. The various automation mechanisms are outlined below.

o Automated device provisioning is the ability to automate the process of upgrading software images and
installing configuration files on Cisco Catalyst switches when they are being deployed in the network for the first
time. Cisco provides both turnkey solutions such as Plug and Play and off-the-shelf tools such as Zero-Touch
Provisioning (ZTP) and Preboot Execution Environment (PXE) that enable an effortless and automated
deployment.

e API-driven configuration is available with modern network switches such as the Cisco Catalyst 9300 Series. It
supports a wide range of automation features and provides robust open APIs over NETCONF and RESTCONF and
GNMI using YANG data models for external tools, both off-the-shelf and custom built, to automatically provision
network resources.

o Granular visibility enables model-driven telemetry to stream data from a switch to a destination. The data to be
streamed is identified through subscription to a data set in a YANG model. The subscribed data set is streamed to
the destination at specified intervals. Additionally, Cisco I0S XE enables the push model. It provides near-real-
time monitoring of the network, leading to quick detection and rectification of failures.

e Seamless software upgrades and patching supports OS resilience. Cisco 10S XE supports patching, which
provides fixes for critical bugs and security vulnerabilities between regular maintenance releases. This support lets
you add patches without having to wait for the next maintenance release.

Security

e Encrypted Traffic Analytics (ETA) is a unique capability for identifying malware in encrypted traffic coming from
the access layer. Since more and more traffic is becoming encrypted, the visibility this feature affords for threat
detection is critical for keeping your network secure at different layers.

e AES-256 MACsec encryption is the IEEE 802.1AE standard for authenticating and encrypting packets between
switches. The Cisco Catalyst 9300 Series switches support 256-bit and 128-bit Advanced Encryption Standard
(AES), providing the most secure link encryption.

e Trustworthy solutions built with Cisco Trust Anchor Technologies provide a highly secure foundation for Cisco
products. With the Catalyst 9300 Series, these technologies enable hardware and software authenticity assurance
for supply chain trust and strong mitigation against man-in-the-middle attacks that compromise software and
firmware. Trust Anchor capabilities include:

° Image signing: Cryptographically signed images provide assurance that the firmware, BIOS, and other software are
authentic and unmodified. As the system boots, the system’s software signatures are checked for integrity.

> Secure Boot: Cisco Secure Boot technology anchors the boot sequence chain of trust to immutable hardware,
mitigating threats against a system’s foundational state and the software that is to be loaded, regardless of a user’s
privilege level. It provides layered protection against the persistence of illicitly modified firmware.

o Cisco Trust Anchor module: A tamper-resistant, strong cryptographic, single-chip solution provides hardware
authenticity assurance to uniquely identify the product so that its origin can be confirmed to Cisco. This provides
assurance that the product is genuine.
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Resiliency and high availability

o StackWise-480: Cisco Catalyst 9300 Series modular uplink models (Cg300 SKUs) support the industry’s highest
back-panel stacking bandwidth solution (480 Gbps) with StackWise-480. Up to 8 Switches can be configuredin a
Stackwise-480 with the special connector at the back of the switch using dedicated stack cables.

o StackWise-320: The Cisco Catalyst 9300 Series fixed uplink models (Cg300L SKUs) support stacking bandwidth
solution (320 Gbps) with StackWise-320. Up to 8 Switches can be optionally configured in a Stackwise-320 with
the special Stack Kit at the back of the switch using dedicated stack cables.

o Cisco StackPower: Cisco StackPower is an innovative power interconnect system that allows the power supplies
in a stack to be shared as a common resource among all the switches. This allows you to simply add one extra
power supply in any switch of the stack and either provide power redundancy for any of the stack members or
simply add more power to the shared pool. Up to 4 switches can be configured in a StackPower stack with the
special connector at the back of the switch. However, with the use of XPS-2200 appliance, up to g switches can be

configured in the StackPower stack. Cisco StackPower is only supported on the models with modular uplink
stack - C9300 SKUs.

Figure 6.
Cisco Catalyst 9300 Series StackPower

o High availability: The Catalyst 9300 Series supports high-availability features, including the following:

o Cross-stack EtherChannel provides the ability to configure Cisco EtherChannel technology across different members
of the stack for high resiliency.

o |EEE 802.15 Multiple Spanning Tree Protocol (MSTP) provides rapid spanning tree convergence independent of
spanning tree timers and also offers the benefit of Layer 2 load balancing and distributed processing.

o Per-VLAN Rapid Spanning Tree (PVRST+) allows rapid spanning tree (IEEE 802.1w) reconvergence on a per-VLAN
spanning tree basis, providing simpler configuration than MSTP. In both MSTP and PVRST+ modes, stacked units
behave as a single spanning tree node.

o Switch-port auto-recovery (“err-disable” recovery) automatically attempts to reactivate a link that is disabled
because of a network error.

o The Catalyst 9300 Series platform delivers the best NSF/SSO resiliency architecture in a stackable solution with sub-
50-ms failover.

o Always-On wireless network with stateful switchover when wireless functionality is enabled on stack of Catalyst 9300
Series switches.
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Deep buffer Technology

Cisco Catalyst 9300 higher scale models have a deeper buffer to address the requirements of rich multi-media lossless
content delivery and large routing tables in a fixed access solution with a wide range of uplink choices for deployment
flexibility.

Flexible Netflow

e Flexible NetFlow (FNF): Cisco IOS Software FNF is the next generation in flow visibility technology. It enables
optimization of the network infrastructure, reduces operation costs, and improves capacity planning and security
incident detection with increased flexibility and scalability. The Catalyst 9300 Series is capable of up to 64,000
flow entries on 48-port and 24 port models and up to 128,000 flow entries on Multigigabit models.

Application visibility and control

o NBAR2: Next-Generation Network-Based Application Recognition (NBAR2) enables advanced application
classification techniques, accuracy with up to 1400 predefined and well-known application signatures and up to
150 encrypted applications on the Cisco Catalyst 9gooo switches. The most popular applications included are
Skype, Office 365, Microsoft Lync, Cisco WebEx", and Facebook, among many others that are predefined and
easy to configure. NBAR2 provides the network administrator with an important tool to identify, control, and
monitor end-user application usage while helping ensure a quality user experience and securing the network from
malicious attacks. NBAR2 leverages FNF to report application performance and activities within the network to
any supported NetFlow collector, such as Cisco Prime®, Cisco Stealthwatch®, or any compliant third-party tool.

QoS

e Superior QoS: The Cisco Catalyst 9300 Series offers Gigabit Ethernet speeds with intelligent services that keep
traffic flowing smoothly, even at 10 times the normal network speed. Industry-leading mechanisms for cross-
stack marking, classification, and scheduling deliver superior performance for data, voice, and video traffic at wire
speed. Superior QoS includes granular wireless bandwidth management and fair sharing, 802.1p Class of Service
(CoS) and Differentiated Services Code Point (DSCP) field classification, Shaped Round Robin (SRR) scheduling,
Committed Information Rate (CIR), and eight egress queues per port.
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Service discovery

Multicast DNS (mDNS) gateway: This service discovery gateway capability facilitates sharing of services
advertised using the Apple mDNS (Bonjour) protocol, such as printers, Apple TVs, and file services across the
network. Additionally, the administrator can create policies defining which services can be seen and accessed by
the users in the network. This capability facilitates a Bring-Your-Own-Device (BYOD) rollout.

Smart operation

WebUI: WebUl is an embedded GUI-based device-management tool that provides the ability to provision the
device, to simplify device deployment and manageability, and to enhance the user experience. It comes with the
default image, so there is no need to enable anything or install any license on the device. You can use WebUI to
build configurations, and to monitor and troubleshoot the device without having CLI expertise.

Efficient switch operation: Cisco Catalyst 9300 Series switches provide optimum power saving with Energy
Efficient Ethernet (EEE) on the RJ-45 ports and low-power operations for industry best-in-class power
management and power consumption capabilities. The ports support reduced power modes so that ports not in
use can move into a lower power utilization state. Other efficient switch operation features are as follows:

° Per-port power consumption command allows customers to specify a maximum power setting on an individual port.

o Per-port PoE power sensing measures actual power being drawn, enabling more intelligent control of powered
devices. The PoE MIB provides proactive visibility into power usage and allows you to set different power-level
thresholds.

RFID tags: Catalyst 9300 Series switches have an embedded RFID tag that facilitates easy asset and inventory
management using commercial RFID readers.

Blue beacon: Catalyst 9300 Series switches support a blue beacon LED for easy identification of the switch being
accessed.

* Energy Efficient Ethernet (EEE) will be fully supported on Multigigabit switches in a future SW release

High-Performance IP routing

The Cisco Express Forwarding hardware routing architecture delivers extremely high-performance IP routing in Cisco

Catalyst 9300 Series switches, based on:

IP unicast routing protocols (including static, Routing Information Protocol Version 1 [RIPv1], RIPv2, RIPng, and
Open Shortest Path First [OSPF], Routed Access) are supported for small network routing applications with the
Network Essentials stack. Equal-cost routing facilitates Layer 3 load balancing and redundancy across the stack.

Advanced IP unicast routing protocols (including Full [OSPF], Enhanced Interior Gateway Routing Protocol
[EIGRP], Border Gateway Protocol Version 4 [BGPv4], and Intermediate System-to-Intermediate System Version
4 [1S-1Sv4]) are supported for load balancing and for constructing scalable LANSs. IPv6 routing (using OSPFv3 and
EIGRPV6) is supported in hardware for maximum performance.
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e Protocol-Independent Multicast (PIM) for IP multicast routing is supported, including PIM Sparse Mode (PIM SM),
and Source-Specific Multicast (SSM).

e IPv6 addressing is supported on interfaces with appropriate show commands for monitoring and troubleshooting.
Audio Video Bridging (AVB)

Starting with Cisco IOS XE Software Release 16.8, the Cisco Catalyst 9300 Series supports the IEEE 802.1 AVB standard.
This standard provided the means for highly reliable delivery of low-latency, time-synchronized audio and video
streaming services through Layer 2 Ethernet networks. The standard also makes it easier to integrate new services and
for AV equipment from different vendors to interoperate.

Benefits
e Improves quality of experience by lowering jitter and latency for time-synchronized delivery of high-quality AV.

e Provides scalability of applications across networked deployments, including expansive and complex
AV infrastructure.

o Lowers Total Cost of Ownership (TCO) with reduced cabling (lowers CapEx) and no license fees (lowers OpEx).

For more details about AVB and specific models supported, check https://www.cisco.com/go/avb.

Multigigabit Ethernet technology: Cisco Multigigabit Ethernet technology allows you to achieve bandwidth speeds from
1 Gbps to 10 Gbps over traditional Category 5e/6 cabling or above. This technology addresses the need for exponential
increases in bandwidth with the enormous growth of 802.11ac Wave 2, to be eclipsed by the growth of Wi-Fi 6 and new
wireless applications without having to replace current cabling infrastructure.

Power over ethernet leadership

Cisco Universal Power over Ethernet (Cisco UPOE): PoE removes the need for wall sockets to power each PoE-enabled
device and eliminates the cost of additional electrical cabling and circuits that would otherwise be necessary in IP phone
and WLAN deployments. Cisco UPOE extends the IEEE PoE+ standard to double the power per port to 60 watts. This
facilitates delivery of network power to a broad range of devices requiring higher power, including virtual desktop
terminals, IP turrets, compact switches, building management gateways, LED lights, wireless access points, and IP
phones.

Catalyst 9300 Series modular uplink models (Cg300 SKUs) supports Cisco UPoE or PoE+ and PoE, thereby addressing the
largest range of network power needs. Catalyst 9300 fixed uplink models (Cg300L SKUs) support PoE+ and PoE.
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Tables g and 10 show the power supply combinations required for different PoE needs.

Table g. Power supply requirements for Catalyst 9300 Series modular uplink PoE/PoE+ models (Cg300-xxP SKUs)
PoE on all ports (15.4W per port) 1 PWR-C1-715WAC/PWR-C1-715WAC- 1 PWR-C1-11200WAC/PWR-C1-1100WAC-P or 2 PWR-Ca-
P/PWR-Cz1-725WDC 715 WAC/PWR-C1-71.5 WAC-P/PWR-C1-725WDC
PoE+ on all ports (30W per port) 1 PWR-C1-11200WAC/PWR-Ca1- 2 PWR-C1-11200WAC/PWR-C1-1200WAC-P or 1 PWR-Ca-
11200WAC-P or 2 PWR-Ca- 1100WAC/PWR-C1-1200WAC-P and 1 PWR-Ca-
715 WAC/PWR-Cz1-7215 WAC-P/PWR- 7215 WAC/PWR-C2-72.5 WAC-P/PWR-C2-725 WDC
C1-725WDC

Table1o.  Power supply requirements for Catalyst 9300 Series UPOE models (C9300-xxU/UXM/UN SKUs)

24-port Cisco UPOE switch 48-port Cisco UPOE switch 48 and 24-port Multigigabit
Cisco UPOE switch
Cisco UPOE (60W per port) & 1 PWR-C1-1200WAC/PWR-Ca- 2 PWR-C1-1100WAC/PWR-C1- 2 PWR-C1-1200WAC/PWR-Ca-
IEEE 802.3bt type3 onall ports ~ 1100WAC-P and 1 PWR-C1- 1100 WAC-P 1100 WAC-P
(24-port switch) or up to 30 ports  715WAC/PWR-C1-715WAC-P/PWR-
(48-port switch) C1-715WDC

Table11.  Power supply requirements for Catalyst 9300 Series fixed uplink PoE/PoE+ models (Cg300L-xxP SKUs)

PoE on all ports (15.4W per port) 1 PWR-C2-715WAC-P/PWR- 1 PWR-C1-1200WAC-P or 2 PWR-C1-725WAC-P
C1-725WDC

1 PWR-C1-1200WAC-P or 2 2 PWR-C1-1200WAC-P or 1 PWR-C1-1200WAC-P and 1
PWR-C1-7215WAC-P/PWR-C1- PWR-Ca1-725WAC-P/PWR-C1-725WDC
715WDC

PoE+ on all ports (30W per port)

o Perpetual PoE: With Perpetual PoE, the PoE power is maintained during a switch reload. This is important for loT
endpoints such as PoE-powered lights, so that there is no disruption during switch reboot.

o Fast PoE: When power is restored to a switch, PoE starts delivering power to endpoints without waiting for the
operating system to fully load, thereby speeding up the time for the endpoint to start up.

" C9300-48UN, C9300-24UX, C9300-48UXM are available with PWR-C1-1100WAC-P Platinum-rated power supply. Platinum-rated power supplies are
more efficient, lowering operating power costs

" PWR-C1-1100WAC-UP and PWR-C1-715WAC-UP Platinum-rated power supply upgrade options are available to upgrade the default AC power supply
to 11200W or 725W
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Software requirements

Cisco DNA Software for Access Switching is available for the Cisco Catalyst 9300 Series.

Cisco DNA Software for Access Switching offers comprehensive solutions for the enterprise campus and branch offices.
Cisco DNA for Access Switching introduces a simpler and more economical way to deploy access, aggregation, and core
switches across enterprise campus and branch locations.

The Cisco DNA Subscription for Switching offer delivers an unbound network on an open and extensible architecture to
help you navigate the digital journey. This subscription offer simplifies the buying process and includes lower initiation
costs and flexible terms. It includes: Cisco DNA Premier with full Cisco DNA capabilities and SD-Access, bundled with ISE
Base, ISE Plus, and StealthWatch.

For ordering information for Cisco DNA Software for the Cisco Catalyst 9300 Series, go
to https://www.cisco.com/c/en/us/products/software/one-access/switching-part-numbers.html.

Cisco Catalyst 9300 Series switches run on Cisco |OS XE 16.5.1a release or later with the following exceptions. Catalyst
9300 Series 1G fiber models (C9300-xxS SKUs) are supported on Cisco IOS XE 16.11.1a release or later. Catalyst 9300
Series fixed uplink models (Cg300L SKUs) are supported on Cisco I0S XE 16.11.1b release or later. These software releases
includes all the features listed earlier in the Platform Benefits section.

Licensing

Packaging
The Cisco Catalyst gooo family of switches introduces a new and simplified licensing package in the form of base and add-
on licenses.

e The perpetual licensing package includes the Network Essentials and Network Advantage licensing options that
are tied to the hardware. Between them, the base licensing packages cover switching fundamentals,
management automation, troubleshooting, and advanced switching features. These Network licenses are
perpetual.

e The subscription licensing package includes the Cisco DNA Essentials and Cisco DNA Advantage options. In
addition to on-box capabilities, the features available with this package provide Cisco innovations on the switch,
as well as on Cisco DNA Center. The Cisco DNA subscription licenses are mandatory at the time of configuration.

License consumption is easily determined by the package itself. While perpetual licenses are always permanent and
without an expiration date, subscription licenses have to be purchased for a 3-, 5-, or 7-year term (and hence are also
known as term-based licenses). Table 12 shows the combinations of perpetual and subscription licenses that must be
purchased.

Table12.  Licensing combinations

_ Cisco DNA Essentials Cisco DNA Advantage Cisco DNA Premier
Yes No No

Network Essentials

*

Network Advantage No Yes Yes

" At the time of Cisco DNA license renewal, the Cisco DNA Essentials license can be purchased to be used with Network Advantage
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Managing licenses with Smart Accounts: Creating Smart Accounts by using the Cisco Smart Software Manager (SSM)
enables you to manage your software licenses from a centralized website. You can set up Cisco SSM to receive daily email
alerts and to be notified of expiring subscription licenses that you want to renew.

You must order a Cisco DNA subscription term license in order to purchase a switch. When the license term expires, you
can either renew the add-on license to continue using it or deactivate the add-on license and then reload the switch to
continue operating with the base license capabilities.

Both the base and add-on licenses are also available for a go-day evaluation period. An evaluation license is activated
temporarily, without purchase. An expired evaluation license cannot be reactivated after reload.

Note:  Itis not required to deploy Cisco DNA Center just to use one of the above packages.

Tables 13 shows the features included in the Network Essentials and Advantage packages.

Table 14 shows the features included in the Cisco DNA Essentials and Advantage packages.

Table13.  Network Essentials and Advantage package features

Features Network Network
Essentials Advantage

Switch fundamentals
Layer 2, Routed Access (RIP, EIGRP Stub, OSPF - 1000 routes), PBR, PIM Stub Multicast (1000 routes)),
PVLAN, VRRP, PBR, CDP, QoS, FHS, 802.1X, MACsec-128, CoPP, SXP, IP SLA Responder, SSO

Advanced switch capabilities and scale X v
BGP, EIGRP, HSRP, IS-IS, BSR, MSDP, PIM-BIDIR,” IP SLA, OSPF

Network segmentation X v
VRF, VXLAN, LISP, SGT, MPLS, mVPN

Automation v v
NETCONF, RESTCONF, gRPC, YANG, PnP Agent, ZTP/Open PnP, GuestShell (On-Box Python)

Telemetry and visibility v v
Model-driven telemetry, sampled NetFlow, SPAN, RSPAN

High availability and resiliency X v/
Nonstop Forwarding (NSF), Graceful Insertion and Removal (GIR), Fast Software Upgrade (FSU),
Software Patching (CLI Based)

IOT integration X v
AVB, PTP, COAP

Security X v
MACsec-256
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Table14.  Cisco DNA Essentials and Advantage package features (add a section for other software support and add Prime, ISE and
Stealthwatch support)

Features Cisco DNA Cisco DNA Cisco DNA

Essentials Advantage Premier

Switch features

Optimized network deployments X 4 v
Cisco DNA Service for Bonjour

Advanced telemetry and visibility v 4 v
Full Flexible NetFlow, EEM

Optimized telemetry and visibility X v v
ERSPAN, AVC (NBAR2), app hosting (in containers/VMs), Wireshark

Advanced security X P y
Encrypted Traffic Analytics (ETA)

Cisco DNA Center features

Day-o network bring-up automation v v v
Cisco Network Plug-and-Play application, network settings, device credentials, LAN
automation, host onboarding

Element management 4 4 v
Discovery, inventory, topology, software image, licensing, and configuration

management

Element management X v/ 4

Patch management

Basic Assurance v v v
Health dashboards — Network, Client, Application; switch and wired client health

monitoring

SD-Access X v 4

Policy-based automation and assurance for wired and wireless

SD-Access Embedded Wireless X v v

C9800 Wireless Software package to enable Wireless Controller Functionality”

Network assurance and analytics X v v
Global insights, trends, compliance, custom reports; switch 360, wired client 360; fabric
and non-fabric insights; app health, app 360, app performance (loss, latency, jitter)

Other Software included (can be purchased separately)

ISE Base X X v
ISE Plus X X v
StealthWatch X X 4

" Note: A purchase of Cisco DNA Advantage or Cisco DNA Premier per Access Point is required in order to enable the Wireless Controller functionality on
Catalyst Switches
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Specifications

Dimensions, Weight, Acoustic, Mean time between failures

The table below shows the dimensions, weights, acoustic and mean time between failures of all models of Cisco Catalyst
9300 Series switches.

Table 15. Model Dimensions, Weight, and Mean Time between failures metrics

Dimensions (H x W x D) inches

Model
Cg9300-24T
Cg9300-24P
C9300-24U
C9300-24UX
Cg9300-24UB
Cg9300-24UXB
C9300-48T
C9300-48P
C9300-48U
C9300-48UXM
C9300-48UN
Cg9300-48UB
C9300-24S
C9300-48S
Co300L-24T-4G
Cg300L-24T-4X
Cg9300L-48T-4G
Cg9300L-48T-4X
Cg300L-24P-4G
Cg300L-24P-4X

Cg9300L-48P-4G

Chassis only

1.73x17.5x16.1
1.73X17.5x16.1
1.73X17.5x16.1
1.73X17.5X17.1
1.73X17.5x16.1
1.73X17.5X17.1
1.73X17.5X16.1
1.73X17.5x16.1
1.73X17.5x16.1
1.73X17.5X19.1
1.73X17.5X19.1
1.73X17.5X16.1
1.73 X17.5 X17.7
1.73X17.5X17.7
1.73X17.5X16.1
1.73X17.5 X16.1
1.73X17.5X16.1
1.73X17.5 X16.1
1.73X17.5X16.1
1.73X17.5X16.1

1.73X17.5 X16.1
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W/ Default Power Supply

1.73X17.5X17.7

1.73X17.5X17.7

1.73X17.5X19.2
1.73X17.5X 20.2
1.73X17.5X19.2
1.73X17.5X 20.2
1.73X17.5X17.7

1.73X17.5X17.7

1.73X17.5X19.2
1.73X17.5X 22.2
1.73X17.5X 22.2
1.73X17.5X19.2

1.73 X17.5 X19.2
1.73 X17.5 X19.2
1.73 X17.5 X17.7
1.73X17.5X17.7
1.73X17.5X17.7
1.73X17.5X17.7
1.73 X17.5 X17.7
1.73 X17.5 X17.7

1.73X17.5X17.7

W/ 11200W Power Supply

1.73X17.5X19.2
1.73X17.5X19.2
1.73X17.5X19.2
1.73X17.5X 20.2
1.73X17.5X19.2
1.73 X 17.5X 20.2
1.73X17.5X19.2
1.73X17.5X19.2
1.73X17.5X19.2
1.73X17.5X 22.2
1.73X17.5X 22.2
1.73X17.5X19.2
1.73 X17.5 X 20.7
1.73X17.5 X 20.7
1.73X17.5 X19.2
1.73 X17.5 X19.2
1.73 X17.5 X19.2
1.73 X17.5 X19.2
1.73 X17.5 X19.2
1.73 X17.5 X19.2

1.73 X17.5 X19.2
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1.73X17.5 X16.1

Cg300L-48P-4X

C9300-24T
Cg9300-24P
Cg9300-24U
Cg9300-24UX
C9300-48T
C9300-48P
C9300-48U
C9300-48UXM
C9300-48UN
C9300-24S
C9300-48S
Co300L-24T-4G
Cg9300L-24T-4X
Cg9300L-48T-4G
Cg9300L-48T-4X
Cg300L-24P-4G
Cg300L-24P-4X
Cg9300L-48P-4G

Cg9300L-48P-4X

Cg9300-24T
Cg9300-24P

Cg9300-24U

4l X 44.5X 40.9
44y X 44.5X 40.9
4oty X 44.5X 40.9
boly X 445X 43.4
4oy X 445X 40.9
4oy X 44.5X 40.9
44y X 44.5X 40.9
4-b X 44.5X48.5
4-b X 44.5X 48.5
43X bbby X 44.9
43X bbby X 444.9
4l X 44.5X 40.9
4oty X 44.5X 40.9
44y X 44.5X 40.9
4oy X 445X 40.9
4y X 44.5X 40.9
4l X 44.5X 40.9
4l X 44.5X 40.9

44 X 445X 40.9

16.03

16.33

16.63
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1.73 X17.5 X17.7

4b X 44.5X 44.9
4-bX 44.5X 44.9
4t X 44.5%48.8
4b X 44.5X51.3
bl X 44.5X 44.9
bl X 44.5X 44.9
44X 44.5%48.8
4ty X 445X 56.4
4ty X 4445 X 56.4
4.3X 44.4 X 48.8
43X 44.4X48.8
4-b X 44.5X 44.9
4b X 44.5X 44.9
4bX 44.5X 44.9
4l X 44.5X 44.9
bl X 44.5X 44.9
4b X 44.5X 44.9
44X 44.5X 44.9

44 X 44.5X 44.9

74

7-54

1.73 X17.5 X19.2

4.4y X 445 X 4,8.8
4.4 X 445X 4,8.8
4.4y X 445X 48.8
4-4 X 44.5X51.3
4l X 44.5%48.8
4.4 X 445X 4,8.8
4.4 X 445X 4,8.8
4l X 445X 56.4
4l X 445X 56.4
4.3 X 4444 X 52.6
43X 44.4X52.6
4.4 X 44.5 X 4,8.8
4.4 X 44,5 X 4,8.8
4.4 X 445X 48.8
4.4 X 44.5 X 4,8.8
4.4 X 44.5 X 4,8.8
4.4y X 445X 4,8.8
4.4 X 445X 4,8.8

4.4 X 44,5 X 4,8.8
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C9300-24UX
Cg9300-24UB
C9300-24UXB
C9300-48T
C9300-48P
Cg9300-48U
C9300-48UXM
C9300-48UN
C9300-48UB
C9300-24S
C9300-48S
Cg300L-24T-4G
Cg300L-24T-4X
Cg9300L-48T-4G
Cg9300L-48T-4X
Cg300L-24P-4G
Cg300L-24P-4X
Cg300L-48P-4G

C9300L-48P-4X

Mean time between failures — MTBF (hours)

C9300-24T
Cg9300-24P
Cg9300-24U
C9300-24UX
C9300-24UB
C9300-24UXB

C9300-48T

18.18
16.63
18.18
16.43
16.73
17.03
20.50
20.05
17.03
16.84
17.32
14.93
14.93
15.41
15.41
14.99
14.99
15.46

15.46

314,790
299,000
238,410
214,760
354,300

288.520

305,870
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8.25
7-54
8.25
7-45
7-59
7.72
934
9.09
7-72
7.64
7.86
6.78

6.78

6.81

6.81

7-03

7-03
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C9300-48P
Cg9300-48U
C9300-48UXM
C9300-48UN
Cg9300-48UB
C9300-24S
C9300-48S
Co300L-24T-4G
Cg300L-24T-4X
Cg9300L-48T-4G
Cg9300L-48T-4X
Cg300L-24P-4G
Cg300L-24P-4X
Co9300L-48P-4G
Cg9300L-48P-4X
PWR-C1-350WAC-P
PWR-C1-7215WAC-P

PWR-C1-1100WAC-P

Cg9300-NM-2Q
Cg300-NM-2Y
C9300-NM-4G
C9300-NM-4M
C9300-NM-8X

FAN-T2

277,770

227,410

202,160

198,647

337,170

284,130

281,920

395,800

387,700

387,860

380,080

346,940

340,710

314,140

309,020

1,335,012 (ranges from 1.3M to 3.2M depending on temperature, input voltage and vendor)
1,054,881 (ranges from 1.05M to 2.6M depending on temperature, input voltage and vendor)

1,217,904 (ranges from 1.2M to 2.8M depending on temperature, input voltage and vendor)
(investigating an anomaly in MTBF data received from 1 Power Supply vendor — Artesyn)

10,778,230
7,568,820
8,953,570
10,549,060
7,151,930

4,521,330
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Environmental ranges

Acoustic noise With AC power supply (with 24 PoE+ ports loaded for C9300 SKUs)

Measured per ISO 7779 and o LpA: 45dB typical, 48 dB max

declared per ISO 9296 o LwA: 5.6B typical, 5.9B max

Bystander positions operating ~ With AC power supply (with half the number of PoE+ ports loaded for Cg300L SKUs)
to an ambient temperature of o LpA: 44dB typical, 47 dB max

25°C o LwA: 5.5B typical, 5.8B max

Typical: Noise emission for a typical configuration

Maximum: Statistical maximum to account for variation in production
Connectors

Table 16 shows the supported connectors for the Cisco Catalyst 9300 Series.

Table16. Connectors

Connectors and cabling 1000BASE-T ports: RJ-45 connectors, 4-pair Cat 5E UTP cabling

Multigigabit-T ports: RJ-45 connectors, 4-pair Cat 5E, Cat 6, Cat 6A UTP cabling

1000BASE-T SFP-based ports: RJ-45 connectors, 4-pair Cat 5E UTP cabling

SFP transceivers: LC fiber connectors (single-mode or multimode fiber)

SFP+ transceivers: LC fiber connectors (single-mode or multimode fiber)

QSFP+ transceivers: MPO and LC fiber connectors (single-mode or multimode fiber)

QSFP+ connector

SFP+ connector

Cisco StackWise stacking ports: copper-based Cisco StackWise cabling

Cisco StackPower: Cisco proprietary power stacking cables

Ethernet management port: RJ-45 connectors, 4-pair Cat 5 UTP cabling

Management console port: RJ-45-to-DBg cable for PC connections

Power connectors Customers can provide power to a switch by using the internal power at the back of the switch

Internal power supply connector: The internal power supply is an auto-ranging unit. It supports input voltages
between 100 (115 for 1200WAC) and 240 VAC. Use the supplied AC power cord to connect the AC power connector
to an AC power outlet

For the latest Cisco transceiver module compatibility information, refer to
https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-device-support-tables-
list.html.
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Management and standards support

Table 17 shows management and standards support for the Cisco Catalyst 9300 Series.

Table 17.

Management and standards support”

_

Management
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BRIDGE-MIB
CISCO-BRIDGE-EXT-MIB
CISCO-BULK-FILE-MIB
CISCO-CABLE-DIAG-MIB
CISCO-CALLHOME-MIB
CISCO-CEF-MIB
CISCO-CIRCUIT-INTERFACE-MIB
CISCO-CONFIG-COPY-MIB
CISCO-CONFIG-MAN-MIB
CISCO-DEVICE-LOCATION-MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-EIGRP-MIB
CISCO-EMBEDDED-EVENT-MGR-MIB
CISCO-ENTITY-FRU-CONTROL-MIB
CISCO-ENTITY-SENSOR-MIB

CISCO-ENTITY-VENDORTYPE-OID-MIB

CISCO-ERR-DISABLE-MIB
CISCO-FLASH-MIB
CISCO-FLOW-MONITOR-MIB
CISCO-FTP-CLIENT-MIB
CISCO-HSRP-EXT-MIB
CISCO-HSRP-MIB
CISCO-IETF-BFD-MIB
CISCO-IETF-PPVPN-MPLS-VPN-MIB
CISCO-IETF-PW-MPLS-MIB
CISCO-IF-EXTENSION-MIB
CISCO-IGMP-FILTER-MIB
CISCO-IMAGE-LICENSE-MGMT-MIB
CISCO-IMAGE-MIB
CISCO-IP-CBR-METRICS-MIB
CISCO-IP-STAT-MIB
CISCO-IP-TAP-MIB
CISCO-IP-URPF-MIB
CISCO-IPSEC-FLOW-MONITOR-MIB
CISCO-IPSEC-MIB
CISCO-IPSEC-PROVISIONING-MIB
CISCO-IPSLA-AUTOMEASURE-MIB
CISCO-IPSLA-ECHO-MIB

CISCO-PORT-STORM-CONTROL-MIB
CISCO-POWER-ETHERNET-EXT-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PROCESS-MIB
CISCO-PRODUCTS-MIB
CISCO-RF-MIB
CISCO-RTP-METRICS-MIB
CISCO-RTTMON-ICMP-MIB
CISCO-STACKWISE-MIB
CISCO-STP-EXTENSIONS-MIB
CISCO-SYSLOG-MIB
CISCO-TCP-MIB
CISCO-UDLDP-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
ENTITY-MIB

HC-ALARM-MIB
HC-RMON-MIB
IEEE8023-LAG-MIB

IF-MIB

IP-FORWARD-MIB

IP-MIB

LLDP-EXT-MED-MIB
LLDP-MIB

MAU-MIB
MPLS-L3VPN-STD-MIB
MPLS-LSR-STD-MIB
MPLS-VPN-MIB
OLD-CISCO-CHASSIS-MIB
OLD-CISCO-CPU-MIB
OLD-CISCO-INTERFACES-MIB
OLD-CISCO-IP-MIB
OLD-CISCO-MEMORY-MIB
OLD-CISCO-SYS-MIB
OLD-CISCO-TCP-MIB
OLD-CISCO-TS-MIB
POWER-ETHERNET-MIB
RFC1213-MIB

RMON-MIB
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CISCO-IPSLA-JITTER-MIB RMON2-MIB
CISCO-L2-CONTROL-MIB SMON-MIB
CISCO-L2L3-INTERFACE-CONFIG-MIB SNMPv2-MIB
CISCO-LAG-MIB SONET-MIB
CISCO-LICENSE-MGMT-MIB TCP-MIB
CISCO-LOCAL-AUTH-USER-MIB UDP-MIB

CISCO-MAC-NOTIFICATION-MIB
CISCO-MDI-METRICS-MIB
CISCO-MEDIA-METRICS-MIB
CISCO-MEMORY-POOL-MIB
CISCO-MPLS-LSR-EXT-STD-MIB
CISCO-NBAR-PROTOCOL-DISCOVERY-MIB
CISCO-NHRP-EXT-MIB

CISCO-NTP-MIB

CISCO-PAGP-MIB
CISCO-PORT-SECURITY-MIB

Standards EEE 802.15 RMON | and Il standards
IEEE 802.2w SNMPvz, v2c, and v3
IEEE 802.1x
|IEEE 802.1x-Rev
IEEE 802.3ad
IEEE 802.3af
IEEE 802.3at

IEEE 802.3x full duplex on 10BASE-T,
100BASE-TX, and 1000BASE-T ports

IEEE 802.1D Spanning Tree Protocol

|IEEE 802.1p CoS prioritization

IEEE 802.2Q VLAN

IEEE 802.3 10BASE-T specification

IEEE 802.3U 100BASE-TX specification

IEEE 802.3ab 1000BASE-T specification

IEEE 802.32 1000BASE-X specification

IEEE 802.3bz Multirate 2.5G/5G specification
IEEE 802.3an 10G BASE-T specification
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Power supply specifications

Table 18 lists the power specifications for the Cisco Catalyst 9300 Series based on the kind of power supply used.

Table 18.

Power specifications

Power supply rated
maximum

Total output BTU
(note: 2000 BTU/hr =
293W)

Input-voltage range and
frequency

Input current
Output ratings

Output holdup time

Power-supply input
receptacles

Power cord rating

Physical specifications

Table 19.

PWR-C1-1100WAC-P

1100W

3754 BTU/hr, 1200W

115V to 240 VAC,
5o to 60 Hz

12-6A
-56V at 19.64A

20 ms minimum at 200VAC

IEC 320-C16
(IEC60320-C16)

15A

(HxWxD):1.58x3.25x13.7
in

Weight: 3.1 1b (1.4 kg)

Power specifications — platinum rated power supplies

PWR-C1-715WAC-P

2440 BTU/hr, 725W

100 to 240 VAC,

-56V at12.8A

20 ms minimum at 200VAC

IEC320-C16
(IEC60320-C16)

(HxWxD):1.58 x3.25 X

Weight: 2.6 Ib (1.2 kg)

350W

50 to 60 Hz

4-2A

10A

12.20in

PWR-C1-350WAC-P

1194 BTU/hr, 350W

100 to 240 VAC,

-56V at 6.25A

IEC320-Ca4
(IEC60320-C14)

(HxWxD):1.58x3.25 x

Weight: 2.31b (2.2 kg)

PWR-Ca1-725WDC

715W

2440 BTU/hr

-36Vto -72 VDC

24-12A

-56V at 12.8A

20 ms minimum at 200VAC 2 ms minimum at

-48Vdc

Right angle barrier
style terminal block

25A@100VDC

(HxWxD):1.58x3.25
X12.20in

Weight: 2.2 |b (2kg)

Power supply rated
maximum

Total output BTU
(note: 1000 BTU/hr =
293W)

Input-voltage range and
frequency

Input current
Output ratings

Output holdup time

*PWR-C1-1200WAC-P

1100W

3754 BTU/hr, 1200W

115V to 240 VAC,
5oto 60 Hz

12-6A
-56V at 19.64A

20 ms minimum at 200VAC
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“PWR-C1-715WAC-P

715W

2440 BTU/hr, 725W

100 to 240 VAC,
5oto 60 Hz

10-5A
-56V at12.8A

20 ms minimum at 200VAC

PWR-C1-350WAC-P

350W

1194 BTU/hr, 350W

100 to 240 VAC,
5o to 60 Hz

4-2A
-56V at 6.25A

20 ms minimum at 200VAC
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Power-supply input
receptacles

Power cord rating

Physical specifications

Operating temperature

Storage temperature

Relative humidity
operating and
nonoperating
noncondensing

Altitude

EMI and EMC compliance

Safety compliance

LED indicators

IEC 320-C16
(IEC60320-C16)

IEC 320-Ca6
(IEC60320-C16)

IEC 320-C14
(IEC60320-C14)

15A 15A 10A

(HxWxD):1.58x3.25x12.201in
Weight: 2.31b (2.2 kg)

(HxWxD):1.58x3.25513.7in
Weight: 3.1 1b (1.4 kg)

(HxWxD):1.58x3.25x12.201in
Weight: 2.6 Ib (1.2 kg)

Normal operating temperature* and altitudes:

e -5°Cto +45°C, up to 5000 feet (1500m)

e -5°Cto +40°C, up to 10,000 feet (3000m)
* Minimum ambient temperature for cold start is 32°F (0°C)
Short-term” exceptional conditions:

e -5°C to +50°C, up to 5000 feet (1500m)

e -5°Cto +45°C, up to 10,000 feet (3000m)

o -5°Cto +45°C, at sea level with single fan failure

* . . . .
Not more than following in one-year period: 96 consecutive hours, or 360 hours total, or 15 occurrences

-40° to 158°F (-40° to 70°C)

5% to 90% noncondensing

10,000 ft. (3000 meters), up to 45°C

FCC Part 15 (CFR 47) Class A

ICES-003 Class A

EN 55032 Class A

CISPR 32 Class A

AS/NZS 3548 Class A

BSMI Class A (AC input models only)

VCCI Class A

EN 55024, EN300386, EN 61000-3-2, EN 61000-3-3

EN61000-4-2, EN61000-4-3, EN61000-4-4, EN61000-4-5, EN61000-4-6, EN 61000-6-1

“AC OK": Input power to the power supply is OK
“PS OK": Output power from the power supply is OK

" PWR-C1-1100WAC-UP is available as an PSU upgrade option to 1100W primary PSU

" PWR-C1-715WAC-UP is available as an PSU upgrade option to 715W primary PSU

Power consumption of standalone 9300 Series Switches

Table 20 shows the power consumption of standalone Cisco Catalyst 9300 Series Switches based on Alliance for
Telecommunications Industry Solutions (ATIS) testing using Internet Mix (IMIX) distribution stream traffic, with input
voltage of 115VAC at 60 Hz and no PoE loading. The values given are the maximum possible power consumption numbers

under the respective test scenarios.
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Table 20. Power Consumption of Standalone 9300 Series Switches (tested on 10S XE 16.5.1)

Measured P(W)

Half port traffic Full port traffic Weighted PoE test (no traffic)
average
Pw

SKU FEP Uplink Input 0.01%/E 10% 30% 50% 100% 0.01%/ 10% 30% 50% 100% 25% 50% 90% 100%
EE} EEE
C9300-24T 350W Not Installed  115Vac 777 86.1 89.1 89.5 89.7 775 91.0 91.7 91.9 92.5 89.8 78.1
230Vac 774 85.4 88.5 88.7 88.8 77-0 89.8 90.7 90.9 913 88.7 77.7
NM-4-1G 115Vac 82.5 88.4 92.1 933 94.1 85.9 96.0 98.9 99.7 100.0 95.4 81.2
230Vac 81.8 87.6 90.4 92.0 92.9 84.9 94.2 96.9 97.9 98.3 93.7 8o.5
NM-4-10G 115Vac 86.4 96.3 98.0 98.2 98.7 90.2 103.7 104.5 104.9 105.9 102.6 87.0
230Vac 85.4 95.1 96.6 96.8 97.3 89.1 102.1 102.9 103.3 104.2 101.0 86.0
NM-2-40G 115Vac 840 94.7 95.7 95.9 96.1 871 1011 1017 1021 103.0 99.9 83.9
230Vac 832 93.6 944 94.6 95.1 86.2 99.2 100.1 100.5 101.4 98.1 83.2
NM-8-10G 115Vac 86.3 95.6 97.5 97.8 98.2 90.7 103.9 104.7 105.1 106.1 102.8 85.0
230Vac 854 94.5 96.2 96.4 97.0 89.7 102.2 103.2 103.6 104.5 101.2 843
C9300-24P 715W Not Installed  115Vac 82.6 91.0 93.4 93.7 93.9 82.0 94.8 95.9 96.1 96.6 93.7 82.9 2023 325.8 527.5 579.0
230Vac 81.6 89.8 92.2 92.4 92.6 817 93.7 94.6 94.7 95.2 92.6 823 199.0 318.2 510.6 559.9
NM-4-1G 115Vac 87.5 93.0 96.5 97.7 98.5 89.8 99.5 102.4 103.0 103.4 98.9 85.4 211.4 334.5 537.8 585.7
230Vac 86.1 91.3 94.4 95.8 96.6 88.9 98.5 101.5 101.9 102.4 97.9 84.6 207.9 328.0 520.3 568.2
NM-4-10G 115Vac 90.4 100.4 101.6 101.9 102.3 94.1 106.8 107.8 108.2 109.1 105.7 90.8 214.9 337.9 539.4 590.8
230Vac 89.4 99.1 100.3 100.5 100.7 92.8 106.1 106.5 106.9 107.8 104.9 89.6 211.0 329.7 522.2 571.0
NM-2-40G 115Vac 88.1 98.6 99.5 99.6 99.9 91.1 104.4 105.2 105.6 106.5 103.3 88.4 212.2 335.2 536.2 586.5
230Vac 87.1 97.2 98.1 98.3 98.8 90.0 103.3 103.9 104.3 105.2 102.1 87.5 208.0 326.8 519.3 567.6
NM-8-10G 115Vac 90.0 99.4 101.0 101.2 101.6 94.2 107.1 107.9 108.3 109.2 106.0 88.7 2153 339.6 541.4 591.3
230Vac  89.0 97.9 99.8 100.0 100.5 931 105.8 106.7 1071 1081 104.8 87.8 2117 3319 524.2 572.3
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Measured P(W)

Half port traffic Full port traffic Weighted PoE test (no traffic)

average

Cg300-24U 1200W  Notlnstalled  115Vac 87.4 95.9 99.0 99.2 99.4 87.0 100.8 1015 101.8 1023 99.6 87.8 3137 547.9 940.3 1041.4
230Vac 85.9 94.7 973 97.6 97.8 85.5 98.0 99.6 99.8 100.3 96.9 86.4 306.2 529.1 895.6 988.7
NM-4-1G 115Vac 922 97.8 101.2 1027 103.6 95.4 105.2 1083 109.0 109.4 104.6 944 321.0 554.0 9435 1045.5
230Vac 90.6 96.1 99.4 100.9 101.7 93.7 103.4 106.4 107.2 107.6 102.8 93.2 313.5 536.6 901.5 994.6
NM-4-10G 115Vac  g6.0 106.2 107.6 107.8 108.4 997 113.4 114.2 114.6 115.6 112.3 96.1 3257 559.0 950.6 1053.0
230Vac 94.3 104.5 105.8 106.1 106.6 97.9 112.1 112.8 113.2 114.0 110.8 944 3183 541.9 906.2 997.8
NM-2-40G 115Vac 93.4 103.9 104.8 105.0 105.5 96.5 110.4 111.3 111.5 112.4 109.2 93.4 323.2 555.8 946.7 1048.6
230Vac 91.8 102.0 103.0 103.3 103.7 94.8 108.7 109.4 109.8 110.6 107.5 91.8 314.9 538.4 902.2 994.5
NM-8-10G 115Vac 95.8 105.4 107.3 107.6 108.1 100.2 114.0 114.8 115.2 116.2 112.8 94.4 324.4 557.7 946.6 1049.0
230Vac 94.0 103.0 105.1 105.4 106.0 98.4 112.0 113.1 113.5 114.5 110.9 93.2 317.8 541.8 907.7 999.1
C9300-24UB 1100W Not Installed  115Vac 87.4 95.9 99.0 99.2 99.4 87.0 100.8 101.5 101.8 102.3 99.6 87.8 313.7 547.9 940.3 1041.4
230Vac 85.9 94.7 97.3 97.6 97.8 85.5 98.0 99.6 99.8 100.3 96.9 86.4 306.2 529.1 895.6 988.7
NM-4-1G 115Vac 92.2 97.8 101.2 102.7 103.6 95.4 105.2 108.3 109.0 109.4 104.6 944 321.0 554.0 943.5 1045.5
230Vac 90.6 96.1 99-4 100.9 1017 93.7 103.4 106.4 107.2 107.6 102.8 93.2 313.5 536.6 901.5 994.6
NM-4-10G 115Vac  96.0 106.2 107.6 107.8 108.4 99.7 1134 114.2 114.6 1156 1123 96.1 325.7 559.0 950.6 1053.0
230Vac 94.3 104.5 105.8 106.1 106.6 97-9 112.1 112.8 113.2 114.0 110.8 944 3183 541.9 906.2 997.8
NM-2-40G 115Vac 934 103.9 104.8 105.0 105.5 96.5 110.4 111.3 111.5 112.4 109.2 93.4 323.2 555.8 946.7 1048.6
230Vac 91.8 102.0 103.0 103.3 103.7 94.8 108.7 109.4 109.8 110.6 107.5 91.8 314.9 538.4 902.2 994.5
NM-8-10G 115Vac 95.8 105.4 107.3 107.6 108.1 100.2 114.0 114.8 115.2 116.2 112.8 94.4 324.4 557.7 946.6 1049.0
230Vac 94.0 103.0 105.1 105.4 106.0 98.4 112.0 113.1 113.5 114.5 110.9 93.2 317.8 541.8 907.7 999.1
C9300-48T 350W Not Installed  115Vac 815 94.9 95.7 95.9 96.4 80.8 98.6 100.2 101.3 102.3 97.2 82.2
230Vac 80.5 93.7 94.6 94.8 95.3 8o.1 97.3 99.5 99.9 100.8 96.0 815
NM-4-1G 115Vac 86.4 94.9 97.8 99.4 100.4 89.3 104.6 107.6 108.6 108.9 103.5 85.7
230Vac 853 93.8 96.6 98.4 99.1 88.2 103.4 106.2 106.9 107.2 102.3 84.8
NM-4-10G 115Vac 89.6 103.4 104.2 104.6 105.4 93.0 1127 113.5 114.1 115.7 111.0 90.6
230Vac 89.0 102.0 102.8 103.1 103.9 91.9 111.0 111.8 112.4 114.0 109.4 89.3
NM-2-40G 115Vac 883 102.4 102.9 1033 104.2 91.0 1105 1113 1122 113.9 108.9 88.6
230Vac 873 100.9 101.4 101.8 1027 89.9 108.8 109.6 110.3 1121 107.2 87.6
NM-8-10G 1gVac g2 105.2 106.1 106.5 107.4 98.6 117.6 118.4 1191 120.9 116.0 910
230Vac 911 103.9 104.7 105.1 106.0 973 115.8 116.6 1173 119.0 1143 90.0

© 2019 Cisco and/or its affiliates. All rights reserved. Page 33 0f 48



Measured P(W)

Half port traffic Full port traffic Weighted PoE test (no traffic)

average
Pw

C9300-48P 715W Not Installed  115Vac 90.5 103.2 104.5 1047 105.2 89.9 104.9 107.8 109.2 110.2 103.9 913 206.1 3241 514.4 563.2
230Vac 894 102.2 103.4 103.6 1041 88.9 1037 106.9 108.4 109.3 1027 89.9 202.9 316.9 500.6 547.5
NM-4-1G 115Vac 95.3 103.5 106.2 108.1 108.8 98.0 112.1 114.9 115.9 116.2 1111 94.3 215.0 332.6 523.4 572.1
230Vac 94.0 102.2 105.2 106.9 107.8 96.4 1113 114.1 115.2 115.5 110.2 93.1 211.2 324.8 509.3 555.8
NM-4-10G 115Vac 987 1115 1123 112.7 1135 1015 119.7 1205 1212 1228 118.2 99.2 2191 336.5 5288 576.6
230Vac 971 110.7 111.5 111.9 112.7 100.6 119.2 120.0 120.7 122.3 117.6 97.9 215.5 329.5 514.2 560.5
NM-2-40G 115Vac 96.9 110.1 110.7 111.0 111.9 99.3 118.2 119.0 119.7 121.5 116.7 97.6 217.4 335.4 527.4 577-8
230Vac 95.6 109.2 109.7 110.1 111.0 98.1 117.5 118.2 119.0 120.6 115.8 96.0 213.0 326.9 511.9 558.8
NM-8-10G 115Vac 100.5 113.4 114.2 114.6 115.5 106.4 124.5 125.4 126.1 128.0 123.0 99.5 2151 334.7 520.8 568.8
230Vac 99.4 112.8 113.5 113.9 114.9 105.3 124.0 124.9 125.6 127.4 122.5 98.4 2123 327.4 507.4 553.1
C9300-48U 1100W Not Installed  115Vac 96.0 110.2 110.9 111.2 111.7 95.6 112.5 114.3 115.9 116.9 111.3 97.0 315.1 544.0 925.9 1023.0
230Vac 94.8 108.5 109.2 109.4 109.9 94.2 110.0 112.5 114.1 115.0 108.9 95.6 308.6 520.4 889.9 978.8
NM-4-1G 115Vac 97.4 105.8 109.0 110.7 111.0 99.9 115.1 117.8 118.9 119.2 114.0 96.4 319.2 547.3 928.0 1026.3
230Vac 954 103.9 107.4 1087 110.0 98.8 113.4 116.2 117.0 117.4 112.4 94.9 314.3 535.6 896.0 984.3
NM-4-10G 115Vac 104.4 118.5 119.0 119.5 1201 107.4 126.8 127.6 1283 130.0 1252 104.9 326.2 556.0 938.6 1035.6
230Vac 102.8 116.0 117.1 117.5 118.2 106.4 124.8 125.5 126.2 127.7 123.2 103.6 320.4 541.4 903.0 991.6
NM-2-40G 115Vac 102.9 117.2 117.6 118.0 119.0 104.8 123.8 124.6 1253 127.0 1222 102.5 3241 552.4 934.4 1032.6
230Vac 1012 1149 1155 115.9 117.0 103.9 123.0 1237 124.4 126.1 1214 1017 316.9 537.9 898.2 988.3
NM-8-10G 115Vac 106.7 120.4 1211 121.5 122.3 112.7 131.5 132.4 133.0 134.8 130.0 105.7 330.0 563.7 941.8 1043.4
230Vac 105.0 118.5 119.2 119.6 120.2 110.9 129.4 130.2 131.0 132.6 127.9 104.1 324.5 549.0 908.0 998.9
C9300-24UX 1200W NM-8-10G 115Vac 188.0 195.7 196.8 197.4 198.9 208.8 224.6 227.0 2286 232.0 223.8 168.6 364.2 521.6 784.3 851.4
230Vac 184.4 192.2 192.9 193.5 195.1 204.6 220.0 222.0 223.5 226.9 219.2 165.3 354.2 505.0 749.7 810.6
C9300-24UXB  1100W NM-8-10G 115Vac 188.0 195.7 196.8 197.4 198.9 208.8 224.6 227.0 228.6 232.0 223.8 168.6 364.2 521.6 784.3 851.4
230Vac 184.4 192.2 192.9 193.5 195.1 204.6 220.0 222.0 223.5 226.9 219.2 165.3 354.2 505.0 749.7 810.6
C9300- 1100W NM-8-10G 115Vac 236.2 241.4 246.6 247.8 249.6 253.2 261.5 272.4 278.5 283.0 262.8 219.2 3923 5287 750.8 810.1
48UXM
230Vac 232.2 237.4 242.5 243.7 245.6 249.0 256.7 267.6 272.9 277.2 258.0 215.7 382.8 515.2 728.0 784.7
C9300-48UN  1200W  NM-8-20G 115Vac 1729 1767 1787 179.8 1818 193.8 199.8 2015 2031 206.9 199.9 159.1 357.3 525.0 803.9 8751
230Vac 1712 174.8 176.8 1781 179.9 1917 197.8 199.4 201.0 204.7 197.9 157.9 3515 512.1 777.0 843.8
C9300-48UB  1200W  NM-8-20G 115Vac 1067 120.4 1213 1215 1223 1127 1315 1324 133.0 134.8 130.0 1057 3300 563.7 941.8 10434
230Vac  105.0 1185 119.2 119.6 120.2 110.9 129.4 130.2 131.0 1326 127.9 1041 324.5 549.0 908.0 998.9
Coz00L-48T-  350W Integrated 115Vac 6032 69.53 70.41 7116 72.00 61.57 79.62 80.62 81.44 82.32 78.083 59.47
4G
230Vac 59.75 68.45 69.31 70.05 70.81 60.58 78.05 79.06 79.80 80.67 76.564 59.00
Cg300L-48P- 715W Integrated 115Vac 68.05 78.83 80.51 80.97 81.98 69.18 90.03 91.95 92.67 94.13 88.35 68.50 203.00 337.40 559.30 616.70
4X
230Vac 66.98 77-59 79.12 79.53 80.51 67.76 88.18 90.24 90.79 92.67 86.58 67.40 200.30 331.50 545.00 598.60
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Measured P(W)

Half port traffic Full port traffic Weighted PoE test (no traffic)

average
Pw

CozooL-24T-  350W  Integrated 1gVac  57.75 63.72 64.67 6537 66.09 58.39 69.87 70.92 7174 7237 68.97 5730
4G
230Vac 56.63 62.65 63.60 64.28 65.02 57.16 68.55 69.59 70.38 70.99 67.65 56.20
Cg300L-24P- 715W Integrated 115Vac 62.33 68.39 69.42 70.19 70.99 62.74 74.98 76.05 76.93 77.70 74.02 61.92 203.54 34171 569.96 627.59
4G
230Vac 60.91 67.07 68.18 68.91 69.68 61.32 73.88 74.99 75.84 76.58 72.89 60.60 199.69 334.16 552.06 606.54
Coz00L-48T-  350W Integrated 115Vac  63.28 7375 75.38 75.85 76.86 64.15 83.82 85.53 86.68 8872 82.34 62.37
4X
230Vac 61.91 72.22 73.73 7413 75.06 62.82 82.21 84.17 84.97 86.77 80.73 60.97
C9300L-48P- 715W Integrated 115Vac 69.21 77-07 78.03 78.82 79.86 70.06 86.76 87.97 88.97 90.01 85.41 68.42 213.65 351.15 575.52 632.46
4G
230Vac 67.90 76.03 76.95 77.76 78.78 68.72 85.61 86.74 87.62 88.63 84.22 67.16 209.87 342.56 556.81 611.08
Cg300L-24T- 350W Integrated 115Vac 58.69 65.61 67.13 67.54 68.03 59.12 71.55 73-49 74.06 75.14 70.66 58.13
4X
230Vac 57.36 64.19 65.74 65.94 66.41 57.85 70.03 71.96 72.31 73.54 69.17 56.85
Cg300L-24P- 715W Integrated 115Vac 64.32 70.97 72.60 73.02 73.63 69.27 76.96 79.15 79.85 81.00 76.59 64.99 207.17 343.00 569.93 626.15
4X
230Vac 64.09 69.90 71.75 72.28 72.92 67.80 76.12 78.34 78.78 7991 75.67 63.70 203.04  336.39 553.25 607.02
Co300-NM- 115Vac 116.30 117.00 118.40 119.10 119.60  149.40 15110 152.20 152.90  153.50 151.17 93.50
C9300-485 715W
46 230Vac  114.90 11560 11670  117.60 11810 147.10 14880 15010 15030 15070  148.82 92.10
C9300-NM- 115Vac 117.70 121.30 121.80 122.40 124.10 150.60 154.10 155.30 156.30 158.60 154.20 88.00
C9300-485 715W
20 230Vac 116.40 119.70 120.20 120.80 122.10 147.70 151.20 152.70 153.80 156.10 151.34 87.60
ooy, MSVeC 12050 12360 12430 12520 126,00  152.80 15610  157.60  158.60 160.80  156.24 87.40
C9300-485 715W
8X
230Vac  119.00 121.90  122.90  123.40 124.40  150.20 153.90 154.90 15580 15830 153.97 88.90
Cg300-NM- 115Vac 118.29 121.62 122.36 122.78 124.03 153.80 157.53 158.17 159.28 161.00 157.50 87.53
C9300-485 715W
il 230Vac 117.15 120.62 120.89 121.30 122.35 150.20 153.61 154.60 155.58 157.86 153.69 86.48
C9300-NM- 115Vac 114.30 119.20 119.70 120.30 121.50 144.40 152.00 152.80 153.10 156.10 151.65 85.80
C9300-485 715W
2 230Vac 112.00 118.00 118.60 118.90 120.10 142.20 149.20 150.20 151.00 153.40 148.92 83.90
Co300-NM- 115Vac 99.40 10030 101.50 102.10 102.50  116.20 117.70 119.10 119.50  119.80 117.76 91.70
C9300-245 715W
S 230Vac 98.00 98.90 99.70 100.60 101.60 114.40 115.80 116.70 117.20 117.70 115.85 90.90
C9300-NM- 115Vac 101.90 104.80 105.30 105.40 106.10 117.60 120.50 121.10 121.70 123.10 120.47 85.40
C9300-24S 715W
2Q
230Vac 100.20 103.00 103.50 103.70 104.30 115.70 118.70 119.30 119.50 120.70 118.60 84.40
C9300-NM- 115Vac 104.60 107.40 108.30 108.50 109.10 121.30 124.10 124.80 125.40 126.40 124.05 85.90
C9300-245 715W
8X
230Vac  103.40 10570  106.40  106.70 107.00  119.40 12250  122.90 12320 12430 12237 84.60
Cogoonn. B8V 995 10180  102.50  102.70 10330 116.60 11970 12030 12100 12220  119.64 82.10
C€9300-245 715W
M 230Vac  97.64 10030 10080 10100  101.60 11540 11830  118.90 11930 12020  118.20 81.20
Cg300-NM- 115Vac 101.24 104.48 104.75 104.81 105.42 116.40 119.01 120.31 120.58 121.31 118.98 85.02
€9300-245 715W
2l 230Vac 99.17 102.36 102.63 102.85 103.57 114.10 117.42 118.00 118.46 119.62 117.31 83.03
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Table 21. Power consumption of standalone 9300 Series Switches with platinum rated power supply (tested on Cisco 10S XE

16.8.1)
Measured P(W)
Half port traffic Full port traffic Weighted PoE test (no traffic)
average Pw
SKU FEP Uplink Input 0.01%/ 10% 30% 50% 100% 0.01%/ 10% 30% 50% 100% 25% 50% 90% 100%
EEE EEE
C9300-24T 350W-P NM-8-10G 115Vac 83.1 88.2 92,9 94 94.5 85.8 92.9 97.2 99.6 100.4 92.9 80.5
230Vac 81.9 86.8 91.3 92.4 92.9 84.4 91.6 95.9 98.2 99 91.6 79.2
C9300-24P 715W-P NM-8-10G 115Vac 89.2 94.3 99 100.1 100.7 92 98.9 103.5 105.9 107.1 99 85.8 205.6 324.7 518.9 568.4
230Vac 86.7 91.8 96.4 97.5 98 89.4 97.1 101.4 103.6 104.5 97 84.1 201.9 318.7 507.2 554.4
C9300-24U 1100W-P NM-8-10G 115Vac 90.5 95.9 100.5 101.6 102.1 93.3 100.6 104.9 107.2 108.1 100.6 87.9 319.9 549.5 935.3 1034.1
230Vac 88.1 93.1 97.7 98.8 99.4 92.8 98 102.4 104.6 105.5 98.2 85.4 313.4 535.5 899.7 990.3
C9300-48T 350W-P NM-8-10G 115Vac 89.8 95-4 100.4 101.1 102 90.4 102.4 107.5 109.8 111.8 102.2 85.4
230Vac 88.7 94.5 99.4 100.1 101 88.7 101.2 106 108.1 109.9 100.8 83.9
C9300-48P 715W-P NM-8-10G 115Vac 99.1 105.5 110.8 111.3 112.4 99.6 112.5 118.2 120.1 122.2 112.2 94.7 214.7 3361 521.5 569.4
230Vac 97.3 103.7 108.9 109.4 110.4 99 110.3 115.8 1183 119.5 110.1 92.6 213.9 329.3 509.4 555
C9300-48U 1100W-P NM-8-10G 115Vac 168.9 170.6 172.4 176.6 178.5 190.8 194 1983 200.1 203.9 194.6 147.3 355.4 524.9 804.6 875.4
230Vac 165.7 167.3 169.2 169.9 171.5 186.5 189.6 193.9 195.7 199.8 190.3 145 348.8 511.7 7777 844.9
C9300-24UX 1100W-P NM-8-10G 115Vac 1868 101 194.9 1971 198.9 209 2154 2272 2301 2331 216.6 165.3 367.5 5221 7761 842.3
230Vac 1828 1869  190.6 193 1941 205 2112 2227 225.5 229.8 212.5 162.7 3611 510.2 752.3 809.9
C9300-48UXM 1100W-P NM-8-10G 115Vac 241 2481 254.8 256.4 258.9 260.1 269.4 281.6 286.5 291.6 270.7 225.1 394.8 531.4 755 809.5
230Vac 237.5 243.1 249 250.3 2511 253.9 261.8 273.9 279.2 283.6 263.2 218.5 386.8 518.1 7313 785.5
C9300-48UN 1100W-P NM-8-10G 115Vac 172.9 176.7 178.7 179.8 181.8 193.8 199.8 201.5 203.1 206.9 199.9 159.1 357.3 525 803.9 875.1
230Vac 171.2 174.8 176.8 178.1 179.9 191.7 197.8 199.4 201 204.7 197.9 157.9 351.5 512.1 777 843.8

Safety and compliance

Table 22 lists the safety and compliance information for the Cisco Catalyst 9300 Series.

Table22.  Safety and compliance information

Description Specification

Safety certifications e UL 60950-1
o CAN/CSA-C222.2 No. 60950-1

e EN60950-1

e |[EC60950-1

e AS/NZS 60950.1
e |[EEE 802.3

© 2019 Cisco and/or its affiliates. All rights reserved. Page 36 of 48



Electromagnetic emissions * 47CFRPart1s
certifications e CISPR22 Class A

e EN 300386 V1.6.1

e EN 55022 Class A

e EN 55032 Class A

e CISPR 32 Class A

e EN61000-3-2

e EN61000-3-3

e |CES-003 Class A

e TCVN 7189 Class A

e V-3Class A

e CISPR24

e EN 300386

e EN55024

e TCVN 7317

e V-2/2015.04

e \V-3/2015.04

e CNS13438

o KN32

o KN35

e |[EC 61000-6-1

e EN 61000-6-1

Additional Certifications for Cg3o00L SKUs:

e QCVN 118:2018/BTTTT

o CISPR24/25

e CISPR 32 Class A

e VCCI-CISPR 32 Class A

e EN55035

Environmental Reduction of Hazardous Substances (ROHS) 5

Warranty

Cisco enhanced limited lifetime hardware warranty

The Cisco Catalyst 9300 Series Switches come with a Cisco Enhanced Limited Lifetime hardware Warranty (E-LLW) that
includes Next-Business-Day (NBD) delivery of replacement hardware where available and go days of 8xs Cisco Technical
Assistance Center (TAC) support.

Your formal warranty statement, including the warranty applicable to Cisco software, appears in the information packet
that accompanies your Cisco product. We encourage you to review the warranty statement shipped with your specific
product carefully before use.

Cisco reserves the right to refund the purchase price as its exclusive warranty remedy.

For further information about warranty terms, visit https://www.cisco.com/go/warranty. Table 23 provides information
about the E-LLW.
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Table 23. E-LLW details

Devices covered Applies to Cisco Catalyst 9300 Series Switches.
Warranty duration As long as the original customer owns the product.
End-of-life policy In the event of discontinuance of product manufacture, Cisco warranty support is limited to 5 years from the

announcement of discontinuance.

Hardware replacement Cisco or its service center will use commercially reasonable efforts to ship a replacement for NBD delivery,
where available. Otherwise, a replacement will be shipped within 10 working days after receipt of the
Return Materials Authorization (RMA) request. Actual delivery times might vary depending on customer
location.

Effective date Hardware warranty commences from the date of shipment to customer (and in case of resale by a Cisco
reseller, not more than go days after original shipment by Cisco).

TAC support Cisco will provide during business hours, 8 hours per day, 5 days per week, basic configuration, diagnosis,
and troubleshooting of device-level problems for up to a 9o-day period from the date of shipment of the
originally purchased Cisco Catalyst 9300 Series product. This support does not include solution or network-
level support beyond the specific device under consideration.

Cisco.com access Warranty allows guest access only to Cisco.com.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions, operations, and
extended operations or supply chain is provided in the “Environment Sustainability” section of Cisco’s Corporate Social

Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic

Information on product material content laws and regulations Materials
Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current legal
developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to date. This
information is subject to change without notice.
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Cisco Services

Cisco Services for next-generation Cisco Catalyst gooo Switches

Achieve infrastructure excellence faster and with less risk. Cisco Catalyst gooo Services provide expert guidance to help
you successfully deploy, manage and support the new Cisco Catalyst gooo switching family. With unmatched networking
expertise, best practices, and innovative tools, we can help you reduce overall upgrade, refresh, and migration costs as
you introduce new hardware, software, and protocols into the network. Offering a comprehensive lifecycle of services —
from implementation, optimization, technical, and managed services — Cisco experts help you reduce disruption and
achieve operational excellence to extract maximum value from your Cisco DNA ready infrastructure.

Learn more about Cisco Services for Enterprise Networks

Software policy for Cisco Catalyst 9300 Series Switches

Software policy for network stack components

Customers with the Network Essentials Stack and Network Advantage Stack software feature sets are provided with
maintenance updates and bug fixes designed to maintain compliance of the software. This includes compliance with
published specifications, release notes, and industry standards as long as the original end user continues to own or use the
product or up to one year from the end-of-sale date for the product, whichever occurs earlier.

Cisco embedded support for Cisco DNA term components

Cisco Embedded Support delivers the right support for Cisco software products and suites. It will keep your business
applications performing as expected and protect your investment. Cisco Embedded Support for the Cisco DNA Essentials
and Cisco DNA Advantage term components is included. Cisco Embedded Support provides access to TAC support, major
software updates, maintenance and minor software releases, and the Cisco Embedded Support site, for increased
productivity with anytime access.

Ordering information

Table 24 lists ordering information for the Cisco Catalyst 9300 Series. To place an order, visit the Cisco Ordering home
page at https://www.cisco.com/en/US/ordering/ori3/or8/order_customer help how to order listing.html.

Table24.  Ordering information

Product number Product description

C9300-24T-E Catalyst 9300 24-port modular uplinks data only, Network Essentials
C9300-24T-A Catalyst 9300 24-port modular uplinks data only, Network Advantage
C9300-24P-E Catalyst 9300 24-port modular uplinks PoE+, Network Essentials
C9300-24P-A Catalyst 9300 24-port modular uplinks PoE+, Network Advantage
C9300-24U-E Catalyst 9300 24-port modular uplinks UPOE, Network Essentials
C9300-24U-A Catalyst 9300 24-port modular uplinks UPOE, Network Advantage
C9300-24UB-E Catalyst 9300 higher scale 24-port modular uplinks UPOE, Network Essentials
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Switches
C9300-24UB-A
C9300-24UX-E
C9300-24UX-A
C9300-24UXB-E
C9300-24UXB-A
C9300-48T-E
C9300-48T-A
C9300-48P-E
C9300-48P-A
Cg9300-48U-E
Cg9300-48U-A
C9300-48UXM-E
C9300-48UXM-A
C9300-48UN-E
C9300-48UN-A
Cg9300-48UB-E
C9300-48UB-A
C9300-24S-E
C9300-24S-A
C9300-48S-E
C9300-48S-A
Co300L-24T-4G-E
Cg300L-24T-4G-A
Co300L-24P-4G-E
Co300L-24P-4G-A
Co300L-48T-4G-E

Cg300L-48T-4G-A

Catalyst 9300 higher scale 24-port modular uplinks UPOE, Network Advantage
Catalyst 9300 24-port modular uplinks mGig UPOE, Network Essentials

Catalyst 9300 24-port modular uplinks mGig UPOE, Network Advantage

Catalyst 9300 higher scale 24-port modular uplinks mGig UPOE, Network Essentials
Catalyst 9300 higher scale 24-port modular uplinks mGig UPOE, Network Advantage
Catalyst 9300 48-port modular uplinks data only, Network Essentials

Catalyst 9300 48-port modular uplinks data only, Network Advantage

Catalyst 9300 48-port modular uplinks PoE+, Network Essentials

Catalyst 9300 48-port modular uplinks PoE+, Network Advantage

Catalyst 9300 48-port modular uplinks UPOE, Network Essentials

Catalyst 9300 48-port modular uplinks UPOE, Network Advantage

Catalyst 9300 48-port modular uplinks 2.5G (12 mGig) UPOE, Network Essentials
Catalyst 9300 48-port modular uplinks 2.5G (12 mGig) UPOE, Network Advantage
Catalyst 9300 48-port modular uplinks 5G UPOE, Network Essentials

Catalyst 9300 48-port modular uplinks 5G UPOE, Network Advantage

Catalyst 9300 higher scale 48-port modular uplinks 1G UPOE, Network Essentials
Catalyst 9300 higher scale 48-port modular uplinks 1:G UPOE, Network Advantage
Catalyst 9300 24-port modular uplinks 1G SFP, Network Essentials

Catalyst 9300 24-port modular uplinks 1G SFP, Network Advantage

Catalyst 9300 48-port modular uplinks 1G SFP, Network Essentials

Catalyst 9300 48-port modular uplinks 1G SFP, Network Advantage

Catalyst 9300 24-port fixed uplinks data only, 4X1G uplinks, Network Essentials
Catalyst 9300 24-port fixed uplinks data only, 4X1G uplinks, Network Advantage
Catalyst 9300 24-port fixed uplinks PoE+, 4X1G uplinks, Network Essentials
Catalyst 9300 24-port fixed uplinks PoE+, 4X1G uplinks, Network Advantage
Catalyst 9300 48-port fixed uplinks data only, 4X1G uplinks, Network Essentials

Catalyst 9300 48-port fixed uplinks data only, 4X1G uplinks, Network Advantage
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Cg300L-48P-4G-E

Co300L-48P-4G-A

Co300L-24T-4X-E
Co300L-24T-4X-A
Co300L-24P-4X-E
Cg300L-24P-4X-A
Cg300L-48T-4X-E
Co300L-48T-4X-A
Co300L-48P-4X-E
Co300L-48P-4X-A
Network modules
Product number
Cg9300-NM-4G
C9300-NM-4G=
C9300-NM-8X
C9300-NM-8X=
Cg300-NM-2Q
C9300-NM-2Q=
Cg300-NM-2Y
Cg9300-NM-2Y=
Cg9300-NM-4M
C9300-NM-4M=

NM-BLANK-T1=

Catalyst 9300 48-port fixed uplinks PoE+, 4X1G uplinks, Network Essentials
Catalyst 9300 48-port fixed uplinks PoE+, 4X1G uplinks, Network Advantage
Catalyst 9300 24-port fixed uplinks data only, 4X10G uplinks, Network Essentials
Catalyst 9300 24-port fixed uplinks data only, 4X10G uplinks, Network Advantage
Catalyst 9300 24-port fixed uplinks PoE+, 4X10G uplinks, Network Essentials
Catalyst 9300 24-port fixed uplinks PoE+, 4X10G uplinks, Network Advantage
Catalyst 9300 48-port fixed uplinks data only, 4X10G uplinks, Network Essentials
Catalyst 9300 48-port fixed uplinks data only, 4X10G uplinks, Network Advantage
Catalyst 9300 48-port fixed uplinks PoE+, 4X10G uplinks, Network Essentials

Catalyst 9300 48-port fixed uplinks PoE+, 4X10G uplinks, Network Advantage

Product description

Catalyst 9300 4 x 1GE Network Module
Catalyst 9300 4 x 1GE Network Module, spare
Catalyst 9300 8 x 210GE Network Module
Catalyst 9300 8 x 10GE Network Module, spare
Catalyst 9300 2 x 40GE Network Module
Catalyst 9300 2 x 40GE Network Module, spare
Catalyst 9300 2 x 25G Network Module
Catalyst 9300 2 x 25G Network Module, spare
Catalyst 9300 4 x mGig Network Module
Catalyst 9300 4 x mGig Network Module, spare

Cisco Catalyst Type 1 Network Module Blank, spare
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Switches
Storage Module
Product number
SSD-120G

SSD-120G=

Product description

Cisco pluggable USB3.0 SSD storage

Cisco pluggable USB3.0 SSD storage, spare

Software licenses for C9300 SKUs

Product number
C9300-DNA-P-24-3Y
C9300-DNA-P-24-5Y
C9300-DNA-P-24-7Y
C9300-DNA-P-48-3Y
C9300-DNA-P-48-5Y
Cg9300-DNA-P-48-7Y
C9300-DNA-E-24-3Y
C9300-DNA-E-24-5Y
C9300-DNA-E-24-7Y
C9300-DNA-A-24-3Y
C9300-DNA-A-24-5Y
C9300-DNA-A-24-7Y
C9300-DNA-E-48-3Y
C9300-DNA-E-48-5Y
C9300-DNA-E-48-7Y
Cg9300-DNA-A-48-3Y
C9300-DNA-A-48-5Y
C9300-DNA-A-48-7Y
C9300-DNA-P-24S-3Y
C9300-DNA-P-245-5Y

C9300-DNA-P-245-7Y

Product description

C9300 Cisco DNA Premier, 24-port, 3 Year Term license

Cg300 Cisco DNA Premier, 24-port, 5 Year Term license

Cg9300 Cisco DNA Premier, 24-port, 7 Year Term license

C9300 Cisco DNA Premier, 48-port, 3 Year Term license

C9300 Cisco DNA Premier, 48-port, 5 Year Term license

C9300 Cisco DNA Premier, 48-port, 7 Year Term license

C9300 Cisco DNA Essentials, 24-port, 3 Year Term license
Cg300 Cisco DNA Essentials, 24-port, 5 Year Term license
Cg9300 Cisco DNA Essentials, 24-port, 7 Year Term license
C9300 Cisco DNA Advantage, 24-port, 3 Year Term license
Cg9300 Cisco DNA Advantage, 24-port, 5 Year Term license
Cg300 Cisco DNA Advantage, 24-port, 7 Year Term license
C9300 Cisco DNA Essentials, 48-port, 3 Year Term license
Cg9300 Cisco DNA Essentials, 48-port, 5 Year Term license
C9300 Cisco DNA Essentials, 48-port, 7 Year Term license
C9300 Cisco DNA Advantage, 48-port, 3 Year Term license
C9300 Cisco DNA Advantage, 48-port, 5 Year Term license
Cg300 Cisco DNA Advantage, 48-port, 7 Year Term license
C9300 1G Fiber Cisco DNA Premier, 24-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Premier, 24-port, 5 Year Term license

C9300 1G Fiber Cisco DNA Premier, 24-port, 7 Year Term license
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C9300-DNA-P-48S-3Y
C9300-DNA-P-48S-5Y
C9300-DNA-P-48S-7Y
C9300-DNA-E-245-3Y
C9300-DNA-E-24S-5Y
C9300-DNA-E-24S-7Y
C9300-DNA-A-24S-3Y
C9300-DNA-A-24S-5Y
C9300-DNA-A-24S5-7Y
C9300-DNA-E-485-3Y
C9300-DNA-E-48S-5Y
Cg9300-DNA-E-48S-7Y
C9300-DNA-A-485-3Y
C9300-DNA-A-48S-5Y
C9300-DNA-A-485-7Y

Co300-LIC=

CAT-CDNA-P

C9300 1G Fiber Cisco DNA Premier, 48-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Premier, 48-port, 5 Year Term license
C9300 1G Fiber Cisco DNA Premier, 48-port, 7 Year Term license
C9300 1G Fiber Cisco DNA Essentials, 24-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Essentials, 24-port, 5 Year Term license
C9300 1G Fiber Cisco DNA Essentials, 24-port, 7 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 24-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 24-port, 5 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 24-port, 7 Year Term license
C9300 1G Fiber Cisco DNA Essentials, 48-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Essentials, 48-port, 5 Year Term license
C9300 Cisco DNA Essentials, 48-port, 7 Year Term license

C9300 1G Fiber Cisco DNA Advantage, 48-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 48-port, 5 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 48-port, 7 Year Term license

Electronic Cisco DNA Upgrade License for Cg300 switches. Note: when upgrading from Cisco DNA
Essentials to Cisco DNA Advantage, Network Essentials is also upgraded to Network Advantage

Cisco DNA Premier Term Add for Catalyst Switches

Software licenses for Cg3o0L SKUs

Product number

Cg300L-DNA-P-24-3Y
Cg9300L-DNA-P-24-5Y
Cg300L-DNA-P-24-7Y
Co300L-DNA-P-48-3Y
Cg9300L-DNA-P-48-5Y
Cg300L-DNA-P-48-7Y
Co300L-DNA-E-24-3Y

Co300L-DNA-E-24-5Y

Product number

Cg9300L Cisco DNA Premier, 24-port, 3 Year Term license
Cg9300L Cisco DNA Premier, 24-port, 5 Year Term license
Cg300L Cisco DNA Premier, 24-port, 7 Year Term license
Cg300L Cisco DNA Premier, 48-port, 3 Year Term license
Cg300L Cisco DNA Premier, 48-port, 5 Year Term license
Cg300L Cisco DNA Premier, 48-port, 7 Year Term license
Cgo300L Cisco DNA Essentials, 24-port, 3 Year Term license

Co300L Cisco DNA Essentials, 24-port, 5 Year Term license
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Cg300L-DNA-E-24-7Y
Co300L-DNA-A-24-3Y
Co300L-DNA-A-24-5Y
Cg300L-DNA-A-24-7Y
Cg300L-DNA-E-48-3Y
Cg300L-DNA-E-48-5Y
Cg300L-DNA-E-48-7Y
Co300L-DNA-A-48-3Y
Cgo300L-DNA-A-48-5Y
Co300L-DNA-A-48-7Y

Co300L-LIC=

Power supplies
Product number
PWR-C1-350WAC=
PWR-C1-715WAC=
PWR-C1-715WDC=
PWR-C1-1100WAC=
PWR-C1-350WAC-P=
PWR-C1-725WAC-P=
PWR-C1-1100WAC-P=
PWR-C1-725WAC-UP

PWR-C1-11200WAC-UP

Cg300L Cisco DNA Essentials, 24-port, 7 Year Term license
Cg300L Cisco DNA Advantage, 24-port, 3 Year Term license
Co300L Cisco DNA Advantage, 24-port, 5 Year Term license
Co300L Cisco DNA Advantage, 24-port, 7 Year Term license
Co300L Cisco DNA Essentials, 48-port, 3 Year Term license
Cg9300L Cisco DNA Essentials, 48-port, 5 Year Term license
Co300L Cisco DNA Essentials, 48-port, 7 Year Term license
Co300L Cisco DNA Advantage, 48-port, 3 Year Term license
Co300L Cisco DNA Advantage, 48-port, 5 Year Term license
Co300L Cisco DNA Advantage, 48-port, 7 Year Term license

Electronic Cisco DNA Upgrade License for Cg300L switches. Note: when upgrading from Cisco DNA
Essentials to Cisco DNA Advantage, Network Essentials is also upgraded to Network Advantage

Product description

350WAC power supply spare

715WAC power supply spare

715WDC power supply spare

1100WAC power supply spare

350WAC Platinum-rated power supply spare
715WAC Platinum-rated power supply spare
1100WAC Platinum-rated power supply spare
Upgrade to 725 WAC Platinum-rated power supply

Upgrade to 1100WAC Platinum-rated power supply

Cisco StackWise-480 and StackPower cables

Product number
STACK-T1-50CM=
STACK-T1-2M=

STACK-T1-3M=

Product description

Cisco StackWise-480 5ocm stacking cable spare
Cisco StackWise-480 1m stacking cable spare

Cisco StackWise-480 3m stacking cable spare
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CAB-SPWR-30CM=

CAB-SPWR-150CM=

Cisco StackWise-320 Accessories

Product number
Cg9300L-STACK-KIT
C9300L-STACK-KIT=
STACK-T3-50CM
STACK-T3-50CM=
STACK-T3-2M
STACK-T3-1M=
STACK-T3-3M
STACK-T3-3M=
Spare power cords
CAB-TA-NA=
CAB-TA-AP=
CAB-TA-AR=
CAB-TA-SW=
CAB-TA-UK=
CAB-TA-JP=
CAB-TA-250VAC-JP=
CAB-TA-EU=
CAB-TA-IT=
CAB-TA-IN=
CAB-TA-CN=
CAB-TA-DN=
CAB-TA-IS=

CAB-ACBZ-12A=

Cisco Catalyst 3850 StackPower cable 30cm spare

Cisco Catalyst 3850 StackPower cable 150cm spare

Product description

Stack Kit for Cg300L SKUs —includes 2 Stack Adaptors and 1 Stack Cable

Stack Kit for Cg300L SKUs —includes 2 Stack Adaptors and 1 Stack Cable, spare
50CM Type 3 Stacking Cable — default with Stack Kit for Cg300L SKUs

50CM Type 3 Stacking Cable, spare for Cg3o00L SKUs

1M Type 3 Stacking Cable for Cg300L SKUs

1M Type 3 Stacking Cable, spare for Cg300L SKUs

3M Type 3 Stacking Cable for Cg300L SKUs

3M Type 3 Stacking Cable, spare for Cg300L SKUs

AC power cord for Cisco Catalyst (North America)
AC power cord for Cisco Catalyst (Australia)

AC power cord for Cisco Catalyst (Argentina)

AC power cord for Cisco Catalyst (Switzerland)

AC power cord for Cisco Catalyst (United Kingdom)
AC power cord for Cisco Catalyst (Japan)

Japan 250VAC power cord for Cisco Catalyst (Japan)
AC power cord for Cisco Catalyst (Europe)

AC power cord for Cisco Catalyst (Italy)

AC power cord for Cisco Catalyst (India)

AC power cord for Cisco Catalyst (China)

AC power cord for Cisco Catalyst (Denmark)

AC power cord for Cisco Catalyst (Israel)

AC power cord for Cisco Catalyst (Brazil), 12A/125V BR-3-20 plug up to 12A
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CAB-ACBZ-10A= AC power cord for Cisco Catalyst (Brazil), 10A/250V BR-3-10 plug up to 10A

CAB-C15-CBN Cabinet jumper power cord, 250VAC 13A, C14-C15 connectors

Optics online reference

The Cisco Catalyst 9300 Series supports a wide range of optics. Because the list of supported optics is updated on a
regular basis, consult the tables available here for the latest QSFP+, SFP+, and SFP compatibility information:
https://www.cisco.com/en/US/products/hw/modules/psssss/products device support tables list.html.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business transformation

and help you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate
growth. In more than 1200 countries, our flexible payment solutions can help you acquire hardware, software, services and
complementary third-party equipment in easy, predictable payments. Learn more.
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One Management and One Assurance of Enterprise Networks from Campus/Branch to the Data Center

Overview

Cisco Prime Infrastructure is a network management tool that supports lifecycle management of your entire network
infrastructure from a single graphical interface. Cisco Prime Infrastructure provides network administrators a single solution for
provisioning, monitoring, optimizing, and troubleshooting both wired and wireless devices. Robust graphical interfaces make

device deployments and operations simple and cost-effective.

To overcome these challenges, IT professionals need a comprehensive solution to manage, visualize, and monitor the network
from a single graphical interface. Cisco Prime” Infrastructure provides lifecycle management, assurance visibility, and
troubleshooting capabilities network-wide - from the wireless user in the branch office, across the WAN, and to the data
center. In essence, it is One Management and One Assurance, for One Network (Figure 1).

s S e e e One Network
From the Campus/Branch,
over the WAN, to the Datacenter

One Assurance
End-to-End Application Experience
Visibility and Optimization

One Management
Converged Wired and Wireless
management for Day O to Day N

Figure 1.
Cisco Prime Infrastructure
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Cisco Prime Infrastructure highlights

Cisco Prime Infrastructure allows/helps you to manage your network more efficiently and effectively, thereby enabling you to

achieve the highest levels of wireless and wired network performance, service assurance, and application-centric end-user

experience.

Single-pane-of-glass management: Cisco Prime Infrastructure delivers a single, unified platform for network service
provisioning, monitoring and assurance, and change and compliance management. It accelerates the device and
services deployment and helps you rapidly resolve problems that can affect the end-user experience. It minimizes the
amount of time you spend managing the existing network so you can maximize the time you spend in supporting
business growth.

Simplified deployment of Cisco” capabilities: Cisco Prime Infrastructure makes the design and fulfillment of Cisco
differentiated features and services fast and efficient. With out-of-the-box support for technologies such as Intelligent
WAN (IWAN), Distributed Wireless with Converged Access, Application Visibility and Control (AVC), Zone-Based
Firewall, and Cisco TrustSec” 6.4 Identity-Based Networking Services, it helps you get the most from the intelligence
built in to your Cisco devices as quickly as possible.

Deep Application Visibility: Cisco Prime Infrastructure configures and uses embedded Cisco instrumentation and
industry-leading technologies for application visibility and network policy optimization. These technologies include
NetFlow, Network-Based Application Recognition 2 (NBAR2), Simple Network Management Protocol (SNMP), and
more. Cisco Prime Infrastructure also triggers the capture, processing, and drill-down into application performance and
packet diagnostics data from distributed Cisco Network Analysis Module (NAM) deployments.

Comprehensive coverage of enterprise mobility: Cisco Prime Infrastructure delivers pinpoint visibility into the who,
what, when, where, and how of wireless access through its own data collection and key integrations. It includes
802.11ac support; correlated wired-wireless client visibility; unified access infrastructure monitoring; spatial mapping;
integrated security and policy application and troubleshooting with Cisco Identity Services Engine (ISE) integration;

integrated location-based tracking of interferers, rogues, and Wi-Fi client reporting with Cisco Mobility Services Engine
(MSE) and Cisco CleanAir’ integration; RF prediction tools; and more.

Unified assurance across network and compute: Cisco Prime Infrastructure delivers scalable management and service
assurance across the breadth of enterprise infrastructure in your branch office, campus, and data center networks
including network equipment, UCS servers, and virtual machines. The ability to track a user in the branch connecting via
a mobile or wired device, all the way to a compute resource in the data center, is essential for fast onboarding,
remediation, and troubleshooting.

Centralized visibility of distributed networks: Large or global organizations often distribute network management by
domain, region, or country. Cisco Prime Infrastructure Operations Center helps you visualize up to 10 Cisco Prime
Infrastructure instances, scaling your network-management capability while maintaining centralized visibility and
control.

What is new in Prime Infrastructure 3.x?
o Cisco Prime Infrastructure 3.x offers new capabilities and a few are highlighted below.
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o Platform Enhancements:

o New User Interface: Modern user interface with HTML 5.0 (and removal of flash) provides operators with a quick and
easy view to isolate issues in the network and identify root cause remediation. The new interface also allows
customers to have a superior experience independent of/irrespective of whether they are using a tablet or a
traditional PC.

o Alarm Customization: Network operators have the ability to customize alarms based on the operational needs of the
enterprise. Customizable syslog-based alarms provide the ability to custom create new alarms and prioritize operator
response.

o Correlated Performance Graphs: Correlated charts enable administrators to carry out comparative troubleshooting
of network KPIs. The overlay of alarms and configuration change events in the correlated graphs helps connect
network change events to performance degradation/fimprovements.

° Configuration Compliance: With the addition of a compliance engine, the product provides operators the ability to
specify the golden network configuration and perform an audit of the network devices against the configuration
archive or the device configuration. The audit report identifies devices that are out of compliance. Operators can
remediate the devices that are out of compliance with the desired configuration. This engine also helps ingenerating
reports for EoL/EoS/PCl for network device and Hardware modules. The CVE, CVSS, and Caveats fields are listed in
the PSIRT report/page.

o Japanese Localization Support: Provides alternative Ul support in Kanji.

o Wireless Management: Simplified client troubleshooting enables network operators to easily identify the root cause of
clientissues in a graphical format, speeding up problem identification and resolution. Rogue management and
troubleshooting is simplified with enhancements to Switch Port Tracing (SPT) to identify rogue devices on the wire in
the network.

o Routing - Intelligent WAN (IWAN) management: Guided workflows based on Cisco Validated Designs and best
practices radically simplify deployment and management of Cisco IWAN devices and services. The workflow speeds up
provisioning of services such as Dynamic Multipoint VPN (DMVPN) and Performance Routing (PfR) and simplifies
Quality-of-Service (QoS) configuration and monitoring. The new PfR monitoring dashboard provides visibility on how
application path optimization is working on alternative transport routes and aids troubleshooting of route change
events driven by IWAN.

o Web Content Accessibility Guidelines (WCAG 2.0): Runs all the PI3.x WCAG tests according to the Web Content
Accessibility Guidelines 2.0 (https://www.w3.0rg/TR/WCAG20/) checklist.

e Cisco DNA Center (Cisco DNAC) Co-Existence: Objective of the Co-Existence is to enable Prime Infrastructure
customers to jump-start with Cisco DNA Center using minimal efforts. To help Migrate Devices, Location Groups, Maps,
and CMX Servers from Prime Infrastructure to Cisco DNA Center seamlessly using the workflow. Allow Incremental
updates to the migrated dataset and start using Cisco DNA Center Assurance for the migrated sites from Day 1. Refer
Cisco DNA Center and Prime Co-Existence for more details.

o Device Support in Wired and Wireless devices: In Prime Infrastructure it covers almost all categories of network
devices on Routing, Switching, loT device, Wireless device with access points, and Mobility Express Mode. Refer Cisco
Prime Infrastructure 3.6 Supported Devices and Cisco Wireless Solutions Software Compatibility Matrix.
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Ordering and licensing information

For details, refer to the Cisco Prime Infrastructure 3.x Ordering and Licensing Guide. This guide also provides information about

obtaining an evaluation copy of Prime Infrastructure 3.x.

Product specifications

Table 1 provides product specifications for the various virtual and physical appliance deployment options supported by Cisco

Prime Infrastructure.

Prime Infrastructure is available on the Prime Infrastructure Physical Appliance and Cisco Digital Network Architecture Center
(Cisco DNA Center) Appliance. Prime Infrastructure 3.6 is not supported on the PRIME-NCS-APL-Kg (also known as “Gen 1").
Prime Infrastructure 3.6 is supported on PI-UCS-APL-Kg (also known as the Gen 2 appliance), PI-UCSMs5-APL-Kg (also known
as Gen 3 appliance — 44 core only for Cisco DNA Center) and DN1-HW-APL (also known as Cisco DNA Center Appliance). You

can upgrade a Prime Infrastructure Physical Appliance running Prime Infrastructure 3.4.x or 3.5.x to Prime Infrastructure 3.6.
You can upgrade the older versions to 3.4.x or 3.5.x to upgrade to the Prime Infrastructure 3.6.

Table 1.

Product specifications for Cisco Prime Infrastructure 3.x

VMware ESXi Version 6.0, 6.5, or 6.7

Virtual appliance

resource requirements

Physical appliance
specifications

Recommended
Virtual Appliance

Express
Express Plus
Standard
Pro

Physical Appliance”

(Gen 2) Cisco Prime
Appliance”

(Gen 3) Cisco Prime
Appliance

Gen 1 Cisco DNA
Center Appliance

vCPU (Virtual CPUs)

16
16

CPU

10 Core Physical
CPUs

- 20 Threads

20 Core Physical
CPUs — 40 Threads

44 Core Physical
CPUs —88 Threads

Memory (DRAM)

12 GB
16 GB
16 GB
24 GB

Memory (DRAM)

64 GB

64 GB

256 GB

Minimum Hard Disk
Drive Size™

300 GB
600 GB
900 GB
1200 GB

Hard Disk Drive Size

4 X 900GB RAID10

4x1.2 TB RAID 10

6 X1.9TB;
4 X2 480 GB

Disk Input/output
Bandwidth

200 MBps
200 MBps
200 MBps
320 MBpsH

Disk Input/output
Bandwidth

320 MBps**

320 MBpsH

320 MBpsM

" Hard Disk Drive sizes mentioned above are the VM sizes for thick allocation. It is recommended to leave an additional 50% of space free in the data-store of

the VM, to allow taking snapshots of the VM when required, as snapshots will take additional space.

** Customers upgrading from Pl 2.2 to Pl 3.x are recommended to configure Disk I/O Bandwidth to 320 Mbps to minimize performance degradation.

" Gen-3 Appliance are supported starting Prime Infrastructure 3.5. End-of-Sale and End-of-Life Announcement for the Cisco Prime Infrastructure HW Gen2

Appliance and 3.1 and 3.2 Software.

Technical services

Cisco Prime Infrastructure 3.x is available with the new Cisco Software Support Service (SWSS), which provides reactive
maintenance support in the form of technical support, access to Cisco.com, software support, and access to major and minor
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upgrades from the Cisco.com software download site during the service contract term. For more information, please refer to
the Cisco Software Support Service description.

The Cisco Prime Appliance option comes with a Cisco go-day hardware warranty. Adding a contract for a technical service
offering to your device coverage, such as Cisco SMARTnet" Service, provides access to the Cisco TAC and can provide a variety
of hardware replacement options to meet critical business needs, updates for licensed operating system software, and
registered access to the extensive Cisco.com knowledge base and support tools.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business transformation and help
you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate growth. In more
than 100 countries, our flexible payment solutions can help you acquire hardware, software, services and complementary third-
party equipment in easy, predictable payments. Learn more.

For more information about Cisco warranties, visit: https://www.cisco.com/go/warranty.

For information about Cisco Technical Services, visit: https://www.cisco.com/go/ts.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https://www.cisco.com/go/offices.
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,

go to this URL: https://www cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Printed in USA (C78-735696-01 06/19
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Solution overview

Cisco Stealthwatch® Enterprise provides enterprise-wide network visibility and applies advanced security analytics to detect
and respond to threats in real time. Using a combination of behavioral modeling, machine learning, and global threat
intelligence, Stealthwatch Enterprise can quickly, and with high confidence, detect threats such as command-and-control
(C&C) attacks, ransomware, distributed-denial-of-service (DDoS) attacks, illicit cryptomining, unknown malware, and insider
threats. With a single, agentless solution, you get comprehensive threat monitoring across the entire network traffic, even if
it's encrypted.

Organizations have already invested a lot into their IT infrastructure and security. Yet, threats are finding ways to get through.
Moreover, it takes them months or even years to detect threats. This lack of visibility is a function of the growing network
complexity as well as the constantly evolving threats. And security teams with their limited resources and disjointed tools can
only do so much. We all have security solutions, such as firewalls, but how do we know those are working, managed, and
configured properly? How do we know these tools are doing the job that we need them to do?

We decided to turn the problem on its head—why not enlist your existing investment, the network, to secure your
organization? The network telemetry is a rich data source that can provide useful insights about who is connecting to the
organization and what they are up to. Everything touches the network, so this visibility extends from the HQ to the branch,
data center, roaming users, and smart devices. And also, from the private to the public cloud. Analyzing this data can help
detect threats that may have found a way to bypass your existing controls, before they are able to have a major impact.

The solution is Cisco Stealthwatch, which enlists the network to provide end-to-end visibility of traffic. This visibility includes
knowing every host—seeing who is accessing which information at any given point. From there, it's important to know what is
normal behavior for a particular user or “host” and establish a baseline from which you can be alerted to any change in the
user’s behavior the instant it happens.

Stealthwatch offers different deployment models—on-premises as a hardware appliance or a virtual machine called
Stealthwatch Enterprise—or cloud-delivered as a software-as-a-service (SaaS) solution called Stealthwatch Cloud.

Primary use cases
Through its unique view and analysis of network traffic, Stealthwatch Enterprise dramatically improves:

o Real-time threat detection
o Unknown threat—Identify suspicious behavior and communications to malicious domains

o Insider threat—Get alarmed on data hoarding or exfiltration, suspicious lateral movement
o Encrypted malware—Use multilayered machine learning to analyze traffic without decryption

o Policy violation—Ensure security and compliance policies set in other tools are enforced
e Incident response and forensics
e Network segmentation
o Ability to satisfy regulatory requirements

o Network performance and capacity planning

Key benefits

e No more blind spots—Stealthwatch is the only security analytics solution that can provide comprehensive visibility in
the private network as well as the public cloud, and without deploying sensors everywhere. It is also the first solution to
detect malware in encrypted traffic, without any decryption.
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o Focus on incidents, not noise—Using the power of behavioral modeling, multilayered machine learning, and global
threat intelligence, Stealthwatch reduces false positives and alarms on critical threats affecting your environment.

o Catch them in the act—Stealthwatch is constantly monitoring the network in order to detect advanced threats in real
time. Attacks are usually preceded by activities such as port scanning, constant pinging, etc. Stealthwatch can
recognize these early signs to prevent high impact. Once a threat is identified, you can also conduct forensic
investigations to pinpoint the source of the threat and determine where else it might have propagated.

o Make the most of your investment—With a single, agentless solution, you are using the rich telemetry generated by
your existing network infrastructure to improve your security posture.

o Scale security with business growth—Now there’s no need to compromise on security as the business needs change.
Whether you are adding a new branch or a data center, moving workloads to the cloud, or simply adding more devices,
Stealthwatch deployment can be expanded easily to provide coverage. It can be deployed on-premises or on the cloud,
can be consumed as a SaaS-based or license-based solution, and has the automatic role classification capability to
automatically classify new devices being added to the network.

Encrypted Traffic Analytics

The rapid rise in encrypted traffic is changing the threat landscape. As more businesses become digital, a significant number of
services and applications are using encryption as the primary method of securing information. Encryption technology has
enabled much greater privacy and security for enterprises that use the Internet to communicate and transact business online.
However, threat actors have leveraged these same benefits to evade detection and to secure their malicious activities.

Traditional threat inspection with bulk decryption, analysis, and re-encryption is not always practical or feasible, for
performance and resource reasons. Also, it compromises privacy and data integrity.

Cisco, with its expertise in the network infrastructure market, conducted extensive research and has introduced an innovative
and revolutionary technology, Encrypted Traffic Analytics (ETA). It helps illuminate the dark corners in encrypted traffic

without any decryption by using new types of data elements or telemetry that are independent of protocol details. This
enhanced ETA telemetry is generated by the next-generation Cisco’ routers, switches, and wireless controllers, as well as the
Stealthwatch Flow Sensor. Stealthwatch analyses this ETA telemetry to detect threats in encrypted traffic as well as to ensure
cryptographic compliance.
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Solution components

At the core of Stealthwatch Enterprise are the required components: the Flow Rate License, Flow Collector, and Management
Console. In addition, optional components like the Flow Sensor and the UDP (User Datagram Protocol) Director are also
available. Following are other optional licenses available for added functionality:

o Cisco Stealthwatch Endpoint License: Available as a license add-on to extend visibility to end user devices. (Requires
Cisco AnyConnect” Network Visibility Module to be purchased separately.)

o Cisco Stealthwatch Cloud: Available as an Saa$S product offer to provide visibility and threat detection within public
cloud infrastructures such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP).

o Cisco Stealthwatch Threat Intelligence License: A global threat intelligence feed powered by the industry-leading threat
intelligence group, Cisco Talos", provides an additional layer of protection against botnets and other sophisticated
attacks. It correlates suspicious activity in the local network environment with data on thousands of known command-
and-control servers and campaigns to provide high-fidelity detection and faster threat response. Cisco Talos sees 1.5
million unique malware samples and blocks 20 billion threats per day.

Required components of the system

Flow Rate License

The Flow Rate License is required for the collection, management, and analysis of flow telemetry and aggregates flows at the
Management Console. The Flow Rate License also defines the volume of flows that may be collected and is licensed on the
basis of flows per second (fps). Licenses may be combined in any permutation to achieve the desired level of flow capacity.

Flow Collector

The Flow Collector leverages enterprise telemetry such as NetFlow, IPFIX (Internet Protocol Flow Information Export), and
other types of flow data from existing infrastructure such as routers, switches, firewalls, endpoints, and other network
infrastructure devices. The Flow Collector can also receive and collect telemetry from proxy data sources, which can be
analyzed by the cloud-based, multilayered machine learning engine, Cognitive Intelligence, for deep visibility into both web
and network traffic. Please note that the Cognitive Intelligence feature is built into the system at no extra cost, but it will need

to be enabled upon deployment.

The telemetry data is analyzed to provide a complete picture of network activity. Months or even years of data can be stored,
creating an audit trail that can be used to improve forensic investigations and compliance initiatives. The volume of telemetry
collected from the network is determined by the capacity of the deployed Flow Collectors. Multiple Flow Collectors may be
installed. Flow Collectors are available as hardware appliances or as virtual machines. Table 1 outlines Flow Collector’s benefits.

Table 1. Major benefits of the Flow Collector

Ingests proxy records and associates them with flow records, delivering the user application and URL
information for each flow, to increase contextual awareness. This process enhances your organization’s ability
to pinpoint threats and shortens your Mean Time To Know (MTTK).

Threat detection

Monitors flow traffic across hundreds of network segments simultaneously, so you can spot suspicious network
behavior. This capability is especially valuable at the enterprise level.

Flow traffic monitoring

Extended data retention Allows organizations and agencies to retain large amounts of data for long periods.

Scalability Performs well in extremely high-speed environments and can protect every part of the network that is IP
reachable, regardless of size.
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Deduplication and Performs deduplication so that any flows that might have traversed more than one router are counted only

stitching once. It then stitches the flow information together for full visibility of a network transaction.

Choice of delivery You can order the Appliance Edition, a scalable device suitable for any size organization.

methods Or you can order the Virtual Edition, designed to perform the same functions as the appliance edition, butin a
VMware or KVM Hypervisor environment. This solution scales dynamically according to the resources allocated
toit.

Flow Collector specifications

o Stealthwatch Flow Collector 4210—Part number: ST-FC4210-Kg

o Stealthwatch Flow Collector 5210—Part number: ST-FC5210-Kg

e Stealthwatch Flow Collector Virtual Edition can be configured as either FCVE-1000, FCVE-2000, or FCVE-4000—Part
number: L-ST-FC-VE-Kg

Management Console

The Stealthwatch Management Console aggregates, organizes, and presents analysis from up to 25 Flow Collectors, the Cisco
Identity Services Engine, and other sources. It uses graphical representations of network traffic, identity information,
customized summary reports, and integrated security and network intelligence for comprehensive analysis.

The capacity of the console determines the volume of telemetry data that can be analyzed and presented, as well as the
number of Flow Collectors that are deployed. The console is available as a hardware appliance or a virtual machine. Table 2 list
the benefits of the consoles.

Table 2. Major benefits of the Management Console

Real-time, up-to-the-minute Delivers data flow for monitoring traffic across hundreds of network segments simultaneously, so you can

data spot suspicious network behavior. This capability is especially valuable at the enterprise level.
Capability to detect and Rapidly detects and prioritizes security threats, pinpoints network misuse and suboptimal performance, and
prioritize security threats manages event response across the enterprise, all from a single control center.

Configures, coordinates, and manages Cisco Stealthwatch appliances, including the Flow Collector, Flow
Sensor, and UDP Director.

Management of appliances

Use of multiple types of flow Consumes multiple types of flow data, including NetFlow, IPFIX, and sFlow. The result: cost-effective,

data behavior-based network protection.

Scalability Supports even the largest of network demands. Performs well in extremely high-speed environments and
can protect every part of the network that is IP reachable, regardless of size.
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Audit trails for network Provides a full audit trail of all network transactions for more effective forensic investigations.
transactions

Real-time, customizable Provides graphical views of the current state of the organization’s traffic. Administrators can easily

relational flow maps construct maps of their network based on any criteria, such as location, function, or virtual environment. By
creating a connection between two groups of hosts, operators can quickly analyze the traffic traveling
between them. Then, simply by selecting a data point in question, they can gain even deeper insight into
what is happening at any point in time.

Flexible delivery options You can order the Physical Appliance, a scalable device suitable for any size organization. Or you can order
the Virtual Edition, designed to perform the same functions as the appliance edition, but in a VMware or
KVM Hypervisor environment.

Management Console specifications

o Stealthwatch Management Console 2210—Part number: ST-SMC2210-Kg

o Stealthwatch Management Console Virtual Edition can be configured as either SMC VE or SMC VE 2000—Part number:
L-ST-SMC-VE-Kg

Optional components of the system

Flow Sensor

The Flow Sensor is an optional component of Stealthwatch Enterprise and produces telemetry for segments of the switching
and routing infrastructure that can’t generate NetFlow natively. It also provides visibility into the application layer data. In
addition to all the telemetry collected by Stealthwatch, the Flow Sensor provides additional security context to enhance the
Stealthwatch security analytics. And starting with Stealthwatch Software Release 7.1, Flow Sensor is also able to generate
enhanced ETA telemetry to be able to analyze encrypted traffic. Advanced behavioral modeling and cloud-based, multilayered
machine learning is applied to this dataset to detect advanced threats and perform faster investigations.

The Flow Sensor is installed on a mirroring port or network tap and generates telemetry based on the observed traffic. The
volume of telemetry generated from the network is determined by the capacity of the deployed Flow Sensors. Multiple Flow
Sensors may be installed. Flow Sensors are available as hardware appliances or as virtual appliances to monitor virtual machine
environments. It also works in environments where an overlay monitoring solution requiring additional security context better
fits the operations model of the IT organization.

Table 3 lists the major benefits of the Flow Sensor.

Table 3. Major benefits of the Flow Sensor

Provides true Layer 7 application visibility by gathering application information. This
includes data features like RTT (Round trip time), SRT (Server Response Time), and
Retransmissions.

Layer 7 application visibility

Packet-level performance and analysis Provides true Layer 7 application visibility by gathering application information. This
includes data features like RTT, SRT, and Retransmissions.

Additional telemetry from the Flow Sensor, such as URL information for web traffic and
TCP flag detail, helps generate alarms with contextual intelligence so that security
personnel can take quick action and mitigate damage.

Alerts on network anomalies

Lower costs Enhances operational efficiency and reduces costs by identifying and isolating the root
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cause of an issue or incident within seconds.

Choice of delivery methods You can order the Appliance Edition, a scalable device suitable for any size
organization.

Or you can order the Virtual Edition, designed to perform the same function as the
appliance edition, but in a VMware or KVM Hypervisor environment.

Flow Sensor specifications

e Stealthwatch Flow Sensor 1210—Part number: ST-FS1210-Kg

e Stealthwatch Flow Sensor 3210—Part number: ST-FS3210-Kg

o Stealthwatch Flow Sensor 4210—Part number: ST-FS4210-Kg

e Stealthwatch Flow Sensor Virtual Edition—Part number: L-ST-FS-VE-Kg

UDP Director

The UDP Director simplifies the collection and distribution of network and security data across the enterprise. It helps reduce
the processing power on network routers and switches by receiving essential network and security information from multiple
locations and then forwarding it to a single data stream to one or more destinations.

Table 4 list the major benefits of the UDP Director.

Table 4. Major benefits of the UDP Director

Reduces unplanned UDP Director high availability applies to the UDP Director 2210 appliance.

downtime and service
disruption

Simplifies network security UDP Director aggregates and provides a single standardized destination for NetFlow, sFlow, syslog, and

and monitoring Simple Network Management Protocol (SNMP) information. UDP Director appliances can receive data from
any connectionless UDP application, and then retransmit it to multiple destinations, duplicating the data if
required.

Can direct UDP data from  Receives data from any connectionless UDP application, and then retransmits it to multiple destinations,

any source to any duplicating the data if required.
destination
Removes the need to Directs point log data (NetFlow, sFlow, syslog, SNMP) to a single destination without the need to

reconfigure infrastructure  reconfigure the infrastructure when new tools are added or removed.

UDP Director specifications

o Stealthwatch UDP Director 2210—Part number: ST-UDP2210-Kg

e Cisco Stealthwatch UDP Director Virtual Edition—Part number: L-ST-UDP-VE-Kg

Ordering information

Stealthwatch is available as a one-, three-, and five-year term subscription. The Cisco Stealthwatch ordering guide provides
more details about the system’s models, components, and licensing types. To place an order, contact your account
representative.
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Service and support

A number of service programs are available for the Cisco Stealthwatch system. These services help you protect your network
investment, optimize network operations, and prepare your network for new applications to extend network intelligence and
the power of your business. For more information about Professional Services, see the Technical Support homepage.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital” makes it easier to get the right technology to achieve your objectives, enable business transformation, and help
you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate growth. In more
than 100 countries, our flexible payment solutions can help you acquire hardware, software, services, and complementary
third-party equipment in easy, predictable payments. Learn more.

For more information

For more information about Cisco Stealthwatch, visit www.cisco.com/go/stealthwatch or contact your Cisco security account

representative to learn how your organization can gain visibility across your extended network by participating in a
complimentary Stealthwatch visibility assessment.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https://www.cisco.com/go/offices.
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,

go to this URL: https://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Printed in USA (78-739398-05 08/19
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Built from the ground up for intent-based networking

Figure 1.
Cisco Catalyst 9800-L

The Cisco® Catalyst® 9800-L is a fixed wireless controller with seamless software updates for small and midsize
enterprises.

Built from the ground up for intent-based networking, the Cisco Catalyst 9800-L brings together Cisco I0S® XE Software
and Cisco RF excellence to create a best-in-class wireless experience for your evolving and growing organization.

The Cisco Catalyst 9800-L is feature rich and enterprise ready to power your business-critical operations and transform
end-user experiences:

o Choose between copper and fiber uplinks. This choice gives you flexibility in your network.

o High availability and seamless software updates, enabled by hot and cold patching, keep your clients and services
always on in planned and unplanned events.

o Secure the air, devices, and users with the Cisco Catalyst 9800-L. The wireless infrastructure becomes the
strongest first line of defense, with Encrypted Traffic Analytics and Software-Defined Access (SD-Access). The
controller comes with built-in security: Secure Boot, runtime defenses, image signing, integrity verification, and
hardware authenticity.

o Built on a modular operating system, the controller features open and programmable APIs that enable automation
of day-0 to day-N network operations. Model-driven streaming telemetry provides deep insights into your
network and client health.

Product overview: Key features

Maximum number of access points 250

Maximum number of clients 5000
Maximum throughput 5 Gbps
Maximum WLANs 4096
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Maximum VLANs
Fixed uplinks
Power supply

Maximum power consumption

Deployment modes
Form factor
License

Software
Management
Interoperability

Access points

Always on

4096
2x 10G/Multigigabit copper or 2x 10G/Multigigabit fiber
110W, 12VDC, AC/DC adapter

9800-L-C: 86.9W (with 4.5W USB load)
9800-L-F: 84.5W (assumes 2pc 2.5W SFP and with 4.5W USB load)

Centralized, Cisco FlexConnect®, and fabric

1RU; half-width chassis allows side-by-side installation in standard 19-in. rack

Smart License enabled

Cisco I0S XE

Cisco DNA Center, Cisco Prime® Infrastructure, and third party (open standards APIs)
Aire0S-based controllers

Cisco Aironet® 802.11ac Wave 1 and Wave 2 access points, Cisco Catalyst 9100 802.11ax
access points

The Cisco Catalyst 9800-L provides seamless software updates for faster resolution of critical issues, the ability to

introduce new access points with zero downtime, and flexible software upgrades. Stateful Switchover (SSO) with active
standby and N+1 redundancy keeps your network, services, and clients always on, even in unplanned events.

Secure

Secure the air, devices, and users with the Cisco Catalyst 9800-L. Wireless infrastructure becomes the strongest first line
of defense with Encrypted Traffic Analytics and SD-Access. The controller comes with built-in security: Secure Boot,

runtime defenses, image signing, integrity verification, and hardware authenticity.

Open and programmable

The Cisco Catalyst 9800-L controller is built on the Cisco [0S XE operating system, which offers a rich set of open

standards-based programmable APIs and model-driven telemetry that provide an easy way to automate day-0 to day-N

network operations.

Platform details
Physical dimensions

Table 1.

Cisco Catalyst 9800-L physical dimensions

Width

Depth
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_

Height 1.58 in. (4.02 cm)

Weight €9800-L-C: 3.95 Ib. (1.79 kg)
C9800-L-F: 4.01 Ib. (1.82 kg)

Front panel

Cisco Catalyst 9800 Series Wireiess Controiter

alaln
cisco

&HSPA
BIRPY

Model 9800-L-C

Figure 2.
Cisco Catalyst 9800-L-C front panel

Cisco Catalyst 9800 Series Wireless Controlier

alnatfee
cisco

&SPA
SJREY

Model 9800-L-F

Figure 3.
Cisco Catalyst 9800-L-F front panel

Figure 4.
Cisco Catalyst 9800-L -C front panel with components labeled
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Figure 5.
Cisco Catalyst 9800-L-F front panel with components labeled

Table 2. Cisco Catalyst 9800-L front panel components

1 Service port LED

2 Redundancy port LED

3 Service Port (SP) (RJ-45) for out-of-band management
4 Redundancy port

5 RJ-45 console port

6 Micro-B USB console

7 USB 3.0 port

8 2x 10G/Multigigabit copper (Figure 4) 2x 10G/Multigigabit fiber (Figure 5)
9-12 Quad RJ-45 2.5G/1G Multigigabit Ethernet ports

13 Reset button

14 System LED

15 Alarm LED

16 High availability LED
Ports

Table 3. Cisco Catalyst 9800-L ports and their purpose

1x RJ-45 console port Console port for out-of-band management.

1x Micro USB console port Console port for out-of-band management.
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1x USB 3.0 port USB 3.0 port for plugging in external memory.

1x RJ-45 management port Management port used for out-of-band management. Also known as the service port.

1x RJ-45 redundancy port Redundancy port used for SSO.

4x 2.5G/1G and 2x 10G copper Ports used for sending and receiving traffic between access points and controller, northbound
ports traffic, in-band management traffic, and wireless client traffic. Must be connected to the switch.
4x 2.5G/1G copper and 2x 10G Ports used for sending and receiving traffic between access points and controller, northbound
SFP+ fiber ports traffic, in-band management traffic, and wireless client traffic. Must be connected to the switch.

The four data ports can operate in either 2.5 Gigabit Ethernet or 1 Gigabit Ethernet mode.

Note: 10-Mbps operation is not supported.
Front LEDs

Table 4. Cisco Catalyst 9800-L front-panel LEDs and their purpose

Power Green Green if all power rails are within spec

System status  Green On: Cisco 10S XE boot is complete

Blinking: Cisco I0S boot in progress

Red On: System crash
Blinking: Secure Boot failure
Off: ROMMON boot

High Green On: HA active
Availability Slow blink: HA standby hot
(HA) port
Amber Slow blink: Booted with HA standby cold

Fast blink: HA maintenance
Alarm Green On: ROMMON boot complete
Blinking: System upgrade in progress
Amber On: ROMMON boot and SYSTEM bootup

Blinking: Temperature error and Secure Boot failure

Network link  Green Solid green: Link
LED Indicator Flashing green: Activity

LED off: Link down
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Figure 6.

Cisco Catalyst 9800-L rear panel with components labeled

Table 5.

Cisco Catalyst 9800-L rear panel components

1

Power

Power adapter

Kensington lock

The Cisco Catalyst 9800-L Wireless Controller is powered by a single output 12VDC, 110W 120/240VAC adapter (C9800-
AC-110W) that is shipped by default.

SFPs supported (C9800-L-F-K9 only)

Table 6.

SFPs supported on the Cisco Catalyst 9800-L

Module supported

SFP
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GLC-BX-D

GLC-BX-U
GLC-SX-MMD
GLC-ZX-MMD
SFP-10G-SR
SFP-10G-SR-X
SFP-H10GB-ACU7M
SFP-H10GB-ACU10M
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Product benefits

Cisco I0S XE

The Cisco Catalyst 9800 Series opens a completely new paradigm in network configuration, operation, and monitoring

through network automation. Cisco’s automation solution is open, standards based, and extensible across the entire

lifecycle of a network device. The various mechanisms that bring about network automation are outlined below, based on

the device lifecycle.

Automated device provisioning: This is the ability to automate the process of upgrading software images and
installing configuration files on Cisco Catalyst access points when they are being deployed in the network for the
first time. Cisco provides turnkey solutions with Plug and Play (PnP) capabilities that enable an effortless and
automated deployment.

API-driven configuration: Modern wireless controllers such the Cisco Catalyst 9800 Series support a wide range
of automation features and provide robust open APIs over NETCONF and RESTCONF using YANG data models for
external tools, both off-the-shelf and custom built, to automatically provision network resources.

Granular visibility: Model-driven telemetry provides a mechanism to stream data from a switch to a destination.
The data to be streamed is driven through subscription to a data set in a YANG model. The subscribed data set is
streamed out to the destination at configured intervals. Additionally, Cisco IOS XE enables the push model, which
provides near-real-time monitoring of the network, leading to quick detection and rectification of failures.

Seamless software upgrades and patching: To enhance OS resilience, Cisco [0S XE supports patching, which
provides fixes for critical bugs and security vulnerabilities between regular maintenance releases. This support
allows customers to add patches without having to wait for the next maintenance release.

Security

Trustworthy systems: Cisco Trust Anchor Technologies provide a highly secure foundation for Cisco products.
With the Cisco Catalyst 9800 Series, these trustworthy systems enable hardware and software authenticity
assurance for supply chain trust and strong mitigation against man-in-the-middle attacks on software and
firmware. Trust Anchor capabilities include:

Image signing: Cryptographically signed images provide assurance that the firmware, BIOS, and other software are
authentic and unmodified. As the system boots, its software signatures are checked for integrity.

Secure Boot: Cisco Secure Boot technology anchors the boot sequence chain of trust to immutable hardware,
mitigating threats against a system's foundational state and the software that is to be loaded, regardless of a user's
privilege level. It provides layered protection against the persistence of illicitly modified firmware.

Cisco Trust Anchor module: A tamper-resistant, strong cryptographic, single-chip solution provides hardware
authenticity assurance to uniquely identify the product so that its origin can be confirmed to Cisco, providing
assurance that the product is genuine.
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Resiliency and high availability

Stateful Switchover (SSO): Stateful Switchover with an active standby and N+1 redundancy keeps your network,
services, and clients always on, even in unplanned events.

Software Maintenance Upgrades (SMUs) and hot and cold patching: Patching allows for a patch to be installed
as a bug fix without bringing down the entire network and avoiding the need to requalify an entire software image.
The SMU is a package that can be installed on a system to provide a patch fix or security resolution to a released
image. SMUs allow you to address the network issue quickly while reducing the time and scope of the testing
required. The Cisco 10S XE platform internally validates the SMU compatibility and does not allow you to install
incompatible SMUs. All SMUs are integrated into the subsequent Cisco 10S XE Software maintenance releases.

Intelligent rolling access point upgrades and seamless multisite upgrades: The Cisco Catalyst 9800 Series
comes with intelligent rolling access point upgrades to simplify network operations. Multisite upgrades can now be
done in stages, and access points can be upgraded intelligently without restarting the entire network.

Flexible NetFlow

Flexible NetFlow (FNF): Cisco 10S Software FNF is the next generation in flow visibility technology, allowing
optimization of the network infrastructure, reducing operating costs, and improving capacity planning and security
incident detection with increased flexibility and scalability.

Application Visibility and Control

Next-Generation Network-Based Application Recognition (NBAR2): NBAR2 enables advanced application
classification techniques and accuracy, with up to 1400 predefined and well-known application signatures and up
to 150 encrypted applications on the Cisco Catalyst 9800 Series. Some of the most popular applications included
are Skype, Office 365, Microsoft Lync, Cisco WebEx®, and Facebook. Many others are already predefined and easy to
configure. NBAR2 provides the network administrator with an important tool to identify, control, and monitor end-
user application usage while helping ensure a quality user experience and securing the network from malicious
attacks. It uses FNF to report application performance and activities within the network to any supported NetFlow
collector, such as Cisco Prime, Cisco Stealthwatch®, or any compliant third-party tool.

Quality of Service (QoS)

Superior QoS: QoS technologies are a set of tools and techniques for managing network resources and are
considered the key enabling technologies for the transparent convergence of voice, video, and data networks. QoS
on the Cisco Catalyst 9800 Series consists of classification and marking, policing and markdown, and scheduling,
shaping, and queuing functions. A modular QoS command-line framework provides consistent platform-
independent and flexible configuration behavior. The Cisco Catalyst 9800 Series also supports 2-level hierarchical
or nested policies.

Smart operation

Bluetooth ready: The Cisco Catalyst 9800-L has hardware support to connect a Bluetooth dongle to the controller,
enabling you to use this wireless interface as a management port. This port functions as an I[P management
interface and can be used for configuration and troubleshooting using the WebUI or Command-Line Interface (CLI),
and to transfer images and configurations.

WebUI: WebUI is an embedded GUI-based device-management tool that enables provisioning of the device,
simplifying device deployment and manageability and enhancing the user experience. WebUI comes with the
default image. There is no need to enable anything or install any license on the device. You can use WebUI to build a
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day-1 configuration and from then on monitor and troubleshoot the device without having to know how to use the

CLL

Specifications

Table 7. Cisco Catalyst 9800-L specifications

Wireless

Wired, switching, and
routing

Data Requests For
Comments (RFCs)

Security standards

IEEE 802.11a,802.11b, 802.11g, 802.11d, WMM/802.11e, 802.11h, 802.11n,
802.11k, 802.11r,802.11u, 802.11w, 802.11ac Wavel and Wave2, 802.11ax

IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX specification, 1000BASE-T,
1000BASE-SX, 1000-BASE-LH, IEEE 802.1Q VLAN tagging, [EEE 802.1AX Link
Aggregation

e RFC 768 UDP

e RFC7911P

e RFC 2460 IPv6

e RFC 792 ICMP

e RFC 793 TCP

e RFC 826 ARP

e RFC 1122 Requirements for Internet Hosts

e RFC 1519 CIDR

e RFC 1542 BOOTP

e RFC 2131 DHCP

e RFC 5415 CAPWAP Protocol Specification

e RFC 5416 CAPWAP Binding for 802.11

e Wi-Fi Protected Access (WPA)

o IEEE 802.11i (WPAZ, RSN)

e RFC 1321 MD5 Message-Digest Algorithm

e RFC 1851 ESP Triple DES Transform

e RFC 2104 HMAC: Keyed-Hashing for Message Authentication
e RFC 2246 TLS Protocol Version 1.0

e RFC 2401 Security Architecture for the Internet Protocol
e RFC 2403 HMAC-MD5-96 within ESP and AH

e RFC 2404 HMAC-SHA-1-96 within ESP and AH

e RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
e RFC 2407 Interpretation for ISAKMP

e RFC 2408 ISAKMP

e RFC 2409 IKE

e RFC 2451 ESP CBC-Mode Cipher Algorithms

e RFC 3280 Internet X.509 PKI Certificate and CRL Profile
e RFC 4347 Datagram Transport Layer Security

e RFC 5246 TLS Protocol Version 1.2
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Encryption

Authentication,
Authorization, and
Accounting (AAA)

Management

e Wired Equivalent Privacy (WEP) RC4 40, 104 and 128 bits (both static and shared keys)

e Advanced Encryption Standard (AES): Cipher Block Chaining (CBC), Counter with CBC-
MAC (CCM), Counter with Cipher Block Chaining Message Authentication Code Protocol
(CCMP)

Data Encryption Standard (DES): DES-CBC, 3DES

Secure Sockets Layer (SSL) and Transport Layer Security (TLS): RC4 128-bit and RSA
1024- and 2048-bit

DTLS: AES-CBC
IPsec: DES-CBC, 3DES, AES-CBC
802.1AE MACsec encryption

IEEE 802.1X

e RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
e RFC 2716 PPP EAP-TLS

RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 2867 RADIUS Tunnel Accounting

RFC 2869 RADIUS Extensions

RFC 3576 Dynamic Authorization Extensions to RADIUS
RFC 5176 Dynamic Authorization Extensions to RADIUS
e RFC 3579 RADIUS Support for EAP

e RFC 3580 IEEE 802.1X RADIUS Guidelines

e RFC 3748 Extensible Authentication Protocol (EAP)

e Web-based authentication

o TACACS support for management users

e Simple Network Management Protocol (SNMP) v1, v2c, v3
RFC 854 Telnet

RFC 1155 Management Information for TCP/IP-Based Internets
RFC 1156 MIB

RFC 1157 SNMP

RFC 1213 SNMP MIB II

RFC 1350 TFTP

RFC 1643 Ethernet MIB

RFC 2030 SNTP

RFC 2616 HTTP

RFC 2665 Ethernet-Like Interface Types MIB

RFC 2674 Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering, and Virtual Extensions

RFC 2819 RMON MIB

RFC 2863 Interfaces Group MIB

RFC 3164 Syslog

RFC 3414 User-Based Security Model (USM) for SNMPv3

RFC 3418 MIB for SNMP

RFC 3636 Definitions of Managed Objects for IEEE 802.3 MAUs
RFC 4741 Base NETCONF protocol

RFC 4742 NETCONF over SSH

e RFC 6241 Network Configuration Protocol (NETCONF)

© 2019 Cisco and/or its affiliates. All rights reserved. Page 12 of 21



Management interfaces

Environmental conditions
supported

e RFC 6242 NETCONF over SSH

e RFC 5277 NETCONF event notifications

e RFC 5717 Partial Lock Remote Procedure Call

e RFC 6243 With-Defaults capability for NETCONF
e RFC 6020 YANG

e Cisco private MIBs

e Web-based: HTTP/HTTPS
e Command-line interface: Telnet, Secure Shell (SSH) Protocol, serial port

e Cisco Prime Infrastructure

Operating temperature:
e 32°to 113°F (0° to 45°C)
Note: The maximum temperature is derated by 1.0°C for every 1000 ft (305 m) of
altitude above sea level.
Nonoperating temperature:
e -13°to 158°F (-25° to 70°C)
Operating humidity:
e 10% to 95% noncondensing
Nonoperating humidity:
e 0% to 95% noncondensing
Altitude:
e Operating altitude: 0 to 3000 m (0 to 10,000 ft)
o Nonoperating altitude: 0 to 12,192 m (0 to 40,000 ft.)

Electrical input:
e ACinput frequency range: 47 to 63 Hz
e AC input range: 90 to 264 VAC

Maximum power:
e 9800-L-C max measured power = 86.9W (with 4.5W USB load)

e 9800-L-F max measured power = 84.5W (assumes 2pc 2.5W SFP and with 4.5W USB
load)

Maximum heat dissipation:
e 9800-L-C: 296.4 Btu/hr (with 4.5W USB load)
e 9800-L-F: 288.2 Btu/hr (assumes 2pc 2.5W SFP and with 4.5W USB load)

Sound power level measure:
e Normal: 40 dBA at 25C
e Maximum: 42.9 dBA at 40C

Power adapter:
o Input power: 100 to 240 VAC; 50/60 Hz
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Regulatory compliance Safety:
e UL/CSA 60950-1

e IEC/EN 60950-1
e AS/NZS 60950.1
e CAN/CSA-C22.2 No. 60950-1

EMC - Emissions:
e FCC 47CFR15
e AS/NZS CISPR 22
o CISPR 22 Class A
o EN55022/EN55032 (EMI-1)
e ICES-003
e VCCI
o KN 32 (EMI-2)
e CNS-13438

EMC - Emissions:
e EN61000-3-2 Power Line Harmonics (EMI-3)
e EN61000-3-3 Voltage Changes, Fluctuations, and Flicker (EMI-3)

Software requirements

The Cisco Catalyst 9800-L runs on Cisco [0S XE Software version 16.12.1 or later. This software release includes all the
features listed earlier in the Product Benefits section.

Table 8 lists the minimum software requirements for the controller models.

Table 8. Minimum software requirements

m
C9800-L-F-K9 Cisco Catalyst 9800-L Wireless Controller Cisco 10S XE Software Release 16.12.1
C€9800-L-C-K9

Licensing

The Cisco Catalyst 9800 Series Wireless Controllers require mandatory Smart Licensing. This provides ease of use
for Cisco DNA license management, consumption, and tracking.

No licenses are required to boot up a Cisco Catalyst 9800 Series Wireless Controller. However, in order to connect any
access points to the controller, Cisco DNA licenses are required. Every access point connecting to the Cisco Catalyst 9800
Series controller requires a Cisco DNA subscription license. See Figure 8.
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What do | do to use Cisco Catalyst 9800 Series
Wireless Controllers in my network?

|

Do you already

have Wave 1 or

Wave 2 Access
Points?

Purchase APs and
Cisco DNA licenses Do you already have
for all the 4 Cisco DNA licenses? » Yes

Access Points

Get Cisco DNA license,
you may use offers and
migration credits

Good to go!!
APs can joins the controller

Figure 7.
Adding a Cisco Catalyst 9800 Series controller to your network

The APs connecting to the Cisco Catalyst 9800 Series have a new and simplified licensing package.
They can support three types of Cisco DNA license: Cisco DNA Essentials, Cisco DNA Advantage, and Cisco DNA Premier.

The Cisco DNA licenses provide Cisco innovations on the access points. The license also includes the Network Essentials
and Network Advantage licensing options, which cover wireless fundamentals such as 802.1X authentication, QoS, PnP,
etc., telemetry and visibility, and SSO, as well as security controls. These Network Essentials and Network Advantage
components are perpetual and are valid throughout the life of the AP. Cisco DNA subscription licenses have to be
purchased for a 3-, 5-, or 7-year subscription term. Upon expiration of a Cisco DNA license, the Cisco DNA features will
expire, but the Network Essentials and Network Advantage features will remain.

The following figures and tables show what each base and add-on package includes.
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Wireless Subscription Offer Structure: AIR-DNA License for Access Points

Cisco DNA Premier
Enterprise agreement eligible

Cisco DNA Advantage

Enterprise agreement eligible Single
P 5 g SKU

Single

o 3/5/7 Year subscriptions

4

Cisco DNA Essentials WM Cisco DNA Spaces See

aWIPS
Cisco Prime
AP License/Network Advantage
Cisco DNA Advantage

Cisco DNA Essentials

Base automation Automation, assurance and location Automation, assurance,
SD-Access, security and location

%mﬂ v APs and Controllers* - C9800-40, C9800-80, C9800-CL

m VS Cisco Catalyst Embedded controllers

Software Support Service (SWSS
pp ( ) *Customers can also get Cisco DNA software on 3504/5520/8540

included in all subscriptions

Figure 8.
Wireless subscription offer structure
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Cisco Catalyst 9800 Wireless Controller-
Advantage vs. Essentials

C9800-40/C9800-80/C9800-CL

Advantage

Advanced Automation

- SD-Access Cisco
- Location Plug and Play

= Automated ISE integration for guest
= Third Party API integration

Enhanced Security and loT

» Encrypted Traffic Analytics
+ Advanced WIPS*

Policy Based Workflows
+ EasyQos configuration

+ EasyQos monitoring

= Policy-based Automation

Assurance and Analytics
+ Guided Remediation
» Apple iOS Insights
- Proactive issue Detection
- Aironet Active Senor Tests
- Intelligent capture
- Client Location Heatmaps
- Spectrum Analyzer
« Application performance (Packet Loss,
Latency and Jitter)

= App 360, AP 360, Client 360 and WLC 360

-« Custom Reports*

Element Management
- Path Lifecycle Management

Network Advantage (Inclusive of

Network Essentials)

High Availability an Resiliency
« ISSU, Process Restart

= Rolling AP Upgrades

- Patching (CLI)

- AP service pack/AP device pack

Flexible Network Segmentation
* VXLAN

Basic Automation

« PhP Application
+ Network Site Design and
Device Provisioning

Element Management

+ Software Image Management
+ Discovery, Network Topology
- AVC

Telemetry
« Flexible Netflow

Basic Assurance

» Health dashboard (Network,
Client and Application)

= AP Floormap and Coverage map

- Pre-defined Reports

Basic Security
« Basic WIPS*

Network Essentials

Essential Wireless Capabilities

+ 802.1x authentications, Guest access,
device onboarding, Infra and client IPv6,
ACLs, QoS, Videostream, Smart defaults,
RRM, Spectrum intelligence, BLE, Zigbee,
USB, TrustSec SXP, SSO, Dynamic QoS,
Analytics, ADP, OpenDNS, IPSec, Rogue
Management and Detection, Mobility

Optimized RF

+ FRA, Client link, Clear Air Advanced

+ NG-HDX, Predictive/Proactive RRM
loT Optimized

- Identity PSK, Enhanced Device profilers

DevOps Integration

+ PhP Agent

- NETCONF, RESTCONF*, gNMI*
» Yang Data Models

+ GuestShell (On-Box Python)*

Telemetry and Visbility

+ Model-driven Telemetry

+ NETCONF dial-in, gRPC dial out*
Federal Certifications*

- FIPS, CC, UCAPL, USGV6

+ Cat 9800 controller includes the Perpetual Network Stack - Network Essentials or Network Advantage

+ Mandatory to attach Cisco DNA License for every AP joining the controller
- Cisco DNA License includes Wireless and Cisco DNA Center Features *Future

Figure 9.
Advantage vs. Essentials licenses

Note: Itis notrequired to deploy Cisco DNA Center just to use one of the above packages.
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The following table shows the features included in the Network Advantage and Network Essentials package.

Table 9. Features included in the Network Advantage and Network Essentials packages

Feature Network Network

Essentials | Advantage

Essential capabilities

e 802.1X authentications, guest access, device onboarding, infrastructure and client IPv6, Access Control Lists
(ACLs), QoS, Videostream, smart defaults, Radio Resource Management (RRM), Spectrum Intelligence, Bluetooth
Low Energy (BLE), Zigbee, USB, Cisco TrustSec® SXP, SSO, Dynamic QoS, analytics, ADP, OpenDNS, mDNS, IPsec,
rogue management and detection, mobility

Optimized RF
o Flexible Radio Assignment (FRA), ClientLink, Cisco CleanAir® Advanced
e Next-Generation High Density Experience (NG-HDX), predictive/proactive RRM

Internet of Things (IoT) optimized

Identity Pre-Shared Keys (PSK), enhanced device profilers

DevOps integration

e PnP agent

e NETCONF, RESTCONF, gRPC Network Management Interface protocol (gNMI)
e YANG data models

e Guest shell (on-box Python)

Federal certifications

Federal Information Processing Standards (FIPS), CC, UCAPL, USGV6

Telemetry and visibility
e Model-driven telemetry

e NETCONF dial-in, gRPC dial-out

High availability and resiliency (advanced)
e In-Service Software Upgrades (ISSU), process restart
e Rolling AP upgrades
e Patching (CLI)

e AP service pack and device pack

Flexible network segmentation

o VXLAN
The following table shows the features included in the Cisco DNA Advantage and Cisco DNA Essentials packages.

Table 10. Features included in the Cisco DNA Advantage and Cisco DNA Essentials packages

Feature Cisco DNA Cisco DNA
Essentials Advantage/Premier

Base automation

Plug and Play, network site design and device provisioning

Element management
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Feature Cisco DNA

Essentials

Cisco DNA
Advantage/Premier

Image management, network topology and discovery, Application Visibility
and Control (AVC)

Base assurance v

Health dashboard (network, client, and application), AP floor map and
coverage map, predefined reports

Telemetry 4
Flexible NetFlow
Base security v

Basic wireless IPS

Advanced automation X
SD-Access

Location Plug and Play

Automated ISE integration for guest

Third-party API integration

Assurance and analytics X
Guided remediation

Apple iOS Insights

Proactive issue detection

Aironet Active Sensor tests

Intelligent capture

Client location heatmaps

Spectrum analyzer

Application performance (packet loss, latency, and jitter)

App 360, AP 360, Client 360, and WLC 360

Custom reports

Enhanced security and Internet of Things (IoT) X

Encrypted Traffic Analytics, advanced wireless intrusion prevention (wIPS)

Policy-based workflow X

EasyQoS configuration, EasyQoS monitoring, policy-based automation

Element management X

Patch lifecycle management
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Two modes of licensing are available:

o SL: Smart Licensing simplifies and adds flexibility to licensing. It is:
o Simple: Procure, deploy, and manage licenses easily. Devices self-register, removing the need for Product
Activation Keys (PAKs).

o Flexible: Pool license entitlements in a single account. Move licenses freely through the network, wherever you
need them.

o Smart: Manage your license deployments with real-time visibility into ownership and consumption.
e SLRmode
o Specific License Reservation (SLR) is a feature used in highly secure networks. It provides a method for
customers to deploy a software license on a device (product instance) without communicating usage information

to Cisco. There will be no communication with Cisco or a satellite. The licenses will be reserved for every
controller. It is node-based licensing.

o Four levels of licensing are supported on the Cisco Catalyst 9800 Series Wireless Controllers. The controllers
can be configured to function at any one of the four levels.
o Cisco DNA Essentials: Supports the Cisco DNA Essentials feature set.

o Cisco DNA Advantage: Supports the Cisco DNA Advantage feature set.
o NE: Supports the Network Essentials feature set.

o NA: Supports the Network Advantage feature set.

o For customers who purchase Cisco DNA Essentials, Network Essentials will be supported and will continue to
function even after term expiration. For customers who purchase Cisco DNA Advantage, Network Advantage will be
supported and will continue to function even after term expiration.

o Initial bootup of the controller is at the Cisco DNA Advantage level.

o For questions, contact the Cisco Catalyst 9800 Series Wireless Controllers Licensing mailer group at ask-
catalyst9800licensing.

Managing licenses with Smart Accounts

Creating Smart Accounts by using the Cisco Smart Software Manager (SSM) enables you to order devices and licensing
packages and also manage your software licenses from a centralized website. You can set up the Smart Account to receive
daily email alerts and to be notified of expiring add-on licenses that you want to renew. A Smart Account is mandatory for
Cisco Catalyst 9800 Series controllers. For more information on Smart Accounts, refer to

https: / ZWWW.Cisco.com[go[smartaccounts.

Warranty
Find warranty information on Cisco.com at the Product Warranties page.
Cisco 1-year limited hardware warranty terms

The following are terms applicable to your hardware warranty. Your embedded software is subject to the Cisco End User
License Agreement (EULA) and/or any Supplemental EULA (SEULA) or specific software warranty terms for additional
software products loaded on the device.

Duration of hardware warranty: One (1) year
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Replacement, repair, or refund procedure for hardware: Cisco or its service center will use commercially reasonable
efforts to ship a replacement part within ten (10) working days after receipt of the RMA request. Actual delivery times
may vary depending on customer location.

Cisco reserves the right to refund the purchase price as its exclusive warranty remedy.

Ordering information

Table 11.  Ordering information

_

Controller C9800-L-F-K9 Cisco Catalyst 9800-L (Fiber Uplink) Wireless Controller
C9800-L-C-K9 Cisco Catalyst 9800-L (Copper Uplink) Wireless Controller
LIC-C9800-DTLS-K9 Cisco Catalyst 9800 Series Wireless Controller DTLS License
Accessories, spares C9800-RMNT= Cisco Catalyst 9800 Series Wireless Controller Rack Mount Bracket
C9800-AC-110W= Cisco Catalyst Wireless Controller 110W AC Power Supply
Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business transformation

and help you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate
growth. In more than 100 countries, our flexible payment solutions can help you acquire hardware, software, services and
complementary third-party equipment in easy, predictable payments. Learn more.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https://www.cisco.com/go/offices.
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Pfiloha €. 3 smlouvy

PODROBNY POLOZKOVY ROZPOCET: verejna zakazka "Obnova sitovych prvka CTU"

Nazev polozky

DODAVKA RESENI Obnova sit'ovych prvkii CTU

Pocet ks

Cena v K¢ bez

DPH za 1 ks

Celkova cena v K¢

bez DPH

DPH (%)

Vyse DPH v K&

Celkova cena v K¢

vé. DPH

A1 _[Sitové prvky - pfepina¢ dle tab. SC1 2 398 218 K¢ 796 436 K¢ 21% 167 252 K& 963 688 K&
A2 [Sitové prvky - pfepinac dle tab. SS2 2 229 753 K¢ 459 506 K¢ 21% 96 496 K& 556 002 K&
A3 |Sitové prvky - prepinac dle tab. SF3 2 286 720 K& 573 440 K& 21% 120 422 K& 693 862 K&
A4 |Sitové prvky - prepinac dle tab. SE4 7 186 794 K& 1 307 558 K& 21% 274 587 K& 1582 145 K&
A5 |Sitové prvky - prepinac dle tab. ST5 7 151 985 K& 1 063 895 K& 21% 223 418 K& 1287 313 K&
A6 |Sitové prvky - prepinac dle tab. ST6 3 124 992 K¢& 374 976 K& 21% 78 745 K& 453 721 K&
A7 [PtisluSenstvi pro pfepinace dle tab. SP7 1 518 809 K& 518 809 K& 21% 108 950 K¢& 627 759 K&
A8 |Wifi access point dle tab. WA8 10 25 406 K& 254 060 K¢ 21% 53 353 K& 307 413 K&
A9 |WiFi kontrolér dle tab. WC9 2 167 407 K& 334 814 K& 21% 70 311 K& 405 125 Ké
A10 [Systém spravy sitové infrastruktury dle tab. SW10 1 51 834 K& 51 834 K& 21% 10 885 K& 62 719 K&
A11 [Nastroj na monitorovani sité dle tab. MS11 1 1 507 556 K& 1 507 556 K& 21% 316 587 K& 1824 143 K&
A12 [Instalaéni prace 1 513 500 K& 513 500 K& 21% 107 835 K¢& 621 335 K&
A [Servisni sluzby po dobu 60 mésicl 1 1704 000 K& 1704 000 K¢& 21% 357 840 K& 2061 840 K¢
CENA CELKEM - - 9 460 384 K¢ = 1986 681 K& 11 447 065 K¢




ID

N oo bk W

10
11
12
13
14
15
16
17
18
19
20
21
22
23

Nazev
Obnova sitovych prvk(i LAN a Wifi CTU

Milniky projektu
podpis smlouvy
objednani HW
dodani HW
akceptace planu vymény
akceptace projektu

Analyzy prostredi, detailni navrh a plan provedeni
analyza prostredi a konfiguraci
navrh planu vymény a akceptace
Instalace/vyména jednotlivych prvka
Vybaleni, adresace a upgrade prepinact a WLC
vyména jednotlivych prvkd (mimo prac. Dobu)
WiFi c¢ast
Site Survey WiFi
Instalace a konfigurace WIFI kontroleru
Postinstalacni site survey
Instalace a konfigurace Prime
Instalace a konfigurace StealthWatch
Instalace VMWare
Licencovani
Nastaveni Netflow na prvcich
Projektové fizeni

Doba trvani
60 dny
59 dny
0 dny
0 dny
0 dny
0 dny
0 dny

10 dny
3dny
5 dny
29 dny
4 dny
20 dny
37 dny
3dny
8 dny
5dny
15 dny
30 dny
3dny
3dny
20 dny
60 dny

Zahajeni
D

D

D+2
D+20
D+ 15
D+ 59

D+5
D+5
D+10
D+21
D+21
D+ 30
D+8
D+8
D+20
D +40
D+30
D+20
D+20
D+24
D+30

Dokonceni
D +60

D

D+2
D+20
D+ 15
D+ 59

D+15
D+8
D+ 15
D +50
D+26
D +50
D+45
D+11
D+ 28
D +45
D+45
D +50
D+23
D+27
D+ 50
D +60





