VZMR "Bezpeénostni sitova sonda" - pfiloha €. 1 vyzvy

¢. polozky |Vlastnosti HW IPS sondy Popis nebo pfesny odkaz na dokumetaci, v&. kapitoly, ¢isla stranky apod.

1 Propustnost zafizeni 8Gps, 2x 10GE SFP+ port, 6x 1GE port RJ45 nebo SFP nistration_Guide_revJ_en-us.PDF / str.33

) https://www.mcafee.com/enterprise/en-us/assets/technical-specifications/ts-network-security-platform-ns-series-specifications.pdf /
MinimélIni garantovana propustnost SSL 3Gps, velikost kli¢e min. 2048, poet spojeni za sekundu min. 5000 str.4

3 https://www.mcafee.com/enterprise/en-us/assets/technical-specifications/ts-network-security-platform-ns-series-specifications.pdf /
MinimélIni pocet spojeni za sekundu 200.000 v nézném provozu(SSL provoz min. 10% ) str.4
POAPOTOVane nasazeni SENZoru (take podpora pro port Clustering nNebo Higl B
- SPAN nebo Hub

4 -Tap
- Inline, fail-closed https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
- Inline, fail-open nistration_Guide_revJ_en-us.PDF / str. 50

5 Externi fail-over 10 Gbic porty zabudované fail-over, na strané zadavatel jsou SFP+(Cisco) sloty, opticky pfenos staéi MM(mufe byt i SM...) https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str. 4

6 Interni fail-over pro metalické porty https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str. 4

; https://www.mcafee.com/enterprise/en-us/assets/technical-specifications/ts-network-security-platform-ns-series-specifications.pdf
Dos profily: 300 str. 4

s https://www.mcafee.com/enterprise/en-us/assets/technical-specifications/ts-network-security-platform-ns-series-specifications.pdf
Latence méné neZ 100 mikrosekund v béZném provozu str.4

9 Senzor vyuziva dedikovany LAN Management port pro komunikaci s "Manager serverem", podpora IPv4 a IPv6 nistration_Guide_rev)_en-us.PDF str.35

10 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
0Oddéleny managment SW od sondy nebo garance, Ze management nebude mit dopad na vykon sondy nistration_Guide_rev)_en-us.PDF str 911

1 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Moznost "High Availability" feeni, obnovy po havarii a balancovéni zitéZe pro nepfetrzity vysoky vykon nistration_Guide_rev)_en-us.PDF str.30

12 Zafizeni Intrusion Prevention System (IPS) filtruje v realném ase sitovy provoz a podle stanovené politiky blokuje nebo upozorfiuje na provoz, ktery by mohl byt hrozbou pro vnitini stroje a infrastrukturu. https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str.1

13 Chrani prostredi pfed zndmymi i nezndmymi hrozbami pomoci hloubkové inspekéni technologie (kombinace Uplné analyzy protokolu, reputaéniho hodnoceni hrozeb a behavioralni analyzy podezielého
chovani), ochrana proti Gtokdim typu callbacks, Dos, Zero-day aj. https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str.1

1a https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Jako reakce na vzniklou udalost je mozné poutzit zaslani zaznamu do syslogu. nistration_Guide_rev)_en-us.PDF str.32

is https://www.mcafee.com/enterprise/en-us/downloads/security-updates.html / https://docs.mcafee.com/bundle/network-security-

platform-9.2.x-product-guide/page/GUID-82D55004-C1E8-408C-AF70-652F4359D61B.html / https://docs.mcafee.com/bundle/network-

V IPS jsou obsazeny/aktualizovany signatury pro pokryti OWASP top 10 utoki. security-platform-9.2.x-product-guide/page/GUID-6046ADFB-FAF7-4C91-9CCE-8A77486D2C80.html

16 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Ochrana virtudlniho prostredi nistration_Guide_rev)_en-us.PDF str. 27

17 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Pravidelné aktualizace IPS signatur od vyrobce (automatické nebo manualni) nistration_Guide_revJ_en-us.PDF str.39

18 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Analyza provozu a signatury vztahujici se na detekci a prevenci komunikace botneti. Tyto signatury jsou minimalne 1x denne aktualizovany. nistration_Guide_rev)_en-us.PDF str.529

19 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
V piipadé budouciho pouZiti vice sond moZnost jednotné spravy téchto IPS sond nistration_Guide_rev)_en-us.PDF str.36

20 Podpora integrace se skenermi zranitelnosti a nésledné vyuZiti jejich analyz https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str. 2

n https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Prehled o konkrétnich aplikacich nistration_Guide_revJ_en-us.PDF str.25

» https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
NepfetrZita aktualizace systému diky globalni siti laboratofi nistration_Guide_rev)_en-us.PDF str.30

23 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
0dli3né politiky na zakladé sméru provozu nistration_Guide_revJ_en-us.PDF str.529

24 Rozpoznévani jednotlivych aplikaci a vizualizace https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str. 2

25 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Ochrana webovych server(i na trovni serverové i samotné webové aplikace. IPS chrani konkrétni webové aplikace na zakladé jejich ndzvu (Apache, IIS, Facebook,...). nistration_Guide_rev)_en-us.PDF str.26

26 MozZnost integrace s malware sandboxem https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str. 3

2 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
MozZnost blokovani vybraného provozu na zékladé odchylek/anomalii od statistického profilu. nistration_Guide_revJ_en-us.PDF str.24

28 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Funkcionalita SYN cookies pro zajisténi ochrany proti nadmérnému navazovani spojeni. nistration_Guide_revJ_en-us.PDF str.836

29 Inspekce Q v Q provozu https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str 4

30 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
ochrana ARP spoofing nistration_Guide_rev)_en-us.PDF str. 884

31 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi

ochrana IP spoofing

nistration_Guide_rev)_en-us.PDF str.881
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https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi

32 Inspekce MPLS provozu nistration_Guide_revJ_en-us.PDF str.836

33 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Inspekce IPv6 provozu nistration_Guide_rev)_en-us.PDF str. 26

3 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Inspekce tunelovaného provozu (véetné provozu GRE) nistration_Guide_revJ_en-us.PDF str.839

35 Podpora dekomprese odezvy HTTP https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str.3

36 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Monitoring latence obecné nistration_Guide_rev)_en-us.PDF str.57

37 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Inspekce dvojitého provozu VLAN nistration_Guide_rev)_en-us.PDF str.836

38 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Monitorovani vykonu senzoru nistration_Guide_rev)_en-us.PDF str.72

39 Moznost Whitelistd a Blacklistl https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str. 4

20 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Zobrazeni udélosti protokolu monitorovani senzorii CLI v manageru nistration_Guide_revJ_en-us.PDF str.278, 936

“ https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Zabezpeceny pienos soubori ze senzoru CLI nistration_Guide_revJ_en-us.PDF str.936

2 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Moznost integrace s produkty tfetich stran pro dal3i analyzu nistration_Guide_rev)_en-us.PDF str.37

3 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
moznost nastaveni QoS politik nistration_Guide_rev)_en-us.PDF str.683

w“ https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Inspekce SSL provozu nistration_Guide_rev)_en-us.PDF str.543

- https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Firewall politiky nistration_Guide_rev)_en-us.PDF str.32

% https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Pravidla pfistupu firewall (ACL na L3, L4) nistration_Guide_rev)_en-us.PDF str.32

47 Rozpozndvani a ochrana na aplika¢ni vrstvé 7 OSI modelu (napfiklad detekce shellcode v pfendsenych souborech a jejich hodnoceni pomoci online anti-malware sluzby, kategorizace webl podle URL) https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str.2

8 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Sbér dat a akci z aplikaéni 7. vrstvy OSI modelu (minimalné pro http, ftp, netbios-ss nebo smtp) nistration_Guide_rev)_en-us.PDF str.25

. https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Moznd anti-malware kontrola dat prochézejicich sondou po zndmych protokolech (napf. Http, smtp) s nasledni real-time blokaci nebo identifikaci viru a vytvoreni udalosti. nistration_Guide_rev)_en-us.PDF str.32

0 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
DNS DoS ochrana nistration_Guide_rev)_en-us.PDF str.510

51 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
IPS politiky pro exploit ttoky nistration_Guide_rev)_en-us.PDF str.32

5 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
IPS poskytuje podporu proti DoS/DDoS ttokim (Skrz preddefinované politiky nebo moZznosti vytvatet vlastni na zakladé aktudlniho provozu). nistration_Guide_rev)_en-us.PDF str.26

53 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Priizkumné vlastni politiky nistration_Guide_rev)_en-us.PDF str.36, 248

4 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Dedikované politiky urené pro blokaci priizkumnych dtokd (tzv.: Reconnaissance Attacks) nistration_Guide_rev)_en-us.PDF str.36, 248

S5 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Politiky pro omezeni sitového provozu nistration_Guide_rev)_en-us.PDF str.32
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56 MozZnost vytvéfeni vlastnich IPS signatur a importu Snort signatur nistration_Guide_revJ_en-us.PDF str 300,303 a https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-

57 Moznost integrace s globalni reputaéni databazi (reputaci IP a souborii) a integrace s geolokaéni databézi. IPS umi na dany hodnoceny provoz reagovat &i vyuZit reputaci/geolokaci jako atribut pro vytvoreni https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
pravidel. nistration_Guide_rev)_en-us.PDF str.27

ss https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Karanténa (automatickd, k dispozici skrz IPS politiky, z logu, samostatné zalozky konzole). Podporovand také karanténa skrz bezpeénostni tagy z NSX. nistration_Guide_revJ_en-us.PDF str.769

59 SmartBlocking(¢asové omezené blokovani) Gtokd véetné moznosti pouZiti IP Reputation pro roziifeni SmartBlocking https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi

60 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Kontrola informaci X-Forwarder-For Header. Vyhledani povésti a karanténa IP adres klienta v hlavi¢ce XFF. nistration_Guide_revJ_en-us.PDF str. 765

61 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Simulace blokovani (moZnost funkce simulace blokovani, kterd umoZfiuje umistit senzor do neblokujiciho rezimu, kdy utoky nejsou blokovany, i kdy? je k tomu nakonfigurovana aplikovana politika IPS.) nistration_Guide_revJ_en-us.PDF str.331

6 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Zachyceni datovych paket( s moZnosti zobrazeni (pro kliknutim z GUI na externi program WireShark nebo analogicky produkt/funkcionalitu pro analyzu obsahu pakett) nistration_Guide_revJ_en-us.PDF str.871

63 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Rizeni pristupu (podpora napfiklad TACACS) nistration_Guide_revJ_en-us.PDF str. 912-913

64 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Ochrana webového serveru pied Utoky DoS nistration_Guide_revJ_en-us.PDF str.26

65 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi

Stanoveni priority provozu

nistration_Guide_revJ_en-us.PDF tr.57
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https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi

€6 Generovani a export Netflow v9 nebo IPFIX na vybrané zafizeni pro analyzu nistration_Guide_revJ_en-us.PDF str.32

67 Ochrana v(i&i Gtokiim za pouZiti evasion techniky. https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-network-security-platform-ns-series.pdf str.3

68 https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27460/en_US/NSP_92_IPS_Admi
Detekce Zero-Day javascript hrozeb v PDF souborech nistration_Guide_rev)_en-us.PDF str.26

60 Zakladni i formou il a i sondy s min. 5 politikami dle dohody, nékteré politiky vyjdou z aktualnich politik na stavajici IPS sondé McAffe M-2950 (v pfipadé neznalosti spravy této
sondy bude ze strany zad: le zajisté &il ). Ano, soucasti cenové nabidky

70 5 let podpory, narok na nové verze SW, bezpeé&nostni signatury, servis HW Ano, soucasti cenové nabidky

71 Pozadujeme dodavku sondy formou HW appliance (SW+HW od jednoho vyrobce, zdruka a servis od jednoho vyrobce na celek po dobu 5 let NBD on-site) vé. managemntu. Pro stdvajici sondu management https://support.mcafee.com/webcenter/content/conn/spr-
méme a Ize do néj pfidat dali sondu od stejného vyrobce ucm/path/Enterprise%20Libraries/sp/WebContent/ProgramsAndPolicies/LicenseAgreements/wp-hardware-support-user-guide.pdf

72 Telefonicka a mailové podpora v p ich dnech od 8.00 do 16.00 hod. v éeském jazyce Ano, soucasti cenové nabidky




