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DATA PROCESSING AGREEMENT

This Data Transfer Agreement (the “Agreement”),
dated as of this 81" day of October 2019 is entered
into by and between Pharm-Olam, LLC, 450 N.
Sam Houston Parkway E, Suite 250, Houston,
Texas 77060, USA (“Pharm-Olam”), and Oblastni
nemocnice Pribram, Gen. R. Tesarika 80, 261 01
Pribram 1, Czech Republic (hereinafter to be
referred to as: the ‘Institution”), and
I Chirurgicke oddeleni, Oblastni
nemocnice Pribram, Gen. R. Tesarika 80, 261 01
Pribram 1, Czech Republic (hereinafter to be
referred to as: the “Principal Investigator”).

PREAMBLE

WHEREAS, Pharm-Olam entered into clinical trial
agreement with the Institution and the Principal
Investigator for the conduct of a study at the
Institution being sponsored by Iterum Therapeutics
International Limited (the “Sponsor”) in compliance
with Sponsor’s protocol entitled “A prospective
Phase 3, double-blind, multicenter,
study of the efficacy and safety of sulopenem
followed by sulopenem etzadroxil with probenecid
versus ertapenem followed by ciprofloxacin and
metronidazole or
treatment of complicated intra-abdominal infections
in adults” (hereinafter to be referred to as: the
“Study”) (each and both agreements jointly
referred to as the “Service Agreement”);

randomized

amoxicillin-clavulanate  for

WHEREAS, pursuant to the data privacy
requirements of the European Union, the Parties
wish to supplement the terms of the Service
Agreement to incorporate additional data privacy
provisions and to further define the role of the

Institution and the Principal Investigator, including
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SMLOUVA O ZPRACOVANI OSOBNICH UDAJU

Tato Dohoda o pfedavani udaji (dale jen
,Dohoda“) ze dne 8. fijna 2019 je uzaviena mezi
Pharm-Olam, LLC, 450 N. Sam Houston Parkway
E, Suite 250, Houston, Texas 77060, USA (dale jen
.,Pharm-Olam®), a Oblastni nemocnici Pfibram,
Gen. R. Tesatika 80, 261 01 Pribram 1, Ceska
republika (dale jen ,“Zdravotnické zarizeni“) a
. Chirurgické oddélent,
Oblastni nemocnici Pribram, Gen. R. Tesarika 80,
261 01 Piibram 1, Ceska republika (dale jen
~Hlavni zkousejici*).

UVODNIi USTANOVENI

VZHLEDEM K TOMU, ZE spole¢nost Pharm-Olam
uzaviela se Zdravotnickym zafizenim a Hlavnim
zkouSejicim  smlouvu o provedeni klinického
hodnoceni za  UCelem  provedeni studie
sponzorované spole¢nosti Iterum Therapeutics
International Limited (déle jen ,Zadavatel®) v ramci
Zdravotnického zafizeni v souladu s protokolem
Zadavatele nazvanym ~Prospektivni,
randomizované, dvojité zaslepené, multicentrické
klinické hodnoceni faze 3 hodnotici ucinnost a
bezpecnost sulopenemu a nasledné podavaného
sulopenem etzadroxilu s probenecidem oproti
ertapenemu a podavanému
ciprofloxacinu a metronidazolu nebo amoxicillin-
clavulanate pro 1éEbu komplikovanych nitrobfisnich
infekci u dospélych” (dale jen ,Studie”) (kazda ze
smluv i obé smlouvy spole¢né dale jen ,Smlouva o
poskytovani sluzeb®);

nasledné

VZHLEDEM K TOMU, ZE v souladu s pozadavky
Evropské unie v oblasti ochrany osobnich Gdajl
maji Smluvni strany zajem doplnit ustanoveni
Smlouvy o poskytovani sluzeb tak, aby zahrnovala
dodate¢na ustanoveni upravujici ochranu osobnich
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all internal personnel assigned to work on this
Study (together the “Data Processors” and each a
“Data Processor”) regarding the processing of
personal data collected for research purposes as
part of the Study pursuant to the Service
Agreement.

NOW, THEREFORE, in consideration of the terms
and conditions set forth herein, the Parties agree as
follows:

. Subject matter of this Data Processing
Agreement

A. This Data Processing Agreement applies
exclusively to the Processing of personal
data collected for research purposes as part
of the Study conducted by each Data
Processor pursuant to the Service
Agreement. A description of the data
Processing carried out by each Data

and the duration of such

Processing is set out in Annex 1.

Processor

B. The term “Data Protection Law” shall mean
(i) the General Data Protection Regulation
(EU) 2016/679 (“GDPR”) as amended and
superseded from time to time and any data
protection laws substantially amending,
replacing or superseding the GDPR
following any exit by the United Kingdom
from the European Union, together with any
additional implementing legislation, rules or
regulations that are issued by applicable
supervisory authorities, and other (ii) other
applicable European Economic Area (EEA)
and Switzerland data protection legislation,
regulations and governmental requirements.

C. Terms such as “Processing”, “Personal
Data”, “Data Controller” and “Processor”
shall have the meaning ascribed to them in
POI Number.: 1104
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udajl a dale definovala roli Zdravotnického zafizeni
a Hlavniho zkou3ejici v€etné vSech internich
pracovnikli povéfenych praci na této Studii
(spole¢né ,Zpracovatelé udaju“ a jednotlivé
~Zpracovatel idajl“) v souvislosti se zpracovanim
osobnich udaji ziskavanych pro ucely vyzkumu
v ramci Studie dle Smlouvy o poskytovani sluzeb.

PROTO se Smluvni strany ve svétle zde

uvedenych podminek dohodly nasledovné:

1. Predmét této Smlouvy o zpracovani
osobnich udaju

A. Tato Smlouva o zpracovani osobnich udajl
se tyka vyhradné Zpracovani osobnich
udajl ziskanych pro ucely vyzkumu v rdmci
Studie realizované kazdym Zpracovatelem
udaju dle Smlouvy o poskytovani sluzeb.
Popis Zpracovani udaju realizovaného
kazdym Zpracovatelem Udaji a doby
takového Zpracovani je uveden v Pfiloze €.
1.

B. Vyraz ,Pravni pFedpisy v oblasti ochrany
Gdaju“ oznacuje (i) obecné nafizeni o
ochrané osobnich udaji (EU) €. 2016/679
(dale jen ,GDPR"), ve znéni pozdéjsich
pfedpist, a predpisy
v oblasti ochrany udajli, které podstatnym
zpusobem pozmeéni ¢i nahradi GDPR po
pfipadném odchodu Spojeného kralovstvi
z Evropské unie, spole¢né s pFipadnymi
dodate¢nymi provadécimi predpisy, pravidly
Ci  nafizenimi pfislusnymi
dozorovymi ufady; a (ii) jiné platné pravni
predpisy, zakony a vladni poZadavky platné
vV ramci Evropského hospodaFského
prostoru (EHP) a Svycarska.

jakékoliv  pravni

vydanymi

C. Vyrazy jako ,Zpracovani“, ,Osobni udaje’,
~Spravce udaji“ a ,Zpracovatel* budou mit
vyznam pfifazeny témto vyrazim v ramci
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the Data Protection Law. For the avoidance
of doubt, the Data Processors are
Processors for the purposes of Data
Protection Law.

Insofar as the Data Processors will be
Processing Personal Data in the course of
the performance of the Study, the terms of
this Data Processing Agreement shall apply
to that Processing.

The Sponsor, Pharm-Olam and the Data
Processors

Before transferring any Personal Data
collected and processed under the direction
of the Sponsor for the purpose of the Study
(“Research Data”) to Pharm-Olam and/or
the Sponsor, the Data Processors (or either
of them) shall remove any direct identifier of
participants of the Study at the Institution
(“Study Subjects”) (e.g. name, ID number)
and replace it by a code that does not allow
Sponsor or any third party to identify the
Study Subjects, unless required for Pharm-
Olam’s auditing or monitoring purposes.

The Sponsor shall be considered the data
controller of the Research Data. Pharm-
Olam and the Data Processors shall each be
considered a data processor (as that term is
defined in the GDPR), the Data Processors
being sub-processors of Pharm-Olam. Each
Data Processor shall process the data
pursuant to the this Data
Processing Agreement and the Service
Agreement. For further clarity, each Data
Processor shall be considered an
independent data controller of all personal
data collected for the purposes of providing
clinical care to be kept at the Institution and

POI Number.: 1104
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Pravnich pfedpisl v oblasti ochrany udaju.
Pro pfipad jakychkoliv pochybnosti jsou
Zpracovatelé Udajli pro ucely Pravnich
predpisG v oblasti ochrany Udajl
Zpracovateli.

Pokud budou Zpracovatelé udaji bé&hem
realizace Studie Zpracovavat Osobni Udaje,
budou pro takovéto Zpracovani platit
ustanoveni této Smlouvy o zpracovani
osobnich udaju.

Zadavatel, spoleénost Pharm-Olam a
Zpracovatelé udajt

Pfed pfedanim jakychkoliv Osobnich udaju
shromazdovanych a zpracovavanych na
zakladé pokynl Zadavatele pro ucely Studie
(,Udaje z vyzkumu®) spoleénosti Pharm-
Olam a/nebo Zadavateli jsou Zpracovatelé
Gdaju  (nebo kterykoliv z nich) povinni
odstranit jakékoliv pfimé identifikatory
GCastnika Studie vramci Zdravotnického
zafizeni (dale jen ,Subjekty hodnoceni®)
(napf. jméno &i identifikacni islo) a nahradi
je kédem, ktery Zadavateli nebo jakékoliv
treti strané neumozriuje identifikaci Subjektd
hodnoceni — s vyjimkou pfipadu, kdy je to
nezbytné pro ucely auditu & monitoringu
spole¢nosti Pharm-Olam.

Zadavatel se sohledem na Udaje z
vyzkumu povazuje za spravce udajd.
Spoleénost Pharm-Olam a Zpracovatelé
Udajl se povazuji za Zpracovatele udaju (viz
definice tohoto vyrazu v GDPR), pfi¢emz
Zpracovatelé udaju jsou dil¢imi Zpracovateli
spolecnosti Pharm-Olam. Kazdy
Zpracovatel udaju bude zpracovavat udaje
v souladu s podminkami této Smlouvy o
zpracovani osobnich udaju a Smlouvy o
poskytovani  sluzeb. Z ddvodu lepsi
srozumitelnosti bude kazdy Zpracovatel
Gdaju povazovan za nezavislého Spravce
Udaji vSech osobnich Udajl, které budou
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their respective responsibilities with respect
to such personal data is defined in the
applicable law (including Data Protection
Law), ICH GCP and the Service Agreement.

The Sponsor will determine the scope,
purposes, and manner by which the
Research Data may be processed by
Pharm-Olam and each of the Data
Processors for the purpose of conducting
the Study. Each Data Processor will process
the Research Data only as set forth in
Sponsor’s written instructions provided
directly or through Pharm-Olam and/or
Pharm-Olam International s.r.o. (including
pursuant to the terms of the Service
Agreement).

Each Data Processor will only process the
Research Data on documented instructions
of the Sponsor and/or Pharm-Olam and/or
Pharm-Olam International s.r.o. (including
pursuant to the terms of the Service
Agreement and the protocol) in such manner
as and to the extent that this is appropriate
for the conduct of the Study, except as
required to comply with a legal obligation to
which each Data Processor is subject. In
such a case, the relevant Data Processor
shall inform Pharm-Olam of that legal
obligation before Processing, unless that
law explicitly prohibits the furnishing of such
information to Pharm-Olam.
Notwithstanding the above, the Data
Processors shall never process the
Research Data in a manner inconsistent
with the Sponsor’'s documented instructions
given directly or through Pharm-Olam/
Pharm-Olam International s.r.o. (including

pursuant to the terms of the Service
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shromazdény pro ucely poskytovani klinické
péCe a které budou uchovavany vramci
Zdravotnického zafizeni, pficemz jejich
prislusné povinnosti tykajici se téchto
osobnich Udajl jsou definovany platnymi
pravnimi  pfredpisy (v€etné Pravnich
pfedpist v oblasti ochrany udaju), ICH GCP
a Smlouvou o poskytovani sluzeb.

Zadavatel ur¢i rozsah, ucely a zpuUsob,
jakym mohou byt Udaje z vyzkumu
zpracovavany spole¢nosti Pharm-Olam a
kazdym ze Zpracovatell Udaja pro ucely
provadéni Studie. Kazdy Zpracovatel udajl
bude Udaje z vyzkumu zpracovavat pouze
dle  pisemnych  pokynl  Zadavatele
udélovanych pfimo nebo prostfednictvim
spole¢nosti Pharm-Olam a/nebo Pharm-
Olam International s.r.o. (v€etné& ustanoveni
Smlouvy o poskytovani sluzeb).

Kazdy Zpracovatel Udaji bude Udaje z
vyzkumu zpracovavat pouze na zakladé
zdokumentovanych pokynli Zadavatele
a/nebo spole¢nosti Pharm-Olam a/nebo
Pharm-Olam International s.r.o. (vCetné
ustanoveni Smlouvy o poskytovani sluZzeb a
protokolu) zpusobem a v rozsahu, které jsou
vhodné pro provadéni Studie — s vyjimkou
pripadd, kdy je nezbytné plinit urcité zakonné
povinnosti, které jsou pro jednotlivé
Zpracovatele udaji platné. V takovémto
pfipadé je pfisluSsny Zpracovatel udajl
povinen informovat spole¢nost Pharm-Olam
0 dané zakonné povinnosti pfed samotnym
Zpracovanim, pokud zakon poskytnuti
takovéto informace spole¢nosti Pharm-
Olam vyslovné nezakazuje. Bez ohledu na
vySe uvedené nebudou Zpracovatelé udaju
nikdy zpracovavat Udaje z vyzkumu
zplsobem, ktery by byl vrozporu se
zdokumentovanymi  pokyny Zadavatele
udélovanymi pfimo ¢&i prostfednictvim
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Agreement). Each Data Processor shall
immediately inform Pharm-Olam/Pharm-
Olam International s.r.o. if, in its opinion, an
instruction infringes Data Protection Law.

The Study is being conducted at the
Institution in order to benefit from the
expertise of each Data Processor in
securing and Processing the Research Data
for the purpose of the Study.

To the extent required by applicable laws,
Pharm-Olam shall provide the Data
Processors (or either of them) with an
informed consent form to be used by the
Institution and/or the Principal Investigator in
order to ensure that the necessary consent
of all Study Subjects to the use and
Processing of Research Data, is obtained,
or otherwise ensure that the Research Data
is Processed lawfully in accordance with
Data Protection Law. The Institution and/or
the Principal Investigator shall ensure that a
record of such consent is maintained (where
applicable). Should such a consent be
revoked by a Study Subject, the Institution
and/or the Principal Investigator s
responsible for communicating the fact of
such revocation to Pharm-Olam and the
Sponsor, and the Data Processors remain
responsible for implementing any Sponsor
instruction with respect to the further
Processing of that Research Data.

To the extent required by applicable laws,

Pharm-Olam shall provide the Data
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spole¢nosti  Pharm-Olam/  Pharm-Olam
International s.r.o. (v€etné& ustanoveni
Smlouvy o poskytovani sluzeb). Kazdy
Zpracovatel Udaju je povinen neprodlené
informovat spole¢nost Pharm-Olam/Pharm-
Olam International s.r.o., pokud je dle jeho
nazoru urcity pokyn vrozporu s Pravnimi
pfedpisy v oblasti ochrany udaja.

Studie je realizovana vV ramci
Zdravotnického zafizeni, aby bylo mozné
vyuzit zkuSenosti jednotlivych Zpracovatelu
udajG pFi zajisténi Zpracovani Udaju z
vyzkumu pro ucely Studie.

V rozsahu stanoveném pFisluSnymi
pravnimi pfedpisy spoleénost Pharm-Olam
poskytne Zpracovatelim udaji  (nebo
kterémukoliv Z nich) formular
informovaného souhlasu, ktery bude
vyuzivan Zdravotnickym zafizenim a/nebo
Hlavnim zkouS$ejicim, aby bylo zajisténo, Ze
bude ziskan nezbytny souhlas vSech
Subjektd  hodnoceni s pouzivanim a
Zpracovanim Udaji z vyzkumu, pfipadné
aby bylo jinak zajisténo, ze Udaje z vyzkumu
jsou Zpracovavany zakonnym zpusobem
v souladu s Pravnimi pfedpisy v oblasti
ochrany udaju. Zdravotnické zafizeni
a/nebo Hlavni zkouSejici zajisti, Ze zdznamy
o takovémto souhlasu budou fadné
uchovany (pokud je to relevantni). Pokud
bude souhlas urcitého Subjektu hodnoceni
odvolan, Zdravotnické =zafizeni a/nebo
Hlavni zkous$ejici ma povinnost informovat o
tomto odvolani spoleénost Pharm-Olam a
Zadavatele, pficemz Zpracovatelé udaju i
nadale nesou odpovédnost za plnéni
pfipadnych pokynt Zadavatele ve véci
daliho Zpracovani téchto Udajh z vyzkumu.

V rozsahu stanoveném pFisluSnymi
pravnimi predpisy spole¢nost Pharm-Olam

Confidential & Proprietary



Investigator/Zkousejici: | GTGcTcTNGEGG

Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram

Processors (or either of them) with the
Sponsor’s privacy notice to be used by the
Institution and/or the Principal Investigator in
order to ensure that the necessary consent
of all study team members to the use and
Processing of any Personal Data of such
study team members (“Study Team
Personal Data”) is obtained, or otherwise
ensure that the Study Team Personal Data
is Processed lawfully in accordance with
Data Protection Law. The Institution and/or
the Principal Investigator shall ensure that a
record of such consent is maintained (where
applicable). Should such a consent be
revoked by a Study team member, the
Institution and/or the Principal Investigator is
responsible for communicating the fact of
such revocation to Pharm-Olam and the
Sponsor, and the Data Processors remain
responsible for implementing any Sponsor
instruction with respect to the further
Processing of that Study Team Personal
Data.

Confidentiality

Without prejudice to any existing contractual
arrangements between the Parties and/or
Pharm-Olam and/or Pharm-Olam
International s.r.o., each Data Processor
shall treat all Research Data as strictly
confidential and it shall inform all its/their
respective employees, agents and/or
approved sub-processors engaged in
Processing the Research Data of the
confidential nature of the Research Data.
Each Data Processor shall ensure that all
such persons or parties have signed an
appropriate confidentiality agreement, are

otherwise bound to a duty of confidentiality,
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poskytne Zpracovatelim Udaji (nebo
kterémukoliv z nich) ozndmeni Zadavatele
o0 ochrané osobnich udajl, které bude
vyuzivano Zdravotnickym zafizenim a/nebo
Hlavnim zkouS$ejicim, aby bylo zajisténo, ze
bude ziskan nezbytny souhlas vSech ¢len(
studijniho tymu S pouzivanim a
Zpracovanim prfipadnych Osobnich udaju
téchto ¢&lend studijniho tymu (,Osobni
udaje €lent studijniho tymu®), pfipadné
aby bylo jinak zajisténo, ze Osobni udaje
¢lenl studijniho tymu jsou Zpracovavany
zakonnym zpusobem v souladu s Pravnimi
predpisy v oblasti ochrany udajl.
Zdravotnické zafizeni a/nebo Hlavni
zkousejici zajisti, ze zaznamy o takovémto
souhlasu budou fadné uchovany (pokud je
to relevantni). Pokud bude souhlas urcitého
¢lena studijniho tymu odvolan, Zdravotnické
zafizeni a/nebo Hlavni zkou$ejici ma
povinnost informovat o tomto odvolani
spole€nost Pharm-Olam a Zadavatele,
pficemz Zpracovatelé udajli i nadale nesou
odpovédnost za plnéni pfipadnych pokynl
Zadavatele ve véci dalSiho Zpracovani
téchto Osobnich udaju ¢lent studijniho
tymu.

Davérnost

Bez toho, aby byla jakkoliv dotena
pfipadna stavajici smluvni ujednani mezi
Smluvnimi stranami a/nebo spole¢nosti
Pharm-Olam a/nebo Pharm-Olam
International s.r.o., bude kazdy Zpracovatel
udajd nakladat se véemi Udaji z vyzkumu
jako s pfisné tajnymi udaiji, pfiemz je
povinen informovat vSechny své pfislusné
zameéstnance, agenty a/nebo schvalené
diléi zpracovatele, ktefi se podileji na
Zpracovani Udaji z vyzkumu, o ddvérné
povaze Udaji z vyzkumu. Kazdy
Zpracovatel udaji je povinen zajistit, aby

vSechny tyto osoby nebo strany uzaviely
Confidential & Proprietary
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or are under an appropriate statutory

obligation of confidentiality.

Security

Taking into account the state of the art, the
costs of implementation and the nature,
scope, context and purposes of Processing
as well as the risk of varying likelihood and
severity for the rights and freedoms of
natural persons, without prejudice to any
other security standards agreed upon by the
Parties, directly or through Pharm-Olam
and/or Pharm-Olam International
each Data Processor shall implement
appropriate technical and organisational
measures to protect against unauthorized,
unlawful or accidental Processing, including
accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or
access to personal data, such measures in
each case to be appropriate to the likelihood
and severity of harm to Study Subjects that
might result from the unauthorized, unlawful
or accidental Processing, having regard to
the state of technological development and
the cost of implementing any measures.

s.r.o.,

These measures shall include as
appropriate:
(a) measures to ensure that the

Research Data can be accessed
only by authorized personnel for the
purpose of the Study;

(b) the encryption of Research Data;

(c) the ability to ensure the ongoing
confidentiality, integrity, availability
and resilience of processing
systems and services;
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vhodnou dohodu o mi€enlivosti a byly jinak
vazany povinnosti zachovavat duvérnost,
pfipadné aby se na né vztahovala vhodna
zakonna povinnost zachovavat divérnost.

Zabezpeceni

S pfihlédnutim ke stavu techniky, nakladim
na provedeni a povaze, rozsahu, kontextu a
Gceliim Zpracovani i k razné
pravdépodobnym a rizné zavaznym rizikim
pro prava a svobody fyzickych osob, bez
toho, aby byly dotéeny jakékoliv jiné
bezpecCnostni standardy sjednané mezi
Smluvnimi stranami, pfimo nebo
prostfednictvim spole¢nosti Pharm-Olam
a/nebo Pharm-Olam International s.r.o.,
zavede kazdy Zpracovatel udaji vhodna
technicka a organizaéni opatfeni na ochranu
proti neopravnénému, protipravnimu nebo
nahodnému Zpracovani, v€etné nahodného
i protipravniho zni€eni, ztraty, pozménéni,
neopravnéného poskytnuti i zpfistupnéni
osobnich ddaju, pficemz dana opatfeni
budou v kazdém pfipadé vhodna z hlediska
pravdépodobnosti a zavaznosti pfipadné
Skody Subjektt hodnoceni, ktera by mohla
vzniknout v dUsledku  neopravnéného,
protipravniho nebo nahodného Zpracovani,
a to ve svétle sou€asného technologického
pokroku a nakladd na implementaci
pfipadnych opatfeni. Tato opatfeni budou
podle potfeby zahrnovat:

(a) opatfeni pro zajisténi toho, ze
k Udajom z vyzkumu mohou mit
pFistup pouze opravneéni
zameéstnanci pro Ucely Studie;

(b) Sifrovani Udajh z vyzkumu;

(c) moznost zajistit neustalou
davérnost, integritu, dostupnost a
odolnost systtma a  sluzeb
zpracovani;
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(d) the ability to restore the availability
and access to Research Data in a
timely manner in the event of a
physical or technical incident;

(e) a process for regularly testing,
assessing, and evaluating the
effectiveness of technical and
organisational measures for
ensuring the security of the
Processing of Research Data;

(f measures to identify vulnerabilities
with regard to the Processing of
Research Data in systems used to
provide services to the
Sponsor/Pharm-Olam;

(9) the measures agreed upon by the
Parties in Annex 2.

Each Data Processor shall have in place an
appropriate written security policy with
respect to the handling of personal data,
including Research Data.

At the request of the Sponsor/Pharm-Olam,
each Data Processor, shall demonstrate the
measures it has taken pursuant to this
Article 1V and shall allow Sponsor/Pharm-
Olam to audit and test such measures. The
Sponsor/Pharm-Olam shall be entitled to
carry out, or have carried out by a third party
who has entered into a confidentiality
agreement with each Data Processor, audits
of each Data Processor's premises and
operations as these relate to the Research
Data. Each Data Processor shall cooperate
with such audits carried out by or on behalf
of the Sponsor/Pharm-Olam and shall grant
Pharm-Olam’s auditors’ reasonable access
to any premises and devices used in the
Processing of the Research Data. Each
Data Processor shall provide the Pharm-

POI Number.: 1104
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(d) moznost obnovit dostupnost a
piistup Udajii z vyzkumu bez
zbyte€ného prodleni v pfipadé
fyzického &i technického incidentu;

(e) proces pro pravidelné testovani,
posuzovani a hodnoceni uc€innosti
technickych a organizacnich
opatfeni pro zajisténi bezpelnosti
Zpracovani Udaju z vyzkumu;

(f opatfeni na identifikaci zranitelnosti
s ohledem na Zpracovani Udaji z
vyzkumu v systémech pouzivanych

k poskytovani sluzeb
Zadavateli/spolecnosti Pharm-
Olam;

(9) opatfeni dohodnuta mezi Smluvnimi

stranami v Priloze €. 2.

Kazdy Zpracovatel udaji bude disponovat
vhodnou pisemnou bezpecnostni politikou
upravujici nakladani s osobnimi udaji,
véetné Udajl z vyzkumu.

Na zadost Zadavatele/spole¢nosti Pharm-
Olam je kazdy Zpracovatel udaji povinen
prokazat opatfeni, ktera zaved| dle tohoto
¢lanku IV, a umoznit Zadavateli/spolecnosti
Pharm-Olam provést audit téchto opatfeni a
otestovat je. Zadavatel/spole¢nost Pharm-
Olam ma pravo provést — pfimo nebo
prostfednictvim tfeti strany, kterd s kazdym
Zpracovatelem udajl uzaviela dohodu o
micenlivosti — audity prostor a provoznich
¢innosti kazdého Zpracovatele Udajl, a to
vrozsahu, ve kterém se tykaji Udaju z
vyzkumu. Kazdy Zpracovatel udaju bude
vramci téchto auditd realizovanych ze
strany & jménem Zadavatele/spolecnosti
Pharm-Olam spolupracovat a poskytne
spole¢nosti Pharm-Olam
pfiméFeny pfistup do jakychkoliv prostor a

auditordim

Confidential & Proprietary
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Olam and/or Pharm-Olam’s auditors with
access to any information relating to the
Processing of the Research Data as may be
reasonably required by the Sponsor to

ascertain each Data Processors’
compliance with this Data Processing
Agreement.

Improvements to Security

The Parties acknowledge that security
requirements are constantly changing and
that effective security requires frequent
evaluation and regular improvements of
outdated security measures. Each Data
Processor will therefore evaluate the
measures as implemented in accordance
with Article IV on an on-going basis and will
tighten, supplement and improve these
measures in order to maintain compliance
with the requirements set out in Article IV.

Data Transfers

Each Data Processor shall immediately
notify Pharm-Olam of any (planned)
permanent or temporary transfers of
Research Data to a country outside of the
European
adequate level of protection and shall only
perform such a (planned) transfer after
obtaining authorisation from Pharm-Olam,
which may be refused at its own discretion,
and where an appropriate transfer
agreement is in place or other mechanism
appropriate to comply with Data Protection
Law (“Third Country Arrangement(s)”).

Economic Area without an

POI Number.: 1104
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k jakymkoliv zafizenim pouZivanym pfi
Zpracovani Udajd z vyzkumu. Kazdy
Zpracovatel udaji je povinen poskytnout
spoleénosti Pharm-Olam a/nebo auditordm
spole¢nosti Pharm-Olam pristup
k jakymkoliv informacim, které se tykaji
Zpracovani Udajil zvyzkumu, a to na
zakladé pfiméfeného pozadavku
Zadavatele scilem uréit, jak kazdy ze
Zpracovatelt uadaju plni tuto Smlouvu o
zpracovani osobnich udaju.

Vyleps$eni zabezpecéeni

Smluvni strany berou na védomi, ze
bezpe&nostni poZadavky se neustale méni a
Ze ufinna bezpeCnost vyZaduje Casté
hodnoceni a pravidelné zlepSovani
zastaralych bezpec€nostnich opatieni. Kazdy
Zpracovatel udaju bude tedy soustavné
hodnotit opatfeni zavedena v souladu
s Clankem IV a bude tato opatfeni
zprisfiovat, doplfiovat a zdokonalovat, aby
zaijistil trvalé plnéni pozadavkud stanovenych
v ¢lanku IV.
Predavani udaji

Kazdy Zpracovatel udaji je povinen
neprodlené informovat spole¢nost Pharm-
Olam o jakémkoliv (planovaném) trvalém ¢i
dogasném predavani Udajd z vyzkumu do
zemé& mimo Evropsky hospodarsky prostor
bez odpovidajici urovné ochrany, pfi¢emz
provede takovéto (planované) predavani az
poté, co obdrzi souhlas ze strany
spole¢nosti Pharm-Olam, kdy tento souhlas
muze mit odepfen — dle uvazeni spole¢nosti
Pharm-Olam, a za predpokladu, Ze bude
existovat vhodna dohoda o pfedavani udajl
nebo jiné vhodné mechanismy z hlediska
plnéni Pravnich predpisu v oblasti ochrany
udaja (,Opatreni pro treti zemé*).

Confidential & Proprietary
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To the extent that the Pharm-Olam or a Data
Processor is relying on a specific Third
Country  Arrangement to  normalize
international data transfers that s
subsequently modified, revoked, or held in a
court of competent jurisdiction to be invalid,
Pharm-Olam and that Data Processor agree
to cooperate in good faith to promptly
terminate the transfer or to pursue a suitable
alternate Third Country Arrangement that
can lawfully support the transfer.

Information Obligations and Incident
Management

When a Data Processor becomes aware of
an Incident (as defined below) that impacts
the Processing of the Research Data, it shall
promptly notify Pharm-Olam about the
Incident, shall at all times cooperate with
Pharm-Olam, and shall follow the Pharm-
Olam’s instructions with regard to such
Incidents, in order to enable the Pharm-
Olam/Sponsor to perform a thorough
investigation into the Incident, to formulate a
correct response, and to take suitable
further steps in respect of the incident.

The term “Incident” used in Article VII.A.
shall be understood to mean in any case:

(a) a complaint or a request with
respect to the exercise of a data
subject’'s rights under Data
Protection Law;

(b) an investigation into or seizure of

the Research Data by government
officials, or a specific indication that
such an investigation or seizure is
imminent;

POI Number.: 1104
No of Site: 197
DPA
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Pokud se spole¢nost Pharm-Olam nebo
Zpracovatel Gdaju v souvislosti  se
standardizaci pfedavani udaji do zahranici
spoléha na konkrétni Opatfeni pro treti
zemé a toto opatfeni je nasledné upraveno,
odvolano &i prohlaseno za neplatné soudem
pfislusné jurisdikce, spole¢nost Pharm-
Olam a dany Zpracovatel udaju se zavazuji
v dobré vife spolupracovat, aby neprodlené
dané predavani udaji ukongili nebo nasli
vhodné alternativni Opatfeni pro tfeti zemé,
které by zajistilo pravoplatné predavani
udaju.

Informaéni povinnosti a FreSeni

incidentt

Pokud se Zpracovatel udaji dozvi o urcitém
Incidentu (viz nize uvedena definice), ktery
ma dopad na Zpracovani Udaji z vyzkumu,
je povinen o tomto Incidentu neprodlené
informovat spole¢nost Pharm-Olam,
pficemz bude vzdy se spole¢nosti Pharm-
Olam spolupracovat a bude dodrZovat jeji
pokyny ve véci tohoto Incidentu, aby
spole€nosti Pharm-Olam/Zadavateli
umoznil dany Incident dikladné vySetfit,
zformulovat spravné feSeni a pfijmout dalSi
vhodné kroky v této véci.

Mé& se za to, Ze vyraz ,Incident®, ktery se
pouziva v €lanku VIIL.A., bude v kazdém
pfipadé oznacovat:

(a) stiznost nebo zadost s ohledem na
uplatnéni prav subjektu udaju dle
Pravnich pfedpisu v oblasti ochrany
udaju;

(b) Setfeni tykajici se Udaju z vyzkumu
nebo jejich zabaveni ze strany
predstavitel verejné spravy,
pFipadné konkrétni signaly o tom, Zze
takovéto
bezprostfedné hrozi;

Setfeni ¢i  zabaveni

Confidential & Proprietary
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(c) any unauthorized or accidental
access, Processing, deletion, loss
or any form of unlawful Processing
of the Research Data;

(d) any breach of the security and/or
confidentiality provisions set out in
Articles Il and IV of this Data
Processing Agreement leading to
the accidental or  unlawful
destruction, loss, alteration,
unauthorized disclosure of, or
access to, the Research Data, or
any indication of such breach having
taken place or being about to take
place;

Each Data Processor shall promptly notify
Pharm-Olam as soon as possible about an
Incident and in any event no later than 24
hours of having become aware of such an
Incident.

Any notifications made to Pharm-Olam
pursuant to this Article VII shall contain:

(a) a description of the nature of the
incident, including where possible
the categories and approximate
number of data  subjects
concerned and the categories and
approximate number of Research
Data records concerned;

(b) the name and contact details of
each Data Processor's data
protection officer or another
contact point where more
information can be obtained;

(c) a description of the likely
consequences of the incident; and

(d) a description of the measures

taken or proposed to be taken by
POl Number.: 1104
No of Site: 197

Country/Zemé: Czech Republic

(c) jakykoliv neopravnény ¢&i nahodny
pfistup, Zpracovani, vymaz, ztrata
nebo jakakoliv forma protipravniho
Zpracovani Udajd z vyzkumu;

(d) jakékoliv  poruseni zabezpeceni
a/nebo ustanoveni o dvérnosti
uvedenych v ¢lancich 1l a IV této
Smlouvy o zpracovani osobnich
udaja, které bude mit za nasledek
nahodné ¢&i protipravni zni€eni,
ztratu, pozménéni, neopravnéné
poskytnuti & zpfistupnéni Udajd z
vyzkumu, pfipadné jakékoliv signaly
o tom, Ze k takovémuto poruseni
doslo nebo muze velmi brzy dojit;

Kazdy Zpracovatel udajli je povinen o
Incidentu  bez  zbyte€ného  prodleni
informovat spole¢nost Pharm-Olam, a to co
nejdfive a v kazdém pfipadé nejpozdéji do
24 hodin od okamziku, kdy se o takovémto
Incidentu dozvi.

Jakékoliv oznameni poskytovana
spole¢nosti Pharm-Olam dle tohoto &lanku
VIl budou obsahovat:

(a) popis povahy incidentu, vcetné
kategorii a pfiblizného poctu
dotéenych subjektll udaju a
kategorii a pfiblizného poctu
dotéenych  zdznamd  Udaju
z vyzkumu, pokud je to mozné;

(b) jméno a kontaktni  udaje
povéfence pro ochranu osobnich
Udaju kazdého Zpracovatele udajl
nebo jiné kontaktni misto, kde Ize
ziskat dalSi informace;

(c) popis pravdépodobnych dusledku
daného incidentu; a

(d) popis opatfeni, ktera byla kazdym
Zpracovatelem udajl pfijata Ci
Confidential & Proprietary
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each Data Processor to address
the incident including, where
appropriate, measures to mitigate
its possible adverse effects.

Contracting with Sub-Processors

No Data Processor shall subcontract any of
its Study-related activities involving the
Processing of the Research Data or
requiring Research Data to be processed by
any third party without the prior written
authorisation of Pharm-Olam.

Notwithstanding any authorisation by
Pharm-Olam within the meaning of the
preceding paragraph, that Data Processor
shall remain fully liable vis-a-vis the Sponsor
and/or Pharm-Olam for the performance of
any such sub-processor that fails to fulfil its
data protection obligations.

A Data Processor is not entitled to involve
any sub-processors in a country outside the
European Economic Area without the prior
written approval of Pharm-Olam and
provided that suitable Third Country
Arrangements are in place in all cases.

Each Data Processor shall ensure that the
sub-processor is bound by the same data
protection obligations of that Data Processor
under this Data Processing Agreement,
shall supervise compliance thereof, and
must in particular impose on its sub-
processors the obligation to implement
appropriate technical and organizational
measures in such a manner that the
Processing will meet the requirements of
Data Protection Law.

POI Number.: 1104
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navrzena za UcCelem feSeni

incidentu, a to v€etné opatfeni na

zmirnéni jeho moznych
negativnich dopadu, pokud je to
relevantni.

Uzavirani smluvnich ujednani s diléimi
zpracovateli

Zadny ze Zpracovateld (daji nebude
realizovat Zzadné své CcCinnosti tykajici se
Studie, které zahrnuji Zpracovani Udajl
z vyzkumu nebo které vyzaduji zpracovani
Udajii z vyzkumu jakoukoliv tFeti stranou,
subdodavek bez predchoziho
pisemného souhlasu spolecnosti Pharm-
Olam.

formou

Bez ohledu na jakykoliv souhlas spole€nost
Pharm-Olam ve smyslu pfedchoziho
odstavce je dany Zpracovatel Gdaju i nadale
vuc¢i Zadavateli a/nebo spole¢nosti Pharm-
Olam zcela odpovédny za plnéni jakéhokoliv
diléiho zpracovatele, ktery nesplini
povinnosti v oblasti ochrany osobnich udaju.

své

Zpracovatel Udajl neni opravnén vyuzivat
zadné dil¢i zpracovatele ze zemi mimo
Evropsky  hospodafsky  prostor bez
pfedchoziho pisemného souhlasu
spole¢nosti Pharm-Olam, pficemz ve vSech
pfipadech musi byt zavedena vhodna
Opatfeni pro treti zemé.

Kazdy Zpracovatel udajl je povinen zajistit,
ze dil¢i zpracovatelé budou podléhat
stejnym povinnostem v oblasti ochrany
osobnich udaju, které plati pro daného
Zpracovatele udajl dle této Smlouvy o
zpracovani osobnich Udajl, pficemz bude
dohliZet na plnéni téchto povinnosti a musi
zejména své dilCi zpracovatele zavazovat
k tomu, aby zavadéli vhodnd technickd a
organizac¢ni opatfeni takovym zpusobem,

Confidential & Proprietary
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Pharm-Olam may request that a Data
Processor audits a third-party sub-processor
or provides confirmation that such an audit
has occurred (or, where available, obtains or
assists Pharm-Olam in obtaining a third-
party audit report concerning the third party
sub-processor’s operations)
compliance with its obligations imposed by
that Data Processor in conformity with this
Data Processing Agreement.

to ensure

Returning or Destruction of Research
Data

Upon termination of this Data Processing
Agreement, upon Pharm-Olam’s written
request, or upon fulfillment of all purposes
agreed in the context of the Study whereby
no further Processing is required, each Data
Processor shall return all Research Data to
the Sponsor/ Pharm-Olam in accordance
with the Service Agreement, applicable law
or regulation requires storage of the
personal data.

Each Data Processor shall notify all third
parties supporting its own Processing of the
Research Data of the termination of the Data
Processing Agreement and shall ensure that
all such third parties shall return the
Research Data to Sponsor/Pharm-Olam in
accordance with the Service Agreement,
unless applicable law or regulation requires
storage of the personal data.

POI Number.: 1104
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aby Zpracovani spliovalo poZadavky
Pravnich pfedpisl v oblasti ochrany udaju.

Spole¢nost Pharm-Olam muze pozadovat,
aby Zpracovatel udaju provedl audit
externiho diléiho zpracovatele nebo aby
poskytl potvrzeni o tom, Ze takovyto audit
probéhl (pfipadné zajisti nebo pomulze
spole€nosti Pharm-Olam se zajisténim
externi zpravy o auditu — pokud je k dispozici
— tykajici se provoznich &innosti externiho
diléiho zpracovatele), a to s cilem zajistit
plnéni  povinnosti  stanovenych timto
Zpracovatelem udaja v souladu s touto
Smlouvou o zpracovani osobnich tdaju.

Vraceni nebo zni¢eni Udaji z vyzkumu

Po ukonceni této Smlouvy o zpracovani
osobnich udajl, na zakladé pisemné vyzvy
spole¢nosti Pharm-Olam nebo po splnéni
vSech ucell sjednanych v kontextu Studie,
kdy jiz neni vyZadovano Zzadné dalSi
Zpracovani, je kazdy Zpracovatel udaja
povinen vratit véechny Udaje z vyzkumu
Zadavateli/spole€nosti Pharm-Olam
vsouladu se Smlouvou o poskytovani
sluzeb, pokud platné pravni pfedpisy
nevyzaduji dal$i uchovani osobnich udaj.

Kazdy Zpracovatel udaji je povinen
informovat vSechny tfeti strany, které mu
zajistuji  podporu pfi jeho vlastnim
Zpracovani Udajil z vyzkumu, o ukondeni
Smlouvy o zpracovani osobnich Gdaju,
pficemz zajisti, Ze v8echny tyto tfeti strany
vrati Udaje z vyzkumu
Zadavateli/spolecnosti Pharm-Olam
vsouladu se Smlouvou o poskytovani
sluzeb, pokud platné pravni pfedpisy
nevyzaduji dal$i uchovani osobnich udaji.

Confidential & Proprietary
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Assistance

Each Data Processor shall implement
appropriate technical and organisational
measures, insofar as this is possible, for the
fulfilment of the Sponsor's obligation to
respond to requests for exercising the data
subject’s rights under the GDPR.

Each Data Processor shall assist Pharm-
Olam/Sponsor in ensuring compliance with
the obligations pursuant to Article IV
(Security) and prior consultations with
supervisory authorities required under
Article 36 of the GDPR taking into account
the nature of Processing and the information
available to each Data Processor.

Each Data Processor shall make available
to Pharm-Olam/Sponsor all information
necessary to demonstrate compliance with
each Data Processor’s obligations and allow
for and contribute to audits, including
inspections, conducted by the Pharm-Olam
or another auditor mandated by Pharm-
Olam.

Each Data Processor shall reasonably
assist Pharm-Olam in complying with the
Pharm-Olam/Sponsor’s obligations under
Data Protection Law with respect to security,
breach notifications, data protection impact
assessments, and consultations with
supervisory authorities or regulators, taking
into account the nature of Processing and
the information available to each Data
Processor, and notify Pharm-Olam if any of
them, or any sub-processor receives a data
subject request under Data Protection Law
in respect of Research Data.

POI Number.: 1104
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Soucinnost

Kazdy Zpracovatel Gdaju je povinen zavést
vhodna technicka a organizaCni opatfeni
v rozsahu, ve kterém je to mozné, za ucelem
plnéni povinnosti Zadavatele spocivajici
v feSeni zadosti u uplatnéni prav subjektl
udaju dle GDPR.

Kazdy Zpracovatel udaji je povinen
poskytnout spole¢nosti Pharm-
Olam/Zadavateli soucinnost pfi zajisténi
pinéni povinnosti dle ustanoveni ¢lanku IV
(Zabezpeceni) a pfi pfedchozich
konzultacich s dozorovymi  ufady dle
ustanoveni ¢lanku 36 GDPR, a to pfi
zvazeni povahy Zpracovani a informaci,
které ma kazdy Zpracovatel udaju k
dispozici.

Kazdy Zpracovatel udaji je povinen
poskytnout spole¢nosti Pharm-
Olam/Zadavateli vSechny informace
nezbytné Kk prokazani plnéni povinnosti
kazdého ze Zpracovateld udaju a umoznit
audity, vcetné kontrol, provadéné
spole€nosti  Pharm-Olam nebo  jinym
auditorem povéfenym spole¢nosti Pharm-
Olam a poskytovat b&éhem nich soucinnost.

Kazdy Zpracovatel udajii je povinen
poskytovat spole¢nosti Pharm-Olam
pfiméfenou soucinnost pfi plnéni povinnosti
spole€nosti Pharm-Olam/Zadavatele dle
Pravnich predpisli v oblasti ochrany udaju
ve véci oznamovani naruSeni bezpecnosti,
posouzeni vlivu na ochranu osobnich Udaj(
a konzultaci s dozorovymi ¢i kontrolnimi
urady, a to pfi zvazeni povahy Zpracovani a
informaci, které ma kazdy Zpracovatel udajl
k dispozici. Kazdy Zpracovatel udaju je
povinen informovat spoleCnost Pharm-
Olam, pokud on &i jakykoliv dil¢i zpracovatel
obdrzi vsouvislosti s Udaji z vyzkumu
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Each Data Processor shall make available
to Pharm-Olam all information necessary to
demonstrate compliance with Article 28 of
the GDPR.

Each Data Processor shall notify Pharm-
Olam immediately if, in its opinion, an
instruction from Sponsor (or Pharm-
Olam/Pharm-Olam International s.r.o. on
behalf of Sponsor) infringes any Data
Protection Law or if a Data Processor is
subject to legal requirements that would
make it unlawful or otherwise impossible for
that Data Processor to act according to the
Sponsor’s instructions or to comply with
Data Protection Law.

Each Data Processor shall keep a record of
the Processing it carries out and ensure that
the same is accurate and make such record
available to Sponsor (or to Pharm-Olam/
Pharm-Olam International s.r.o. on behalf of
the Sponsor) promptly upon reasonable
request from the Sponsor/Pharm-Olam.

Liability and Indemnity

Each Data Processor individually
indemnifies the Sponsor and Pharm-Olam
and holds the Sponsor and Pharm-Olam
harmless against all claims, actions, third
party claims, losses, damages and
expenses incurred by the Sponsor and
arising directly or indirectly out of or in
connection with a breach of this Data
Processing Agreement and/or the Data

Protection Law by that Data Processor.
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zadost subjektu udaju dle Pravnich predpist
v oblasti ochrany udaj.

Kazdy Zpracovatel udaji je povinen
poskytnout spole¢nosti Pharm-Olam
vSechny informace nezbytné k prokazani
plnéni ¢lanku 28 GDPR.

Kazdy Zpracovatel udaji je povinen
neprodlené informovat spole¢nost Pharm-
Olam, pokud je dle jeho nazoru urcity pokyn
Zadavatele (nebo spole¢nosti Pharm-Olam/
Pharm-Olam International s.r.o. jménem
Zadavatele) Vv rozporu s jakymikoliv
Pravnimi predpisy v oblasti ochrany udajl
nebo pokud Zpracovatel udaju podliéha
zakonnym pozadavkam, v disledku kterych
by splnéni pfislusnych pokynt Zadavatele
nebo dodrzeni Pravnich pfedpisll v oblasti
ochrany Uudaji bylo ze strany tohoto
Zpracovatele (daji nezakonné ¢&i jinak
nemozné.

Kazdy Zpracovatel Udajl je povinen vést
zdznamy o Zpracovani, které bude
zajistovat, a zajistit, Ze tyto zaznamy budou
presné, pfiemz tyto zaznamy neprodlené
poskytne Zadavateli (nebo spolecnosti
Pharm-Olam/Pharm-Olam International
jménem Zadavatele) na zakladé
ddvodné zadosti ze strany
Zadavatele/spole¢nosti Pharm-Olam.

S.r.o.

Odpovédnost a odsSkodnéni

Kazdy Zpracovatel udaji individualné
odSkodni a zbavi Zadavatele a spole¢nost
Pharm-Olam odpovédnosti s ohledem na
vSechny naroky, Zaloby, naroky tfetich
stran, ztraty, Skody a vydaje vynaloZené
Zadavatelem a vzniklé pfimo ¢&i nepfimo
vdusledku poruseni této Smlouvy o
zpracovani osobnich udaju a/nebo Pravnich
pfedpist v oblasti ochrany udaju ze strany

Confidential & Proprietary
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Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram

Duration and Termination

This Data Processing Agreement shall come
into effect on the last-named party signature
and shall continue in effect for the duration
of the processing as set out in Annex 1.

The obligations of this Data Processing
Agreement that are intended to survive shall
survive the termination or expiration of this
Agreement for any reason. In particular,
expiration of this Data
Processing Agreement shall not discharge a
Data Processor from its/their confidentiality
obligations pursuant to Article IlI.

termination or

Miscellaneous

In the event of any inconsistency between
the provisions of this Data Processing
Agreement and the provisions of either
Service Agreement, the provisions of this
Data Processing Agreement shall prevail.

This Data Processing Agreement is

governed by the laws of Ireland. Any
disputes arising from or in connection with
this Data Processing Agreement shall be
brought exclusively before the Courts of
Ireland.

POI Number.: 1104
No of Site: 197
DPA

Xil.

Xl

Country/Zemé: Czech Republic
tohoto Zpracovatele udajl nebo
v souvislosti s takovymto porusenim.

Doba trvani a ukonéeni

Tato Smlouva o zpracovani osobnich udaju
je u€inna okamZzZikem podpisu posledni
smluvni strany, pfiemz bude ucinna po
dobu trvani zpracovani uvedeného v Pfiloze

¢. 1.

Povinnosti plynouci ztéto Smlouvy o
zpracovani osobnich udajl, které maji platit
trvale, budou platit i po jejim zaniku C&i
ukonceni z jakéhokoliv dlvodu. Zejména
pak zanik ¢i ukonéeni této Smlouvy o
zpracovani osobnich udaji nezbavuje
Zpracovatele udaju jeholjejich povinnosti
zachovavat duvérnost dle ¢lanku Il1.

Ostatni ustanoveni

V pfipadé  jakéhokoliv rozporu mezi
ustanovenimi této Smlouvy o zpracovani
osobnich Udaji a ustanovenimi kterékoliv
Smlouvy o poskytovani sluzeb maji
pfednost ustanoveni této Smlouvy o
zpracovani osobnich udaju.

Tato Smlouva o zpracovani osobnich udaju
se Fidi irskym pravnim fadem. Jakékoliv
spory plynouci z této Smlouvy o zpracovani

osobnich (dajii nebo v souvislosti s ni
budou postoupeny vyhradné irskym
soudum.

Confidential & Proprietary
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Investigator/Zkousejici: | GTGcTcTNGEGG

Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram Country/Zemé: Czech Republic
An authorised signatory of the Institution: An authorised signatory of Pharm-Olam:
Opravnény zastupce Zdravotnického zafizeni: Opravnény zastupce spole¢nosti Pharm-Olam:

Name/Jmeno: | Name/Jmeno: [N

Signature/POdpIS. .....ccverivcrererise e Signature/PodpiS:......ccevvveeereiiriiercess e

Date/Datum: .eeeeeeeeeeeeeeeeeeeeeee ettt DAt/ DatUM ...t e et

The Investigator
Zkousejici:

Name/Jméno: [

Signature/POdpIS:.......vcveveveiriceresrsse s
Date/Datum:.......coeeieeerieeeres e
List of Annexes Seznam priloh
Annex 1: Description of Data Processing Priloha €. 1: Popis zpracovani osobnich udaju
Annex 2: Security Measures Pfiloha €. 2: Bezpe€nostni opatfeni
POl Number.: 1104 Confidential & Proprietary
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Investigator/Zkousejici: | GTGcTcTNGEGG

Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram

Annex 1: Subject matter of the Processing

The Processing of personal data to the extent
necessary for the provision of the services by the
Data Processors to Pharm-Olam and Pharm-Olam
International s.r.o.as set out in the Service
Agreement

Duration of the Processing/data retention

periods

The duration of the Processing by the Data
Processor is the period of the Service Agreement
and the longer of such additional period as (i)
required under each Data Processors’ data
retention policies and procedures; and (i) is
required for compliance with law.

Nature of Processing

Such Processing as is necessary to enable each
Data Processor to comply with its/their respective
obligations and exercise their rights under each
relevant Service Agreement, including collection,
recording, organization, structuring, storage,
adaption or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or
otherwise making available, alignment or
combination, restriction, erasure, or destruction.

Purpose of Processing

The performance of the Data Processors’
obligations and exercise of their rights under each
Agreement, including the
performance of functions required or requested by
Pharm-Olam, Pharm-Olam International s.r.o. or
Sponsor for Sponsor’s compliance with its statutory
and/or contractual obligations and
security standards.

relevant Service

information

POI Number.: 1104
No of Site: 197
DPA

Country/Zemé: Czech Republic

Priloha ¢. 1: Pfedmét Zpracovani

Zpracovani osobnich udaji v rozsahu nezbytném
pro poskytovani sluzeb Zpracovateli udajid ve
prospéch spolec¢nosti Pharm-Olam a Pharm-Olam
International s.r.o. dle ustanoveni Smilouvy o
poskytovani sluzeb

Doba Zpracovani / doby uchovani osobnich
udaja

Doba Zpracovani ze strany Zpracovatele udaju
pfedstavuje dobu trvani Smlouvy o poskytovani
sluzeb a dodate¢né obdobi (i) vyZzadované dle
pravidel a postupl v oblasti archivace udaju
kazdého Zpracovatele udaju; a (ii) vyzadované ze
zakona - dle toho, které obdobi je delsi.

Povaha Zpracovani

Zpracovani, které bude nezbytné ktomu, aby
kazdy Zpracovatel udaju byl schopen plnit své
pfislusné povinnosti a uplathovat sva prava dle
kazdé relevantni Smlouvy o poskytovani sluzeb,
vCetné shromazdovani, zaznamenavani,
usporadavani, strukturovani, uchovavani,
pfizplsobovani nebo pozménovani, vyhledavani,
nahlizeni, uzivani, zvefejfiovani pfenosem,
zvefejiovani Sifenim nebo jejich zpfistupfovani
jinym zpGsobem, tfidéni nebo kombinovani,
omezovani, vymazavani nebo niceni.

Ucel Zpracovani

PInéni povinnosti a uplatiiovani prav Zpracovatel(
udajl dle kazdé relevantni Smlouvy o poskytovani
sluzeb, vcéetné pInéni funkci pozadovanych G&i
vyZadovanych ze strany spole€nosti Pharm-Olam,
Pharm-Olam International s.r.o. nebo Zadavatel
k tomu, aby Zadavatel dodrzoval své zakonné
a/nebo smluvni povinnosti a standardy informacéni
bezpecnosti.

Confidential & Proprietary
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Investigator/Zkousejici: | GTGcTcTNGEGG

Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram Country/Zemé: Czech Republic

Personal data types and Categories of Data Typy osobnich Gdaji a kategorie subjekti
Subjects udajua

The types of personal data and categories of data Typy osobnich Udajii a kategorie subjektd udajd,
subjects whose personal data the Data Processors jejichZz osobni idaje mohou Zpracovatelé udajl dle

may Process under the Service Agreement are: Smlouvy o poskytovani sluzeb zpracovavat, jsou
nasledujici:

- Clinical Study Subjects: Health data - Subjekty hodnoceni: udaje o zdravotnim
(including images and reports as well), stavu (vCetné snimkd a zprav), kod

Study code of Study Subjects, Name and Subjektti  hodnoceni pro ucely Studie,

date of birth, all pseudonymised data jméno a datum narozeni, vSechny
collected as a result of Study Subjects pseudonymizované Udaje shromazdené
participation in the Study v disledku Gcéasti Subjektd hodnoceni

v ramci Studie

- Investigators and Site Staff: Name, CV with - ZkouSejici a zaméstnanci daného zafizeni:
contact details, qualifications and licenses, jméno, zivotopis s kontaktnimi  Udaji,
training documentation, payment details kvalifikace a licence, dokumenty o

vzdélani/Skoleni, platebni udaje

- Pharm-Olam  employees,  Sponsor's - Zaméstnanci spole€nosti Pharm-Olam,
employees and Vendor emp|oyees: Job Zadavatele a dodavatelﬂ: nazev funkce
titte, name, business email address and (pozice), jméno, pracovni emailova adresa
business telephone number a pracovni telefon

Obligations and rights of the parties Prava a povinnosti smluvnich stran

As set out in the Service Agreement Dle ustanoveni Smlouvy o poskytovani sluzeb
POl Number.: 1104 Confidential & Proprietary
No of Site: 197
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Investigator/Zkousejici: | GTGcTcTNGEGG

Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram

Annex 2: Security Measures

As applicable to the data Processing performed by
each Data Processor, each Data Processor ensures
the following security controls at a minimum:

(@)

(c)

(d)

(e)

restricting physical access to the offices and
information Processing facilities to employees
and approved visitors;

monitoring of the reception areas for offices
and information Processing facilites by a
receptionist or security guard;

provision of access cards and keys to data
centres, and back-up
authorized persons only; performing reviews
of access rights;

server rooms to

assigning accounts with an individual login and
password to authorized users; establishing
account creation, change, removal control;

implementing role-based access control in
data processing systems; and differentiate
access levels for users and privileged access;

implementing password policy in the
Institution’s domain accounts or accounts
under the control of the Principal Investigator
requiring passwords of at least 8 (eight)
characters, no match to previous 5 (five)
passwords; mandatory regular change of
passwords

implementing network, application, database
security by means of firewalls and
antivirus/anti-malware;

POI Number.: 1104
No of Site: 197
DPA

Country/Zemé: Czech Republic

Priloha €. 2: Bezpeénostni opatieni

V rozsahu platném pro Zpracovani osobnich udajl
ze strany kazdého Zpracovatele udajli zajistuje

kazdy Zpracovatel

Udaji  minimalné nasledujici

bezpecénostni kontroly:

(@)

(b)

(c)

(d)

(e)

()

(9)

Page/Strana 20 of/z 21

Omezeni fyzického pfistupu do prostor
(kancelafi) a zafizeni, kde dochazi ke
Zpracovani, pro zaméstnance a schvalené
navstévy;

Monitoring prostoru recepce v ramci prostor
(kancelafi) a zafizeni, kde dochazi ke
Zpracovani, ze strany pracovnika recepce Ci
ostrahy;

Poskytnuti pfistupovych karet a klicu k
datovym centriim, serverovnam a prostoram
se zalohami pouze opravnénym osobam;
pfezkum pfistupovych prav;

Pridélovani uctd s individualnim uzivatelskym
jménem a heslem opravnénym uzivateliim;
zavedeni kontroly tvorby, zmény a odstranéni
uctu;

Zavedeni kontroly pfistupu pro jednotlivé role
vramci systému pro zpracovani osobnich
udaju; a zajisténi diferenciace Urovni pfistupt
pro uzivatele a privilegovany pfistup;

Zavedeni pravidel pro hesla vramci
doménovych uétd Zdravotnického zafizeni
nebo Ut pod kontrolou Hlavniho
zkous$ejiciho, kdy hesla musi mit alespor 8
(osm) znakl a nesmi se shodovat
s pfedchozimi 5 (péti) hesly; povinna

pravidelna zména hesel;

Implementace bezpecCnosti sité, aplikaci a
databazi prostfednictvim firewall( antivirovych
feSeni / feSeni proti Skodlivému softwaru;

Confidential & Proprietary
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Institution/Zdravotnické zafizeni: Oblastni nemocnice Pribram

registration of the reported and/or detected
security events/incidents; instructing staff to
report the actual and suspected security
incidents;

configuring corporate end user computer
systems to automatically receive operating
system patches and updates from a
centralized that manages and
distributes updates;

service

ensuring that information systems, computers
and software involved in the performance of
the services provided by the Institution or the
Principal Investigator are backed up in
accordance with the Institution’s and the
Principal Investigator’s policies;

segregating data of Sponsor from information
of each Data Processor’s other customers so
that to avoid commingling of data and enable
extraction and return of the Sponsor's data
entrusted for Processing to each Data
Processor upon Sponsor’s request;

implementing business continuity practices
ensuring that each Data Processor can
continue to provide services to the Sponsor
through operational interruption;

providing adequate data protection and
security training to employees of each Data
Processor.

POI Number.: 1104
No of Site: 197
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(h)

(i)

)

(k)

V)

(m)
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Country/Zemé: Czech Republic

Zaznam nahlasenych a/nebo zjisténych
bezpec€nostnich udalosti/incidentl; pokyny
zameéstnancum, aby  hlasili  skutec¢né

bezpecnostni incidenty i podezieni na tyto
incidenty;

Konfigurace pocitatovych systému koncovych
uzivateld vramci spoleCnosti tak, aby byly
automaticky instalovany opravy a aktualizace
opera¢niho systému z centralizované sluzby,
ktera spravuje a distribuuje aktualizace;

Zajisténi  toho, 2zZe informaéni systémy,

pocitate a softwarova FeSeni pouzivané pfi

plnéni sluzeb poskytovanych ze strany
Zdravotnického zafizeni nebo Hlavniho
zkouS$ejiciho  jsou zalohované v souladu

s pravidly Zdravotnického zafizeni / Hlavniho
zkousejiciho;

Oddéleni udaju Zadavatele od informaci
ostatnich zakazniki kazdého Zpracovatele
udaju, aby nedoSlo k promichani dat a aby
bylo mozZzné na zadost Zadavatele extrahovat
a vratit udaje Zadavatele svéfené kazdému
Zpracovateli Udaji ke Zpracovani;

Zavedeni postupl pro zajisténi kontinuity

podnikani, které zajistuji, Ze kazdy
Zpracovatel udaju muze béhem
preruSeni/naruseni  provozu i  nadale

Zadavateli poskytovat své sluzby;

Zajisténi vhodného Skoleni pro zaméstnance
kazdého Zpracovatele Udaju v oblasti ochrany
a zabezpedceni udaj(.
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