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4. Vécna ¢ast nabidky
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VECNA NABIDKA (ZAVAZNY VZOR)

NABIZENE TECHNICKE RESENI MUSI SPLNOVAT MINIMALNE POZiI';Igﬁ\rﬂ?CH Kde je parametr
NiZE UVEDENE POVINNE TECHNICKE PARAMETRY A uchaze¢em
FUNKCIONALITY TECHNICKYCH uveden
PARAMETRU
Cislo str.
ANO / NE nabidky
NGFW typ 1
Technické provedeni bezpeénostniho prvku
Parametr 1 Provedeni do racku 19“ v€etné& dodani ANO 90
montaznich prvka, nebo dodani police pro
montaz do racku 19*
Parametr 2 Maximalni obsazena vyska 1U (véetné pfipadné ANO 37
police), maximalni hloubka 600mm
Parametr 3 Min 7x 1Gbps interni Ethernet port ANO 37
Parametr 4 1x port management konzole ANO 37
Parametr 5 Min. 2x 1Gbps WAN Ethernet port ANO 37
Parametr 6 Min. 1x 1Gbps DMZ Ethernet port ANO 37
NGFW typ 2
Parametr 1 Provedeni do racku 19" v€etné dodani ANO 90
montéaznich prvkl, nebo dodani police pro
montaz do racku 19*
Parametr 2 Maximalni obsazena vyska 1U (véetné pfipadné ANO 43
police), maximalni hloubka 600mm
Parametr 3 Min 4x 1Gbps interni Ethernet port ANO 43
Parametr 4 1x port management konzole ANO 43
Parametr 5 Min. 1 x 1Gbps WAN Ethernet port ANO 43
Pozadované funkcionality NGFW typ 1/ typ 2
Parametr 1 Next Generation Firewall (NGFW) s hloubkovou ANO 37,43
analyzou pakett (DPI)
Parametr 2 Antivirus (AV, véetné skenovani archivnich ANO 37,43
soubortl)
Parametr 3 Intrusion Prevention Systém (IPS) ANO 37,43
Parametr 4 Application Controll Systém (ACS, véetné ANO 36,42
kategorizace aplikaci)
Parametr 5 Antispam (AS, s moznosti pridavani vlastnich ANO 38,44

pravidel, whitelist/blacklist)
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Parametr 6 Filtrovani obsahu internetovych stranek na ANO 38,44
zéakladeé jejich kategorizace

Parametr 7 Kontrola obsahu zabezpecenych protokol ANO 37,43

Parametr 8 Automaticka a bezobsluzna aktualizace ANO 36, 42

lokalnich databazi bezpe¢nostnich komponent

Vykonové parametry NGFW typ 1

ngr?;:eny Datova propustnost bezpe¢nostniho prvku bez 3 Gbps 33
parametr 1 aktivovanych bezpeénostnich funkci. P

Uchazeé uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU*“ hodnotu datové
propustnosti jim navrzeného bezpecnostniho prvku pri velikosti paketi 1518, 512 a 64 byte UDP mérenou dle
metodiky RFC 2544. Miniméalni pripustna hodnota je 2 Gbps.

Uchazeci obdrzi pocet bod(i odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$si hodnotu tohoto parametru., To celé je nasobeno maximalnim moZnym poc¢tem bodu pro tento parametr
(20 bodi).

Uchazec¢em nabizena hodnota
Pocet bod(i uchazece = 20 *

Nejvy38i nabizena hodnota

Uchazeci, ktery ze v8ech uchazec¢u nabidne nejvy$$i hodnotu tohoto parametru bude pfidélen nejvyssi pocet
bodl.

Vahove
hodnoceny
parametr 2

Pocet novych relaci za sekundu 30000 37

Uchazeé¢ uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU“ hodnotu poétu
novych relaci za sekundu, které je bezpecnostni prvek schopen zalozit. Minimalni pfipustné hodnota tohoto
parametru je 20000 rel/s.

Uchazeci obdrzi pocet bodt odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$si hodnotu tohoto parametru. To celé je nasobeno maximalnim moZnym poétem bod pro tento parametr
(10 bodd).

Uchazecem nabizena hodnota
Pocet bod uchazece = 10 *

Nejvy3si nabizena hodnota

Uchazeci, ktery ze vSech uchazect nabidne nejvyssi hodnotu tohoto parametru bude pridélen nejvyssi pocet
bod(.

Vahové
hodnoceny
parametr 3

Pocet soucasné aktivnich relaci 1,3 mil. 37
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Uchazeé uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU“ hodnotu poétu
relaci, které je bezpecnostni prvek schopen udrZzet. Minimalni pripustna hodnota tohoto parametru je 1 mil. rel.

Uchazeci obdrzi pocet bodli odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$$i hodnotu tohoto parametru. To celé je nasobeno maximalnim moznym poctem bod pro tento parametr
(10 bodu).

Uchazec¢em nabizena hodnota
Pocet bodu uchazece = 10 *

Nejvyssi nabizena hodnota

Uchazeci, ktery ze v8ech uchazec¢u nabidne nejvy$si hodnotu tohoto parametru bude pridélen nejvyssi pocet
bod.

Vahové
hodnoceny
parametr 4

Datova propustnost IPSec VPN 2 Gbps 37

Uchazeé uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU* hodnotu datové
propustnosti IPSec VPN pri velikosti paket( 512 byte. Miniméini pripustna hodnota parametru je 1,5 Gbps.

Uchazeci obdrzi pocet bodl odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$si hodnotu tohoto parametru., To celé je nasobeno maximéalnim moZnym poctem bodu pro tento parametr
(20 bodd).

Uchazecem nabizen& hodnota

Pocet bod(i uchazece = 20 *
Nejvyssi nabizena hodnota

Uchazeci, ktery ze v8ech uchazecéu nabidne nejvy$$i hodnotu tohoto parametru bude pfidélen nejvyssi pocet
bod(.

Vykonové parametry NGFW typ 2

Vahové
: Datova propustnost bezpe¢nostniho prvku bez
:g?:;::}l aktivovanych bezpeénostnich funkci. 950 Mbps 87

Uchazeé uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU*“ hodnotu datové
propustnosti jim navrzeného bezpecnostniho prvku pri velikosti paketi 1518, 512 a 64 byte UDP mérenou dle
metodiky RFC 2544. Miniméalni pripustn& hodnota je 800Mbps.

Uchazeci obdrzi pocet bodi odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$si hodnotu tohoto parametru., To celé je nasobeno maximalnim moZnym poc¢tem bodu pro tento parametr
(15 bodui).

Uchazec¢em nabizena hodnota
Pocet bod(i uchazece = 15 *

Nejvy38i nabizena hodnota

Uchazeci, ktery ze vSech uchazeé( nabidne nejvyssi hodnotu tohoto parametru bude pridélen nejvyssi pocet
bodl.

Vahové
hodnoceny
parametr 2

Pocet novych relaci za sekundu 15000 43
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Uchaze& uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU* hodnotu poétu
novych relaci za sekundu, které je bezpecnostni prvek schopen zalozZit. Minimalni pfipustné hodnota tohoto
parametru je 10000 rel/s.

Uchazeci obdrzi pocet bodi odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$si hodnotu tohoto parametru. To celé je nasobeno maximalnim moZnym poc¢tem bod( pro tento parametr
(5 bodi).

Uchazec¢em nabizena hodnota
Pocet bod(i uchazece = 5 *

Nejvyssi nabizena hodnota

Uchazeci, ktery ze vSech uchazecu nabidne nejvyssi hodnotu tohoto parametru bude pridélen nejvyssi pocet
bod.

Vahové
hodnoceny Pocet soucasné aktivnich relaci 900000 43
parametr 3

Uchazeé¢ uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU“ hodnotu poétu
relaci, které je bezpecnostni prvek schopen udrzet. Minimalini pripustné hodnota tohoto parametru je 800000
rel.

Uchazeci obdrzi pocet bodi odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$$i hodnotu tohoto parametru. To celé je nasobeno maximalnim moznym pocétem bodl pro tento parametr
(5 bodu).

Uchaze¢em nabizena hodnota
Pocet bod uchazece = 5 *

Nejvy$si nabizena hodnota

Uchazeci, ktery ze vSech uchazec¢u nabidne nejvy$si hodnotu tohoto parametru bude pridélen nejvy$si pocet
bodd.

Vahové
hodnoceny Datova propustnost IPSec VPN 75 Mbps 43
parametr 4

Uchazeé¢ uvede do sloupce ,SPLNENI POZADOVANYCH TECHNICKYCH PARAMETRU“ hodnotu datové
propustnosti IPSec VPN pri velikosti pakett 512 byte. Minimalni pripustna hodnota parametru je 65 Mbps.

Uchazeci obdrzi pocet bodl odpovidajici poméru jimi nabizené hodnoty k hodnoté, kterou nabizi uchaze¢ s
nejvy$si hodnotu tohoto parametru., To celé je nasobeno maximalnim moznym poctem bodu pro tento parametr
(15 bodi).

Uchaze¢em nabizena hodnota
Pocet bod(i uchazece = 15 *

Nejvy3$i nabizena hodnota

Uchazeci, ktery ze v8ech uchazedéu nabidne nejvy$si hodnotu tohoto parametru bude pridélen nejvyssi pocet
bod(.

Sledovani provozu a ukladani zaznamu o provozu NGFW typ 1/ typ 2
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Parametr 1

Ukladani zaznamu o stavu bezpecénostniho prvku
a datovém provozu prochazejicim
bezpeénostnim prvkem bude provadéno lokalné,
externim zafizenim, nebo externi sluzbou s tim,
Ze musi existovat moznost, jak v budoucnu
ukladat zaznamy ze vSech lokalit centralné.
Externi sluzbou mlze byt napf. cloud vyrobce.
Systém pro centralni ukladani zaznami neni
predmétem této zakazky.

ANO

45-60

Parametr 2

Systém pro sledovani provozu bude mit
moznost ukladat vdechny udalosti, nikoli pouze
chyby, vystrahy, incidenty, poruSeni pravidel atd.

ANO

61

Podrobné sledovana budou

Parametr 1

Veskera rozhrani pevnych i bezdratovych siti

ANO

46

Parametr 2

Veskeré funkce bezpec¢nostniho prvku

ANO

62-65

Parametr 3

Sprava a stav zafizeni

ANO

66

Parametr 4

Prihlagovani uzivateld do VPN a pogitacové sité
(integrace s AD, SSO, ...)

ANO

76

Pro monitoring datového provozu a bezpeénostnich funkcionalit b

udou ukladany minimalné tyto udaje

Parametr 1 Datum a ¢as ANO 80-83

Parametr 2 Identifikator zafizeni ANO 80-83

Parametr 3 Zdrojové/cilové rozhrani ANO 80-83

Parametr 4 Zdrojova/cilova IP adresa ANO 80-83

Parametr 5 Zdrojovy/cilovy port ANO 80-83

Parametr 6 Sluzba (HTTP, FTP, SSH, ...) ANO 80-83

Parametr 7 Uzivatel (pokud je autentifikovan) ANO 84

Parametr 8 Bezpecénostni akce (povoleno/zakazano) ANO 80-83

Parametr 9 Identifikator pravidla, na zakladé jehoz ANO 80-83
vyhodnoceni byla provedena bezpe&nostni akce

Parametr 10 Udaje specifické jednotlivym bezpe&nostnim ANO 80-83
funkcionalitdm a zachycenym udalostem

Pro monitoring pfihlasovani uzivatelti budou ukladany minimalné tyto udaje

Parametr 1 Datum a ¢as ANO 84
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Parametr 2 Identifikator uzivatele (napr. login name, display ANO 84
name, ...)
Parametr 3 Identifikator stanice, z niz probéhlo pfihlaseni ANO 84

(napf. IP adresa, nebo hostname)

Monitoring systém

u a stavu bezpeénostniho prvku bude poskytovat lokalné minimalné tyto informace

Parametr 1 Stav HW, doba provozu, kapacity, vytizeni, ANO 85
prekroceni, atd.

Parametr 2 Stav SW, aktualizace ANO 85

Parametr 3 Chyby a vystrahy ANO 85

Podpora IPv6

Parametr 1 PlIna podpora IPv6 pro v8echny bezpeénostni ANO 86
funkce

Parametr 2 Podpora IPv6 smérovacich a bezpe¢&nostnich ANO 86
politik

Parametr 3 Dual stack routing ANO 86

Parametr 4 ICMPv6, DHCPV6 ANO 87

Parametr 5 IPv6 IPSec VPN ANO 78

Podpora VPN

Parametr 1 Podpora ,Site to Site” IPSec VPN ANO 37,43

Parametr 2 Podpora ,Client to Site” IPSec VPN, nebo SSL ANO 37,43
VPN

Parametr 3 Kontrola datového toku z VPN pomoci funkci ANO 37,43
bezpeénostniho prvku

Dalsi pozadované vlastnosti bezpec¢nostniho prvku

Parametr 1 Podpora QoS ANO 75

Parametr 2 Podpora VLAN (802.1Q) ANO 78

Parametr 3 Podpora zabezpeceni pfistupu do pocitacové ANO 76
sité (802.1X)

Parametr 4 Podpora autentizace zalozené na protokolu ANO 76
RADIUS

Parametr 5 Podpora autentizace zalozené na integraci ANO 76
s Active Directory (SSO)

Parametr 6 Podpora autentizace zafizeni prostrednictvim ANO 77

RADIUS serveru pomoci MAC adresy
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Parametr 7 Podpora fizeni pratoku dat (rate limiting, traffic ANO 78

shaping apod.)
Parametr 8 Podpora SNMP ANO 76

Kvalita a zaruka

Minimalni zaruéni doba na aktivni prvky — 12 ANO 3,32
Parametr 1 mésicl

Skoleni administratora (operatora) v misté sidla ANO 32
Parametr 4 zadavatele

Skoleni administratora (operatora) v &eském ANO 32
Parametr 5 jazyce

31



5. Dopliujici informace k nabidce

1.

Nedilnou soucasti této nabidky je pfiloha, ktera obsahuje technické listy k navrhovanym
zafizenim, a ¢asti technické dokumentace vyrobce, spolecnosti Fortinet, v rozsahu 58 stran, ve,
které jsou vzestupné ocCislovany nepferusenou fadou s Cisly stran 33-90. Tato ¢ast nabidky je
prokazanim v8ech parametr, které jsou wuvedeny a pozadovany v prfiloze
p05_vecna_nabidka.docx, ktera je soucasti zadavaci dokumentace.

2. Prokazani technické kvalifikace €lenl je uvedeno v prohlaseni vyrobce, spolecnosti Fortinet,
které je nedilnou soucasti této nabidky (strana 13) a nahrazuje certifikaty vyrobce nabizené
technologie.

3. Potvrzujeme, ze zaru€ni doba na aktivni prvky je 12 meésica.

4. Potvrzujeme, Ze soucasti nabidky je Skoleni administratora (operatora) v misté sidla
zadavatele. Skoleni bude provedeno v Ceském jazyce.

V Chomutove, 12.7.2019 =
\ /
Da, o . ro.
nformpdn’ =17
Kadafekh 2226, 430 63 Chomeltl
s 4RATHEIIE, 1005
2 1o 47310406 DIC: CZA
Ing. Zdenék Honska, jednatel
Strana
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DATA SHEET

FortiGate/FortiWiFi° 60E Series

FortiGate 60E, 60E-POE, FortiWiFi 60E, FortiGate 61E and FortiWiFi 61E

Secure SD-WAN

Unified Threat Management

=:RTINET.

FortiGate 60E

LE]
=

m:

::§
!

The FortiGate 60E series offers an excellent Security and SD-WAN solution in a compact fanless

desktop form factor for enterprise branch offices and mid-sized businesses. Protect against cyber

threats with industry-leading secure SD-WAN in a simple, affordable and easy to deploy solution.

Security

= |dentifies thousands of applications inside network traffic for
deep inspection and granular policy enforcement

= Protects against malware, exploits, and malicious websites in
both encrypted and non-encrypted traffic

= Prevent and detect against known and unknown attacks using
continuous threat intelligence from Al powered FortiGuard Labs
security services

Performance

= Delivers industry’s best threat protection performance and
ultra-low latency using purpose-built security processor (SPU)
technology

= Provides industry-leading performance and protection for SSL
encrypted traffic

Certification

= |ndependently tested and validated best security effectiveness
and performance

= Received unparalleled third-party certifications from NSS Labs,
ICSA, Virus Bulletin and AV Comparatives

Firewall IPS NGFW

3 Gbps 400 Mbps 250 Mbps

Threat Protection

200 Mbps

Networking

= Best of Breed SD-WAN capabilities to enable application
steering using WAN path control for high quality of experience

= Delivers extensive routing, switching, wireless controller, high-
performance, and scalable IPsec VPN capabilities

Management

= Includes Management Console that’s effective, simple to use,
and provides comprehensive network automation & visibility.

= Provides Zero Touch Integration with Security Fabric’s Single
Pane of Glass Management

= Predefined compliance checklist analyzes the deployment and
highlights best practices to improve overall security posture

Security Fabric

= Enables Fortinet and Fabric-ready partners’ products to provide
broader visibility, integrated end-to-end detection, threat
intelligence sharing and automated remediation

= Automatically builds Network Topology visualizations which
discover loT devices and provide complete visibility into Fortinet
and Fabric-ready partner products

Interfaces

Multiple GE RJ45 | WiFi variants |
Variants with internal storage |
Variants with PoE/+ interfaces

Refer to specification table for details



DATA SHEET | FortiGate/FortiWiFi® 60E Series

Deployment

Unified Threat Management
(UTM)

= |ntegrated wired and wireless networking to simplify IT

= Purpose-built hardware for industry best performance with easy
administration through cloud management

= Provides consolidated security and networking for small
businesses and consistently provides top-rated threat protection

= Proactively blocks newly discovered sophisticated attacks in
real-time with advanced threat protection

Gip g

n Office 365 FortiGate Cloud
* Cloud Device Management

salesforce * Cloud Analytics-powered
Security and Log Management
* Cloud Sandboxing
V4

A\ Azure ~ 7~

b ’
Oy ‘
: Q

SMALL
OFFICE

FortiGate
UT™M

FortiClient
Endpoint Protection

FortiWiFi 60E deployment in Small Office
(UTM)

Secure
SD-WAN

= Secure direct Internet access for Cloud Applications for
improved latency and reduce WAN cost spending

= High-performance and cost-effective threat protection
capabilities

=  WAN Path Controller and Link Health Monitoring for better
application performance and quality of experience

= Security Processer powered industry’s best IPsec VPN and SSL
Inspection performance

= Simplified Management and Zero Touch deployment

FortiManager

Single Pane-of-Glass Qb
: Management D N Q
FortiSwitch >

)

n Se(l:ure Access

e S ENTERPRISE
orti

FortiDeploy Secure Access B R AN c H

(via FortiGate Cloud)
Zero-touch
Bulk Provisioning

Point

Y FortiGate

1] Office 365 4 Secure SD-WAN

salesforce

/AAzure

aws
~—

FortiGate 60E deployment in Enterprise Branch
(Secure SD-WAN)

FERTINET
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Hardware

FortiGate/FortiWiFi 60E/61E

FortiGate 60E-POE

ZERTINET

FortiGate 60E

=ERATINET

|l FortiGate 60E-POE s

RESET
DC#1

12V USB  CONSOLE WAN2  WANT  DMZ 7 6 5 4 3 2 1

S0C3 ‘Deskhp\ / ‘“':‘:z’“\/ ‘12865\

J- (TP —

DC+54V  USB CONSOLE
‘ = ]
[ex] — | B/
m Desktop | | POE/+

RESEY

Interfaces Interfaces

1. USB Port 1. USB Port

2. Console Port 2. Console Port

3. 2x GE RJ45 WAN Ports 3. 8x GE RJ45 PoE/+ Ports
4, 1x GE RJ45 DMZ Ports 4. 2x GE RJ45 WAN Ports
5. 7x GE RJ45 Internal Ports

Powered by SPU SoC3

Combines a RISC-based CPU with
Fortinet’s proprietary SPU content and
network processors for unmatched
performance

Simplifies appliance design and enables breakthrough
performance for smaller networks

Supports firewall acceleration across all packet sizes for
maximum throughput

Delivers accelerated UTM content processing for
superior performance and protection

Accelerates VPN performance for high speed, secure
remote access

F=ERTINET

3G/4G WAN Connectivity

The FortiGate/FortiWiFi 60E Series includes a USB port that allows
you to plug in a compatible third-party 3G/4G USB modem,
providing additional WAN connectivity or a redundant link for
maximum reliability.

Compact and Reliable Form Factor

Designed for small environments, you can place it on a desktop or
wall-mount it. It is small, lightweight yet highly reliable with superior
MTBF (Mean Time Between Failure), minimizing the chance of a
network disruption.

Superior Wireless Coverage

A built-in dual-band, dual-stream access point with internal
antennas is integrated on the FortiWiFi 60E and provides speedy
802.11ac wireless access. The dual-band chipset addresses the
PCI-DSS compliance requirement for rogue AP wireless scanning,
providing maximum protection for regulated environments.
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Fortinet Security Fabric

Security Fabric

The Security Fabric delivers broad visibility, integrated Al-driven breach
prevention, and automated operations, orchestration, and response
across all Fortinet and its ecosystem deployments. It allows security to
dynamically expand and adapt as more and more workloads and data
are added. Security seamlessly follows and protects data, users, and
applications as they move between IoT, devices, and cloud environments
throughout the network. All this is ties together under a single pane of
glass management for significantly thereby delivering leading security
capabilities across your entire environment while also significantly reducing
complexity.

FortiGates are the foundation of Security Fabric, expanding security
via visibility and control by tightly integrating with other Fortinet security
products and Fabric-Ready Partner solutions.

FortiOS

Control all security and networking capabilities across the entire ]
FortiGate platform with one intuitive operating system. Reduce
complexity, costs, and response time with a truly consolidated
next- generation security platform. =
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Services
FortiGuard™

Security Services

FortiManager

Fabric
APIs

Fabric
Connectors

FortiGate
FortiOS

FortiClient
FortiNAC

FortiGate VM
FortiCASB

FortiWeb
FortiMail
FortiADC

FortiSwitch
FortiToken

Foriap | (©)

FortiAnalyzer
FortiSIEM
FortiSandbox

A truly consolidated platform with a single OS and pane-of-glass
for all security and networking services across all FortiGate
platforms.

Industry-leading protection: NSS Labs Recommended, VB100,
AV Comparatives, and ICSA validated security and performance.
Ability to leverage latest technologies such as deception-based
security.

Control thousands of applications, block the latest exploits, and
filter web traffic based on millions of real-time URL ratings in
addition to true TLS 1.3 support.

Prevent, detect, and mitigate advanced attacks automatically

in minutes with integrated Al-driven breach prevention and
advanced threat protection.

Fulfil your networking needs with extensive routing, switching,
and SD-WAN capabilities along with intent-based segmentation.
Utilize SPU hardware acceleration to boost security capability
performance.

FortiCare™
Support Services

FortiGuard Labs offers real-time intelligence on the threat
landscape, delivering comprehensive security updates across
the full range of Fortinet’s solutions. Comprised of security

threat researchers, engineers, and forensic specialists, the

team collaborates with the world’s leading threat monitoring
organizations and other network and security vendors, as well as
law enforcement agencies.

Our FortiCare customer support team provides global technical
support for all Fortinet products. With support staff in the Americas,
Europe, Middle East, and Asia, FortiCare offers services to meet
the needs of enterprises of all sizes.

For more information, please refer to forti.net/fortiguard
and forti.net/forticare

FERTINET



DATA SHEET | FortiGate/FortiWiFi® 60E Series

Specifications
FORTIGATE 60E-POE FORTIWIFI 60E FORTIGATE 61E FORTIWIFI 61E
Hardware Specifications
GE RJ45 WAN / DMZ Ports 2/1 2/1
GE RJ45 Internal Ports 7 7
GE RJ45 PoE/+ Ports - -
Wireless Interface 802.11 a/b/g/n/ac - 802.11 a/b/g/n/ac
USB Ports 1 1
Console (RJ45) 1 1
Internal Storage - 1x 128 GB SSD
System Performance — Enterprise Traffic Mix
IPS Throughput 400 Mbps
NGFW Throughput 24 250 Mbps
Threat Protection Throughput > ® 200 Mbps
System Performance
Firewall Throughput (1518 / 512 / 64 byte UDP packets) 3/3/3Cbps
Firewall Latency (64 byte UDP packets) 3us
Firewall Throughput (Packets Per Second) 4.5 Mpps
Concurrent Sessions (TCP) 1.3 Million
New Sessions/Second (TCP) 30,000
Firewall Policies 5,000
IPsec VPN Throughput (512 byte) ' 2 Gbps
Gateway-to-Gateway IPsec VPN Tunnels 200
Client-to-Gateway IPsec VPN Tunnels 500
SSL-VPN Throughput 150 Mbps
Concurrent SSL-VPN Users (Recommended Maximum, Tunnel Mode) 200
SSL Inspection Throughput (IPS, avg. HTTPS) * 135 Mbps
SSL Inspection CPS (IPS, avg. HTTPS) * 135
SSL Inspection Concurrent Session (IPS, avg. HTTPS) 3 75,000
Application Control Throughput (HTTP 64K) 2 650 Mbps
CAPWAP Throughput (HTTP 64K) 890 Mbps
Virtual Domains (Default / Maximum) 10/10
Maximum Number of FortiSwitches Supported 8
Maximum Number of FortiAPs (Total / Tunnel Mode) 30/10
Maximum Number of FortiTokens 500
Maximum Number of Registered FortiClients 200

High Availability Configurations

Active / Active, Active / Passive, Clustering

Dimensions

Height x Width x Length (inches) 1.5x85x6.3

Height x Width x Length (mm) 38x216x 160

Weight 1.91bs (0.9kg) 1.91bs (0.9 kg) 1.91bs (0.9kg)
Form Factor Desktop

Note: All performance values are “up to" and vary depending on system configuration.
1. IPsec VPN performance test uses AES256-SHA256.

2. IPS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured with Logging enabled.
3. SSL Inspection performance values use an average of HTTPS sessions of different cipher suites.

F=ERTINET

4, NGFW performance is measured with Firewall, IPS and Application Control enabled.
5. Threat Protection performance is measured with Firewall, IPS, Application Control and Malware
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Specifications
FORTIGATE 60E FORTIGATE 60E-POE FORTIWIFI 60E FORTIGATE 61E FORTIWIFI 61E
Operating Environment and Certifications
Power Required 100-240V AC, 50-60 Hz
Maximum Current T10VAC/1.5A 0.8A 115V AC/ 0.9A, 115V AC/ 0.9A, 115VAC/ 0.9A,
220VAC/0.756A 230VAC/ 0.6A 230VAC/ 0.6A 230VAC / 0.6A
Total Available PoE Power Budget* N/A 75W N/A N/A N/A
Power Consumption (Average / Maximum) 11.7/14W 20/95W 12.6/15.2W 11.9/14.3W 13716 W
Heat Dissipation 40 BTU/A 324 BTUA 52 BTU/M 49 BTUN 55 BTUMN
Operating Temperature 32-104°F (0-40°C)
Storage Temperature -31-1568°F (-35-70°C)
Humidity 10-90% non-condensing
Noise Level Farless 0 dBA
Operating Altitude Upto 7,400t (2,250 m)
Compliance FCC Part 15 Class B, C-Tick, VCCI, CE, UL/cUL, CB
Certifications ICSA Labs: Firewall, IPsec, IPS, Antivirus, SSL-VPN

* Maximum lozding on each Pok/— port is 30 W 802.3at).

Order Information

Product SKU Description
FortiGate 60E FG-60E 10x GE RJ45 ports (including 7x Internal ports, 2x WAN ports, 1x DMZ port). Maximum managed FortiAPs (Total / Tunnel) 30/ 10.
FortiGate 60E-POE FG-60E-POE 10x GE RJ45 ports (including 8x PoE/PoE+ parts, 2x WAN ports) Maximum managed FortiAPs (Total / Tunnel) 30 / 10.
FortiWiFi 60E FWF-60E 10x GE RJ45 ports (including 7x Internal ports, 2x WAN ports, 1x DMZ port), Wireless (802.11a/b/g/n/ac). Maximum managed FortiAPs (Total / Tunnel) 30 / 10.
FortiGate 61E FG-61E 10x GE RJ45 ports (including 7x Internal ports, 2x WAN parts, 1x DMZ port), 128 GB SSD onboard storage. Maximum managed FortiAPs (Total / Tunnel) 30 / 10.
FortiWiFi 61E FWF-61E 10x GE RJ45 ports (including 7x Internal ports, 2x WAN ports, 1x DMZ port), Wireless (802.11a/b/g/n/ac), 128 GB SSD onboard storage.
Maximum managed FortiAPs (Total / Tunnel) 30/ 10.
Bundles
&@% FortiGuard Bundles Pro?:(gion gp;te(-rzg:ilsﬁ uim Pf.(r)'t]:étaito"
‘ Bundle FortiCare ASE' 24x7 24x7 24x7

FortiGuard App Control Service
FortiGuard IPS Service

FortiGuard Advanced Malware Protection (AMP) — Antivirus, Mobile Malware,
Botnet, CDR, Virus Outbreak Protection and FortiSandbox Cloud Service

FortiGuard Web Filtering Service
FortiGuard Antispam Service

FortiGuard Security Rating Service
FortiGuard Industrial Service

FortiCASB SaaS-only Service
FortiConverter Service

SD-WAN Cloud Assisted Monitoring 2
SD-WAN Overlay Controller VPN Service ?
FortiAnalyzer Cloud 2

FortiManager Cloud ?

FortiGuard Labs delivers a
number of security intelligence
services to augment the
FortiGate firewall platform.
You can easily optimize the
protection capabilities of your
FortiGate with one of these
FortiGuard Bundles.

. o .

. . .

1. 24x7 plus Advanced Services Ticker Handling 2. Available when-funning:Forfi0S 6.2

www.fortinet.com
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Secure SD-WAN

Unified Threat Management

WAN

The FortiGate 30E series offers an excellent Security and SD-WAN solution in a compact fanless

desktop form factor for enterprise branch offices and mid-sized businesses. Protect against cyber

threats with industry-leading secure SD-WAN in a simple, affordable and easy to deploy solution.

Security

= |dentifies thousands of applications inside network traffic for
deep inspection and granular policy enforcement

= Protects against malware, exploits, and malicious websites in
both encrypted and non-encrypted traffic

= Prevent and detect against known and unknown attacks using
continuous threat intelligence from Al powered FortiGuard Labs
security services

Performance

= Delivers industry’s best threat protection performance and
ultra-low latency using purpose-built security processor (SPU)
technology

= Provides industry-leading performance and protection for SSL
encrypted traffic

Certification

= |ndependently tested and validated best security effectiveness
and performance

= Received unparalleled third-party certifications from NSS Labs,
ICSA, Virus Bulletin and AV Comparatives

Firewall IPS
950 Mbps 300 Mbps

NGFW
200 Mbps

Threat Protection

150 Mbps

Networking

= Best of Breed SD-WAN capabilities to enable application
steering using WAN path control for high quality of experience

= Delivers extensive routing, switching, wireless controller, high-
performance, and scalable IPsec VPN capabilities

Management

= Includes Management Console that’s effective, simple to use,
and provides comprehensive network automation & visibility.

= Provides Zero Touch Integration with Security Fabric’s Single
Pane of Glass Management

= Predefined compliance checklist analyzes the deployment and
highlights best practices to improve overall security posture

Security Fabric

= Enables Fortinet and Fabric-ready partners’ products to provide
broader visibility, integrated end-to-end detection, threat
intelligence sharing and automated remediation

= Automatically builds Network Topology visualizations which
discover loT devices and provide complete visibility into Fortinet
and Fabric-ready partner products

Interfaces

Multiple GE RJ45 | WiFi variants

Refer to specification table for details
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Deployment

Unified Threat Management
(UTM)

= |ntegrated wired and wireless networking to simplify IT

= Purpose-built hardware for industry best performance with easy
administration through cloud management

= Provides consolidated security and networking for small
businesses and consistently provides top-rated threat protection

= Proactively blocks newly discovered sophisticated attacks in
real-time with advanced threat protection

Gip g

n Office 365 FortiGate Cloud
* Cloud Device Management

salesforce * Cloud Analytics-powered
Security and Log Management
* Cloud Sandboxing
V4

A\ Azure ~ 7~

b ’
Oy ‘
: Q

SMALL
OFFICE

FortiGate
UT™M

FortiClient
Endpoint Protection

FortiWiFi 30E deployment in Small Office
(UTM)

Secure
SD-WAN

= Secure direct Internet access for Cloud Applications for
improved latency and reduce WAN cost spending

= High-performance and cost-effective threat protection
capabilities

=  WAN Path Controller and Link Health Monitoring for better
application performance and quality of experience

= Security Processer powered industry’s best IPsec VPN and SSL
Inspection performance

= Simplified Management and Zero Touch deployment

FortiManager

Single Pane-of-Glass Qb
: Management D N Q
FortiSwitch >

)

n Se(l:ure Access

e S ENTERPRISE
orti

FortiDeploy Secure Access B R AN c H

(via FortiGate Cloud)
Zero-touch
Bulk Provisioning

Point

Y FortiGate

1] Office 365 4 Secure SD-WAN

salesforce

/AAzure

aws
~—

FortiGate 30E deployment in Enterprise Branch
(Secure SD-WAN)

FERTINET
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Hardware
FortiGate 30E FortiWiFi 30E
F::RTINET F::RTINET
Il FortiGate 30E W.M :Au.m 3 i ﬁ i ﬁ ?:::a ] 2 FortiWiFi 30E ".M :“m - ﬁ ﬁ ﬁ ﬁ ?:»:::a ﬁ
1) (1)
® ® ® 0 ® ®
L - | [ L
. DC+12V  CONSOLE WAN 4 3 2 1 . . DC+12V  CONSOLE WAN 4 1 .

2 — 0

Interfaces
1. USB Port

o o—O

Interfaces
1. USB Port

2. Console Port

2. Console Port

3. 1x GE RJ45 WAN Port

3. 1x GE RJ45 WAN Port

4. 4x GE RJ45 Switch Ports

4. 4x GE RJ45 Switch Ports

Install in Minutes with FortiExplorer

The FortiExplorer wizard enables easy setup and configuration
coupled with easy-to-follow instructions. FortiExplorer runs on
popular iOS devices. Using FortiExplorer is as simple as starting
the application and connecting to the appropriate USB port on the
FortiGate. By using FortiExplorer, you can be up and running and
protected in minutes.

Wireless and 3G/4G WAN Extensions

The FortiGate supports external 3G/4G modems that allow
additional or redundant WAN connectivity for maximum reliability.
The FortiGate can also operate as a wireless access point
controller to further extend wireless capabilities.

F=ERTINET

Compact and Reliable Form Factor

Designed for small environments, you can simply place the
FortiGate/FortiWiFi 30E on a desktop. It is small, lightweight yet
highly reliable with superior MTBF (Mean Time Between Failure),
minimizing the chance of a network disruption.

Superior Wireless Coverage

A built-in dual-band, dual-stream access point with internal
antennas is integrated on the FortiWiFi 30E and provides speedy
802.11n coverage on 2.4 GHz or 5 GHz bands. The dual-band
chipset addresses the PCI-DSS compliance requirement for rogue
AP wireless scanning, providing maximum protection for regulated
environments.
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Fortinet Security Fabric

Security Fabric

The Security Fabric delivers broad visibility, integrated Al-driven breach
prevention, and automated operations, orchestration, and response
across all Fortinet and its ecosystem deployments. It allows security to
dynamically expand and adapt as more and more workloads and data
are added. Security seamlessly follows and protects data, users, and
applications as they move between |oT, devices, and cloud environments
throughout the network. All this is ties together under a single pane of
glass management for significantly thereby delivering leading security
capabilities across your entire environment while also significantly reducing
complexity.

FortiGates are the foundation of Security Fabric, expanding security
via visibility and control by tightly integrating with other Fortinet security
products and Fabric-Ready Partner solutions.

FortiOS

Control all security and networking capabilities across the entire ]
FortiGate platform with one intuitive operating system. Reduce
complexity, costs, and response time with a truly consolidated
next- generation security platform. =
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Services
FortiGuard™

Security Services

FortiManager

Fabric
APIs

Fabric
Connectors

FortiGate
FortiOS

FortiClient
FortiNAC

FortiGate VM
FortiCASB

FortiWeb
FortiMail
FortiADC

FortiSwitch
FortiToken

Foriap | (©)

FortiAnalyzer
FortiSIEM
FortiSandbox

A truly consolidated platform with a single OS and pane-of-glass
for all security and networking services across all FortiGate
platforms.

Industry-leading protection: NSS Labs Recommended, VB100,
AV Comparatives, and ICSA validated security and performance.
Ability to leverage latest technologies such as deception-based
security.

Control thousands of applications, block the latest exploits, and
filter web traffic based on millions of real-time URL ratings in
addition to true TLS 1.3 support.

Prevent, detect, and mitigate advanced attacks automatically

in minutes with integrated Al-driven breach prevention and
advanced threat protection.

Fulfil your networking needs with extensive routing, switching,
and SD-WAN capabilities along with intent-based segmentation.
Utilize SPU hardware acceleration to boost security capability
performance.

FortiCare™
Support Services

FortiGuard Labs offers real-time intelligence on the threat
landscape, delivering comprehensive security updates across
the full range of Fortinet’s solutions. Comprised of security

threat researchers, engineers, and forensic specialists, the

team collaborates with the world’s leading threat monitoring
organizations and other network and security vendors, as well as
law enforcement agencies.

Our FortiCare customer support team provides global technical
support for all Fortinet products. With support staff in the Americas,
Europe, Middle East, and Asia, FortiCare offers services to meet
the needs of enterprises of all sizes.

For more information, please refer to forti.net/fortiguard
and forti.net/forticare

FERTINET
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Specifications

FORTIGATE 30E FORTIWIFI 30E

Hardware Specifications

FORTIGATE 30E FORTIWIFI 30E

Dimensions

GE RJ45 Switch Ports 4 Height x Width x Length (inches) 161x827x5.24

GE RJ45 WAN Port 1 Height x Width x Length (mm) 41x210x133

USB Port 1 Weight 1.9821bs (0.899kg)  2.008Ibs (0.911 kg)

Console (RJ45) 1 Form Factor Deskiop

Wireless Interface - 802.11 a/b/g/n Environment

System Performance — Enterprise Traffic Mix Power Required 100-240V AC, 60-50 Hz (External DC Power

IPS Throughput 300 Mops Aaapre)

NGFW Throughput 2 200 Mbps Maximum Current 100V / 0.6A, 240V / 0.4A

Threat Protection Throughput 25 150 Mbps Power Consumption (Average / Maximum) 13/16W 16/19W
Heat Dissipation 52 BTU/N 66 BTUM

System Performance Operating Temperature 32-104°F (0-40°C)

Firewall Throughput 950 Mops Storage Temperature -31-1568°F (-35-70°C)

Firewall Latency (64 byte UDP packets) 130 us Humidity 10-90% non-condensing

Firewall Throughput (Packets Per Second) 180 Kpps Noise Level Fariees 0 dPA

Concurrent Sessions (TCP) 300,000 Operating Altitude Up 1o 7,400 (2,250 m)

New Sessions/Second (TCP) 15,000

Firewall Policies 5,000 Ll

IPsec VPN Throughput (512 byte) ' 75 Mops Regulatory Compliance FCC Part 15 Class B, C-Tick, VCCI, CE, UL/cUL, CB

Gateway-to-Gateway IPsec VPN Tunnels 200 Certifications

Client-to-Gateway IPsec VPN Tunnels 250 ICSA Labs: Firewall, [Psec, IPS, Antivirus, SSL-VPN

SSL-VPN Throughput 35 Mbps

Concurrent SSL-VPN Users 100

(Recommended Maximum, Tunnel Mode)

SSL Inspection Throughput (IPS, avg. HTTPS) * 125 Mbps

SSL Inspection CPS (IPS, avg. HTTPS) * 120

SSL Inspection Concurrent Session 45,000

(IPS, avg. HTTPS) @

Application Control Throughput (HTTP 64K) ? 400 Mbps

CAPWAP Throughput (HTTP 64K) 850 Mbps

Virtual Domains (Default / Maximum) 5/5

Maximum Number of FortiSwitches Supported 8

Maximum Number of FortiAPs 2/2

(Total / Tunnel Mode)

Maximum Number of FortiTokens 500

Maximum Number of Registered FortiClients 200

High Availability Configurations Active/Active, Active/Passive, Clustering

Note: All performance values are “up to" and vary depending on system configuration.

1. IPsec VPN performance test uses AES256-SHA256.

2. IPS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured with Logging enabled.
3. SSL Inspection performance values use an average of HTTPS sessions of different cipher suites.

F=ERTINET

4, NGFW performance is measured with Firewall, IPS and Application Control enabled.
5. Threat Protection performance is measured with Firewall, IPS, Application Control and Malware

Protection enabled.
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Order Information

Product SKU Description
FortiGate 30E FG-30F 5x GE RJ45 ports (Including 1x WAN port, 4x Switch ports), Maximum managed FortiAPs (Total / Tunnel) 2 / 2.
FortiWiFi 30E FWF-30E 5x GE RJ45 ports (Including 1x WAN port, 4x Switch ports), Wireless (802.11a/b/g/n), Maximum managed FortiAPs (Total / Tunnel) 2 / 2.
Optional Accessory
Rack Mount Tray SP-RACKTRAY-01 Rack mount tray for supported products.
Bundles
&@3’ FortiGuard Bundles Pro?:tgion F»:;gztri'sﬁ Ut Pr-tr)'t]::?iton
‘ Bundle FortiCare ASE' 247 24x7 247
FortiGuard Labs delivers a FortiGuard App Control Service . . . .
number of security intelligence FortiGuard IPS Service ° ° ° °
services to augment the FortiGuard Advanced Malware Protection (AMP) — Antivirus, Mobile Malware, . ] . .
FortiGate firewall platform. Botnet, CDR, Virus Outbreak Protection and FortiSandbox Cloud Service
You can easily opt_imize the FortiGuard Web Filtering Service . o .
protection capabilities of your
FortiGate with one of these FortiGuard Antispam Service . . .
FortiGuard Bundles. FortiGuard Security Rating Service L .
FortiGuard Industrial Service 3 .
FortiCASB SaaS-only Service . .
FortiConverter Service .
SD-WAN Cloud Assisted Monitoring ? .
SD-WAN Overlay Controller VPN Service ? .
FortiAnalyzer Cloud 2 .
FortiManager Cloud ? .

1. 24x7 plus Advanced Services Ticket Handling 2. Available when running FortiOS 6.2

=RTINET
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Logging and reporting overview Chapter 16 - Logging and Reporting

Logging and reporting overview

Logging and reporting in FortiOS can help you in determining what is happening on your network, as well as
informing you of certain network activity, such as detection of a virus or IPsec VPN tunnel errors. Logging and
reporting go hand in hand, and can become a valuable tool for information as well as helping to show others the
activity that is happening on the network.

This section explains logging and reporting features that are available in FortiOS, and how they can be used to
help you manage or troubleshoot issues. This includes how the FortiGate unit records logs, what a log message
is, and what the log database is.

What is logging?

Logging records the traffic passing through the FortiGate unit to your network and what action the FortiGate unit
took during its scanning process of the traffic. This recorded information is called a log message.

After a log message is recorded, it is stored within a log file which is then stored on a log device. Alog device is a
central storage location for log messages. The FortiGate unit supports several log devices, such as FortiAnalyzer
units, the FortiCloud service, and Syslog servers. A FortiGate unit’s system memory and local disk can also be
configured to store logs, and because of this, are also considered log devices.

You must subscribe to FortiCloud before you will be able to configure the FortiGate
unit to send logs to a FortiCloud server.

When the recorded activity needs to be read in a more human way, the FortiGate unit can generate a Report. A
report gathers all the log information that is needed for the report, and presents it in a graphical format, with
customizable design and automatically generated charts. Reports can be used to present a graphical
representation of what is going on in the network. Reports can also be generated on a FortiAnalyzer unit; if you
want to generate reports on a FortiAnalyzer, see the FortiAnalyzer Setup and Administration Guide to help you
create and generate those reports.

How the FortiGate unit records log messages

The FortiGate unit records log messages in a specific order, storing them on a log device. The order of how the
FortiGate unit records log messages is as follows:

1. Incoming traffic is scanned.

2. During the scanning process, the FortiGate unit performs necessary actions, and simultaneously records the
actions and results.

3. Log messages are sent to the log device.
Example: How the FortiGate unit records a DLP event

1. The FortiGate unit receives incoming traffic and scans for any matches associated within its firewall policies
containing a DLP sensor.

2142 FortiOS Handbook for FortiOS 5.6.3
Fortinet Technologies Inc.



Chapter 16 - Logging and Reporting Logging and reporting overview

A match is found; the DLP sensor, dip_sensor, had a rule within it called All-HT TP with the action Exempt applied
to the rule. The sensor also has Enable Logging selected, which indicates to the FortiGate unit that the activity
should be recorded and placed in the DLP log file.

The FortiGate unit exempts the match, and places the recorded activity (the log message) within the DLP log file.
According to the log settings that were configured, logs are stored on the FortiGate unit’s local hard drive. The
FortiGate unit places the DLP log file on the local hard drive.

FortiOS features available for logging

Logs record FortiGate activity, providing detailed information about what is happening on your network. This
recorded activity is found in log files, which are stored on a log device. However, logging FortiGate activity
requires configuring certain settings so that the FortiGate unit can record the activity. These settings are often
referred to as log settings, and are found in most security profiles, but also in Log & Report > Log Settings.

Log settings provide the information that the FortiGate unit needs so that it knows what activities to record. This
topic explains what activity each log file records, as well as additional information about the log file, which will
help you determine what FortiGate activity the FortiGate unit should record.

Traffic

Traffic logs record the traffic that is flowing through your FortiGate unit. Since traffic needs firewall policies to
properly flow through the unit, this type of logging is also referred to as firewall policy logging. Firewall policies
control all traffic that attempts to pass through the FortiGate unit, between FortiGate interfaces, zones and VLAN
sub-interfaces.

Logging traffic works in the following way:

L]

L]

firewall policy has logging enabled on it (Log Allowed Traffic)

packet comes into an inbound interface

a possible log packet is sent regarding a match in the firewall policy, such as a URL filter
traffic log packet is sent, per firewall policy

packet passes and is sent out an interface

Traffic log messages are stored in the traffic log file. Traffic logs can be stored any log device, even system
memory.

FortiOS Handbook for FortiOS 5.6.3

All security profile-related logs are now tracked within the Traffic logs, as of FortiOS 5.0, so all forward traffic can
be searched in one place, such as if you are looking to see all activity from a particular address, security feature or
traffic. Security profile logs are still tracked separately in the Security Log section, which only appears when logs
exist.

If you have enabled and configured WAN Optimization, you can enable logging of this activity in the CLI using the
config wanopt setting command. These logs contain information about WAN Optimization activity and
are found in the traffic log file. When configuring logging of this activity, you must also enable logging within the
security policy itself, so that the activity is properly recorded.

Sniffer

The Sniffer log records all traffic that passes through a particular interface that has been configured to act as a
One-Armed Sniffer, so it can be examined separately from the rest of the Traffic logs.

Fortinet Technologies Inc.

2143
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Other Traffic

The traffic log also records interface traffic logging, which is referred to as Other Traffic. Other Traffic is enabled
only in the CLI. When enabled, the FortiGate unit records traffic activity on interfaces as well as firewall policies.
Logging Other Traffic puts a significant system load on the FortiGate unit and should be used only when
necessary.

Logging other traffic works in the following way:

« firewall policy has logging enabled on it (Log Allowed Traffic) and other-traffic

« packet comes into an interface

« interface log packet is sent to the traffic log that is enabled on that particular interface
« possible log packet is sent regarding a match in the firewall policy, such as URL filter
« interface log packet is sent to the traffic log if enabled on that particular interface

« packet passes and is sent out an interface

« interface log packet is sent to traffic (if enabled) on that particular interface

Event

The event log records administration management as well as FortiGate system activity, such as when a
configuration has changed, admin login, or high availability (HA) events occur. Event logs are an important log file
to record because they record FortiGate system activity, which provides valuable information about how your
FortiGate unit is performing.

Event logs help you in the following ways:

« keeping track of configuration setting changes

« [Psecnegotiation, SSL VPN and tunnel activity

« quarantine events, such as banned users

« system performance

+« HAevents and alerts

« firewall authentication events

« wireless events on models with WiFi capabilities

« activities concerning modem and internet protocols L2TP, PPP and PPPoE
« VIP activities

« AMC disk’s bypass mode

« VoIP activities that include SIP and SCCP protocols.

As of 5.4, every 'execute' CLI command now generates an 'audit’ event log, allowing you to track configuration
changes. You can enable/disable this feature in the CLI:

config system global
set cli-audit-log [enable|disable]
end

The FortiGate unit records event logs only when events are enabled.

Traffic Shaping

Traffic shaping, per-IP traffic shaping and reverse direction traffic shaping settings can be applied to a firewall
policy, appearing within the traffic log messages.
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By enabling this feature, you can see what traffic shaping, per-IP traffic shaping and reverse direction traffic
shaping settings are being used.

Data Leak Prevention

Data Leak Prevention logs, or DLP logs, provide valuable information about the sensitive data trying to get
through to your network as well as any unwanted data trying to get into your network. The DLP rules within a DLP
sensor can log the following traffic types:

« email (SMTP, POP3 or IMAP; if SSL content SMTPS, POP3S, and IMAPS)
« HTTP

« HTTPS

« FTP

« NNTP

o IM

A DLP sensor must have log settings enabled for each DLP rule and compound rule, as well as applied to a
firewall policy so that the FortiGate unit records this type of activity. A DLP sensor can also contain archiving
options, which these logs are then archived to the log device.

NAC Quarantine

Within the DLP sensor, there is an option for enabling NAC Quarantine. The NAC Quarantine option allows the
FortiGate unit to record details of DLP operation that involve the ban and quarantine actions, and sends these to
the event log file. The NAC Quarantine option must also be enabled within the Event Log settings. When
enabling NAC quarantine within a DLP Sensor, you must enable this in the CLI because it is a CLI-only
command.

Media Access Control (MAC) Address

MAC address logs provide information about MAC addresses that the FortiGate unit sees on the network as well
as those removed from the network. These log messages are stored in the event log (as subtype network; you
can view these log messages in Log & Report > System Events) and are, by default, disabled in the CLI. You
can enable logging MAC addresses using the following command syntax:

config log setting
set neighbor-event enable
end

When enabled, a new log message is recorded every time a MAC address entry is added to the ARP table, and
also when a MAC address is removed as well. A MAC address log message is also recorded when MAC
addresses are connected to the local switch, or from a FortiAP or FortiSwitch unit.

Application control

Application control logs provide detailed information about the traffic that internet applications such as Skype are
generating. The application control feature controls the flow of traffic from a specific application, and the
FortiGate unit examines this traffic for signatures that the application generates.

The log messages that are recorded provide information such as the type of application being used (such as P2P
software), and what type of action the FortiGate unit took. These log messages can also help you to determine
the top ten applications that are being used on your network. This feature is called application control monitoring
and you can view the information from a widget on the Executive Summary page.
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The application control list that is used must have logging enabled within the list, as well as logging enabled
within each application entry. Each application entry can also have packet logging enabled. Packet logging for
application control records the packet when an application type is identified, similar to IPS packet logging.

Logging of application control activity can only be recorded when an application control list is applied to a firewall
policy, regardless of whether or not logging is enabled within the application control list.

Antivirus

Antivirus logs are recorded when, during the antivirus scanning process, the FortiGate unit finds a match within
the antivirus profile, which includes the presence of a virus or grayware signature. Antivirus logs provide a way to
understand what viruses are trying to get in, as well as additional information about the virus itself, without having
to go to the FortiGuard Center and do a search for the detected virus. The link is provided within the log message
itself.

These logs provide valuable information such as:

« the name of the detected virus

« the name of the oversized file or infected file

« the action the FortiGate unit took, for example, a file was blocked

« URL link to the FortiGuard Center which gives detailed information about the virus itself

The antivirus profile must have log settings enabled within it so that the FortiGate unit can record this activity, as
well as having the antivirus profile applied to a firewall policy.

Web Filter

Web filter logs record HT TP traffic activity. These log messages provide valuable and detailed information about
this particular traffic activity on your network. Web filtering activity is important to log because it can inform you
about:

« what types of web sites employees are accessing

« users attempting to access banned web sites and how often this occurs

« network congestion due to employees accessing the Internet at the same time

« web-based threats resulting from users visiting non-business-related web sites

Web Filter logs are an effective tool to help you determine if you need to update your web filtering settings within

a web filter profile due to unforeseen threats or network congestion. These logs also inform you about web
filtering quotas that have been configured for filtering HT TP traffic.

You must configure logging settings within the web filter profile and apply the filter to a firewall policy so that the
FortiGate unit can record the activity.

IPS (attack)

IPS logs, also referred to as attack logs, record attacks that occurred against your network. Attack logs contain
detailed information about whether the FortiGate unit protected the network using anomaly-based defense
settings or signature-based defense settings, as well as what the attack was.

The IPS or attack log file is especially useful because the log messages that are recorded contain a link to the
FortiGuard Center, where you can find more information about the attack. This is similar to antivirus logs, where
a link to the FortiGuard Center is provided as well that informs you of the virus that was detected by the FortiGate
unit.
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An |PS sensor with log settings enabled must be applied to a firewall policy so that the FortiGate unit can record
the activity.

Packet logs

When you enable packet logging within an IPS signature override or filter, the FortiGate unit examines network
packets, and if a match is found, saves them to the attack log. Packet logging is designed to be used as a
diagnostic tool that can focus on a narrow scope of diagnostics, rather than a log that informs you of what is
occurring on your network.

You should use caution when enabling packet logging, especially within IPS filters. Filter configuration that
contains thousands of signatures could potentially cause a flood of saved packets, which would take up a lot of
storage space on the log device. It would also take a great deal of time to sort through all the log messages, as
well as consume considerable system resources to process.

You can archive packets, but you must enable this option on the Log Settings page. If your log configuration
includes multiple FortiAnalyzer units, packet logs are only sent to the primary (first) FortiAnalyzer unit. Sending
packet logs to the other FortiAnalyzer units is not supported.

Email filter

Email filter logs, also referred to as spam filter logs, record information regarding the content within email
messages. For example, within an email filter profile, a match is found that finds the email message to be
considered spam.

Email filter logs are recorded when the FortiGate unit finds a match within the email filter profile and logging
settings are enabled within the profile.

If you are using a Banned Words List for email filtering, note that the filter pattern num-
ber is only recorded when the source email address contains a banned word.

Archives (DLP)

Recording DLP logs for network use is called DLP archiving. The DLP engine examines email, FTP, IM, NNTP,
and web traffic. Archived logs are usually saved for historical use and can be accessed at any time. IPS packet
logs can also be archived, within the Log Settings page.

You can start with the two default DLP sensors that have been configured specifically for archiving log data,
Content_Archive and Content_Summary. They are available in Security Profiles > Data Leak Prevention.
Content_Archive provides full content archiving, while Content_Summary provides summary archiving. For more
information about how to configure DLP sensors, see the Security Features chapter of the FortiOS Handbook.

You must enable the archiving to record log archives. Logs are not archived unless enabled, regardless of
whether or not the DLP sensor for archiving is applied to the firewall policy.

Network scan

Network scan logs are recorded when a scheduled scan of the network occurs. These log messages provide
detailed information about the network’s vulnerabilities regarding software, as well as the discovery of any further
vulnerabilities.

A scheduled scan must be configured and logging enabled within the Event Log settings, for the FortiGate unit to
record these log messages.
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Log messages

Log messages are recorded by the FortiGate unit, giving you detailed information about the network activity.
Each log message has a unique number that helps identify it, as well as containing fields; these fields, often
called log fields, organize the information so that it can be easily extracted for reports.

These log fields are organized in such a way that they form two groups: the first group, made up of the log fields
that come first, is called the log header. The log header contains general information, such as the unique log
identification and date and time that indicates when the activity was recorded. The log body is the second group,
and contains all the other information about the activity. There are no two log message bodies that are alike,
however, there may be fields common to most log bodies, such asthe srcintf oridentidix log fields.

The log header also contains information about the log priority level which is indicated in the 1evel field. The
priority level indicates the immediacy and the possible repercussions of the logged action. For example, if the
field contains ‘alert’, you need to take immediate action with regards to what occurred. There are six log priority
levels.

The log severity level is the level at and above which the FortiGate unit records logs. The log severity level is
defined by you when configuring the logging location. The FortiGate unit will log all messages at and above the
priority level you select. For example, if you select Error, the unit will log only Error, Critical, Alert, and Emergency
level messages.

Log priority levels

Levels Description

0 - Emergency The system has become unstable.

1 - Alert Immediate action is required.

2 - Critical Functionality is affected.

3 - Error An error condition exists and functionality could be affected.
4 - Warning Functionality could be affected.

5 - Notification Information about normal events.

6 - Information General information about system operations.

The Debug priority level, not shown above, is rarely used. It is the lowest log priority level and usually contains
some firmware status information that is useful when the FortiGate unit is not functioning properly.

Example log header fields

Log header

date=(2010-08-03) The year, month and day of when the event occurred in yyyy-mm-dd
format.
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time=(12:55:06)

log_id=(2457752353)

type=(dip)
subtype=(dip)
level=(notice)

vd=(root)

Example log body fields

The hour, minute and second of when the event occurred in the format
hh:mm:ss.

Afive or ten-digit unique identification number. The number represents that
log message and is unique to that log message. This ten-digit number
helps to identify the log message.

The section of system where the event occurred.

The subtype category of the log message.

The priority level of the event. See the table above.

The name of the virtual domain where the action/event occurred in. If no vir-
tual domains exist, this field always contains root.

Log body

policyid=(1)

identidx=(0)

sessionid=(311)
srcip=(10.10.10.1)
srcport=(1190)
srcintf=(internal)
dstip=(192.168.1.122)
dstport=(80)

dstintf=(wan1)

service=(https)

status=(detected)
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The ID number of the firewall policy that applies to the session or packet.
Any policy that is automatically added by the FortiGate will have an index
number of zero.

The identity-based policy identification number. This field displays zero if
the firewall policy does not use an identity-based policy; otherwise, it dis-
plays the number of the identity-based policy entry that the traffic matched.
This number is not globally unique, it is only locally unique within a given
firewall policy.

The serial number of the firewall session of which the event happened.

The source IP address.

The source port number.

The source interface name.
The destination IP address.
The destination port number.
The destination interface name.

The IP network service that applies to the session or packet. The services
displayed correspond to the services configured in the firewall policy.

The action the FortiGate unit took.
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Log body
hostname=(example.com) The home page of the web site.

url=(/image/trees_pine_ The URL address of the web page that the user was viewing.
forest/)

msg=(data leak detected

(Data Leak Prevention Rule Explains the FortiGate activity that was recorded. In this example, the data

leak that was detected matched the rule, All-HTTP, in the DLP sensor.

matched)
rulename=(All-HTTP) The name of the DLP rule within the DLP sensor.
The action that was specified within the rule. In some rules within sensors,
action=(log-only) you can specify content archiving. If no action type is specified, this field dis-
play log-only.
severity=(1) The level of severity for that specific rule.

Logs from other devices, such as the FortiAnalyzer unit and Syslog server, contain a slightly different log header.
For example, when viewing FortiGate log messages on the FortiAnalyzer unit, the log header contains the
following log fields when viewed in the Raw format:
itime=1302788921 date=20110401 time=09:04:23 devname=FG50BH3G09601792 device
1d=FG50BH3G09601792 log id=0100022901 type=event subtype=system level=notice vd=root
The log body contains the rest of the information of the log message, and this information is unique to the log
message itself.

For detailed information on all log messages, see the FortiGate Log Message Reference.

Explanation of a debug log message

Debug log messages are only generated if the log severity level is set to Debug. The Debug severity level is the
lowest log severity level and is rarely used. This severity level usually contains some firmware status information
that is useful when the FortiGate unit is not functioning properly. Debug log messages are generated by all types
of FortiGate features.

The following is an example of a debug log message:

date=2010-01-25 time=17:25:54 1ogid=9300000000 type=webfilter subtype=urlfilter
level=debug msg="“found in cache”

Example of a Debug log message

Debug log

date=(2010-01-25) The year, month and day of when the event occurred in the format yyyy-
mm-dd.

The hour, minute and second of when the event occurred in the format

time=(17:25:54) e
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Debug log

logid=(93000000000) A ten-digit unique identification number. The number represents that log
message and is unique to that log message. This ten-digit number helps to
identify the log message.

The section of system where the event occurred. There are eleven log types

type=(webfilter) in FortiOS 4.0.

subtype=(urlfilter) The subtype of the log message. This represents a policy applied to the
FortiGate feature in the firewall policy.

level=(debug) The priority level of the event. There are six priority levels to specify.

msg=(“found in cache”) Explains the activity or event that the FortiGate unit recorded.

Viewing log messages and archives

Depending on the log device, you may be able to view logs within the web-based manager or CLI on the
FortiGate unit. If you have configured a FortiAnalyzer unit, local hard disk, or system memory, you can view log
messages from within the web-based manager or CLI. If you have configured either a Syslog or WebTrends
server, you will not be able to view log messages from the web-based manager or CLI. There is also no support
for viewing log messages stored on a FortiCloud server, from the FortiGate unit’s web-based manager or CLI.

You do not have to view log messages from only the web-based manager. You can view log messages from the
CLI as well, using the execute log displaycommand. Thiscommand allows you to see specific log
messages that you already configured within the execute log filter command. The execute log
filter command configures what log messages you will see, how many log messages you can view at one
time (a maximum of 1000 lines of log messages), and the type of log messages you can view. For more
information about viewing log messages in the CLI, see "Viewing logs from the CLI".

There are two log viewing options in FortiOS: Format and Raw. The Raw format displays logs as they appear
within the log file. You can view log messages in the Raw format using the CLI or a text editor, such as Notepad.
Format is in @ more human-readable format, and you can easily filter information when viewing log messages this
way. The Format view is what you see when viewing logs in the web-based manager.

When you download the log messages from within the log message page (for example, Log & Report >
Forward Traffic), you are downloading log messages in the Raw format.

Viewing log messages in detail

From any log page, you can view detailed information about the log message in the log viewer table, located (by
default) at the bottom of the page. Each page contains this log viewer table. The Log Viewer Table can contain
the Archive tab, which allows you to see the archived version of the log message. The Archive tab only displays
the archived log’s details if archiving is enabled and logs are being archived by the FortiGate unit, but archived
logs will also be recorded when using a FortiAnalyzer unit or the FortiCloud service.

When you are viewing traffic log messages, some of the categories (such as ‘Application Name’) have entries that
can be selected to open a dialog box containing FortiGuard information about the entry. From within the dialog
box, you can select the Reference link and go directly to the corresponding FortiGuard page, which contains
additional information.
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Viewing logs in Raw format allows you to view all log fields at once, as well as have a log file available regardless
of whether you are archiving logs or not. You download the log file by selecting Download Log. The log file is
named in the following format: <log_type><log_location><log_date/time>.<log_number>.log. For example,
SystemEventLog-disk-2012-09-19T12_13_46.933949.log, which is an event log. The time period is the day and
month of when the log was downloaded, not the time period of the log messages within the file itself.

Quarantine

Within the Log & Report menu, you can view detailed information about each quarantined file. The information
can either be sorted or filtered, depending on what you want to view.

You must enable quarantine settings within an antivirus profile and the destination must be configured in the CLI
usingthe config antivirus gquarantine command. The destination can be either a FortiAnalyzer unit or
local disk.

Sort the files by file name, date, service, status, duplicate count (DC), or time to live (TTL). Filter the list to view
only quarantined files with a specific status or from a specific service.

The file quarantine list displays the following information about each quarantined file.
Quarantine page

Lists all files that are considered quarantined by the unit. On this page you can filter information so that only
specific files are displayed on the page.

GUI Item Description

Source Either FortiAnalyzer or Local Disk, depending where you configure to
quarantined files to be stored.

Sort the list. Choose from: Status, Service, File Name, Date, TTL, or

Sort by Duplicate Count. Select Apply to complete the sort.

Filter Filter the list. Choose either Status (infected, blocked, or heuristics) or Ser-
vice (IMAP, POP3, SMTP, FTP, HTTP, MM1, MM3, MM4, MM7, IM, or
NNTP). Select Apply to complete the filtering. Heuristics mode is con-
figurable through the CLI only.
If your unit supports SSL content scanning and inspection Service can also
be IMAPS, POP3S, SMTPS, or HTTPS. For more information, see the
Security Features chapter of the FortiOS Handbook.
Select to apply the sorting and filtering selections to the list of quarantined

Apply files.

Delete Select to delete the selected files.

Page Controls Use the controls to page through the list.
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GUI Item Description

Remove All Entries Removes all quarantined files from the local hard disk.
This icon only appears when the files are quarantined to the hard disk.

The file name of the quarantined file. When a file is quarantined, all spaces

are removed from the file name, and a 32-bit checksum is performed on the

file. The checksum appears in the replacement message but not in the quar-
antined file. The file is stored on the FortiGate hard disk with the following

. naming convention:

File Name

<32bit_CRC>.<processed_filename>

For example, a file named Over Size.exe is stored as 3fc155d2.over-
size.exe.

Date The date and time the file was quarantined, in the format dd/mm/yyyy
hh:mm. This value indicates the time that the first file was quarantined if
duplicates are quarantined.

The service from which the file was quarantined (HTTP, FTP, IMAP, POP3,
Service SMTP, MM1, MM3, MM4, MM7, IM, NNTP, IMAPS, POP3S, SMTPS, or
HTTPS).

Status The reason the file was quarantined: infected, heuristics, or blocked.

Specific information related to the status, for example, “File is infected with

223 DTG “W32/Klez.h™ or “File was stopped by file block pattern.”

DC Duplicate count. A count of how many duplicates of the same file were quar-
antined. A rapidly increasing number can indicate a virus outbreak.

Time to live in the format hh:mm. When the TTL elapses, the FortiGate
unit labels the file as EXP under the TTL heading. In the case of duplicate
files, each duplicate found refreshes the TTL.

TTL
The TTL information is not available if the files are quarantined on a
FortiAnalyzer unit.
Upload status Y indicates the file has been uploaded to Fortinet for analysis, N indicates
the file has not been uploaded.
This option is available only if the FortiGate unit has a local hard disk.
Select to download the corresponding file in its original format.
Download
This option is available only if the FortiGate unit has a local hard disk.
Submit Select to upload a suspicious file to Fortinet for analysis.
This option is available only if the FortiGate unit has a local hard disk.
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Customizing the display of log messages on the web-based manager

Customizing log messages on the web-based manager allows you to remove or add columns from the page and
filter the information that appears. For example, you can view only log messages that appeared on December 4,
between the hours of 8:00 and 8:30 am.

1. Select the submenuin Log & Reportin which you want to customize the display of log messages, such as Log
& Report > Forward Traffic.

2. Right click on the title bar at the top of any column, and uncheck a column title such as Date/Time to remove it
from the interface. Check other columns to add them to the interface. When you are finished, click outside the
menu and the page will refresh with the new column settings in place.

3. Choose a column you'd like to filter, and select the funnel icon next to the title of the column. For example, select
the funnel in the Src (Source) column. In the text field, enter the source IP address 1.1.1.1 and then select the
check box beside NOT.

This filters out the all log messages that have the 1.1.1.1 source IP address in the source IP log field, such as the
ones generated when running log tests in the CLI.

4. Select OK to save the customize settings, and then view the log messages on the page.

Log messages that originate from the 1.1.1.1 source address will no longer appear in the list.

How to download log messages and view them from on a computer

After recording some activity, you can download log messages to view them from a computer. This is can be very
useful when in a remote location, or if you want to view log messages at your convenience, or to view packet logs
or traffic logs.

1. InLog & Report, select the submenu that you want to download log messages from.
For example, Log & Report > Forward Traffic.

2. Select the Download Log option and save the log file to your computer.
The log file will be downloaded like any other file. Log file names contain their log type and date in the name, so it
is recommended to create a folder in which to archive your log messages, as they can be sorted easily.

3. Open atext editor such as Notepad, open the log file, and then scroll to view all the log messages.
You can easily search or scroll through the logs to see the information that is available.

Log files and types

As the log messages are being recorded, log messages are also being put into different log files. The log file
contains the log messages that belong to that log type, for example, traffic log messages are put in the traffic log
file.

When downloading the log file from within Log & Report, the file name indicates the log type and the device on
which it is stored, as well as the date, time, and a unique id for that log.

This name is in the format <logtype> - <logdevice> - <date> T <time> . <id>.log.
For example, AntiVirusLog-disk-2012-09-13T11_07_57.922495.log.

Below, each of the different log files are explained. Traffic and Event logs come in multiple types, but all contain
the base type such as ‘Event’ in the filename.
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Log Types based on network traffic

Log Type Description

Traffic The traffic logs records all traffic to and through the FortiGate interface. Dif-
ferent categories monitor different kinds of traffic, whether it be forward,
local, or sniffer.

The event logs record management and activity events within the device in
particular areas: System, Router, VPN, User, Endpoint, HA, WAN

Event Opt./Cache, and WiFi. For example, when an administrator logs in or logs
out of the web-based manager, it is logged both in System and in User
events.

Antivirus The antivirus log records virus incidents in Web, FTP, and email traffic.

The web filter log records HTTP FortiGate log rating errors including web

UL (LS content blocking actions that the FortiGate unit performs.
Application Control The application log records application usage, monitoring or blocking as
configured in the security profiles.
. The intrusion log records attacks that are detected and prevented by the
Intrusion . .
FortiGate unit.
Email Filter The email filter log records blocking of email address patterns and content

in SMTP, IMAP, and POP3 traffic.

The Vulnerability Scan (Netscan) log records vulnerabilities found during

Vulnerability Scan the scanning of the network.

Data Leak Prevention The Data Leak Prevention log records log data that is considered sensitive
and that should not be made public. This log also records data that a com-
pany does not want entering their network.

The VolP log records VolP traffic and messages. It only appears if VoIP is
enabled on the Administrator Settings page.

VolP
Log database and datasets

The log database, also known as the SQL log database, is used to store logs on FortiGate units that have a built-
in hard disk. The log database uses Structured Query Lanaguage (SQL), specifically it uses SQLite which is an
embedded Relational Database Management System (RDBMS).

If you have disabled SQL logging and have factory defaults on the FortiGate unit, and
then you upgrade the firmware, the upgrade will automatically disable SQL logging.

When this occurs, you must re-enable SQL logging manually.

The FortiGate unit creates a database table for each log type, when log data is recorded. If the FortiGate unit is
not recording log data, it does not create log tables for that device.
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If you want to view the size of the database, as well as the log database table entries, use the get report
sql status command. This command displays the amount of free space that is available as well as the first
and last log database entry time and date.

The output of the get report sgl status command contains information similar to the following:

Database size: 294912
Free size in database: 0
Database Page Size: 8192
Entry number:

Event: 49
Traffic: 370
Attack: 2

AntiVirus: 4

WebFilter: 254

AntiSpam: 2

Netscan: 18

Total: 699

First entry time: 2012-09-10 11:41:02
Last entry time: 2012-09-13 02:59:59

The log database is not only used to store logs, but also used to extract the information for reports. Reports are
built from datasets, which are SQL statements that tell the FortiGate unit how to extract the information from the
database. You can create your own datasets; however, SQL knowledge is required. Default datasets are
available for reports.

Notifications about network activity

Alert email messages provide notification about activities or events logged. These email messages also provide
notification about log severities that are recorded, such as a critical or emergency.

You can send alert email messages to up to three email addresses. Alert messages are also logged and can be
viewed from the Event Log menu, in the System Event log file.

You can use the alert email feature to monitor logs for log messages, and to send email notification about a
specific activity or event logged. For example, if you require notification about administrators logging in and out,
you can configure an alert email that is sent whenever an administrator logs in and out. You can also base alert
email messages on the severity levels of the logs.

Before configuring alert email, you must configure at least one DNS server if you are configuring with an Fully
Qualified Domain Server (FQDN). The FortiGate unit uses the SMTP server name to connect to the mail server,
and must look up this name on your DNS server. You can also specify an IP address.

one log message before an interval is reached, the FortiGate unit combines the mes-

‘6' The default minimum log severity level is Alert. If the FortiGate unit collects more than
- sages and sends out one alert email.

How to configure email notifications

The following explains how to configure an alert email notification for IPsec tunnel errors, firewall authentication
failure, configuration changes and FortiGuard license expiry.

1. In System > Advanced, under Email Service, configure the SMTP server.
The SMTP server settings allow the FortiGate unit to know exactly where the email will be sent from, as well as
who to send it to. The SMTP server must be a server that does not support SSL/TLS connections; if the SMTP
server does, the alert email configuration will not work. The FortiGate unit does not currently support SSL/TLS
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connections for SMTP servers.

2. InLog & Report > Alert E-mail, enter the source email in the Email From field, and up to three target
addresses in the Email To fields.

3. Below the email entry, you can configure the email responses. By default, the Send alert email for the
following is enabled. Select the check boxes beside IPsec tunnel errors, Configuration changes and
Firewall authentication failure.

These alerts will be sent to the email address specified when the trigger occurs. For example, a user attempts to
connect to the branch office of the company but cannot; the FortiGate unit detects an |IPsec tunnel error, records
the event, and then sends the notice to the email address specified in the SMTP server settings.

4. Select FortiGuard license expiry time: and then enter 10 so that the email notification will be sent ten days
prior to the FortiGuard license expiration.
You can choose up to 100 days prior to when the license will expire. The default time is 15 days. By using this alert
email notification, you can easily know when to send an re-registration request long before the expiry.

Log devices

The FortiGate unit supports a variety of log devices, including the FortiCloud service and FortiAnalyzer units. This
provides greater flexibility not only when choosing a log device, but also when your logging requirements need
updating.

When you have developed a plan that meets your logging needs and requirements, you need to select the log
device that is appropriate for that plan. A log device must be able to store all the logs you need, and if you require
archiving those logs, you must consider what log devices support this option.

During this process of deciding what log device meets your needs and requirements, you must also figure out how
to provide a backup solution in the event the log device that the FortiGate unit is sending logs to has become
unavailable. A backup solution should be an important part of your log setup because it helps you to maintain all
logs and prevents lost logs, or logs that are not sent to the log device. For example, a daily backup of log files to
the FortiAnalyzer unit occurs at 5 pm.

Log devices provide a central location for storing logs recorded by the FortiGate unit. The following are log
devices that the FortiGate unit supports:

+ FortiGate system memory

« Hard disk or AMC

« SQL database (for FortiGate units that have a hard disk)

« FortiAnalyzer unit

« FortiCloud service

« Syslog server

These log devices, except for the FortiGate system memory and local hard disk, can also be used as a backup

solution. For example, you can configure logging to the FortiGate unit’s local disk, but also configure logging to a
FortiCloud server and archive logs to both the FortiCloud server and a FortiAnalyzer unit.

If you are formatting a disk that contains more than just logs, all information on the
disk will be lost.
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A match is found; the DLP sensor, dip_sensor, had a rule within it called All-HT TP with the action Exempt applied
to the rule. The sensor also has Enable Logging selected, which indicates to the FortiGate unit that the activity
should be recorded and placed in the DLP log file.

The FortiGate unit exempts the match, and places the recorded activity (the log message) within the DLP log file.
According to the log settings that were configured, logs are stored on the FortiGate unit’s local hard drive. The
FortiGate unit places the DLP log file on the local hard drive.

FortiOS features available for logging

Logs record FortiGate activity, providing detailed information about what is happening on your network. This
recorded activity is found in log files, which are stored on a log device. However, logging FortiGate activity
requires configuring certain settings so that the FortiGate unit can record the activity. These settings are often
referred to as log settings, and are found in most security profiles, but also in Log & Report > Log Settings.

Log settings provide the information that the FortiGate unit needs so that it knows what activities to record. This
topic explains what activity each log file records, as well as additional information about the log file, which will
help you determine what FortiGate activity the FortiGate unit should record.

Traffic

Traffic logs record the traffic that is flowing through your FortiGate unit. Since traffic needs firewall policies to
properly flow through the unit, this type of logging is also referred to as firewall policy logging. Firewall policies
control all traffic that attempts to pass through the FortiGate unit, between FortiGate interfaces, zones and VLAN
sub-interfaces.

Logging traffic works in the following way:

L]

L]

firewall policy has logging enabled on it (Log Allowed Traffic)

packet comes into an inbound interface

a possible log packet is sent regarding a match in the firewall policy, such as a URL filter
traffic log packet is sent, per firewall policy

packet passes and is sent out an interface

Traffic log messages are stored in the traffic log file. Traffic logs can be stored any log device, even system
memory.

FortiOS Handbook for FortiOS 5.6.3

All security profile-related logs are now tracked within the Traffic logs, as of FortiOS 5.0, so all forward traffic can
be searched in one place, such as if you are looking to see all activity from a particular address, security feature or
traffic. Security profile logs are still tracked separately in the Security Log section, which only appears when logs
exist.

If you have enabled and configured WAN Optimization, you can enable logging of this activity in the CLI using the
config wanopt setting command. These logs contain information about WAN Optimization activity and
are found in the traffic log file. When configuring logging of this activity, you must also enable logging within the
security policy itself, so that the activity is properly recorded.

Sniffer

The Sniffer log records all traffic that passes through a particular interface that has been configured to act as a
One-Armed Sniffer, so it can be examined separately from the rest of the Traffic logs.

Fortinet Technologies Inc.
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Other Traffic

The traffic log also records interface traffic logging, which is referred to as Other Traffic. Other Traffic is enabled
only in the CLI. When enabled, the FortiGate unit records traffic activity on interfaces as well as firewall policies.
Logging Other Traffic puts a significant system load on the FortiGate unit and should be used only when
necessary.

Logging other traffic works in the following way:

« firewall policy has logging enabled on it (Log Allowed Traffic) and other-traffic

« packet comes into an interface

« interface log packet is sent to the traffic log that is enabled on that particular interface
« possible log packet is sent regarding a match in the firewall policy, such as URL filter
« interface log packet is sent to the traffic log if enabled on that particular interface

« packet passes and is sent out an interface

« interface log packet is sent to traffic (if enabled) on that particular interface

Event

The event log records administration management as well as FortiGate system activity, such as when a
configuration has changed, admin login, or high availability (HA) events occur. Event logs are an important log file
to record because they record FortiGate system activity, which provides valuable information about how your
FortiGate unit is performing.

Event logs help you in the following ways:

« keeping track of configuration setting changes

« [Psecnegotiation, SSL VPN and tunnel activity

« quarantine events, such as banned users

« system performance

+« HAevents and alerts

« firewall authentication events

« wireless events on models with WiFi capabilities

« activities concerning modem and internet protocols L2TP, PPP and PPPoE
« VIP activities

« AMC disk’s bypass mode

« VoIP activities that include SIP and SCCP protocols.

As of 5.4, every 'execute' CLI command now generates an 'audit’ event log, allowing you to track configuration
changes. You can enable/disable this feature in the CLI:

config system global
set cli-audit-log [enable|disable]
end

The FortiGate unit records event logs only when events are enabled.

Traffic Shaping

Traffic shaping, per-IP traffic shaping and reverse direction traffic shaping settings can be applied to a firewall
policy, appearing within the traffic log messages.
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By enabling this feature, you can see what traffic shaping, per-IP traffic shaping and reverse direction traffic
shaping settings are being used.

Data Leak Prevention

Data Leak Prevention logs, or DLP logs, provide valuable information about the sensitive data trying to get
through to your network as well as any unwanted data trying to get into your network. The DLP rules within a DLP
sensor can log the following traffic types:

« email (SMTP, POP3 or IMAP; if SSL content SMTPS, POP3S, and IMAPS)
« HTTP

« HTTPS

« FTP

« NNTP

o IM

A DLP sensor must have log settings enabled for each DLP rule and compound rule, as well as applied to a
firewall policy so that the FortiGate unit records this type of activity. A DLP sensor can also contain archiving
options, which these logs are then archived to the log device.

NAC Quarantine

Within the DLP sensor, there is an option for enabling NAC Quarantine. The NAC Quarantine option allows the
FortiGate unit to record details of DLP operation that involve the ban and quarantine actions, and sends these to
the event log file. The NAC Quarantine option must also be enabled within the Event Log settings. When
enabling NAC quarantine within a DLP Sensor, you must enable this in the CLI because it is a CLI-only
command.

Media Access Control (MAC) Address

MAC address logs provide information about MAC addresses that the FortiGate unit sees on the network as well
as those removed from the network. These log messages are stored in the event log (as subtype network; you
can view these log messages in Log & Report > System Events) and are, by default, disabled in the CLI. You
can enable logging MAC addresses using the following command syntax:

config log setting
set neighbor-event enable
end

When enabled, a new log message is recorded every time a MAC address entry is added to the ARP table, and
also when a MAC address is removed as well. A MAC address log message is also recorded when MAC
addresses are connected to the local switch, or from a FortiAP or FortiSwitch unit.

Application control

Application control logs provide detailed information about the traffic that internet applications such as Skype are
generating. The application control feature controls the flow of traffic from a specific application, and the
FortiGate unit examines this traffic for signatures that the application generates.

The log messages that are recorded provide information such as the type of application being used (such as P2P
software), and what type of action the FortiGate unit took. These log messages can also help you to determine
the top ten applications that are being used on your network. This feature is called application control monitoring
and you can view the information from a widget on the Executive Summary page.
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The application control list that is used must have logging enabled within the list, as well as logging enabled
within each application entry. Each application entry can also have packet logging enabled. Packet logging for
application control records the packet when an application type is identified, similar to IPS packet logging.

Logging of application control activity can only be recorded when an application control list is applied to a firewall
policy, regardless of whether or not logging is enabled within the application control list.

Antivirus

Antivirus logs are recorded when, during the antivirus scanning process, the FortiGate unit finds a match within
the antivirus profile, which includes the presence of a virus or grayware signature. Antivirus logs provide a way to
understand what viruses are trying to get in, as well as additional information about the virus itself, without having
to go to the FortiGuard Center and do a search for the detected virus. The link is provided within the log message
itself.

These logs provide valuable information such as:

« the name of the detected virus

« the name of the oversized file or infected file

« the action the FortiGate unit took, for example, a file was blocked

« URL link to the FortiGuard Center which gives detailed information about the virus itself

The antivirus profile must have log settings enabled within it so that the FortiGate unit can record this activity, as
well as having the antivirus profile applied to a firewall policy.

Web Filter

Web filter logs record HT TP traffic activity. These log messages provide valuable and detailed information about
this particular traffic activity on your network. Web filtering activity is important to log because it can inform you
about:

« what types of web sites employees are accessing

« users attempting to access banned web sites and how often this occurs

« network congestion due to employees accessing the Internet at the same time

« web-based threats resulting from users visiting non-business-related web sites

Web Filter logs are an effective tool to help you determine if you need to update your web filtering settings within

a web filter profile due to unforeseen threats or network congestion. These logs also inform you about web
filtering quotas that have been configured for filtering HT TP traffic.

You must configure logging settings within the web filter profile and apply the filter to a firewall policy so that the
FortiGate unit can record the activity.

IPS (attack)

IPS logs, also referred to as attack logs, record attacks that occurred against your network. Attack logs contain
detailed information about whether the FortiGate unit protected the network using anomaly-based defense
settings or signature-based defense settings, as well as what the attack was.

The IPS or attack log file is especially useful because the log messages that are recorded contain a link to the
FortiGuard Center, where you can find more information about the attack. This is similar to antivirus logs, where
a link to the FortiGuard Center is provided as well that informs you of the virus that was detected by the FortiGate
unit.
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An |PS sensor with log settings enabled must be applied to a firewall policy so that the FortiGate unit can record
the activity.

Packet logs

When you enable packet logging within an IPS signature override or filter, the FortiGate unit examines network
packets, and if a match is found, saves them to the attack log. Packet logging is designed to be used as a
diagnostic tool that can focus on a narrow scope of diagnostics, rather than a log that informs you of what is
occurring on your network.

You should use caution when enabling packet logging, especially within IPS filters. Filter configuration that
contains thousands of signatures could potentially cause a flood of saved packets, which would take up a lot of
storage space on the log device. It would also take a great deal of time to sort through all the log messages, as
well as consume considerable system resources to process.

You can archive packets, but you must enable this option on the Log Settings page. If your log configuration
includes multiple FortiAnalyzer units, packet logs are only sent to the primary (first) FortiAnalyzer unit. Sending
packet logs to the other FortiAnalyzer units is not supported.

Email filter

Email filter logs, also referred to as spam filter logs, record information regarding the content within email
messages. For example, within an email filter profile, a match is found that finds the email message to be
considered spam.

Email filter logs are recorded when the FortiGate unit finds a match within the email filter profile and logging
settings are enabled within the profile.

If you are using a Banned Words List for email filtering, note that the filter pattern num-
ber is only recorded when the source email address contains a banned word.

Archives (DLP)

Recording DLP logs for network use is called DLP archiving. The DLP engine examines email, FTP, IM, NNTP,
and web traffic. Archived logs are usually saved for historical use and can be accessed at any time. IPS packet
logs can also be archived, within the Log Settings page.

You can start with the two default DLP sensors that have been configured specifically for archiving log data,
Content_Archive and Content_Summary. They are available in Security Profiles > Data Leak Prevention.
Content_Archive provides full content archiving, while Content_Summary provides summary archiving. For more
information about how to configure DLP sensors, see the Security Features chapter of the FortiOS Handbook.

You must enable the archiving to record log archives. Logs are not archived unless enabled, regardless of
whether or not the DLP sensor for archiving is applied to the firewall policy.

Network scan

Network scan logs are recorded when a scheduled scan of the network occurs. These log messages provide
detailed information about the network’s vulnerabilities regarding software, as well as the discovery of any further
vulnerabilities.

A scheduled scan must be configured and logging enabled within the Event Log settings, for the FortiGate unit to
record these log messages.
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Other Traffic

The traffic log also records interface traffic logging, which is referred to as Other Traffic. Other Traffic is enabled
only in the CLI. When enabled, the FortiGate unit records traffic activity on interfaces as well as firewall policies.
Logging Other Traffic puts a significant system load on the FortiGate unit and should be used only when
necessary.

Logging other traffic works in the following way:

« firewall policy has logging enabled on it (Log Allowed Traffic) and other-traffic

« packet comes into an interface

« interface log packet is sent to the traffic log that is enabled on that particular interface
« possible log packet is sent regarding a match in the firewall policy, such as URL filter
« interface log packet is sent to the traffic log if enabled on that particular interface

« packet passes and is sent out an interface

« interface log packet is sent to traffic (if enabled) on that particular interface

Event

The event log records administration management as well as FortiGate system activity, such as when a
configuration has changed, admin login, or high availability (HA) events occur. Event logs are an important log file
to record because they record FortiGate system activity, which provides valuable information about how your
FortiGate unit is performing.

Event logs help you in the following ways:

« keeping track of configuration setting changes

« [Psecnegotiation, SSL VPN and tunnel activity

« quarantine events, such as banned users

« system performance

+« HAevents and alerts

« firewall authentication events

« wireless events on models with WiFi capabilities

« activities concerning modem and internet protocols L2TP, PPP and PPPoE
« VIP activities

« AMC disk’s bypass mode

« VoIP activities that include SIP and SCCP protocols.

As of 5.4, every 'execute' CLI command now generates an 'audit’ event log, allowing you to track configuration
changes. You can enable/disable this feature in the CLI:

config system global
set cli-audit-log [enable|disable]
end

The FortiGate unit records event logs only when events are enabled.

Traffic Shaping

Traffic shaping, per-IP traffic shaping and reverse direction traffic shaping settings can be applied to a firewall
policy, appearing within the traffic log messages.
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Accounting (AAA) management systems to facilitate user authentication processes. admission control from various entry points, giving users a simplified
= Wide-ranging single sign-on identity acquisition methods, including experience while implementing greafer securiy.
Windows AD, terminal servers, access portals, and mail services = Eagily implemen: two-factor authentication for user and administrator
= Buil-in token servar that manages botn physical and mobile tokens access atftle cost.
for use with various FortiOS authentication requirements such as VPN
access and FortiGate administration.
Compliance = Periodic system configuration check using a ore-defined = Automates compliance auditing which frees up adminisiration

PCl-compliance checklist

Endpoint enforcement: posture checking profle assignment based on
device/user groups

NEW: Fabric-wide FortiGate security configuration and client
vulnerability status aucits

resources

Simplified moblle user security enforcement by easlly distributing and
updating clients’ security profiles that are consistent with gateway
protection

Quickly verify the status and health of your connected devices within

the Fabric and identify any gaps that can potentially leave you at
greater risk

Advance Threat Protection (ATP)

Flow- and proxy-based AV options for choice between protection and
performance

Local file quarantine (for models with storage)

Anti-bot capability using IP reputation DB terminates botnet
communication to C&C servers

Receive dynamic remediation (malicious file checksum and URLS) DB
updates and detail analysis reports from external Fortinet file analysis
solution (FortiSandbox)

Supported by proven and industry-validated AV research services

Ability to adopt robust ATP framework that reaches mobile users and
branch offices, detecting and preventing advanced attacks that may
bypass traditional defenses by examining files from varlous vectors,
including encrypted files

Wireless Controller

Integrated wireless controller for Fortinel's wide range of AP form
factors, including indoor, outdoor, and remote models, with no
addttional license or component fees

Enterprise-class wireless management functionality, including rogue AP
protection, wireless security, monitoring, and reporting

NEW: 802.3az support on WAVE2 WiFi APs
NEW: Manage distrbuted cloud-based FortAPs

The wireless controller integrated into the FortiGale console provides
true single-pans-of-glass management for ease-of-use and lower TCO.

Switch Controller

Integrated switch contraller for Fortinet access switches with no
addttional license or component fees

NEW: Improved GUI configuration support

Expands security to access level to stop threats and protect terminals
from one another

WAN Interface Manager

Supparts the use of 3G/4G modems via USB port or FortiExtender

Allows organizations to use or add 3G/4G connectivity for WAN
connections whlle maintaining access control and defining usage for
those links

F:ERTINET
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Operation

FortiOS provides a broad set of operation tools that make identification and response to security and network issues effective. Security

operations is further optimized with automations which contribute to faster and more accurate problem resolutions.

FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
Configuration = Wide variely of configuration tools — Client software, Web Ul, and CLI = Unique FortiExplorer configuration tool allows administrators to quickly
= Fase of use with Intultive, state-of-the-art GUI and wizards access configurations, including via mobile phones and tablets,
= One-click access and actions between log viewers ForiView, policy VPN wizards facilitate easy setup, including to popular mobile clients
taoles. and more and other vendors' VPN gateways.
= |nielligent object panel for policy setups and edits = [seful one-click access and actions bring administrators to next steps
quickly and accurately to swiftly mitigate threats or resolve problems.
Log & Report = Detalled logs and out-of-the-box reports that are essential for = |ncludes deep contextual information, including source device details
compliance, audits, and diagnostic purposes and strong audit trail
= NEW: Real-time logging to FortiAnalyzer and FortiCloud = GUI Report Editor offering highly customizable reports
= NEW: Common Event Format (CEF) support = Managing logs halistically simplifies configuration and guarantees
= NEW: Logging consolidation winin Security Fabric that critical information from every FortiGate Is centrally collected and
available for analysis. This closes any gaps in intelligence.
Diagnostics = Diagnostic CLI commands, session tracer, and packet capture for = Comprehensive diagnostic tools help organizations quickly remediate
troubleshooting hardware, system, and network issues problems and investigate abnormal situations.
= Hardware testing suite on CLI
= Policy and routing GUI tracer
Monitoring = Real-time monitors = Dashboard NOC view allows you to keep mission-critical information in

NEW: NOC Dashboard

view at all times. Interactive and drill-down widgets avoid dead-ends
during your investigations, keeping analysis moving quickly and smoothly.

Policy and Control

FortiGate provides a valuable policy enforcement point in your network where you can control your network traffic and apply security
technologies. With FortiOS, you can set consolidated policies that include granular security controls. Every security service is managed
through a similar paradigm of control and can be easily plugged into a consolidated policy. Intuitive drag-and-drop controls allow you to

easily create policies and one-click navigation shortcuts allow you to more quickly quarantine end points or make policy edits.

FEATURE
Policy Objects

HIGHLIGHTS

GeolP and FQDN defined address abjects 1o intelligently track dynamic
[PAP ranges

Internet Service DB: dynamically updated DB that provides a list of
popular cloud applications with their vital information that can be used
for policy setup, routing, and link load-balancing configurations.

THE FORTINET ADVANTAGE

Comprehensive range of object types that facilitate today's dynamic
and granular network requirements

Device Identification

|dentification and control of network access for different types of
devices present on the network

NEW: Imoroved device identification and management

Empowers organizations to add critical security to today's BYOD
environment by identifying and controlling personal devices

SSL Inspection

Effectively examine SSL-encrypted traffic with various security controls,
such as AV and DLP

High-performance SSL inspection with content processors
Reputable sites database for exemptions

|dentify and block threats hidden within encrypted traffic without
significantly impacting performance.

Actions

Implements security policies that use a combination of source objects,
IPs, users, and/or devices.

Highly cuslomizable notifications are sent when user activities are
not allowed.

Automatically or manually quarantine users/atiackers,
Directs registered FortiClient to host quarantine,

Flexible policy setup using additional identified elements and active
user notifications assist organizations in implementing effective network
security, while robust guarantining features helps to mitigate threats.

www.fortinet.com
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Security

FortiGuard Labs provides the industry-leading security services and threat intelligence delivered through Fortinet solutions. FortiOS manages
the broad range of FortiGuard services available for the FortiGate platform, including application control, intrusion prevention, web filtering,
antivirus, advanced threat protection, SSL inspection, and mobile security. Services can be licensed a la carte or in a cost-effective bundle
for maximum flexibility of deployment.

Industry-leading security effectiveness

Fortinet solutions are consistently validated for industry-leading security effectiveness in
industry tests by NSS Labs for IPS and application control, by Virus Bulletin in the VB100
comparative anti-malware industry tests, and by AV Comparatives.

NSSL)

= Recommended Next Generation Firewall with near perfect, 99.6% security
effectiveness rating. (2016 NSS Labs NGFW Test of FortiGate 3200D)

AV

comparatives

@Iabs

WFIHEWALL- CORPORATE

= Recommended Breach Detection Systems with 99%+ overall detection. (2016 NSS
Breach Detection Systems Test of FortiGate 500D with FortiSandbox Cloud)

= Recommended Data Center Intrusion Prevention Systems with 99.9% exploit

block rate, highest in test. (2016 NSS Data Center Intrusion Prevention Test with
. labs labs
FortiGate 3000D)
WANTI-VIRUS WSSL VeN
= Highest antivirus security effectiveness of any vendor offering a next generation firewall
and 2nd highest security effectiveness of all business antivirus solutions tested.
(Oct 2014-April 2015 Virus Bulletin Reactive and Proactive Test average results) @labs @labs
= |CSA Certified network firewalls, network IPS, IPsec, SSL-TLS VPN, antivirus. NGB enwork s GG psc-pasic
FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
Anti-Malware = Flow- and proxy-based AV options for choice between protection Supported by proven and industry-validated AV research services.
and performance. Ability to adopt robust ATP framework that reaches mobile users and
= Anti-bot capability using IP reputation DB terminates botnet branch offices, detscting and preventing advanced attacks that may
communication to C&C servers. bypass traditional defenses by examining files from various vectors,
= Receive dynamic remediation (malicious fle checksum and URLS) including encrypted files.
DB updates and detail analysis reports from external Fortinet file
analysis solution (FortiSandbox).
IPS and DoS = Regular and rate-based signatures, supported oy Proven quality protection with “NSS Recommended” award for superior
zero-day threat protection and research for effective. IPS coverage and cost/performance.
implementation. Adapts to enterprise needs with full IPS features and NGIPS capabilities,
= |ntegrated DoS protection defends against abnormal traffic behaviors. such as contextual visiollity.
= CVE reference for IPS signatures. Supports various network deployment requirements, such as sniffer
mode, and compatible with actve-bypass FortiBridge or buili-in bypass
ports for selected model,
Application Control = Detects and acts against traffic based on applications while providing Superior coverage, including both desktop and mobile applications,
visibility on network usage. enabling better management of network access policies.
= Fine-grained control on popular cloud applications, such as SalesForce, Applies deeper application inspections for better control and visibility as
Goagle Docs, and Dropbox. more enterprises rely on public cloud services.
Web Filtering = Enterprise-class URL filtering solution that includes quotas, user Multi-layered anti-proxy avoidance capabilities with integrated

overrides, fransparent safe search, and search engine keyword logging.

Superior coverage with URL ratings of over 70 languages and identifies
redirected (cached and translated) sites.

application control and IPS allow organizations to implement air-tight
web usage contrals,
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HIGHLIGHTS

FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
Firewall = High-performance firewall with SPU-powered appliance = Industry's top firewall appliance with superior cost-performance ratio
= Fasy-fo-use policy management with unique Section or Globel
View options
= NEW: NGFW Policy-Based Mode
VPN = Comprehensive enterprise-class features for various types of = The FortiGate's unmatched performance for VPN allows organizations
VPN setups to establish secure communications and data privacy between multiple
=SS and IPsec VPN wizards networks and hosts by leveraging custom security processors (SPUS)
to accelerate encryption and decryption of network traffic.
DLP = Monitor network traffic and stop sensitive information from leaving the = Prevent sensitive information from leaving the network, easily and
network by matching against file format and content definitions. cost-effectively.
= The FortiExplorer Watermark Tool allows organizers to apply document
marking for DLP.
Email Filtering = Highly effective, mullilaysred spam filters with low false positives = (ost-efficient anti-spam solution for small organizations or branch
= offices without requiring investment in an additional system
Networking

With FortiOS you can manage your networking and security in one consistent native OS on the FortiGate. FortiOS delivers a wide range of
networking capabilities, including extensive routing, NAT, switching, Wi-Fi, WAN, load balancing, and high availability, making the FortiGate a

popular choice for organizations wanting to consolidate their networking and security functions.

SD WAN

Fortinet’s Distributed Enterprise Firewall enables software-defined
WAN (SD-WAN). It essentially links network and security paths across

the world through the Internet or private WAN links, making it a truly
borderless infrastructure for the enterprise. In addition, it provides
application visibility and intelligent load balancing. Consolidation and
control of network security features in a centralized environment

simplifies administration.

Load Balancing Algorithm

Volume SRR Spillover | Source-Destination IP | Source IP

Sessions Weight

W owanl: |1
wan2;

SD-WAN Usage
Bandwidth [T

Upstream

W wanl: 216 B/s
wan2: 530B/s

Downstream

M wanl: 1.8kB/s
wan2: 1.3kB/s

FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
Routing / NAT = Comprehensive routing protocols and NAT support = Wide ranging routing features that meet carrier and enterprise
= Traffic redirection with ICAP and WCCP support resllience networking reuirements
L2 / Switching = Ability to craft software switches or emulate VLAN switches from = Flexible interface configurations offer various setup possibilities that

interfaces
Support SPAN ports and port aggregation with multiple interfaces.

Implement admission control modes on interfaces such as 802.1x or
captive portal.

Comprehensive WiFi and WAN interface configuration options
NEW: VXLAN support

best suit an organization’s network requirements, while providing
optional access securtty.

Offline Inspection

Sniffer mode allows threat and usage monitoring of network
activities offline.

= Offine mode provides flexibility when deploying into existing critical
networks where in-line security solution is not yet appropriate.

www.fortinet.com
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HIGHLIGHTS

FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
SD WAN = Comprehensive WAN Link LB algorithm, link status, plus quality checks, = Robust multi-link feature aids organizations in SD-WAN implementation.
and policy routing support = QoS capabilities adjust allocation of bandwicth ta different traffic
= Direct traffic among WAN links based on applications and users/ types, improving the performance and stability of latency-sensitive or
User groups bandwidth-intensive network applications.
= Manage the level of service and preference given to the various types = Built-in WAN optimization capablities reduce network overheaa,
and sources of traffic using traffic policing, traffic shaping, and queuing. resulting in more efficient use of bandwidth and better application
= Peerto-peer and remote user WAN optimization for protocol performance, without the need for costly WAN ink upgrades.
optimization and byte caching technologies
= Web cached storage of remote files and web pages on local devices
for easy local access to commonly accessed objects
High Availability = Support for industry standard VRRP and various proprietary solutions, = Flexible high avalability offerings allow organizations to pick the most
with abllity to combine more than one high availability solution into a suitable solutions based on their network environments and SLA
single configuration requirements.
IPv6 = Comprehensive IPvG support for routing, NAT, security policies, = (perating mode options provide flexibility when deploying into existing
and more or new networks, reducing network change requirements.
Explicit Proxy = Explicit HTTP and HTTPS, FTP over HTTP, or SOCKS proxying of IPv4 = |ntegrated, enterprise-class explicit web proxy provides HTTP and
and IPV6 traffic on one or more interfaces HTTPS proxying with the added benefits of UTM security and
= NEW: Transparent web proxy user ideny.
Essential Network Services = Awealth of networking services such as DHCP, DNS server, NTP = Built-in, out-of-the-box capabilities let organizations quickly provide
server efc. necessary network services to internal terminals or to integrate with
other network devices.
Platform Support

Performance

Ultimate deployment flexibility

The FortiGate appliances deliver up to 5 times
the next generation firewall performance and

10 times the firewall performance of equivalently
priced platforms from other vendors. The high
performance levels in the FortiGate are based on a Parallel Path
Processing architecture in FortiOS that leverages performance,
optimized security engines, and custom developed network and
content processors. Thus, FortiGate achieved the best cost per

Mbps performance value results.

Protect your entire network inside and out through a policy-driven
network segmentation strategy using the Fortinet solution. It is easy
to deploy segment optimized firewalls, leveraging the wide range of
FortiGate platforms and the flexibility of FortiOS to protect internal
network segments, the network perimeter, distributed locations,
public and private clouds, and the data center — making sure

you have the right mix of capabilities and performance for each
deployment mode.

FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
Physical Appliance (+SPU) = Integration with proprietary hardware architecture that includes = Superior software and hardware integration ensures most optimal
acceleration components (SPU) and multicore processors. use of hardware components, yielding best cost/performance
for customers,
Virtual Systems = Virtual Domains (VDOMS): Virtualized FOS components to multiple = Qffers MSSPs and large organizations the ability to run separate
logical systems on a single virtual or physical appliance. instances of FOS for multi-tenant environment or to consolidate various
= Proxy and Flow-based VDOM options to simplify security seourlty gateways for lower G0,
profile settings
Hypervisor = Support for popular hypervisor platforms, including VMware vSphere, = (onsistent management and features betwsen physical and virtual
Citrix and open source Xen, KVM, and MS Hyper-V. appliances reduces management cost and simplifies deployments.
Cloud = Support for public cloud services: Amazon Web Services (AWS) and = (Consistent management and features between on-premises and cloud

Microsoft Azure,

platforms reduces management cost and simplifies deployments.
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Security Fabric

SYSTEM INTEGRATION

SNMP System Monitoring

- SNMP v1and v2¢ support

- SNMP v3 implementation includss support for queries, traps, authentication, and privacy
- SNMP traps alerting to events such as a full log disk or a virus detected

Traffic Monitoring:
- sHow version 5 and Netflow V9.0

External Logging:

- Syslog

- Reliable syslog (RAW Profile) based on RFC 3195

- WebTrends WELF compatible

Technology ecosystem encompasses leading partners in the Firewall and Network Risk Management, SDN
and Virtualization, Security Information and Event Management (SIEV), Systems Integration, Testing and
Training, and Wireless markets

Native integration with FortiMail, FortiCache, and FortiWeb

Securtty Fabric logging

- Synchronised logging to FortiAnalyzer configurations among FortiGates

- Data exchange (information such as topology and device asset tags) with FortiAnalyzer

CENTRAL MANAGEMENT AND PROVISIONING
Central management support: FortiManager, FortiCloud hosted service, web service APls

Rapid deployment: Install wizards, USB auto-install, local and remote script execution

CLOUD AND SDN INTEGRATION
Integration with Openstack, VYMWare NSX, and Cisco ACI infrastructure

VISIBILITY

Interactive and graphical visualizer for user, device, network, and security activities (FortiView):

- A variety of GUI consoles that display current and historical status using different perspectives such as
‘sources’, 'destinations’, ‘interfaces’, ‘applications', ‘threats’ etc.

- Phyiscal and logical topology views

- Threat and VPN map

- Data views options: Table, bubble chart, or world map if applicable

- File analysis/sandbox result view (FortiSandbox integration required)

- Endpoint Vulnerbility view (FortiClient integration required)

- Accelerated session indication on ‘All sessions' FortiView Console

- WHOIS Lookup for Public IP addresses within FortView and log tables

Aggregated data views with downstream FortiGates within a Security Fabric
- presented on FortiView and monitors

AUTHENTICATION AUTHORIZATION AND ACCOUNTING (AAA)

Local user database and remote user authentication ssrvice support: LDAP, Radius and TACACS+, two-factor
authentication

Single-sign-on: Intergation with Windows AD, Microsoft Exchange Server, Novell eDirectory, FortiClient, Citrix
and Terminal Server Agent, Radius (accounting message), POP3/POP3S, user access (802.1x, captive
portal) authentication

PKl'and certificates: X.509 certificates, SCEP support, Certificate Signing Request (CSR) creation, auto-
renewal of certificates before expiry, OCSP suppart

Integrated token server that provisions and manages physical, SMS, and Soft One Time Password (OTP) tokens

COMPLIANCE

Run 2 series of system configuration compliance check and log results periodically or on-demand

Security Fabric Audit: Audit FortiGate within the fabric, provide results and recommendation, then allow users
to easlly apply remediations for some items.

Manages network devices compliance via client software:

- Posture checking: Enforce client software installation and desired settings accordingly to device type/group

and/or user/usergroup and/or locations (IPs)
- Quarantine clients if hit vulnerability level threshold

ADVANCE THREAT PROTECTION (ATP)

External cloud-based or on-premise file analysis (0S sandbox) integration:

- File submission (with option to select types)

- Receive file analysis reports

- Receive dynamic signalure updates from file analysis system (file checksum and malicious URL DB)

WIRELESS CONTROLLER
Manages and provisians settings for local and remate Thin Access points or switches (selected models)

Set up access and authentication methods for SSIDs and VLANS, supports integrated or external captive
portal, 802, 7x, presharad keys

Muttiple PSK for WPA Personal

WiFi Security: Rogue AP suppression, wireless DS

Wireless topology support: Fast roaming, AP load balancing, Wireless Mesh and bridging
Controlled failover between wireless controllers

SWITCH CONTROLLER

Extends access cantrol and security to wired devices by managing Fortinet switches (FortSwitch) via
CAPWAP-like communication.

Ability to configure switch port features such as PoE, VLAN assignment

WAN INTERFACE MANAGER
Support USB 3G/4G Wireless WAN modems

Operation

CONFIGURATION
Management Access: HTTPS via web browser, SSH, telnet, console

FortiExplorer:
- Management client for Windows and 10S platforms
- Ease-of-use by using USB connectivity

Feature Store: Toggle GUI component displays

GUI configuration:
- 'One-Click’ access that transfer administrators to next step panels quickly
- Dynamic object selectors and predictive search queries

Web Ul administration language support: English, Spanish, French, Portuguese, Japanese, Simplified Chinese,
Traditional Chinese, Korean

LOG & REPORT

Logging facilities support: Local memory & storage (if available), multiple syslog servers, multiple
FortiAnalyzers, WebTrends servers, FortiCloud hosted service

Reliable logging using TGP option (RFC 3195)

Encrypted logging & log Integrity with FortiAnalyzer

Scheduled batch log uploading or real-time logging

Detailed traffic logs: frorwarded, violated sessions, local traffic, invalid packets

Comprehensive svent logs: systems & administrators activity audits, routing & networking, VPN, user
authentications, WiFi related events

Brief traffic log format option
Sending logs to syslog servers in Common Event Format (CEF)
IP and service port name resolution option

DIAGNOSTICS

Diagnostic CLI commands, session tracer, and packet capture for troubleshooting hardware, system, and
network issues.

Policy and routing GUI tracer
Packet flow CLI tracer

Hardware testing suite on CLI

MONITORING
Graphical Monitors: Real-time system, network service, and users status viewers
Dashboard: customized widgets and layout

Policy and Control

POLICY OBJECTS
Policy objects: predefined, customs, object grouping, tagging, and coloring
Address objects: subnet, IP, IP range, GeolP (Geography), FODN

Internet Service DB: Dynamically updated DB that provides a list of popular cloud applications with their vital
information that can be used for policy setup, routing and link load-balacing configurations.

www.fortinet.com
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DEVICE IDENTIFICATION
Device Identification: Device and OS fingerprinting, automatic classification, inventory management

Web filtering local categories & category rating override
Web filtering profile override: Allows administrator to temporarily assign different profiles to user/user group/IP

Support for MAC Authentication enforcement and bypass

SSL INSPECTION

Inspect SSL encrypted traffic option for IPS, application contral, antivirus, web flering, and DLP
SSL MITM Mirroring

SSL Inspection Method options: SSL certificate inspection or full SSL inspection

SSL inspection exemption by site reputation DB, web categories, and/or policy addresses

ACTIONS
User notifications: customizable replacement message for block sites and attachments

\Web Browser top banner insert (Fortinet Bar): shows application control violations, Endpoint control
enforcement, web browsing quota etc

User quarantine:

- Manually assigned with perpetual or customizatle duration

- Automatically when triggered by violated IPS signature

Security

ANTI-MALWARE
Botnet servar IP blocking with global IP reputation database

Antivirus database type selection (on selected models)

Flow-based or proxy-based AV option:
- Support for popular web, mall, and FTP protocals
- Scan encrypted traffic with SSL inspection

Option to treat Windows executables in email attachments as viruses
File quarantine (local storage required)

IPS AND DOS
IPS engine: 7,000+ up-to-date signatures, protocol anomaly detection, rate-based detection, custom
signatures, manual, automatic pull or push signature update, threat encyclopedia integration

IPS Actions: Default, monitor, block, reset, or quarantine (attackers IP, attackers IP and Victim IP, incoming
interface) with expiry time

Filter-Based Selection: Severity, target, OS, application, and/or protocol
Packet logging option
IP(s) exemption from specified IPS signatures

IPv4 and IPv6 rate-based DOS protection (available on most models) with threshold settings against TCP Syn
flood, TCP/UDP/SCTP port scan, ICMP sweep, TCP/UDP/SCTP/ICMP session flooding (source/destination)

IDS sniffer mode

Active bypass with bypass Interfaces (selected models) and FortiBridge

APPLICATION CONTROL

Detects thousands of applications in 18 Categories: Business, Cloud IT, Collaboration, Email, Game, General
Interest, Mobile, Network Service, P2P, Proxy, Remote Access, Social Media, Storage/Backup, Update, Video/
Audio, VoIP, Web Chat and Industrial.

Custom application signature support

Supports detection for traffic using HTTP/2 protocol and able to block QUIC traffic so tant browser
automatically falls back to HTTP/2 + TLS 1.2

Filter-based overrides: By behavior, category, popularity, technology, risk, vendor, and/or protocol
Actions: Allow, block; reset session (CLI only), monitor only
SSH Inspsction

Deep application control over popular public cloud services, such as SalesForce, Google Docs, and Dropbox

WEB FILTERING
Web filtering inspection mode support: Proxy-based, flow-based, and DNS
Manually defined web filtering based on URL, web content and MIME header

Dynamic web filtering with cloud-based real-time categorization database:
- Over 250 million URLs rated into 78 categories, in 70 languages

Safe Search enforcement: transparently inserts Safe Search parameter to queries. Supports Google, Yahoo!,
Bing and Yandex, definable YouTube Education Filter

Proxy avoidance prevention: Proxy site category blocking, rate URLs by domain & IP address, block redirects
from cache & translation sites, proxy avoidance application blocking (application control), proxy behavior
blocking (IPS)

Restrict access to Google Corporate Accounts only

Additional features offered by proxy-based web filiering

- Filter Java Applet, ActiveX, and/or cookie

- Block HTTP Post

- Log search keywords

- Rate images by URL

- Block HTTP redirects by rating

- Exempt scanning encrypted connections on certain categories for privacy
- Web Browsing quota by categories

FIREWALL
Operating modes: NAT/route and transparent (bridge)
Schedules: One-time, recurring

Session helpers and ALGs: DCE/RPC, DNS-TCP, DNS-UDP, FTP, H.245 1, H.245 0, H.323, MGCP, MMS,
PMAP, PPTP, RAS, RSH, SIP, TFTP, TNS (Oracle)

VolP traffic support: SIP/H.323 /SCCP NAT traversal, RTP pin holing
Protocol type support: SCTP, TCP, UDP, ICMP, IP
User and device-based policies

Policy Management: Section or global policy management view
NGFW policy mode: setup policies with applications and URLs as objects

VPN
Customizable SSL VPN portal: Color themes, layout, bookmarks, connection tools, client download

SSL VPN realm support: Allows multiple custom SSL VPN logins associated with user groups
(URL paths, design)

Single-sign-on bookmarks: reuse previous login or predefined credentials to access resources
Personal bookmarks management: allow administrators to view and maintain remote client bookmarks

Limit SSL portal concurrent users

One time login per user options: Prevents concurrent logins using same username

SSL VPN web mode: For thin remote clients equipped with a web browser only and support web application,
such as HTTPZHTTPS Proxy, FTP, Telnet, SMB/CIFS, SSH. VNG, RDP, Citrix

SSL VPN tunnel mode: for remote computers that run a variety of client and server applications, SSL VPN
client supports MAC OSX, Linux, Windows Vista and with 64-bit Windows opsrating systems

SSL VPN port forwarding mode: uses a Java Applet that listens on local ports on the user's computer. When
it receives data from a client application, the port forward module encrypts and sends the data to the SSL
VPN device, which then forwards the traffic to the application server.

Host integrity checking and OS check (for windows terminals only) prior to SSL tunnel mode connections
MAGC host check per portal

Cache cleaning option just before the SSL VPN session ends

Virtual desktop option to isolates the SSL VPN session from the client computer's desktop environment

[Psec VPN:

- Remote peer support: IPsec-compliant dialup clients, peers with static IP/dynamic DNS
- Authentication method: Certificate, pre-shared key

- IPsec Phase 1 mode: Aggressive and main (ID protection) mode

- Peer acceptance options: Any ID, specific D, 1D in dialup user group

- Supports IKEv1, IKEv2 (RFC 4306)

- IKE mode configuration support (as server or client), DHCP over IPsec

- Phase 1/Phase 2 Proposal encryption: DES, 3DES, AES128. AES192, AES256

- Phase 1/Phase 2 Proposal authentication: MD5, SHAT, SHA256, SHA384, SHA512
- Phase 1/Phase 2 Diffie-Hellman Group support: 1,2, 5, 14

- XAuth support as client or server mode

- XAuth for dialup users: Server type option (PAP, CHAP Auto), NAT Traversal option

- Configurable IKE encryption key expiry, NAT traversal keepalive frequency

- Dead peer detection

- Replay detection

- Autokey keep-alive for Phase 2 SA

IPsec Configuration Wizard for termination with popular third-party devices

|Psec VPN deployment modes: Gateway-to-gateway, hub-and-spoke, full mesh, redundant-tunnel, VPN
termination in transparent mode,

IPsec VPN Configuration options: Route-based or policy-based

VPN monitaring: View and manage current IPsec and SSL VPN connections in detals

Other VPN support: L2TP client (on selected models) and server mode, L2TP over IPsec, PPTP,
GRE over IPEC
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DLP

Web filtering inspection mode support: proxy-based, flow-based and DNS

DLP message filter:

- Protocol supported: HTTP-POST, SMTP, POP3, IMAP, MAPI, NNTP

- Actions: Log only, block, quarantine user/IP/Interface

- Predefined filter: Credit card number, Social Security 1D

DLP file filter:

- Protocols Supported: HTTP-POST, HTTP=-GET,SMTP, POP3, IMAP, MAPI, FTP, NNTP
- Filter options: size, file type, watermark, content, if encrypted

DLP watermarking: Allows filter files that pass through the FortiGale unit and contain a corporate identifier
(a text string) and a sensitivity level (Crifical, Private, and Warning) hidden in a watermark, Support Windows
and Linux free watermarking tools.

DLP fingerprinting: Generates a checksum fingerprint from intercepted files and compare It to those in the
fingerprint database.

DLP archiving: Records full content in emall, FTR, IM, NNTP, and web traffic

EMAIL FILTERING

Meail protocol support: IMAP(S), POP3(S), and SMTP(S)

Anti-Spam DB query: IP address check, URL check, and email checksum

Local Spam Filtering: HELO DNS Lookup, return email DNS check, and Black/White List

Networking

ROUTING / NAT

Static and policy routing

Dynamic routing protocols: RIPv1 and v2, OSPF v2 and v3, SIS, BGP4

Content routing: WCCP and ICAP

NAT configuration: Per policy based and central NAT Table

NAT support: NATE4, NAT46, static NAT, dynamic NAT, PAT, Full Cone NAT, STUN
Multicast traffic: sparse and dense mode, PIM support

L2 / SWITCHING

Layer-2 interface modes: Port aggregated, loopback, VLANs (802.1Q and Trunking), virtual hardware,
software, and VLAN switches

Transparent Mode option: Keeps the original source address of the packets, so servers appear to receive
traffic directly from clients.

WAN optimization techniques: Protocol optimization and byte caching

WAN Optimization protocols supported: GIFS, FTP, HTTP(S), MAPI, TCP

Secure Tunneling option: Use AES-128hit-CBC SSL to encrypt the traffic in the WAN optimization tunnel
Tunnel sharing option: Multiple WAN optimization sessions share the same tunnel

Web caching: Object caching that accelerates web applications and web servers by reducing bandwidth
usage, server load, and perceived latency. Supports caching of HTTP 1,0 and HTTP 1.1 web sites
SSL Offloading with Web caching:

- Full mode: Performs both decryption and encryption of the HTTPS traffic

- Half mode: Only performs one encryption or decryption action

Option to exempt certain web sites from web caching with URL patterns

Support advanced web caching configurations and options:

- Always revalidate, Max cache object zie, negative response duration, fresh factor, Max/Min/Default TTL,
proxy FQDN, Max HTTP request/message length, ignore options, cache expired objects, revalidated
prama-no-cache

WAN optimization and web cache monitor

EXPLICIT PROXY
Explicit web & FTP proxy: FTP, HTTP, and HTTPS proxying on one or more interfaces

Proxy auto-config (PAC): Provide automatic proxy configurations for explicit web proxy users
Proxy chaining: Web proxy forwarding to redirect web proxy sessions to other proxy servers
Web proxy forwarding server monitoring and health checking

IP reflect capability

L.oad balancing for forward proxy and proxy chaining

Explicit web proxy authentication: IP-Based authentication and per session authentication
Transparent web proxy

PV6

IPv6 Support: Management over IPv6, IPv6 routing protocols, IPv6 tunnelling, firewall and UTM for IPv6
traffic, NAT46, NAT64, IPv6 Psec VPN

HIGH AVAILABILITY
High availability modes: Active-passive, active-active, virtual clusters, VRRP, FG-5000 series clustering
Redundant heartbeat interfaces

VXLAN support:

- interVTEP (VXLAN Tunnel End Point)

- Support for multiple remote IPs, these remote IPs can be IPv4 unicast, IPv6 unicast, IPv4 multicast,
or IPv6 multicast.

Virtual Wire Pair:

- Process traffic only between 2 assigned interfaces on the same network segment

- available on both transparent and NAT/route Mode

- Option to implement wildcard VLANS setup

OFFLINE INSPECTION

Sniffer Mode: An interface can be dedicated to its exclusive use where all traffic entering the interface is
processed by the sniffer.

Offline Security inspection: AV, Web Filtering, Application Control, IPS, and Anti-spam

SD WAN

WAN Load balancing (weighted) algorithms: By volume, sessions, source-destination IP and Source IP
Usage-based WAN link assignment: Routes new sessions to interfaces that have not reached a configured
bandwidth limit

WAN link checks:

- Ping or HTTP probes

- Monitoring Criterias including latency, jitter, and packet loss
- Configurable warning, alert, and failure thresholds

Route Overrides Rules which direct specific traffic based on source/user/usergroups and cloud applications/
policy address objects.

Traffic shaping and QoS per policy or applications: Shared policy shaping, per-IP shaping, maximum and
guaranteed bandwidth, maximum concurrent connections per IP, traffic prioritization, Type of Service (TOS),
and Differentiated Services (DiffServ) support

Traffic Shaping Policies: Assigns traffic shape profile according to matching policy based on source,
destination, service, application, application category, and/or URL category.

HA reserved management interface

Failover:

- Port, local and remote link monitoring
- Stateful failover

- Subsecond failover

- Fallure detection notification

Deployment Options:

- HA with link aggregation

- Full mesh HA

- Geographically dispersed HA

Standalone session synchronization

ESSENTIAL NETWORK SERVICES
Built-in DHCP, NTP, DNS Server, and DNS proxy
FortiGuard NTP, DDNS, and DNS service

Platform Support

PHYSICAL APPLIANCE (+SPU)
Integrates with SPU components for traffic processing acceleration.

VIRTUAL SYSTEMS

Virtual Systems (FortiOS Virtual Domains) divide a single FortiGate unit into two or more virtual instances of
FortiOS that function separately and can be managsd independently.

Configurable virtual systems resource limiting and management such as maximum/guaranteed ‘active
sessions' and log disk quota

VDOM operating modes: NAT/Route or Transparent

Inline and out-of-path WAN optimization topology, peer to peer and remote client support

VDOM security inspection modes: Proxy or Flow-based
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SPECIFICATIONS

HYPERVISOR Others
Support for popular hypervisor platform, including VMware vSphere, Clirix and open source Xen, KVM, and OTHERS
MS hyper-V

Web Application Firewall:

CLOUD - Signature based, URL constraints and HTTP method policy

Support for public cloud services: Amazon AWS and Microsoft Azure Server load balancing: traffic can be distributed across muliple backend servers:

- Based on multiple methods including static (failover), round robin, weighted or based on round frip time,
number of connections.

- Supports HTTP, HTTPS, IMAPS, POP3S, SMTPS, SSL or generic TCP/UDP or IP protocols.

- Session persistence is supported based on the SSL session ID or based on an injected HTTP cookie.

NOTE: Feature set based on FortiOS V5.4.GA, some features may not apply to all models. For availability, please refer to Software
feature Matrix on docs.forfinet.com
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Logging and reporting overview Chapter 16 - Logging and Reporting

Log messages

Log messages are recorded by the FortiGate unit, giving you detailed information about the network activity.
Each log message has a unique number that helps identify it, as well as containing fields; these fields, often
called log fields, organize the information so that it can be easily extracted for reports.

These log fields are organized in such a way that they form two groups: the first group, made up of the log fields
that come first, is called the log header. The log header contains general information, such as the unique log
identification and date and time that indicates when the activity was recorded. The log body is the second group,
and contains all the other information about the activity. There are no two log message bodies that are alike,
however, there may be fields common to most log bodies, such asthe srcintf oridentidix log fields.

The log header also contains information about the log priority level which is indicated in the 1evel field. The
priority level indicates the immediacy and the possible repercussions of the logged action. For example, if the
field contains ‘alert’, you need to take immediate action with regards to what occurred. There are six log priority
levels.

The log severity level is the level at and above which the FortiGate unit records logs. The log severity level is
defined by you when configuring the logging location. The FortiGate unit will log all messages at and above the
priority level you select. For example, if you select Error, the unit will log only Error, Critical, Alert, and Emergency
level messages.

Log priority levels

Levels Description

0 - Emergency The system has become unstable.

1 - Alert Immediate action is required.

2 - Critical Functionality is affected.

3 - Error An error condition exists and functionality could be affected.
4 - Warning Functionality could be affected.

5 - Notification Information about normal events.

6 - Information General information about system operations.

The Debug priority level, not shown above, is rarely used. It is the lowest log priority level and usually contains
some firmware status information that is useful when the FortiGate unit is not functioning properly.

Example log header fields

Log header

date=(2010-08-03) The year, month and day of when the event occurred in yyyy-mm-dd
format.
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Chapter 16 - Logging and Reporting

Log header

Logging and reporting overview

time=(12:55:06)

log_id=(2457752353)

type=(dip)
subtype=(dip)
level=(notice)

vd=(root)

Example log body fields

The hour, minute and second of when the event occurred in the format
hh:mm:ss.

Afive or ten-digit unique identification number. The number represents that
log message and is unique to that log message. This ten-digit number
helps to identify the log message.

The section of system where the event occurred.

The subtype category of the log message.

The priority level of the event. See the table above.

The name of the virtual domain where the action/event occurred in. If no vir-
tual domains exist, this field always contains root.

Log body

policyid=(1)

identidx=(0)

sessionid=(311)
srcip=(10.10.10.1)
srcport=(1190)
srcintf=(internal)
dstip=(192.168.1.122)
dstport=(80)

dstintf=(wan1)

service=(https)

status=(detected)

FortiOS Handbook for FortiOS 5.6.3
Fortinet Technologies Inc.

The ID number of the firewall policy that applies to the session or packet.
Any policy that is automatically added by the FortiGate will have an index
number of zero.

The identity-based policy identification number. This field displays zero if
the firewall policy does not use an identity-based policy; otherwise, it dis-
plays the number of the identity-based policy entry that the traffic matched.
This number is not globally unique, it is only locally unique within a given
firewall policy.

The serial number of the firewall session of which the event happened.

The source IP address.

The source port number.

The source interface name.
The destination IP address.
The destination port number.
The destination interface name.

The IP network service that applies to the session or packet. The services
displayed correspond to the services configured in the firewall policy.

The action the FortiGate unit took.
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Log body
hostname=(example.com) The home page of the web site.

url=(/image/trees_pine_ The URL address of the web page that the user was viewing.
forest/)

msg=(data leak detected

(Data Leak Prevention Rule Explains the FortiGate activity that was recorded. In this example, the data

leak that was detected matched the rule, All-HTTP, in the DLP sensor.

matched)
rulename=(All-HTTP) The name of the DLP rule within the DLP sensor.
The action that was specified within the rule. In some rules within sensors,
action=(log-only) you can specify content archiving. If no action type is specified, this field dis-
play log-only.
severity=(1) The level of severity for that specific rule.

Logs from other devices, such as the FortiAnalyzer unit and Syslog server, contain a slightly different log header.
For example, when viewing FortiGate log messages on the FortiAnalyzer unit, the log header contains the
following log fields when viewed in the Raw format:
itime=1302788921 date=20110401 time=09:04:23 devname=FG50BH3G09601792 device
1d=FG50BH3G09601792 log id=0100022901 type=event subtype=system level=notice vd=root
The log body contains the rest of the information of the log message, and this information is unique to the log
message itself.

For detailed information on all log messages, see the FortiGate Log Message Reference.

Explanation of a debug log message

Debug log messages are only generated if the log severity level is set to Debug. The Debug severity level is the
lowest log severity level and is rarely used. This severity level usually contains some firmware status information
that is useful when the FortiGate unit is not functioning properly. Debug log messages are generated by all types
of FortiGate features.

The following is an example of a debug log message:

date=2010-01-25 time=17:25:54 1ogid=9300000000 type=webfilter subtype=urlfilter
level=debug msg="“found in cache”

Example of a Debug log message

Debug log

date=(2010-01-25) The year, month and day of when the event occurred in the format yyyy-
mm-dd.

The hour, minute and second of when the event occurred in the format

time=(17:25:54) e
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Debug log

logid=(93000000000) A ten-digit unique identification number. The number represents that log
message and is unique to that log message. This ten-digit number helps to
identify the log message.

The section of system where the event occurred. There are eleven log types

type=(webfilter) in FortiOS 4.0.

subtype=(urlfilter) The subtype of the log message. This represents a policy applied to the
FortiGate feature in the firewall policy.

level=(debug) The priority level of the event. There are six priority levels to specify.

msg=(“found in cache”) Explains the activity or event that the FortiGate unit recorded.

Viewing log messages and archives

Depending on the log device, you may be able to view logs within the web-based manager or CLI on the
FortiGate unit. If you have configured a FortiAnalyzer unit, local hard disk, or system memory, you can view log
messages from within the web-based manager or CLI. If you have configured either a Syslog or WebTrends
server, you will not be able to view log messages from the web-based manager or CLI. There is also no support
for viewing log messages stored on a FortiCloud server, from the FortiGate unit’s web-based manager or CLI.

You do not have to view log messages from only the web-based manager. You can view log messages from the
CLI as well, using the execute log displaycommand. Thiscommand allows you to see specific log
messages that you already configured within the execute log filter command. The execute log
filter command configures what log messages you will see, how many log messages you can view at one
time (a maximum of 1000 lines of log messages), and the type of log messages you can view. For more
information about viewing log messages in the CLI, see "Viewing logs from the CLI".

There are two log viewing options in FortiOS: Format and Raw. The Raw format displays logs as they appear
within the log file. You can view log messages in the Raw format using the CLI or a text editor, such as Notepad.
Format is in @ more human-readable format, and you can easily filter information when viewing log messages this
way. The Format view is what you see when viewing logs in the web-based manager.

When you download the log messages from within the log message page (for example, Log & Report >
Forward Traffic), you are downloading log messages in the Raw format.

Viewing log messages in detail

From any log page, you can view detailed information about the log message in the log viewer table, located (by
default) at the bottom of the page. Each page contains this log viewer table. The Log Viewer Table can contain
the Archive tab, which allows you to see the archived version of the log message. The Archive tab only displays
the archived log’s details if archiving is enabled and logs are being archived by the FortiGate unit, but archived
logs will also be recorded when using a FortiAnalyzer unit or the FortiCloud service.

When you are viewing traffic log messages, some of the categories (such as ‘Application Name’) have entries that
can be selected to open a dialog box containing FortiGuard information about the entry. From within the dialog
box, you can select the Reference link and go directly to the corresponding FortiGuard page, which contains
additional information.
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Examples and Troubleshooting

To configure a remote user - web-based manager:

1.

Goto User & Device > User Definition and select Create New.

2. Follow the User Creation Wizard, entering the following information and then select Create:

User Type Remote RADIUS User
User Name User2

RADIUS server OurRADIUSsrv

Email Address (optional)

SMS

Enable Select

To configure a remote user - CLI:

config user local
edit User2
set name User2
set type radius
set radius-server OurRADIUSsrv
end

Creating user groups

There are two user groups: an FSSO user group for FSSO users and a firewall user group for other users. It is not
possible to combine these two types of users in the same user group.

Creating the FSSO user group

For this example, assume that FSSO has already been set up on the Windows network and that it uses Advanced
mode, meaning that it uses LDAP to access user group information. You need to

L]

configure LDAP access to the Windows AD global catalog

specify the collector agent that sends user logon information to the FortiGate unit
select Windows user groups to monitor

select and add the Engineering and Sales groups to an FSSO user group

To configure LDAP for FSSO - web-based manager:

1.

Goto User & Device > LDAP Servers and select Create New.

2. Enterthe following information:

567

Name ADserver

Server Name / IP 10.11.101.160
Distinguished Name dc=office,dc=example,dc=com
Bind Type Regular

FortiOS Handbook for FortiOS 5.6.3
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Monitoring

Dashboard

Chapter 26 - System Administration

The FortiOS dashboard provides a location to view real-time system information. By default, the dashboard
displays the key statistics of the FortiGate unit itself, providing the memory and CPU status, as well as the health
of the ports, whether they are up or down and their throughput.

The FortiOS 5.6 Dashboard has a new layout with a Network Operations Center (NOC) view with a focus on
alerts. Widgets are interactive; by clicking or hovering over most widgets, the user can get additional information

or follow links to other pages.

Enhancements to the GUI dashboard and its widgets are:

« Multiple dashboard support.
+ VDOM and global dashboards.
« Updated resize control for widgets.

« Notifications moved to the top header bar (moved existing dashboard notifications to the header and added

additional ones).
« Reorganization of Add Widget dialog.
+ New Host Scan Summary widget.

« New Vulnerabilities Summary widget that displays endpoint vulnerability information much like the FortiClient

Enterprise Management Server (EMS) summary.

« Multiple bug fixes.
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Features that were only visible through old dashboard widgets have been placed elsewhere in the GUI:

« Restore configuration.
Configuration revisions.

L]

Firmware management.
Enabling / disabling VDOMs.

L]
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Chapter 15 - IPv6 IPv6 Features

As with most advanced routing features on your FortiGate unit, IPv6 settings for dynamic routing protocols must
be enabled before they will be visible in the GUI. To enable IPv6 configuration in the GUI, enable it in System
> Feature Visibility. Alternatively, you can directly configure IPv6 for RIP, BGP, or OSPF protocols using CLI
commands.

Dual stack routing

Dual stack routing implements dual IP layers in hosts and routers, supporting both IPv6 and IPv4. A dual stack
architecture supports both IPv4 and IPv6 traffic and routes the appropriate traffic as required to any device on the
network. Administrators can update network components and applications to IPv6 on their own schedule, and
even maintain some |Pv4 support indefinitely if that is necessary. Devices that are on this type of network, and
connect to the Internet, can query Internet DNS servers for both IPv4 and IPv6 addresses. If the Internet site
supports IPv6, the device can easily connect using the IPv6 address. If the Internet site does not support IPv6,
then the device can connect using the IPv4 addresses.

In FortiOS, dual stack architecture it is not comprised merely of basic addressing functions that operate in both
versions of IP. The other features of the appliance, such as UTM and routing, can also use both IP stacks.

If an organization with a mixed network uses an Internet service provider that does not support IPv6, they can use
an IPv6 tunnel broker to connect to IPv6 addresses that are on the Internet. FortiOS supports IPv6 tunnelling over
IPv4 networks to tunnel brokers. The tunnel broker extracts the IPv6 packets from the tunnel and routes them to
their destinations.

IPv6 tunnelling

IPv6 Tunnelling is the act of tunnelling IPv6 packets from an IPv6 network through an IPv4 network to another
IPv6 network. Unlike NAT, once the packet reaches its final destination, the true originating address of the sender
will still be readable. The IPv6 packets are encapsulated within packets with IPv4 headers, which carry their IPv6
payload through the IPv4 network.

The key to IPv6 tunnelling is the ability of the two devices to be dual stack compatible in order to work with both
IPv4 and IPv6 at the same time. In the process, the entry node of the tunnel portion of the path will create an
encapsulating IPv4 header and transmit the encapsulated packet. The exit node at the end of the tunnel receives
the encapsulated packet, removes the IPv4 header, updates the IPv6 header, and processes the packet.

There are two types of tunnels in IPv6:

Automatic tunnels: Automatic tunnels are configured by using IPv4 address information embedded in an |Pv6
address — the IPv6 address of the destination host includes information about which IPv4 address the packet
should be tunnelled to.

Configured tunnels: Configured tunnels must be configured manually. These tunnels are used when using IPv6
addresses that do not have any embedded IPv4 information. The IPv6 and IPv4 addresses of the endpoints of the
tunnel must be specified.

Tunnel configuration

There are a few ways in which the tunnelling can be performed depending on which segment of the path between
the endpoints of the session the encapsulation takes place.

Host to Host: Dual Stack capable hosts that are interconnected by an IPv4 infrastructure can tunnel IPv6
packets between themselves. In this case, the tunnel spans the entire path taken by the IPv6 packets.
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Interfaces

edit <name>
set dhcp-relay-agent-option [enable | disable]
next

For more information about the DHCP relay option, see RFC 3046 (DHCP Relay Agent Information Option).

Configuring DHCP with IPv6

You can use DHCP with IPv6, using the CLI. To configure DHCP, ensure IPv6 is enabled by going to System
> Feature Visibility and enable IPv6 under Basic Features. Use the following CLI command:

config system dhcp6 server
For more information about the configuration options, see the FortiOS CLI Reference Guide.
DHCPv6 prefix delegation

Prefix delegation is supported for DHCP for IPv6 addressing. It is not practical to manually provision networks on
a large scale in IPv6 networking. The DHCPV6 prefix delegation feature is used to assign a network address
prefix, and automate the configuration and provisioning of the public routable addresses for the network.

You can enable the prefix delegation, using the following CLI commands:

config system interface
edit "wanl"

config ipve
set ip6-mode dhcp
set ip6-allowaccess ping
set dhcp6-prefix-delegation enable
end

end

DHCPv6 prefix hint
This feature is used to "hint" to upstream DCHPV6 servers a desired prefix length for their subnet to be assigned

in response to its request.

There is a possibility of duplicate prefixes being sent by ISP when using a /64 bit subnet because the first 64 bits
of the address are derived from the MAC address of the interface. This could cause an issue if the system
administrator wishes to divide the host networks into 2 /64 bit subnets.

By receiving a /60 bit (for example) network address, the administrator can then divide the internal host works
without the danger of creating duplicate subnets.

Also included in the new feature, are preferred times for the life and valid life of the DHCP lease.

DHCPV6 hint for the prefix length:

set dhcpé6-prefix-hint <DHCPV6 prefix that will be used as a hint to the upstream DHCPv6 server>
DHCPV6 hint for the preferred life time:

set dhcp6-prefix-hint-plt <integer>1~4294967295 seconds or "0" for unlimited lease time
DHCPV6 hint for the valid life time:

set dhcp6-prefix-hint-vlt <integer>1~4294967295 seconds or "0" for unlimited lease time
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Configuring a WiFi LAN

1. Configure the RADIUS server to return the following attributes for each user:
Tunnel-Type (value: VLAN)
Tunnel-Medium-Type (value: |IEEE-802)
Tunnel_Private-Group-Id (value: the VLAN ID for the user's VLAN)

2. Configure the FortiGate to access the RADIUS server.

3. Configure the SSID with WPA2-Enterprise authentication. In the Authentication field, select RADIUS Server
and choose the RADIUS server that you will use.

4. Create VLAN subinterfaces on the SSID interface, one for each VLAN. Set the VLAN ID of each as appropriate.
You can do this on the Network > Interfaces page.

5. Enable Dynamic VLAN assignment for the SSID. For example, if the SSID interface is "office", enter:

config wireless—-controller vap
edit office
set dynamic-vlan enable
end
6. Create security policies for each VLAN. These policies have a WiF| VLAN subinterface as Incoming Interface
and allow traffic to flow to whichever Outgoing Interface these VLAN users will be allowed to access.

MAC-based authentication

Wireless clients can also be supplementally authenticated by MAC address. A RADIUS server stores the allowed
MAC address for each client and the wireless controller checks the MAC address independently of other
authentication methods.

MAC-based authentication must be configured in the CLI. In the following example, MAC-based authentication is
added to an existing access point “vap1” to use RADIUS server hg_radius (configured on the FortiGate):

config wireless-controller vap
edit vapl
set radius-mac-auth enable
set radius-mac-auth-server hq radius
end

Authenticating guest WiFi users

The FortiOS Guest Management feature enables you to easily add guest accounts to your FortiGate unit. These
accounts are authenticate guest WiFi users for temporary access to a WiFi network managed by a FortiGate unit.

To implement guest access, you need to

1. Goto User & Device > User Groups and create one or more guest user groups.

2. GotoUser & Device > Guest Management to create guest accounts. You can print the guest account
credentials or send them to the user as an email or SMS message.

3. Goto WiFi & Switch Controller > SSID and configure your WiFi SSID to use captive portal authentication.
Select the guest user group(s) that you created.

Guest users can log into the WiFi captive portal with their guest account credentials until the account expires. For

more detailed information about creating guest accounts, see “Managing Guest Access” in the Authentication

chapter of the FortiOS Handbook.

Configuring firewall policies for the SSID

For users on the WiFi LAN to communicate with other networks, firewall policies are required. This section
describes creating a WiFi network to Internet policy.

Before you create firewall policies, you need to define any firewall addresses you will need.
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config system dhcp server
edit <server entry number>
config exclude-range
edit <sequence number>
set start-ip <address>
set end-ip <address>
end
end
end

Viewing information about DHCP server connections

To view information about DHCP server connections, go to Monitor > DHCP Monitor. On this page, you can
also add IP addresses to the reserved |IP address list.

Breaking an address lease

If you need to end an IP address lease, you can break the lease. This is useful if you have limited addresses and
longer lease times, when some leases are no longer necessary, for example, with corporate visitors.

To break a lease, use the following CLI command:

execute dhcp lease-clear <ip address>

Interface MTU packet size

You can change the maximum transmission unit (MTU) of the packets that FortiGate transmits to improve
network performance. ldeally, the MTU should be the same as the smallest MTU of all the networks between
FortiGate and the destination of the packets. If the packets that the FortiGate unit sends are larger than the
smallest MTU, they are broken up or fragmented, which slows down transmission. You can easily experiment by
lowering the MTU to find an MTU size for optimum network performance.

« 68 to 1500 bytes for static mode
« 576 to 1500 bytes for DHCP mode
« 576 to 1492 bytes for PPPoE mode

« Larger frame sizes (if supported by the FortiGate model), up to 9216 bytes for NP2, NP4, and NP6-accelerated
interfaces

This option is available only for physical interfaces. Virtual interfaces associated with a physical interface inherit
the physical interface MTU size.

Interfaces on some FortiGate models support frames larger than the traditional 1500 bytes. Jumbo frames are
supported on FortiGate models that have either a SOC2 or NP4lite (except for the FortiGate 30D), and on
FortiGate 100D series models. For information about your FortiGate model’'s hardware, see the FortiOS
Hardware Acceleration Guide. For other models, contact Fortinet Customer Support for the maximum frame
size that is supported.

If you need to send larger frames over a route, all Ethernet devices on that route must support the larger frame
size. Otherwise, the larger frames will not be recognized and will be dropped.

If you have standard size and larger size frame traffic on the same interface, routing alone cannot route them to
different routes based only on frame size. However, you can use VLANs to make sure the larger frame trafficis
routed over network devices that support the larger size. VLANSs inherit the MTU size from the parent interface.
You must configure the VLAN to include both ends of the route, as well as all switches and routers along the
route.
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Fortinet Rack Mount Tray
Supported Devices

The Fortinet Rack Mount Tray (SP-RACKTRAY-02) supports the following devices:

FortiGate 30D Tray Mount (Plastic Casing)
FortiGate 30D-POE Tray Mount (Plastic Casing)
FortiGate 30E Adapter Bracket
FortiGate 50E Adapter Bracket
FortiGate 51E Adapter Bracket
FortiGate 60D Adapter Bracket
FortiGate 60D-POE Adapter Bracket
FortiGate 60E Adapter Bracket
FortiGate 60E-POE Adapter Bracket
FortiGate 61E Adapter Bracket
FortiGate 70D Tray Mount
FortiGate 70D-POE Tray Mount
FortiGate 80D Tray Mount
FortiGate 80E Tray Mount
FortiGate 80E-POE Tray Mount
FortiGate 81E Tray Mount
FortiGate 81E-POE Tray Mount
FortiGate 90D Tray Mount
FortiGate 90D-POE Tray Mount
FortiGate 90E Tray Mount
FortiGate 90E-POE Tray Mount
FortiGate 91E Tray Mount
FortiGate 92D Tray Mount

Mounting instructions are available in the Fortinet Rack Mount Tray QuickStart Guide,
available in the Fortinet Document Library (forti.net/tray).
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