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G DP R DATA PROCESSING ADDE NDUM 
PQ Workflow Solutioos 

PURPOSE OF THIS ADDEND UM 
In the course of providing acccss to any one or more of the following ProQuest services to customers: 

360 Care IntotaTM Assessment 
360 LINK Pivot 
360 MARC Updates RefWorks 
360 Search Summon 
360 Resource Manager Ulrichswcb 
lntota™ Ulrich'sTM Serials Analysis System 

(collectively the "ProQuest Workflow Scrviccs"), ProQuest may process persona! data (as defined 
below) submitted by customers to ProQuest. 

On 25 May 2018, the Regulation (EU) 2016/679 of the European Parliament and of the Council o( 27 
April 2016 on the proteclion of natural persons wi lh regard to lhc processing of persona! data and on the 
free movement of such data (thc "Gencral Data Protection Rcgulation" or "GDPR") is scheduled to 
become applicable. 

The purpose of this Data Processing Addenclum is to incorporale lhe dala processing terms set forth 
below into current agreement(s) for the provision of ProQuest Workflow Services (thc 
"Agrccment(s)") belwecn ProQuest and thc customer identified below ("Customer"). These data 
proccssing terms are required by thc GDPR lo govern processing by ProQucst of persona! data of 
Customer' s data subjects. The term "Workflow Services'' in the data processing terms set forth below 
reťers to those of the ProQucst Workflow Servíces provided under thc Agrccmcnt(s). 

CUSTOMER EXECUTION OF ADDENDUM 
This Addendum has been signed on behalf of relevant ProQuest entities. To complete and execute the 
Addendum, the Customer must: 

1. Fill in the information requested on the signature page and sign where indicated. Thc 
Addendum must be signed by the same Customer entity that executcd the Agrcemcnt(s) 
for the ProQuest Wor kOow Serviccs. 

2. Sean and send the completed and signed Addendum to ProQuest by email to 
. 

PROQUEST ENTITY 
This Addcndum is enterecl in to between Customer and thc ProQuest entity that is thc party to thc 
Agreement(s) ("ProQuest"). 

EFFECTIVE DATE 
Oncc signcd by Customer, this Addendum shall apply as of 25 May 2018, accordíng to Arlicle 99 of the 
GDPR, and shall enter in to farce and become legally binding upon ProQuesťs receipt of the Addendum 
validly completed, unchanged and signed by Customcr. 

CONTACT FOR ADDITIONAL INFORMATION 
Any question related to cxecution of this Addcndum should be directed to your account manager. 

CONTINUITY OF THE AGREEMENT(S) 
The terms of the Agreement(s) remain unmodified except to the extent expressly modified herein and/or 
in a prior amendment signed by both partics. 
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DATA PROCESSING TERMS 

This Addendum, together with the Agreement (as defined below), constilutes the contract governing the processing 
by processor as contcmplaled under paragraph 3 of Article 28 of Rcgulation (EU) 2016/679 of the Europcan 
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of 
persona! data and on lhe free movemenl of such dala (the "Genernl Data Protcction Rcgulation" or " GDPR"). 
Customer shall be and act as the "controller" (as defined in the GDPR) uf all persona[ data (as defined below) and 
shall comply wilh its obligations as the controller under the GDPR. ProQuesl shall be and act as the "processor" (as 
clefincd in thc GDPR) and will comply with the requiremcnts oť thc proccssor under thc GDPR with rcspcct lo the 
processing, on thc Workílow Services (as dcfincd bclow), of persona! data covcred by the GDPR. This Addendum 
shall not be construed to imposc any obligations bcyond thosc required by the GDPR itself. 01pitalised terms uscd 
herein and not defined herein shall have the meaning ascribed to them in the Agreement. 

1. Definitions 

1.1 "Agreement" mcans Lhc Liccnsc Agreement(s) or other contract(s) pursuant to which ProQuest grants 
Cuslomer a license or subscription to ProQuesťs Workflow Scrviccs. This Addcndum is incorporatcd in 
and forms a part of the Agreement. 

1.2 "Data Conb'ollcr" means Customer, as conlroller umler the GDPR. 

1.3 "Data Processor" means ProQuest, as processor under the GDPR. 

1.4 "persona! data", "persona! data brcach", "processing" and "data subject" shall have the mcaning 
spccificd for each term in the GDPR. 

2. Processing Dctails 

2.1 Subject-malter and duration of the processing 

The subject-matter ofthc proccssing includcs thc provision to Data Conlroller of cloud-based library resource 
management, resource selection, di scovery, research (including reference management and ťunding 
opportunity matching) and/or olhcr cloud-based solutions specified in the Agreement ("Workflow 
Services") and related implementation, migration, support and other services described in the Agreement. 
The duration of the Processing shall bc the lerm of lhe Agreement and a rcasonable and limited period of 
Lime following its cxpiration or other lerminalion (see Seclion 10 below (Relurn or Delelion)), all as further 
described hcrein and in the Agreement. 

2.2 Purposc of thc proccssing 

The purpose of the inlended processing o f persona! data is for the provision lo Dala Conlrollcr of the 
Workflow Services and related services described in the Agreement and the performance ofData Processor's 
obligalions under the Agreement. 

2.3 Nature of the proccssing 

The nature of the processing shall be to provide to Data Controller the Workflow Services pursuanl to the 
Agreemenl, as further specified in the Workflow Scrvice product documentation and as further instrucled by 
Data Conlroller in its use of lhc Workflow Scrvices. Data Processor may also provide related implementation, 
migralion, support and olher services to t:he extent described in the Agreement or other written order or 
instruction by Dala Controller. 

2.4 Type of persona! data 

(a) Thc subject of the processing shall he persona[ data types consistent with thc purposes describecl in 
Scction 2.2 abovc and may, as applicablc, includc thc following lypes uf persona! data, along with 
other calegories as dcscríbecl in the Workílow Servicc product documen tation: 

• Basic user ancl patron information, including 
o First and last names 
o Posta! addresses 
o Email addresses 
o Telephone numbers and other contact information 
o lnstitutional identification numbers 
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o Depanmem and Role 
• Basic staff and s:aff contact information 
• Sta ff re lated us:ige information, including rccords of staff opcrations and aclivity 
• Research acti\·ity 
• Gencral usage information, ind uding conncction data (e.g. , IP addrcsses) 
• Supplie rs/vcndors informatio n 

(b) Data Controltcr may also upload for processing in the Worldlow Services additional persona! data 
types that are consistent with thc purposcs described in Seclion 2.2 above; provided lhal in no event 
shall Data Controller process in lhe Workflow Service (a) special categorics of data described in 
Article 9(1) of the GDPR, (b) paymenl card information, cmployment records or persona! financial 
rccords, or (c) any other da ta prohibitcd by thc Agreement or the GDPR. Data Controllcr dctcrmincs 
which persona! data it uploads to thc Workflow Service and shall have sok responsibility for thc 
accuracy, quality, and legality of persona! data processed in the Workflow Scrvices and the means by 
which Data Controller acquired persona! data. 

2.5 Categories of Data Subjects 

T hc categorics of data subjects shall be determined by Data Controller and may include, withoul limitation, 
Data Control ler' s library patrons, library staff, faculty, students, administrators, employees, visitors and 
alumni. 

3. Data Controller instructions 

Data Processor shall process persona! data only within thc scope of Data Processor' s obligations under the 
Agreement ancl the GDPR, according to documented instructions of Data Controller. This Addendum and the 
relevant terms of the Agreement constitute documentcd instrucrions oť Data Controller with respect to the 
proccssing of persona! data. Data Comroller shall be rcsponsible for having alt neccssary rights to collect and 
proccss and to allow collection and processing uf alt persona! data contemplated hereunder. 

4. Confidentíality obligations of Data Processor personnel 
Dala Processor shall take reasonable steps to ensure that only authorised pcrsonnel havc access lo persona! 
data. Ail personnel of Data Processor engaged in the proccssing of persona! dala (i) will process persona! 
data only in accordance with the Agreement an<l this A<ldendum, unless require<l to do othcrwise by Union 
or relevant Mcmber State law and (ii) have committecl to maintain the confidentiality of any persona! data. 

5. Technical and organísational mcasurcs 
5.1 Taking into accounl the slate of the arl, the cosls of implemenlation and Lhe nature, scope, context and 

purposes of processing as well as the risk of varying likelihood and scverily for the rights and frcedoms of 
natural pcrsons, Data Controllcr ancl Data Processor shall implemenl appropriale technical and organisalional 
measures lo ensure a level of securily appropriate to lhc risk, including illler alia as appropriate: 
• the pseudonymisation and encryption o f persona! data; 
• the abilily to cnsure the ongoing confidcntiality, integrity, availabilily and resilience of processing 

systcms and scrvices; 
• the ability to rcstorc lhe availability and access lo persona) dala in a timely manner in the event of a 

physical or technical incident; 
• a process for regularly tcsting, assessing and evaluating the effecliveness of technical and organisational 

measures for ensuring lhe securily of the processing. 
5.2 ln assessing the appropriate Jeve! of security, account shall be taken of the risks that are presented by 

processing, in particular from accidental or unlawťul destruction, loss, alteration, unauthorised disclosure of, 
or access to personal data transmitted, stored or otherwise processcd. 

5.3 The technical and organisational measures are set out in more detail in Schedule l to this Addendum. Data 
Processor shall, upon rcquesl, providc Data Controller wilh information regarding the technical and 
organisational mcasures rcfcrrcd to in Schcdulc 1. 

6. Subproccssors 

6.1 Data Processor will ensurc that: (a) any subprocessor it engages to process persona! data under the Agreemcnt 
on its behalf does so only on the basis of a written contracl which imposes on such subprocessor data 
protection obligations as a wholc no Jess protective of persona! dala than those imposed o n Data Processor 
in this Addendum; and (b) wherc any such subproccssor cngagcd by Data Processor fails to fulfil its dala 
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protection obligations, Data Processor shaH remain fully liablc to Data Controller for the performance of that 
other subprocessor's obligations. 

6.2 Data Controllcr hcreby authoriscs Data Proccssor to cngagc affiliatcs (undcr common owncrship with Data 
Processor) as specified below to participate in performance of Data Processor's obligations with respect to 
processing of persona! data under the Agreement and this Addendum and to transfer persona! data to such 
affiliates for such purpose. The specificd affiliates and any other subprocessors, their respective jurisdiclions 
of organisation and a description of their activities, together with publication oť adjustments or additions, are 
set forth on the ProQuest website, currently al hllps://www.progucst.com/go/privacy. 

6.3 Data Controller hcreby providcs Data Proccssor with a gencral wrilten authorisation to employ other sub-
proccssors and to adjust thc proccssing roles of the listed sub-processors. Data Processor shall inform Data 
Controllcr of any adjustment of processing roles and/or addition of suh-proccssors aflcr the date of execution 
of this Addendum, thcrehy giving Data Controller the opportunily to objcct to such adjustmcnt and/or 
addition. lf Data Controller has a reasonablc hasis to objcct to Data Processor's use of a new sub-processor, 
Dala Controllcr shall so nolify Data Proccssor in a written notice lhal includes an explanation of the grouncls 
for objcction within 10 business days after reccipt of Dala Proccssor's notiťication regarding such new sub-
processor. In the event Data Controllcr so objects, Data Processor will use reasonable efforts to work in good 
faith with Data Conlrollcr to find an acceptable , reasonable, altcrnale approach. If Data Processor is unablc 
to make available such an allernalive approach within a reasonable period of timc, which shall not cxcccd 
sixty (60) clays, Dala Controller may terminate the applicablc Workflow Scrvice which cannot be provided 
without the use of the objected-to new sub-proccssor, without penalty or Iiahility for cither party, by providing 
writtcn notice to Dala Processor within thirty (30) days. 

6.4 ln addilion, Data Proccssor uses data center facilitics provided by unaffiliatecl third parties. The relcvant data 
center providers and thc rcspective locations of thc data centers are listecl on the ProQuest website, currently 
al https://www.proguest.com/goiprivacy. 

7. Data Transfer 

Data Controller acknowlcclgcs and accepts that the provision of the Worktlow Services under the Agreement 
rcquires the transfer of persona! dala to, ancl processing by, processors in third countries (as set forth above ), 
including ccrtain countries outside the EEA. With respect to transfers of persona! dala lo a sub-processor 
locatcd outside of lhe EEA, Data Processor shall in aclvance of any such transfer ensure that such countries 
are recognised by the European Commission as providing an aclcquate lcvel of data protection or that a 
mechanistu is in placc to providc appropriate safeguards and cnforcement of persona! data protcction in 
compliance with lhc requiremcnls of the GDPR. 

8. Rights of Data Subjects 

8.1 Data Processor shall provide Data Controller with instructions regarding the use, by Data Controller and/or 
its authorised users, ofprocedures or tools within the Workflow Services to allow Data Controller to access, 
rectify, erase, and block persona! data rclating to data subjects that is storcd on the Workílow Services, and 
to export such persona! data in a structured, commonly used ancl machine-readable format. 

8.2 If Data Processor receives a request from Data Controller's data subjecl to exercise one or more of its rights 
undcr thc GDPR, Data Processor will redirect the data subject to make its request directly to Data Controller. 
ln addition, to the extent Data Controllcr, in its use uf the WorkOow Services, does not have thc ability to 
address a dala subjecl request, Data Processor shall upon Data Controller's request provide reasonable 
assistance in responding to such data subject request to the extent Data Processor is Iegally permitted to clo 
so and the response to su<:h data subject requesl is required uncler the GDPR. 

9. Assistance to Data Controller 

Taking into account the nature ofprocessing and the information availablc to Data Processor, Data Processor 
shall providc such assistance to Data Controllcr as Data Controller reasonably requests in relalion to Data 
Controller's compliance with the obligations pursuant to Articles 32 to 36 ofthe GDPR. Data Controller shall 
covcr all costs incurred by Data Processor in connection with its provision of such assistancc. 

10. Return or deletion of persona! data afte.- expiration or termination of Agreement 

After the expiration or other ternůnation of thc Agreement or a Workflow Service subscription, Data 
Processor shall, at the choice of Dala Controller made in a wrillen notice rcceived by Data Processor within 
30 clays after such expiration or tcrnůnalion, provide or make available for download Data Controller's 
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persona! data hcld on the relevant Workflow Service, and shall, aftcr such period, dclete cxisti ng copies of 
al! persona! data unless Union or Member State law rcquires storage of the persona! data. Unless otherwisc 
agrccd or rcquircd by applicable law, deletion of persona! data shall bc complcted within 120 days following 
thc latcr of (a) termination of the relcvant Workflow Scrvice Subscription and (b) if requested by Data 
Controller as set forth above, providing or making available for download the persona! data. 

11. Rights of Data Controllcr to audit 

11.1 Data Processor shall make available to Data Controller al\ informatio n necessary to demonslrate compliance 
with the obligations laid down in Article 28 of thc GDPR and allow for and contribute to audits, inc lud ing 
inspections, conductcd by Data Controller OJ' another auditor manclatccl by Data Controller. For thc avoidancc 
of doubt, thc cosi of any such auditor inspcction shall bc paid by Data Controller, cxcept as noted in Section 
11.2. 

11.2 Audit of data security shall bc undertaken by Data Proct:ssor and/or the data center provider engaging, at 
thcir own expense, a duly qualificd third party to audit rclevant data ccntc rs on an annual basis, and making 
available lo Data Controllcr, at all tirues, an SSAE 16 or SSAE 18 Report or comparable lhird party 
information securily assessment report regarding the data centcrs, along with any olhcr availablc security and 
privacy certifications. 

11.3 If and to the cxtent Data Controller requircs an additional audit or inspection 10 meet its obligations under 
the GDPR that would involvc on-sitc access to a data center where persona) data of othe r customcrs of Data 
Processor may bc stored, Data Controller agrccs lhal such audit or inspection shall be conductcd at Data 
Controller's expcnse by a mutually acceptable independent third party. Data Controller sha ll also reimburse 
Data Processor for any timc cxpcndcd for any such on-sitc audits or inspections at Data Processor's then-
currcnt professional services ratcs, which shall be made availablc to Data Controllcr upon rcquest. Beforc thc 
commencement of any such on-site audit o r inspcction, Dala Controllcr and Data Processor shall mulually 
agrec upon the scope, timing, and duration of thc auditor inspcction in addition to such reimbursemcnt rate. 
Data Controller agrees that il and its third party auditor shall keep the conlcnts and rcsults of any such audits 
confidential, subject to any applicablc legal obligations under the GDPR to disdose same lo the relevant 
supervisory authorities. Audils of the facilities of certain third party subproccssors, iJ so indicatccl in thc 
subprocessor list maintained in accordancc with Scction 6.2, may be subject 10 additional or different audit 
lcnns. 

12. Data Protcction Officer 

Data Processor and its af.filiales ha ve appointed a data protection officer or a primary contact for data privacy-
related matter. The appointcd person may be reached at  such olhcr addrcss as 
published by Data Proccssor from timc to timc and further information regarding such person can be founcl 
on ProQuesťs public wcbsite, currently at ht tps:Uwww.Illilqucsl.com/g,o/privacy. 

13. Notification in thc event of a persona! data breach 

Data Processor shall notify Data Controller withoul undue delay and , where feasible, not Jater than seventy-
two (72) hours after becoming awarc of a persona! data brcach. 

14. Contlicting Tcrms 

ln the event of any contlict or inco nsistency hetwecn lhe provisions of Iltis Addendum and any prior terms 
or agrecments belween thc parlics with rcspect to the processing of persona! data, including, without 
Jimitation, prior data processing agreemcnt(s), the provisions of this Acldendum shall prevail. 

[END OF PAGE] 
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DATA PRIVACY OFFICER OR CONTACT PERSON 
The parties' respective data privacy officers ("OPO") or contact persons for data protcction enquiries is: 

ProQuest Customer (Please comoletc) 
DPO/Contact for data protection cnquiries DPO/Cuntact for data protectiun enquiries 

Namc/Role: 

Email: Email: 

The partics' authorized signatories have duly executcd this Addcndum: 

CUSTOMER INFORMATION AND SIGNATURE 

Customer (current completc lega! name): Univerzita Palackého v Olomouci (Pa lacký University Olomouc) 

Customcr current address: Křížkovského 511 /8, Olomouc, Czech Republic 

Former name of Cm;tomer as it appears on Lhe Agreemen 

Title: rector 

PROQUEST SIGNATURES 

ProQuest LLC 

Title:

Dale: 03May2018 

ProQuest Information and Learning Ltd. 

Name

Tit le:

Date: 03May2018 
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SCHEDULE l TO DATA PROCESSlNG ADDENDUM 

Technical and Organizational Measures 

Furlher lo the general principlcs sel out in Section 5 ofthe Addendum, the below reflects Data Processor' s current 
technical and organisational mcasurcs. Data Processor may changc these from time lo Lime so Jong as Data Processor 
does not materially decrcasc the ovcrall security of the Workflow Services during a Subscription term. Changes will 
be published in the security and product documentation available on ProQuesťs website, currently at 
hllps://www.proqucst .com/go/privacv. 

1. Pseudonymisation of persona I data/Encryption of persona! data 

Mcasurcs, including encryplion, are uscd to ensurc that persona! data cannot bc rcad, copicd, modificd or 
deleted without authorisation during electronic transmission or transport, and that thc targct cnti tics for any 
transfer of persona! data by mcans of data transmission fadlities can be estahlishcd and vcrificd. 

2. Ability to ensure the ongoing conlidentiality and integrity of proccssing systcms and scrvices 

2.1 Measures to prevent unauthorised persons from gaining physical access lo data processing systems for 
processing or using persona! data: 

a) Definition ofpersons who are grantcd physical access; 

b) Electronic access control; 
c) lssuance of access IDs; 
d) lmplemcntation of policy for cxternal individuals; 
c) Alarm dcvice or sccurity scrvicc outsidc scrvice timcs; 
t) Division of premiscs into diffcrent sccurity zoncs; 
g) Implementalion uf key(-carcl) hanclling policy; 
h) Sccurity doors (clectronic door opener, ID rcader, CCTV); 
i) Implcmcntation of mcasurcs for on-premiscs sccurity (e.g. intruder alert/notification). 

2.2 Measures lo prevent unauthorised persons from using data processing equipment: 

a) Dcfinition of persons who may acccss data proccssing cquipment; 
b) Implemcntation of policy for external individuals; 
c) Password protcction of persona! cornputcrs. 

2.3 Mcasures to ensure lhal pcrsons entitlcd lo use a data processing syslem gain acccss only to such persona! 
dala as thcy are cntitlcd to acccss in accordancc with thcir acccss rights: 

a) lmplementation of access rights for rcspective persona! data and functions; 
b) Rcquircment of identifica!ion vis-a-vis thc data processing syslem (e.g. via ID and authentication); 
c) lmplementation of policy on access and user-roles; 
d) Evalualion of protocols in casc of darnaging incidcnts. 

2.4 Measurcs such as logging of data entry, to ensure chat it is possiblc to check and ascertain whether persona! 
dala havc becn cnlered into, altcred or removcd from persona! data processing systems and if so, by whom: 

2.5 Measures to ensure that persona! data processed on behalf of others are processed in compliance with Data 
Controller's instructions, including training of Data Proccssor personnel and documentation of Data 
Controllcr support requests. 

2.6 Mcasurcs lo ensurc that data collcctcd for diffcrcnt purposes can be processed separatc ly such as thc use of 
logical separation of data of each ofData Processor's clients. 
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3. Ability to ensure the availability and resilience ofprocessing systems and services 

Measures to cnsurc thal persona! data is protcctcd against accidcntal destruction or loss: 
a) Realisation of a regular backup schedulc; 
b) Control of conclition of data carriers for data backup purposes; 
c) Safe storage of data backups; 
d) Implcmentation and regular control of cmcrgcncy powcr systcms and ovcrvollagc protcction systcms. 

4. Ability to restore the availability to access persona! data in a timcly manner in thc event of a physical 
or technical incident 

Measures to ensure lhal persona! data can bc restorcd in a ti mely manner in thc event o( accidental destruction 
or loss: 
a) Implementation of an emergency pian; 
b) Protocol on the initiation oť crisis- and/or emergency- management 

5. Proccdures for regular testiug, assessing and evaluating the effectiveuess oť technical and 
organisational measures for ensuring the sccurity of the processing 

a) Regular review of any IT sccurity related cerlifications; 
b) Monitoring of thc Data Protection Officer, if dcsignatctl, and IT revicw conccrning tbc compliance with 
the deternúned proccsscs and requirements for the configuration and opcration of thc systcms. 

[END OF PAGE] 
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